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ISE Web S2SERI D WLC DEXE

ZOIETIE, WLC & ISE ZRERES D DI B2t X 2 U T 43R B DWW T L 97, RADIUS NAC #fE 3 5L,
ISE 23R AIZE 8 (COA) IR A E(E TEHINTRVET, Z0ERIT, 2 — IR TICHAFSH TRY, Xy T —22T7 7
BATEDHIEERLET, DFED, FL vy a Z20eTH ISE N7 747V hOIREZFERF A H CTEAHIHTR0E
T AT VRO EER | R —FVFRRED T2 DI ISE IZV X AL 7 RSIVTODIRRENLEIVEE % | FRREMNTE T LD, £ D
IIGAT VRO BEZE T LT, X "I —T~DT 7B A A Z—Fy N ZFF R LET,

WLC T® RADIUS B25EH—/\DERE
RADIUS FRGE— " Ef%E T HI2iE, IROFINAIZHENE T,

2FyF 1. UAYLALAN 2 ha—7 (WLC) —30D GUIL IZrZ A LET,
ATvT 2. 6 [ IR T IO, EMDA=2—0 b [EF 2V 7 ¢ (Security) ] > [AAA] > [RADIUS] > [#7
(Authentication) ] DJAIZEIR L ET,

CIsCco MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY
Security RADIUS Authentication Servers
il Acct Call Station ID Type 2 System MAC Address -
General
» RADIUS Auth Call Station 1D Type AP MAC Address:S51D -
Authentication
Accounting
Fallback Use AES Key Wrap 0o (Designed for FIPS customers and ri
DNS .
» TACACS+ MAC Delimiter Hyphen -
L OAP

6. Radius S25EH—/\

ZFyF 3. B (New)] 22V 27 £ 7,
71273 X912, RADIUS #2GEY— RO AR RSN ET,

RADIUS Authentication Servers > New
Server Index (Priority) 2 -
Server IP Address 10.1.100.22
Shared Secret Format ASCIT -
Shared Secret e
Confirm Shared Secret 1)
Key Wrap [ (Designed for FI{
Port Number 1812
Server Status Enabled «
Support for RFC 3576 (Enabied.: v
Server Timeout 2 seconds
Network User Enable
Management Enable
1PSec [71  Enable

X 7. Radius BBFEH—/\:#RE
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Z7vF 4. ISE D IP TRLAB I OILFMEBREL A LET,
ZFvF 5. RFC 3576 |Zxf 3 5V —beBZLET,
Z2F7vF 6. [ApplyGE )] Z#27Vv 7L ET,

WLC T® RADIUS 7HO T4 H—I\DEEE
RADIUS 7 h 7 T4 = 3R E T HIZIE, RO FNEIZHENET,

ZFyF 1. UAYLALAN 22 ha—F (WLC) —3D GUL IZr/ A LET,
AFyT 2. IR T IDNT, EMDA=2—71b, [£F 27 1 (Security) ] > [AAA] > [RADIUS] > [T ATV T4
(Accounting) ] DJEIZEIRLE T,

alvaln

Cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Security RADIUS Accounting Servers

((((( Server Adiress Part PSec Status

8. Radius 7AI T4 T H—n

Z7yF 3. [HTH (New) ] 227Uy 7L ET,
9 |ZRTEIIZ, RADIUS 7T T 427 B — OB HNFRSIVET,

RADIUS Accounting Servers > New
Server Index (Priority) 2 -
Server IF Address 10.1.100.22
Shared Secret Format ASCIT -
Shared Secret sene
Confirm Shared Secret saee
Port Number 1813
Server Status Enabled -
Server Timeout 2 seconds
Metwork User Enable
IPSec [ Enable

9. Radius 7AV T1oTH—/\:{R&E

Z7vF 4. ISE D IP TRLAB LA MEBEREL A HTLET,
AFv7 5. [ApplyGEH) | &2V 7 LET,
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ISE @) Web BREEZFHTAHELIIZWLAN DEREEZEEBLET
ISE @ Web #23FIZ RADIUS NAC #1# 955912 WLC D% EAZ L E 45121, RO FNEICHEVET,

2797 1. [WLAN(WLANs)] Z &R L E,
A7vF 2. [ AFSSID (Guest SSID) | AR L £7°,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGH
WLANS WLANSs > Edit 'guest’

General | Security | QoS | Policy-Mapping | Advanced |

10. WLAN

A7yF 3. [BX=2UT 1 (Security) | # 7 &L F 7,
ZFvF 4. [LAV2(Layer2) | #7 %27V LET

11 RT3 E91Z, [LAP2'F 27 ¢ (Layer 2 Security) | #7 A7 a NERRINNET,

| General | Security | QoS | Policy-Mapping |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security @ None -
MAC Filtering®

1. L1v2e+xal)7s

AFvF 5. LAY 2 EX2UT4IZKL T, [72L (None) | ZERL £,
2597 6. [MACT /L4 (MAC Filtering) | ZH ML £,
A7FyF 7. [LAV3(Layer3) | ¥ 7 & 7Vv 7L E7,

12 [TRT IO, [LA¥3&'F =7 1 (Layer 3 Security) | #7 A7 v arinFonsiEd,

' General | Security | Qos I_P(
. Layer 2 | Layer2 | AAA Servi

Layer 3 Security £ MNone -

12. LA¥V3txal)Ta

Z7v7 8. [72L (None)] ZiEIRL £9°,
ZFv7 9. [AAAY—/(AAA Servers)] &R L £,
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13 1R T X912, [AAAY— 3 (AAA Servers) ] DA 7 ar BNERENET,

| General | Security | QoS | Policy-Mapping | Advanced |

| Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface  |_|Enabled

Authentication Servers Accounting Servers
[T Enabled [7] Enabled
Server 1 None None

13. AAAH—n\DOEFaT+«

Z7yF 10, X 14 (2RI, [— 1 (Server 1)] 7L, [F&FEY —/N (Authentication Servers) | & [T AV T 427
H#— 3 (Accounting Servers) | {ZkLCISE %— 3D IP ZH ML ET,

Authentication Servers Accounting Servers

Enabled Enabled
Server 1 IP:10.1.100.22, Port:1812 ~ [P:10.1.100.22, Port:1813

14. AAA H—I\D+EF2T4

Z7yF 1. [FEHIERE (Advanced) ] # 7 &2V 7 LT,
ZFyF 12, X 15 1798912, [FEHIER E (Advanced) | #7 A7 al DERSIVET,

| General | Security | Qos | Policy

I Allow AAA Qverride Enabled I DHCP
Wi-Fi Direct Clients
Policy Disabled NAC

Maximum Allowed NAC State  Radius NAC =

Clients Per AP Radio 200

Load Balancing and Band Select

15. [E£#%7E (Advanced)] %7 # 7> a3y

ZFvF 13. [AAAT——F AR %&F7] (Allow AAA Override) ] A ZNILE T,
AFv7 14. [NACOARHE (NAC State) | T, Ry 7’'Z 7 A=a—%f# fJLC [RADIUS NAC] Z&IRL £7°,
A7vF 15, [Apply GEH) | 22Uy 7L ET,
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lllllllll
CIsCO.

EZRNDUSFALINED ACL DEREB LUV T7HIEAD T

ZOWTIE, WLC T ACL Z@ET DB OV THAL LT, BIIE, 7 AN 7747 VMR T AN F—E AT 7 EAT
T ACL ZRETHILETT,

B Xr TINMR%E ISE SRS R—2ILIZYE AL IMT B8 ACL DEESE

AFvF 1.

AFvF 2.
2797 3.
2797 4.

ATvT 5.

WLC @ GUI IZB#EIL, [Ex=YT 1 (Security) | > [7 7 &A= h—/ LU Ak (Access Control Lists) | > [7 7 &
Az ha—/ LY AR (Access Control Lists) ] 238 4R L £,

16 |Z/R T IHIZ, [T77'BAa hr—/LY AR (Access Control Lists) | <— T BFERSNET, ZOX—VITIE,
WLC TRRESNTWD ACL N—RFRSNET, o, 2ON—ITELAEED ACL ZfmfE E2I3HIRTE
7

Saye Configuration  Ping
alaln

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists

b AAR
b Local EAP

¥ Priority Order

= Access Control Lists

16. 7H+EX avka—)L YRk

[HrEl (New) ] RH# %2707 LC, HLW ACL Z1ERL £7,
17 1277 X912, 4 Hi1Z GUESTREDIRECT & A f1LE 1,
ACL O)V— VEAERR T A1, [fRfE (Bdit) | 227V v 7L ET,

WIANE CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP  EREDGACK
| Security Access Control Lists > New = Rack Apply
b AAA — P
Access Control List
¥+ Local EAP P CUESTREGIRECT|
» Priorty Order ACL Tyon M
¢ Cerificate
rol Lists
| Liste

17. 79X arrOo—)JL YRk
i A (Apply) ] A& %7V 7L ET

18 [Z/RTINIZ, [T7 AT hrr— LY A (Access Control Lists) | DR ~— B FREINET,

Access Control Lists > Edit <Back | Add New Rule |
General
Access List Name GUESTREDIRECT.
Deny Counters 0
Destination Source Dest Number
Seq Action Source IP/Mask IP/Mask Protocol Port Port DSCP Direction of Hits

18. 7H+tRX avrO—)L YRAFDIRER—D
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ZFvF 6. [HrHL—/LDIEN (Add New Rule) ] RZ %77 E T,
RFyF 7. [T/ AI hr—/LU A (Access Control Lists) ] > [/L—/V (Rules) | “X— YN FERSILET,
ZT97 8. 19 ITRFTIDNT =N ERELET,

##:10.1.100.22 IZ ISE ® IP 7RLATY (ZEHD ISE D IP TRV A HLET),

General
Access List Name GUESTREDIRECT
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 / 0.0.0.0 f
1 B P S A A
1 Permi ot 0.0.0.0 up DN ny ny  Outbound 0 -]
. 0.0.0.0 / 0.0.0.0 f
2 P
2 ermit 0.0.0.0 0.0.0.0 uDP Any DNS Any Inbound o [~}
0.0.0.0 / 10.1.100.22
3 P A A
ermit 0.0.0.0 255.255.255.255 ny Any Any ny Inbound 0 a
. = it 10.1.100.22 / 0.0.0.0 f A A A A Outb d 0 u
4 ermi n n n n utboun
- 255.255.255.255 0.0.0.0 v Y ¥ ¥

19. ACL JL—JLDTURY)
FEERICAVA—RYRADT AN TORRZEH AT 51-D ACL DEKRSE

ZFvF 1. WLC D74 H—RIZLD, guest-acl 2\ )4 BT T ACL 2MERRSHTVET,
AFvF 2. [guest-acl] ACL #27Vv 7L F7,
RFvF 3. =T UVR2 DI IRD 2 DOFHIL—VEBINLET, ZONAFIHE ZENIEFICEETT,

= EETTISEIP ~DT7EAT any ZiFa]LET,
» SESEISEIP ~DT &R Tany ZFF A LET,

2012, =V AR 2 DBITEBINENTZ 2 2OF L —LVERLET,

cess List Name

Source Port  Dest Port

0.0.0.0
0.0.0.0
0.0.0.0
10.1.100.22

An;
255.255.255.255

nnnnnn

0.0.0.0
255 0.0.0.0
10.1.100.0

20. FHFEIL—ILDOIUNY

$¥:10.1.100.22 /X ISE —/3D [P 7RV AT, FE v —miZid, ZHEHD ISEIP 7R 2%
ERLET,

Z#UT, Cisco Identity Services Engine & WLC D% Ak $—E 2 B ADFHD/—h
(A2 UAF LR 2 br—F (WLC) DAV AM—/VBXUORE) 1K T TY,
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VMware TDA 2V A—ILE LU ERTE (ISE)

T2 Tk, VMware —/ X TD ISE V7 NI =7 DAL A— LB LR EIZEHHE T AZ A ZHOW TR LET,

2112, ZO/N—=FTHT 4R DU —r7u—% R LET, ZOU—77a—DT 77487 41X, ISE L7/ A
kN —E RZIEFITEATH-OIZ M 2 275 kL CONET,

Part 2 - Installing and Configuring ISE on
VMware for WLC Guest Services
e N
. . N
Configure Settings for
> Self-Registration
(" Install Cisco Identity ) Optional
Services Engine on v
VMware 4 Confi .
\ Y, onfigure Settings for
i Sponsored Guest Flows
N Optional
Install Latest ISE \ /
Patches i
> < /Setting Up a WeII-known\
i Certificate
Configure ISE for Guest \ Optional
t Services v
Configure Basic Portal
Customization
\ Optional P,
L )

21. VMware TOAYA—ILELUVEETE (ISE)
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RIS AD Cisco ISE DA AR—IL

OVA 7 7L —raf L TEAR~ 12 Cisco ISE VY 7"y =T A Abh—/L L, BB T HZENTEET, OVA T
L —MIHIOFNET Cisco.com 3HF 7 a—RLTHYET,

ISE OVA D{RE<I 2 ELTHEA
ESX(i) BRE21Z ISE OVA ZE AT 51213, IRDFIMEIZHEVET,

A7vF 1. VMware vSphere 77 A7 ML #i L £7°,

Z7yF 2. VMware FAMIET A LET,

AZ7v7 3. VMware vSphere 77147 >’ [7 74/ (File) | > [OVF7 > 7L —hD3E A (Deploy OVF Template) | Z3&4R
LET,

Z7vF 4. [ZH (Browse) ] 227V 7 L TCOVA 7o 7L —RaER L, [k~ Next) ] 227y 7L FET,

A7yF 5. [OVAT 7L —hifHl (OVF Template Details) | ~X— Y OFEAMZAEFEL . [~ Next) | 227U/ L E T,

RFyF 6. —EIIHAN T DIeOIAE~ T D4R ZE [4iTErS— a2 (Name and Location) ] ~— I AJJL, [IR~
(Next)] 227V 7 LET,

2797 7. OVA ZARANT DT —FANT IR £,

RFvF 8. [T AAV 74+ —~vh(Disk Format) | ~X—® [ w77 aeYa=7 (Thick Provision) | 47 a R¥ &0
Uo7, [~ (Next) ]| 27V LET,

Cisco ISEVV—R 13 X, v w7 Fueya= iy Fu Va7 O iz R—rLEd, 72771,
TH =R AREmMODOIIT Yy TR Tamy T ERBEIRTHIEA BRI LET, v T reva=r T gk
UGG, WO T AAZPLRHIZ, IDEL DT A ATFHIRD LB 2T T 7V —R X777 L8 5T,
TRy aX TRl OREICEEN D ENHVET,

& [LAY—Fu (Lazy Zeroed) ] 7> [-f— 4 —Er (Bager Zeroed) | 28I T DL ERIN7256 [L AV —Fr (Lazy

Zeroed) | ZIBINL £,

2FvF 9. [5¢ T Y#fifi (Ready to Complete) | ~— DIFHAMERLET,

A7yF 10. FEARZITEIRE A 129 % (Power on after deployment) | = 7Ry 7 A% A AL ET,

Z2F7vF 1. [T (Finish) | 27Uy 7L £7,

ISE Dty b7 yTDET

ZOIA T, VSphere 22V — /LD~ NIy A4 —T7=AA(CLD) Z#HLTISE (RfE~> &2ty b7 v 7 LET,
AR TR AP T T5L AR~ AT EBINICHEERISNET, A~ A FEETLL, AT L T
TIRERRSINET

AFvF 1. VAT A TN setup EAJIL, Enter 2L E T,
BN T AP RRIREI, VA PRI TR EZ FATLE T
ZA7vF 2. AEOEFRREDFHOETIELFREHENL T, vy Ty 7 U —FOBERMICKHELET,
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TREOBNZL, setup 2~ RO A HIERLET,

localhost login: setup
Press 'Ctrl-C' to abort setup

Enter hostname[]: ise

Enter IP address[]: 10.1.100.22

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.1.100.1
Enter default DNS domain[]: yourdomain.com
Enter primary nameserver[]: 172.16.168.183

Add/Edit another nameserver? Y/N : n
Enter primary NTP server[time.nist.gov]:
Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC] :

Enter username[admin] :

Enter password:

Enter password again:

Bringing up network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Appliance is configured

AV A= BT AIERB L OFEMIC W TIL, BEA AR O [nstalling Cisco ISE Software on a VMware
System | DIEAZ L TEEW

ISE D/INYF DA A—)L
ISE B~ vy h 7o 7 Lizh, Dy F A A=V HRDOFGRICHE S T AT MMy F 2 AL £,

Z7vF 1. ISE OEH Ul (http:/iseapaddress) (Zu/ A LET,

AFvF 2. [ (Administration) | > [ A7 A (System) ] > [A> 7 > A (Maintenance) | > [N F & # (Patch
Management) | > [~ A~—/L (Install) ] DNEIZER L FT,

RFvF 3. [ZM (Browse) ] 7V 271, Cisco.com NHX 7 a—RUTz Xy FZRIRNLF T,

AFyF 4. [ A=/ (Install) | Z7 V07 LT\ F oA AN—/LLET,

TIARVEE ) —RTORyFT DAL A=V P58 T F5HE, Cisco ISE b HEIICEZ 7T RSLET, B
0y A CELINIRDETH S EFRFOMENHVET,

T A A=V OEITH, [23y T & # (Patch Management) | ~X— EOEEEDH Bl TE5D1%
[/ —RAT—H 2% %R (Show Node Status) ] DA T,

AFv7 5. [Ny T DAL AR—/L (Patch Installation) ] <~ — TR AIZIE, [ B (Administration) | > [ A7 A (System) | >
[AL T F > A (Maintenance) | > [N F & £ (Patch Management) | DEIZFEEIL £,

ISE O/ F OFEANZ- DT, TISE 1.3 Administration Guide JO [ Installing a Software Patch | OIEZ SR
TLIEEWY,

Cisco Systems © 2015 ~R— 25
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2N T7HORARD ISE DERE

DAL R aAVA—5(WLC) DRYRT—9 7HORX TINMA(NAD) ELTHERE

ZFyF1. ISE DFE ULIZn/ A LET,

ZF7vF 2. [ (Administration) | > [ k7 —27U>—Z (Network Resources) | > [*h7—27 7 731 A (Network
Devices) | (ZBEILET,

ATv7 3. 2 TR T IO, GEM(AdD) ] Z8IRLET,

== System J 1dentity Management 7 Network Resources
Network Device Groups External RADIUS Server:

Network Devices Network Devices

- 2]

[ Metwork Devices > Name -
i Default Device

22, ISE DFYRT—ITINA R TINA RD:EM

23 \RT I, [FyhT—2F /314 A (Network Devices) | Dt ~— VN FoRENET,

Network Devices List > New Network Device

Network Devices
DESCpED

-IP Address: [10.1.10042 | | /[32 |
S —
Software Verson «|

* Network Device Group

Location 4] Locations ©] [ set ToDefauk |
Device Type|All Device Types ©] [ Set ToDefauk |

~ Authentication Settings

Enable Authentication Settings
Protocol  RADIUS

* Key Encryption Key
* Message Authenticator Code Key

Key Input Format ‘= ASCI

B b sump settngs

O » Advanced TrustSec Settings

(oo TS

23. FYRT—Y TINM4R

27T 4 THRARGEANSILET,

2FYF 5. TNAADIP TRV A% A LT,

ZF7vF 6. [PRREDF%E (Authentication Settings) | A ZNZLE T,

RFyF 7. [FA R #E (Shared Secret) | # A )L ET (FRIF = Z7UANDIAB &5 :12),
257 8. [%15 (Submit) ] Z2Vv/LET,
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AL —D B

FRRIEARY S —"ClZ, Cisco ISE 2’ @EIZEEH 35, FFrrlcsha 7 e haL BN ID y~7\i71 T ID V—RJEFZE T
FTEET, Cisco ISE TlX, 7 7A/NNT, 7 AN 778 AH O FHRFIHE AL A O /T RE72 78RR Y /H?ﬁﬁﬂiéﬂ‘(lﬂ
\ji-a—o

T4 IVEDERER) —DFK TR

FRIERBF DT 7 H/VIDZREERI L —2 1T 5120, IROFNEIZHENET,

Z7y7 1. ISE DFE ULIZnr A LET,
A7vF 2. [RUT— (Policy) ] > [#%IE (Authentication) ] IZEEIL £,

X 24 (2”9 XN, [T 7 4 /VEOFERFEARY & — (Default Authentication Policy) | ~— Y RN ERINFET,

+ [mas |+ I [ wired_MAB OR Wireless_MAB | Alow Protocols :[Default Netwo

B - |Defaur : Use [ Internal Endpoints = |

Identity Source |Interna| Endpoints
Options
If authentication failed | Reject ¥
If user not found m

If process faledDrop_____+ |

Dot1X : If Wired |

24. TIAIIDREIRYS —

T7ﬂ‘/l/}‘@n‘u nETJ /‘_‘ j: ﬂ%%nw Wiﬁi‘/]\ﬂ‘\"/(‘/l*@ MAB 61 [f‘l’*\}%ﬁj—‘ (Continue)] uEﬁﬁféﬂ’Cl/ \i‘j‘o :*WCJ:D\
CREN) DT AN 2 RIRA U SRFREEZ T CTE, 2O RARAV DT AN IR—=F )V ~DIV X AL TIPS FF A SILET,

FZ TURRAMEISEANYFALHYMNTBREETOT7AILDOER

TURRA IR R T —7| J)J@’C?’?‘Exﬁ‘é%ﬁ TURIRA L NEFERED T2 DT AN IR —=Z N~V E AL T N 50
ERDVET, VAL DITTRAET 07 7 AV DLEET T,

ZFvF 1. [RUT— (Policy) ] > [RV I —5 3 (Policy Elements) ] > [ 5 (Results) ] IZBEEIL £,
A5y 2. [FRGE (Authorization) | ZEBHL ., [FRAE7" 27 71 /L (Authorization Profiles) | #27Vv 7L E 7,
A7yF 3. [BII(Add) ] Z7Vv 7L ET,

AFyF 4. RONEHEANTILET,

» [4 A1 (Name) ]: Guest Redirect

= [WebUX AL 27k (Web Redirection) | 412U, YX AL I hOFEEEZ IR : [ FAKR Yk (Hotspot) ] 7213
[ H R WebiB ik (Centralized Web Authentication) | (H OB E/IFAR L — FAhO7m—TiEH),
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* [ACL]:Z® ACL IZ K LFE/NLFEIKAIL, WLC TRESNIZLBTIE—EHTHMENRHVES, [F R
DIVFAVIMHAD ACL DFREBIOT 7 ERADFFF | ODIETOREIZHEV Y, GUESTREDIRECT %1
l_/\i-g—o

2D ACL TR FE/NTFHXFIL, WLC TOEFHICERIZ T 2MLENHYET,

» B EY)RT T VR AR50 (AR RAR > (Hotspot) |, [ B T8 &k (Self-Registration) |, F72i3 [Ad
#— (Sponsored) ] Zi#IRL £7°,

AF9F 5. [251E (Submit) | 227Uy 7L £ 7,
YEALLORRADARYRRRY S TO771ILDH]

Authorization Profiles > Guest Rediract
Authorization Profile

*Mame | Guest Redirect

Description ‘ Redirects MAB endpoints to guest porial

* Access Type |ACCESS_ACCEPT hd

¥ Common Tasks

‘Web Redirection (CWA, MDM, NSP, CPP)

Hot Spot ~| acL [GUESTREDRECT Value [ lotspot: Guest Portal (default]

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = urkredirect-acl=GUESTREDIRECT
cisco-av-pair = urkredirect=https://ip:port/portal/gateway’ d: dValue&portal=18b73f40-5e4e-11e4-b905-005056bf2f0a8action=cwadtype=drw

25. FBETOTFAILVEALOMEDRYRRR Y TFOT7AIL

ILTUoIx IVERD)FALIMDH

Authorization Profiles > Guest Redirect
Authorization Profile

* Name | Guest Redirect

Description \Remrects MAB endpaints to guest portal

* Access Type [ACCESS ACCEPT X

~ Common Tasks

[¥] wab Redirection (CW/A, MDM, NSP, CPP)

Centralzed Web Auth ~|  ACL [GUESTREDIRECT Value [ istered Guest Portal (defautt) - |

¥ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-palr = urkradirect-acl=GUES TREDIRECT
cisco-av-pair = urkrediract=https://ip:port/portal/ gateway?sassionld=SessiondValuekportal=19b72310-5a4 e-11 e4-b905-005056bf2f0akdays ToExpiry=valueSaction=cwa

26. BETOTFAIL:ILTUINIILEREDULTALIR

TORREBATHODOBIEETAT7MILDERK
;@IE\VC j: :"“—_H‘/T/\/I,Xﬁ)wunftéhfuﬁé LZ‘/]\U 76\—77”2;(‘(%54:9 *ﬁ;ﬁ‘munﬁ7 D77’/f/1/75:1/|555ﬂ/i‘§"
TR AER AT DO DAL 0T 7 ANVEAERR T DITIE RO FINEICHENET,

ZFvF 1. [V — (Policy) ] > [RU T —HH# (Policy Elements) | > [/t 5% (Results) ] IZRBEIL 97,
Z7vF 2. [F&FE (Authorization) | ZJEBAL | [F&HEZ 27 71/ (Authorization Profiles) | #27Vv 7L %9,
AFvF 3. [BI(AdD) ] 227V 7L ET,
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27 W RT I, [HTOFRREZ 17 71 /L (New Authorization Profile) | [ 233 /RSAVET,

orization Profiles = New Authorization Profile

Authorization Profile

* Name | Guest Permit |

Description ‘ Internst Access for Guests

* Access Type |ACCESS ACCEPT -]

Service Template D

¥ Common Tasks

B Web Authentication (Local Web Auth)

Airespace ACL Name | quest-zcl

B 27. HHROBATOT7AIL
Z7yF 4. RTINS, ROEHREATILET,
»  [45ii (Name) ] : Guest Permit
»  [#BH (Description) | : 7 ANHA L X —3 ok T/ ER
» [Airespace ACL4 (Airespace ACL Name)] 24121, guest-acl & A JJ

20D ACL 1T RKSURE/ N F A2 X BIL, WLC TOERICERIC—HTAULERHVEST, 20 ACL I3,
[FARDYZ AV D ACL DR ERBIOT 7 RADFHT | OIETT TIT/ERF AT,

AF9F 5. [2513 (Submit) | 227Uy 7L £ 7,

TANTOARDORERER) S —DER

AN TR—=H NN E AL T RERE DT OB ZREE L — VA ERR L £, 3RaRV— VA ER T 52812k, T34 2 F
7T — WIS NAL T RRAL DT N —F IS T IS T 7 B ATEAIINTARET,

Z2F7vF 1. [V — (Policy) | > [#2AlE (Authorization) ] IZEIL £,
RF7vF 2. [T 74V (Default) ] L—AATD [#atk (Edit) | DBRICHDREIZ 7V LET,
79T 3. FEN—NVEFD RITHALET,

ATvT 4. 28 | IRTIANT, ZNETOREIZED 2 DOH B —VEBIILET,
Guest Permit GuestEndpoints Wireless_MAB Guest_Permit Edit | =
Guest Redirect Wireless_MAB Guest Redirect Edit | «
Default DenyAccess Edit | =

28. uunE-kl)/_ %ﬁiﬁ)b )I/G)JEHD
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RFvF 5. HDOVL AL TN — )V EERR LT,

AFvF 6. /L—/LD4 | Guest Redirect

ZFwF 7. [ (Condition) | > [#E & 51 : Wireless MAB®D ;4 (Compound Condition If Wireless MAB) | & 58
LET,

ZFvF 8. AL 77 AL [FEYE (Standard) | > [Guest Redirect] &38R L £7,

AFvF 9. [5E T (Done)] &2V 7L E7,

2597 10. Bl/D/L—/L% Guest Redirect L —/L D E(ZHEALET,

Z2FvF 1. /L—/L D4 Rii : Guest Permit

Z7v7 12. [GuestEndpointZ)>>Wireless MABD 54 (If GuestEndpoint and Wireless MAB) | Z3&4R L £9°,

Z5v7 13. [Guest Permit] 7’07 7 A /L& RIRL £77,

ZAFvF 14, [5E2 T (Done) | 227V 7L E7,

2797 15, [fR1F (Save) | 227Uy /L9,

=Y AUP Ry hARY N ICRIE T2V T iy /b IR—Z ) Zu s A58 ARBDR =2V ZAT DORET
=N —=VICRRSINET

F— RAUH AUP BT IO 7a—TCRIEINDE, T 731 A7) GuestEndpoints (28RS AL, lLIZYZ AL
FENBHTEAT 7 AN 30 HHFFAIEIVET, 30 H%., 7/ A A% GuestEndpoints 7 /L —7 MBI ES L,
ZOT7R—HEDIRSNET,

ZO5E T LEFIAZ, R—2 VDB E T 5D EOFIATT,

TFAN T 7 BRTHRY ARV N R—2 VL TOA551E, TBEROFEHZEORE | DIHETAXT Y/ TXET,

H OB EIIT AR Y — R—2 L2 L CODEEE T, SHICRENVLIETT, IROIET B BEHBLORR P —
FAND 7 — | ZHBRE/INBRORTE | IZHEA TTZEW,

Part 2 — Installing and Configuring ISE on
VMware for WLC Guest Services

4 N
Configure Settings for
N N —> Self-Registration
Install Cisco Identity Optional
Services Engine on N J
VMware 7 v
i Configure Settings for
Sponsored Guest Flows
Install Latest ISE Optional
Patches - l =
i KSetting Up a WeII-known\
Configure ISE for Guest Ce;tl_flcate
. ptional
Services \ i J
Configure Basic Portal
Customization
_ Optional P,

29. /N—F2:WLC R+ H—EXA® VMware TD ISE DAV RA—ILEFUVEE
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BEERELUVAR Y — FACDTO— ([T ELGE/NR
DHRE (EE

FRMNDAT—23 3L LT -V DERTE

IHHORET. HEEREBIOAR A — F RO 70 —%2 PR —hTEDIMNE T, FANRRY NI —2I1ZT7 78 A
THar—alr AR EL T, THT ISV BRICAR =03 A B — L T i BRI TED I T HIEN
VBT, ar—ab ZRELRWEES . T RN IELWIEZNCA IS R A,

RN BLORAR A — T —TFTalr—ar i 1 O FEHSNAIICRESN TWAEREES . FIEEO=DIz &
ANBLOPAR A —Zar—al BRI T DO DL T v aliFonmsivEt A,

PST BEE] COEADLG AL, VAT AR IAEN VDY /BDulr—a a2 H CED720, TARV Y — FRb
D7—ZHBRBRE ] DIHFE TAXT Y7 L TLIEEN,

TIHNNDY )8 alr—a OAFNIAE TEXETA, 2o —raid, T2 IRUART LI R RSN
W=D | HIBR T 2B IIHDFE A

/r—a BN SSID OFEAIIZHOWTIE, 2Hh52 707 LT, KRTARDOX IS HIEICT 7 BAL TLIZEN,
FANDOr— g ERAL B FRE T DL IROFINEIZHENE T,

AFyF 1. [TANT 77 A (Guest Access) | > [X iE (Settings) | (IZBEIL£7°,
ZFvF 2. [FARDOul— 3 ESSID (Guest Locations and SSIDs) | % B L £ 7,
A7y 3. 30 (R T I, [FARD R — 3 LSSID (Guest Locations and SSIDs) | ~_X—Y 3£ RSN ET,

+ Guest Locations and SSIDs Specify the locations where you want to allow guest users and the 5
Guest Locations
Use guest locations to determine a guest's time zone
Sponsors associate a location with each guest account they create.
Location name:* Time zone:™
I - Al
Location Name « | Time Zone \ Edit |
O Boston (EST) ESTSEDT [ Dekte |
O san Jose America/Los_Angeles
30.

27y 4 O —alBRBIOEAL S —2 a2 ANJJLET, fil:7ARAR (EST) € ESTSEDT %1 .,

E: Y BOuRS =g I EDOERICL TR EET,

2797 5. [BI(Add)] 227Uy 7L %9,
ZFvF 6. [{R1F(Save)] 2V 7L £ T,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01111.html#task_D9739B7DD17B430BA0B47B8FDAFC7CBA

Xa7 FHORREERRTH/N\IY—HAFK CISCO.

ZUDOT7—aVvEERTARIICR—FILZRE (HCE#R)

_mﬁb<ujuéwzu/f~ Tar AT AR, B OB R — AN ERETHLERBYET, B OB H AL
Bl ZOBDOTRR A — FRN To— T RBRBE | EFTAF Y T L TRLIEEN, ZNLS OB A, [BEMOTEHE
0)%5{%1 DIETHEA TLIZE Y,

E: T 74OV /8 (PST REH) Z 6 UL RV GG, ZOBHFAF Yy T LTSN,

ATYTA.
AFvF 2,
ATv7 3.
ATv7 4.

ATvT 5.
2797 6.

[7ART 72 A (Guest Access) ] > [3% i€ (Configure) | > [ AR —4 /L (Guest Portals) ] IZFEEIL £,

H OB LT AN AR—2 L Z R LT,

[R—=Z NV DOFEEBIIRT A _X—TOFFE (Portal Settings and Login page settings) | 2107272 F 7,

X 31 [T 3oz, B OB —CORED [0/ —ar (Location) ] 12, fERL LT/ —ar MBS
SN

LEM(AdD) 1 227Uy 7 LT,

[/ (Submit) | 227V v/ LET,

Location

Guests can choose from these locations to set their time zone:

San Jose |

Boston (EST)

31. SR R=HL:OF5—3ay
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AR Y— FRDT7A—ZHELERTE ((ER)

AR — FANEY R — 512, IRO FIAB ML E T, H OGO L ZHEH T A5G ENTE TL TN,
ZOTatREAXy 7 UC, [BEROEAZEDORE | OHEICBEIL T,

AR —FhHIOUMDERE

WY A1 2 MBS 57>, ISE % Active Directory G 2281280 AR —Z 3 EL £, Active Directory &
AL TWDIEET, [Active Directory DAR Y — THYUVIDER | OIEETAX Y 7 LTSN,

WERT 0 o AR 21213, IROFNRICHENET,

ZF7vF 1. [ (Administration) | > [IDD % B (Identity Management) | > [ID (Identities) ] > [-=—Y (Users) ] DIIEIZFEE)
LE7,

AFvF 2. [BI(Add) ] &=27Vv 7 LET,

RFyF 3. [ARL Y — (Sponsor) | DIFHAE ATILET,

ZFvF 4. [L—H 7 L—7 (User Groups)] T [TXTDOT A7 (ALL_ ACCOUNTS) | (T 7 #/VH) ZiERL £,

257 5. [15 (Submit) ] 22V v/ LET,

ZFvF 6. [ARY— TN —FDurr—arDRENAXFY T LET,

Active Directory D AR H— Fhoo DA

WD 2 SOEE, ZHEHDT AN TIRA VAT LR, AR — T )V—T DMFIET % Active Directory h— /3L S
TG AT VBT, ISE TIERRLIZ AR — T AT N RIOETIER) 2325 T ETHY, 7o, ZHHd
T M AD EGLIRWEEIL, ZOBDIAR Y — T —TDulr—a DR E | EFTAF Y/ TEET,

FEARIZDUNTIE, [ISE Configuration Guide oD I Active Directory as an External Identity Source | Z#Z ML TS0,

Active Directory 7OAR Y — T HY MR T HIZIE, RO FNEIZHENET,

AFvF 1. [P (Administration) ] > [IDO % #H (Identity Management) | > [#M1D>/ — A (External Identity Sources) | (2
BEILET,

Z7vF 2. [Active Directory] ZE&{RLE 7,

ATv7 3. 32T T IO, B (AAD) ] 227Uy 7 L ET,

== System {5 Identity Management i Network Resources E
v Sources

Identity Source Seq

Identities Groups

External Identity Sources Active Directol
avE- &. S

[ Jgin Point Name

¥ [ Certificate Authentication Profile

32. IDOERE NEIDY—X

2T7vT 4. HEGRALNDOLBIEZANTILUET,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01110.html#reference_2DED94723F2248B99730D5393E73AB56
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2FvF 5. AD KAV B ASILET,
Z2FvF 6. [%15 (Submit) ] Z2Vv/LET,

* Join Point Name | SecurityDemalainPoint

* Active Directory Domain | securitydemo.net]

g | cancel |

33. Active Directory

AFvF 1. [V V—7" (Groups)| ¥ 7 =27V L E7,

Connection Authentication Domains m

Edit él]:Add 4 Delete Group  Update SID Values
[] MNam Select Groups From Directory -
[l ciscc.yf.j.{.;.rﬂlf e e FOUR. ANE0ANNA

34. [J')L—7(Groups)] 27

Z7v7 8. [BI(AAD) ] E7Vv 7L, [T AL 7N DI )V—7 %54 (Select Groups from Directory) ] Z38RL £ 7,
AFvF 9. TN—TERIR UL, X—T FEHO [OK] 227V 7 LET,
AFYF10. X—Y FEOD [frfF (Save) 1 &7 U > 7 LET,

Active Directory R7R>H— 5" )L—F All_Accounts DERSE

WOFNEIL, AR —FIINEEE LG N —T % AR — T —F AT 5 72 R L Ed, 06T,
RALY 2—H 2L ET,

A7yF 1. [FTANT 77 A (Guest Access) | > [% € (Configure) | IZEEIL £97,
ZFvF 2. [ARLH— L—7 (Sponsor Groups) ] > [ALL ACCOUNTS] #2727 LFET,

35 R T IO, [AR B —7 /L —7 (Sponsor Group) | ~— Y NRRIINET,

Sponsor Group

" Disable Sponsor Group

Sponsor group name:* [ ALL_ACCOUNTS (default) |

Description: | Sponsors assigned to this group can manage all guest usd

; Membms...l

Sponsor Group Members .
| @
ALL ACCOUNTS (default)

| demoAD:demo.local/Users/Domain Users |

[

35. [RR2H—4' JL—TF (Sponsor Group)] R—
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AFvF 3. [A 73— (Member) | 27V 7L, X 36 (TR T EHIZ, [EIRS /o — 27 L—7 (Selected User Groups) | fifl
BICR A 2= EBELET,

Select Sponsor Group Members x
Selact the user groups or individual users who wil be member of this Sponsor Group

Available User Groups Selected User Groups s

[iemployee \ ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) demoAD:demo.local/Users/Domain

Users
GuestType_Contractor (default)

GuestType_Daily (default) .

GuestType_Weekly (default)

OWN_ACCOUNTS (default) >3

36. EiRsnfza—4 JIL—7

AFvF 4. [OK]Z27Uy7LET,

AR Y—FIL—FOasr— 3> DETE
AR —=WNT AN T eAE T DR T AIEL W AR ETAZENEE T, Yo/ Bonr—rars
AT IUXIWG AT, ZOEEAT Y TEXET, ZNLUNOEEE, Fillnsr—TarzBiLEd,

AFvF 1. 3T TR T I, AR —=0MEH T 50 —arv k| [FANAT 7'AT 50— a2 i8R (Select the
locations that guests will be visiting) | E7 > a> HIRINL £ T,
AFyF 2. MEORV AT = a2 IERLET,

Create Guest Types at:
Guest Access = Configure > Guest Types

Select the locations that guests will be visiting

sanJose |

|Boston (EST)

37. [FRDTHIERTBHO07— 3% #IR (Select the locations that guests will be visiting)] XA~

RFvF 3. N—UOf FHEFCAIa— L, [{1F (Save) | 2V LET,
ZA7vF 4. [FALD (Close) ] &7V 7 L %7,

ISE R7R>H— R—B2 )LD FADN R—RADT7 I ADERTE

AR — R—=F VBT HE, AR —IE, 7 AN, GHRE . BRE . 2L E U EIT B RN HTTP £720%
HTTPS =/ A % FATU TR NI — 2T VB ATEAHINNT, —KRpIR T AT NeAERLCEET, Ry T — 213 ERy
"I —27 T, F213A X =R MZT 7 BAL THEMNENER A,

Bl 705% B2 BT ISE B HE Ul D AR — IR—Z VT 78 AT 550 2 B0HY £,

o [THUUIOEE (Manage Accounts) | ARA L ZAUTEEE H T,
o IR—24)L TANURL:Z0 URL [FAR Y —ITKE TELD T, AR Y =03l A 2T v/~ —2T
EET (T 74N
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AR AR AR — R—& )LD URL i A2 2B LET, fi:

http://sponsorportal.yourcompany.com

ISE AR Y — iR —F )Vt N7 v 7T H120%, RO FNEIZHEVET,

ZFvF 1. [T AT 72 A (Guest Access) | > [#% € (Configure) ] > [A7R Y —7"—%4 /L (Sponsor Portals) | (ZBEHIL F9°,

AFvF 2. [T 7AHI/VRDAR L —R—%4/L (default Sponsor portal) | 27V 7§ 5L K 39 (2T IIIZ, [R—F LK TE
(Portal Settings) | ™AV DERIIVET,

RFyF 3. [R—H /LR E (Portal Settings) | T, [FERAEAHN AA 4 (FQDN) (Fully Qualified Domain Name (FQDN)) | &
7alk J-o1F T, [sponsorportal.yourcompany.com | & A JJLE T,

* Portal Settings

Fully qualified domain name (FQDN): | sponsor.securitydemo. net % |

38. R—HILEE
2FyF 4. I L ETRIZO—LL, [IR1F (Save) | 22V v/ LET,

Z® FQDN 723322 ISE IP 7 RLAITHER S D EHIZ, DNS ZHH 240 BmRH0ET, Ziu,
sponsorportal.yourcompany.com 7} yourise 27~ 1+ 9% CNAME =AY T AL T HZETRETE LG AENHVE
R

ERMZ DU T, TISE 1.3 Portal User GuideJ? [ Support Guest | DIHAZZHRL TL7ZE0,

k=111



http://sponsorportal.yourcompany.com/
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/sponsor_guide/b_spons_SponsorPortalUserGuide_13/b_spons_SponsorPortalUserGuide_13_chapter_00.html#topic_4A0B003357EE42D68AA9B817EBEC2D3A
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B DEAZE D E (EF)

ZOHEOIEHRIT.ISE 1.3 2 HL TERSIELT-, ISE 1.4 22 HOBE1T. IROEDO BRI DI ED R E  ISE
1.4 DFEDFIE B ERLITZZ0,

ZOWETIL, FAN T 7B ZM DV AT L BB ST LM EITHY EE vy ZOFINAITAEE T2, 52 L2 58<BHE)
DHLUET, 2= Web 7T Wb F AN AR — FTEHE R -2 WITERLTG A, ERRRER EH2 %
FANDMEEDRNINTT DITIE, BERORRRERIC L > TEA SN ISE B — S OREHEEH T2 L EZ R HVET,

B S CIIZDEEZ AX Y 758546 SIEKROREIZOWTIZE TL TS, IR—ZIVDEARR LI AR~ A XD
REETZENTEET,

ZDHARTHEARESNDZA T DFEHELE TRV R —F 50 Z —L LU TlE SSL.com 3BV E3 08, IZH R H &5
NUE=RHVET,

B FEREOZ AT, GEAE T A A —IZ Lo TRR DA BT CHEIND G A 0HVET, SAN 74— /LRI 28 LB
D ZLDGE R E ORIV EDE DD, ZNHDOREDOA LT A Web Ty b T HULHER CEET, £
DFE, CN= 7 4—/LRZ FQDN T, SAN 7 4—/LRIZIZVA /LR A —RK & FQDN D J5 % & TeilEH A LB L T DL
fLZET,
TANRI—RFEHFEB L UGEHE R OFEMZ OV TL, RO~V==2T VA2 SR TITZEN,

e [ISE Administrator GuideJ: [ Wildcard Certificate Support in Cisco ISE |

e Moving Packets DFEF: [ When SSL Certificates Go Wild |
e Aaron Woland @ Network World 7 22": [ Wildcard certificates and how to use with ISE |

WROT X TRY _EIFAFIEIZ, SAN TIANRI—RBEHIN TS, SSL.com (Comodo D FAL) Dx=77AK =2
Sa=A—ya R E (UCC) DR EFZRLTWVET,

BERNDEIRAEDERSE ISE1.3 DIZFESDFIE

ISE 1.3 & 1.4 TIXERENEARVE T, ISE 1.3 OEEFAILZDOIHEITHES TEEN,

AR ERERDIERH LR/~ D CSR DX{E

Z7vF 1. [ (Administration) | > [ A7 A (System) | > [FIEH & (Certificates) | > [FIE &8 44 23K (Certificate Signing
Requests) ] DIEICEEILE T,
A7yF 2. [REBIEZ A ER (CSR) D4 % (Generate Certificate Signing Requests (CSR)) ] 27U 7L F7,



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_01000.html#ID126
http://movingpackets.net/2015/03/12/when-ssl-certificates-go-wild/?utm_content=buffer2c6ba&utm_medium=social&utm_source=twitter.com&utm_campaign=buffer
http://www.networkworld.com/article/2225032/infrastructure-management/what-are-wildcard-certificates-and-how-do-i-use-them-with-ciscos-ise.html

Xa7 FHORREERRTH/N\IY—HAFK CISCO.

ZFvT 3. 39 (TR T EHIZ, CSR AT BT DA NI ET,

Usage

Certificate(s) wil be used for \punj| hd ‘

Allow Widcard Certificates i

* Certificate Group Tag [Add New... hd

[ ssLcomodoideard | i

Subject

Common Name (CN) ‘ ise.securitydemo.net

Organizational Unit (0U) [cisco

City (L) [ Boxboro

|
|
Organization (0) [ saMpG ]
|
|

State (ST) [ma

G ©

Subject Alternative Name (SAN) | DNS Name ~ | [ise-securitydemo.net ]

[onis Name ~| [ *.securitydemo.net |

* ey Lengt
* Digest to Sign With [sHa_256 -

= e

39. FIAEERENR

ERGE
= [REWIEO i (Certificate(s) will be used for) ]: & —4 /1 (Portal)
»  [UANR—ROFEHELFF ] (Allow Wildcard Certificates) |: 3
» [GEEZ V—T 27 (Certificate Group Tag) |: [FTHEMN (Add New) |: 44 AiiZ 5 1€ : . SSLComodoWildcard

WAL AN
»  [3LiE4 (Common name) |: yourdomain.com.
» BTV IO gk a— OIS U S RICE X% F T,
» [TV ORFE4 (SAN) (Subject Alternative Name (SAN)) J=
SAN DNS 4 1 = yourise.yourcompany.com
SAN DNS 4 2 = * yourcompany.com
» FHO2ODT4—NVRET 7 AN DOEFICLET,

A7y 4. [ (Generate) | 227V 7L T CSR AL £4, K40 (2" T LT, CSR AAERSIVET,

Successfully generated CSR(s)
Certificate Signing request(s) generated:
ise.securitydemo.net#Portal

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

[ Exort IS

T ————————————————————

40. EECERmSENT= CSR

AFvyF 5. [T7AR—h(Export) | 27Uy 7L C7 7 A NVERFLET,

AF9F 6. THXAN T AHTIOT7ANEREET,

2597 7. [--—- BEGIN CERTIFICATE REQUEST----- >5[ -----END CERTIFICATE REQUEST---- | £ COF_TDT
FAZaL—LE T,
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AFvF 8. TIRL7- CA OFEAEZERIZ, 20D CSR ODNEZAEVf T ET,
40 1%, SSL.com DR —H LA RLUET,

Note: The Camman Name (EN) field in your CSR must conform to the following rules:

» It MUST represent ,- r Fully-gualified domain name (Lo,

* Or, it MUST repre: lha narme of your senve Ic.-calnost of bizsarver ]

* It CANNOT not -“@D nt an ip address (Le. 58123123123 or 127.0.0.1 - see deprecated
names)

ubmit.domain.com)

common name field in csr is: ise.securitydemo.net

*CSR: --BECIN CBM‘!I’XCJ\TS REQUEST-—
 request

o Sarver Software: | romeat -

Domains (prorated) @ [+ secur i ityd
e itydemo.net ise.securitydemo.net

.........

41. SSL.com MR—4JL
A7vF 9. BAMEFERAEL YV 0—RNLET,

B CA LI T, BAMNESTEAENE T ALV TREFEINDGENRHVET, FUra—RENZT7 7 ANV EITET
A= VDTN T 7 ANDELIL zip 77 ANTER T, FHITEL SNCEEAELE CA ONT V7 BAGERENR G EN T
F9, TNHDOFEAEX Cisco ISE DEHESNAEBEANTITBMT 2L ERHVET, T OXNVELREAE, L—h
CA GEFZE, BXOMMO TR CA GEE GEY T28508) 2. 7747 N 770 F W TWDLR—H)L VAT AIRIFL
T, TNOOFEAZEFROETA AR —ET,

EESNFIAEANT ~DIEAE D 1 R—

ZOIETIL, 74T b — B OEEMEEINST- DI E R ZEHEL AR —R L F£9, ISE 1XEER, 7947
/}‘ uﬁb(ﬂ_a/\nqu%&k% ql/~1\nﬁ%%i@i0¢‘?ﬁnﬂi£ﬁ% (,Z EGCFE\L’C) %ﬁfi—\‘bij‘o

B R_RTo7Tan(fF— ftlﬂFﬁ:EED%i@/r/xbwvﬁi‘f B DT TIEHDER A, FRIFEFAZIL AL CA MHigfts
NFET, 72E21X SSL.com Z#EH T 584 . SSL.com IX Comodo D A7 CA (2720 FF, Comodo /% AddTrust /L—h
CA O FHL CA TT, LIcio>T, ZOHITIE, —MERAFEIZMZ T, 20 2 2O iz CA OFEAELA AR —RLET,

ZD 3 OOFEAEE T X TCA R =T DI, IROFNEIZHEVET,

Z27yF 1. [ HE (Administration) ] > [ A7 A (System) | > [FERA & (Certificates) ] > [{& #HS V7= AEFA 3 (Trusted
Certificates) | DNEICEEIL £ T,
AFyF 2. [A2AR—hkImport) | 227V 7L ET,

= L —} CA:AddTrustExternal CARoot.crt
= iz CA:SSLcomDVCA 2.crt
=  F{\Z. CA:USERTrustRSAAddTrustCA.crt




tXa7 7ORERETHNIY— HAR

atfean]e
CiIscoO

AFv7 3. A2\ T I, [REBEANT ICHHRGER % AR —bk (Imp
Store) | AL NRARIINET,

ort a new Certificate into the Certificate

Import a new Certificate into the Certificate Store

* Certfficate Fie AddTrustExternalCARootert

Friendly Name | SSLComodoRootwidcard

Trusted For:
Trust for authentication within ISE

[J Trust for dient authentication and
[0 Trust for authentication of Cisco Services

[ vaiidate Certficate Extensions

ysiog

Description | Root for S5L Comoda Widcard

E | cancel |

42. [FEBAZERNTIZHHREIBAE %4 R—b (Import a new Certificate into the Certificate Store)] R4/

ZAFyF 4. LA FOFEHEZ A R—M2120%, IROTFNE (4 ~ 10) IZHEVE T,

= JL—b CA:AddTrustExternal CARoot.crt
* TfL CA:SSLcomDVCA 2.crt
» T CA:USERTrustRSAAddTrustCA.crt

2FvF 5. [ZM (Browse)] #27Vv /LT, —b CA FERAZEZEIRLET,
A7yF 6. [Z7L 2 RNU4 (Friendly Name) ] # A JJLET,
ZFvF 7. CADPHIRENZNV—MERELZERIRLET,

Z7v7 8. [{EHHD B (Trusted for) ] 7-~/LD F D [ISETORAEDT-OIAF

ISE)] 27Uy 27 LET,
Z7vF 9. [t (description) ] # A JJLET,
2797 10. [2fF (Submit) | 27V 7L ET,

ERLERAD CAEBRFSAABD/NNIUF

#8695 (Trust for Authentication within

T T, CADOIRENTZT VANV EL T EFEAELZZITED, CA FEHEDA LV R—MNE T LELZ, IROFNEIL, CA
DB LTZRE- % ISE 7250 CSR AU RTHIETT, NA R THIET, CSR DAERIZE SN FE- EH L

FEDOT PERSNET,

AFvF 1. [P (Administration) ] > [Z A7 A (System) | > [FEH] 2 (Certificates) ] > [alE B E55 44 23K (Certificate Signing

Requests) ] DIRIZEEILE T,
2FvF 2. BRAEROTUNEZEIRLET,

A7v7 3. 43 1R IO, [REAED /AR (Bind Certificate) | 27V 7 L £,

[ Friendly Name
ise#Portal#SSLComodoWildcard. |

Sview  @eExport | 3 Delete | Bind Certiﬁcai'

Certificate Su
CN=ise.secur

43. SEHZED/NAUF

Cisco Systems © 2015
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X7 7ORRERETH/N\YY— HAF cllsclo

A7vF 4. [ZH (Browse) | 27U/ L, CA B4 EREHEE2EINL£7,

A7yF 5. GEHED [Z7L 2 RU4 (Friendly Name) | #f5EL £,

2797 6. YT VxIbD CN FI2IV TV MUBRLA O DNS [ZTVANVR I —RLFOT AZYAY (%) G deilE B #48
ALRT DI, [TANVR D —RFEH EZFF 0] (Allow Wildcard Certificates) | v 7R w7 A% A4 AL ET,

27T 1. ZOMOAT L a T HBIICRESNET,

A7v7 8. 44\ T X9 [1%ME (Submit) ] 227V 7/ LT, CA BAMEFEHEZEL AU RLET,

Bind CA Signed Certificate

* Certificate File ise_securitydemo_netert

Friendly Name | wildcardComodoSecurityDemoPortal

Allow Wildcard Certificates i

validate Certificate Extensions [] i

Usage
| Portal: Use for porta

* Certfficate Group Tag |W|Idr_1rdCDm0d0

o [T

4. ERMNESEHAEDNAUE

TFER—FIE LV EAP BIICHATHIIBAEDRSE

ZOFEIEETT, 22—V AR T ZAEEFHD 5720 (22— LU CTH B4 G EHEDO A VAN — /LofFHH N 5

RKENRLIRDET) R, JF3D dotlx Z7TF7AT 2 hA~DYLIED T2 ISE OE R —Z )T 72 AT AT BEAN O FEE
BEAH T 25813, WO TFNEIHENET, SAUREIEEZFITUI- %, iEIAELZHEREL C EHFEEZF 75
VBENHYET,

BHAR =2V B IO EAP 85E T3 2RE F AR E T DIV TR DO FNAICHENET,

ZA7yF 1. [ (Administration) ] > [ A7 A (System) | > [RIEFA & (Certificates) ] > [ A7 AGEH # (System
Certificates) ] DNEIZBEEIL £7°,
ATy 2. 45 1R T IO FHRICA VR —RLU=FEFAE O SSLComodoWizard ZHmEEL £,

45. [V AT LEEBAE (System Certificates)] XA




sl jlel )l
tHaT THEREERTENAYY— HAE CIISCIO

AFv7 3. 46 |Z/R T E9IZ [EAPDRERER L UVE B (EAP Authentication and Admin) | DR 7 ZA%& A4 AZ LT, FEH T
BOAT var e RELET,

Usage

| EAP Authentication:
| Admin:
[ pxGrid:
/| Portal:

* Certificate Group Tag | ssLComodoWidcard

46. [ERAE(Usage)] R4V
ZFvF 4. [251E (Submit) | 227Uy 7 L9,
ISE AT LA EI L £ 97,

R—2 )L TR OIERAEEHERTH-ODRE

BEROGEAEDR ENKE T LIZD T, %@ﬁﬁﬂi%/rxbn” HNZEN Y TT, F AN TARAALBIETHEX TS
NAINTTHMENRHVET, ZOEFE T, RELTMOT R TOR—Z T ELFT, AR — R—2L &2 HL
TWAEEZOT 7L a NN AR Y — 7R —&z%%@ﬁéhém’) AR — N—H NV E T HLEIHVEE A,

Z7y7 5. ISE DEBER—ZNI0s A LET,

AFvF 6. [7ANT 7EA(Guest Access) | > [5% &E (Configure) | > [7 AN —4 /L (Guest Portals) ] IZEIL 97,

277 7. FEHT DT 7 A/ EDTF AN IR—2)L ([ARy BAR Yk (Hotspot) ], [ H 8% (Self-Registered) ], F721% [AAR
H— (Sponsored) ]) 27V 7 LE 7,

A7vF 8. M 47 1T I, BEFOFEAEICOWTORRE FIE T E LT [REES L— 747 (Certificate group
tag) ] & [ —2 /L% i€ (Portal Settings) | AL DRy T X7 A=a—nHERLET,

* Portal Settings

(euie LTI Bl Default Portal Certificate Group
SS1.ComodoWildcard

Configr tes at:
Administration > System > Certificates > System Certificates

B 47. [R—%JLE%5E (Portal Settings)] XA~

79T 9. R—VDE FEFTAZn— /L, [JR1F (Save) | 22Uy 7 LET,

2797 10. [[RILA—FOFT X TOR—ZVOFEFEEZE T L ET 75, (Do you want to change the certificate for all the
portals on the same port?) | EF/RS725, [OK] L TRifiTL £ 7,

27T M. =V EEIZHD [PALSD (Close) | 227U/ LET,

ISE 1.3 COBEMOIEHEORENTE T LEL,
SERAEOR EDFEMIZ DU TIX, TISE 1.3 Administration Guide ] [ Managing Certificates | DIHAZ L TZEVY,

[IR—FNVDERBJRHAEARDHRE | DIEETAF Y LTI,
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tXa7 7ORERETHNIY— HAR

CISCO.

A DEEBAEDEREISE1.4 DIFZEDFIE

ZOIETIE, ISE 1.4 i LU CREROFE EA R E T2 HIEICOWCGRIILE T,

REBAEE R ERDIER LRI/~ D CSR DE(E

A7vyF 12, [ B (Administration) ] > [ A7 A (System) | > [RIEFA & (Certificates) ] > [FIEFH E & 44 ZK (Certificate Signing

Requests) ] DIRIZEEILET,

AF7vF 13, [FEEE 4 K (CSR) DZE % (Generate Certificate Signing Requests (CSR)) | #27Vwv /L &9,

Z2FyF 14, X 48 127192, CSR 2T A0 DfEZ AN TLE T,

ERFE
[RIEBH £ F % (Certificate(s) will be used for) |: [#24f# H (Multi-Use) |
[TANVR T —ROFEEZF AT (Allow Wildcard Certificates) ]: 4>

WALV

[3£iE 44 (Common name) |: yourdomain.com.
YTV OMD I ar ke = F OIS U HRICE SR F T,
[T ¥ =7 b4 (SAN) (Subject Alternative Name (SAN)) |=
SAN DNS 4 1 = yourise.yourcompany.com

SAN DNS 4 2 = * yourcompany.com

BHD 2 DDT 41— VRIET 74V DO EFICLET,

Usage

Certificate(s) will be used for [muiti-Use ] 4\ Youca
o
E

Allow Wildcard Certificates g

Subject

service (for exa
Portals, EAP, and}

Common Name (CN) ‘ ise.securitydemo.net

Organizational Unit (OU) ‘ Cisco

Organization (0) ‘ SAMPG

City (1) [ Boxboro

state (ST) [ma
canty ©
Subject Alternative Name (SAN) [ DNS Name -] [ise ]
| DNS Name BIE |
* Koy Length
= Digest to Sign With [sHa-256 -
(oo [T

48. FIAZEERER

Cisco Systems © 2015
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tXa7 FORRERETH/N\IY—HAK cllsclo |

ZF7vF 15. [A ik (Generate) | #27V>27 LT CSR 4R L 9, X 49 [Z/R T I, CSR WAEMKINET,

Successfully generated CSR(s)
Certificate Signing request(s) generated:
ise .securitydemo.neti Multi-Use
Click Export to download CSR(s) or OK to return to list of CSR(s) screen
[ Ecot JECTS
S ———————————————
49, EEIZERENTz CSR

A7yF 16. [TV AR —N (Export) | 7V 7 LT 7 7ANVERGLET,

RFYF 7. THXAN DT A X TCIDOT7ANERREET,

AZ5vF 18. [---—- BEGIN CERTIFICATE REQUEST----- | )5 [ --—--END CERTIFICATE REQUEST---- | £ CO 3§ XTDT
FANBa—L T,

AFvF19. IBIRL7- CA OFEHIFEZKIZ, 20 CSR ONEZ BT ET,
50 1. SSL.com DR —H VA RLUET,

Note: The Common Name {CN) field in your CSR must conform to the following rules:

» It MUST represent your fully-gualified domain name (Le. submit.domain.com)

* Or, it MUST represent the name of your server (i.e. localhost or bizserver)

» It CANNOT not represent an ip address (Le. 581231231023 or 127.0.0.1 - see deprecated
names)

common name field in csr is: ise.securitydemo.net

“CSR: [———_BEGIN CERTIFICATE REOUEST--——
1 "3 fequest IMTTDTJCCA: ALeN
use previ (=1} 213
i
11 1181DmIAL 19 LESFRIGS

e 2]
+GHOQTYLALFE1LI P26/ nEahRLSAXN LS +BaT/ LIR
1gBLIc

L1
ReWn¥(T0enxS 4hedSKS IQEvUZqU] dDgWIDAGR

*Server Software: |
o ormational purpases onty | TOMEAL j

B 50. SSL.com DFR—4AJL
RAFyF 20. BAFEFERAEL YV 0—NLET,

B CA I T, BAMNETEHENE T AL CEFEINDGERHVET, ¥V a— RSN T7 7 ANVEIXET
A= VDU 7 7 AN DI zip 7 7 ANVTER T, FBUIZEL SNIZREAELE CA DTV BLAREAER G LT
T3, TNODOFEAEX Cisco ISE DEFESNFEH EANT ITBINT DM ERHNET, T VXNV ELFFAE, L—h
CA GEFZE, BXOMMO TR CA GEE GEY T28508) 2. 7747 N 770 F W TWDLR—H)L VAT AIRIFL
F9, INOOFEAEIIROIE TSR — N FT,
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sl jlel )l
wHaT PHERERBETBNYY— HAE CIISCIO

EHESN-EEAEANTAOEREDO I R—

ZOHTIEL, 77AT bW — S BOBEIMEESNDT DI ERFEHE L A AR —FL £, ISE 1J@fER, 7747
YMIH LT — SEEA E L LG IV — MEAE B IO EREAF (L EITRC O 2R L ET,

BT R_RTCOTaNAFZ —CTHMGFEAED AV A=V BB TIEHVEE A, PRIGEFEIL TN CA HfRftx
WET, 728 20F SSL.com Z{# 4284, SSL.com IX Comodo @ {7 CA 12720 %9, Comodo /% AddTrust /L —h
CA O FAL CA TY, Lo T, ZOHITIE, V—MERAEIZMA T, 20 2 20O ML CA OFEAELA R —RLET,

ZD 3 ODFHFAELEZ T X TA LR =T AL, IROFNEIZHEVET,

A7 21. [ B (Administration) ] > [Z A7 A (System) | > [FER 2 (Certificates) | > [{F#HI 4172 AEB] & (Trusted
Certificates) | DNEICEEIL FT,
27y F 22, [ AR —h(Import) | 27V 7L ET,

= )L —] CA:AddTrustExternal CARoot.crt
» T2 CA:SSLcomDVCA 2.crt
» {7 CA:USERTrustRSAAddTrustCA.crt

ZFyF 23. [X 51 ITRT LI, [REEARNTITHHGE 2% 1 R — b (Import a new Certificate into the Certificate
Store) | <AL NRFEIRSNET,

Import a new Certificate into the Certificate Store

* Certificate File ~ Browse... No file selected.

Friendly Name [ SSLG

Trusted For:
Trust for authentication within ISE

Trust for client authentication and Syslog

[ Trust for authentication of Cisco Services

[ Validate Certificate Extensions

Description | Raet for SSL Comodo Wizard|

m | Cancel

51. [FEBAZANTICEHIREIIBAE%E 1> 7/R— (Import a new Certificate into the Certificate Store)] XA~

Z7yF 24, LT OREAEZL AL R =T 2120%, RO FIE (24 ~ 30) IZHENET,

=  )L—b CA:AddTrustExternal CARoot.crt
*  THL CA:SSLcomDVCA 2.crt
»  TF{ CA:USERTrustRSAAddTrustCA.crt

27y 25. [Z [ (Browse) ] 27U 7L C, b —b CA SEBZZRINL £,

AF7vF 26. [ NU4 (Friendly Name) | # A 1L £,

R7y7 27. CA D HRENTFNAN—NEABLRIRLET,

A5v7 28. [[EFED B 1Y: (Trusted For:) ] C. [ISECOFIEDT=DIZAEFE T 5 (Trust for Authentication within ISE) ] 38X
W [77A47 > FNERER L USyslogD 7= IZ{F #H 9% (Trust for client authentication and Syslog] D77 A%
SZLET,

Z7vF 29. [t (description) ] # A JILE T,

27y 30. [5fF (Submit) | #27V v 7L ET,




sl lal ]l
tXa7 FORRERETH/N\IY—HAK cllsclo .

ERLERAD CAEBR(FSABD/NNIUF

T T, CADOIRENTZT VANV EL T EFEAELZZITED, CA EHEDA LV R—MNE T LELZ, IROFNEIL, CA
B UT-REAE ISE 7°50 CSR IZNRAVRTHIETT, NALURTHIET, CSR OARRIZE S 7-RE I L
FELDORT IMERSIVET,

AFv7 31. [% # (Administration) | > [3 A7 A (System) | > [RIEF & (Certificates) | > [FIEH &8 4 23K (Certificate Signing
Requests) ] DIEICEENL £7,

2797 32. BABROTUNERIRLET,

27w 33, X 52 1”9 X, [REBHED /31K (Bind Certificate) ] 227U 7 L F 7,

Jview  @eExport | 3 Delete | Bind Cert'rﬁcaﬁ'

[ Friendly Name Certificate Suf
ise#Portal#SSLComodoWildcard. | Ch=ise.secur

52. FEEAED/NAUF

Z7vF 34, [Z I (Browse) ] 227U 7 L, CA B4 EGEHEAZEIRL F7,

277 35. AEED [7L 2 RV4 (Friendly Name) ] 5 EL £ 7,

277 36. [{i 575 (Usage) ] T, IRDA T varzA AL E7, [ P (Admin) ], [EAPFEAE (EAP Authentication) ],
[7R—4 L (Portal) ]

AFvF 37. [R—H /NI )—"7%7 (Portal Group Tag) | Tid, [T 7 A/VEDR—FVGEH ES /L —7 (Default Portal
Certificate Group) ] Zi#R L F 7,

277 38. [X] 53 [T T XU [12515 (Submit) ] 227V w7 LT, CA BAHEFEAELZ AV RLET,

[2515 (Submit) | 22Uy 7§ 5L, VAT LAHBHEBISH, &R T 5 R TEARIRVET,

Bind CA Signed Certificate

* Certificate File = Browse... | Nofile selecled.

Friendly Name ‘ WildcardComodoSecurityDemo

Validate Certificate Extensions [] i

Usage
Admin: Use certificate to authenticate the ISE Admin Porta
EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
Portal: Use for porta

* Portal group tag | default Portal Certificate Group = | @

Portal(s) using this tag  BYOD Portal (default) Blacklist Portal (default)
Client Provisioning Portal (default) Hotspot Guest Portal (default)
MDM Portal (default) My Devices Portal (default)
Self-Registered Guest Portal (default) Sponsor Portal (default)

Sponsored Guest Portal (default)

Csiome JHET

53. ERMEMAZTD/ 1R
ISE 1.4 COBEMODIERAEZBORENE T LEL,

SERAEOR EDOFEMIZ OV TIX, TISE 1.4 Administration Guide oD [ Managing Certificates | DIHAZ L TZEVY,
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Xa7 FHORREERRTH/N\IY—HAFK CISCO.

R—BILDEFHGEHRAEZTAXDEE (EE)

ZOHTIE, FAN T 7R A DY AT DEBBMEE LU EIH E' e ZHUT BT AN R—2 VD IARN 2T 25~
AR AT 2N BT DERE RO DI D DEBDOFIACT T, R—FN AN AL AXT HUENR RS AL, ROR
T | OB HEATIZEN,

TAS =B NENAZAX T HIE RO FIMEIHENET,

ZFvF 1. [ AT 78 A (Guest Access) | 2 [ (Configure) | 2 [ ARR—%4/1 (Guest Portals) ] 27V 7 LE T,
ZFvF 2. AL TCWAR—2L ([ bRk (Hotspot) |, [ H T8k (Self-Registered) |, F7zld [AR P —
(Sponsored) ) 27V 7L, ZDOR—ZNVEHRELET,

S4TRT I, T T AT AR =2 VTR B EN T2 F =y I 3 FomSvET,

/" _\ Guest Portals
| &% ) configure the portals guests wil create ) Edt | Duplicate

~— use to access the network

= Hotspot Guest Portal (default)
{ .a. '\ Guest Types Guests do not require usemame and passw
- ._.|Sgecinr Qssty Rcress priegen ° Used in 1 rules in the Authorzation p

54. RYLRRYE SRk R—4)L

ATvT 3. 55 1T I, RN—TU g EEICHD [N—T DA AK~ AKX (Page Customization) | B/ arw=rUvr
LET,

Portals Settings and Customization ) _
| Save || Close |
Portal Name: * Description:

| Hotspot Guest Portal (default) | | Guests do not require username and password credentials to access the | Portal test URL Language File -

Portal Behavior and Flow Settings /7~ Portal Page Customization
Use these settings to specify the guest experience for ( &) Customize portal pages by applying a theme and
this portal. " spedfying field names and messages displayed to users. [’\\S

55. [[R—RILDFREH LV HRE27A X (Portals Settings and Customization)] R—

ISE 1.3 Ti&, FEhiL 7= RN e I AZ < A AP T IS E T, ZOTOELTONFE) T VZA
AT BICHER CEE T, WAZV AR T AT ClEid# L AL, FT1I—2 0k EEICHD
o= NF— | FEAT I ANEE R PNE T CEXLI AT HRLIZEN, I ESNTODIEIIATLD
T W7 EIRIRTHELTEET,




tXa7 7ORERETHNIY— HAR

lllllllll
CIsCO.

AFvF 4.

H (Tweaks) | ZfFEHL CHEEEHTLET,

W INDT—~ HF— 2R DN, AR OR—EN DT =< T 57, K 56 107 551 [

Portal Theme | Default Blue theme 'I Tweaks. | Advanced Customization... = View in | English B %
+ Global Page Customizations K\
Images Text Elements & Footer Elements
Logo (Mabile) ... / g O Banner title: | Hotspot Portal Footer Elements
Logo (Deskiop) [< XD Contact Contact Support (Lnk)
Bannerimage .. | EE— [<X®)]

56. R—CDAREIIAX FTav
R—LV TS orToNF—2T v 7 n— R TEET,

ZDA Y &I ar O FCIERRNRN I T VR T7 4= VR TEET, o, BEX—VICBEI T8 TEET,
R—VOEMRFENDA T v a it BRIV DRELR— LN DI T ELTRRVET, XV DS EES F/20H
OTF AN FEECEET,

RN ~DEELFRTHI=T L 2—0H0FET,

2797 5.

et Hotspot Portal

K 57. IR—BILDHREIAX = TLE1—

RFYF 6. AR ARARNE T L6, 2= T a—0Df FiZhdt 7 arz /)y /LT, T AT L
Ea— (WR—Y 08 FEICH AR —4 L 5 AR URL LEIL) 20l L £9,
= EFICHDER—FN T AN URL LT, BEOIZTAT el llE 312, 22— 0 KR4 55
RIRTO—%TANTHIEL TEET,
2F9F 7. TAII T T a— TN IR EHTET,
RAFvF 8. N—Uk EEIZHD [FAUD (Close) | #27Vv 7 LET (X 58 & 0H),
|T|::u’:‘(:::>\l9m'.t|lde‘u!,' ”D::::r:':':o'.lzuue usernarme and passwond credential to access the / b?jw.g::e

|.__&,__.| mson::%.wrnaehy apphing a thems and

o s

—="  spechyng feld names and messages

58. "—HI R—CDAREIARERTE

FEARD B AR AR DEEDONTIL, BFFRE T AR DT Customize End-User Web Portals | DIEAZ SR TLZEW,
ISE Zf#i FH L7z Cisco Wireless Guest Access DAV Ab—/LBREZ T LELIZ,
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sl lal ]l
tXa7 FORRERETH/N\IY—HAK cllsclo |

RDATYT

TONT T DORENTET LIZb, RO HEE L THEIT 52 2R LE T,
Fyh ARy F RN 7u—0g4E

2FvF 1. 7 Ab SSID [CHEE L £,
RAFyF 2. BYPRARy R—Zicas/ (o LET,

H & &S Ar 7a—DRE

2797 1. 7 Ab SSID [ZHHEL £7,
AFvF 2. [THY Mk T (Don’ thave an Account) | 227Uy 27 L, 7 AR T HT U RERR L £7,
27yF 3. BOEGER—ZMRT A LET,

AR Y — FAN Ta—DRE

ZAFvF 1. W Rv NI —7 DO~ 2L T, AR — R—F /L (http://sponsorportal.yourdomain.com) (ZH%#5¢
LET,

AFvF 2. [T HV N> T2 (Don’ thave an Account) | 227Uy 7L, 7 AN T VU NAERL £77,

RFyF 3. ARY— TAV ML TR A LET,

ZR7yF 4. FANT AT NAERRLET,

2797 5. BOITAT U MfERLT, 77 AN SSID (ZH L £,

ZFy7 6. FILKERINIT AN TV ML Ta s A LET,

RIEAT > ar OFEMITDOUVNTIL, http://www.cisco.com/jp/go/ise/ 1235 Cisco ISE DE&EEZ SR TZEN,
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tXa7 FORRERETH/N\IY—HAK cllsclo..

18k A: R YFDEKRE

AZAF DR ET 7ANDFIZIRITTRLUET,

hostname 3560CG

1

vlan 50

name GUEST

|

vlan 100

name Mgmt

1

vlan 90

name access-points

1

interface GigabitEthernet0/1
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/2
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/3
switchport access vlan 50
switchport mode access

1

interface GigabitEthernet0/4
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/5
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/6
switchport access vlan 100
switchport mode access

1

interface GigabitEthernet0/7
switchport access vlan 90
switchport mode access

1

interface GigabitEthernet0/8
switchport access vlan 90
switchport mode access

1

interface GigabitEthernet0/9
switchport access vlan 100
switchport mode access

|

interface GigabitEthernet0/10
switchport trunk encapsulation dotlg
switchport mode trunk

|

interface Vlan50

ip address 10.1.50.1 255.255.255.0
ip helper-address 10.1.100.10
|

interface V1an90

ip address 10.1.90.1 255.255.255.0
ip helper-address 10.1.100.10

|

interface V1anl00
ip address 10.1.100.1 255.255.255.0
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