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APl X, RT—FEVTAENTHA—I U RAEFRALESEE=HICERYPEBEETILEFRALET. ETTHD
ICEMAMB TOERRIG/ 2 TO0yvF o 053 F#EHTT (&G APl 7O (ETOv I Shizlb,
SHICHBNIMNEZEICE>TENATWED) , 7O0tEXRF. BEHLERBICHRIA vE—C2ZTEY .,
BRAODNRTITBRERTAVvE—CEZITRMYET,

FEHAR S TR YT g oY R—bENFET, VNMCF, BELEARAV + (BEEXNEA IO
JMDEELRE) ICEHTIEMEIRTOYTRISANIEEL, RTFT—FREEDZA TE#RLET,
BENEA IO I b T—4 ETILDOSHOEFTIE. BAEBRMEEHBZITIE-HICEEOF TSI £
FILIZERLET, MRETYTIL— FEICEEO TONRTAAEEREINFEES. TBIZ7TY 5 L— L&D
F—AAR—2 O— FRZAEBEINET, HFLWOWTONRTFAIZIEZT 74U MEAEIY B TENET,

VNMC Tl., ETILARXT7—FTIFVv£2FALTVET, CO7P—FTIF ¥ TlE. TRIIEVICEE
EAITPz) FrORKADHBEREICERAINET, R, BEMNEF TSI MME, TV RRSA U MIEERES
WAL, REGKRE (OFY., BE) O VFRAV MEERLET,

APl DEIMEIZ RS VS O3 VBIT, B—DT—4 ETILTERTLET., VNMCIE, §RTHOIT Y RRA Y
k (ASA 1000V, VSG. B&LU VSM) #IE (RT—RRBHHE) #TVWET, APl 2—HFIFT Y KRS >
FEEERETEANED., A—HFEPEINELOIAVKR—R Y FREZEETIVNELHY TE A,
VNMC APl ET)VIZIX. ROTOATS 20 T oTF 4 T4 NEENFET,
e VSR BEERYV)—DATCzH b, TORTFABEVRT—E R
o AYY KR A DFERFIEHRDA TS Y MR LTAPIAREITTE7I3Y
e A4 T AT H bOTANRT A DHBRBEDOINEF-IXER, —RULERFIY—ER aVR—x
VFODMEIZEEEN, FSUHIR Xa—I2T77—X MY T77—X 79k (FIFO) DIEET
BEESNET, FSUFIFEINF1—HLERZIMEL. EREZBRLTCERAF VI EETL
9, ERASERINDE, FSUTHAEBEEEBERY—EBHLET. COTOERIE, BE—0D
FSoHHL a3V TETENET,

VNMC O T—% ETIL AF¥—%
FTARATOVNMC H—ER TANS Z—IZdTHT—2 ETIHIML FFa 42 L VNMC H—/\T/3y
F—=ofEEh, ROURLOWTIMEFERLTT7 IV ERATEEY,
e https://vnmc-ip-address/doc, ROABNEENET,
- core
- policy-mgr
- resource-mgr
- service-reg
e https://vnmc-ip-address/schema, RORABNEENE T,
- core.in.xsd : Management Controller 25 APl £ T—4 ETIL
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- core.out.xsd : Management Controller # T1) — APl &£ 5T—% EFI/L

- policy-mgr.in.xsd : Policy Manager %% APl & 7—4 ETIL

- policy-mgr.out.xsd : Policy Manager ¥ T!)— APl & T—4 ETIL

- resource-mgr.in.xsd : Resource Manager X APl & T—4% ETI/L

- resource-mgr.out.xsd : Resource Manager ¥ T')— APl &£ T—4 ETIL
- service-reg.in.xsd : Service Registry 8% APl & T—% ETIL

- service-reg.out.xsd : Service Registry 7 T'J— APl £ F—4% ETIL

VNMC H—EZX~ADT7 7R

VNMC H—E RI[ZI&, HTTPS 7O Fa)LZN L= XMLAPI EXRE#FEHALT7 Y X TEEY, HTTPS &3k
D URL eKFxmDEEY TI,

https://vnmc-ip-address/xmlIM/service-type

service-type I&£. TVNMC @aviR—F > b THEAIATWS, ZHTEHIY—EX TANMF—D214 T
TY, =& ZIE. Policy Manager ICEREZET BIZIE, ROFIZKRTEINTWSH—ER 44 7 policy-
mgr ZEALES,

https://vnmc-ip-address/xmlIM/policy-mgr

FITV1H D4
BEDA IS bE, ROBETHPS NS &S5, #AL (DN) FrEHExE (RN) THITEET,

o HAlA

o XA
BRI 4
DN AT dE. 4—7y b FTO) FEBARICHATEET, DN F, —EOHEFLENSEBREN DR
DRREFLFT,

dn = rn/rn/rn/rn...
fEZIE —EQOHEMIARFNEROBIEELLTVLAEELAHY ET,
org-root/org-tenant1/zone-trustedServers-0

ROFTIEX, DNIE, 7Tz H V) —DORzEEHI S Zone (GUI D vZone) 7T x4 + (zone-
trustedServers-0) ETHDZELBHM/ AR EZERHE L TLET, DN [, APl O—ILAEET 2EBREA TP Y
FEEELET,

< ---dn = "org-root/org-tenant1/zone-trustedServers-0" />

x4

RNE, BA TPz bOaVTHFRAMATAE IOz bEEBANLET, AT FODN X, XOBKT
#H DN & RN THRENFET,

dn = parent-dn/rn

=& ZIE, TF 2k Tenant! M TFIZd % &Hi trustedServers-0 M Zone (GUI M vZone) #7<xH MIZIE,
ROBEETSHRNHELUDNNHY FT,

e T x4 b® RN IL, zone-trustedServers-0 T,
o AT Y FOETF > DN (X, org-root/org-Tenant1 T,
e 77T x4 F®D DN IL. org-root/org-Tenant1/zone-trustedServers-0 T9,

APl Ay K AT3Y)

VNMC EDFEEIT4 DDAV Y F ATTVNMERINET, ZFAPIEAYY FTHY ., £A Yy FIE XML
REa1ADMIRELET, STl AYYRATFIVIZONTEHMICHBAL, T-HELFREZDMET
BE=HICOT)— T4 W EFERTHIHEICOVTHBALET,

o RELAE
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https://vnmc-ip-address/xmlIM/service-type�
https://vnmc-ip-address/xmlIM/policy-mgr�

e VIV—AFYYE
e DI — T4 IL%Z
o BEAYYE
o ARNVEYTRY YT a3 AYyE
GE) COTZa7LDOWLLDOIDI— FHITIE, FAEE <real_cookie> 1% 1217377205/85f7ff49-e4ec-
42fc-9437-da77ala2c4bf 7 £ DEMED Cookie ITEZH#Z SN FET, VNMC @ Cookie [& 47 X

FOXFIHITY, chld, Web T53080ty L a VIERERRFT H-OICO—HIVIZRET
%TEEED Cookie TIEHY FH A,

FHL-\ FIIE ﬁ If

BBEEAEIE. VNMC 7O T4y a AL, #iFLET, tho APl a— LA S BHIIC. EE
BRMEETTAILENHY £, API ERK(E Cookie ICLYRBFINFET,

BEHEty a oIS L UFEEESND E. WE T Cookie NHERENET, ChiX 7200 F (120 ) AT
¥, Cookie (. BHHRMAINLGZWNELE Sy L a3 VHRMBPICEHFITILEADY FT. KEHBHEIZKY.,
T4 FOEAERA Cookie NMERKSNET,

VNMC IZ® L T—EIZRK 256 BNty L a3 VK I ENTEFET, AV a VHIRICEET S E.
#iT o054 VERMEESNET,

BEFEHTTP POST AXZ#FEAL TEITESNET, VNMC [E, /R— F 443 THTTPS O oL+ %4
R—FLET, HTTPOI o RO—TJZIE XML OB EAESENET,

RAICERAARGEREAXETRLET,

®£1. SEAWERLSREIAARX

AR BiA
aaalogin VNMC [2B5 4 VT B2RIDDARXTT .
Bty avERIL, BBV vF—FMBLET,
aaaRefresh tylalEHFL. REDEI Cookie &) Iy a LET,
aaalogout BEDEYy a3 vERT L. BAEDERSE Cookie 27V 714 TIZLET,

HIT)— AYy K
HIY— AV RiE VNMCA TS 14 FOBEDBRERT—4 XET 2158 EWMELET,

FEAEDY T — Ay FI&. Bl# inHierarchical. 7 —/L{E truelyes F 1= false/no Z#HHFE T, true D
/& . inHierarchical BIBIETRTODFA TPV bERLET, RITHZERLET,

<configResolveDn --- inHierarchical="false"></> <configResolveDn --- inHierarchical="true"></>

Fl=. APIYITY— AYy FlE, a—ILZBRMICTEINES, (DFY., DA TPy FERIZEAD
Y LESBLERTATO Y FHINESIH) #IBET 5 inRecursive 5| EFHF>HENHY F9-,

R2ICHEAAIEEG I T — AV Y FERLET,

£2. VJT)—AVYYEF

Z40LE Bl

configResolveDns DNty FMokUA TPz FERBLET,
configResolveDns BEOVSRAOA Tz ) bEWMBLET.
configResolveChildren |# 72 x4y FOFA TPy FERIFLET,
configResolveDns DNty MzkUA Tz FERBLET,
configResolveDns BEOUVSRAOA TSz FERBLET,
configResolveChildren |47z Y bDFA T Y FERBLET,
configResolveParent ATz FOBEA TPy FERBLET,

configScope FEFEHRY—DODNIZHLTIZIRIT)—&ETLET,
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HIT)— T 4I)LA

COAPIIZIE, 9TY—AYY FOEREZEEDIOD T ILEAREENETT, ChoDTAIILEIE. &
I—D—FHELTETCENTE, VEGHEELY FERTETHIEOICERSINET, 2 Tlk, FHATEE
HI4ILBIZDWTHBLES,

e Simple 7«1 JL#Z

e Property 7«4 JLA

e Composite 7 4 L%

o Modifier 7 4 JL A

Simple 7 14 L%

Simple 7 1 JLAIZIL true & false D 2 DBBHYET, ChE5D T ILZIE. RDESIZFNREN true £z1E
false DEHIGEAT—2 RIZRIGLET,

o true 74 LA :true T—ILEHEZHEOIF T FOFEREY |,
o false 74 LA :false T—ILEHEZHIATOH FOHEREY b+,

B DO TIE, TSimple Z4J)L3 1 #ZBLTLEESY,

Property 7 1 JL#

Property 74 LA &, #EREY MIEDHEIEEL L TAI Dz bOTANRT A DEEFEALET, FEAL
Di5E. Property 7 4 LA EERT BICI1E. KBOEL ELICZ—Fy b ATz bETANRTAD
classld & propertyld WHETT,

F 3=, Property 74 IWLADEA FIZTDONTEHBALET,

%£3. Property 7 1 JL#%

414 H L

Equality BREEY FI, FEOTONRT AN, BELLETONRTAEESELVVA TS
FEEHET,

Not equal HREy MME. FEDOTONRT AN, HBELETONRTFAEESELLGNAD
O LVEERET,

Greater than HREy MME, FEDOTONRT AN, FEELETORTFAELYIRENLD

O LVEERET,
Greater than or equal HREy MME, FEOTONRT AN, BELETONRTFAEULTHZI A TOx

I EEHET,

Less than HREy MME, FEOTONRT AN, BELETONRTFAEXRFTHI A TP
I EEHET,

Less than or equal HREy MMI, FEDOTONRT AN, HBELETONRTFAEUTTHD A TP
I EEHET,

Wildcard HREy I, BEOTAONRT AN IAILKH—FREZFB-IT ATz + %

EHFET, YIR—bENBZ3TALEH—FIE, ZDOEEYTY,

% : B—XFIT—HT 5/ —t > iR,
*LOXFULEIZ-BTETREYRY,

?: 0 XFEUEIC—HT DR,

- =BT REEERT A YA, EZIE [ae]lda~e DEEDXFIZT—
BLET,

+: 1 XFULIT—BT B TS5 RER.

Any bits HEREY FME. FEOTANRT 4D, BEShIzEY by bODHECEL 1D
EFEOA TP b E2EHFET., (Ev IR FOnRTFaIZEHERALE
EDEN

All bits BREY ME, BEODTONRT 4D, BEShEZEY b £y bOTRTEE DAL
TS19 beBAET, (EvrhTRY FORTAIZEFERLEY) &
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SHMIZDONTIX, TProperty 74 J)L% 1 #8BLTL S,

Composite 7 1 )L A&

Composite 7 1 LA (X, 2 DUEDAVR—FRU bk T4 LA LHEREIN., RRICHEREY FEERTESE
¥, f=&ZIE, Composite 74 ILRICE2T. EFNTWVWE74L2DLHELEHL 1 DTRIFTANLDNTE=F
Ty bEHIZHEREY FERETEET,

R 4 [Z{FEFHFTHEY Composite 74 LA ERLZET,

% 4. Composite 7 1L %
T40L4 2L

AND BREY FME. FAVR—FRUF TALEIDTANE) D TEEERBL-ITRELND
YET, =& ZI1E, totalMemory HY 64 * H/NA FEBA=-BERIEEL I RTHa Y
Ea—4% JL—FZERBTBEE. T0/IL32I[E 1 DD Greater than 7 1 LA & 1
DM Equality 7 4 LADSERINET,

Between BREy bI, RYVDIEEEE 2BDODIEEEOEERNIZHIT TP FEEH
FTFT, EZIE BERELAHYFET,
OR HREy ME, PECEB1D2QAVR—RO b TN EADT N2V TEESE

WEITBEABYFT, EZIE, 2 D0 Equality 74 LR THERENE T4
EEDOIRTOY—EXR JOT7AILERBLET,

XOR BEtEwy bE, f=o7=1 D0 Composite AVR—RU b TAILEDTAILEY Y
TREEF-ITATSY +TT,

SEMBIZ DL TIL, TComposite 74 JLA ] EBBLTLESLY,

Modifier 7 1 L%

Modifier 7 1 LA L, EENTWE T4 LA DFEREEFE L EF . NOT Modifier 7 4 LA TS R—LSh
TWET, ST ANLEIE EENTVET4ILIDEREHIZLET . EFATVREEC—HLAEWAD
1Y MERMBTEEEIF. COTA4ILEEFERALEY,

SEMIZ DL TIE, TModifier 74 L5 1 ZBBLTLESLY,

BEAYVY KR
BEDAYY FTR, EERMEF IOV FOREELEETEET ., FRTHREA VY FIZHLT, Thb
DERIF, Y)—2K, vITY—, FLEIELOF TPy MERTEET,
BEAYVY FOBIZIE. RORBHLEENET,
o configConfMo : E—MH TV 1y— (DF Y, DN) IZEB8EHEXFT,
o configConfMos : BHENDY TV — (DF Y, HHDODN) ITEEEE5ZXFT,

o configConfMoGroup : #B#NDH TV ) —#EEFIFEEREAF TPV MR LTRILERENDEE %
mAEY,

FEAEDEREA Y Y RIE, 5% inHierarchical # AL ET, FA TPV FHAXML RFa A2 MIEFE
. DME AEBRE— FCTEMET 516, ZERBICIAODEIXFERLZEIZBOVERA,

T—%3 DREE

VNMC (&, T—42 8 (B#H., J—ILE. FLEXFIEE) BLUMMOFH GEREFLIXERRELLE) %
EURTANRTADAPIHZEDTAASN TR T RTOREFRERIELET, API K- TRHEINB1E
BABE ST ANRT A DERHREZF L TOERLMES. VNMC IE bS50 a Bk L. KBOIEE
ERITLET,

KBOWEICEHT HFHMERICOVTIE, THNELFRBOLE] 2SRL TS,

ARNVNYTRY YTy AUy R

A—HFLEEIVRATFTLICKEYBRBEIAETISavITE>T, #7202 bAMER. EE. FEHIBREIND
ECARVEBNERSNET, TIVr—YarvE BHEMABR—Y VITFLBARY MIBRT I EITL
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U, VNMC DRAT—R REBEREZETEET, R—U IV FUYV—REKREICHEET S0, 1Rk
HIRH YT g UohRINDEMAETT,

ARV ITRYY T3 oTIEH, 94T 7TV r—23 R VNMC B bDA RN MEMZEZITS &
SIZBBTEET, IRV HETEHE, VNMC IFARU EBEUVZEDEA TOBNESTRIS4TL
TWBI9SAT7o 7TV —2a VISR ELET, EEOEFAARY FEFARESh, HEEZITHEL
Iz FOBKEFEEESNERA, COTOLRRIEE, YRATFLARADITRTOA TS FOEBRIZEAS
hEd,

AR MBREIANDE T
AR FNBANEERT BICIE. ROFIEEETLED,
ATV T ARV KHITRY YT 3 DEMY Cookie ZEBT H-HIZ, VNMC I2OAF A LET,

AJA Y LTWWEWNEE, ANV NS TRV T3 VERIERSA, T5—BESREEL
iﬁ—o

ATY7T2 HITP vy avERME. SOty avERWFEFITLET,
ATYT3. ROESIZ, HTTP £y 3 %N L T eventSuberibe R ZZEELFT .
<eventSubscribe cookie="<real cookie>"></eventSubscribe>

eventSubscribe &, XD URL IZERE SNZ2BHELRHY £,

https://<VNMCIP>/xmlIM/<DMEModule>

DI3AT U MRARY FEMEERTHED2—)LICIE LT, DME 2 2 — /L& resource-mgr. policy-mgr.
service-reg. FEizl& core DNVTNMIZHBREEEAH Y £9, eventSubscribe E3RA VNMC (2L Y ZITEL
5ndHE. VNMCIFHTTP £y a vENLTRETHIIRTOHF LA AV FEEELET,

BARYMEARY FOBEFHFF (D) #FEFET, A RXUEIDEFEATURELTEMEL, TRTDAAR
URBHMIZEENET, ANV ENERSNDZE, ARV EIDATUEAMNEML, FILWLARD FIHFHLL
ARVEDABYETOENET, COTAERIZTKY., ARV FEBHT B EATREIZHEY., ARV L%
REkg NG BYET, 953470 bDBARY FERFELIZIFZEEIEL. loggingSyncOcns AL T, Rk
LIEzARVEERIETEET,

ROFEDERBAA AN bDBEHE, thOFELRLBXEZFERALEEA, KDYIZ, ChALDFEEDIRY
MBRIE, BRI BXEBXEFERLET,

configMoChangeEvent

<xs:element name="configMoChangeEvent" type="configMoChangeEvent"
substitutionGroup="externalMethod" />

<xs:complexType name="configMoChangeEvent" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

methodVessel

<xs:element name="methodVessel" type="methodVessel"
substitutionGroup="externalMethod"/>

<xs:complexType name="methodVessel" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

RIZ. VNMC X9 A4 F7 2 MIARY FEMZEEET 5HlZRLET . configMoChangeEvent &,
methodVessel HTT v TENET, ThiE, 1 XY FRMBEATHERASINET,

<methodVessel cookie="<real cookie>"
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commCookie=""
srcExtSys="172.21.63.106"
destExtSys="0.0.0.0"
srcSvc="resource-mgr_ dme"
destSvc="sam_ extXMLApi">

<inStimuli>
<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSvc="resource-mgr dme"
destSvc="sam extXMLApi"
inEid="52269">
<inConfig>
<vmInst
dn="vmmEp/inst-5008b230-da65-54fb-76d4-8elad62492cft"
powerState="off"
status="modified"/>
</inConfig>
</configMoChangeEvent>
</inStimuli>
</methodvVessel>
eventSendHeartbeat

UNMC (&, 41 RV b H TR YT a3y AR MIGEFERITEMERELEEA. KDYIZ, Y7y ME
BRNEDLNENESIZT B2, 547 M eventHeartBeat (F 74 /L M& 120 #) ZEHMIIZEE
LET, V9347V BRI EDN—F E—FEEHNICRET S5, BEICYNMC DAY FERES
HHEWIENTEET, VNMC AU 5S4 72 MIEIET S eventHeartBeat DFIE Z ZISRLES,
<eventSendHeartbeat cookie="0/0/0/2a76"

commCookie=""

srcExtSys="0.0.0.0"

destExtSys="0.0.0.0"

srcSve=""

destSve=""

response="yes"

outSystemTime="2010-11-12T20:38:19.630">
</eventSendHeartbeat>

UML #4755 A

H—ETYUIEE (UML) #4755 LIE. VNMC IZERT 24Ty MEABKFEEZAELET,
NSDEATITSLIE, V5R, V7SABOBEEDIEN. BEEAYVY FZERTTAHDT, VNMC 75 R
DERBEFIVISABNEDL S IZHEICEHEL TWAIZRETEET,

VNMCUML 54 77 S LlE. UBDO FEY I THBAT LS. ROBHEZEHFET,
« V3R
o BiE
o EMBLUER
YUTILOVYNMCUML #4755 LxRRTHICIE. TUMLOBE] 28B LTS,
AP
UML Cl, 23XEA Ty bEHMRIELIZIDTT, VNMC TlE, #7209 FOBITH SV 5 RIE.

TFUM AVEaA— b TFAT A=, TP TF7ATI4—, RUD— BLVTAT7AILER
YEF. —MMIC. VNMC THERTEDLDIEI SR EHARBT I EMNTEEY,

55 ZFUML DEBEIUHR—R Y kT, [CRRENBESIC, UML A4 75 S LTHRAR TRREN
*9,
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B1 UML®DYSREKRE

ClassMName

Attribute

Method

302432

JTAREICE. ROI DDV avhaEFNET,

o YSRE ATTxY FDOAHL

o« B ATPxy ML TRESINSER,

o AYYFR: ATV H bERIFYSANETTE D181,
F. /2 avTIVMIDBITYSADBIZRLET,
B2 UML®OYSRH

AdminUser

- UserlMame
- Role

- AddUser
- Deletelser

302483

DSRAEATTSLDITRTATRTDEIVavORABEZECEIIRYFEA, EZIE AV Y KAL
KOSRBEBHEEHEDODUMLY SR FATISLNRREREINEZZENHYFET, COBE. 320V 3
UNKRTENETA, AVY ROEZ L3 VIZREBIAEELEEA,

&

UML #4775 LOBEEIE,. 2 2UEDY SRABDY o0 FI5E&FERFRERLET, BEER 3 ITRT &
SICETFETFELGAETRIN, 5 THHALES,

3UML #4 79 5 LOEE

0. 0.
VpnRuleBasedPolicy IpsecPolicies

-name g — — — — — 2-name
-ipsecPolicies : NameRef
-aggresiveModeDHGroup
-connectionType
-isNatTravEnabled
-isPfsEnabled . .
-isReverseRoutelnjectionEnabled 0. 0.

'g???g:'gt';“m’de lkeV1lpsecProposal lkeV2IpsecProposal
- u
_salifetimeTime -order -order
-saLifetimeVolume -mode

-espAuth
-espEncr
T1 1.7 1.7

VpnPeer EncryptionAlg IntegrityAlg

-order -order -order
peer : HostnameOrlp -espEncr -espAuth

302484

%5 UML BE:EDOREE
ok EXLE

# e AL TREYDSRSNTVWEVWKRHNZFERY 5158, LEDISRADF T
b (FRER—=I—=DFR) ZETRNTHREZRLET,

o FWEXMZEFERAT HHEE. BIMDI SADEEERLET,
B BRA Tz MO RETIHRHNTEATENDSHBELEZRLET,
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KH
FLTEYDREINT | EREFEATIEE. A==V SR ERTRNTHEERLES,
UVELVRED
ZBYDREINnf-XH ANFIZHE =R IO —FEFHEFLELERLET,
BALVZRED EREERATDBE. A== SREETENTHEHAADOEEEZRLET,
1RO KH o EREFEATHEE. R—/K—Y FRERT RN THEERLES,
o WIREMERT HHEE. RINDARTHEAROEEEZRLET,
if@%mitm%m R THEALEBE., WAROBEEERLES,
=N
HLVYEVFR
ZEDFAYEVR HOKBIZHIEDFAVEVRTAH IV 2 FEDERNLEHZETRLET,
BYDREINEM4Y | BOXEIZHIZBY DASNAAVELRTAHI Dz Y MEDERENERL
EUFR E3
ZEMOEE
BESNnA IOy FMCEERFTAZEDTEZF T FDA VR AV RDEERLET,
0..1 0FfIF 1,
1 Wy 1,
0.* 0L,
1.* 1Lk,
n w3 n (n>1) ,
0..n %3 n (n>1) ,
1.n Y n (n>1) ,
HE K

FLLTW:=Y, BEICEHAELTWSISRIE, Z<DGE. BILEEERIEIAY Y FEFERLET., EHOD
HDSADREMEA—T 4 VI ZHCEDIZ, UML IZBREDOBRMEE AV Y FEBIETEZIWEA DXL
ZERALTLWEY,

WMEADKRTIE, BREMRT DIV TREYTISIREE IR, BEREINDI FTRER—IR—U TR EFEIER
FT N1 DDIVSADTIRTOEEE AV Y FARDY S RITK > THRA SN HIKRIE, FRGH#RELSFEN

E3 I
UML A 75 S LTI, RITHITISANLR—IN—I T REETHCE-RAOEHTREINETS,
ENBLUER

ENBLUVEHICE,. BEEOHEEZHEOEEDR A TAHYET, UML FA 7T S LEFERT HEHEE. &1
EAHDEVWEERLT, EQKSICHICRTENTVOINEZERT HENEETT,

£R6T. EHNLERDEEDENERBALEY,

%6 HKUBLUBHOFE

E 3 5] =74
EWA T I ME AVvR—2U b A TS | EHFTOH MME AaVR—RU A TSI LD
I rOREICEHELEE A, FEICEELFT.

DFEY. EWNA TV MR RTLAGHEIR | 2FY. ENA T MRV RTLANGHIBRER D
ENBE AVKR—RU M AT FEED | & TRTOAVR—FR U FTP ) FHEIBREN

FEHFELFET, Y
AVR—FRU b ATV bE PRATLOM | TVR—RU N FTO) b EH (FRER) 4
DI SAMLENTEEY, Ty bUSNDAT Oy FTIEERTEEEA,
AVKR—FRU b AT FOEERNREF. B | IVvR—RU b FTD ) FOEERBR. BYDY
YDLRTLIGESESENTEFY, ATLIIGIEESEE ENATEEEA,
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UML &4 75 S LTIE. EHIEOXREIZHD |UMLEATHSLTIE. BEIZEOXEIZHZEY D
EDFATEY FTRRICE>TRSINET, RENEAATEY R CEBICE>TEINET,
0. l
IkeV2IpsecProposal ZoneCondition
-order -order
1. 1.
EncryptionAlg IntegrityAlg ZoneExpression
-order -order .
-espEncr -espAuth " -opr : OperatorType g

VNMC GUI & H—/\fE D XML 3D ER1F

VNMC GUI [%. Adobe Flex GUI 7 L—LT—9 2EAL CHE I Web R—RD7 ) 7r—23>TY,
ZD#ER. Adobe Flash Player D T/8v 45 /1A—23 & A4 VX F—)LL T GUI & VNMC H—/\HT XML %
1 EG TE %9, Adobe Flash Player DT/Ay 5 "= 3 0DA4 VR =)Lk, ATHANKR—L T4 L
JR)OTOBRY J7A4VIRESAET, (Windows 7 TIE.
C:\Users\username\AppData\Roaming\Macromedia\Flash Player\Logs\flashlog.txt D FIZA4 77 4 ILH&H Y

x£9) .
TVNMC XML API AV E] OFIQOEH S avIZE&Fnd YU TILEREGBEDFEAEORNENZDAET
mEINFET,

BN F = ITRBDIGE

VNMC ([, EDESFAPI ERIZHLTHIEEAERKICHELEFT . BEREZRT TELRWNSEE. KBA
RENFET, VTY—FBZOTA120 AVy FOBER, EEORBRMRENET, REA VY FOFE.
BUYDISEIERAENTHASICLERLETH, BENETLEIEERLERA, EXE NI Ty
TERIZITANSN, VNMC D SRIDEERH >-IBETEH. VNMC H—NTREONY I Ty T 3
TERTTADICRVERANM D EAHY ET,
CCTIk, ERA TEHMICHRALET,

o RUDILE

o XBDILE

o ZDHRDILE

BUDBE
HUOBER, XML FFa 4> b, BRENERELGEEMTOAIC L ERTHBE L HITREN
£

ARIZ. DN org-root/org-tenant d3337/pol-pl Z#F27R1) & —IZxtF % configResolveDn BERDFIERLET,
<configResolveDn cookie="<real cookie>"

dn="org-root/org-tenant d3337/pol-pl"
inHierarchical="false"/>

COBEICEROFMASENFTS,
<configResolveDn

dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/a3c"
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srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfig>
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenant d3337/pol-pl"
intId="10811"
name="pl"/>
</outConfig>

</configResolveDn></configResolveDn>

KD

L LEERICHT BREIZIE. errorCode & errorDescr 29 5 XML BN EENET, KRIZ, SRTL
RIZT TIZHERETBIHOR) O—ELRLEHODORY O—FERLELS & LEXRRLEERICHT DEEDHZE
r~LET,

<configConfMo

dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/2038"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"

srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes"

errorCode="103"
invocationResult="unidentified-fail"
errorDescr="can't create; object already exists.">

</configConfMo>

BEOREOENIS —TIE., f#EHIh=70 T NEDF-EIBATTFENEE. BEIXIS— XML T,
ROFIE, Wildcard 7«4 LR IERSW-ENLGERRBOLEEZRLET,

<error cookie="<real cookie>"

response="yes"
errorCode="ERR-xml-parse-error"
invocationResult="594"

errorDescr="XML PARSING ERROR: Invalid regular expression pattern"/>

ZDHERDIEE

BELBVWATO Y FMIRTHI T —BERIE, KBELTHRDODNERA, 7TV FHAFELLEVGS
X, A YE—UAREINFETHA, XML FXa A2 MIIK, BRESNEATO Y FARDOALHENT &
#RTLEDT—4H 7 4—JL K <outConfig> </outConfig> BNEFENFET, KIZ, DN ICKBFEELIZLVKRY o —
DFRROFPZERLET,

<configResolveDn

dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/203e"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"

srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">

<outConfig>

</outConfig>

</configResolveDn>

© 2013 Cisco and/or its affiliates. All rights reserved. AXZE(E X3 /3TJ1) w4 (Cisco Public) TY, R—219/87



HFD API AV KB KLURE
CITIE #BEOD VNMCAPI A Yy RIZDWTHEL, APHRBIISDNTHEL, BEREGEDOAERLE
-g—o

o ARXBLUT1ILA

e API D15

ARELUVT 1L

ROEREY I TIE, UNMC AMERTAAXB LU T 1 ILRZICDOVTEHBALET,
o REEAE
o HEWMIEAIT— AV FE
o RYI—ICEHTEITI—FAYYF
o BEICHATSITI—AVYE
o J4IA

EH PP

FREEICE Y. APHIEVNMC EXFETED L DICRYEY, F=. RBFAZEHEAT S L. #EREREL. ETT
EORFEHETEEY .

GE) w32 Cookie & 47 XFDOXFITHY . Web TS5o¥NREy L 3 UEREZFRIETS0IC
A—AILIZIRTES H125ED Cookie TIEHY FH A, [FEAEDTI— KBITIE, <real_cookie> A
1217377205/85f7ff49-e4ec-42fc-9437-da77a1a2c4bf %4 £ DZEFR®D Cookie DXL Y IZFERINT
WEY,

ROEFEY Y TIE, BEAXICOWTHMICHBALET,
e OJAY
o YL a3 ODERH
e YL IUALDATT L
o KBMLE-ATAVITHT BRE

g4y

ROOA— K H2T)LIE, HTTPS #FEH LT VNMC IZIEHT 500051 VERB L URNEREERT
% Linux POSTavw > K&ERLET,

POST https://10.193.34.70/xmlIM/mgmt-controller
Please enter content (application/x-www-form-urlencoded) to be POSTed:
<aaalogin

inName="admin"

inPassword="Company@123"/>

() XML /S—< 3> & DOCTYPES [4. aaalogin [2&FhTWEHA, ChdEEALENT
XY, inName Bt & inPassword Bli#IZ/8S5 A —4 T,

ZXMLAPI F¥xatr bE, RITTHREEZRLET, RN XMLAPI FFa AV ELTRIFRMOND L,
VUNMC [FERZEZFHRARMY . AV Y FTHEESATWST7I 3 &FETLET, VNMC [F. XML FHa Ay
FeRDA v E—OTHEL, BROFEBZERLET,

ROA— KB TLIF, BT VERO—BGRYIDEEERLTVET,
<aaalogin

response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains="mgmt02-dummy"
outChannel="fullssl"
outEvtChannel="fullssl">
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</aaalLogin>

GE) VNMC ARk FYRIVIEHTTP AMER SN D18, SSL THEELFLITEEIAFEA,

Yy arvDEH

v 3 Uld, aaalogin IHEEZIZLRIOEFH SEE S iz 47 XF D Cookie #fEFA L T. aaaRefresh
AYVY RTEHEINET,

ROA—F BTN £v2avEw)ILyPaTdAEERLTVET,

<aaaRefresh

inName="admin"
inPassword="mypasword"
inCookie="<real cookie>"/>

tyiavbhonnIF7To R
ROA—F BT, £yiavhbnd7o b dARERLTVET,
<aaalogout

inCookie="<real cookie>"/>

KBELE-ATA VIHTIRE
ROA— K HoFLiE, £BELEOTAVDBEERLTUVET,

<aaalogin

response=
cookie=""

errorCode="551"
invocationResult="unidentified-fail"
errorDescr="Authentication failed">

yeS"

</aaaLogin>

BMRERI T — AV F
HITY—AYy RiE BB, AT—4R, BEURI—TEECHERERELET,
COTIR, EATEGITU— AV Y FIZOVTHBALET.

e configResolveDn
¢ configResolveDns

e configResolveClass

¢ configResolveClasses

¢ configFindDnsByClassld

¢ configResolveChildren

e configResolveParent

e configScope
e configResolveDn

configResolveDn
configResolveDn ZE&E T HIHFEIF. ROKITEFEL T,
e DNIZKUHESIhEATS Y FARBEIA TS,
o HBESNTI=DNA, BRI BF ISV M AVREVREHAILTND,

o F2FI Cookie % aaalogin &7z Id aaaRefresh M55 IFTE > TLV%, inHierarchical B (774 JL ME
1% false) H¥true MIHFEIF. BRISBBEATHSIZ EMNMEESNTINS,

o FIFEE, VS5RAID. BLUEY b RRIAXFFHELTEREIATINS,
lconfigResolveDn] ISR EREFIZLEDHIEZSHL TS,
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configResolveDns

B D DN #fifiRd 57181 configResolveDns ZFEHAT B L E(E, RO EITFELTLEELY,
e DNIZKUHRESNI=A TS Y FHARBEIIATIVS,
o BESINFDND., BRTDIATZOI b A VREIVRAEHI LTINS,
o ERBEF Cookie # aaalogin FE7=[ aaaRefresh i 5ZITH > TLV5,

e inHierarchical Bt (T 74 /L MME(Z false) A true DIBE L. EREHIERHATHLIIENEESL
T3,

e FIEfE, VSR ID, BLUVEY b IRIDBXFIELTRRSINA TS,

o ERDIEFIZK > THREDIEFIRE D DT TIEELY,

e RA10) DN A%, outUnresolved BHED—E &L L TRENTLVS,
lconfigResolveDns | ISR ERFLIFEEDHESBL TS,

configResolveClass

9 S REMIRT H1=5IC configResolveClass AT 5L FlE. RO EITFELTLESLY,
o BESNEISRAATDFITO ) FHABMBIN TS,
o classld BIC& Y., BENBF TPV b VS REMNEBESINTINS,
o FBEE Cookie # aaalogin F7=(d aaaRefresh i 5 Z(TE > TLV 5,

e inHierarchical Bt (F 74 /L ME(X false) A true DIBEIL., EREIBBRATHLIIEMNEESHL
TW3, 5I2E. 75X ID, B&UEY F TRIDBXFIHELTRRESNATNS,

o HERYt Y MKELEZILELHD., HEREY MIERITEZLTLES L, EEXE, EBOTAR
TOAVRIVRAEREFT HIZ(E. equipmentitem ¥ SR EBVEDHEET, b—/ D X FEIFZEER
B9 BHEHEEIE. VT 1)—T classld DEMHE L LT computeBlade ZERALE T,

lconfigResolveClass| IZTRT BREFIILEDHIZSHB LTS,

configResolveClasses

BHDY S REMRT 51=0IC configResolveClasses ZFERTHEZIEL, RO EITEFELTLEZLY,
o HESINEISRAATDFA TSy FARMBIN TS,
o classld B#ICkY. BEINBA TPy b VS RENEESNTIL D,
o F2FI Cookie % aaalogin F7=zI& aaaRefresh H5ZI(TE > TV 5,

e inHierarchical Bt (F 74U MMEIZL false) A true DIBEIE. BEAEERRATHIZEMNEESH
T3,

o FI¥E, SR ID, BLUEY F TRINXFEFELTRTENTLS,
GE) ENIEI S RE N inlds BETHESN=HEIE. XMLBIWIS—AERShET, 7T —(F
EFTEEEA,

lconfigResolveClasses| 2R ERFIFREDHESHBL TN,

configFindDnsByClassld

BESNEITADEANZOBEEFIC, ROZEZHRLTLIEELY,
o HBESNVTADDNHLERBEINTLS,
o classld BIc& Y. MBTHAHTPH b 44 THEBEESINTLS,
o ERBEF Cookie # aaalogin FE7=[ aaaRefresh i 5ZITH > TLV5,

e inHierarchical Bt (T 74 /L ME(Z false) A true DIBE L. EREHIERHATHLIZENEESL
T3,

o FIFEE, VS5AID. BLUEY b RRIAXFFHELTEREIATINS,
lconfigFindDnsByClassld| SR EREF (IR EDHESHLTLEZEIY,

configResolveChildren
EEERY ) —DFF T FOBREFIC, RO EEHERL TSI,
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o CDAVYFM, BEMHFEISADA VAR VATHIBEMFEF TP ) FOITRTOFAF TP
7 FERFLTLS,

GE) VSRZBEEWBTDHE. BRMHFEF T2V bDITRTOFF T bABRENFET,

o iNDNBHICKY ., FATP I FAMBEINDAFTEF T FHAEESA TS,
o classld BHIZ& Y. BENDFAIZ Y M VS RADRRMEESA TS,
o EBEE Cookie % aaalogin E 7=l aaaRefresh Hh5Z(TE > TV,

e inHierarchical Bt (T 74 /L ME(Z false) A true DIBEIF. ERHIEREATHLIZENEESL
TW3,

o FIEE, YyS5AID. BLUEY F TRINXFFHELTERRESATINS,
lconfigResolveChildren| IZRTERFILGEDHESHEBL T30,

configResolveParent

IOz POBEATO ) FORRRBEIC, ROZEFHRL TS,
o TDAYY RN, EESNEDNDRA TP zH FERBELTWLS,
e dNnEBUMNFA ISV FODNTHS,
o F2FI Cookie % aaalogin F7=zI& aaaRefresh H5Z(TE > TV 5,

e inHierarchical Bt (F 74 /L MMEIZL false) A true DIBEIE. BEAEERATHIZEMNEESH
T3,

o FIEE, ¥5RID. BLUEY F TRIABXFIELTRTEENT NS,
lconfigResolveParent] 2R ERFIZSEDHESHBL T LS,

configScope
JIT)—DRAI—TZHIRT 2L, HEHLHEN YUY —REZREITHELGEVERZEHRTEES, yT)—
F. EEFERY ) —TIL— SN DGEMICEETEET,
JI)— RA—TDHREBIC, ROZEZHREL T,
o AVYERHA, HBESINLDNIZIVZY—DI—+ (Ra—T) #HEL. EEINLIZFR 414TD
IOV FERLTWS,
e dn A VTY—DRIA-—THBREINZRIHFEF TV bTHD,
o inClass BHIZ& Y. RENDA TPV b VSRDERMBEEINA TS,
GE) VFREMNEBEINAGZLGE. U T —IX configResolveDn B L& S ICEMELET .

o FBEE Cookie # aaalogin F7=(d aaaRefresh M5 Z(TE > TLV 5,

e inHierarchical Bt (F 74 /L ME(X false) A true DIBEIL., EEIBBRATHLIIENEESL
TWad,

o JIFE, VSR ID. BLUEY b RRINXFFELTREIATINS,

lconfigScope| IZTRTEBRELIZGBEDHEZSHEL TSI,

RYS—ICEATEI9T)—AVYy bk

RYS—IF, SEIFLHHBTHATEET. ELORYS—DHEIKRBRRLE AT LTI, RABEIZTFRTO
RYS—2BONEDES LY V—APKRBIZEEINET, KD YIZ, RYS—Da24TL. R —HDEY
HTohbHHMBEEEL TS,

RDA—F B TILIE, L—ILR—=ZRDKRY >—DYI TY—%ERKRLTWET,

<configScope

cookie="<real cookie>"
inHierarchical="false"
dn="org-root/org-tenant d3338"
inClass="policyRuleBasedPolicy" />

BEERDEEY TY,
<configScope
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dn="org-root/org-tenant d3338"
cookie="<real cookie>"
commCookie="7/13/0/24e7"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">

<outConfigs>

<policyRuleBasedPolicy

descr=""

dn="org-root/org-tenant d3338/pol-p9"
intId="10274"

name="p9"/>

<policyRuleBasedPolicy

descr=""

dn="org-root/org-tenant d3338/pol-pl"
intId="10301"

name="pl"/>

</outConfigs>

</configScope>

DN 2RI H5RDI T ) —IFE ITHFEMTT,
<configResolveDn

inHierarchical="false"
cookie="<real cookie>"
dn="sys org-root/org-tenant d3338/pol-pl">

</configResolveDn>

RYUS—FTDH FEZFDI—IL T—RERF/BT BHIZ(E. RO &K 52 inHierarchical % true [(CEBLET,
<configResolveDn

inHierarchical="true"
cookie="<real cookie>"
dn=" org-root/org-tenant d3338/pol-pl">

</configResolveDn>

EEICET ST — AYY K
ROA—FHUTIEFE, BEEODI/ T —2RLTLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="faultInst"/>

RIZ, TRTOERGEE A Ov—BLUBIUT1HIL) OUVRMEMEBETEHERLET (T1LE
<inFilter>eq class= "faultinst" # &%)
<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="faultInst">
<inFilter>

<eq class="faultInst"

property="highestSeverity"
value="major" />

</inFilter>

</configResolveClass>

J4IL73
BRDEEDY T —ZERT 5IZIE. ROBZFEY I THEASNTWAKSIZT4 L2 EERALET,

© 2013 Cisco and/or its affiliates. All rights reserved. AXZE(E X3 /3TJ1) w4 (Cisco Public) TY, R—224/87



e Simple 74 L%

e Property 74 JL%

o Composite 7 14 )L 43
Modifier 7 4 JL &

Simple 7 1 JLAZ

RDEREYY THEASN TS K SIS, Simple 71 /LA [E true E&L U false EHZFALET,
o false &

o true £#

inHierarchical CRDOFIIZFRFSINFET) IZMZ T, inRecursive $ & U inSingleLevel # true E 71X false [Z5%
ETBHZELTEET,

false &
R, false &H%#FHLT- Simple 74 L2 DHZERLET,

<configResolveClass

cookie="<real cookie>"
classId="topSystem"
inHierarchical="false">
<inFilter>

</inFilter>

</configResolveClass>

true &
RIZ, true EHZFEA LT Simple 74 L2 DBHIERLET,

<configResolveClass

cookie="<real cookie>"
classId="topSystem"
inHierarchical="true">
<inFilter>

</inFilter>

</configResolveClass>

Property 7 4 JL#A
C CTIX. Property 74 LR EERAT AHEICOVTEHRALET,
e Equality 74 L%
e Notequal 74 JL#Z
o Greaterthan 7 4 JL &
o Greater than or Equalto 7 4 LA
e Lessthan 7 4 J)L%
e Less Than or Equalto 7 4 JL %
e Wildcard 7 4 LA

e AnyBits 7 14 JL%
e AllBits Z4JL%

Equality 7 1 JLA
RIZ. Equality 74 L2 DHIERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>

<eq class="fwComputeFirewall"
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property="assocState"
value="associated" />

</inFilter>

</configResolveClass>

Not equal 7 1 /L%
RIZ. Notequal 7 4 ILEZDHFIERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>

<ne class="fwComputeFirewall"

property="assocState"
value="associated" />

</inFilter>

</configResolveClass>

Greater than 7 14 JL &
RIZ. Greaterthan 7 4 LA DFIERLET,

<configResolveClass

cookie="<real cookie>"
classId="eventRecord"
inHierarchical="false">
<inFilter>

<gt class="eventRecord"

property="txId"
value="36520" />

</inFilter>

</configResolveClass>

Greater than or Equal to 7 1 /LA
RIZ. Greaterthanor Equalto 7 4 LA DHIEZRLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>

<ge class="sysdebugCore"

property="size"
value="2097152" />

</inFilter>

</configResolveClass>

Less than 7 1 JL A
RIZ. Lessthan 74 WA DHIERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>

<lt class="sysdebugCore"

property="size"\
value="2097152" />

</inFilter>

</configResolveClass>
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Less Than or Equalto 7 1 /L&
RIZ. Less Than or Equalto 7 4 LB DHIZERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>

<le class="sysdebugCore"

property="size"
value="2097152" />

</inFilter>

</configResolveClass>

Wildcard 27 1 JL &

RIZ, BEIMNTL T4 v R Tedgel THEDITATORBI 74 7o+ —ILEERT B Wildcard 7 1 JL A
DFERLEY

=K :
<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="fwInstance">
<inFilter>

<wcard class="fwInstance"

property="name"
value="edge*" />

</inFilter>

</configResolveClass>

BE

<configResolveClass

cookie="<real cookie>"
commCookie="5/12/0/14dc"
srcExtSys=""

destExtSys=""

srcSvc="sam extXMLApi"
destSvc="resource-mgr dme"
response="yes"
classId="fwInstance">
<outConfigs>

<fwInstance
assignedToDn="org-root/org-Tenant-1/efw-NewSampleEDgeFirewall"
assoc="associated"
capability="infra-fw"

descr=""

dn="fw/inst-1007"

fltAggr="0"

fsmDescr=""
fsmPrev="AssociateSuccess"
fsmProgr="100"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""

fsmStageDescr=""
fsmStamp="2013-05-21T23:27:57.016"
fsmStatus="nop"

fsmTry="0"

intId="10259"
mgmtIp="<FirewallIP>"

model=""
name="edge-firewall"
pooled="0"

registeredClientDn="extpol/reg/clients/client-1007"
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revision="0"
serial=""
svcId="1007"
vendor=""/>

</outConfigs>

</configResolveClass>

Wildcard 7 4 LA DFZE. A—FDENHE T L2 EEETSHE. VNMC FTS5— 29 TREFEFERLET,
ROBIZIE, EIEE Wildcard 7 4 ILE TIEEL, TA4ILEA—F 1 "HpYET,

ER

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="orgTenant">
<inFilter>

<wcard class="orgTenant"
property="name" value="*" />

</inFilter>

</configResolveClass>

BE

<error cookie="<real cookie>"

response="yes"
errorCode="ERR-xml-parse-error"
invocationResult="594"

errorDescr="XML PARSING ERROR: Invalid regular expression pattern"/>

Any Bits 7 1 JLZ
RIZ. Any Bits 74 LA DHIEZRLET,

<configResolveClass

cookie="null"
inHierarchical="false"
classId="extpolClient">
<inFilter>

<anybit class="extpolClient"

property="capability"
value="vm-fw, vm-vasw" />

</inFilter>

</configResolveClass>

All Bits 7 1 LA
RIZ, AllBits 74 L2 DFHIZERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>

<allbits class="extpolClient"

property="capability"
value="vm-fw, vm-vasw" />

</inFilter>

</configResolveClass>

Composite 7 1 )L A&

ROE FE v S TIEX, Composite 7 4 JLZIZDWNTEHBALET,
e AND 74 JLA
e ORZ4)LA
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e Between 74 JLA
« AND OR NOT Composite 7 4 JLA

AND 7 1)L %
RIZ, BREICEAEMToN=T7A T I+—ILERRKTDAND 74 IL2DHERLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>

<and>
<eq class="fwComputeFirewall"

property="assocState"
value="associated" />

<eq class="fwComputeFirewall"

property="configState"
value="applied" />

</and>
</inFilter>

</configResolveClass>

ORZ1L%

RIZ, BERT—2ZANARELZ L, FLERBETHITATOERFRI Y PRS2 bERT ORI ()L
20FERLET .
<configResolveClass

inHierarchical="false"
cookie="<real cookie>"
classId="extpolClient">
<inFilter>

<or>
<eq class="extpolClient"

property="operState"
value="unregistered"/>
<eq class="extpolClient"
property="operState"
value="1lost-visibility"/>

</or>
</inFilter>

</configResolveClass>

Between 7 1 L%
ROFlE. 74V EHERLTWVWET,

<configResolveClass

cookie="<real cookie>"
classId="eventRecord"
inHierarchical="false">
<inFilter>

<bw class="eventRecord"

property="txId"
firstvalue="4"
secondValue="5"/>

</inFilter>

</configResolveClass>

© 2013 Cisco and/or its affiliates. All rights reserved. AXZE(E X3 /3TJ1) w4 (Cisco Public) TY, R—229/87



AND OR NOT Composite 7 1 JLZ

XIZ. [unassociated] MDEEE DT MIKEE. [not-applied] NDERTFEIREZ > TLVS A, [reachability] D#BI 70O
INT 1 EEH A2 4 T fwComputeFirewall D3 _XTHA T =9 +%iRF AND OR NOT Composite 7 «
LWEOFIZERLET,

<configScope

cookie="<real cookie>"
dn="org-root"
inClass="fwComputeFirewall"
inHierarchical="false"
inRecursive="false">
<inFilter>

<and>
<or>

<eq class="fwComputeFirewall" property="assocState"
value="unassociated" />

<eq class="fwComputeFirewall" property="configState" value="not-
applied" />

</or>
<not>

<eq class="fwComputeFirewall" property="auxProps"
value="reachability"/>

</not>
</and>
</inFilter>

</configScope>

Modifier 7 14 JL &

NOT 7« JLZ
ROFIEL. NOT Modifier 74 ILZEZRLTWLET,

<configResolveClass

cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>

<not>
<anybit class="extpolClient"

property="capability"
value="vm-fw" />

</not>
</inFilter>

</configResolveClass>

APl 151

CCTIE, APl DRES S VEBEBIIZOVTHEALET,
e Management Controller Z {8 L 7= 525F
o Service Registry 2R L -TF > FEIE
o RYI—EHW
o VY—REHE
CZTlE. MO (FfzFFHT oo k) DERR. TE. F1=IXHIBRIZ configConfMos BNED K S IZFERAINT

WBHEERBALET, configConfMos API BNE—DF/TEA TP 1Y FEEET -HIZE—DO XML EXR
<pair> ZFHT 5B TIE. BLEREBSH=5HIZ configConfMo APl #ERTEET,
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Management Controller % {#f L /=523
VNMC ~DT7 7R Et Y23 vR—RATHY., O A VERTRINIBATILELSHYES, T74L
rDEYS a3 DRERSIE 120 5 TT, aaaKeepAlive A v K& aaaRefresh A Yy FEFERALT, v 3
VEERTEET, TOTAETAMNET LIzEEIZ, aaalogout Z2FALTA—UHEy P aUvhLFET
A7 LT B ENHRINET,
VNMC [2A5 4 VEREZETHHEIL. Y—E R 24 7 mgmt-controller ZFEHAL ET
ROEREYV I TR, BABRSLIUREDHZEZRLET,

o FREEESK

o FELILE

Rz, BEAERDHIZRLES,
POST URL: https://10.193.33.221/xmlIM/mgmt-controller

XML API payload:
<aaalogin

inName="admin"
inPassword="Nbv12345" />

RIZ, RESEDHERLET,
<aaalogin

cookie=""

commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSvec="" destSvc=""
response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains=""
outChannel="fullss1l"
outEvtChannel="fullssl"
outSessionId="web 13528"
outVersion="1.0">

</aaalLogin>

Service Registry Z#ERA LT+ > FEHE

Service Registry (4—E R %4 Fh¥service-reg) &, R o—& Y —REBEGTH-OICERAINE TS
UhEYTHBEERBLUEELET, ChoDTFHY bEYTHBIE. RELATY T RUS—BLTY
V—RERDI=HIZV) —BETRESINET ., T2 Y THBOERTERING I S XEIERD 4
DOLANNLEHR—FLET,

e FF Uk, “5RorgTenant: Z LU DMHZEEHELET .
e T—AtH—_ ¥ 5 R orgDatatcenter : T+ FFDT—2 U A4—2FELET,
e 7PN — 3y, USRorghApp: T—EAEUA—TOT7 IV r—LavEEHELET,
e BEE. Y5 RorgTier: 77— a v TFTORBEERZLES .
FHLWABZER LY., BIFOMBZEH LV T HEEE. UTOBREEELET,
e #7724 DN
o BIEE
o created E7=[X modified [CELWRAT—4 X
o HABEIFHIBRT BIZ(X. ERT status = deleted ZERAL F9,
ROBZLEVI T, BERBLUGEEZERFEEHTHHERLET,
o ABDIERMFEITEHOER
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o HBOERFEIIEHOILE

HBOERFT-EEHROER
RIZ, demoTenant EWWSARIDTF > b EERT BB ERLET,

<configConfMos

cookie="<real cookie>">
<inConfigs>

<pair key="org-root/org-demoTenant">
<orgTenant dn="org-root/org-demoTenant"

name="demoTenant"
status="created"/>

</pair>
</inConfigs>

</configConfMos>

HBOEREF-TEHFOBE
RIZ. demoTenant E WV ZRIDTF > FOERBRIZZITRAEZEDHERLET,

<configConfMos

cookie="<real cookie>"
commCookie="2/15/0/839"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"
response="yes">
<outConfigs>

<pair key="org-root/org-demoTenant">
<orgTenant

descr=""\
dn="org-root/org-demoTenant"
fltAggr="0"

level="1"

name="demoTenant"
status="created"/>

</pair>
</outConfigs>

</configConfMos>

R O—EHE
T, RYL—ZEETHAERITOVTHALET,
o TNARKYI—
o TNMRTFOTFAIL
« Y=V
o ATV H R GN—T
. BT 43S
o« RYS—
e PolicySet
o Compute Security Profile

FIRA R R o—

ZITlE, FNNARKRYS—TOEEICETIHERLET,
e syslog R &—
e SNMP R > —
e LogProfile AR 2 —
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syslog 7R 1) &—

syslog R o—F TPy bME, PRATFLATETEINDZTRTOT I av#EBIHL. T/NARX TAT7
ALDAXUYT LRVERELET ., ROFITIX, mysyslog &LV5LEID Syslog R o—MERENET,

BER

<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/syslog-mysyslog">
<commSyslog dn="org-root/syslog-mysyslog">
<commSyslogConsole
adminState="enabled"
severity="emergencies"/>
<commSyslogClient
name="primary"
adminState="enabled"
hostname="5.6.7.8"
severity="notifications"
forwardingFacility="1ocal7"/>
<commSyslogClient
name="secondary"
adminState="enabled"
hostname="123.23.53.123"
severity="warnings"
forwardingFacility="1local5"/>
</commSyslog>
</pair>
</inConfigs>

</configConfMos>

&

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1b9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"

response="yes">

<outConfigs>
<pair key="org-root/syslog-mysyslog">
<commSyslog

adminState="enabled"

descr=""
dn="org-root/syslog-mysyslog"
intId="25301"

name="mysyslog"
port="514"
proto="udp"
severity="warnings"
status="created"/>

</pair>
</outConfigs>

</configConfMos>

SNMP K1) &—

ROBITIE, mysnmp ELVSBHTD SNMP R S—MMEREhET, S hizRY >—F, T/84 X 70
774 YR CTZDLARTHRHATEES,

=R

<configConfMos

cookie="<real cookie>">
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<inConfigs>

<pair key="org-root/snmp-mysnmp">

<commSnmp dn="org-root/snmp-mysnmp"
adminState="enabled"
descr="The default SNMP policy"
sysContact="Andrew Jackson"
sysLocation="San Jose" >

<commSnmpCommunity

community="public"
role="read-only"/>

<commSnmpTrap

hostname="nms-23.host123.com"
community="private"/>

<commSnmpTrap

hostname="nms-42.host123.com"
community="private"/>
</commSnmp>
</pair>
</inConfigs>

</configConfMos>

&

<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1bc"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/snmp-mysnmp">
<commSnmp
adminState="enabled"
descr="The default SNMP policy"
dn="org-root/snmp-mysnmp"
intId="25281"
name="mysnmp"
port="161"
proto="all"
sysContact="Andrew Jackson"
sysLocation="San Jose"/>

</pair>
</outConfigs>

</configConfMos>

LogProfile /R 1) & —

ROBITIEL, debuglog & LY3 AREID LogProfile AR —IZx LTT/Nv T LRLERF LT LRLUHERE
INET,

BR

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">
<inConfigs>

<pair key="org-root/logprof-debugLog">
<policyLogProfile
dn="org-root/logprof-debugLog"
name="debugLog"
level="debugl"
size="10000000"
backupCount="4"/>
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</pair>
</inConfigs>

</configConfMos>

e

<configConfMos
cookie="<real cookie>"
commCookie="7/12/0/17d0"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">
<outConfigs>

<pair key="org-root/logprof-debugLog">

<policyLogProfile
adminState="enabled"
backupCount="4"
descr=""
dn="org-root/logprof-debugLog"
intId="10514"
level="debugl"
name="debugLog"
size="10000000"
status="created"/>
</pair>
</outConfigs>

</configConfMos>

FNA R FAazr74qI)L

ZDT7Y ¥ avizk Y. myDeviceProfile E WV BRRIDT/INA R TAT7 A ILHERShET, ZhizkY,
TOT77AIIULRERIZLEY ., TOTFAILORBHEEEINET,

BER

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
snmpPolicy="mysnmp"
syslogPolicy="mysyslog"
timezone="America/Los_Angeles" >
<commDns
name="somedns.com"
domain="somedns.com"/>

<!-- The order attribute means the device should first use the DNS provider with
thesmallest "order" value. If that DNS server is not responsive, use the DNS
provider with the next smaller number. -->

<commDnsProvider

hostip="171.70.168.183"
order="1"/>

<commDnsProvider

hostip="171.68.226.120"
order="2"/>

<commDnsProvider

hostip="64.102.6.247"
order="3"/>

<commNtpProvider
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name="somentp.com"
order="1"/>

<commNtpProvider
name="north-america.pool.ntp.org"
order="2"/>
</fwpolicyFirewallDeviceProfile>
</pair>
</inConfigs>

</configConfMos>

&

<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1ba"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>

<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile

coreFilePolicy="
descr=""
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
dnsPolicy=""
enablePolicyDecisionLog="no"
faultPolicy=""
httpPolicy=""
httpsPolicy=""
intId="25326"
logProfilePolicy=""
name="myDeviceProfile"
snmpPolicy="mysnmp"
status="created"
syslogPolicy="mysyslog"
telnetPolicy=""
timezone="America/Los_Angeles"/>
</pair>
</outConfigs>

</configConfMos>

y—o
RDOFTIL, trustedClients-0 & trustedServers-0 D 2 DDV —UhEEehEzET, -, EZE O EEEY
FEEIYVETHNET,

GE) VNMC Ul Tl&, Y—>Id vZone (REBYV—>) TRLET,

BR

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">
<inConfigs>

<pair key="org-root/org-tenantl/zone-trustedClients-0">
<!-- Create a zone of all VMs in the 192.168.1.0/24 subnet -->
<policyZone dn="org-root/org-tenantl/zone-trustedClients-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="prefix">
<policyIPAddress id="1" value="192.168.1.0"
<policyIPSubnet id="1" value="255.255.255.0" />

</policyZoneExpression>
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</policyZoneCondition>

</policyZone>
</pair>
<pair key="org-root/org-tenantl/zone-trustedServers-0">
<!-- Create a zone of all VMs attached to a VNSP where the "appType" is set to
"BuildServer" -->

<policyZone dn="org-root/org-tenantl/zone-trustedServers-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="eq">
<policyParentAppName id="1" value="BuildServer" />
</policyZoneExpression>
</policyZoneCondition>
</policyZone>
</pair>
</inConfigs>

</configConfMos>
e
<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1a6"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenant0/zone-zonel">
<policyZone
descr=""
dn="org-root/org-tenant0/zone-zonel0"
intId="24295"
name="zone0"
status="created"/>
</pair>
<pair key="org-root/org-tenantl/zone-trustedServers-0">
<policyZone
descr=""
dn="org-root/org-tenantl/zone-trustedServers-0"
intId="24404"
name="trustedServers-0"
status="created"/>

</pair>
<pair key="org-root/org-tenantl/zone-trustedClients-0">

<policyZone

descr=""
dn="org-root/org-tenantl/zone-trustedClients-0"
intId="24408"

name="trustedClients-0"

status="created"/>

</pair>
</outConfigs>
</configConfMos>

FICzH N TL—T
ROBITIE, ftpPortsO & WS BHIDA TPV b JL—ThEpieh, Bitty FAEIVETONET,

BR

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
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cookie="<real cookie>">
<inConfigs>

<pair key="org-root/org-tenantO/objgrp-ftpPorts0">
<policyObjectGroup dn="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroupExpression id="1" order="1" opr="eqg">
<policyNetworkPort id="1" wvalue="20" />

</policyObjectGroupExpression>
<policyObjectGroupExpression id="2" order="2" opr="eq">

<policyNetworkPort id="1" value="21" />
</policyObjectGroupExpression>
</policyObjectGroup>
</pair>
</inConfigs>
</configConfMos>
e
<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1a4d"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroup
attributeName=""
descr=""
dn="org-root/org-tenant0/objgrp-ftpPorts0"
intId="24265"
name="ftpPorts0"
status="created"/>
</pair>
</outConfigs>

</configConfMos>

BT« ary
ROBITIE, SEIELEHEID ERFEERT DT 73T UNEREINET,
ER

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:

<configConfMos
cookie="<real cookie>">
<inConfigs>
<!-- Create Sample VnspCustomDictionary under org-tenantl -->

<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary dn="org-root/attr-dict-custom-userAttrs">

<policyVnspCustomAttr dataType="string" id="1" name="userAttrl" />
<policyVnspCustomAttr dataType="string" id="2" name="userAttr2" />
<policyVnspCustomAttr dataType="string" id="3" name="dept" />

<policyVnspCustomAttr dataType="string" id="4" name="production" />

</policyVnspCustomDictionary>
</pair>
</inConfigs>

</configConfMos>

BE

<configConfMos
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cookie="<real cookie>"
commCookie="7/15/0/1a3"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary

descr=""
dn="org-root/attr-dict-custom-userAttrs"
intId="24245"

name="userAttrs"

status="created"/>

</pair>
</outConfigs>

</configConfMos>

RY —

N=23220056, VSGaAVEaA—k Z7A4 T 94— LIXFZDTONT 4 TEHDOEEZYR— LTI,
T4 I FOENESED T, VNMC [& ACL /R 1) —IZx L T adminState 7O/XF 4 #FALAL<AY FE
Lf=. 7=ZL. VNMC [Z ASA 1000V TEREINZ LS5 GthDKR) o — 2 A 7T adminState D TA/T 1 %

FERLKEITEY.

ACL R —[Zxt L T API T adminState 70/37 4 2/ ET 158, BEICFIRDIS— A vtE—INE
FNET,

<configConfMos

cookie="<real cookie>"

commCookie="7/12/0/55"

srcExtSys="10.193.76.15"

destExtSys="10.193.76.15"

srcSvc="sam extXMLApi"

destSvc="policy-mgr_ dme"

response="yes"

errorCode="170"

invocationResult="unidentified-fail"

errorDescr="Admin implicit props cannot be modified, prop=adminState>

ROBITIE, trustedHosts ELVSBRIDRY S—AMER SN, ERATESL—LAARESNET,

BR

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">
<inConfigs>

<pair key="org-root/org-tenantl/pol-trustedHosts">
<policyRuleBasedPolicy dn="org-root/org-tenantl/pol-trustedHosts">
<policyRule name="allowSsh" order="1">

<!-- This rule allows all VMs in zone "trustedClients" to initiate an SSH
connection to VMs in zone "trustedServers" -->

<policyRuleCondition id="100" order="1">

<policyNetworkExpression opr="eq">
<policyNwAttrQualifier attrEp="source"/>
<policyZoneNameRef id="1" value="trustedClients-0" />
</policyNetworkExpression>

</policyRuleCondition>

<policyRuleCondition id="101" order="20">

<policyNetworkExpression opr="eq">
<policyNwAttrQualifier attrEp="destination"/>
<policyZoneNameRef id="1" value="trustedServers-0" />
</policyNetworkExpression>
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</policyRuleCondition>

<policyRuleCondition i1d="103" order="30">
<policyNetworkExpression opr="eq">
<policyNwAttrQualifier attrEp="destination"/>
<policyNetworkPort id="1" placement="0" value="22" />
</policyNetworkExpression>

</policyRuleCondition>
<fwpolicyAction actionType="permit"/>
</policyRule>
<policyRule name="allowTacacs" order="2">
<fwpolicyAction actionType="permit"/>
</policyRule>
</policyRuleBasedPolicy>
</pair>
</inConfigs>

</configConfMos>
BE
<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1b5"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenantl/pol-trustedHosts">
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenantl/pol-trustedHosts"
intId="25131"
name="trustedHosts"
status="created"/>
</pair>
</outConfigs>

</configConfMos>

PolicySet
ROFITIE, ACL-PolicySet BMERE ., R —ABERASNBIBEFNERESNET,
BER

<configConfMos
cookie="<real cookie>"
inHierarchical="false">
<inConfigs>
<pair key="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test">
<policyPolicyNameRef
dn="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test"
order="100"
policyName="Test"
status="created"/>
</pair>
<pair key="org-root/org-tenantl/pset-ACL-PolicySet">
<policyPolicySet
descr=""
dn="org-root/org-tenantl/pset-ACL-PolicySet"
name="ACL-PolicySet"
status="created"/>

</pair>
<pair key="org-root/org-tenant/pset-ACL-PolicySet/polref-Test-03">

<policyPolicyNameRef
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dn="org-root/org-tenant/pset-ACL-PolicySet/polref-Test-03"

order="300"
policyName="Test-03"
status="created"/>

</pair>

<pair key="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-02">

<policyPolicyNameRef

dn="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-02"

order="200"
policyName="Test-02"
status="created"/>

</pair>
</inConfigs>

</configConfMos>

R
<configConfMos

cookie="<real cookie>"
commCookie="7/12/0/187c"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>

<pair key="org-root/org-tenantl/pset-ACL-PolicySet">

<policyPolicySet
adminState="enabled"

descr="" dn="org-root/org-tenantl/pset-ACL-PolicySet"

intId="10666"
name="ACL-PolicySet"
status="created"/>

</pair>

<pair key="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test">

<policyPolicyNameRef

dn="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test"

order="100"
policyName="Test"
status="created"/>

</pair>

<pair key="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-02">

<policyPolicyNameRef

dn="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-02"

order="200"
policyName="Test-02"
status="created"/>

</pair>

<pair key="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-03">

<policyPolicyNameRef

dn="org-root/org-tenantl/pset-ACL-PolicySet/polref-Test-03"

order="300"
policyName="Test-03"
status="created"/>

</pair>
</outConfigs>

</configConfMos>

Compute Security Profile

ROBITIEL, vnsp-sp1 EWVSKZRDEX1Y T TAT7AILIMEFRESHh, VNSPAZDEXaY T+ 70O

T7A4IICEIYETENET,
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BER

Post URL : https://10.193.33.221/xmlIM/policy-mgr
XML API payload:

<configConfMos

cookie="<real cookie>">

<inConfigs>

<pair key="org-root/org-tenant0/vnsp-spl">

<policyVirtualNetworkServiceProfile

dn="org-root/org-tenant0/vnsp-spl"
policySetNameRef="myPolicySet0">
<policyVnspAVPair id="1">

<policyAttributeDesignator attrName="dept"/>
<policyAttributeValue value="DEV" />

</policyVnspAVPair>
</policyVirtualNetworkServiceProfile>
</pair>

</inConfigs>
</configConfMos>
BE
<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1lac"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr_ dme"
response="yes">
<outConfigs>

<pair key="org-root/org-tenant0/vnsp-spl">
<policyVirtualNetworkServiceProfile

descr=""
dn="org-root/org-tenant0/vnsp-spl"
intId="24512"

name="spl"
policySetNameRef="myPolicySetQ"
status="created"

vnspId="2"/>

</pair>
</outConfigs>

</configConfMos>

)y —XEH
JyY—REBaAUR—RY ME, ROBEFRTLET .
o TYD IJFATIA—LNEERLET,
e RUL—IZAVELA— bk TF7ATIA—NETIYD T7 AT 2+—LEBNYLTET,
o FMATEEL I Z7ATI+—IL 4V REVRADBEOHBIVEDEET,
o JFATI4—INAVREVREEBMEAF Ty MBEERITET,
o HAMZEYY—R T—ILIZELDHBIENTEET,
o RELEVA—EXRELT. VMERHZEMBLES,
CCTlk. 7747 94—V TOREIZET 6 ZERLET.
e T I7 AT IA—ILDER
e« IVEaA—b I7ATIA—ILDER
¢ AVEA— b ITF7ATIF—IADTNMRA TOT7AILDEY HT
o I7ATI4—IAVREIADEWVEDLE
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Iy J7A4T7 24— ILDERKR

ROBITIE, T—R AVE—TIARARET—R A VB—T A A1 DFDIVY TJ7A4TFo4+—IL%

ERLET,
=R

<configConfMos

cookie="<real cookie">
<inConfigs>

<pair key="org-root/efw-default">
<fwEdgeFirewall

dn="org-root/efw-default"
rn="efw-default"
name="default"
haMode="standalone"
status="created"/>
</pair>
<pair key="org-root/efw-default/interface-inside">

<fwDatalInterface

dn="org-root/efw-default/interface-inside"
name="inside"
role="inside"
ipSubnet="255.255.255.0"
ipAddressPrimary="10.10.10.1"
status="created"/>

</pair>

<pair key="org-root/efw-default/interface-outside">

<fwDatalnterface

dn="org-root/efw-default/interface-outside"
name="outside"

role="outside"

ipSubnet="255.255.255.0"
ipAddressPrimary="10.10.20.1"
status="created"/>

</pair>
</inConfigs>
</configConfMos>
e
<configConfMos

cookie="<real cookie>"
commCookie="5/12/0/35da"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_ dme"
response="yes">
<outConfigs>

<pair key="org-root/efw-default">
<fwEdgeFirewall

assocState="unassociated"
auxProps=""
configState="not-applied"
descr=""
dn="org-root/efw-default"
fltAggr="0"
haMode="standalone"
hostname="edge-firewall"
intId="10467"
name="default"
status="created"/>

</pair>
<pair key="org-root/efw-default/interface-inside">

<fwDataInterface
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descr=""
dn="org-root/efw-default/interface-inside"
intId="10468"
ipAddressPrimary="10.10.10.1"
ipAddressSecondary="0.0.0.0"
ipSubnet="255.255.255.0"

isIpViaDHCP="no"

name="inside"

role="inside"

status="created"/>

</pair>
<pair key="org-root/efw-default/interface-outside">
<fwDatalInterface

descr=""
dn="org-root/efw-default/interface-outside"
intId="10469"
ipAddressPrimary="10.10.20.1"
ipAddressSecondary="0.0.0.0"
ipSubnet="255.255.255.0"
isIpViaDHCP="no"
name="outside"
role="outside"
status="created"/>

</pair>

</outConfigs>

</configConfMos>

AVEa2—bk I7AT7 04— ILDER

ROBITIL, tests EVNVSLZRIDAVEL—F TJ7A4T79+—ILEERLET,
ER

<configConfMos
cookie="<real cookie>"
inHierarchical="false">
<inConfigs>
<pair key="org-root/cfw-test5">
<fwComputeFirewall
dn="org-root/cfw-test5"
name="test5"
dataIpAddress="5.5.5.5"
dataIpSubnet="255.255.255.0"
status="created"/>
</pair>
</inConfigs>

</configConfMos>
e
<configConfMos

cookie="<real cookie>"
commCookie="5/12/0/1545"
srcExtSys="172.25.97.246"
destExtSys="172.25.97.246"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_ dme"
response="yes">
<outConfigs>
<pair key="org-root/cfw-test5">
<fwComputeFirewall
assocState="unassociated"
auxProps=""
configState="not-applied"
dataIpAddress="5.5.5.5"
dataIpSubnet="255.255.255.0"
descr=""
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devicePolicy=""
dn="org-root/cfw-test5"
fltAggr="0"
hostname="firewall"
intId="10583"
name="test5"
status="created"/>

</pair>
</outConfigs>

</configConfMos>

AVEA— R ITI7AT 94— IADTNAR TAT7A4ILDE|Y BT

VNMC 2.0 i 5. fw:ComputeFirewall.devicePolicy [FBELE SN TS F=8H. XMLAPI TEELLZWLTLZELY,
KbHYIZ. 24 7 logical:DeviceProfileAssociation ®F MO Z4ERL L .
logical:DeviceProfileAssociation.profileRef Z &% L T 7=& L\, logical:DeviceProfileAssociation (&
fw:ComputeFirewall ®F T,

fw:ComputeFirewall.devicePolicy #ZE ¥ 535 & (&, fw:ComputeFirewall.devicePolicy & & U
logical:DeviceProfileAssociation IO FESLEE. ELV Ul IZRRSNDIABRESHRL TS EL,

RIZ, TINA R TOT7AI)L my-profile-ref FaAvbEa—k J74F7 94— L test5 [CEIY N TEHEZRLE
Yo ChIE P.228D MOV Ea—k T74T70+—ILOER] THERShFELT,

=R
<configConfMos

cookie="<real cookie>"
inHierarchical="false">
<inConfigs>

<pair key="org-root/cfw-test5/device-profile">
<logicalDeviceProfileAssociation

dn="org-root/cfw-test5/device-profile"
profileRef="my-profile-ref"
status="created"/>

</pair>
</inConfigs>

</configConfMos>
BE
<configConfMos
cookie="<real cookie>"
commCookie="5/12/0/1571"
srcExtSys="172.25.97.246"
destExtSys="172.25.97.246"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_dme"
response="yes">
<outConfigs>
<pair key="org-root/cfw-test5/device-profile">
<logicalDeviceProfileAssociation
descr=""
dn="org-root/cfw-test5/device-profile"
intId="10586"
name:" "
profileRef="my-profile-ref"
status="created"/>
</pair>
</outConfigs>

</configConfMos>

T7AT94A—IL AR VADBNEDE

ROBIE, EEIP 7 FLAN 1019333221 DT RTDIF7A T I4—IL AV RIVRAEREL, TOREMK
ZMBLET,
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BER

POST URL : https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configResolveClass

cookie="<real cookie>"
classId="fwInstance"
inHierarchical="false">
<inFilter>

<eq class="fwlInstance"

property="mgmtIp"
value="10.193.33.221" />

</inFilter>

</configResolveClass>

&

configResolveClass

cookie=<real cookie>"
commCookie="5/15/0/1d9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="resource-mgr dme"
response="yes"
classId="fwInstance">
<outConfigs>

<fwInstance

assignedToDn=""

assoc="none"

descr=""

dn="fw/inst-1005"

fltAggr="0"

fsmDescr=""
fsmPrev="DisassociateSuccess"
fsmProgr="100"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr=""
fsmStamp="2010-12-03T23:18:13.304"
fsmStatus="nop"

fsmTry="0"

intId="10155"
mgmtIp="10.193.33.221"

model=""
name="firewall"
pooled="0"

registeredClientDn="extpol/reg/clients/client-1005"
revision="0"

serial=""

svcId="1005"

vendor=""/>
</outConfigs>

</configResolveClass>

<>
VNMC XML APl A Y v
COETE. RO FEYHIZOVTRY EFET,
o HR—FEINTWWEWLAYYF
o HR—FEINTWEAYYE
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HR—FEINTULEWLWAY Y R
PRATIE VNMC =3O A Yy K YR MIRRINTWEIFEETERDAY Y FEHR—FLTLWER A,
AB:RDAVY FEFERLBVWIEZHERELES, ChlE. VNMC H—N\TTFHERIEREZSIESECT
AHEEMNHY £

¢ aaaCheckComputeAuthToken

e aaaCheckComputeExtAccess

o aaaGetComputeAuthToken

¢ cliviewConfMos

« configFindDependencies

¢ configMoChangeEvent

o fsmDebugAction

e methodVessel

e orgResolvelLogicalParents

¢ policyEstimatelmpact

o statsClearinterval

¢ syntheticFSObjlnventory

¢ syntheticTestTx

HR—bkESNhTWBEAYY K
CCTlEk, DAYy FOHEA, X (ERSELVIEE) . FAGIZDOWTEHRBALET,

o aaaGetRemoteUserRoles ¢ configFindDnsByClassld e eventSubscribeApps
o aaaGetUserlLocales « configResolveChildren o faultAckFault

o aaaKeepAlive o configResolveClass o faultAckFaults

e aaalogin e configResolveClasses o faultResolveFault

e aaalogout ¢ configResolveDn ¢ loggingSyncOcns

o aaaRefresh ¢ configResolveDns e orgResolveElements
» configConfFiltered e configResolveParent e orgResolvelnScope
o configConfMo e configScope e poolResolvelnScope
o configConfMoGroup e eventSendHeartbeat

¢ configConfMos e eventSubscribe

hoDAYy RIiE, GUIaOYY—ILhLEBEUPHEEhET,

aaaGetRemoteUserRoles
CDOAPIAYY RIF, UE—FOF5r—2 30021 —HEFRLET,

EREX

<xs:element name="aaaGetRemoteUserRoles" type="aaaGetRemoteUserRoles"
substitutionGroup="externalMethod" />

<xs:complexType name="aaaGetRemoteUserRoles" mixed="true">
<xs:attribute name="inRemoteUserName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[a-zA-Z][a-zA-Z0-9 .@-]1{0,31}"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>
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S E
<xs:element name="aaaGetRemoteUserRoles" type="aaaGetRemoteUserRoles"
substitutionGroup="externalMethod" />

<xs:complexType name="aaaGetRemoteUserRoles" mixed="true">

<xs:attribute name="outRemoteUserPriv">
<xs:simpleType>

<xs:restriction base="xs:string">
<xs:pattern

value=" ((policylaaalread-only|admin|tenant|operations|res config|fault),){0,7}
(policylaaalread-only|admin|tenant|operations|res-config|fault) {0,1}"/>

</xs:restriction>

</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
ER

<aaaGetRemoteUserRoles

cookie="<real cookie>"
inRemoteUserName="adminuser"
outRemoteUserPriv/>

BE
<aaaGetRemoteUserRoles

cookie="<real cookie>"
commCookie="11/15/0/2964"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
outRemoteUserPriv="admin">

</aaaGetRemoteUserRoles>

aaaGetUserlLocales
CDAPI Ay KlE, Balesnf-a—5 0y5y—>3 DY A MERLET,

EREX

<xs:element name="aaaGetUserLocales" type="aaaGetUserLocales"
substitutionGroup="externalMethod" />

<xs:complexType name="aaaGetUserLocales" mixed="true">
<xs:attribute name="inUserName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[a-zA-Z] [a-2zA-Z0-9 .@-]1{0,31}"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inIsUserRemote">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">

<xs:simpleType>

<xs:restriction base="xs:string">
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<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

SEHEC
<xs:element name="aaaGetUserLocales" type="aaaGetUserLocales"
substitutionGroup="externalMethod" />
<xs:complexType name="aaaGetUserLocales" mixed="true">
<xs:attribute name="outUserLocales">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:minLength value="0"/>
<xs:maxLength value="512"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
R

<aaaGetUserLocales

cookie="<real cookie>"
inUserName="john"
inIsUserRemote="no"
outUserLocales/>

&

<aaaGetUserLocales

cookie="<real cookie>"
commCookie="11/15/0/2962"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
outUserLocales="TestSanity">

</aaaGetUserLocales>

aaaKeepAlive

ROBIE, TIAILEDEY S 3 VERBIRBETE2ETEYYavETI T« ITHREFIZL, AV y KEUH
L#IZR L Cookie Z#ERALEY,

EREX

<xs:element name="aaaKeepAlive" type="aaaKeepAlive"
substitutionGroup="externalMethod"/>

<xs:complexType name="aaaKeepAlive" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
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</xs:complexType>

S E X

<xs:element name="aaaKeepAlive" type="aaaKeepAlive"
substitutionGroup="externalMethod"/>

<xs:complexType name="aaaKeepAlive" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

i
Bk

<aaaKeepAlive
cookie="<real cookie>" />

e

<aaaKeepAlive
cookie="<real cookie>"
commCookie="11/15/0/2969"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvc="sam extXMLApi"

destSvc="mgmt-controller dme"
response="yes">

</aaaKeepAlive>

aaalLogin

ROBIE. £y a v ERIBTHEHICBET, 75472 & VNMC B TEBEES = HTTPS vy 3>

ZHNMTHATA4Y TAERERLTVET,

BEREX

<xs:element name="aaalogin" type="aaalLogin" substitutionGroup="externalMethod"/>

<xs:complexType name="aaalogin" mixed="true">
<xs:attribute name="inName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[\-\.: a-zA-7z0-9]{0,16}"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inPassword">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:minLength value="0"/>
<xs:maxLength value="512"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

G E X

<xs:element name="aaalogin" type="aaalLogin" substitutionGroup="externalMethod"/>

<xs:complexType name="aaalogin" mixed="true">
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<xs:attribute name="outCookie" type="xs:string"/>
<xs:attribute name="outRefreshPeriod" type="xs:unsignedInt"/>
<xs:attribute name="outPriv">

<xs:simpleType>

<xs:restriction base="xs:string">
<xs:pattern

value=" ((policylaaalread-only|admin|tenant|operations|res
config|fault),) {0,7} (policylaaalread-only|admin|tenant|operations|res-
config|fault){0,1}"/>

</xs:restriction>

</xs:simpleType>

</xs:attribute>

<xs:attribute name="outDomains" type="xs:string"/>
<xs:attribute name="outChannel">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="outEvtChannel">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="outSessionId">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:minLength value="1"/>
<xs:maxLength value="64"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="outVersion" type="xs:string"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
R

<aaalogin

inName="admin"
inPassword="Nbv12345"/>

BE

<aaalogin cookie=""

commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"
outCookie="<real cookie>"
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outRefreshPeriod="600"
outPriv="admin"
outDomains=""
outChannel="fullssl"
outEvtChannel="fullssl"
outSessionId="web 49019"
outVersion="1.0(0.39938)">

</aaalLogin>

aaalogout

RIZ, BEDEY L avERTIT 0570 TORADBIZRLET., TIAHIIL DOty 3 VERHNE
BIdE, COTAERTEFMHIFVEEINET,

BER#EX

<xs:element name="aaalogout" type="aaalogout"
substitutionGroup="externalMethod"/>

<xs:complexType name="aaalogout" mixed="true">

<xs:attribute name="inCookie" type="xs:string"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

SEHEC
<xs:element name="aaalogout" type="aaalogout"
substitutionGroup="externalMethod" />
<xs:complexType name="aaalogout" mixed="true">
<xs:attribute name="outStatus">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="success"/>
<xs:enumeration value="failure"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1

BER

<aaalogout
inCookie="<real cookie>"
outStatus/>

vt

<aaalogout cookie=""

commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve=""

destSve=""
response="yes"
outStatus="success">

</aaaLogout>
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aaaRefresh

Yy aFA— Y FITAETAIZE2TTITATIZRDIENTEZET (TIAHNLDEY S 3 VB
BI#N) o TZAILTIE, FOTAETADBHBVERANDS 7200 0 hH Y FEO U ENET, 7200 #5342
BFBE. VNMC (FRY—T E—FZBBL. BEYA VA VEERLET, chizkY, AHV KoY

ABEBSIAES, tvPavBERLLEYS a2 IDEFALKTES.

GE) CoAVyREFERYTHE. LIEIO Cookie DEFHARA N4, #7 L LY Cookie BAFETENFET,

EREX

<xs:element name="aaaRefresh" type="aaaRefresh"
substitutionGroup="externalMethod"/>

<xs:complexType name="aaaRefresh" mixed="true">
<xs:attribute name="inName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[\-\.: a-zA-Z0-9]1{0,16}"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inPassword">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:minLength value="0"/>
<xs:maxLength value="512"/>

</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inCookie" type="xs:string"/>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

S E X

<xs:element name="aaaRefresh" type="aaaRefresh"
substitutionGroup="externalMethod"/>

<xs:complexType name="aaaRefresh" mixed="true">

<xs:attribute name="outCookie" type="xs:string"/>

<xs:attribute name="outRefreshPeriod" type="xs:unsignedInt"/>

<xs:attribute name="outPriv">
<xs:simpleType>

<xs:restriction base="xs:string">
<xs:pattern

value=" ((policylaaalread-only|admin|tenant|operations|res-
config|fault),) {0,7} (policylaaal
read-only|admin|tenant |operations|res-config|fault){0,1}"/>

</xs:restriction>

</xs:simpleType>

</xs:attribute>

<xs:attribute name="outDomains" type="xs:string"/>
<xs:attribute name="outChannel">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="outEvtChannel">
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<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>

</xs:restriction>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
ER

<aaaRefresh
cookie="<real cookie>"
inName="admin"
inPassword="Nbv12345"
inCookie="<real cookie>"/>

BE

<aaaRefresh

cookie="<real cookie>"

commCookie="" srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"

srcSve=""

destSve=""

response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin"
outDomains=""
outChannel="fullssl"
outEvtChannel="fullssl">

</aaaRefresh>

configCloneMo

HBED Mos (fz&ZIE. Org) FZDEEESLTREERITLTVSA—VOT7 IV ERIEITEINTHRETE
F9, MoAEEINTWNZEE., FOFNTRTcloningMo DT I7AIL D7 ERETHERMSIhES, =
DREOEXIIRDEEY TT,

EREX

<xs:element name="configCloneMo" type="configCloneMo"
substitutionGroup="externalMethod" />

<xs:complexType name="configCloneMo" mixed="true">
<xs:attribute name="inToDn" type="referenceObject"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>

S ERX

<xs:element name="configCloneMo">

<xs:complexType>
<xs:sequence>
<xs:element name="outConfig">
<xs:complexType>
<xs:sequence>
</xs:sequence>
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</xs:complexType>
</xs:element>

</xs:sequence>
<xs:attribute type="xs:string" name="dn"/>
<xs:attribute type="xs:string" name="cookie"/>
<xs:attribute type="xs:string" name="commCookie"/>
<xs:attribute type="xs:string" name="srcExtSys"/>
<xs:attribute type="xs:string" name="destExtSys"/>
<xs:attribute type="xs:string" name="srcSvc"/>
<xs:attribute type="xs:string" name="destSvc"/>
<xs:attribute type="xs:string" name="response"/>

</xs:complexType>

</xs:element>

!
R

<configCloneMo cookie="<real cookie>"
dn="org-root/org-Tenant-1"
inToDn="org-root/org-Tenant-3">
</configCloneMo>

e

<configCloneMo
dn="org-root/org-Tenant-1"
cookie="<real cookie> "
commCookie="5/12/0/14e4"
srcExtSys=""
destExtSys=""
srcSvc="sam_ extXMLApi"
destSvc="resource-mgr dme"
response="yes">

<outConfig>
<orgTenant
childAction="deleteNonPresent"
descr=""
dn="org-root/org-Tenant-3"
fltAggr="0"
level="1"
name="Tenant-3"
status="created">
</orgTenant>
</outConfig>
</configCloneMo>

configConfFiltered
RIZ, BESNFER) =R - TCTF— 2 BLUVTITAET 1+ Z2HIRT 20 E2RLET,

BER#EX

<xs:element name="configConfFiltered" type="configConfFiltered"
substitutionGroup="externalMethod"/>

<xs:complexType name="configConfFiltered" mixed="true">
<xs:all>

<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
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</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

rag=3: 34
<xs:element name="configConfFiltered" type="configConfFiltered"
substitutionGroup="externalMethod" />
<xs:complexType name="configConfFiltered" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

!
R

<configConfFiltered

cookie="<real cookie>"
inHierarchical="false"
classId="orgTenant">
<inFilter>

<eq class="orgTenant"

property="name"
value="Tenantl" />

</inFilter>
<inConfig>
<orgDatacenter
dn="org-HR"
descr="HR (Human Resources- new Descr)"/>
</inConfig>

</configConfFiltered>
e
<configConfFiltered

cookie="<real cookie>"
commCookie="5/15/0/617"
srcExtSys="10.193.33.206"
destExtSys="10.193.33.206"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_ dme"
response="yes"
classId="orgTenant">
<outConfigs>

<orgDatacenter

descr="HR (Human Resources- new Descr)"
dn="org-root/org-tenantl/org-HR"
fltAggr="0"

level="2"

name="HR"

status="modified"/>

</outConfigs>
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</configConfFiltered>

configConfMo
RIZ, B—DHYTYI)— (DN E) T, BESNE-EEMEA IOz FERETHHERLET,

BEREX

<xs:element name="configConfMo" type="configConfMo"
substitutionGroup="externalMethod"/>

<xs:complexType name="configConfMo" mixed="true">
<xs:all>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S E X

<xs:element name="configConfMo" type="configConfMo"
substitutionGroup="externalMethod"/>

<xs:complexType name="configConfMo" mixed="true">
<xs:all>
<xs:element name="outConfig" type="configConfig" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

!
ER

<configConfMo

dn=""

cookie="<real cookie>"
inHierarchical="false">
<inConfig>

<aaalLdapEp

attribute="CiscoAvPair"
basedn="dc=pasadena,dc=companyl23,dc=com"
descr=""

dn="sys/ldap-ext"
filter="sAMAccountName=$userid"
retries="1"

status="modified"
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timeout="30"/>
</inConfig>
</configConfMo>
Jroe-3
<configConfMo

dn=""

cookie="<real cookie>"
commCookie="11/15/0/28"
srcExtSys="10.193.33.101"
destExtSys="10.193.33.101"
destSvc="mgmt-controller dme"
response="yes">

<outConfig>

<aaaldapEp

attribute="CiscoAvPair"
basedn="dc=pasadena, dc=companyl23,dc=com"
childAction="deleteNonPresent"
descr=""

dn="sys/ldap-ext"
filter="sAMAccountName=Suserid"
fsmDescr=""
fsmPrev="updateEpSuccess"
fsmProgr="100"

fsmStageDescr=""
fsmStamp="2010-11-22T23:41:01.826"
fsmStatus="nop"

fsmTry="0"
intId="10027"
name=""

retries="1"
status="modified"
timeout="30"/>

</outConfig>
</configConfMo>

configConfMoGroup
RIZ, BESNF=ARY O—ITEINT, EEBERMEA TSz FOTIL—TEHRETSHERLET,

EREX

<xs:element name="configConfMoGroup" type="configConfMoGroup"
substitutionGroup="externalMethod" />

<xs:complexType name="configConfMoGroup" mixed="true">
<xs:all>

<xs:element name="inDns" type="dnSet" minOccurs="0"/>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>
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HE#EX

<xs:element name="configConfMoGroup" type="configConfMoGroup"
substitutionGroup="externalMethod" />

<xs:complexType name="configConfMoGroup" mixed="true">

<xs:all>

<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

</xs:complexType>

i

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>

(3¥) orgDataCenter (org-root/org-tenant1 & & Uf org-root/org-tenant2 ) 0 descr F7A/NT 4 AEF
NET, descr TONRT  IFBERMTHWN D, EETEET, BRMGIES. ERILERAIL
9. #H L orgDataCenter e EhET,

orgDataCenter (org-root/org-tenant1 & & U org-root/org-tenant2 &) @ descr 7R/NRT A HNEBEEINFET,
descr FO/NT ¢ (ZRERMTHEWV =, EETEFET, BERNABES, ERIFTEASAT. FHLL
orgDataCenter SMER SN ET,

BR

<configConfMoGroup

cookie="<real cookie>"
inHierarchical="false">

<inDns>

<dn value="org-root/org-tenantl" />
<dn value="org-root/org-tenant2" />

</inDns>
<inConfig>
<orgDatacenter
dn="org-HR"
descr="HR (Human Resources)"/>
</inConfig>

</configConfMoGroup>

e
<configConfMoGroup

cookie="<real cookie>"
commCookie="5/15/0/600"
srcExtSys="10.193.33.206"
destExtSys="10.193.33.206"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_dme"

response="yes">
<outConfigs>

<orgDatacenter

descr="HR

(Human Resources)"

dn="org-root/org-Cola/org-HR"
fltAggr="0"

level="2"
name="HR"

status="modified"/>

<orgDatacenter

descr="HR

(Human Resources)"

dn="org-root/org-tenantl/org-HR"
fltAggI:"O"

level="2"
name="HR"

status="modified"/>
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</outConfigs>

</configConfMoGroup>

configConfMos
RIS, EHOH TV )—TDN Z2FEALTCEBREFT IO ) FERETSHERLET,

EREX

<xs:element name="configConfMos" type="configConfMos"
substitutionGroup="externalMethod" />

<xs:complexType name="configConfMos" mixed="true">
<xs:all>
<xs:element name="inConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map_ key 2">

<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>

</xs:unique>
</xs:element>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

&R
<xs:element name="configConfMos" type="configConfMos"
substitutionGroup="externalMethod"/>
<xs:complexType name="configConfMos" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 4">

<xs:selector xpath="pair"/>
<xs:field xpath="@key"/>

</xs:unique>
</xs:element>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
ER

<configConfMos

cookie="<real cookie>">
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<inConfigs>
<pair key="org-root/logprof-default">
<policyLogProfile dn="org-root/logprof-default"
name="default"
level="debugl"
size="10000000"
backupCount="4"/>
</pair>
<!-- Update Controller Device Profile -->
<pair key="org-root/controller-profile-default">
<policyControllerDeviceProfile
dn="org-root/controller-profile-default"
adminState="enabled">
<commDnsProvider hostip="171.70.168.183" order="1"/>
<commDnsProvider hostip="171.68.226.120" order="2"/>
<commDnsProvider hostip="64.102.6.247" order="3"/>
</policyControllerDeviceProfile>
</pair>
</inConfigs>

</configConfMos>

&

<configConfMos

cookie="<real cookie>"
commCookie="7/15/0/1a74"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/logprof-default">
<policyLogProfile
backupCount="4"
descr="the log level for every process"
dn="org-root/logprof-default"
intId="10065"
level="debugl"
name="default"
size="10000000"/>
</pair>
<pair key="org-root/controller-profile-default">

<policyControllerDeviceProfile

adminState="enabled"
coreFilePolicy=""

descr="default profile for management server virtual machine"

dn="org-root/controller-profile-default"
dnsPolicy=""
faultPolicy="default"
httpPolicy="default"
httpsPolicy="default"
intId="10057"
logProfilePolicy="default"
name="default"
snmpPolicy=""
syslogPolicy=""
telnetPolicy=""
timezone=""/>

</pair>
</outConfigs>

</configConfMos>
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configFindDnsByClassld
RIZ, HABEREL, VXD TY—FENE=BALEETHERLES,

BER#EX

<xs:element name="configFindDnsByClassId" type="configFindDnsByClassId"
substitutionGroup="externalMethod" />
<xs:complexType name="configFindDnsByClassId" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

Irt=3: 314

<xs:element name="configFindDnsByClassId" type="configFindDnsByClassId"

substitutionGroup="externalMethod" />

<xs:complexType name="configFindDnsByClassId" mixed="true">
<xs:all>
<xs:element name="outDns" type="dnSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

1

=R
<configFindDnsByClassId

classId="eventRecord"
cookie="<real cookie>" />

R
<configFindDnsByClassId

cookie="<real cookie>"
commCookie="2/12/0/1810"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"

response="yes"
classId="eventRecord">
<outDns>

<dn value="event-log/10210"/>
<dn value="event-log/10250"/>
<dn value="event-log/10211"/>
<dn value="event-log/10221"/>
<dn value="event-log/10251"/>
<dn value="event-log/10141"/>
<dn value="event-log/10151"/>

</outDns>

</configFindDnsByClassId>
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configResolveChildren

RIZ, EEHARERY ) —THEDDN TICHLEEREF TPz bOFEMBFT2HERLET. BEh
S5FOHEFLTDICTAILAEFERATEET,

EREX

<xs:element name="configResolveChildren" type="configResolveChildren"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveChildren" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inDn" type="referenceObject"/>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

MSE

<xs:element name="configResolveChildren" type="configResolveChildren"

substitutionGroup="externalMethod" />

<xs:complexType name="configResolveChildren" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

!
ER

<configResolveChildren

cookie="<real cookie>"
classId="aaaUser"
inDn="sys/user-ext"
inHierarchical="false">
<inFilter>

</inFilter>

</configResolveChildren>
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&

<configResolveChildren

cookie="<real cookie>"
commCookie="11/15/0/2a59"
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
classId="aaaUser">

<outConfigs>
<aaaUser descr="" dn="sys/user-ext/user-doe"
email="" expiration="never" expires="no" firstName="John" intId="12999"
lastName="Doe" name="doe" phone="" priv="admin,read-only"

pwdSet="yes"/>

<aaaUser descr="" dn="sys/user-ext/user-jacks" email="" expiration="never"
expires="no" firstName="Play" intId="12734" lastName="Jacks"
name="jacks"
phone="" priv="fault,operations,policy, read-only,res-config, tenant"
pwdSet="yes"/>

<aaaUser descr="" dn="sys/user-ext/user-admin" email="" expiration="never"
expires="no" firstName="" intId="10052" lastName="" name="admin"
phone=""

priv="admin, read-only" pwdSet="yes"/>
<aaaUser descr="" dn="sys/user-ext/user-over" email="" expiration="never"

expires="no" firstName="Roll" intId="12711" lastName="Over" name="over"
phone="" priv="fault,operations,policy, read-only,res-config, tenant"
pwdSet="yes"/>

<aaaUser descr="" dn="sys/user-ext/user-fun" email="" expiration="never"

expires="no" firstName="Have" intId="12708" lastName="Fun" name="fun"
phone=""
priv="read-only" pwdSet="yes"/>

<aaaUser descr="testuser" dn="sys/user-ext/user-aaa" email=""
expiration="never"

expires="no" firstName="a" intId="10620" lastName="aa" name="aaa"
phone=""
priv="aaa, read-only" pwdSet="no"/>

</outConfigs>

</configResolveChildren>

configResolveClass

RIZ, ZLETBIVSADERSINEZEEBNEF T FERTHETRLET, inHierarchical A true DIFE.
REnf=FHT2zH ML FAEENET,

BEREX

<xs:element name="configResolveClass" type="configResolveClass"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveClass" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>

© 2013 Cisco and/or its affiliates. All rights reserved. AXZE(E X3 /3TJ1) w4 (Cisco Public) TY, R—264/87



</xs:simpleType>

</xs:union>

</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

S ERX

<xs:element name="configResolveClass" type="configResolveClass"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveClass" mixed="true">

<xs:

all>

</xs:all>

<xS:
<Xs:
<xs:
rattribute
rattribute
<xS:

<Xs
<xs

</xs:complexType>

!
R

attribute
attribute
attribute

attribute

<configResolveClass

<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
name="classId" type="namingClassId"/>

cookie="<real cookie>"
classId="pkiEp"
inHierarchical="false">
<inFilter>
</inFilter>

</configResolveClass>

BE

<configResolveClass

cookie="<real cookie>"
commCookie="11/15/0/2a5b"
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
classId="pkiEp">
<outConfigs>

<pkiEp descr=""

</outConfigs>

dn="sys/pki-ext"
intId="10037"
name=""/>

</configResolveClass>

configResolveClasses
RIZ. DIV SADERSNF-EERNEZA T OV bZERTHIZETRLET, inHierarchical A true DIFE.

Ranf=#7

EREX

s

v I

I MZHBLFAEENTTS,

<xs:element name="configResolveClasses" type="configResolveClasses"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveClasses" mixed="true">
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<xs:all>
<xs:element name="inIds" type="classIdSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

G E X

<xs:element name="configResolveClasses" type="configResolveClasses"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveClasses" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

i
R

<configResolveClasses

cookie="<real cookie>"
inHierarchical="false">
<inIds>

<Id value="eventRecord"/>
<Id value="faultInst"/>

</inIds>

</configResolveClasses>

&

<configResolveClasses

cookie="<real cookie>"
commCookie="2/12/0/181a"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"
response="yes">
<outConfigs>

<eventRecord

affected="observe/observed-1001-1"
cause="transition"

changeSet=""

code="E4194388"
created="2012-07-25T00:39:35.528"
descr="[FSM:BEGIN]: Resolve Mgmt Controller
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Fsm(FSM: sam:dme :ObserveObservedResolveControllerFsm) "

dn="event-log/10133"
id="10133"
ind="state-transition"
severity="info"
trig="special"
txId="3"
user="internal"/>

<eventRecord

affected="observe/observed-1001-1"

cause="transition"

changeSet=""

code="E4194388"

created="2012-07-25T00:39:35.528"

descr="[FSM:STAGE:END] :
(FSM-STAGE:sam:dme:ObserveObservedResolveControllerFsm:begin) "

dn="event-1log/10134"

id="10134"

ind="state-transition"

severity="info"

trig="special"

txId="3"
user="internal"/>
</outConfigs>

</configResolveClasses>

configResolveDn
RIZ, EBESNEDNICDOVWTH—DOEER{ZEF IOy FERGT 562 RLET,

BEREX

<xs:element name="configResolveDn" type="configResolveDn"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveDn" mixed="true">
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S E
<xs:element name="configResolveDn" type="configResolveDn"
substitutionGroup="externalMethod"/>
<xs:complexType name="configResolveDn" mixed="true">
<xs:all>
<xs:element name="outConfig" type="configConfig" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
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<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

!
ER

<configResolveDn

cookie="<real cookie>"
dn="vmmEp/vm-mgr-vcenterl" />

&

<configResolveDn dn="vmmEp/vm-mgr-vcenterl"

cookie="<real cookie>"
commCookie="9/15/0/1c0d"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="vm-mgr_ dme"
response="yes">

<outConfig>
<vmManager
adminState="enable"
descr=""
dn="vmmEp/vm-mgr-vcenterl"
fltAggr="0"

fsmDescr="AG registration with
vCenter (FSM:sam:dme:VmManagerRegisterWithVCenter)"

fsmPrev="RegisterWithVCenterRegistering"

fsmProgr="13"

fsmRmtInvErrCode="none"

fsmRmtInvErrDescr=""

fsmRmtInvRslt=""

fsmStageDescr="AG registration with
vCenter (FSM-STAGE : sam:dme :VmManagerRegisterWithVCenter:Registering)"

fsmStamp="2010-11-11T21:37:15.696"

fsmStatus="RegisterWithVCenterRegistering"

fsmTry="1"

hostName="vpod-31.host123.com"

intId="21959"

name="vcenterl"

operState="unknown"

stateQual=""

type="vmware"

version=""/>

</outConfig>

</configResolveDn>

configResolveDns
RIZCDNDYRMIDWTEBHRA T FERMBT 25 ERLET.

BER#EX

<xs:element name="configResolveDns" type="configResolveDns"
substitutionGroup="externalMethod" />

<xs:complexType name="configResolveDns" mixed="true">
<xs:all>
<xs:element name="inDns" type="dnSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="inHierarchical">

<xs:simpleType>

<xs:union memberTypes="xs:boolean">
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<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

S ERX

<xs:element name="configResolveDns" type="configResolveDns"

substitutionGroup="externalMethod" />

<xs:complexType name="configResolveDns" mixed="true">

<xs:all>

<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
<xs:element name="outUnresolved" type="dnSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
R

<configResolveDns

cookie="<real cookie>"
inHierarchical="false">
<inDns>

<dn value="sys" />

</inDns>
</configResolveDns>

&

<configResolveDns

cookie="<real cookie>"
commCookie="5/12/0/1009"
srcExtSys="172.25.103.136"
destExtSys="172.25.103.136"
srcSvc="sam extXMLApi"
destSvc="resource-mgr dme"
response="yes">
<outConfigs>

<topSystem

address="172.25.103.136"
currentTime="2012-08-01T00:47:44.663"
dn="sys"
mode="stand-alone"
name="localhost"
systemOrg=""
systemUpTime="04:04:05:00"/>
</outConfigs>
<outUnresolved>
</outUnresolved>

</configResolveDns>
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configResolveParent

RIZ, FHESNDNITOVWTEBHRA TV FOREMBFI 5B TLET,

BER#EX

<xs:element name="configResolveParent" type="configResolveParent"

substitutionGroup="externalMethod" />

<xs:complexType name="configResolveParent" mixed="true">

<xs:attribute name="inHierarchical">

<xs:simpleType>

<xs:union memberTypes="xs:boolean">

<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S E X

<xs:element name="configResolveParent" type="configResolveParent"

substitutionGroup="externalMethod"/>

<xs:complexType name="configResolveParent" mixed="true">

<xs:all>

<xs:element name="outConfig" type="configConfig" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

i
Bk

<configResolveParent

cookie="<real cookie>"
inHierarchical="false"
dn="org-root/org-tenantl/org-HR">

</configResolveParent>
e
<configResolveParent

dn="org-root/org-tenant/org-HR"
cookie="<real cookie>"
commCookie="2/12/0/1837"
srcExtSys="172.20.101.150"
destExtSys="172.20.101.150"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"
response="yes">

<outConfig>

<orgTenant
descr="tenantl123"
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dn="org-root/org-tenant"
fltAggr="0"

level="1"
name="tenant123"/>

</outConfig>

</configResolveParent>

configScope
RIZ, EEF[EA T2 FETOREICHT 2H#MERIBERLET,

BER#EX

<xs:element name="configScope" type="configScope"
substitutionGroup="externalMethod" />

<xs:complexType name="configScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inRecursive">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

SEEX
<xs:element name="configScope" type="configScope"
substitutionGroup="externalMethod"/>
<xs:complexType name="configScope" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
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<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

i
Bk

<configScope

dn="org-root"
cookie="<real cookie>"
inClass="orgOrgRes"

inHierarchical="false"
inRecursive="false">

<inFilter>
</inFilter>

</configScope>

BE

<configScope dn="org-root"

cookie="<real cookie>"
commCookie="2/15/0/2a53"
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"
response="yes">
<outConfigs>

<orgOrgCaps

dn="org-root/org-caps"

org="512"

tenant="64"/>
<orgOrgCounts

dn="org-root/org-counter"
org="36"
tenant="7"/>

</outConfigs>

</configScope>

eventSendHeartbeat

RIZ. BEDE Y avhEETITAITTHALEERTARY L EREETHHERLET,

BER#EX

<xs:element name="eventSendHeartbeat" type="eventSendHeartbeat"
substitutionGroup="externalMethod" />

<xs:complexType name="eventSendHeartbeat" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

G E X

<xs:element name="eventSendHeartbeat" type="eventSendHeartbeat"
substitutionGroup="externalMethod"/>

<xs:complexType name="eventSendHeartbeat" mixed="true">

<xs:attribute name="outSystemTime" type="dateTime"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>
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BE
<eventSendHeartbeat cookie="0/0/0/2a76"

commCookie=""

srcExtSys="0.0.0.0"

destExtSys="0.0.0.0"

srcSve=""

destSve=""

response="yes"
outSystemTime="2010-11-12T20:38:19.630">

</eventSendHeartbeat>

eventSubscribe
RIZ, POTAETFAIZRHT R ITRISA TEREZETHHERLET,

BEREX

<xs:element name="eventSubscribe" type="eventSubscribe"
substitutionGroup="externalMethod" />

<xs:complexType name="eventSubscribe" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

S E X

<xs:element name="eventSubscribe" type="eventSubscribe"
substitutionGroup="externalMethod"/>

<xs:complexType name="eventSubscribe" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

i
R

<eventSubscribe

cookie="<real cookie>">
<inFilter>
</inFilter>

</eventSubscribe>
BE
VNMC (&, EFEIFEMEEELFEFEA,

eventSubscribeApps

RIZ, ESNET IV —2a3 VD79 T4 ETFAICRT I TRISA TEROHZERLES, 9547
DR TTVE=vavik, SESEETIVS—2 a3 0 ARY FEZITRAE0HIZVNMC VR T LEY
TR 54 TTEET, eventApplication Tl&., ip (X7 TV —> 3> (DME) BNETENTLSE VM D IP
FRELARATYE, 954F7o b 7TV —2 3 IEVSGHALDARNY FEZRITWMAEI3HTRISAITTEE
T, COEE. plEVSGDIP 7 FLRATHEIBENHY. 24 TEBEEMEIY FFRA 2 FTT,
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<xs:element name="eventSubscribeApps" type="eventSubscribeApps"
substitutionGroup="externalMethod" />

<xs:complexType name="eventSubscribeApps" mixed="true">
<xs:all>

<xs:element name="inAppList" type="configSet" minOccurs="0"/>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

MSE
<xs:element name="eventSubscribeApps" type="eventSubscribeApps"
substitutionGroup="externalMethod"/>

<xs:complexType name="eventSubscribeApps" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

!
ER

<eventSubscribeApps

cookie="<real cookie>"
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
<inAppList>

<eventApplication

ip="10.193.33.101"
type="service-reg"/>
<eventApplication
ip="10.193.33.101"
type="policy-mgr" />
<eventApplication

ip="10.193.33.101"
type="mgmt-controller"/>

</inAppList>
<inFilter>
</inFilter>

</eventSubscribeApps>
rve-
BERAHEITHE. VNMC FEEFEILBHMEEELEF A,

faultAckFault
RIZ, BEENFEHRIN-ESITERELEEXETIHERLET,

BER#EX

<xs:element name="faultAckFault" type="faultAckFault"
substitutionGroup="externalMethod"/>

<xs:complexType name="faultAckFault" mixed="true">

<xs:attribute name="inId" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>
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S E
<xs:element name="faultAckFault" type="faultAckFault"
substitutionGroup="externalMethod" />

<xs:complexType name="faultAckFault" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1

ER

<faultAckFault
inHierarchical="false"
cookie="<real cookie>"
inId="10120" />

roe-

<faultAckFault

cookie="<real cookie>"
commCookie="5/15/0/6c"
srcExtSys="10.193.33.214"
destExtSys="10.193.33.214"
srcSvc="sam extXMLApi"
destSvc="resource-mgr dme"
response="yes">

</faultAckFault>

faultAckFaults
RIZ, EHOBEENLEZIN-ELEICHEALETZEETAHERLET,

BEREX

<xs:element name="faultAckFaults" type="faultAckFaults"
substitutionGroup="externalMethod"/>

<xs:complexType name="faultAckFaults" mixed="true">
<xs:all>
<xs:element name="inIds" type="idSet" minOccurs="0"/>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

S E
<xs:element name="faultAckFaults" type="faultAckFaults"
substitutionGroup="externalMethod" />

<xs:complexType name="faultAckFaults" mixed="true">

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1

ER
<faultAckFaults

cookie="<real cookie>">
<inIds>
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<id value="10656"/>
<id value="10660"/>

</inIds>
</faultAckFaults>

roe-
<faultAckFaults

cookie="<real cookie>"
commCookie="11/15/0/505"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"

response="yes">

</faultAckFaults>

faultResolveFault
RIZ, BEIERINI-ESICHEBEZEXETSHERLET,

BEREX

<xs:element name="faultResolveFault" type="faultResolveFault"
substitutionGroup="externalMethod"/>

<xs:complexType name="faultResolveFault" mixed="true">

<xs:attribute name="inId" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

SEEX
<xs:element name="faultResolveFault" type="faultResolveFault"
substitutionGroup="externalMethod" />
<xs:complexType name="faultResolveFault" mixed="true">
<xs:all>

<xs:element name="outFault" type="configConfig" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>

<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1

=R
<faultResolveFault

inHierarchical="false"
cookie="<real cookie>"
inId="10120" />

BE
<faultResolveFault

cookie="<real cookie>"
commCookie="5/15/0/6a"
srcExtSys="10.193.33.214"
destExtSys="10.193.33.214"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_ dme"
response="yes">

<outFault>
<faultlInst
ack="yes"
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cause="empty-pool"

changeSet=""

code="F0135"
created="2010-11-19T11:02:41.568"
descr="Virtual Security Gateway pool default is empty"
dn="org-root/fwpool-default/fault-F0135"
highestSeverity="minor"

id="10120"
lastTransition="2010-11-19T11:02:41.568"
le=""

occur="1"

origSeverity="minor"
prevSeverity="minor"
rule="fw-pool-empty"

severity="minor"

tags=" "

type="equipment"/>

</outFault>
</faultResolveFault>

loggingSyncOcns
RIZ. DME DA R+ ID #BEBT 56 LET,

BEREX

<xs:element name="loggingSyncOcns" type="loggingSyncOcns"
substitutionGroup="externalMethod"/>

<xs:complexType name="loggingSyncOcns" mixed="true">

<xs:attribute name="inFromOrZero" type="xs:unsignedLong"/>
<xs:attribute name="inToOrZero" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

S E X

<xs:element name="loggingSyncOcns" type="loggingSyncOcns"
substitutionGroup="externalMethod"/>

<xs:complexType name="loggingSyncOcns" mixed="true">
<xs:all>
<xs:element name="outStimuli" type="MethodSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1

=R
<loggingSyncOcns

cookie="<real cookie>"
inFromOrZero="0"
inToOrZero="4567000"/>

&
ARNVEIDDYR b,

orgResolveElements

COBITIE, FBESAIZDNRAT, VT)— T4 EEFIEBREF TV ARG, B8
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D1y FHIBRESINET . inHierarchical A true DIFE. REizA TPz MIELFHNEENET,
inHierarchical 4% false DI{FEIF. —HT DA TP FEIFARENFET, inSingleLevel A true DIHFE (L.
BRSRELARILDF T 9 FDOHREINZFET, inSingleLevel A false DIFE. FHEBOA TS/ F1RE
nEd,

BEREX

<xs:element name="orgResolveElements" type="orgResolveElements"
substitutionGroup="externalMethod"/>

<xs:complexType name="orgResolveElements" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSinglelLevel">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S E X

<xs:element name="orgResolveElements" type="orgResolveElements"
substitutionGroup="externalMethod"/>
<xs:complexType name="orgResolveElements" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 5">
<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>
</xs:unique>
</xs:element>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
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<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

i
Bk

<orgResolveElements

dn="org-root/org-Cola"
cookie="<real cookie>"
commCookie="7/15/0/19"
inClass="policyPolicySet"
inSingleLevel="no"
inHierarchical="no">
<inFilter>

</inFilter>

</orgResolveElements>
BE
<orgResolveElements

dn="org-root/org-Cola"
cookie="<real cookie>"
commCookie="7/15/0/19"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes"
errorCode="0"
errorDescr="">
<outConfigs>
<pair key="pset-default">
<policyPolicySet
descr="The default Policy Set"
dn="org-root/pset-default"
intId="10082"
name="default"/>
</pair>
<pair key="pset-myPolicySet3">
<policyPolicySet
descr=""
dn="org-root/org-Cola/pset-myPolicySet3"
intId="12289"
name="myPolicySet3"/>
</pair>
<pair key="pset-policySetSanity">
<policyPolicySet
descr=""
dn="org-root/org-Cola/pset-policySetSanity"
intId="24627"
name="policySetSanity"/>
</pair>
<pair key="pset-pci compliance f">
<policyPolicySet
descr=""
dn="org-root/pset-pci compliance f"
intId="24539"
name="pci compliance f"/>
</pair>
<pair key="pset-pci compliance h">
<policyPolicySet
descr=""
dn="org-root/pset-pci compliance h"
intId="24541"
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name="pci compliance h"/>
</pair>
</outConfigs>

</orgResolveElements>

orgResolvelnScope

RIS, VATLN, 82595 DN ZHOEBEBEH (ER) ZL— FETHRMICERRT HHERLET,
BRESMRESNE NGRS, ZOT Y TNRENFET, BBAHIHRIT. HEESNZISRETAILETYT
RTOT—LAABERENET,

(3¥) inSingleLevel A’ false MIFE L. FHBH/A., L—bF To LY PUETHRERSINET,

BEREX

<xs:element name="orgResolveInScope" type="orgResolveInScope"
substitutionGroup="externalMethod"/>

<xs:complexType name="orgResolveInScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSinglelLevel">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S EEX
<xs:element name="orgResolveInScope" type="orgResolveInScope"
substitutionGroup="externalMethod"/>
<xs:complexType name="orgResolveInScope" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map_ key 6">

<xs:selector xpath="pair"/>
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<xs:field xpath="@key"/>
</xs:unique>
</xs:element>

</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

!
R

<orgResolvelInScope

cookie="<real cookie>"
dn="org-root/org-Cola"
inClass="policyVirtualNetworkServiceProfile"
inHierarchical="true"

InSingleLevel="false" >

<inFilter>
<eq class="policyVirtualNetworkServiceProfile"

property="name"
value="spsanity" />

</inFilter>

</orgResolveInScope>

BE

<orgResolvelInScope

dn="org-root/org-Cola"
cookie="<real cookie>"
commCookie="7/15/0/1c35"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>

<pair key="vnsp-spsanity">
<policyVirtualNetworkServiceProfile

childAction="deleteNonPresent"
descr=""
dn="org-root/org-Cola/vnsp-spsanity"
intId="82018"

name="spsanity"
policySetNameRef="policySetSanity"
vnspId="41">

<policyVnspAVPair
childAction="deleteNonPresent"
descr=""
idg="1n
intId="82019"
name=""

rn="vnsp-avp-1">
<policyAttributeValue
childAction="deleteNonPresent"
id="1"
rn="attr-vall"
value="DEV" />

<policyAttributeDesignator

attrName="dept"
childAction="deleteNonPresent"
rn="attr-ref"/>
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</policyVnspAVPair>
</policyVirtualNetworkServiceProfile>
</pair>
</outConfigs>

</orgResolveInScope>

poolResolvelnScope

RIZ, DRATFLD, ZEBETEHDNEHIDTIILERT—IL (ERE) ZI— FETHEMICRET HHZRLE
T, T EWMEEIF, ZORy THRENET, T-hHBBEIFT, BESAIZIFRETAILAEATT
RTOT—LAABERENET,

(3¥) inSingleLevel A’ false DB EIF, BT—IHAIL—F T LY F)ETRERSINET,

BEREX

<xs:element name="poolResolveInScope" type="poolResolveInScope"
substitutionGroup="externalMethod"/>

<xs:complexType name="poolResolveInScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>

</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSinglelLevel">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>
<xs:attribute name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

S E X

<xs:element name="poolResolveInScope" type="poolResolveInScope"
substitutionGroup="externalMethod"/>

<xs:complexType name="poolResolveInScope" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">

<xs:unique name="unique map_ key 9">
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<xs

<xXs:
<xs:
<xs:
<xs:
<xs:

</xs:complexType>

!
ER

<xs:
<xXs:

selector xpath="pair"/>
field xpath="Q@key"/>

</xs:unique>

</xs:element>
</xs:all>

:attribute
attribute
attribute
attribute
attribute
attribute

<poolResolvelInScope

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
name="dn" type="referenceObject"/>

dn="org-root/org-tenantl"
cookie="<real cookie>"

/>
roe-

<poolResolvelInScope

dn="org-root/org-cisco"
cookie="<real cookie>"
commCookie="5/12/0/19"
srcExtSys="172.25.103.136"
destExtSys="172.25.103.136"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_dme"
response="yes">
<outConfigs>

<pair key="fwpool-default">

<fwPool

assigned="0"

descr="Default Pool of firewall resources"
dn="org-root/fwpool-default"
fltAggr="65536"

id="1"

intId="10066"
name="default"
size="0"/>

</pair>
</outConfigs>

</poolResolveInScope>
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