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CHAPTER 1
[Monitor] R— D7 4—ILF Yo 7L 2R

Z Z Tl%.Cisco Prime Infrastructure Y U —2% 3.0 ® [Monitor] # 7ZH 5 7 4 — /L KIZTDW
T L £,

R2YED—=9 FTNARX

WIS 7 4 — L RIZOWTEHB L $9°,

[Monitor] > [Switches] > [Search]
WOET ALy FICEE RS T LB ADET 4 — L R ICONTHI L £

# 11 [Search Switches] 7+ —/L F

Z4—ILF *Fvav

Search for Switches by |[All Switches], [IP Address], % 7=i% [Switch Name] Z#&R L £,
TANRA—RF) EEHTEET, B2, [IP Address] ZER L T
172* % AN L7234 Prime Infrastructure (X IP 7 KL 278 172 T
WBELTXTOAAL v F KL ET,

Items per page NR=UHTVITET ALy T OREERL £7,

[Monitor] > [Switches] > [View]

ROKRT ALy TFOY~ ) NERINDN—VDET 4 — /L RIZONTHHAL 7,

x12 RA Y FDET

Z4—ILF 7L

IP Address ALy FIZEDYTENTWAS IP TRV A, UANEBEZZ Y v 74
HETITREARAL NOFEMBPRRINET,

Device Name AA T4,

Device Type A2AAFDOEAT,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

#12 X1y FDEF (FE)

J4—ILE B

Reachability Status |z v F NEEFER B AL [OK] BER S, A A v FNEERFER
%A% [Unreachable] 23 F xS E 9,

Endpoint Count |z A4 v F o=y REALL Dk,

%II‘:

[Monitor] > [Switches] > [IP Address]

RORT ALy FOY~Y X=VFRShLH P~ U ERICOVWTHAL £7°,

& 1-3 R 1y FDEKERDI TR
General
IP Address AAFOIP 7RV X,
Device Name ALy F 4,
Device Type AA v F OFEHE,
Up Time BZIZY 7 — bk LT b DR,
System Time A A F LD,
Reachability Status B fEliiko L0 T,
e Reachable
e Unreachable
Location A A > F DT,
Contact AA v FDHEYLESL,
Cisco Identity Capable |2 A v F 37 4707 4 T 4 SN E I &AL ET,
Location Capable Ay TFhRar—ra rFRERGETEDLINE I DERLET,
CPU Utilization BB L WM O K CEY . BEL O/ CPUEHEO Y T 7 03 &K R
SNET,
Unique Device Identifier (UDI)
Name B O,
Description UDI i,
Product ID HESCRTREZ2 5 1D,
Version 1D 5 ID ONRX—T g
Serial Number —EHoRMLT U T NLEE,
Name
Software Version HAEAAL v FTEHELTWVWD Y 7 2T ONX—=V g,
Model No. AL v FDETNE 5,

Port Summary
Number of Ports Up |24 v FTT v REDKR— k DI,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

#13

zyb7—4 74z B

X1y FOEFIGHEDEF (FE)

Number of Ports
Down

A A FTH T REOR— N DOH,

Memory Utilization

FRE L BRI OR R BLORN AT VRO 7 7 380K

SNET,

[Monitor] > [Switches] > [Memory]

WDET AATFDAEVIFERIZONTHAL 9,

# 1-4 X1y FDAEYIERDEF

Memory Pool

Type AEVDXAT,

Name AEY T LIZEIY Y TH R4,
Used (MB) T O A€ Y & (MB HAL),

Free (MB) I AT fEZ: A€ U & (MB Hif7),

[Monitor] > [Switches] > [Environment]

WDOERT AL vy T OERE

THRIZHOWTHIL 77,

15 RA Y FDBEEEHEDIK R
Power Supply

Model Name FBIRDOET VL,
Description EIR DA,

Operational Status

BEMT SN TWLERD AT —F A,
o FRIRIZENMERTRE T,
IR EIRIZEEREE T,

Manufacturer Name

BIRD A — T —44,

Free

ZEEEFEAT Y b,

Vendor Equipment Type |~y & —#Uggess 7 ¢ 7 DA,
Fans

Name 7 7 DA,

Description 7 7 D,

Operational Status

T7DAT—H A
fk: 7 7 VIXEVMERTBE T,
R 7 7 VITEEREETT,

Vendor Equipment Type

Sy B BRI S AT DB,

Serial Number

7DV T NE G,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

[Monitor] > [Switches] > [Modules]

WDET AAVFDOEY 2 —NMIERIZHOWVTIHRAL 97,

# 1-6

RLYF ES 21— LIEBDE R

Modules

Product Name

EY 2 — )LD I,

Physical Location

FY 2= RN SN T D57,

Number of Ports

FY 2= N R—FTE5R— kD,

Operational State

EY a— )VOEIWERAT —H &,

Equipment Type Bas O,
Inline Power Capable | o — A>T Ay RU—BEERHINE H %
/ji\‘ L/ ij‘o

[Monitor] > [Switches] > [VLANSs]

WDFET AA v F D VLAN [FHRICHOWTHHAL £,

#£17 R4 v FD VLAN [E5FDFEF

VLANs

VLAN ID VLAN @ 1D,
VLAN Name VLAN D4 i,
VLAN Type VLAN DOFEH,

[Monitor] > [Switches] > [VTP]
WDET. AL v FO VIP HHRICHWTHIL £,

# 18 X1 v FDVIP §EDEFR

VTP
VTP Domain Name
VTP Version

VTP F A A D4,
FEHL TWd VIP o= 5

VTP Mode VTP £—F,
e [Client]
e [Server]

e [Transparent]:VIP A v &—I &L EILXY v
ALERAD Ay =V EEREL £T,

o [Off]:VTP Ay b—T &AM U v A H8EL £
A,

VIP 7N —=2 T PNENE SinamL £7,

Pruning Enabled
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

[Monitor] > [Switches] > [Physical Ports]

RORT ALy FOWHER— MERIZOWTHBIAL 7,

& 1-9 R 1Y FDYENR— M ERDETR

Physical Ports

Port Name WELR — N D4 H,

Port Description WEEAR— b OFLEA,

Residing Module WER— N NHAEY 2 —I,
Vendor Equipment Type |~ & —#lgas 2 ¢ DELHA,

[Monitor] > [Switches] > [Sensors]
WKDET AL TFOB P —FRIZONVTHHAL £9,

# 1-10 LY FDEF—IERDES

Sensor

Sensor Name Y — D4R,

Sensor Description | % —iH#H

Type Yo —DFfEE,

Vendor Sensor Type |~ —#&it o H—DfEEHOFH,

Equipment Name s D4R,

Precision P 1~ 9 OEA IR o —E O [E & /IS D /NS

CLF oM, &FN -8 ~ -1 0SBy —0E L v —
B D [ 7 /NS BB O ERE 72 Mk T,

Status oY —OEMERT—F X,

[Monitor] > [Switches] > [Spanning Tree]
RDOET ANR= 7 Y —FRIZOWTHAL £,

F1-1 RLYFDIIN=20 W — G DEFR

Spanning Tree

STP Instance 1D STP @ ID, AX=v7 V U —OEMIGEH A KT 221X [STP
Instance ID] #27 U v 7 L £,

VLAN ID VLAN @ 1D,

Root Path Cost IRAD)L—K T AR,

Designated Root BRI — b,

Bridge Priority TV DT ITAFTIT 4,

Root Bridge Priority N—h TV POTITAF )T 4 &K=,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

F11 RLYFDIRIIN=Z20" W —IFBDET (BZF)

Max Age (sec)

I RKIREEFE O STP # A ~—fl (D HAL)

Hello Interval (sec)

STP & A ~—fE (B HAL)

[Monitor] > [Switches] > [Spanning Tree] > [STP instance ID]

WDERT ANR= T VY —DFHMEROR—ICH BT 4 — L RIZOWTEHBAL 17,

# 112 RIN=2 T Y —DEMDE R

Spanning Tree

STP Port

STP 7R— k O£ i,

Port Role

R—TrDa—/,

Port Priority

R=bDTTAF VT 4 &=,

Path Cost

INADA RN,

Port State

N— b DIKHE,

Port Type

AN— b~ OFESHE,

[Monitor] > [Switches] > [Stacks]

RORT AL T ZAZy IHEROR=DIZHDT7 4 =/ RIZHOWTHAL £7,

#1-13 RLYFDIE Y I IGHDEFR

Stacks

MAC Address

ALy 7D MAC 7R L A,

Role

A8y 7 DEE,

e [Master]: A% v 7 v A& —

o [Member]|: AX v I DT VT 47 AL N—

e [Not Member]:FET7 77T 47 AX v T AL N\—

Switch Priority

AA Y FDTTAF VT 4 F 5,

State

A K 7 DBFEDIREE,

Software Version

AAFTEELTCWA Y 7 U xT A A=,

[Monitor] > [Switches] > [Interfaces] > [Ethernet Interfaces]

ROKRT ALY TFDA—Y Xy b A F—=T 2 A ADN—=VIZHDT 4 —/VFIZOWTHHA

LEY,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF




| 1%

[Monitor] R—S D274 —ILF JI77L VR

zyb7—4 74z B

#1-14 XALYFDL—HE Y, 12 F—T A IDEFR

Name

A=V Tk A F—Tx A ZADLH, FEMEHRERRT DI,
A=Y Xy h A =T ADLTHTZE 7V v 7 LET,

MAC Address

f—=% Xy b f ¥ —=T7=A2D MAC 7K L 2,

Speed (Mbps)

L—HFF v b A2 B —T = f ADBIEDHIIEOHENIE (bps ),

Operational Status

A=V xv b A Z—T = A ZADBEDOEEIREE,

MTU

Lo B =T 2 A ATERETEDRAD AT v | A,

Desired VLAN Mode

VLAN £—K,

Access VLAN

R—hBRESNTHD VLAN,

[Monitor] > [Switches] > [Interfaces] > [Ethernet Interface Name]

IRORT AAYTFDA—

DWTHL 97

Py b A F—T =2 ADFEMERDO L=V ICH BT 4 — LRI

#1-15 RLYFDL—YFE Y L2 Z—T 1 A IDEHDET

Ethernet Interfaces

Name A—H %y N LB —T = A ZADLTH,
Admin Status A HE—T 2 A ADEBAT —H R,
Duplex Mode AVH =T 2 AATHEESINTNDLT 27 b v 7 A ET—F,

VLAN Switch Port

Operational VLAN Mode VLAN 2 A v F H—=bhOEEET—RFNEZRLET (T 7R

W—=PFFERIFIrNT 7 F—F),

Desired VLAN Mode

VLAN -E— K (truck, access, dynamic, ¥ 7= (% desirable),

Access VLAN

R—hBRRESN TS VLAN,

Operational Truck
Encapsulation

o2 DT ENA(802.1Q0 FT-1F none),

VLAN Trunk

Native VLAN

Koo AL vF R—FDX T LD VLAN,

Prune Eligible

N7 K=k ED VLAN 27 V—=0 7 TEHME 9
L £,

Allows VLANSs

FZr 27 R—bF EOFRIENSD VLAN OV A K,

Desired Trunking
Encapsulation

NZr U 7ML

Trunking Encapsulation
Negotiation

AUBE =T 2 A ARFAN— {2 B =T =2 f A LRI T—
TarvETWIEA Y —T 2 A AORER I UOHREIZS T
TJUSL F T2 7 (%) £7-1% 802.1Q h T 7 Ic b X548
ELE7,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

[Monitor] > [Switches] > [Interfaces] > [IP Interface]

WKDOET AAYTDIP A BZ—T A ADXN—U|THDBT L —IILRIZONTHBHL £9°,

& 1-16 RLYFDIP 18— 1 4 IDFF
Interface A H—T = A ADXKEI
IP Address

A2 =T AADIP 7KL A,
TRV A Z AT (IPv4 7213 1Pv6),

Address Type

[Monitor] > [Switches] > [Interfaces] > [VLAN Interface]

WDODET AAYFDOVLAN A Z—T =2 A4 AD_X—ZHDBT 4 —IVRIZOWTIHBAL £9°,

#F 117 XL YFDVLAN 17> 82— 1 4 XDEKF
Port Name VLAN 7~ — b D4 i,
VLAN ID

VLAN KR— ko 1D,

VLAN A > ¥ —7 = 4 2AOBEDOEEIREE,

VLAN A > % —7 = 4 ZADBUEDE HIRRE,
VLAN 7R— k OFfiE,

VLAN A Z—7 = A ZADHR— b EN 5 IHE,

VLAN A % =7 = f ATEZETELDHRRKDONTr v b A4 X,

Operational Status
Admin Status

Port Type

Maximum Speed (Mbps)
MTU

[Monitor] > [Switches] > [Interfaces] > [EtherChannel Interface]

DT, AA v F® EtherChannel /> X —7 = A ZADRXR—=UNIZHDHT 4 —/LRIZOWTEL
AL £,

# 1-18 EtherChannel 4> #—27 4 XDEF

Name EtherChannel > % —7 = A ZAD4 i,

Channel Group ID

EtherChannel ®%fE 1D,

Control Method

EtherChannel Z& #3457~ D 7 1 b =)L (LACP %7213 TAgP),

Actor Admin Key

F ¥ %V 1D,

Number of (LAG)
Members

RIESNTWDHAR— ML,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Monitor] > [Switches] > [Client]

zyb7—4 74z B

KDOBT AAYF 253 AT 2 FDOR—=JITHDHT 4 —ILRIZOWTHHAL £9°,

#1-19 BHEEEMF5ATHE S 17> FDEFR

IP Address II7AT7 D IP TRV A,
MAC Address 747D MAC 7R L &,
User Name TS5 AT D —H 4,

Vendor Name

TIAT v DR —4

Map Location

74T v~ OB,

VLAN

77 AT FRRESNTND VLAN,

Interface

TIAT UV EBRRESINTNDEAS L HA—T = A A,

Association Time

JIFGAT VN TIVTZ—2arDEALARZ LT,

Authorization Profile

Name

B hTunbd

AT T 7 AV,

[Monitor] > [Wireless Technologies] > [Access Point Radios]

# 1-20 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] ® 47 4 —/L KT

DWTHAL £,
& 1-20 [Access Point Search Results] 7 «+—/L F
J4—ILKF iEA
AP Name TIRARAL MTEID Y TH NI4T
Ethernet MAC AP A —H% 3%y b® MAC 7 F L A,
IP Address TR KL OE—hLIP TRL A,
Radio RETZ7EA KA hOF 1 b =143,802.11a,802.11b, E7-13% 802.11g T,

VANEAZ 27V 73257 78R KAV N OBEROFMBERRINET,

Map Location

UAZAMHEAZZ Uy 735 L) A TRSNIZGATICBEIL £7°,

Controller

VAMEAZZ Vw7358 arbun—JlBl8T57 77 4y 7 LIFRNFRS
*L\i—g_‘(_)

Client Count

WA b —J Ty —hENTWEIZTAT b OBHENERENET,

Admin Status

TR RAL NOFIREN B ELITEYSGTERINET,

AP Mode

TR BRA bOEFEE-FNNRRESNET,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

## 1-20 [Access Point Search Results] 7+ —/LF (#Z)

Z4—ILF

%II‘:

BA

Oper Status

Cisco WLAN Solution 73 A ZADEEAT — % 2 (Up £721% Down) 23FER S 4
F£ 79, [Admin Status] 7% disabled DGHE EIEA T — X R IH 7 v & T AT S
T T—HIH Y A,

Alarm Status

TI7—=LDHT— a—RX ROELEEY T,
e Clear-No 77— A
e Red-Critical 77— 24
e Orange-Major 7 7 — A
e Yellow-Minor 7 7 — A

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Edit View]

# 1-21 <. [Monitor] > [Wireless Technologies] > [Access Point Radios] > [Edit View] D%
T A=V RIZOWTHEBAL £,

&*1-21 [Edit View Search Results] 7 7+ —/L F
Z4—ILE HTL;
AP Type T v A KA hDF A7 ([Unified] £721% [Autonomous]) ZF R L £,

Antenna Azim. Angle

T T T OKFEHFEDOAEEFR L ET,

Antenna Diversity

T T F DEREENE I E N AR R LET, T T A ANRN—TT 3 )
BT TFTHBIRTBEDICT IBARAL IR 2ODMET T F A= b
EME R EZ TV T A2 LR NN ET,

Antenna Elev. Angle

T T OEESMOABE LI RTLET,

Antenna Gain

WXy N — THE TR SNDROMET T oy —2 742 (dBi). B
SO eHmET T ONE A2 (dBl), A 1% 0.5dBl o cERL F9, ¥
BE412.4X05=2dBi DX A THHZ LEEWKRL £7,

Antenna Mode

2HmEERE, EIIEEE R LR EDT T E— N ERRL ET,

Antenna Name

TUTFTOAFIEINIZA T R L £,

Audit Status

WOERZAF—Z2 2O W TNnEERLET,

e [Mismatch]: fx % O AR Prime Infrastructure & = b v — 7 IR E L
DOFEPRE S E LT,

o [Identical]: f# DOEEARIIERE EOMEIIMB SN EEA LT,
o [Not Available]: EE# 2 7 — % 2RI TX FHA,

Base Radio MAC

R— 2D MAC 7R L A&FRL £,

Bridge Group Name

T IR RAL R OIA—T MRS 57 U v Y I =T LR TR L ET
(LT 25,

CDP Neighbors

EHEEGE SN TVWDETRTOY Za TS A EE L ET,

Channel Control

F v RVHIHD BT A Z D ERR L ET,

Channel Number

VAaADERE T O—RFF Yy AL TWAEF ¥ 3L E2FRL 7,
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#1-21

zyb7—4 74z B

[Edit View Search Results] 7 7 —/LF (# )

Z4—ILF

Bl

Channel Width

Z DO T v 3oVHIERIE 2 R L £, [Channel Width] 7 ¢ —/L K%, 11n AP
DHTHR—FENET, ZOMD AP IZHOWTIEIN/AIZFRL £,

Controller Port

arbu—7 R—rOREEFRLET,

Google Earth Location

Google Earth O ERPEI D B TOHNTNDINE I nEFRRL ., ZTOLFTEF
%Li‘a‘o

Location

TIRARA N OMERR ST RN L £,

Node Hops

TIEARALAL NEDORY TOKEFRL 1,

OfficeExtend AP

OfficeExtend 7 7 B AREIMNE I & RLET, BHOEE. 7T 78R KA
MIVE—FCEHEINTBD. X270 VRIDBREEY £9,

PoE Status

7 7k A KA kD Power over Ethernet D A5 — &% 2% Fx L £4., AlRERHE
Tk LB TI,

o [Low]: 77 A RAV MR A—V Ry bW HIKEBEHEZREL 9,

e [Lower than 15.4 volts]: 7 7 A RA L F A —H 3y hind 15.4 RV bR
T DOEN BT £7,

e [Lower than 16.8 volts]: 7 7 B A IR A b B A—HF v D 16.8 RL bR
DB EZIEFL £77,

e [Normal]:ENILT 7 A KA b OEEICHSRmETT,
e [Not Applicable]: £ —H v MIENIETIEH Y FHA,

Primary Controller

DT IVRABRALINDTTA4<Y arhe—J04R1%F R LET,

Radio MAC

o MAC 7R L 2% AL £,

Reg. Domain Supported

HfI N A ALY R—F L TWDLINE I NERRLET,

Serial Number

TIEARALL POV TNVESEATILET,

Slot

Ay hEEFEFRRL T,

Tx Power Control

EEBEHIEN AN A X A ERRLET,

Tx Power Level

EEBEBNV AV EREL 7,

Up Time

TIRARAL BT 7L TR Z B RE D BLOBOBRMATERRL
ij‘o

WLAN Override Names

WLAN O FEX T a7y A V42 AL FT,

WLAN Override

WLAN O E# & 3B 2Fom L £,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

W xyr7—5 742

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Load]

3% 1-22 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Load] ® %
74—V RIZOWTEBL £,

* 1-22 [Traffic Load] N—>D 27 v —/LF

Z4—ILE EiEA

AP Name TIRARALNOLABIEERL ET,

Radio RET 78R RA b DT abarzezFnrl 9, 802.11a.802.11b, F721%

802.11g DWTNINTT, ZDOT 78R KAV b DA LT~ FHEEHERE £
RT AL R E 7 Uy 7 LET,

Attached Client Count B SN TNWD 7 747 bOBERRL T (EEOHKLE L X WVWHE),

Channel Utilization 802.11a RF OfF RO L 2\ iz 0 ~ 100 % O#iPl TERL 7 (EEOH
G ELEVME),

Receive Utilization 802.11a £7-1% 802.11b/g RF OXZEMHHEOL 2V VEEZ 0 ~ 100 % OHiH T
FaRL 7,

Transmit Utilization 802.11a F721% 802.11b/g RF O EEFHKDO L v MEE 0 ~ 100 % O T
ForL £7,

Status I5AT v MNERDO AT —Z 2 HFRLET,

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Dynamic Power
Control]

# 1-23 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Dynamic Power
Control] %7 4 — LV RIZHO>WTHHAL £7,

& 1-23 [Dynamic Power Control] X—2D 7 «# —/L F

Z4—ILF H L]

AP Name AP ODA4RTERRL £77,

Radio RET 7 BARA bOT v harzRmrl £9, 802.11a,802.11b, £721%
802.11g DWWITNNTT, ZDOT 7 A KA DA T~ RKFHERZ
FART DI ERE 7Y v 7 L ET,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

# 1-23 [Dynamic Power Control] N—S D7 v —/LF (# )

Z4—ILF

Bl

Current Power Level

EEENT =TI NP B LEEBEREEN L VRN SN ET,

BAL VB I OMEMATRERT v RVEEaT - FREC L > TERSINLTE
D ERNTHBI STV ET,

AP OEEBEILV VTR O B0 T,

o IIE=a—RFREEZ LICHFTESNIZRKE
e 2:50 % O&E

o 3:25% DFES

e 4:625~ 125 % &

e 5:0.195 ~ 6.25 % DFES

Power Assignment Mode

AR EENOEIV B TEFRLET, RO 3 DOE—RF 2 TE 7,

e [Automatic]: %{57E I ZOEMEEZFF AT 53 < Tod Cisco 1000
) — X Lightweight 77'!21 KA b TEHINN ’E%ﬁéhiﬁ‘

e [On Demand]: %{E % /11%. [Assign Now| R Z v 34 v OFHICTHH &
ET,

o [Fixed]: BBy ZE I OFID X TUIATONT EIZZ v —V T 7 %
VMCRESNET, 77 4/V M Automatic T,

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Voice TSM

Table]

# 1-24 T .[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Voice TSM
Table] D& 7 4 — /L RIZOWTHAL £,

#1-24 [Voice Traffic Stream Metrics Table] N—MD 27 1w —/LF

Z4—ILE EiEA

Time T EARAL S DOHEHERDINE S T RFH,

Client MAC 7547 b MAC 7 F L X, ZHZidadE 90 B o kg s i S vz 7
TAT VMDY ANBERRSNET, 7747 &L T, VoIPaﬁﬁ 7
7Thy 7 PDA R ERH Y JEMEEZNEL TWDLT 7 EX KA b ITHEHRS
NETRXRTOI7 747 MRl ET,

QoS WLAN :%ﬁ%“%i—}zéT EMED & D QoS (/N7 MBIE N7y b Py &

Ny VEE eI VTR RE=XSNET, TZ7EBA RA PBLOY
FATFTAMNY w7 EREL. T 7 EX ﬂ:"%‘/kf“%ﬂﬁﬂ%%%ﬂé%bfz
nNhrxaryre—JIKELET, 77X KA FTIX 0BT Eicar i
B—5DrI7T7 47 AR —5 AFU v TIEREFEHL, r“_lo vl ey
DT —Z PSS ET,

% PLR (Downlink)

90 BOMIETICSY U2 Uy 7 (7 7EA KA binb 77 AT 2 b ~liin5 7
) TRy b OEIA,

% PLR (Uplink)

90 BOMBEFIZT v TV 7 (7 I7A4T Y bNBT 78R RAL b ~WndF
) THRbNIZ 7y b OB,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

W xyr7—5 742

F1-24 [Voice Traffic Stream Metrics Table] N—2D 7+ —/L R (#5&)

Z4—ILEF B7L)

Avg Queuing Delay (ms) XV IOV F a— AV ZRIE(I YA, X7y Fa—A T

(Downlink) FED L)L F ¥ = — Z Rl 55 FE/V?/ ]\ DIHJERIE TS, X7 B
X2 — E@@i Ny NINEE DTS AN NTZER S S Xy b
DIEF RS S5 FES if(ﬁﬂiﬁéﬂifo _z"b 1T BT T CHRBRITE
RS V= S

Avg Queuing Delay (ms) Ty TV I DOVEF 2 — A TBRIE (R URENAL), N7y N Fa—A VTR

(Uplink) FEDHNL, G 2 — T 55 F'/\}f/ DSFEHRIE T, 47 v k
F o —BIEIX Ny ERERFDOTEHIT AN NSNS 7y K
DIIEF T S B RS if(ﬁ”/ﬁié#’biffo ;%L 1T LTI C CHRITE
MNnaEENLET,

% Packets > 40 ms Queuing 40 ms 22 AF 2 — AL TRBENSR Yy FOR—F L F—,
Delay

% Packets > 20 ms Queuing 20ms B2 A a— AL TBENRY Y FDOR—FB L F—,
Delay

Roaming Delay n—I U RE(I UBEA), 7747 Mo THES NS —I Vi
B HWT 7' A RA L EDORED/NT b E2ZFELIZRERNL, B — 3
VI MIEFIATONTZEZETH LT 78X RA L ENORYIONT Y N &5
BLERRECTHEINET,

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Voice TSM
Reports]

# 1-25 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Voice TSM
Reports] D& 74—/ RIZHOWTHIAL £9°,

# 1-25 [Voice Traffic Stream Metrics Table Reports] N—D 7 +—/LF

J4—ILF A

Average Queuing Delay (ms) WX 22— A TBIE (R URHALD), Ty b Fa— A T RBIEDF
NI BERX a— 2T 2557y I\ ®¥i@£@@“ﬁfﬂ AN
H*oa— JE’?L T 3Ty RBREEFEDOTDIC WZANLD NI RDN B |

Ny b BIERIZEE S DA if{ﬁﬂﬂééﬁ’bi*ﬂ Nl g el = VA
JGC CTHAITIRM A S ENET,

% Packet with less than 10 ms delay BIEN 10 SURREO Ny hDOX—Er 57—,

J

% Packet with more than 10 < 20 ms BEIEDS 10 SV IV E KX 20 SURKRBORRY Yy DO —ky
delay T—,

% Packet with more than 20 < 40 ms BAES 20 SVUR LV E KX 40 SVREKRBO N7y N A—8
delay T,

% Packet with more than 40 ms delay  BIEZ 40 S ULV REWART Y hO =8 T—,

Packet Loss Ratio b7y N OES

Total Packet Count Ry N DR
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

# 1-25 [Voice Traffic Stream Metrics Table Reports] N—>D 7 +—/L KR (# &)

J4—ILF Bl
Roaming Count

ZONPEOARNY) 7 X=YTr—Iv7 xIvz—Ta Dl
WIZRZH S NI b D#,
Roaming Delay m— X 7B (R U BPEAL),

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [General]

# 1-26 C.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [General] @
Lightweight 7 78 A RA L FDET 4 — /L RIZHOWTIBHAL £,

# 1-26 Lightweight 7 2 X K12 F ®D [General] 27 DT 1+ —/L F

I 4—ILE EL

General

AP Name AP DA R — X EFD AR,

AP IP address. Ethernet MAC address. 3% [IP 7R L 2 A —H% % v » MAC 7 F L 2 B L OEH MAC 7 K
O Base Radio MAC address L A,

Country Code

PR—rENBHEa—F, 1 EOarybe—F7THRK 20 oEEZY
R—hTxFET,

AT DEBETICERF SN TORNEAE . T 78X RAV MEEL
SEMELZ2WATREMED D D 4, R T L DZEEREI—FD Y R
MW T,
http://www.cisco.com/en/US/docs/wireless/wcs/4.0/configurati
on/guide/wescod.html S L TL 7230,

Link Latency Settings U SRIEREE, KDY o RAEDME T X £,

e [Current Link Latency]: 7 72X RA v bbb ar bue—7,
BLORZOWDNN—FE—F Xy NORENTOBIED 7
7R Yy TR

e [Minimum Link Latency]: U > 7 BEEZ AN L7200V &y
FNLTEBADT VA KAy hinbaribue—7 BLOZED
WDON—FE—F Ty NOBBEMNTOERNT TR N v
ZREf,

e [Maximum Link Latency]:V > Z#BIEZHZ L=V &y
NLTEHAEDOT 78R A b aryiin—7 BIOZED
WDN—RE—F N7y OB TORRKIT R Y Y

7HEfE,
LWAPP/CAPWAP Uptime LWAPP/CAPWAP ki3 7 7 5 4 71272 » TWIZREREI N R & 1
*7,

LWAPP/CAPWAP Join Taken Time

LWAPP/CAPWAP ##H PRSIl TWERFEARRENE T,
Admin Status

TR RA L b OFHREN AR ELITEY TR RINET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

# 126 Lightweight 7 2 X K1~ F @D [General] 27 D7 v —/LF ($&)

J4—ILE EX:

AP Mode

Local TT7HNE TR, RELET ¥ RXNVEZAFX Y LT/ ARXERE

BRI T —X 74T M —Ee anEttantt, 778X
ARAME S0 I VPBE.F¥yRVOREE Y v A2 L E7, Auto
RF ZED T CTHREINZHEOM. &F ¥ 22 KE L 9,

Cisco Adaptive wIPS ##Ei2 2 — » /L F£721% FlexConnect ®7 7
TR KA N ERET DI, [Local] £721% [FlexConnect] % i
L . [Enhanced wIPS Engine Enabled] = v 7R v 7 A% 4
L ET,

Monitor ﬁﬁ%ﬁ%%%%Fo77t2ﬁ4ywi%ﬁéht¢«f@
FyxnZ RPBTLICAFY U LET, 2OXICERESNTET
7 A 7\1‘\0/])\/}‘( wunﬁﬁ*[ﬁ‘@/\b‘/ }‘7,1_ Z))gﬁf%’(%{méni
T, FE=HF T—R T7I7BARAMIAET Z7EARARMIZ
TI7AT v MELTHRTEET,

Cisco Adaptive WIPS ¥§REICT 7 & 2 WA > b 2R ET HI2IE
[Monitor] % L £9, [Enhanced wIPS Engine Enabled]

F v Ry 7 A%A 2L T, [Monitor Mode Optimization] K
Ty FZyy JRARNE [WIPS] 2381 £,

TIRARAL N TWIPS E—RFRE2FHZT DRI T 7 A KRA
y%@ﬁ%%ﬁ@ﬁ#é%%ﬁ%@iﬁo7&?%#4/%®ﬁ
MEMZL2nWE 2T — Ay —UNERINET,

WIPS 27 78X KAV N THINZIL 2% CHMRAE —EHAMEL
TWET,

Rogue Detector TIREARAL NDERNATICUIVEDY T 7R KA b
AR 77 4w 202 ) v AL LET, ZOE—K TEET S
aybe—J I ARET VR RA L NeE=ZLET, a b

m%ﬁﬁf&f@IE77ﬁxf%xhk&?%?xh@wmc
TRLADY A EREMREARICERE L TR ER S D1
%“&CK%%LiﬁoMNSTFVX@#”#“&CT&?X
RAVERAY U= ETHBLEAR I ET, MAC
TRUVAR—HTIEEIXEDORET 78 A KAV M DNERREE >
FU— 7B SN DD B HBITE 9,

Sniffer TR KA MIFBET ¥ 3V EOFTRTOTy R ERGL
T, AiroPeek #ETTHVE—F v o~k LET, 2 H 0N
Ty MIIFALREZ T ASEBRE Ty b A X7 E DR
NEENET, ZOHREIX.T—4 Xy bOTFTa—RKEHR—1
TH YR RX=FT g ®ORXY NT =I5 7 b0 =T ThHD
AiroPeek #FEITT2HEDOHAEHTE ET,

FlexConnect FlexConnect 7 7 A RA LV Mk, 2> he—TF ~Oks k-7
CEX ITAT U N T—=H NI T 4w T B — NI AAL T
TUL.ZT7AT Y MRiEE e — IV TEITTETET,

OfficeExtend 7 7 A " A > b R ET D IZI%, [FlexConnect]
BIRT HMENDH D £9, FlexConnect T— K Tl . JREL 7 =
1T OfficeExtend AP #H%hiZ L T Least Latency Controller %
B CcE ket a 47Ty arnERanEd,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

# 126 Lightweight 7 2 X 1> F @D [General] 27 D7 +—/LF ($&)
J4—ILE A
Bridge ZHit.Autonomous 7 /B A RA L R WNER I T AT FDLD

\ZHEBE L . Lightweight 7 7 & 2 R A v M D Kk 7e & —
K <9, AP &—F 2 [Bridge] IZRESN. T 7 A KA N7
Vo UG THLIGE. TV EF0AMT Z 47 bik,Prime
Infrastructure 227 7 A7 &L TU A ENET,

Spectrum Expert = ®%F—F TIE, CleanAir SEDT 7 L2 HA L b & FRTOE
=X XRT v RV EO TR O 7= O RIS TE 9,

IDS A% ¥ = Wi-Fi 2 02 OO REIL T X T —EIE S

\ij_c

Enhanced wIPS Engine [Enabled] F7-1% [Disabled] O3 2 233% & & 41, Cisco
Adaptive WIPS Béfe A L 72t = U 7 4 WEDE = Z )N Al hE &
0 ET,

Operational Status [Registered] F7=i% [Not Registered] DWWy 2k
0—7 CIRESNET,

Registered Controller TIRARA BPBEEESNTWDar b —TF, BigFEHDa
yhe—J0FMERRL ET,

Primary Controller ZOT IR RA L NDT T A~ ar ha—T D4,

Port Number TIEARAL DTG A~ arhuae—F0 SNMP &, 77

TARAL NI TRTOXY T —ZEIEICHOWT NA—F T =
7T Uty hARELEEAS. 203y ha—F ZRIICT Vv T—
FLEO ELET,

AP Uptime TIRARAV DT 7T 4 7 TCEZFETEHREICRSTND
Rl a2 RRL £77,
Map Location TFTIERABRAL NDOARAE—EBEDOETL, 7))y 7 TBhEvy

7 ETCEBEOGIHIARRINET, IOV T, [Monitor] >
[Access Points] > [name] > [Map Location] Z &R L £3,

Google Earth Location Google Earth OB 0 4 THNTWDEINE 9D ERLET,

Location TR RAL N BEEINTWSYEZRGET (721
Unassigned).,

Statistics Timer ZOHT L EIIT IR RNAL NN EFDO DOTI #ittE®RE =
e —F A ET DR 2 AL TREL £,

PoE Status 7 7 & & KA kD Power over Ethernet O 25— % 2, IROfEN
A[RE T,
e [Low]: A —H %y FoiiGEND T 7R KA hDET

DI,

e [Lowerthan 15.4 volts]: /1 —% x> F ol &Nt 7 7 X
WA bDOEIND 154V K,

e [Lowerthan 16.8 volts]: A —# %~ kot shd 7 7 & A
WA DOESD 16.8 V K,

e [Normal]: 7 7 & A KA v b OBIEICH 72BN ST
11\50

e [Not Applicable]: BJRMS A —H R v TlE72W,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

# 126 Lightweight 7 2 X K1~ F @D [General] 27 D7 v —/LF ($&)

Z4—ILF

Bl

Rogue Detection

RIERHRE NI > TWDINE I MhERL £T,

OfficeExtend 7 7 & A &R A > MZOWTIE ARIER 2 B #3IIC
MR ET INEDT 7R RAY M AEERE CREX
NKEBORIET NA A 2RI 2/ REERE WO TT,

OfficeExtend AP

77 A RAL RS OfficeExtend 7 7B A RAL L THER)
W2 TWBMWE I MMERLET, APII. T 7 4/ TELIT -
Tl/\i‘j‘o

Encryption

BB AL ERC > TWEMNE I nERL £, B E{bEEiEEZ A%
FHITERNCTDET 7R RA LV MBRFEFHL. ZNICEL->TY
FAT NOERNEDOND Z LI 9,

DTLS 5 —#i54kid. &% 2 V 7 ¢ Z#Ri4 5 729, OfficeExtend
TIRRARA N THEBIBIZEDICRY £, BE5kiX Plus 7 A
TUARKREEINTZ 5500 >V —X aryha—JT7 78R RA
VEBERINTWASEAOAMHTE £9,

Least Latency Join

TIRARAL NI T TALT VT ANEFRBE (T T A~ Bh
Y H—=vx ) arbhoa—F)05 BEREME N T (RERLL)
Oaryhbo—J0RBICYYEZET, BIEXKEDOa Y he—F
N RBEDONRT f—~v v AZERMEL 97,

Telnet Access

Telnet 7 7 EADBRHHZ /2o TWENE I DERLET,

SSH Access SSH NENZ/ > TWEMNE I nERL £7°,
OfficeExtend 77 ZA RA > MI T 74NV N DRAT—RKRT
TR RA LN THERAENTWBIGEIINTGT 722215
AREMED B D WAN ICHEBEHER SN TWDL 2 ERd D £3, 207z
» . OfficeExtend 7 7 A A > M iZDWTid, . Telnet XL W
SSH o7 72 25 HEIIZIENIZ 72 0 £,

Versions

Software Version

A —=F TERAEETL TV a—FDOARXL—T 17 X
ThH VY —Z2ADNRN— g U FH,

Boot Version

FR—F 4T VAT LADT —ha—FDONR— g FKE,

Inventory Information

AP Type TIRR RAL N OFEE
AP Model TIEARALLY FNODETILVES,

Cisco IOS Version

Cisco 10S Release M #E#,

AP Certificate Type

HOBA E3EE R A A M —/L LIZiE#E,

FlexConnect Mode Supported

FlexConnect E— KNV HR—F INTWVWENE I ERL FT,

wliPS Profile (5243 %354)

Profile Name

wIPS 7' 7 7 A )V DFEEHIE .

Profile Version

zZIPS 77 7 A VDNR—2 5 0,

Unique Device Identifier (UDI)

Name 7 7 A KA kD Cisco AP O4Hi,
Description TR RAL O,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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[Monitor] R—S D274 —ILF JI77L VR

zyb7—4 74z B

# 126 Lightweight 7 2 X 1> F @D [General] 27 D7 +—/LF ($&)
Z4—ILEF Bk

Product 1D HESCRTREZ2 B4, 1D

Version 1D fi ID o=V g

Serial Number

—BEORL ) T ILEE

Run Ping Test Link

TV IFTDHETIBRRAL T ping NFEITENET, R
Ko TToT BAT ORI Ry 7 ACERSET,

Alarms Link IV T 20T 78R RNAy MEEMTONTZT T — A
NERRINET,

Events Link IV I TAHRE ZOTI7EX RAY MBI LN AR B
NFRRINET,

# 1-27 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [General] @
Autonomous 77 A RA L FDKT 4 —/LRIZOWTHEBAL £9,

#1-27 Autonomous 72X K12 F D [General] 27 D7 +—/LF
Z4—ILE E%BA
AP Name AR —ZNERLEZT VA KAV N,

AP IP address and Ethernet
MAC address

TIREARLAFDIP T RLVA A=y F MAC 7R L A,

AP UpTime

T RA BA L D PEZETE DRI > TOLEERH (H R, 20 F) 278
L\i—g—o

Map Location

TIHEARALY NDOANAR—EBEROGH4, 7y 775~y ETHE
BRI NRFRENET,

WGB Mode TIRABRAL IR =T TN—T TV oy E=RNEIDNERLET,
SNMP Info

SysObjectld VAT A X727 b 1D,

SysDescription VAT A TNRAADREEE T 7 — LT =T OBIEDNR—T 3 v,
SysLocation TONA APRE SN TWDEOL TR & T /31 2D YRR 72 57T,
SysContact FNRA A YT 5 AT MEFE DA,

Versions

Software Version

By b= TCEITEINTWEII—RDERXL—T 47 VAT AD
release.version.dot.maintenance % =5

CPU Utilization

e L 2B oK B L OR/ CPU i RPRFRS L ET,

Memory Utilization

RE L 7CHIM ORR S BLORN AV HEHRBFRSNET,

Inventory Information

AP Type

AP 2 A7 = FRL £,

AP Model

AP 7N E e FrL £,

AP Serial Number

AP O—BZDL VT NLEREFERL FT,

FlexConnect Mode Supported

BER L 72 AP T FlexConnect T— KRRV R —F INTNENE I NEFRRL
*7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

# 127 Autonomous 72X K12 F D [General] Z7 D7+ —/ILF (§)
J4—ILE EX:

Unique Device Identifier (UDI)

Name 77 A RAL D Cisco AP D4 i,
Description TIRABRAL SO,

Product 1D HESCATRE 72 8 1D

Version ID L ID o=V g v

Serial Number

— B ) TLVES

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Interfaces]

# 1-28 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Interface] ™4
T A4V RIZOWTEBL £,

# 1-28 [Interfaces] 37 D7 7 —/L F
Z14—ILFK BB
Interface

Admin Status

A=Y Ry b AU FZ =Tz A ANHFHTR>TNDENE S MERL ET,

Operational Status

A—=P Xy b A F =T = A ZABREERRENE D0 ERL 7,

Rx Unicast Packets

ZELT2=% vy AN Ry hOKERLET,

Tx Unicast Packets

EELEZZ=XY AN Xy FOEERL £7,

Rx Non-Unicast Packets

ZIELIHET=F AN Xy O ETRL ET,

Tx Non-Unicast Packets

EELEZ=F vy X ~Ty hORERL £,

Radio Interface

Protocol

802.11a/n £7-1% 802.11b/g/n,

Admin Status

TIRA KA N DBENDED PRI T,

CleanAir Capable

T A RA b CleanAir ZEH T 50 E 2 0ERL £,

CleanAir Status

CleanAir ® A5 —# 2 %&RxL £9°,

Channel Number

Cisco RN T o —RFRF ¥ AL TWEF v XL %ERLET,

Extension Channel

Cisco BHEN T B —RF ¥ AL TWVWBEDILZY F¥y xLiRrLET,

Power Level

Access point transmit power level: 1 = EHF S E THFA SN A KES.2 =
50% D&EI.3=25% OEI.4=625~125% O&EI.5=0.195~ 6.25 %
DES,

Channel Width

COWRAL X —T 2 A ADT ¥ FVHIEZ R L ET,7 7 4V~ OFREIX
20 MHz T4, ZHET 74V METHH Y £, BARRTEMEIT. & OERRN
PR — b T EHHEKF v RIIETT,

Antenna Name

T T T OMMEE R L £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

# 1-29 <. [Interface Properties] &7 4 — /L RIZHOW AL £9°,

# 1-29 [Interface Properties] 7+ —/L F

J4—ILE A

AP Name TR RALNOLHI,

Link speed AV B—T = A AOHEZ Mbps AL TRL 7,

RX Bytes A B—=T 2 A A LTZIELIETT—DRV Sy FORAA M EERL $7,

RX Unicast Packets

A B=T A ALTZELLEZ=F Y AN ~Fy FOREKERLET,

RX Non-Unicast Packets

A B =T 2 A AETRELER2I=F v XA EHEIATF Ry 2L Ry
hOWREE R L £,

Input CRC

A B =T 2 ALETZELZ N7y ND CRC =7 —0##ERL £7,

Input Errors

AL =T 2 A ATOZEPIRELT ATy bOTRTOTT —DEG%
RLETS

Input Overrun

ANV =R B —=ROT = 2N B2 2Ol Ly — " =T =
TINET —HN—F 0 =T Ny 77 IZRETE R oz L £7,

Input Resource

A B =T 2 AALETZELE Yy FNDY Y —RX =5 —0OfEE L 7,

Runts AT AT ORISRy b P AXEDENSWEDITERESNTA T Yy M %
R~LET,
Throttle AL =T A AN EERONRT y NIRRT ED T BMEHREZ % LT X

IIZVEE NIC IZ7 B A Rz k5 L ARt a2 "L £,

Output Collision

A=YXy b aVTPa X VBREFELEAT Y FOBRBEERL £7,

Output Resource

A H =Tz AALETHERELIEANF Yy FDOY Y —RA =T —DREERLET,

Output Errors

RALHNC A B =T = A RIPDDNT y b OFENTE Mo H R &7 D
T —DEFHEERLET,

Operational Status

AP FOMBIA—F Ry b S Z—T = A AOEEREEZ R L £,

Duplex AV B—T 2 AADTF 2Ly 7 A ET—RERLET,
TX Bytes A B =T 2 AAETEELEZ T —DRWry O A M ERLET,

TX Unicast Packets

A =T 2 A ALTEELIEZIZ=F YA Xy FOREERL £,

TX Non-Unicast Packets

A F =T 2 A A LTEFELEZ=F vy AP E@F AT AL Ty
b OKEERL ET,

Input Aborts

A B =T A A LETZERICHRIEINT Ny hOREE L £7,

Input Frames

A2 =T 2 AAETZEFELZ.CRC =7 —0"H0 47Ty MENEBEH T
Wy s O ERL ET,

Input Drops

A E=T A A LTOZERIC. Fa—DB—MHEolebicFryFahl
Ny b DR ERL £,

Unknown Protocol

R Ta ha VR REERTA o Z—T oA A FTREEINT- 7y N OREE
R~RLFT,

Giants

AF AT DORRNNT b Y AX BB LB ESNT- Ay P EER
L\i—aqo

Interface Resets

A EZ =Tz AZANRERIZY By b B EZRL £7,

Output No Buffer

N 7 7 IR IR I o T IZ DRI S e T b OfEiE R L £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

W xyr7—5 742

# 1-29 [Interface Properties] 7+ —/LF (# &)

J24—ILF El
Output Underrun JL— B DIRRE N AR T-HETR T AI v ZREEL 2EERL £,

Output Total Drops A B =T 2 A AMEDEETIC . Fa—D—MHNEo-dickey 73n-
Ny FOREESRL ET,

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [CDP Neighbors]

# 1-30 C.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [CDP Neighbors]
DET 4=/ RIZHOWTHAL £,

# 1-30 [CDP Neighbors] 27D 27 4 —/L F

Z14—ILK §%EA

AP Name TR RAL MZEID YT N4,

AP 1P Address TI7RBARALEFDIP TRV R,

Port No TIERARA MIEHRENTWENE DY TOENTWER— &S,

Local Interface a—) f =T AR L ET,
95 2 a T34 ZAD 4,

Neighbor Address M5 23 SARALZADRYy NT—27 TRL X,
Neighbor Port BT AL 23 FNAL ZADFE— R,

Duplex ETEHBRONEZERONERLET,

A B =T 2 A AVREEL TWBIHEE,

Neighbor Name

Interface Speed

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [Current
Associated Client]

# 1-31 T.[Monitor| > [Wireless Technologies] > [Access Point Radios] > [Current
Associated Clients] D% 7 4 — /L KIZOWTHIBHL £,

N
¥ OHEBEEMTONTWAE 2S5 AT RO IP 7R L 2%, (BEMEMTON TS 7 5

ATV FBRBENI)FEDAL v TFNZED I TAT O IP TRV AZREL T
WO BICDBRFRSNET,

# 1-31 [Current Associated Clients] 7D 27 7 —/L F

Z4—ILF E%EA

Username BT bR TWD 2 54T v F Da—F 4,
IP Address BT 6N TS 27747 FO IP 7R L A,

Client MAC Address

BEM TN TnD 27747 D MAC 7R LA

Association Time

TV I— g DA,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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[Monitor] R—S D274 —ILF JI77L VR

zyb7—4 74z B

# 1-31 [Current Associated Clients] 27D 7 +—/LF (§)

J4—ILF BZLL]

UpTime TV m— 3 v Ok R,

SSID a—HEFKD SSID 4,

SNR (dB) BT BT WD 7 T A7 > b O G5/ M (dB HAL)

RSSI ZAGE SR A v Y r— 4 (dBm),

Bytes Tx A—=F Xy F A F =T 2 A RENTUNOFETHRHBL CESNTET —F
DR,

Bytes Rx A—H Ry N A X =T 2 A 2 NTHUPOHETERBAL TZELT —4
D,

TIRARA I Barytue—7

WEEMTONTWARWES. 2 b —F B8 TIER . T —FX— 2 & H

LCF =S BB SN ET, 7782 R A2 FBEEHT LR TOARVEA KO T 4 — LR BSRRSNET,

User Name

DI AT L NDa—F4,

IP Address

a—nh 1P 7L A,

Client MAC Address

Client MAC Address

Association Time

IIAT v NEEMITOX A DRE T,

Session Length

Ty a OO E X,

SSID

2 — 53D SSID 4,

Protocol

BEfF TN TWDE 7747 o7 kaji,

[Monitor] > [Wireless Technologies] > [Access Point Radios] > [SSID]

# 1-32 T.[Monitor] > [Wireless Technologies] > [Access Point Radios] > [SSID] ® %
74—V RIZOWTEL £,

# 1-32 [SSID] 47 D7 17—/LF

Z4—ILF SR EA

SSID TIEARAL FOERICL>TT o —RF ¥ A INTVAF—E R &
L ID.

SSID Vlan T EA KA Eo SSID X K ED VLAN ID £7-134 01280+ 5 7=
WICHRESHET,

SSID Vlan Name 7 7~’zx ANA b E® SSID 1. %E D VLAN ID 72134 ni2kik4 57~

RESNET,

MB SSID Broadcast

DDIS 72— R ¥ v A N NG/ > TNDHE TATYL A ZT7A4T bR
SSID Z G # T 200 AP ICBEMN TN TWEL 7 74T F 60D b
T4y 7= AT Y=L TORWIRY AP ZEARICEK RS
NEEA,

MB SSID Time Period

SSID WD NERIEAE BN & ik fe 3 2 B,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

[Rogue AP Alarms] R—

DT [Rogue AP Alarms] X—JIZH D7 4 — /L RIZHOWTHBAL £,

# 1-33 [Rogue AP Alarms] X—SD 7« —/L F
T4—ILF A
Severity T —LDEKEELT A2 TR AL £T, Severity Configuration BErEA i H L T,

WORET VA RA N TIT—b AATOERELRETEET,
¢ Rogue detected
e Rogue detected contained

¢ Rogue detected on network

Rogue MAC Address

RET7Z7E®A RALL D MAC 7RV 2% R L F9,

Vendor

RIET 7 ®A RA b DR —4 %721% [Unknown]

Classification Type

[Pending]. [Malicious]. [Friendly]. £ 7= 1% [Unclassified].,

Radio Type

CORET VA RA L MCESRTIHTRTOERY A T2 AL ET,

Strongest AP RSSI

FOREDIFFHEINC DT> TCZDORET 782 RAv Mhb @ /I7: AP RSSI %
FRLET AET 7R RAV b & BMEIIGATORICIFEET 2B~
TTOIL AEDTEFEHR 282 Tikb vy AP RSSI 8K xS hvEd, RSSI A K&
WIMEE GEATII <72 0 £,

No. of Rogue Clients

ZORET 7R RAY MZEEMTONTEREZ AT bOKERLET, 20
X, Prime Infrastructure ¥ —Z X— 25 HWEL 4, 2 B L ICEFESNE
T ZOBITV TN EALDETHY . ZDORIET 7 A KA b @ [Alarm Details]
NR=VERALL I ERICET SN ET,

Owner

IOTT—2%EIY B CHEMADLE, F21F(ZEH),

Last Seen Time

RIET 78R RA Y b PBRBITHEB S NI AR ZFRRL £,

State T I —LADREE R L ET, ARERREBIXAET 7 A KAV NOBEF AT
J:Ofﬁfcﬁ D jz—jﬂo
e BEDHDIRNIET 7 A KA hDIREEIZIL, Alert, Contained, Threat,
Contained Pending. ¥ X" Removed 28% YV £,
o fEBRMEDIRNWARIET 7 A KA b OIREEIZIE, Internal, External, 35 L OV Alert
NHY FET,
o RUOBHOARIET Z7EA KA OIRREEIZIL, Pending, Alert, Contained, 35 X O}
Contained Pending "% v £,
SSID RETI7HARAL FOBRICI - TTae—FRFxy A I —E R &y Mgl

FaERLET, SSID A7 m—RF ¥ 2 SN TWRWIGEITZEMICR D £,

Map Location

CORET VA RA L MO~y THEFEZRRL 7,

Acknowledged

MG —F N DT T —LEHEREHLTHLINE I MBRRINET,
[Alarm Summary] X—VICEBRINZNE I T T —LE KRB TEET, 7

Z — 2% Prime Infrastructure WIZFED 720 .7 7 — LB RBERELZEH TS & T
BINELE-T_XRTOT S—LEMBTEET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

Po5—LEKEAOOr—R2 74y

#1-34 FPS—ALAEXEA>Sr—5 F1a>
V=V Bk
o Critical
Major
Minor
&b Bs®iE
® 4
n RBA (Unknown)
¥ arvbe—I»R3¥ v LiHEA.arbhe—5 AU Hyalby FTay
FE—=FDAT—HAPEREL TERRINET, LOL RSN Xy
Val oy TR EEDORBEF DO AT —2 ADE FIZ/2 0 £7, [Monitor] > [AP] ~=—
I AP 7 —25 AT —Z AN TUnknown & EREINET,
% JIVT  REREDT 7EA KA FTHREENRLS ol HHICEREINET,

I3 AERFREBHEHOTI/7BA RS PIZEoTHBHEBENDZERHVET, 1 2OT I &
A RAYIMAREEZRE LR 2oTH MOT 78R RAV b PBHET 28561,
JVTIEEEINETA,

F O OAREOEKENRIZYTEIND E.T 7 —20% 30 H#IZ Prime Infrastructure 7> 5 Hll
REhEd,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

REAP7S—LODaAT FDFER

1 EDT IF—2aZnENReTHT v IRy 7 A BF L TEIRL IROR Y v 747
T YRR LEWNWTFRD < K EERL £,

## 1-35 FEAP FS5—ADIATUF FOyFTH D2 X=3—
J4—ILF 7L
Change Status o [Acknowledge]: 7 7 — L ZHERRISE L, [Alarm Summary] ~N—JICFRE a0

k91l 9.7 5 — 20 Prime Infrastructure WIZFE D 7= . 7 5 — LRk He
BT D E MRICELEZTRTOT 77— LEMBTEET,

e [Unacknowledge]: 9" CTIZFRIL CTWD T 7 — L& RKBHIZL £7°,

o [Clear:®BIRL7ZT 7—L%2 7 VT LET, T7—LNBEDT 7EA KA KT
b EN2 Loz tERLET, EREN [Clear] 12725 & .7 77— A%
30 H# %1 Prime Infrastructure 7> S HIR S E T,

Change State e [Unclassified - Alert]: RIET 7 £ R RA v MIRIROER LT 5 52 7 %5 iE
EDRIEET 78R RA v b OEREZME L T HURDZA 7127 D121, \_0):'
VU REERLET AET 782 R4 FOMAC 7R L 2% F£RL £77,

e [Malicious - Alert]: RIET7 7 A KAV MIEERH D 1 ETHX T HRET D
WIE,. Zoavw U RERRL 97,

o [Friendly - Internal]: R1IE7 7 B A R A > MMCHE &5 % 7 %23 E L [Known
Rogue AP] U X MZEML TEHUADEA ZIZTHITIE. Z0a~vr K EREIRL
i‘a‘o

o [Friendly - External]: RIE7 7 B R RA v MIHERETH X T HREL .
[Known Rogue AP] U A MZIEEML TEHLADEAZIZTHIZIX. ZDa~vw R

PEIRL T,
e [Refresh from Network]: *v bV —27 2 F#H L £9°,
Assign o [Assign to me]:SBIRL 727 F— A5 BIEO 22— W |ZE O Y CTET,

o [Unassign]: 3R L 727 7 —20E Y Y4 TEMHBEL £,
e [Select Owner]: iR L 727 7 — L ZREOL—FITHID HTET,

Annotation AEEZANL,ED A %%’fﬁ%fbfﬁ%?ﬁ‘é & [Post] #27 U v 7 LEd, AEZIR
FEFIC—=UZHAC A1 [Close] 227V vy 7 L £,
Email Notification [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Email Notification] ~2—

BB L B A— L TOWAERTEL 7,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

[Rogue AP Alarm Details] R— O KOy TFH DY A=a1—

#* 1-36 [Rogue AP Alarm Details] X—2MD X =2 —

Z4—ILF

Bl

Change Status

[Acknowledge]: 7 7 — AZHERRIGE L | [Alarm Summary] ~<X— U IZFE RS 720
X 91U £9, 7 7 —240% Prime Infrastructure WNIZHE D 72, 7 T — L SR RE
BT D L MERISE LT R TOT 7 — LB MR TE i*fo

[Unacknowledge]: 3 CIZFBAL TWDH T 7 — A ZRKBHIZL £7,

[Clear]: BRL 777 —2% 27U T LET, 77—LNEDT 7R FRA T
b SN hozZ L ERL T, EREN [Clear] 12725 & .7 77— A%
30 A&7 1C Prime Infrastructure 7> S HIBR S L E 3,

[Set State to ‘Unclassified - Alert’]: RIET 7 & A KA MIRIEOBE &5
BT HEREL.EDORIET 7R RNAL bOEREZMEL T EHURADEATZIZT
DI Zoa~wr R 2@ £97,

[Set State to ‘Malicious - Alert’]|: RIET7 7 A KA MZIEENRH D1 LT 5
AT HRRETHINI. ZDa<wr FE2®EIRL £77,

[Set State to ‘Friendly - Internal’|: RIET 7B A ARA > MICHNEET DX 7 %3

E L .[Known Rogue AP] UV XA MZIBML CTE LA EZA ZIZTHIZIZ.20a~

VRAEBIRL £,

[Set State to ‘Friendly - External’|: RIE7 7 X RA > MK ETH 27 %
% E L .[Known Rogue AP] U X MZEBML TEHLULADEA ZIZTHITIE. 2 D=

“\7‘/ K2R £7,

[Refresh from Network]: 7 7 — A DFEAIE® A FH L £,

Assign e [Assign to me|: IR L 727 7 —LEBIEO2—V|ZEHI Y ¥ TET,
o [Unassign]: R L 727 7 —ALDOEID Y TEARL £,
e [Select Owner]:FiFHZHIV Y TET,

View e [View Detecting AP on Network]:

[View Details by Controller]:

AP Containment

[1 AP Containment]: RIET7 7 ERXR RA L bE2 1 DOT7 7R RA FTEHEU
ADET, (F/DELIADL L),

[2 AP Containment]: RIE7 7 X KA h%& 2 2D Cisco 1000 ~V —X
Lightweight 7 7 &2 R A2 s TEHULAD £7°,
[3 AP Containment]: RE7 7 A KA % 3 2D Cisco 1000 >V —X
Lightweight 77 7 A ;R A > h TEHUIAD £,

[4 AP Containment]: RIE7 7 & & R4 > K% 4 5® Cisco 1000 > U —X
Lightweight 7 7 &2 RA 2 M TEULIAD ET, (RRELCIADL L),

RIET 7R KA NOFEBEVIEE  @OE CUIAD LN LI T,

RIET 78 A RAY b OEUADITIENEEZHI BENDH Y £, AP HLiAD=
< ROWT NN EERT S & A v &—TContaining a Rogue AP may have legal
consequences. Do you want to continue? | BAFrI N F7, WUWELAHITT 561X
[OK]| 227V 27 LET . TI78A RAS b EELADRWEAIT [Cancel] 27 U v
7L FET,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

[Ad hoc Rogue Alarm Details]

w2 T [Ad hoc Rogue Alarm Details] ~X— 2D 7 4 —/L FIZHOWTEHHAL £,

# 1-37 [Ad hoc Rogue Alarm] D 7+ —/L F

7 4—ILE EL:

General

Rogue MAC Address RET 7R KA bD MAC TRV AEFRRLET,

Vendor RIET 78R RAY h DR Z—4F721% [Unknown] &R L £7°,
Airlink O RET 78 A KA hDT T — A% Airlink Tid7Z2 <. Alpha ¢ FE Rz
7

Rogue Type AP 728 REDOX AT RRL T,

On Network ARIERHANED XY IZHEL e EzRRIL T,

Controller RAEZBEL7zay bn—F04RZ#£ 7R L £7 ([Yes] £7213 [No]),

Switch Port Trace AREZBHLTEAA Yy F R—F P —2RZ2RRLET, ALY F A—F FL—2AD

B AL IIIRDNT T,
- Traced but not found

- Traced and found

- Not traced
Owner FIAEEOLRIZERTLET, ZMOEFOHALH Y £7°,
Acknowledged MBI —PNZ DT T —LEERFEHFTHDHMNE I PRERENET, [Alarm

Summary] XN—VICHRRINBRWVWE DI T T —LEZ KB TEET, 77— 4%
Prime Infrastructure WIZFE 57097 7 — ARMELEH 5 & HERICE L T
RTCOT T —LERBETEET,

Classification Type RIET 7 RA RAL NOREI AT HFRLET, ROGERH Y 7,
- Malicious
- Friendly
— Unclassified
State TT—LDREEERLET, FAET A RA L bOBIEIATITE > T ERE
ALDARBEN F 72 0 £,
SSID RIET7 ZEHZ RAL FPOERIZL>TT o —FXx v 2 EN5H— 2 vy bkl
FERRLET, 2O7 4 —/LFIE.SSID 7o —F ¥ v X s TRWEAEITZEMO £+
2720 £,
Channel Number RET 7 €2 BAY FOF ¥ FAERFL ET,
Containment Level RET 7 A RAL FDOECIADL L EFERL F9,
Radio Type ZORET 7 EARALMIEET LT XTOERY A T2 AL ET,
Strongest AP RSSI ZORET 7R RAY NORNEOFRHRIFIZHT- > THb /172 AP RSSI 2 &R
L%,

RIEOFFME TR MW AP RSSI 3. RIEET 7 BA KA b a—FDOE LT 4
VI FEIIGIIEICEE L b T W EEEA R L F9, RSSI AR EWIEE AT
<72 EJ,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |



| 1%

[Monitor] R—S D274 —ILF JI77L VR

# 1-37

zy b= 714z N

[Ad hoc Rogue Alarm] D 7 + —/L F (#&)

Z4—ILF

Bl

No. of Rogue Clients

CORET 7EA KAV MIEEMTONTZAREZ ZA T FOEERTIL 7,

T ME—DITNVEAL 74— VR TT, ZIUX.ZORIET7EARARA L FOD
[Alarm Details] ~— Z [ < 72 ONCHEHT S 4L E T, [Alarm Details] ~— > O Df 3~
TOT7 4=V FIF A=V T Lo TT—RRESI N2 B S iIcEH SNET,

First Seen Time

RETZ7E®Z RAV P REMOICHBEHENTZABEEZFRTLET, ZOFRIZ. 2 b
2—IMbATSNET,

Last Seen Time

RIET 78R RAL P PRBICBERHSNZAREZIORL £, ZoFHRIE. =2
n—InbANSNET,

Modified

TT—h AN RPN OBERI NI R R L ET,

Generated By

TI—=L AR EREDLIITERINTZN(NMS 2 h 7 v 7 nbh) 2 RR-LET,

- NMS(x%y hU—27%&# 25 A - Prime Infrastructure) ::;R— VU 72 LY
£k, Prime Infrastructure (X, 2> b e —J 2 EB#MAICHA—Y 7 LT A
> b &4 L £9, Prime Infrastructure 1X. s 7 v 7 82T 50, 25
DARS DT TIRRONDEAR N EAKRL T, ZOHAE,
[Benerated By] (21X NMS s FREInETd,

- [Trap]: =2 b v —JIC k> TAEB SN E T, Prime Infrastructure 1T, 25

DTy T HMEL T XIETAHARN M ERESTEET, ZO5HE,
[Generated by]iZ Controller T,

Severity

T —LOBERNEEFRL ET,

Previous Severity

T T —LDLHIOBEKRELZFRRL 9,
Critical

Major

Minor
Clear

Event Details

A2 b OFMEREFRL £,

Rogue AP History

RNIE AP 7 7 — LIRIEDFEAE e FoR L £,

Switch Port Trace Status

2Ly F R—F PL—RADRAT—HZZA%FRLET, AL vF K—F FL—2D X
T A ATEENDLAREN S DHE ITRO LB Y TT,

- Traced, but not found
- Traced and found, Not traced
- Failed

Rogue Clients

DT IVHARALVINDORIEZ FAT L MeRRLET . Z2TF74T7 8 MAC 7R
AT TAT VM MWEREEICHERINT-HEFE 727 A7 NOBRIEDO AT —X A2 E NG
FNET,

Message

ZORETIZEA RA L MZETOIERITOA Yy E—VEFRRLET, RIZONTD
A=V NEEEINET,

- RMICHHESNTEARET 78X KA
- EESEr Ty
- EEIh7REE

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

WM rxyro7—5FRMR

#1-37 [Ad hoc Rogue Alarm] D Z + —/L F (§ &)
Z4—ILF HYi
Annotations ZORET Z7EARAL MNIBETHBEDOAELZRRL 7,

HLUWERZIBNT 51212, [New Annotation] 227V v 7 L £4, AEHZ AL . %
DAEERFL TERTDHIZIE [Post] 227V v 7 LET, AEERGFETICRN—T%
BAL 2121% [Cancel]l 27 VU v 7 L £9,

Location Notifications

T A4AT v ML CERBEN TV ANBOBIMOENERENET,

Location

FIREZe S B id G i e £ L £

[Rogue AP History Details] X—

w D3 T, [Rouge AP History Details] X—1ZH D7 4 — /L NIZOWTHAL £7°,

#* 1-38 Rogue AP History Details
Z4—ILF EidA
Severity T T — ADEKE,

Rogue MAC Address

RET7 72 KA kD MAC 7R L =%,

Classification Type

Malicious (f&[E & v ) |, Friendly (fEBR%: 72 L) , Unclassified (K535 .

Radio Type

TORETIZEA RA L MIEHLETIHTXTOERS AT HY AL FET,

Strongest AP RSSI

ZORET 7R KA b OREOLERMBEIZ DT> Thieb i )7 AP RSSI 2 &R
LEd, FEOFHMIM TS M AP RSSI . FET 72 A HA v h &a—HFo0
EAT 42 7 E TSRS L e b n O A R L 97, RSSI AR EWIFE,
BEHTEL 20 £,

No. of Rogue Clients

ZORETZEA BRAL MZEEMITONTEAREZ S AT FOKERL T,

First Seen Time

RET 7 8Z RAL P RERANCHEHINAREZRLET, ZoFRIZ. 2 br—
Thb ATEshET,

Last Seen Time

RNIET 7 8A RAL P RREICHEHSNZAREZRLET, ZoFRIT. a be—
ThbANTEhET,

State TI—LOWREEERL £7, ARESREIIAET VA RA L NOZEX A 7IC
J:O‘/C/E\:fg D ij—o

SSID RET7 7 EARAY MEFRICLE > TT e —RF ¥ A ST A%—E 2 £y bk ID
(SSID), SSID A7 1 —FR % ¥ 2 b SNARWEAITZEMIZR 0 £,

Category ZOT T7—2DH7 3 Y (Security X° Prime Infrastructure 72 &) >R L £7°,

On Network REBHENED LI ITEL TN ERL 7,

e [Controller]: 2> b r—F N AREZBHE L £L 7= ([Yes] £721% [No]),

e [Switch Port Trace]: RIENAA vF HR—hF b —R 2> THRHSNEL,
[Traced but not found]. [Traced and found]. [Not traced] DV N> T/RENET,

Channel Number

TREY VI REDF v ZAEFRLET,

Containment Level

TRAFBEy ZREOECAD L~ F720 [Unassigned] Z~xL £79°,

Switch Port Trace Status

AAyTF F—hK Nb—RADRAT—Z AR LET, AL v T F—hK Fb—R XF—X
A2, [Traced, but not found]. [Traced and found]. [Not traced]. [Failed] 73&% ¥ £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

[Rogue AP Event History Details] R—<>

DT [Rouge AP Event History Details] X—21ZH 257 4 — /L RKIZHOWTBAL £7,

& 1-39 Rogue AP Event History Details

J4—ILF B

Severity T T — ADEKRE,

Rogue MAC Address RETZ7®A FRA LD MAC TR L A,

Vendor RET7®A RNA L SO Z—4F721% [Unknown],

Classification Type Malicious (f&[ & v ) |, Friendly (fEBR%: 72 L) , Unclassified (KR53 %) .

On Network RERPFBEELZNE I PERLET, 2 b r— IR REZRHIL £ L7 ([Yes]
F7-1% [No)]),

Radio Type IORET 7R FRA L MY TLITRTCO®EBE AT %Y AN L ET,

Date/Time AR N BERR S LT B ERE,

State 77 —LOREERLET, ATRRKREIZAET 78X RAL FOSES AT
Lo THERY FF,

SSID RET7EARAY NERIZL>TTe—FXF ¥ A S Tna¥%— 2 &y ID
(SSID), SSID N7 B —RF v A F INRWIGEIZZEMIC/2 D $7,

[Ad hoc Rogue Alarms] R—

w2 T . [Ad hoc Rogue Alarms] ~X—WZH D7 4 — /L FIZHOWTHHAL £,

7 1-40 Ad hoc Rogue Alarms Details
TJ14—ILK % BA
Severity T T —LDERELZT A2 THRRL ET, Severity Configuration #EREZ i L T,

WORET VA RA N TIT—b AATOERELRETEET,
¢ Rogue detected
e Rogue detected contained

¢ Rogue detected on network

Rogue MAC Address ARIED MAC 7R L 2%&RL £,

Vendor T KRBy I RIERE—4F721% [Unknown] ZrL £7°,

Radio Type TORET VA RA L ML TILITRTOEBRLY AT H2Y AL ET,
Strongest AP RSSI ZOREDIFEGBIC DT> T, ZORIEDE G872 AP RSSI #F£R- L £4, RIE

DOIFfHME TR S MW AP RSSLIZ.ARIE L 22— DO VT ¢ 7 F I3 ICTEE
L7 bIEWEEEA TR L £, RSSI 28K ZWVITE BT 220 £,

No. of Rogue Clients ZORIET 7 EBA RKAL MCBEEMITONTERIEZ TAT > FO¥ERL £, RIE
747k O¥iE [Alarm Details] X—Y OME—D U T X A T 4 —)L R TT,
CHIE.ZDORET 7B A KA kO [Alarm Details] X—Y 2B mONCERHT S
jz—g«o

[Alarm Details] X—YDF DT RTHOT 4 — LR E. K=V Ik > TF—&N
BE S 2 R SIS S ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[



E1E  [Monitorl R—S DT 4—ILF UI7LVR |

WM Rxyro7—5FRAR

# 1-40 Ad hoc Rogue Alarms Details (&)
Z4—ILE EYi
Owner RCE R 2 AL NG

Last Seen Time

RET 7R RA L P PRREBEICHERSNIEARZRRL £,

State

77 —LOREEZRLET, T RE Y 7 ANEOREZIRAEIZIX, [Threat], [Alert].
[Internal]. [External].[Contained].[Contained Pending]. 3 & " [Removed] 23% ¥
i—a‘o

SSID

RET RFRy 7Bl -oTCTe—RdFy A NEINDP—E R By N+, 70—
K& v A NDBRWGEIXZERICRY £,

Map Location

COT KRRy I RIED~y TEFERL £7,

Acknowledged

MRA—FNZDT T — LB EHTHLNE I PBRFERINET,

[Alarm Summary] X—VIZEREINRNE DI T T —LE2EKRTEET, 7
Z — A% Prime Infrastructure WNIZED 720 .7 7 — LB REREH 5 &
BB LT RTOT F—LE2HRBTE X7,

7EARYIFEAP7S5—LDIATY K DER

1 DU EDT I— 2 %ZNENNET DT v IRy 7 AEF AL
Ty YUARMBLWTRLOa < R EERL 97,

TERL KO Y v 7 &

& 141 FRAFYOFIEAP 7Z5—ALADIATTF

F4—ILF

Bl

Change Status

e [Acknowledge]: 7 7 — ACHEFRISZE L | [Alarm Summary] ~X— 2K R S L0
X 91U £¥, 7 —20% Prime Infrastructure NIZFE 5 728, 7 5 — LG R HERE %
T2 L ERISE LT RXTOT 7 —L 5 REBETEET,

e [Unacknowledge]: 4 TIZFREL TWAHT T — b & RIBAICL £,

o [Clear]:iBIRL 7277 —2%2 7 V7 LET, TIT—LNEDT 7R RA LT
b SN gozZ L& RLET, BREN [Clear] (12725 L. 7 77— A%
30 HE##% 1 Prime Infrastructure 7> S HEIR S L E

Change State

e [Unclassified - Alert]: RIE7 7 A R A > MMTRKIEOEB LT X 7 % E L.
%@TE77th4/h®Wﬁ%ﬂ%LTﬂbﬁw%ﬁ7 o R E
VVP%%RLihKE77ﬁXﬁ4VI®MACT "L AERRL ET,

e [Malicious - Alert]: RIET 7 A KAV MIEERHD |1 ETDHX T HRET D
IZiZ.Zoa<wr RE®IRL £9,

e [Friendly - Internal]: RIET 7 E A KA > MIWNE LT 5 &% 7 %5%E L . [Known
Rogue AP] V A MZEML THUIADEZA 7IZT DI, Z0a~vr N E2RIRL
N

e [Friendly - External]: RIEET 7 B A RA YV MIHERE T 25 X2 7 %2 RIE

[Known Rogue AP] UV A MZIBML THE LA EA 72T 51T i\:@ﬂv/]\ %
FIRL £,

e [Refresh from Network]:

Assign

o [Assign to me| IR L 727 7 — L EZHAED2—P|ZEI Y B TE9,
o [Unassign]: iR L 727 7 —20OEH 0 Y TEMEL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA K
[ 1-32 | |



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

# 1-41 FRIEYOFEAP PS—LDIV2F (4F)
Z4—ILF £ EA
Annotation AEEAN L. ZDOAEERIFL TERT DT [Post] 227V vy 7 LET, AEZR

fFEPFICA—TZ2HT 512F [Closel 27V v 7 L £,

Delete

BIRLE=T 55— 258 L 7,

Email Notification

[Monitor] > [Alarms and Events] > [Email Notification] X—IZB#E L (&1 A —
NTOBMEREL £7,

7 ERY IFRET 5—LOFMBTHRORT

* 142 [Ad hoc Rogue Alarm Details] ~N— < D5¢8H

J4—ILF

EiEA

Rogue MAC Address

RIED MAC 7R L 2%&RL £75,

Vendor

T REB Y 7 RERZ—4F721F [Unknown] #/~L £,

On Network

REBHENE DL TR ELEN (2 ba =N AL vF R—F FL—2M) &R
L7,

AAyF R—F FL—R X BEKEREREOREDEEZFHL A, FEDE
MIZAAL v F R—b FL—ATEHINRWEZD AL vF R—F PL—2%&fEHL
T AREN XY hU—7 EIZH DI EBESNTEZGE. T 7—A3ERINTETA,

Owner

BT A # Zm 30 ZEM T,

Acknowledged

A—PNT T — DIRERBISE LT E D R L £,

T T — DCHERRIGE T 5 & [Alarm Summary] RX—UICE RSN EFA, T T — AT
Prime Infrastructure Wil 5720, 7 7 — AR BHEEFEH T2 &  RISE LT
RCOT F—AEBRBTXFET,

State

T —LDOREETRLET, T RE Y 7 REOAHEZRRIEIZIE, [Threat], [Alert],
[Internal]. [External].[Contained]. [Contained Pending]. 3 & " [Removed] 723&% ¥
ESrRe

SSID

RETRFEy 7EBIZL > TT e —FF ¥ A IS5 —E 2 vy N+, 72—
R v 2 RN BRWIGEITZERIZR Y £17,

Channel Number

Containment Level

T REy 7 REOECAD L ~UL 7213 [Unassigned] Z~xL £,

Radio Type

CORET VA RAL L MTESBTHITRTCOERY A T2 AL ET,

Strongest AP RSSI

ZOREDFGEMIR DT> T ZOREDRKR S /)72 AP RSSI 2% R L £9, IE
DI Tl b 78U AP RSSHIZ A EE 2=V DB VT o 7 E 3G AFAE
Lol bt WA R L £9°, RSSI AREWIEE Gandr <2 £,

No. of Rogue Clients

ZORET Z7EAFRAY MIEEMTONIZREZ TAT 2 bOERLET, AIE
7747 v b DI, [Alarm Details] X—Y OME—~D U T /X A L T 4 —/L K TT,

ZHIZ.ZORET Z7® R KA k@ [Alarm Details] X—Y 2B mONCERHT S

3

[Alarm Details] X—Y DZ DT _XTDO 7 4 — L FIZ AR—=V Ik > TTF—4N
RESN2 K L IcEHF SR ET,

Created

T T AR FPODOERRENTE B R L £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—S DT 4—ILF UI7LVR |

B rybrT—9FRA4R

#* 142 [Ad hoc Rogue Alarm Details] X— D87 (#5 %)

Z4—ILF EYi

Modified T T = AR NPV OEEINTZNERLET,

Generated By T T ARV ERED LI ITERINTEZNL(INMS T o T hbEn) 2R £9,
Severity TI—LDEKEEZRLET,

Previous Severity

7 7 — LD LLR O A [Critical], [Major]. [Minor]. [Clear] 2451} L TEREH
*9,

Last Seen Time

RIET 78 A RA Y b PHRBITHGB S NI AR ZFZRL £,

Location Notification

747 MZH LTRSS TWVWAMNEDOBEMOENERINET, V27 %7
Uy 743 L mmnERrEnEd,

Map Location

TDOT KRRy I RED~ Y TEFTERLET,

Rogue Clients Details

DT IVEBEARALAVNOREZTAT b2V AN LET 72747 8 MAC 7R
VA ZTAT Y MINRBICHERSINZBRF . 77 AT NOBIEDO AT —X AR L0
HENnET,

Message

T T =IOV TOMABERE TR L £9,

Help

T T = LIOWTORFEREZRL £,

Event History

AN MERERRL £,

Annotations

BRLET 7—20BEFOAEEZY AN LET,

[Chokepoints] R—

RDOFNZFa—I KA FBRERSNDEX=VDT 4 —/V &Rl £,

& 143

[Chokepoints] 7« —/L F D5E85

Z4—ILF

A

MAC Address

Fa—2RA D MAC 7 R L &,

Chokepoint Name

Fa—IRAL DO —FEFZDALH,

Entry/Exit Chokepoint

Fa—27KR A2 bM Entry/Exit Fa — 27 KA bnE S ERLET,

Static 1P

Fa—IRAL N DAET w7 IP TR L A,

Map Location

Fa—IRAL NOGH ATy T~DY T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA K
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

[AP Detected Interferers] R—>

# 144 [AP Detected Interferers] N—>D 7 v —/L F

Z4—ILF EiEA

Interferer ID FHO—E O, ZT REEEICZ > TAERKREND ID T, MAC 7R L X T
WET A, B 213 Bluetooth ~> Kty F THEHEIND LD E EBEOTRLATIEHY £
A,

Type TFHOHTITVERLET, TR ADEATOFMESRT AT, 224227V v 27 L%

T Ry 777 U4 U RUICEHEMPARRENET, RODTIAIBHY £7,
e [Bluetooth link]:Bluetooth V > 27 (802.11b/g/n @® %)

e [Microwave Oven]:&E 11 > (802.11b/g/n & #)

e [802.11 FH]:802.11 A¥HA v 7 734 Z2(802.11b/g/n D7)

e [Bluetooth Discovery]:Bluetooth f&H (802.11b/g/n ® #)

e [TDD Transmitter]: K53 %415 (TDD) h 7 A X » ¥

o [Jammer]: B HET A A

e [Continuous Transmitter]:#ifz h 7> A I v ¥

e [DECT-like Phone]:Digital Enhanced Cordless Communication (DECT) %I/ 525
e [Video Cameral:¥ 54 H AF

e [802.15.4]:802.15.4 5314 % (802.11b/g/n ®H)

e [WiFi Inverted]: A7 s VIK#s Wi-Fi (52T 57 /314 A

e [WiFi Invalid Channel]: JEZE% D Wi-Fi ¥ 3V & EHT 57 /314 &

e [SuperAG]:802.11 SuperAG T /3 A A

e [Canopy]: Motorola Canopy 7 /3 A A

« [Radar]:L —% — 5,34 2 (802.11a/n O#)

e [XBox]:Microsoft Xbox(802.11b/g/n & &)

« [WiMAX Mobile]: WIMAX /34 L /31 2 (802.11a/n ® %)

e [WiMAX Fixed]: WiMAX [EE 7 /N1 A (802.11a/n @ )

e [WiFi AOCI|:AOCI /M35 WiFi 7 /34 &

o RO
Status FWT NAADAT—H A% L ET,
e [Active]:CleanAir ¥fJ&7 7 A RA LV MLV BETHEISREIN TS Z L ERL
ij‘o

e [Inactive]:CleanAir Xfit-D>7 722 KA v F Tl PR S hoio, E2iE,
Prime Infrastructure TIZB|E TR Ro2Z &R L ET,

Severity THT AL ADBAERET X V2 Frm L ET,
Affected Band DT NRAANRTHL T DEHHEIR AR R L F9,
Affected Channels |82 5% 5 F v X L& FKRL £,

Duty Cycle (%) FWT NARADT 2—7 4 B A 70 (% HAL)
Discovered SN RZ 2 F£RL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[




E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

& 144

[AP Detected Interferers] N—>D 7 7 —/L R (#F )

Z4—ILF

%II':

BA

Last Updated

TD AT &S AT,

Floor

TWT S A ZBIFET D 5T,

[AP Detected Interferers Details] X— <

£ 1-45 [AP Detected Interferers Details] N—>D 7 v —/LF
Z14—ILF e
Interferer [Typel:AP IZ L W B S NT=TFWT NAADH A TRERINET,
Properties
Status THTNRAADAT—H A, THTRAADAT—H A% L £T,
. [A;Eive]:CleanAir KT 7 BA RAY MZXVBIETHRARHEL TS Z &AL
£
e [Inactive]:CleanAir xfibD 7 7 A KA N TEFHBRMRH SR oTo, F2iX,
Prime Infrastructure TIZRETE <o L& RLET,
o [Severity]: FHT NAAOEKET > 7 2R L 7,
e [Duty Cycle (%)]: FST XA ADT 2—FT 4 A7V (N—k L T—V),
o [Affected Band]: Z DT A ANTFHL TW DA FRL £,
o [Affected Channels]: 2% % 7 5F ¥ xR L £7,
o [Discovered]: fi i S L7 FEZ &= £R L £7,
o [Last Updated]: TR 2N 4 (2 hR H S AL 72 RgZ,
Status TUWTNAAD AT —H A% 7L ET,
. [A;Eive]:CleanAir KT 7 EBA KA MZXVBIETHRARHENL TS Z &2 RL
£
e [Inactive]:CleanAir %sD7 7R R A2 F TIETWRIME SN2 otz 7213,
Prime Infrastructure TIZRETE <o L& RLET,
Location e [Floor]: ZOFWT A APRHENT-nr— a3,
o [Last Located At]: T¥#7 /S £ A DB t4 (T8 H S 7= el
e [On MSE]: ZDOFWT NAABRHENTEE YT 4 =R =P
Clustering e [Clustered By]: 7 7 A RA L "D OLOTHHEREZNEL /-2 h v —F £/ MSE
Information DIP 7RV ANRKREINET,
o [Detecting APs]: TH7T N A A &M LTeT 78R RA v N OFEMERZFR L £7, 5
HIEER 1%, [Access Point Name (Mac)].[Severity]. 3 & O¢ [Duty Cycle(%)] 72 & 35
EhET,
Details FWHZ A TNZONWTOMHZRFAERRL £7,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

zyb7—4 74z B

[Monitor] > [Interferers] > [Interference Device ID] > [Location History]

ZDOR—=T EFRT HI21E, [Monitor] > [Interferers] > [Interference Device 1D] DJIEIZEIR
L .[Select a command] F ey 7% > U X k5 [Location History] ##R L . [Go] % 7

Vo7 LET,
7 1-46 [AP Detected Interferers Details Location History] N—=2D 27 1« —/L F
TJ14—ILK B EA
Interferer THT A AV TOIEARFEREFRL £,

Information o [Data Collected At]: 7 —Z NIVE S NT-REH DX A LA X T,

o [Typel: FT A ADX AT,

o [Severity]: FHT NA ADEKEA T v 7 A,

[Duty Cycle]: FHT NAADT 2 —F 4 A7 L=k T—),
o [Affected Channels]: ;22 %% 75T ¥ RNV DOH L <XKY Y U Rk,

Interferer TFUT N A ZDGFOBREZ R AL £,
Location History

e Time Stamp

¢ Floor
Clustering [Clustered By]: 7 7 £ 2 R A > b O OFHFHRANELE L 7= b v—F £72iX MSE o IP
Information TRUARFREINET,
Detecting APs o [AP Name|: F#7 A 22 LT 78X RA b,

o [Severity]: TWT NAAOEREA T v 7 A,

e [Duty Cycle(%)]: THT A ADT a—F 4 ATV (R—krT—V),

Location e [Location Calculated At]: Z DIERMNER S NTREE DX A D AKX T HFRL ET,
e [Floor]: T#T A 2D uar—v a U EREERL 77,

o TFUTARAROBRT =2 a Ny P TTT7 4 HINVICRRINET, £ A=V EILRE
~THIZIE [Enlarge] Vo7 %27V vy 7 L ET,

[Spectrum Experts] > [Summary]

[Spectrum Experts] > [Summary] ~<X— 137 7 4 /L h OX—T T v AT AMTEMS IV
Spectrum Experts 7 —7 /L A2 KR L £, ZORITIL KD Spectrum Expert O #2350 HL

SNTWET,
& 1-47 [Spectrum Experts Summary] N—2D 7 4 —/LF
Z4—ILF BTL
Host Name BEMENTZFBEIOEC T HRANAERIZIP TRV A2 E R L £9, [[Spectrum Experts

Details] X—Y | X—=VN T 7 BATAHIIE. AN EZ Y v 7 LET,
Active Interferers |Spectrum Experts 23 H L T\ 5 FHOBEDOKEZ R L £7,

Affected APs MHENT-THIC Kk > TRELZZ T -7 62 S U | Spectrum Expert THRL -7 7 & A
RA L b D,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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#* 1-47 [Spectrum Experts Summary] N—S2D 7 7 —/L R ()

Z14—ILF e

Alarms Spectrum Expert ZER L7777 4 7 TN T v T OM, 7V v THE . 2D
Spectrum Expert 7 77 47 T 7 — AL TT 4V FZ VT E TS [Alarm] ~—
AT T EALET,

Reachability Spectrum Expert 723317 L C# Y , Prime Infrastructure ~7 — % 245 L TV 5 AL Bk

Status T [Reachable] &E£ RSN ET, ZNLUSNDEEIL HRT [Unreachable] &£ RS ET,

Location Spectrum N7 A YL A 75 A7 kDA X Spectrum Expert OBt &K Rr$ 5 U 7R

ffi 1 © & £9, Spectrum Expert ®EFDIRVAR v 7 213 A% E R RLET, 70 v
THE vy TICRESNERLENWT 782 KA NIT 7 BATEET,

[Interferers] > [Summary]

Z 1-48

[Interferers] > [Summary] ~—12,30 HiZO > TR ESNTZT X TOFHOY XA N2 FE
ALET, ZORIIZ RO L) RFREOBEERPTLHINLTVET,

[Interferes Summary] X—SD 7« —/L F

F4—ILF

S

Interferer 1D

¥.72 % Spectrum Expert ] C—&DOiknl+, ZuE, BUELKic k> TAERENS ID T,
MAC 7R L AL TOETHEBEOT R L ATEH L FET A A0BHBICHEHTX £7°,

Category For TV 2RLET, 73 VUIZiE, [Bluetooth]. [Cordless Phones]. [Microwave
Ovens].[802.11 FH].[Generic - Fixed-Frequency].[Jammers].[Generic -
Frequency-Hopped]. [Generic - Continuous] 73% ¥ £,

Type TUOLALTERLET, 70 v 7 32E FMEOBRAOR Y 7T v 71T 78 ATEET,

Status TIT 4T ERFHET 7T 40T 2Rl ET,

o [Active]: T-#IE 23 BAE Spectrum Expert THRHHEN TWb Z L &2/RL £,

o [Inactive]:Spectrum Expert A T4 CE R RoTc T TS AR L 2
Spectrum Expert (Z Prime Infrastructure 3 2iECX 72 <72 »72Z L &L £7,

Discover Time

Rtz 2R L £9,

Affected Channels

WREZTOTF v XNV ERLET,

Number of APs

WORMNET-THE. T 7 BARA 2 X [Affected] &L TU A MSINET,

Affected o T UkAKRAL I Prime Infrastructure |2 L > TEE I N TV D,
e Spectrum Expect 37 7 &2 RA L M ZFBEHL TW5D,
e Spectrum Expect 37 7 & A KA b OB#F v 2L EOTHIREAZBREL TV 5,
Power dBm B TRENET,
Duty Cycle % CRENET, 100 % IFEEMERL T,
Severity THOBERKET X7 w2rmLE7, 100 % 3REMEAEZRL 0 T TFHIENR2N EE2RL

i‘a—o

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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zyb7—4 74z B

[Spectrum Experts Details] X—

% 1-49

[Spectrum Expert Details] ~<— 2%, B —? Spectrum Expert 7> 5 O TR O FEA 23T
FREINET, ZOX—=TF 20 T LicHEFH SN, UE— b Spectrum Expert OIRIN Y 7L
AALIERREINET ROBENEENTWVET,

[Spectrum Experts Details] D7 1« —/L F

J4—ILF

gal':

BH

Total Interferer
Count

¥ D Spectrum Expert (& X o THERR,

Active Interferers

AT AYINCTFBETN—=TT M7 77 2FR L £,

Count Chart

Active Interferer B2 F ¥ xLO AT VFNT/ V=L LT=THOEEERL £9°,

Count Per

Channel

AP List Spectrum Expert 237 77 4 772 T &2 HBHE L 725 v */L ET Spectrum Expert 28 H L 7=

TIERARALL DY A NEERL ET,

Affected Clients
List

BERIES LTV D EEZT 7 8A KA b UAMZYURNENTET 7ERA KA bD
WP OERICEHES TN TNWD 7 I7AT DY A ZFRRL ET,

[Monitor] > [Network Devices] > [Wireless Controller] > [System Summary]

7 1-50 C.[Monitor] > [Network Devices] > [Wireless Controller] > [System Summary] @
KT 4=V RIZOWTHAL £,

# 1-50 [Monitoring System Summary] N—D 27« —/L F

J4—ILF EX:

General

IP Address I ha—FEA LA —T 2 A ADE—H) Fv kT —2 [P TRL A,
Name a—HFEFEOIAL P —F4,

Device Type

Ay b r—J O,

UP Time

RBED Y 7 — kb ORI (8 R, 3 L OV BT .

System Time

oy bue—F|Z &Ko THEA S =R,

Location aryhr—I0a—YPERINTYIRERALE,

Contact gy hu—FOWYE EIITAESE,

Total Client HEa b= 7 v o—hENTWDHTZ T A7 b O,

Count

Current Control And Provisioning of Wireless Access Points(CAPWAP) 7’2 f 2L ® k 5 > AR — |
CAPWAP E—F, arhbuo—7¢T7 7R RNAr FREOEETY, [Layer 2] £721% [Layer 3] ZER L

Transport Mode

£

Power Supply
One

BEEAEHATEEEL THD0E I, 2L 4400 >V —X 2 he—JHATT,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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# 1-50 [Mon

itoring System Summary] X—SD 7« —/L R (#F &)

Z4—ILF

%II‘:

BA

Power Supply
Two

BN TEEEL TOD0E 57, Tt 4400 vV —X a2 b r—FHHTY,

Inventory

Software BEa P —S5TETINTWAI—ROERL—F 47 VAT AD
Version release.version.dot.maintenance &5,

Emergency IR —=TDA A=Y N—=T g,

Image Version

Description Ak YIEHH DR,
Model No Vital Product Data TEEI NIz~ T/,
Serial No Zoaritae—J0—EFDY Y T NES,

Burned-in MAC
Address

Zoaryhrue—70 =R A2 MAC TR L A,

Number of APs

2 hE—FTHR—FEINTWET I ERX RA2 N DERERE

Supported

Gig * 7 a @ 1000BASE-T/1000BASE-SX GigE #— R OF 2 RL 7,

Ethernet/Fiber

Card

Crypto Card IPsec E¥ = U7 ¢ Z AN L TR ) 2423 2 IRl X 2 U 7 1 TV 2 — LD FE
One ZRLET,

F OT7ANPTRHAEREF 2 )T 4 EVa—Ear e —JIZEFESR TV EREA,
Cisco Wireless LAN Controller (23 CT& 5 Crypto 71— K O K¥,

- Cisco 2000 > U —X:72L

- Cisco 4100 > U —X":1

- Cisco 4400 >V —X:2

Crypto Card
Two

2BEDOEEX 2V T 4 TV 2—VOFEERL F7,

GIGE Port(s)
Status

Up 721X Down, R— M DAT— X AZMERTHI2E 7Y v 7 L ET,

Unique Device Identifier (UDI)

Name R OFE, =2 b r—FOEAE Chassis, 7 7 A KA kDAL Cisco AP,
Description TR BALNOHRE a3 e —F O,

Product ID HFECATREZR B, 1D,

Version ID 0 ID ONRX—T 5 0,

Serial No —BORGL ) T ILEE,

Utilization

CPU Utilization {57 L 7= #If O fie kK ¥ B L O/ CPU R0 7 7 7 nForasn 7,
Memory FBELIEHMORR EE BIORNAETIVERAEDO S Z 7 NFRRINET,
Utilization

me Infrastructure 3.0 Y 2 7LV X HAF
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# 1-50 [Monitoring System Summary] X—2D 7 v —/LF (#F&)

Z4—ILF B
Peer Memory BESNEZHB oK, L &/ T AFVHEHEO 7 Z 7 2R RLET,
Utilization

Peer CPU RESNEMHEORK EYE &K/ T CPU HED S T 7 2F R L 7,
Usage for
Standby

Controller

%II‘:

[Wireless Controller] > [System] > [Spanning Tree Protocol]

# 1-51 T.[Monitor] > [Network Devices] > [Wireless Controller] > [Spanning Tree Protocol]
DET 4=V RIZHOWTHAL £3,

Z 1-51 [Monitor] > [Network Devices] > [Wireless Controller] > [Spanning Tree Protocol] D Z + —/L F

J4—ILE EX:

General

Spanning Tree EITLTWBHEARN= S VY — Fabaron—2 g, [EEE 802.1D o 5%

Specification MEEE 802.1D) %R L £4, BAEDNN— g 0 & BHVENR2 W JFkDR—2 9 oo
IEEE A R=>7 V) — Fuahalnl) ) —2INEEAIC BiLWVERNER SR
iﬁ‘o

Spanning Tree Algorithm |Zpay ho—FNAR=2 7 VYU — Fa ha it 30 902 EL £
T, Ky 7FH o UARNCTRHIGT 2IT2EIRT L2 L CHEITEDICTE E
T, LA OT 7 4L b IR T,

Priority TV ID OEZIALARERHETOME.2EV .7V v ID OKIID 2 >OF 7
T8 ATV FE)TYT, 77U vV ID OEVD(HBED)6 27T v T 7
VoD MAC 7 R L ZADEIZ L » TRESNET, TOMEIZIE 0 ~ 65535 O
EHECTEET, THIEMEOT 7 4L % 32768 T,

STP Statistics

Topology Change Count  \FHxz 7 17 4 NEAZICY By b EEHMEHES N TS 20T Y v VI ko
THREIS e bR e 2okt 2 2 E OB,

Time Since Topology TYoPICE Y PR OEFENRA ST S EGE U /- EALIT B LR 5 ),
Changed
Designated Root D/ —FTEITINTNWEIAR=T VU — FahalilloTREEND, A

Ry )= — D7)y ID, ZOEIZ. 2O/ —REREAET5ay
74X 21— 3 BPDU @3 _T®» Root Identifier /8T A—% & L CHHS

i‘j‘o

Root Cost TOTY v MBA— Rk ~DSRADI R R,

Root Port DTV Tinb—F TV vy VDb RV X RRAEZRETLIR—F 0
R—hE5,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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& 1-51 [Monitor] > [Network Devices] > [Wireless Controller] > [Spanning Tree Protocol] D7 +—/L F (# &)

Z4—ILF

Bl

Maximum Age (seconds)

O VR —hELTHETLEA.TRTOT Y v 2 MaxAge (24
5 fH,

F 0 802.1D-1990 iI2 K-> T . 2D T A—=XOHFFILSTP 7 U v oD m— XA
LOEICEET L Z ERBESNTVET, 20X A ~—0kiE X, 802.1D-
1990 i2& > T 1 BICHESNTWET, AL 6 ~ 40 b C¥, THH
DT 7 44 MiE 20 T,

Hello Time (seconds)

ZOT VTR N—hkELTHETIHE.TXTDT Y v ) HelloTime (2f# H
TAHMTT, 20X A~—0R F1X.802.1D- 1990 2k > T 1 BiTHESN TV E
T, AEIE 1 ~ 10 B Td, THHMREOT 7 4V ME 2 TT,

Forward Delay (seconds)

ZOT7T Yy YR —hELTHERETLIEE.TXTO7 Y v ) ForwardDelay (2
FEHT2ETT, 802.1D-1990 (2L > T, ZD/XT A—X DML STP 7 U v D
RREBREMOMIZEET 2 2 ERHESNTVET, ZOX A ~— DRI,
802.1D- 1990 Ik » T 1 BlcfsE SN TWET, BEB TARVEEZREL L &L
e . m—Y 2 Mok o»TbadValue =7 —NIREND Z ERH D £, A7
EIX 4 ~ 30 BpCd, THHMFEOT 7 40 ME 15 TT,

Hold Time seconds

BEO LAN R— 2@ U7-ar 7 X2l —3 3> BPDU OFEE DRI & /NEE
BERE], Hold Time #IMMNIZ. £< T 1 a7 4 F 21— 3 BPDU #%/E
L£7,

[Wireless Controller] > [System] > [CLI Sessions]

# 1-52 T.[Monitor] > [Network Devices] > [Wireless Controller] > [CLI Sessions] ® %
74—V RIZOWTEHL £,

Z* 1-62 [Monitor] > [Network Devices] > [Wireless Controller] > [CLI Sessions] D7 # —/L F

J4—ILE BZL

Session Index vy iar ID,

Username s Ay a—P4,

Connection Type Telnet 721X V70 By >3,

Connection From JIAT N avta—% VATLADIPT
KL A,

Session Time BBL=T 7747 vy a FR,

Idle Time M LUT-ET 7T 47 By v a B,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Wireless Controller] > [System] > [DHCP Statistics]

# 1-53 T.[Monitor] > [Network Devices] > [Wireless Controller] > [DHCP Statistics] @
KT 4=V RIZOWTHBAL £,

# 1-53 [Monitor] > [Network Devices] > [Wireless Controller] > [DHCP Statistics] D7 +—/L
TJ14—ILK EiEA

Server IP =D IP TRV AN RENET,

Is Proxy DY =N T oI NnEINNRINFET,

Discover Packets Sent

R ARER Y — OGN AR ET D EOICEEEINT ATy MO AP RENET,

Request Packets Sent

Y —RDITTAT U NDERNRT A—=INLEEEINTZ Ay P ECERIEIT R L ADIE
WA TR T DT-OIEEENT Ty N EOEEPRENET,

Decline Packets

Xy b T =27 TRUVANTTIHENT THDL Z L a2md 7y FOBPRINET,

Inform Packets

77 AT MIFTTIIHBTHRY U =2 TRUARKRESNTEBY  ZDI 74T
F2 B DHCP ="~ r— VR ENT A—FBEROBAERL £7°,

Release Packets

Xy hU—=7 7RV A%V Y —=AL KV D) =X v T 57y PP RIN
E

Reply Packets

JSENT MRS NET,

Offer Packets

BT MISE L RENT A= 2R T 557y ORI RENET,

Ack Packets

EFICEEESNEZ LT 7y ORI RENET,

Nak Packets

EETZI—=DRAELLILEZMOEL Ty NMIDVRENET,

Tx Failures

FAELTEETT —ORPRINET,

Last Response
Received

BBICZITRASTZIGED R A DA T,

Last Request Sent

BEBICEGFLIEERO X A LA T,

[Wireless Controller] > [WLANSs]

# 1-54 <. [Monitor] > [Network Devices] > [Wireless Controller] > [WLAN] X—212&H %
74—V RIZOWTEBL £77,

7 1-54 [Monitor] > [Network Devices] > [Wireless Controller] > [WLAN] D7 + —/L F
Z4—ILK £ A
WLAN ID WLAN D535,

Profile Name

AN WLAN ZEp 2 L SIHREL ea— VY ERT v T 7 A V4, T 07 7 A VAT
WLAN 4 T,

SSID

a—HFEED SSID 4,

Security Policies

WLAN THZIZR>TWAEXF 20T 4 R —,

No of Mobility
Anchors

EFE VT4 T =TI WLAN O7 v h— arbte—J L L THREENDELE U T 4
TN—TDF Ty hTT,

Admin Status

WLAN DR 7 — X 2 3H 5 £ 121 O VT s T,

No. of Clients

Z® WLAN ICHIET VT — R ENTWAE Y2 T A7 k D¥,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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[Wireless Controller] > [Ports]

# 1-55 ¢, [Monitor] > [Network Devices] > [Wireless Controller] > [Physical Ports] ~—
VIEHDHT 4 — IV RIZOWTHBL £,

Z 1-65 [Monitor] > [Network Devices] > [Wireless Controller] > [Physical Ports] D2 1+ —/L F
Z4—ILE EiER
Port R—RKOFEMERRT DI A" EZEZI7 Vv 7 LET,

Physical Mode TRTOR—FDOYHRE—RFDERRINET, ROBRERH D 7,
— 100 Mbps Full Duplex

100 Mbps Half Duplex

10 Mbps Full Duplex

10 Mbps Half Duplex

Admin Status AN— bk OIREELY Enable F£7-i% Disable THEREN T,
STP State AR—hr @ STP OIRHEHN Forwarding F7-1% Disabled TErSINFJ,

Physical Status EBEOR—FOYB AL Z—T 2 A AN RKOVT NN THERINET,
- Auto Negotiate

- Half Duplex 10 Mbps

— Full Duplex 10 Mbps

— Half Duplex 100 Mbps

- Full Duplex 100 Mbps

— Full Duplex 1 Gbps

Link Status IR T [IEE) (T T — ) k(T T IER).

[Wireless Controller] > [CDP Neighbors]

# 1-56 T.[Monitor] > [Network Devices] > [Wireless Controller] > [CDP Neighbors] ~=—
DIZHDT 4=V RIZOWTHAL £7,

& 1-56 [Monitor] > [Network Devices] > [Wireless Controller] > [CDP Neighbors] ®Z .+ —/L F
Z14—ILF St
Local Interface o — 4L R— bMER,

Neighbor Name & CDP %A /X—D4 i,
Neighbor Address |& CDP %A N\—® IP 7 N L &,
Neighbor Port CDP %7 v b &(ET 5720124 CDP A N—2MEHT 2R — 1,

Capability % CDP % A X—DHEHE,
Platform % CDP XA N— FNAADN—K T =T FT v KT 4—h,
Duplex ATEFELFECEHEEERLET,

Software Version |CDP %A NRX—TETENTWAHAY T =T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Wireless Controller] > [Security] > [RADIUS Authentication]

3 1-57 . [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS

Authentication] ~_—

D7 4=V RIZOWTHIAL £9,

7 1-567 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS Authentication] D 7 + —/L F

Z4—ILF

L

RADIUS Authentication Servers

Server Index

RADIUS =D 7FIF7A4F VT 4 HFHIZT 7 EALET, &K 4 50O —"%
RETX —rR"parto—J |2k bH5R— )/714/7/?X1T%i0
WIZAY Ty 7 A2 NI LRV ET, AT v 7 AFF1T. RADIUS —
NEaryhbo—Z BMUZIEETREY £97,

IP Address RADIUS +— 2 IP 7 K L A,

ping TAarvErs Uy r4hE arbha—7505 RADIUS ¥ — 32 ping N EST X
V)] /72335%;% éﬂiﬁ—o

Port AV H—=TzAA Tabharoarka—7DR—FEE,

Admin Status

P—"PEITHLDENTHLLNERL £,

Authentication Server Statistics

Msg Round Trip Time

Z @ RADIUS FEFEY— N6 O E#H @ Access-Reply/Access-Challenge &
ZhiZ—E L 7= Access-Request OO RIFE (X U FPEANT)

First Requests

ZOH—RITEE SN2 RADIUS Access-Request 234 v - 0¥, BEEI1XE
FH A

Retry Requests

Z @ RADIUS #FEH— N ZHF2%{5 & vz RADIUS Authentication-Request /<
7y b O,

Accept Responses

Z DY =555 L7 RADIUS Access-Accept 737 v ~ O¥ (A% 721
) .

Reject Responses

ZOH—) 5515 L 72 RADIUS Access-Reject /<47 v kO3 (4 £7-1%

Challenge Responses

ZOH =30 55%15 L 7= RADIUS Access-Challenge /X%~ k O (F%h £7-1%
)

Malformed Msgs

OV =B ZELIZAEREAXD RADIUS Access-Response 737 > kD
B, RERERDO Ay MR ESBRERRTYy NREGENET, £—&
T AT =B EII T =F v BYEORESRCRH 2 X A T 1X ARERFERDOT 7 &
RSB EENFREA,

Pending Requests

OV =GO FELEXALT T R LTORNWDISEEZEL Then
RADIUS Access-Request /37 b D%, Z DZHIE Access-Request z %15 L
7= & XITHN L  Access-Accept, Access-Reject, 7213 Access-Challenge ®%
B FALT TN ELIFHEREICLVEAL 7,

Bad Authentication Msgs

RERF = T4 r—2FE3v 7 =F v BEREGENTZ. 20OV — b5
fZ L7~ RADIUS Access-Response 3% > ~ O,

Timeouts Requests

ZOY =T HBAEL A LT U SO, ZALT T MM TAT V2 MNERA
CH—NZHRAIT TN B0 —NCEETIN. HEOD LRV E
T ACY—="~OFERTEI. HFEEBLIOZ A LATVNELTHY S FELE
T BRIV —A"ADEFBII ERBLIOFIA LTV FEL TV FENRET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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# 1-57

[Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS Authentication] D 7 +—/L F (#&)

Z4—ILF

"E-IDII':

BA

Unknown Type Msgs

ZDOY = BRERER — b ETZEL2AHZR % 47D RADIUS /~7 > b D%,

Other Drops

ZOY—APLRIE— b ETEEL MOMEPOHEBTE vy 7 ShT
RADIUS <7 v s 0¥,

[Wireless Controller] > [Security] > [RADIUS Accounting]

% 1-58 ¢.[Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS
Accounting] X—IIZH B 7 4 — /L FIZODWTHBAL £,

# 1-58

[Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS Accounting] D27« —/L F

Z4—ILF

EX:

RADIUS Accounting Server

Server Index

RADIUS 4 —RDFFAF VT 4 F T 78 ALET, K4 B0V —"E2RE
TE .V —"parybro—JICLb5R=VTEFIAFTy 7 A1 THEY RITAV
T IA2 LN XV ET, AT v 7 AFEFIL. RADIUS h— &=z b
07— Z 2L IEFE TR EY £7,

IP Address RADIUS #—3® IP 7 F L %,

ping TAarEI Yy sF5E 2y b r—775 RADIUS #—/32 ping REFT S,
Uy s BERENET,

Port RADIUS #—SO#FE—h,

Admin Status

=P ERTH LN ENTH LN 2R T,

Accounting Statistics

Msg Round Trip Time

Z®O RADIUS 7o 7 4 7% —r3006 O f#H® Accounting-Response & %
AIZ—E L 7= Accounting-Request DD (X U FHANT),

First Requests

{8 L 7= RADIUS Accounting-Request /X7 > k D%, HEEITEAEE A,

Retry Requests

Z® RADIUS 7 v v 7 4 7 H— N IZHE(E Sz RADIUS
Accounting-Request /37 >~ ks O$, FE{5121%, Identifier & Acct-Delay 738 =
NeHRITE  ZNOBNRCBERITRE ENET,

Accounting Responses

ZOVF—RANSET I LT 4 Y Kk TEZEL 7= RADIUS /347 v k 0¥k,

Malformed Msgs

Z DY =B ZE LI ARIEZR D RADIUS Accounting-Response #3747 » ~ D,
RERERO Ny NI ESDRERRTYy b EENET, A—kr T4 —%
DRIERHKARZ A TIXIARERTERDOT h Y T 4 T IREICE FNEE A,

Bad Authentication Msgs

OV —ARANLZIE L B — T 4 —F 0N E £ 5 RADIUS
Accounting-Response /X% > kb D,

Pending Requests

O —=NZERFE LI EEX A LT R L TR0 IGEEZEL TR
RADIUS Accounting-Request /3%~ b ®#%, Z DZE%ki%. Accounting-Request %
EE L2 & &L Accounting-Response DZAE0 . Z A 5T U b £I213FEE
WXL ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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& 1-58 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [RADIUS Accounting] D7 «+ —/L F (# &)
J4—ILF A
Timeouts Requests OV —RNIZKT DT HO T 4T FALTO RO, XALT IR TT7AT

Y RMER U —NCHEBITT 20 B 5 — 2K ET 0. H X 5D 5 AREMEN
b ET, AL —N"~OFRITIXHFEEBLRZX A LTV RELTHIT L REN
£, B DY — " ~DE(EIL. Accounting-Request BERZ A L7 7 &L TH

T hENFET,

Unknown Type Msgs O —RNET T T 4 R—k ETZELEARALRZ 47D RADIUS /<
o kO,

Other Drops DY =N ThHy T 47 R—F ETCZEL MMOMENOBBETRr Yy &

7= RADIUS <47 v ~ 0¥k,

[Wireless Controller] > [Security] > [Management Frame Protection]

# 1-59 ©.[Monitor] > [Network Devices] > [Wireless Controller] > [Security] >
[Management Frame Protection] ~<— 125 7 4 —/L RIZHOW T L £,

Z 1-59 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Management Frame Protection] ? 7 + —
IF

J4—LE EXZ

General

Management Frame Protection = b —5CTA L 7T AT 7F ¥ MFP 7 00— N )LICHEDIT > T 5
MEIDERLET,

Controller Time Source Valid |[Controller Time Source Valid] 7 4 —/V R {ZiZ. 2> b v —F N o0 —7 L
ICRRE SN2 (FEVTHA 2 A ) 7213808 Y — A (NTP S — "7 X)) &1
CCHREINTENERLET, FEENINEY — A2 Ko TRESNALGEIX. 2
D7 4=/ K OED "True" IZ72 0 F9°, FFZI8 1 — HIVITERE S LD AT,
Z OfEA "False" 12720 £7°, FEZRIZ.EE Y 7 ¢ ZV—TNOEHD = |k
O—5DT7 VA RAL NHOERTL =LA EDZ A LA T HWRHT DT
DIHEHEET,

WLAN Details

WLAN ID WLAN ID,1 ~ 17,

WLAN Name ®HIZ WLAN Z1EkT 5 & X IR E L2 —VERT 17 7 A4, SSID 4
ETa Ty ANLDOE G N —YEFKRTT, WLAN £4ix7 a7 7 A4 LT
Qi

MFP Protection FH7 L — MBI A EITESOWTNTT,

Status WLAN DA T — 2 ZTHNETITEG O WNF N T,

AP Details

AP Name AR —ENERZ LT VA KAV N,

MFP Validation FHT L — MEEIL AR EIXES O WT T,

Radio 802.11a F£7=1% 802.11b/g,

Operation Status @EAT — & 2 (UP 721 DOWN) ZFEREN £,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

B xyrT—9 FIRA4R

& 1-59 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Management Frame Protection] D 7 + —
AR ()

J4—ILF BT

Protection Full(&27 L —21),

Validation Full(&27 L —2),

[Wireless Controller] > [Security] > [Rogue AP Rules]

# 1-60 T.[Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Rogue
AP Rules] X—TZH D7 4 — /A RIZHOWTEHHAL £7°,

Z# 1-60 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Rogue AP Rules] D Z «+—/L F
Z14—ILF B2

Rule Name JL— IV DL Hi,

Rule Type Malicious %7213 Friendly

e [Malicious Rogue]: it &n7=7 7 A KAV DI b 22— REHEL T2
Malicious v —/WVIZ—E L 72T 78R RA LV N FITEEMEDN AP 7T Y
N FENTREISNZT 72X KAV R,

o [Friendly Rogue]: BEA1 GRiA A~ FTRIXEHETEX 27 78 A RNA v b F23HH
SNTETI7'A RAL RO L 2—FREFKL T Friendly L—/VIZeE4T 57
TRABRALDR,

Match Type match any F721% match all 5§44,
Enabled Rule BT X CTONL—NVEHERLET RO DOREENFET,
Conditions

¢ Open Authentication

e Match Managed AP SSID

e Match User Configured SSID
e Minimum RSSI

¢ Time Duration

e Minimum Number Rogue Clients

[Wireless Controller] > [Security] > [Guest Users]

# 1-61 T.[Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Guest
Users] X—JNZH D7 4 — /L RIZHOWTHHAL £7,

f 1-61 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Guest Users] D7 «+ —/L F

Z4—ILF A

Guest User Name |# 2} =—Foa /Ao 4%~ F7,

Profile FAR a—FERFERTFLNTWAE T a7 7 A vERLET,

Lifetime FAN 2= TAVNBT 7T 4 7 REHORE I 2R £7, BRI ORI, B R 2
BN TR EN D0 Never Expires & F RS £,
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[Monitor] R—S D274 —ILF JI77L VR

zyb7—4 74z B

Z* 1-61 [Monitor] > [Network Devices] > [Wireless Controller] > [Security] > [Guest Users] D7 + —/L N (# &)
Z4—ILE £ BA
Start Time FAN 2—=Y THO BT 7T 4 LSz 2 R L £,

Remaining Lifetime

FAN =Y THT U FOEYRFHEZRL £,

Role

fESNIca—Y n—rzRL 7,

First Logged in at

a—YREINIe S A L AfT &gl AR L £,

Number of logins

SOFAL a—FORF RS A ERETRLET,

Description

WEHWET D IS A 2= TV PO —FEZRORHATT,

[Wireless Controller] > [Mobility] > [Mobility Stats]

# 1-60 T.[Monitor] > [Network Devices] > [Wireless Controller] > [Mobility] > [ Mobility
Stats] X—NZHDH 7 4 — /L FIZHOWTHBAL £7°,

# 1-62

[Monitor] > [Network Devices] > [Wireless Controller] > [Mobility] > [Mobility Stats] D Z + —/L F

Z4—ILF

EX:

Global Mobility Statistics

Rx Errors HAE L3y PROREREAIR E O —fixi)72 7 a ka2 Ry pRfEET —,
Tx Errors SRy MR R S R T R R T Sy REETE T —,

Responses Retransmitted

EFE YT 4 7uband UDP 2L JSERZE S e WIGE I E eIz
Dlzo THERNBEEINET, Xy b U — 7 OB F-ITNBOBIED 2 s
B ANCERIISE L 2% 1 B EOFERITEREZZETI2HE0/H 0 %
T, ZDO7 4 — )V RIXJSEDTFEGE I NZEHTT,

Handoff Requests Received

AR AT BRI R F I S N BRI,

Handoff End Requests

N RFA TR TERBZEINZEHER, CNOOERIZ. 7747~ &y
gD TIZOWTHFICEMTA-DIC. Ty — ary ha—F £ 134 =
vhE—S Lo TCEREINET,

State Transitions Disallowed

PEM (R V> —fifTES a— )BT FAT L NDODAT— NEBEZELL EL 71,
W FORERL LAY RF 7R S ET,

Resource Unavailable

Ny T 7R EDORLERY Y —ZAPMEMTEEEATLIE ZOMEL L T FA
s £,

Mobility Responder Statistics

Handoff Requests Ignored

RSNV RATEREE TAT 2 MBROK, 3> b r—F T
EDITAT L MCET @A DH Y EE A,

Ping Pong Handoff Requests
Dropped

N RATHMPETEZ G ) EDIiEGE Sy R A 7 E RO,

Handoff Requests Dropped

77 ATV MIZOWTORBEBARTRTH L0037y NOREPRK TR ey 7
ENToNy R A 7RO,

Handoff Requests Denied

BIICHES SN R4 7 E R,

Client Handoff as Local

0—b B— VLG SN BT IRE DO,

Client Handoff as Foreign

AT — LRI E SN R 7 IRE DO,

Anchor Requests Received

ZAELET v —FROHE,
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WM rxyro7—5FRMR

#* 1-62 [Monitor] > [Network Devices] > [Wireless Controller] > [Mobility] > [Mobility Stats] D7 + —/L F (# )
J4—ILE 1L

Anchor Requests Denied HEINE=T v h—FERDE,

Anchor Requests Granted PRl & =T v —ER O,

Anchor Transferred

TIAT VIR ay b= EBEOT =R T Ry h Eoay
ha—ZICBE L 2D Rk SN T v — D,

Mobility Initiator Statistics

Handoff Requests Sent

aAryhr—=JT7Y =S NEE YT 4 TNA—=TITEMENT T TAT
®§&O

Handoff Replies Received

BEEINEZERISE L TZEENTZ AN R A T7INEDOR,

Handoff as Local Received

2I7AT N By varERNEmEI NN RAET DK,

Handoff as Foreign Received

IIAT N By a UBRHOGITT I — SNy R AT O,

Handoff Denies Received

HEEINnE A 47 0¥k,

Anchor Request Sent

AN = =T ¢ QDDA N R AT HICEE SN T v h—FRD¥, ~v
RAZPRIONE A Fr—=INnbZEEN LA be—=IR" 7747
ERBBSEDLL) T —IZERL TWET,

Anchor Deny Received

BEOT =k TS INEZT v I —FE RO,

Anchor Grant Received

HEDT V=X o TR ESN=T v h—FERDE,

Anchor Transfer Received

ha
Iz

BEDOT V=l o TREINET v —EEkD,

[Wireless Controller]

> [Redundancy] > [Redundancy Summary]

# 1-60 T.[Monitor] > [Network Devices] > [Wireless Controller] > [Redundancy] >
[Redundancy Summary] X—IZH D7 4 — /L RIZHOWTEHL £7,

Z 1-63 [Monitor] > [Network Devices] > [Wireless Controller] > [Redundancy] > [Redundancy Summary] ® Z 1« —
/2

Z14—ILK B EA

Local State AT —H AFRL FT,

Peer State T OREERER L T,

Active Controller

TIOT 4T arvua—In8 77 4<) artae—InkhrFZY ar b
o0—Z 0 ERRLET,

Unit Mac

2=y h® MAC 7 RL Z2ZRRL £7,

Redundancy State

JLRMIREEZ £R L £7,

Mobility MAC

T UT 4 MAC 7R L X,

Redundancy-Management 1P

TURMER IP 7R L A,

Peer Redundancy-Management 1P

T TEMNEE IP 7R L A EH,

Redundancy port IP

JLRMER—K IP 7R L X,

Peer Redundancy port 1P

ETINRMER—F IP 7R L A,

Peer Service Port IP

vy =2 K—hrD IP TRV A,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[ 1-50 | |



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Monitor Tools] H

Z 1-63 [Monitor] > [Network Devices] > [Wireless Controller] > [Redundancy] > [Redundancy Summary] ® Z 1+ —
AR ()

J4—ILE a5

Average Redundancy Peer TLEMEYE T OB BIFERTREMERIEE ~ A 7 u VAL THRR L 77,

Reachability Latency (Micro

seconds)

Average Management Gateway S — N = AICHET S ECOVERIEE ~ A 7 a PEAI TERRL

Reachability Latency (Micro =

seconds)

Primary to Standby BulkSync Status |5 1< U5 A X234 a2 e —F~ORTERLAD AT — X X 5 Kok

LE,

[Monitor Tools]

&IZ, [Monitor Tools] 7 4 —/V RIZDW TR L £79°,
e [Packet Capture] > [Capture Sessions]( 1-51 ~<—37)
e [Monitor] > [Wireless Technologies Tools] ( 1-52 ~2—27)

[Packet Capture] > [Capture Sessions]

D F T, [Monitor] > [Tools] > [Packet Capture] > [Capture Sessions] .\Z&%H 5 7 4 —/L KT

DWTHAL £7,
7 1-64 [Monitor] > [Tools] > [Packet Capture]
Z4—ILK %A
Name TOX Y TFY By arO—BOL4RIEANNTL T,
Packet Slice Size Nry NEREX Y 7 TF ¥ T HIIE.0 ZATL ET,
(bytes)
File Size (MB) Fr T F ¥ T ANDOBRY A X,
Rotate Files ZOFT v a rBEDI o TOLHEEIL PIRIITEILT 5 T X ¥ 7 F v i3k S
ﬂ\ij—()

NAM OEEIT #E R IZnumber of files)] /XT A—X 2LV . T K nEy —7 A
R E S NVE T, Bz 1E. lrotate ] 7S E T, lnumber of files | 28 2 DIFAH .2 2DOF ¥ 7 F %
77 ANVDPHNEORFEIHEHSNET, 7y MI W2 EWICR D ETIEIHERIOT 7 A
MBRGFESNIRD 7 7 A)VTEDOT OB AR RS ET,

ASR DBEHIT A7y s Z7AABMEBRBLEFT (AL 7 7 AR FEHIN. NFIT EEX
ENnE9),
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Monitor Tools]

7 1-64 [Monitor] > [Tools] > [Packet Capture] (#% =)

74—ILF Bl

For ASR devices only: | e [Packet-to-Sample]:n HH D 7 v b ZF v 7F v L £4, Hl21E.131X.3 >DHD
Ny BT E LW BT,

o [Packet-Rate]:1 BH7=0icx v 7 F v 3537 v b0k R/ME: 1. G872z b
J:0~9),

o [Duration]: 3 ¥ 7' F ¥ 9 % I¢f#],
e [Packets]:F ¥ 7 F ¥+ 25/37 > OB
Number of files NEDORFIHERT D7 7 A0, NAM T35 A4 ADEE D I,

[Monitor] > [Wireless Technologies Tools]

%Az [Monitor] > [Wireless Technologies Tools] (Z& % X—Y DK 7 4 — /L K IZOW TR L
\ij_c)
[Voice Audit] 7 1+ —JL F D &zBA

& DT, [Monitor] > [Tools] > [Wireless Voice Audit] X— D% 7 4 —/L K IZOW Tt
LT,

e [Voice Audit] > [Controller] # 7 ( 1-52 ~<X—)

e [Voice Audit] > [Rules] %7 ( 1-53 ~=2—<)

e [Voice Audit] > [Report] % 7 ( 1-56 ~<—3)

[Voice Audit] > [Controller] 4 T

R D3 T, [Monitor] > [Tools] > [Wireless Voice Audit] > [Controllers] D%~ 4 —/L R iZD

WTRBIL £,
# 1-65 [Wireless Voice Audit] > [Controller] # 7D 2 1« —/L F D5
Z14—ILFK E:
Run audit on WKONTNINDOF T g BBIRL £,

e [All Controllers]: i@ 2> k o —F FRITRETT,

o [AFloor Area]: Fry 77X UZXRNE YT 5% v /XA BV
T4y 7a7 BIOarhe—J %8R £7,

e [A Single Controller]:#% 43452 tn—J% KKy 77X JRA RN
SN £,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Monitor Tools] H

[Voice Audit] > [Rules] 20

R D3 T, [Monitor] > [Tools] > [Wireless Voice Audit] > [Rules] D47 1 — /L FIZ DWW Tilt
L £,

#* 1-66 [Wireless Voice Audit] > [Rules] 27D Z 1« —/L F D5£5

L—IL IL—IL DR
VoWLAN SSID Fi89: VOWLAN SSID B{FET 20 E 5 E MR L £,
N— L DF L 2 —FEFED VoWLAN SSID,

CAC: 7920 B :7920 AP CAC 78 VOWLAN THZIZ /2> TWEMNE 9 naTRL £7,
JL— L DA 2 — P EHED VoOWLAN SSID,

CAC: 7920 Clients FBA:7920 7 Z A7 CAC 28 VOWLAN THEEZIZ/R > TWDHNE I %
L £97

N— L DB 2—FEFED VoWLAN SSID,

DHCP Assignment B DHCP OEI v 24 T2 VoOWLAN TN/ > TNWAENE I AR L
A

= DOF I 22— EFED VoWLAN SSID,

MFP Client FH :VOWLAN T MFP 7 J 147 > MMri#ED [Required] IZERE S LTV 7
W E D M ERERL £,

N— L DOHF L 2 —FEFED VoWLAN SSID,

Platinum QoS 1 : VOWLAN T QoS 7% Platinum (Voice) IZFXE STV DN E ) %k
BLET,

= DOF M 22— EFED VoWLAN SSID,

Non Platinum QoS B JE VOWLAN T QoS 7% Platinum ICRES N TWARWT & 2R L
ij‘o

N—ILDOHF L 2 —FEFED VoWLAN SSID,
WMM Pt :WMM 23 VOWLAN THZHZ/Z2 > TWHNE I 0 EHERL £7,

=)L F—=H: Ry 7FZyr AL [Allowed] £7-1% [Required] %
HIRL £,

JL— L DB 22— EFED VoWLAN SSID.,
CCKM FiBH:CCKM 728 VOWLAN THZNI 2> TWEMNE D N E R L 9,
N— L DF L 2 —FEFED VoWLAN SSID,

CCKM With No AES- for 792x i8] :VoWLAN 1T @ Cisco Centralized Key Management (CCKM) T AES
phones SR AN > TWRNZ 2R L £9, ZO/—/L1%,792x B
)EH T‘j‘o

JL— L OB 22— EFED VoWLAN SSID.,
TSM A : Traffic Stream Metrics (TSM) NA #0772 > TW5H Z L 2R L £,

N— F—%:[802.11a/n TSM] F£7-1% [802.11b/g/n TSM]. H 2 Wi 7
DF v IRy 7 A%F 2L F7,

W= DHENMEDTR < EL 1 DONUREZBIRT HLERH Y £,

DFS #LBH : Channel Announcement & Channel Quite Mode @i 5 T, Bh# & i
oI (DFS) WAENZIR > THDENE I N EMHEL 7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Monitor Tools]

#* 1-66 [Wireless Voice Audit] > [Rules] 2 7MD 7 +—/L F DFBH (F5Z)
)% IL—ILDEEH
ACM TR Iy v a VIR EDIC R o TV EINE D D EHRL T,

JL—v F—%4:[802.11a/n ACM] F£7=1% [802.11b/g/n ACM], & B\ MLl 5
DF =y IRy 7 A&F 2L £,

=L DFEME D7 el 1 OOV RERIRTALERS D 9,

DTPC A BN R E B DB G RNCR> TWDENE S EfEE L £7,

—v F—%:[802.11a/n DTPC] %£7-1% [802.11b/g/n DTPC]. % % VI
FOF vy IRy 7 AF L ET,

=V DOFEIE D7l b 1 DOV R EZRIRTILERH Y £,

Expedited Bandwidth F B AERIE RN AN s TV ANE I D EHRL £,

Jb—) 7 —%:[802.11a/n Expedited Bandwidth] & 7213 [802.11b/g/n
Expedited Bandwidth]. & 2 W Il FOF = v 7R v 7 A& AL £7,

W= DHENMEDTR < EL 1 DONU R EZBIRT LML RH D £,

Load Based CAC AN —2DT R I v g Uil (CAC) DA > T 5L E 90
FHERL 9,

Jb—v 7 —%4:[802.11a/n Load Based CAC] & [802.11b/g/n Load Based
CAC (LBCAC)] DWF NN ETLIIWM G DOF = ViR y 7 A% F L ET,

=L DM D7 el 1 OOV RERIRTALERD D 9,

CAC: Max Bandwidth FH:a—L TR Iy g VElOR K REF $HRIESETICHRES N TWD
ME I M EMERL £,

b F—%:802.11a/n & 802.11b/g/n DR KRGO 7% 2 b K v
J A= T =V AL ET,

=V DEIE: D72 L 1 DOFBMOT —ZEHR/ETHLENRDH Y £7°,
HRh A EOHPHIL 0 ~ 100 % T7,

CAC: Reserved Roaming B a— L TR I vy a VEEOTRFE R — I 7 EIRIE N E YN E
Bandwidth SNTWAENE I EMRL ET,

V= F—Z:Tx% AL Ry 7 22,.802.11a/n & 802.11b/g/n O KFHI
FEHhe— v S HIREO R~ T2 AN L 7,

=N DFHE DR EL 1 DOWIOT — X HHEETHLERD Y 7,
B EO#PHIL 0 ~ 100 % T,

Pico Cell mode 2 B B RBEHIC S TNBE I DEHERL £,

Jb—v F—%4:[802.11a/n Pico Cell mode] & [802.11b/g/n Pico Cell
mode] DWT NN ETIXHTEDOF = v VR 7 A4 L 7,

N—IDFENE D7 LD 1 DONRUREZBIRTILERH Y £,

Beacon Period e —a VEMAETNICEE SN TN D0 E I 0 E iR L £,

J—b F—4:FF Ak Ry 7 A2, 1la/n BL O 11b/g/n O —= > H H
(RUBHEM) Z AL £,

N—IVDOEME DR LD 1 DOWIROT — X EZHRETLHLERH Y £7°,
B2 FFIZ 20 ~ 1000 T, 0 Z AT 20 HIk 2 MR L WA 1E%E
WoOEFIZL F,
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[Monitor Tools] H

#* 1-66 [Wireless Voice Audit] > [Rules] 27D 7 +—/L F DZBH (#5Z)

L= IL—IL DR

Short Preamble Ml lb/g icya—b FUT T AREDTIR > TWDLNE D nE iR L
E3

Fragmentation Threshold BT A T a VBMENBETNCHRE SN TWAENE 5 N EiERL
AN

=) F—=H T Ak Ry 7 AT, 1la/n & 1lb/g/n DT T T AT —
VaBECNA MR EASL ET,
N— DD Eb 1 OO T — 22 BETH2HERH Y £,

B 7p &L 256 ~ 2346 T3, 0 Z AT 20 Ik &2 MR L 72 W iGE 132
MoFEFEIZL E7,

Data Rate T — 2 L= P AETICRESNTNDNE O 1 a iR L £,

1lb/g DT —% L — N E:4 Mbps 777 =V T, [Disabled] . [Supported] .
F 721 [Mandatory] Z3#R L £,

lla 7 —% L — F%E: % Mbps 17 = 1 ¢ [Disabled] . [Supported] . =
721% [Mandatory] Z 3R L ¥4,

Aggressive Load Balancing W T L vy T u— R RIT U TPRENI o THDENE D D E R
L%,

QoS Profile BH:Q0S YT 7 ANNT T AN MENDEREINTWRNT L AR L
7

EAP Request Timeout A EAP B3R A A L7 U F BEUNIHESILTWDENE S N EERL £7°,

)b T — 5 EAP BRZ A L7 0~ ORISR (BHEALD) 2 AL £7,

N—NVDENIE: T =2 EZEZAOEFEICL TV ErERELELY TEEEA,
A7 fHIT 1 ~ 120 T,

ARP Unicast FLBH:ARP =% v 2 N NI/ > TWBE I N EfERL £9,
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M [Monitor Tools]

[Voice Audit] > [Report] 47

D F T, [Monitor] > [Tools] > [Wireless Voice Audit] > [Report] D& 7 4 — /L KIZDW\T

AL £97,
#1-67 [Wireless Voice Audit] > [Report] 7D 7 +—JL F D5E8H
Z4—ILF E L

Audit Status

BEAENTETLTWDLINE I ERL 7,

Start Time and End
Time

T A A OB & TRZ 2R L £,

# Total Devices

S = pik

BEARERICEET 27 A 208 ERL £7,

# Completed Devices

Ve APEREL LD L LT AL R AR L T,

O o be—I9RRERREREGE.TOa L N u—TFOERENATFy T INET, D
L b= LTI = F = IRETINETA,

# Rules GREERICERIRL -V —LOME R L 7,
Report Results
IP Address BEERICESTAary be—S50 IP 7RV 2&RLET,
Rule Zoaryhbue—JZ @Sy —rE R £,
Result W & iz v— v o5 ([Skipped]. [Violation], [Unreachable]) Z~: L £,
Pz EEE@%EE EN— IUBICR =B BFEL R VSR Z DL — LV OFERIIFE RSN E
i,
Details N—NVDOFROFTHEZERL £7°,
FEOEASHIZL—L O [Violation] Th 584 [Details] V> 27227V v 74
L L AR T A ZME N VR E DFEFMNRRINET, V7T R T —
I NEGDED MNP RINET,
Time GREROIA T AR T EREL £,

[Voice Diagnostic] 7 « —JL F M EREA

K DT, [Monitor] > [Tools] > [Wireless Voice Diagnostic] X— D% 7 4 —/L K{ZDWT
AL £,
e [Voice Diagnostic Test List] ~<— ( 1-56 ~—°)

e [Voice Diagnostic Test Report] ~=*—( 1-57 ~<_—7)

[Voice Diagnostic Test List] R—

& DT, [Monitor] > [Tools] > [Wireless Voice Diagnostic] D47 4 —/L KIZOWTHEtBA L

7.
# 1-68 [Voice Diagnostic Test List] X—=D 7« —/)L F D3
T4—ILK B L
Test Name 2k D4R,
Duration of Test 72k NEAT S B MR, RESERERTIE. 10 43,20 4330 43,40 4. 50%5.60 5D
(Minutes) WNCY., 77 40 b OBIRER 10 5T

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Monitor Tools] H

#* 1-68 [Voice Diagnostic Test List] N—D 7+ —/)L F D (% =)
Z4—ILE & BA
First Client 2T7A4T 2 D MAC TRLARZED 7 TAT v M7 vEY a =7 8R4 T

Daryrua—IkE BOO7TAT 2 bOFEMEREFRLET, E. 2 br—F
WEETERWSAIX. e vamr ik BiLizarybe—F8 VAN ENET,
Second Client IT7AT D MAC T RLARZED I IAT M7 uneya=r7Eni-4~T
Darybta—JRF2FBDOIITAT MR HAEEITL.FOFHEMERAERRAL £7,
¥ aryhe—JCBETERWESIT. e a s Skl i-ary fe—5

HLUANEINET,

Start Time T AN SPHAR S VT REA,

Remaining Time T AN DO R,

State 7 Ak OIRHE, [Running],[Completed].[Stopped]. F7=1% [Aborted] @ 4 S>DIRRED
WINTT,

Problem TARNDAT—H A, RIZT AN THEPREENTZZ L Z2RLET, AL, 2 —b

PORMBEP RS NRN ST EFBMT A 2R L 77,

[Voice Diagnostic Test Report] R—>

K DT, [Monitor] > [Tools] > [Wireless Voice Diagnostic Test Report] @ % 7 (22Tl

AL £,
# 1-69 [Voice Diagnostic Test Report] X— D % 7 DEE8H
87 EL:

#=

ZDZTIE3 OOEBUZ I TWET, EFOEBIZIET AN 7 T A7 FOFEMIGRAFRINET . BEA
FOFEEIIIREN R R S, FEOEEICIIIET o r 7 Ay —VRRRINET,

Test and Client [Test Status] (2.7 A b D4R 1 FEOD I FZ AT D MACT RV R 2E DD TAT
Details YFD MAC TRUVATNAR AT T AL AT —H A BIAREZ] 5% 0 KE, 7 A )

M2l OT A RNFEMPRREINET, TANBHB LGS ERIET A NRET LESAS
TEEEL £, FITHOTANE2EILT D [Stop] RF¥ LV BERINET, AT —FRAE
X7 T 47 s DFEMAEEH T 5I1201E, [Refresh Status Tab] R # > 38 L Y [Refresh
Client Tab] R ¥ v 2HEHALET, 77947 bO2—H%4 IP 7L A MAC 7K L &,
Ry — CCX RX— 3 2.802.11 OIREE. 7 2 b =2/ SSID. 717 7 A /L4 AP Ot
RETITAT U N OFMERPERINET, 7747 N OFEMIERE ST 2121,
77347 MAC TRV A2 27U v 7 LET,

Problems [Problems] <~ > i [Test and Client Details] X4 > @O FIZERINET, ZDOXA T

R BEOZWNICEAT 2T X TCOMBERRRINET, ZOXA 05 B &N

ENFET, XNV EREEHTHLEEIH Y EHA, ZOXAUDOERE Y — T HITIE,

NRADONTNDFNE 7Y v 7 L ET, [Problems] ~A D727V vy 7325 & FED

LW EHESE T 72 a VIR ENTF AT 0T Ry J ANFERINET,

F O arvbhe—Jfr—I T oOEEOCEE [From AP information] W MAC 7 K L
A IEMETZ <. 100:00:00:00:00:00 ) L BRI NdZ BB £7,

Logs [Logs] ~<A > i%.[Problems] ~A > ® FIZERENET, 2O 2F. Z 02K HIc=
Yhue—7L WCS TRVEY SNETARTORAye—URERINET, 2OXA

DIEHRE Y — b T DT RA DTN DOHNE 7 ) v 7 LET, 2O 0F, _—Y

ERETHFL2LSTHL S BT EICEMcEFINET,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Monitor Tools]

#* 1-69 [Voice Diagnostic Test Report] X—=MD % 7 D38 (#F %)
57 EX:
Fr—Ft

DR TIF KT TAT U RNOT TV IBIOF TV N T T4y DT T ITRERRENET, T ¥ —
MI 10 I EIcETsET,

Client Uplink and  |[Client Uplink Traffic Stream Metric (TSM)] % — F 12i1Z.CCX V4 DL L& %R — 4
DownLink TSM HII7AT I RFRISNET, TMS 7—213 10 BT L7 my banET,. TSM
Chart with Roaming |F v — i3, —~H DY V=X D A+ Y v 7 BFRE . F ¥ — D [Select Series| K &
VEERHL TEELITESICTE ET,

Client Uplink and  |f[5 = & 12, QoS 735 & 41, [Client Uplink QoS] F v — 2R TF v — M ITFE RSN E

DownLink QoS T, ZOMZ 7 71213.Q0S F¥ — F O E 3 OODTITVNTONMANERIIET,
Chart INGOATIVIE I EFa—LOMEERL ET,

Average Uplink and |[AC Queue] (ZIZ X7y b DX AT L v ) =Dy h OFBRERSNLET, [Select
Downlink AC Queue [Series] R ¥ v &AL T vV — X & A2 EI3EHIcTEET,

Roam History

IOXTINE =T T ANOr = IV T RBEERPRRENET, ZORr—I T T =TI K
Lo —I vV REL KL —I v P BIEROMAERERENET, B —I0 7 F—7 A TIEIROEHRATRME
EhET,

o UTAT U NDOE—I VT NEITEI NI

o UTAT LV NOBE LD AP D4 HI

o UVIAT LV NOBETDOERD Z AT

o JVIAT LU IOBE IOy r—FD IP TR A

o VI AT L NDOBEIED AP D4 Hi

o VI AT LU NOBESEDay I E—FD IP T RL X

s JTATVNOBEROERD X AT

o T— X VT DOREFREEPIL 70K L 7220)

o RMOLGEIT. ZTORMOIHE L L RINET,

Event

[Event] # 712X VU A NRNOEFEFI— RO 7 T AT b & AP ICBEET D A RV MNEEAFR RSN ET, kKO
10 DA FRFERENET, [Client Events] & [AP Events] ® 2 DO A X2 b T—7 L E2FHTE 9, &
Fa—)LED 7 Z A7 FEA DA ML [Client Events] 7 —7 /LI AP A D A< kX [AP Event] 7 —
TNICERRENET,

[Monitor] > [WiFi TDOA Receivers]

WK DT, [Monitor] > [TDOA Receivers] X—T D7 4 — /L RNIZHOWTHAL £7°,

# 1-70 [Monitor] > [TDOA Receivers] 7 7+ —/L F

Z4—ILE % BA

MAC Address WiFi TDOA L v —® MAC 7 R L %,
WiFi TDOA Receiver TDOA L ¥ — D4 R,

Name

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Media Streams] W

#1-70 [Monitor] > [TDOA Receivers] 7 +—/LF (# )

Z4—ILE &% A

Static IP WiFi TDOA V> — DA EZ T 4> 7 IP 7R L X,

Oper Status AT —4 A0 [Up] »» [Down] &R RL £7°,

Map Location WiFi TDOA Vv — D7 a7 v % £ 7 5I12i%,. [Map Location] V > 7

7 Uy 7 LET,

[Media Streams]

K12, [Media Streams] 7 4 — /L K IZOW T L £,
e [Monitor] > [Media Streams]
¢ [Monitor] > [Media Streams] > [Media Stream Details]

[Monitor] > [Media Streams]

R DFE T, [Monitor] > [Media Streams] ~X—Y D% 7 4 —/LKIZOWTHEHL £7°,

# 1-71 [Monitor] > [Media Streams] 7 +—/L

Z4—ILF Bk

Stream Name AF 4T ARV —=LDLEL, AT AT AU —AOFEMEHEZFKRT 5201, [Stream
Name] #27 Vv 7 L £7,

Start IP “LVFX XY AN X AL 7 MEREDNEDICR > TWD AT 4T ARV =200 IP 7R L A,

End IP TNLTXY AR XAV T MERPEDIRSTWDE AT 47 AN —LOKT IP 7KL A,

State AT 47 ARV —LOBEMEREE,

Max Bandwidth | x5 ¢ 7 2 h U — 2 2%V 24T 5TV D I KRS,

Priority AT 4T ARV —=ANICHEESNTWDLTITAF VT B b, 7T7A4FVT 41X 1~8D

FEEOHFETT MENNSWIEE T I9A4F ) T 4 TEm< 0 ET, 22127944V T 4
I b @Em< Al 8 ITmbIk< 2 £,

Violation BERNEELFEBSICETINAT V7 ay, BrRINAMEIZKD LB T,
o [Drop|: EMM 2 HRMERFICA RN Y —AR N ey 7T E3NDH T EaE Rl ET,

o [Best Effort]: @R FEEEFICA RN Y —ANRRA =T +—h 7 JRAZTE—F S
HZ EERLET,

Policy AT 4T ARV —A RU—, BYEAMEIT [Admit] £721 [Deny] T4,
Controllers BELEAT 47 ANV —L%2HTHa2 ha—F 0¥,
Clients HELIEAT A7 ANV —L%MHT27 7472 FDH,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

[Monitor] > [Media Streams] > [Media Stream Details]

W& DT, [Monitor] > [Media Streams] > [Media Stream Details] ~—Y D% 7 4 —/L K iZ

DWTaHAL £,

#1-72 [Monitor] > [Media Streams] > [Media Stream Details] D27 +—/L

T4—ILF B2

Media Stream WDOAT 4T ARU—LBEHREERL LT,

Details e Media Stream Name

e Multicast Destination Start IP

e Multicast Destination End IP

e Maximum Expected Bandwidth (1 to 35000 kbps)
e Operational Status

o Average Packet Size(100-1500 bytes)

e RRC Periodic

¢ RRC Priority(1-8)

¢ Traffic Profile Violation

¢ Policy

Statistics BIRLTZAT AT ARV —bZ2fiflT5arbu—50KkE 5470 FO¥BEFRRLE
T, A b —I3HEI IV 7 THEGRBINLIEAT 4T AN —LEHT 5 ha—
TO—EIT 7 ATEET,

Error ZDOAP DT —Lt3xtSTH7RmT vy T ERRLET,

Client Counts B D7 7 AT v FO¥EFRFLET, 77472 MERIZ RN —20D 7 T 71287
SNFET, BHRX—AD7 77 TE 777 X—=UO LI 6 K 1 B 1 @82 #EE,
48M.3 3 A6 v HNFEBIONALZ L EZEZRTLV 7 N=0380 3, BIRTDH &
FDEAL T —LDOT =PRI HMIGT D7 T 7RERENET,

Failed Client EWEORK L1247 v b OERRLET,

Counts

EEER

e Configuring Wi-Fi TDOA Receivers
e Adding Wi-Fi TDOA Receivers to the Prime Infrastructure Database
¢ Positioning Wi-Fi TDOA Receivers

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF



| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Media Streams] W

[Monitor] > [Radio Resource Management]

W& D7 T, [Monitor] > [Radio Resource Management] ~X— D& 7 4 — /L KIZOWTEI L

*7,
#1-73 [Monitor] > [Radio Resource Management] D2 1« —/L N
Z14—ILFK H:
RRM Statistics DIy b T —72KD RRM X7 —< 2 ADMEHFEHREFZRL. LD T

NF LT AN MZESWTTF ¥y RV EHEOHBZ TRIL £,
e [Number of RF Groups]:Prime Infrastructure 23F/EEH L C\5 RF 7
N—TDE AR R ET,

e [APs at maximum power (a/n/ac)]:802.11 a/n #EMRIC L DT 7 A R A
FRERESTHSTZRBIORIGEEZRRL ZNHDT 7R KA FDY;
e~ L E£9,

e [APs at maximum power (b/g/n)]:802.11 a/n EHRZ L DT /A KA R
KRB THSTEREHOEEGERRL. ENDDT 7R RA L FDOGFTER
L\i—g—qo

e [Total Configuration Mismatches]:24 B 7> TR SN IZRER—
OB AERRL £7,

e [Total Channel Changes]:F v /L2 HH S 72/ ET SN2 b
57°.802.11a/b/g/n MM TOF ¥ FNVELOREERRLET, UK
13,24 KB LN 7 BRo#MICaE s ET, BEOY 7 £721%
[24-hour] ZIDO FIZH DV 2% 7 )y 7 TDHE EDT VEAXRAL MO
HOFEMERT XU NFRRINET,

o [CleanAir Initiated Channel Changes]: CleanAir (Z X W BitA SN 7=F ¥ ® /v
ERGEHRERRL ET,

e [Total Coverage Hole Events]:7 Hff.1 H 24 FEfICH 7B L v ¥ HK—
AR OB ERTILET,

Channel Change Reason FT_XTo 802.11a/b/g/n MHUZSOWNWTTF ¥ FANEHF I NZHBERRL £,

RDINT A—=ZREENTWET,

o EEHLONW ONDERET S EROF v FLMENUESNZT-DICTF v
INVDELTLINELT, MORAN—MHOTF ¥ RVREER LIEDH LT
N Y RZATEHMENT LI AT LOF v RAFENE ELEL -,

o WiFi T+

o HAfif

o« L —X—

e JAX

o Persistent Non-Wifi interference
o FEREWME AN

e Other

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

# 173 [Monitor] > [Radio Resource Management] D2 +—/LF (# &)

Z4—ILF

Bl

Channel Change Causes

802.11a/n DV T 7 4 AN MiEY T 7 2FRLET, VI 713, F ¥ *v
EREMTONTZEEIZESOTHER SN E T, 77 71X 2 DO aE S i,
FREN 24 BB LT BRICRAET DA b &5 & Z BB o ER T
ENFEBOEAEEZRLET, F¥ RNVEREDOK AL MMIFN L O OB HE A
HY . FOEMIZTNALOEBICHEISTONET, Fy MEERa—FiE, A~
VRRRAELFEBOBICEGER L EWHIEEREZbNET,

Channel Change - APs with
channel changes

F v FNVEFFRERZRL ET, T v FAEHEOK A2 b IZiL, Lightweight 7
JEARAKRAL D MAC 7RV ARG ENET, KEBa—FNIZHo>W T, F¥x
VAR N OEAMFEHBIZESNT 802.1la/n 77/ EBA RA 2 MTHEL T
FY RXNVEEDOLZINERINET, ZU Y T 24 BB IO 7 B OHIMIZ
SESNET,

Configuration Mismatch - RF
Groups with Configuration
Mismatches

24 BRSO T 2 EAR—E % RF 7 v —7 OFEMERINICE R L £,

Coverage Hole - APs
reporting coverage holes

BNy Y b ARy R R Y H— L7z (L & U MiE— %) IF Type 11 a/n i<
LoTTIANEY L T &N 5 5DOT 782 BAr k&FRLET,

APs at Maximum Power

HNRNL Y R AR MNCHIGT BT R KRETHEL T\d 802.11a/n
Lightweight 7 7 2 R A F DA ONR—V L T —=VDT 57 4 Nl T as
Loyd 7 Fy—hraFRLET, Py MI24 BB IO 7 AREIOHIMIZHE
SHET,

[Alarms and Events]

&Iz, [Alarms and Events] ®4 7 4 —/L R IZOW Tt L £,
e [Monitoring Tools] > [Alarms and Events] > [Alarms] # 7
¢ [Monitor] > [Monitoring Tools] > [Clients and Users]

[Monitoring Tools] > [Alarms and Events] > [Alarms] 2 7

& D3 T, [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Alarms] # 7 O£ 7 4 —
JVRIZHOWTHBAL £97,

#1-74 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Alarms] 27D 27 7+ —/L F

Z4—ILF E L

Severity KDONTNNDT T — b DEKRE,
e Critical
e Major
e Minor
¢ Warning

e Informational

Message T T =IOV TD Ay B—

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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[Monitor] R—S D274 —ILF JI77L VR

[Media Streams] W

F1-74 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Alarms] 7D 27 v —/L F (# &)
Z4—ILF B2l

Status T T —LDAT—HF A

Failure Source | /<> kDY —2 (4HiIX° MAC 7 R L 2% &) &Rl £,

Timestamp T T — ADFEAL T H IR,

Owner ZOTT7—LEE L THEANOAFI (AT SN 5GE

Category AEAP 2 be—F ALy F X2 VT 42 T 7—aIZH0ETOENIETAY,
Condition 77— LDRIK &g o TR,

Alarm Browser *Y —JL/{—

Change Status

T T—b AT —H AERDNTICEEL £,

e [Acknowledge]: 7 7 — L EBHMTEET, 77 4/ KTl
Browser] X—VIZRK RSN ERA, F &) BENE A DT Z— A1 Prime Infrastructure |
L7 7 7 — AMRBEEAHEHL CERMEADTXTOT 7 —LEMEBTEET,

e [Unacknowledge]: 3" CICRERINE L 72T 7 — A DOfERIGE Z iR CcE £,

o [Clear:#|BIR L7277 —2%2 27 VT LET, 77 —20 [Alarm Browser] 22 b HIRS L E T,
7 Té%’bt77 2% Prime Infrastructure WIZFE A 7007 7 — AKRMEEZFEH 5
E VU TENETRTOT F— A EBRBETXET,

FRENE A DT 7 — AL [Alarm
RfFS N

Assign BRL 727 7 — At L T, Y)’t%%ﬁ’(“é‘ E3
e [Assign to me]: 7 T — A% BHSIZE D YL TES,
e [Select Owner]:77—b7&ﬁ§?ﬁ'bf: 2—HFIZEID Y TET,
e [Unassign|:f8EL 72T EELZ 7 7 — L0 bHIBRL £7°,
Annotation BIRL 727 7 — 2 ZERE AN L ([Post] 227 U >y 7 LET, ANLEERIZTY 7 — 205 4E £
R D EFICRREINET,
Delete WRL 72T T —LZHIBRL £, 7T —LBEDT AL ATHLRIBER AR R L &R

£7,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

F1-74 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Alarms] 7D 27 v —/L F (# &)

Z4—ILE H L]

Email TI7—2DOH TV EERELNVIHESNWTT 7T—AIE ANV BHEREL 7,

Notification | Prime Infrastructure X f8E L 7= ATV DT T — LA NRELZE ZICE T A—VIC L H@m%E
EELET,

Show Koy 7&Zo JVAMIAIROAE T arndv £,

e [Quick Filter]: AJJL72T FANBEENTT T— LR RTIHE Ay JALTHF A%
AL ET,

e [Advanced Filter]: 2D 7 4 V21X EERT 7 — LARBEHEEARILL £3, S F 50
(&L (50 [~THED )| [~TRDD 12 )AL CTHED T 4 — VK E2HR%R
TEET,

o [All: TXRTOT T—LRFRINET,

e [Manage Preset Filter]: UARMRIEL 727 4 VX DFoR & LIRHRTEL 727 4 VX OFRER L O
HIBR2SATRE T,

e [Assigned to Me]: HZICEI D Y ToHNTETRXTOT T —LABRERINET,

e [Unassigned Alarms]:E| D 4 THN TNV RWNWTRTOT 7 —L2NRERRINET,

e Alarms in Last 5 Minutes

e Alarms in Last 15 Minutes

¢ Alarms in Last 30 Minutes

e Alarms in the last hour

e Alarms in the last 8 hours

e Alarms in the last 24 hours

e Alarms in last 7 days

o [All wired alarms]: BT XA ADTRTCDOT T —LANERSINET,

o [All wireless alarms]: 7 A YL X T /XA ZADFTRTOT 7 — AN RINET,

[Monitor] > [Monitoring Tools] > [Alarms and Events] > [Events]

DT, [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Events] # 7 D& 7 ( —
JRIZOWTEBIL £,

#1-75 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Events] # 7D 7 4 —/L F

J4—ILF Bt EA

Description AR N OFEMTERAZTL £7°,

Time AR NBERINEHREERL ET,

Severity AR N OEKEEZRL £, MG/ A 7> 9 1%, [Critical]. [Major]. [Minor].

[Warning].[Cleared]. ¥ 7= (% [Information] T,

Failure Source

AR NDY — A (LT MAC TR 22ET) 2R L F7,

Category A2 b D H A7, [Rogue AP].[Security].[AP] 72 &,
Mesh Links Ay a U7 DER,
Clients 75 4T s DOIEH,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Monitor] R—S D274 —ILF JI77L VR

[Media Streams] W

# 175 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Events] 27D 7 1+ —/LF (%)
Z14—ILF BZLL]

Context Aware A TXANRBERMOBEMERRIL ET,

Notifications

Coverage Hole Event

Access Point
Name

TIRABRAL N,

Failed Clients

IR Y R VIZE DR LT F 4T 0¥,

Total Clients

IR Y R—=NIZKDEEEZ -7 T7A4AT 2 DO,

Radio Type BT LT /AR KA N OERY A7 (802.11b/g £721% 802.11a),
Coverage IRy VL EWEOIEREFERL T,

Threshold

Rogue AP Events

Vendor RETZ7EA RA 2 b DR X —4 %7213 [Unknown],

Classification Type

RET 78R KA hDF A7 ([Malicious], [Friendly]. [Unclassified] 72 &) &~ L £79,

On Network

AREMERED LS ITHAL T ZRL 77,

Controllers

avhu—I RN REEZBRHEL £ L7 ([Yes] £721% [No]).

Switch Port Trace

AAyF F—F P —R 2L > TRENHH S EL 7=, [Traced but not found], [Traced
and found].[Not traced] DWW TRENET,

Radio Type ZORETVEARAL MIEET DT XCOERY AT %Y XML ET,

State 7T —LDWREEZRLET, T RE Yy ZREOAHEIREEIZIX, [Threat], [Alert], [Internal].
[External], [Contained]., [Contained Pending]. ¥ £ O [Removed] 3% Y £,

SSID RIET 7EA RA L MERIZE>TT o —RFRFr A I TNWLH—E X £y ID

(SSID), SSID N7 E—FRF v A F N2 WEEAITZEMIc2 Y £,

Adhoc Rogue Events

Vendor

RET Z7EBA RA2 b DX —4F£7-1% [Unknown],

On Network RIEHRHENED X H TR EL =0 ERL T,

Controllers arvhr—IBREZBRHL EL7([Yes] £721F [No]).

[Switch Port Ay F R—bF P —RIZX > TREPKRHE S EL 7z, [Traced but not found]. [Traced

Trace] and found].[Not traced] DWW TRENET,

Radio Type ZORET 7 EA RAL MIEATHLTXTOERZ AT %) AL ET,

State 7T —LDWREZRL £, 7 KAy Z RIEDAREAIRAEIZ 1, [Threat]. [Alert]. [Internal].
[External], [Contained], [Contained Pending]. ¥ & T [Removed] 3% 9 £,

SSID RIET 7 A RAV FMERICE>TT7a—RF A& THHHP—E R v ID
(SSID), SSID 237 m— R F ¥ A N SRR WIGEITZEMICR 0 £7,

Interference

Detected By FHERHLET NAAD IP 7RV X,

1D FEBRHL =734 20 1D,

Pre Coverage Hole

Client MAC TVHINRNL Y R—=NWICKDEEEZ T2 747 2 D MAC 7 R L A,

Address

AP MAC Address

HUFT BT /R KA D MAC 7R L A,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF




E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

# 175 [Monitor] > [Monitoring Tools] > [Alarms and Events] > [Events] 27D 7 +—/LF (%)
Z14—ILF B
Radio Type HUTDHT IR KA OB Y A7 (802.11b/g £721% 802.11a),

Power Level

TIEARAL N OEEE
50% DES.3=25% ODESH.4=625~12.5% »EH.5=0.195 ~ 6.25% DES).

AL L (1= [{=— R @ED LICHFa Sh i ki, 2 =

Client Type

747 b #A7x. laptop(0).pc(l).pda(2).dotl Imobilephone(3),
dualmodephone(4).wgb(5).scanner(6).tabletpc(7).printer(8). projector(9).
videoconfsystem(10).camera(11),gamingsystem(12).dot11deskphone(13).
cashregister(14).radiotag(15).rfidsensor(16).server(17) T3,

WLAN Coverage
Hole Status

BN Y R—IVDAT—H A EFKRw L ET,

[Monitor] > [Monitoring Tools] > [Clients and Users]

KD T [Clients and Users] ~— T A[RERER EFHAD T AV H L ENHLDT NV E %

[Show] Fay ¥ URENNG

BIRNL 72558 O RIZHOVWTHHL £,

# 176 ISLFr YR, Z1NE
24143 #®R
All T IVT AT RIFTAT U M E2ELTXTDOIITAT b,
EOOBICAN T AV Z T a2 L EERLET, TNTO

SSID 75 . PMIP.WGB, £72i3HA#T A 77 AT hak 4~
Toary bua—=JICERHRSNTZTXITOIZ T AT F &L £7,

2.4 GHz Clients

2.4 GHz EHHIHREZHEHL TWAHTXTOr 747 b,

5 GHz Clients

5.0 GHz SRR ZHEHL TWAHTXThr 747 b,

All Lightweight Clients

Lightweight AP (2 S ncd XTDOI 74Tk,

All Autonomous Clients

Autonomous AP IZERiSNT=T X TD I T A4 T b,

All Wired Clients

Prime Infrastructure 23 ¥4 2 A A v FICEBEESG SN - T X TD 7
FAT b,

Associated Clients

WRAES N TWNDNE DML LT Ry MU =7 XIS TN D
TRTDOITATV FBRERRINET,

Clients detected by MSE

BRI TAT UV RBEIRVAYLR 77470 &5 MSE Tt
SNTTRXTOIIAT ERERINET,

Clients detected in last 24 hours

mE 24 BRI SN =T _XTD I A4T7 v b,

Clients Known by ISE

ISE TRGESNTT RTDO I TA T FRFRSNET,

Clients with Problems

TIVE—FEINTWE—FT RV V—DBETLTWRWITFAT
b,

Excluded Clients

2 hr—JC Lo TR 72, 7T Lightweight 7 A ¥ L &
77 AT,

FlexConnect Locally Authenticated

FlexConnect AP (28t S 4L, 0 — B IVIZEFES N2 947 b,

New Clients detected in last 24 hours

W24 B S NIRRT A4 T 0 b,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Media Streams] W

# 176 OSLFIF YX P T EZ (#FF)
J4IL4 fhR
On Network Clients RAER L UERAZ2ETL TR . T—H 2 EZETEDR7 74T b,

DFY RESINEZTRTCORI > —ZETLTEBY Xy hU—7 |k
WD ITAT S NTT, VAT MNEITAT T AT 4 VAT
v R Tl < #I12TOn Network) & FRrENET,

WGB Clients TXTO WGB 77147k,

T OV VKRR SOT 7B A KA D AP £— FIZ [Bridge]
ERETDHEI7TAT a2 WGB &L THRINL TFERTEE
T, WGB 77 47 > M EREFHRIZT Y v L £, Cisco
I0S 7 78R RAL MEITXT AR 7 A7 > b3 EEE S - i
BI7IATFELTWGB ou— L2 8i-4 2 LN TX F4,
ZD WGB IZoWTHOFHRIZa > b v —F 2z & 41, Prime
Infrastructure & WLC Ol HFIZ7 7 AT &L TEREINET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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M [Media Streams]

WDz, [Clients and Users] 7 —7 /L CHEH AREZ2 S &2 /R L £77,

27

T

Client Attributes

[Clients and Users] V AWM S 7 T AT FERIRTH L ZFD 7T 472 FOEEN
[Clients and Users] U A MZER RSN ET, 7747 MEIMAC 7R L Z&EHL
THRESNET,

[Client Attributes] 7 /v —7" K v 7 ANCRRENDFHFAERIIT ANA ARG ND

— 5. [Clients and Users] U A MMIERINDFHEMIGRIZT —F_X—ADLHEI N

F9, L7 -7, [Clients and Users] V & ~ & [Client Attributes] 7 /v —7 Ry 7 A
TR RRSNDFHEMERNDBVIED Z GG RHD £7,

A TAT 2 NOBE . ZOBHRIIAA Yy TGS ET, £ M A—TIcE
RENDT—HiFX. arbrn—F /ALy F/ISErbA T~y R Tﬂiiéhk?%?‘
T —HTT,

\—h%@uf'ﬂ:ﬂ i /k@77/])7/}‘u£'ﬂﬂﬁ)aihiﬁ—
e [General]: =2 —H%4 MAC 7 F L AR OERFKIEHRZ Y AL %7,

I—FHOBICHD CTAaYEI Y Yy ITH L A= FORET 52— PICT SR
Li—a—o

e [Session]: 77 A7~ BEyvasiE@REY ARNLET,
[Security| (VA YLV A 2 F7AT 2 "BEXOT AT T AT ABRITAT LV NDOR):
X270 AU — FAEEHRIBLRNEAP ¥ 47 % U AR L £,

TATUT AT A4 7T7AT 2 MEGRIES A 70 802.1x. MAC FBFENN A XA £721%
Web uou‘_E0)77/])7/}‘VC‘§— 7’(74/7‘/(744 7747/Fu%@uunf£&4}7
N/A T,

[Client Attributes] 7 /v —7" Ry 7 AZRRENDT —ZIE I TAT U NDEAT D
FOTATUT AT A ITAT U NRODKET AT T 4T 4 7TAT 2 MO
WL TRV ET, TAT 0T 4T 4 7747 FOGEITGRIEAT— X A BERYE
TaryIDREOEX Y T A EREME TEET,

e [Statistics] (7 14 ¥ L A D &)
o [Traffic]: 77 A7 b DONT7 4w ViERERRL TT,

TAXYLA IFGAT U NDBEE IVIFATLY I DN 7 4w 7iFERITars he—F0n5
BELET, ARIZITAT U VNOHE IV TAT U MO T 7 4w Z7EHIL ISE 225 H
BT ALYy TF ETT AT T 4 U T ERB L O OMOME 2 EREE H T
HZUERSH Y £,

75 AT v b OEHE R A S R4 %1214 [Refresh from Device]l #27 VU v 7 L £7°,

Client Attributes
Summary

TIGAT LV NTIHBARALAV M ALy TF bR IIZHIGT DT /N4 AD 360°E = —
ERRTHIIZ.EOT A2 w27 v 7 LET,
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Media Streams] W

47 HTL]
Client IPv6 Addresses |[Clients and Users] U A /& IPv6 7 T A 7> b &BIRTHE 2547 F IPv6 7 F
L ADFEINERENE T, ZOFMERIT. 2> e =I5 EERGS LTV ET,

IPv6 7R L 228 2F# 7 7 47 v s %A 1E. Prime Infrastructure 28 2 A v F O
IPV6 X AN~ T—T DL T7AT L FOT KL AZHBHL £7,

ZOFMICIX ROERDE FNET,

e IPT7RLVR:TAT D IPV6 TR L X,

e Xa—7

e TRV R ZAT

o R HIRERE

Client Statistics ATV MNEFHERITIZBIRL 727 T4 7> N OROIERNEG T E T,

o UTIAT UK AP TV v —v a VG

o 7547 b RSSIEME(ABmM): 7 9 A7 "B T Vv —hENET 78R KA
v TRt E iz RSSI(ZGEBREA 27 —&) DBRE,

o V54TV FSNRERE: 77 ATV ERTVvz—bhENET7®A RA LT
M Ehs= SNR(ZZ 47> F RF vy ar DESHESLL) OERE,

RSSI 35 XY SNR @ EKE L ~LiE, [Normal], [Major], [Minor], %72 1%
[Critical] & L T/RSVET,

o EZENABNKDpPS): TR SNTET 7 EA KA N TEZFE LI ANA N,

o EZERTYNEW): TV VIR NINTETIEA RAY R TEZE LNy
3

o MREFT—X L—Fh

777 EIZ~w TR =Y )IVEGDOED L EOMOFIHIERPBRINET,

ZOERII A ETIT AT TITTTRARINET, FEIZOW T, TBEEE |0
[ Interactive Graphs | DIHZ BB L T2 &0,
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E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

27

B

Client Association
History

[Association History] % > v =L MMZIXGBIRL=27 T4 7 ho@E 10 07 Vv
T— g VEFRICET AR A E R SINE T, ZOBERITI. V2 TAT RO T TV
Va—T AU TIENODZERNBYET, Z0B IV a R I TAT Y P BIEFICR
AEENR ST BAITEMO E IR 9,

P L M (B 2 X [6h]. [1d]. [1w] 722 &) K OBELE I L Y ([Client Association
History] &% — F BIEL < BRENZWEHEERH D £,

- BV ITHIITTAT U NBBEEMTFONTET 7R KA b (Y #ihic
oy R)DOEN S Bz TW5,

- BIEMT R A N BT RRERAR A s (X Ec T my N %A 120 2%
TW5,

o UIATUN TYVE—vaBRE(TAYLA 7T A4T 2 NOBEE)ITIT RO
WG ENET,
- TV T—arDaR LY
- 7Y vxT— 3 DO
- a—H¥4
- IP7RL =%
- TI7BABRALV ML (TATXYV R ITAT 2 NDOGHEDHR)
- TI7RBARANearbwe =4 HE BRI TAT L NOHEDIHR)
- w7 O ERI 74T v N OHEDH)
- 2L FE—FKL(UAFXYL R ITS5ATL NOBEEDHR)
- SSID
- Yubkan
- N7 4y 27 OE(MB)
- RAN4

- B=XVITHB(2 P B =T SRS RSB T E—g
PR L7272 L)

[Current Associated Clients] 7 — 7 /LDl Z B0, HIBR A~ Z HITIE RET A 2>
27Uy 7 LET, RET A A 2L TEMTELZHLVLRT A—=ZDBAIZHON
TIX TESEHIA H | D T Configuring the List of Access Points Display| % Z ML T Z 30,

Prime Infrastructure (X.7 7 A A2 b OFEEMS T 2Oy gL TL
A=t LFET, ZOHEBIZKDO LB TT,

e WLAN TOEv gy ZALT TR

o REHDA L Z—T A RAIZLBIKEHIL L
o UFGAT U INRE—I LT H

o JT7A4T v KT ANRDELE

IITAT N RIANRTOT—HEF{b=T—

Client Event
Information

[Client Details] ~*—® [Client Event] # v =L v MZiZ. A X b X AT A
YEORABRE ZDOIFTAT U DT RTDOANRY S RFIRSNET,
AR BATOFFEMERRTDINE AR 24T %227 v 7 L ET, FEMIZON
T, [BEIE H | D [ Monitoring Failure Objects | DIHZZ ML T E 30,

Y
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| #1FE [Monitor] R—=SDI74—ILF YIT7PLVR

[Media Streams] W

27 E:
Client Location BIRL = I9A T FOWRDa Y — gy NI A—ERNEREINET YT IHHE),
Information

e [Map Areal: 7 7 A4 7 > k B ITHRE S Lz~ > 7 ik,

e [ELIN]:B&usr— 3 L& S MSE k> THRINS B ERZ T A7 b
DIHHEH S NET,

o [Civic Address]:[Civic Address] ¥ 72 B 7 4 —NKiZ,. 77 AT+ k@ Civic 7
RUANRA A= R ESNTWAIEAOHEATSIET, MSE IZL > TS5
BRI TAT U FOHRTHEH S ET,

e [Advanced]: 7 7 A4 7 v F DOFEMIE R, ZDOXTIZHDLT 4=V RIX. 7 TAT b
®D Civic TRV ABRA LV R—FENTWDEEAEDHRANENET,

77 A7 h® Civic fEHRO A AR — ~ OFEMIZOWTIE, B H | DT Configuring a

Switch Location] DIRZ SR L T30,

Wired Location History

BRI AT vy houlhr—ya v BRERPERTEXET,

G 74T MEMSE ICE > THRHHENTWAORERH Y BRI T A7 FOJE
JEA MSE CHMMES N TV A LERD Y £3,

II7AT Y MCETLDZROn r—2 a VBREEWMDA R RIS NLET,
o FALRZLT
o REE

o K—hF ¥4

e Anmy b

o TV a—/b

e FA—F

o Z—Y4

e IP7FRL %

e XAvF IP

o H—n%

o vy IE

o #Wiimsr—ar

Wireless Location
History

TAYL A II5A4T v ouyr—ya VBREAPFRRITEXET,

TAYXYLA 7747 MEMSE ICLo TRIBENTWOILERHY G774
7o DIEEN MSE THMES N TV D BERD Y £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E1E  [Monitorl R—=S D7 4—ILF UI7L VR |

M [Media Streams]

27 Bl
Client CCXv5 CCXv5 7 F A7 > hid. v A= A#fd Extensions Version 5(CCXvS) %R — k4% 7
Information FATY N FAALATT, CCXVS 75 AT v MZEAEDOLR—RIZED 75472k

DEWEBL NN T TNy a—=T 4T a2iibd 57 747 hOFEMB RS ET,
CCXv5 LI MIZ.CCXVS 7 747 FDOHBEDHFRINET,

o [Organizationally Unique Identifier] :IEEE 2 & - THEI Y 24T 5 37z fHLi% E A 755
T MR Y N T — 78T NAAD MAC 7 R L ADERPID 3 54 Rk,

o [ID]: x> bU—2 THT ZOREEE 1D,

e [Model|: Bt xy N —2 THTHXDETIL,

e [Serial Number]: x> NV —2 TH T XDV ) TILEFR,

e [Radio]: 7 Z 47 v h OEROFELE,

e [MAC Address]: 7 7 A7 > MiZEI D ¥ THNI MAC 7R L A,

e [Antenna Type|: R XY N U —27 THE PR ITERIND T T T OFEHE,

e [Antenna Gain]: R Ry b U — 7 THE ARG ESNDIEBEEET T O — 7
7A(dB) BEXORFEET T O A 2 (dBi), 7 A i 0.5dBi Of5%k
THERLET, BHME 413.4X05=2dBi D75 A THDHDZ LEZEWL £,

e [Automated Troubleshooting Report]: &7 A b WETENZHBE. ZDOLHR— b
I HEN N T T a—T g7 ousThD
AUTO_TS_LOG<ClientMac>.txt O inE /RS ET, BEfbS 7T A R A
FITENTWARWEAIT. [Not Exists] NFERrEN£9,n.

o #7/J(dBm)

Client CCXv5
Information

[Radio Receiver Sensitivity]: IROfE#HZ ZTe VA VYL XA Ry NU—2 TH T Z D%
RIEEDBEN TR SN ET,

* Radio

o T—X L—F

o /I LUK RSSI

[CCXVS5 Capability Information]:CCXv5 7 7 4 7 > MMZBR Y | Capability
Information /X7 A — ¥ NERINET,

e Radio
e [Client Status]:%Zh % 7= 1% %A%,

e [Service Capability]: &= . AN =7 (—~HMETA A ZT7 7T 47 (W
A) BT A7 & OY—E RAFEEE,

[Radio Channels]: 5% 43 5 & MO F ¥ XL 2B L £7,
[Transmit Data Rates]: &M DIk — % L — F (Mbps) Zakhl L £9°,
[Transmit Power Values]: IR Oz STk (5 E 12~ L £7°,

o EHRE—F

¢ Radio
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CHAPTER 2

[Configuration] R— D7 4+ —ILF ) D 7L
A

Z O T, Cisco Prime Infrastructure U U —2* 3.0 @ [Configuration] ¥ 7 2% 5 X—T D
K7 4=V RICOWTHALET, ZOEITIRONETHELINTWET,

e [Features and Technologies] 7 - —/L K ®OFifA
e [CLI Templates] 7 « —/L K O

e [Wireless Configuration] 7 « —/V K ®#iA

e [Compliance] 7 « —/L F OFiH]

e [Plug and Play Profile] 7 1 —/L K O]

e [Mobility Services] 7 4 —/L K OFiH

[Network Devices] @ 7 « —JL K DERER

%1z, [Configuration] > [Network Devices] X—Y D& 7 4 —/L R IZOWTHBAL £7°,

[Wireless Controllers] > [System] > [AP 802.1X Supplicant Credentials]

3 2-10 . [Configuration] > [Controllers] > [Network Devices] > [Controllers] > [AP
802.1X Supplicant Credentials] _*—Y D% 7 4 —/L K IZHOW T L £9°,

& 2-1 [Wireless Controllers] > [System] > [AP 802.1X Supplicant Credentials]

J4—ILE B

Template Basic

Name TrT L — b O4HTE AL £,

Description (A7va)TrFr—rOFAEE AL 7,

Tags 47 % 1 DU EADLET. 77— DI N—FciZF 72 AL E . 7 7L —

M7 2 ERT D HETZ RO 2@ H0 £,
o FUTL— DIERIRFIZZ V2 ERT 5,
e F721%.[Template] BT AR—D FIdH D [Tag] 7 A 2> #HHT 5,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Network Devices] ® 7 « —)L K D ZiBA

& 2-1 [Wireless Controllers] > [System] > [AP 802.1X Supplicant Credentials] (§ &)
J4—ILF EL:

Validation Criteria

Device Type Ruoy ¥y YURARBE FALR FATEERLET,

Template Detail

Global Supplicant | Z'm— )L B F U B b ZJULF ooy VEBINCTAITIZ. 204 T a 28U £7,
Credential

[Wireless Controllers] > [System] > [AP Timers]

3% 2-2 . [Configuration] > [Network Devices] > [Controllers] > [AP Timers] ~— D%
T A= RIZOWTHAL £,

7 2-2 [Wireless Controllers] > [System] > [AP Timers]

Z4—ILF ErL):

Access Point Mode |[Access Point Mode] % H#f12 A1 &L E 7, [Access Point Mode] #IDO4&fEiL, V> 7
TT, V%7 Y v 325 L [Controller Template access point mode] ~<X— 23 FKIR X

WET,
* [FlexConnect Mode]:FlexConnect E— K 7> 7L — R ZRET HITIT. 2DV 7%
7y 7 LET,
e [Local Mode]:m—H/v £T—F Uo7V — b E2RETDHINX. 2DV 7% 70 w0
Lx7,
Applied to WLAN 7> 7L — &b a2y ba—T70ENRFERSNET,

Controllers

Applied to Virtual |a> he—F o7 L — b BREASNDEER AL OBEPERENET,
Domains

Last Saved At T — N PRBIRESINTZHAREFRRL 7,

[Wireless Controllers] > [System] > [AP Timers] > [FlexConnect Mode] > [Edit]

3% 2-3 Tix.[Configuration] > [Network Devices] > [Controllers] > [AP Timers] >
[FlexConnect Mode] > [Edit] X—Y D% 7 4 —/L FIZHOWTHBAL £7°,

#* 2-3 [Configuration] > [Network Devices] > [Controllers] > [AP Timers] > [FlexConnect Mode] > [Edit]
Z4—ILF A

Template Basic

Name T — b OAFTIEATIL £,

Description (FAFva)TrFr—r0@HEANL T,

Tags 7% 1 DU EANLET . T T —bD 7 N—TZ T 2EALET . 77 L —

M 7 #FERT 5 HFEZ KO 2BYH 7,
o TV —FOERKFIZY 7 #ERT D,
o F7ziX.[Template] B NN—D FiZH D [Tag] 7 A2 2T 5,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[ 2-2 | |



| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Network Devices] D7 ¢« —)LE Dgen W

#* 2-3 [Configuration] > [Network Devices] > [Controllers] > [AP Timers] > [FlexConnect Mode] > [Edit] (# &)
J4—ILF BIL

Validation Criteria

Device Type Ruoy ¥y YURRBE FALR FATEERLET,

Template Detail
Access Point Mode |[Access Point Mode] (ZHEIMIC AT SN ET,

AP Fast Heartbeat |AP S@#N—FE—FDEZ A LTI N EHDCTHITIZ.ZOF v IRy 72 AEF N0
Timer State F4,

[AP Fast Heartbeat Timeout] |ZfE& AL £, F2h72&HIX 1 ~ IS BT, 77 41
FiX 10 BT #ERSNDZ A LT MEZRIORL £,

e 7500 vV —X arbur—7:10 ~ 15 ®

e U U—27.0.98.0 L[ 5500 >V —X artr—F:10 ~ 15
e JUU—27.0.980LAED 5500 >V —X artr—7:1 ~10F
Tofoarhr—7:1~ 10 %

[Wireless Controllers] > [System] > [AP Timers] > [Local Mode] > [Edit]

# 2-4 T, [Configuration] > [Network Devices] > [Controllers] > [AP Timers] > [Local
Mode] > [Edit] =Y DK 7 4= FIZHOWTHAL £7°,

#x2-4 [Configuration] > [Network Devices] > [Controllers] > [AP Timers] > [Local Mode] > [Edit]

Z4—ILF e

Template Basic

Name TrT L —bhOAHTE AL £,

Description (A7 a)TFor 7L —hOHBEEANL 7,

Tags 7% 1 DU EANLET T 7L — DT N—TiZZ 4 7 =R LET . T T —

MZZ T E2FEHT 2 HEIE RO 28D H Y £,
o TUTFL— b DIERIFICZ Z EAERT 5,
o F72iX. [Template] B NN—D FiZH D [Tag] 7 A2 2EHT 5,

Validation Criteria

Device Type
Template Detail

Access Point Mode ‘[Access Point Mode] (ZHEHIC AT SN ET,

Rry 72y VAN TNRAA ZAT @R £7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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B2

[Configuration] R—S D74 —ILF YI7L YR |
W [Network Devices] ® 7 « —)L K D ZiBA
F 24 [Configuration] > [Network Devices] > [Controllers] > [AP Timers] > [Local Mode] > [Edit] (# )
Z4—ILE BTL
AP Fast Heartbeat |AP S@#i N N—FrE—FDZ A LTI R EHDCTHITIZ.ZOF v IRy 7 A EF N0
Timer State *4,

AP Fast Heartbeat

[AP Fast Heartbeat Timeout] (ZfEAZ A1 L £ A2 &L 1 ~ IS TT, 7744 h
Timeout

X 10 BT RSN X A L7 7 MEZRIRL £7,

e 7500 vV —X zbr—5:10 ~ 15 %

e JU—2x17.0.98.0 Lgiod 5500 vV —X arbtue—7:10 ~ 15 %
e JU—2=70.098.0 LD 5500 YV —X ariu—7:1~10%
Fofoaryrae—5:1 ~ 10 #

[Wireless Controllers] > [System] > [AP Username Password]

# 2-5 T.[Configuration] > [Network Devices] > [Controllers] > [AP Username Password]
N=VDKT 4 —/LFIZOVWTHBIL £,

[Configuration] > [Network Devices] > [Controllers] > [AP Username Password]

#F 2-5

Z4—ILF

A

Template Basic

Name T — N4 EATILET,
Description (A7 ar)To7r—bhOHBEEANL 9,
Tags

27 % 1O EANLET. T L — DI N—FIIZEZ T2 FERALET. T 7L —
MIZ 7 2@ RAT 5 HFEZ KO 2EBYH £9,

o TUTFL— b DIERIFICZ Z EAERT 5,
o FE7-1%.[Template] B NN—D FiZdH D [Tag] 7 A 2> 2T %,

Validation Criteria

Device Type
Template Detail

AP Password

Confirm Password

FryZZ T URARNG TR ZAT 2RI £7,

a b= BT LT RNTOT 78 A RA FBWERTEIZAT—RE2 AL ET,
TIEARALAL NONRAT—REHANLET,
Cisco 10S AP OE&IZ. AL/ S AT — R BNUETT,

Cisco IOS 7 7R R A N OBFEIFX AIME AT =R AN L CTHRTHILERD Y
\ij_o

Enable Password

Confirm Enable
Password

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Network Devices] D7 ¢« —)LE Dgen W

[Wireless Controllers] > [System] > [DHCP]

# 2-6 T.[Configuration] > [Network Devices] > [Controllers] > [DHCP] X—Y D% 7 4 —
JVRIZOWTHBL £797,

#2-6 [Configuration] > [Network Devices] > [Controllers] > [DHCP]

Z4—ILF A

Template Basic

Name T T —bhO4RTEATIL £,

Description AFvar)Fr7Lr—r0ORBAEATL ET,

Tags 47 % 1 DU EAALET. T 7L — b7 =3 ¥ 7 2HL 9.7 7L —

M7 2 ERT D HEZ RO 28D H0 £,
o TUTVL—bOERMIRIZS T 2T S,
e F721%.[Template] BT AR—DTFIdH D [Tag] 7 A 2 #HHT 5,

Validation Criteria

Device Type KRy 72y URARNNL TNAR X AT HRIRL £7,

Template Detail

DHCP Option Fuay 72 U e [AP-MAC]. [AP-MAC-SSID].[AP-ETHMAC]. £7-1%

82 Remote Id field |[AP-NAME-SSID] ##R L £,

format

DHCP Proxy DHCP 7 uxs ZHNTHIE. ZDF 2y 7Ry 7 Z& A2 £, DHCP 73

vinarhta—7 ETCHEDIIR o T DEGEARIT. 2y e =X T2 74T b
REFHYP— 3~ DHCP RPN z2=F vy A ENFET . D72<EH 1 20 DHCP #—-
N.WLAN &7 Vv z—h &N A 2 F—T =4 A WLAN BETHREENTWHMLE
BHYEFT.DHCP 7uXx L. 7 7 4 /V F TENI /2> TV ET,

DHCP # 427 v | |[DHCP Timeout] Z#HALTANL £9, ZORMEZEE 5 & DHCP ZR3 % A L7 D
FENET. T 7 ANV EREITS TT AREOFMIL 5 ~ 120 T,

DHCP # A 7D Mix, VYU —2X 7.0.11474 LIfFO =2 fr—F CHEHINET,

[Wireless Controllers] > [System] > [Dynamic Interface]

3% 2-7 <.[Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface]
NR=VDET 4=/ RIZHOVTHHAL £7,

* 2-7 [Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface]

Z4—ILEF e

Template Basic

Name T 7L —bhO4RTEZ AL £,

Description (AT ar) T 7T —bh0OHHAEANL 7,

Tags 57 % 1 DU EANLET. Ty — b7 —7ci34 7 &AL ET. 70 7L —

MZH 7 E2FHT 2 HEZ KO 280 H Y 5,
o TUTVL—bDOEMKIZSY T EERT D,
o F72iX.[Template] RBEN—D FIZH D [Tag] 7 A2 2EHT 5,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

#2-7

[Network Devices] D 7 « —JL F D REA

[Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface] (# &)

Z4—ILF

A

Validation Criteria

Device Type

KRy TH L YRR DL FALR X AT ERRL £,

Template Detail

Interface Address

Guest LAN AVE—T 2 AAEAHRELTY—2T2EL. 20T v IRy 7 A%EF L £7,
Quarantine VLAN Z#ET A2, 20F v IRy 7 A% F 2L F9,

Netmask A B —T A ADFRY N AT TRLAEZ AL FET,

Physical Information

LAG Mode Vo2 7705 —=2ary(LAG) BT HIX. ZOF =y 7Ry 7 A%t C L £,
Primary Port TI7A<) R—1+FZFEANLET,

Number

TIAVBLOED F Y OR—FF 1L Cisco 4400 > ) —ADT AL A a2 b
H—F IZDHRFEL T,

Secondary Port
Number

v A= EANLET B ZY R—MNI.TT7A4A~Y R—FBRF¥7 LT
HEXIAVE—T oA RZLVEHSNET . 77 A4~Y A—FRHET 2771 7{bsh
% &, Cisco 4400 > U —X Wireless VA ¥L A LAN a2 ba—FiZ A X —T A A
7A=Y R—FIZRELET,

AP Management

TIRARAL SOEREENCT AT ZOF 2y IRy 7 A4 L 9,

DHCP Information

Primary DHCP
Server

75 4 <1 DHCP y— D IP 7 KL 2% AHL £7,

WINS Server

tH %Y DHCP =D [P 7RV Z&Z ASL £,

DHCP Proxy Mode

Fay7&Zo UARNS DHCP 7uxy E—ROZ A P2 EIRN L £, 1 The/ il
I% [Global].[Enabled]. ¥ X Ot [Disabled] T,

Enable DHCP
Option 82

DHCP VL — =—V x MERF S a v EHENTTAITIZ. ZOF =7 Ry I A%
FoAz L FET,

Enable DHCP
Option 82- Link
Select

[DHCP Option 82 - Link Select] Z AT AT, Z2DOF 2w 7Ry 7 A&EA 2L
ij‘o

Link Select relay
source

[Select replay source] K v 7 X 7 UARNLEEZ®RIRL £7°,

Enable DHCP
Option 82-VPN
Select

[DHCP Option 82 - VPN Select] Z NI 51T 2D0F =y 7Ry 7 A%FIZL
i—g«o

VPN Select-VRF
Name

VPN Select-VPN
1D

Access Control List

ACL Name

[ACL Name] Koy 7 X2 URALDOERFADOLAAIOY XA MPOAFTZRRL £,

mDNS Profile

[mDNS Profile] K w74 7> U2 b6 [mDNS] 77 7 A VEBRL £5.7 7 +
)b DA T = i [none] T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Network Devices] D7 ¢« —)LE Dgen W

[Wireless Controllers] > [System] > [Dynamic Interface]

# 2-8 T.[Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface] ~=—
DR T 4 — IV RIZOWNTHIAL 9.

#2-8 [Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface]

Z4—ILF A

Template Basic

Name T T —bhO4RTEATIL £,

Description AFvar)Fr7Lr—r0ORBAEATL ET,

Tags 47 % 1 DU EAALET. T 7L — b7 =3 ¥ 7 2HL 9.7 7L —

M7 2 ERT D HEZ RO 28D H0 £,
o TUTVL—bOERMIRIZS T 2T S,
e F721%.[Template] BT AR—DTFIdH D [Tag] 7 A 2 #HHT 5,

Validation Criteria

Device Type KRy 72y URARNNL TNAR X AT HRIRL £7,
Template Detail

Interface Address

Guest LAN A B =T 2 A RAEARELT—7FTBIUNI. ZOF =2y IRy 7 ZAEF 2L 1,
Quarantine VLAN Z#E+T 5123, 20F =y 7Ry 7 A EF 2L £77,

Netmask A B —T A ADFY N vAY TRLAZ AL FET,

Physical Information

LAG Mode V7 7705 =2 a v (LAG) ZANITHIIE.ZOF = IRy J A% F UL 7,
Primary Port TIA~Y) R—brEFEANTILET,

Number

TIAIBIRNEHIZ Y DOR—FFESIL.Cisco 4400 >V —ADU A ¥ L A 22 b
02— FJIZORFEL 7,

Secondary Port Tho A R—=b 2 ADLET, O F) R= I 7T T4~V R—=FrRNE7 LT
Number HLEEWCA VA =T oA RZEVEHENE T, T T7A4~) K= DBHFT 77 47L&
% & . Cisco 4400 > U —X Wireless VA ¥L A LAN a2 b —Ji X A X —T =14 A
7T 4= R—FIZRLFT,

AP Management TIERARAL FNOEBRELGNNITHINI.ZOF =y IRy 7 A4 L 7,

DHCP Information

Primary DHCP 77 4~1Y DHCP +—2D IP 7R L A& AN L £,
Server

WINS Server tHZY DHCP 4— 1D IP 7R L Z2&Z AL F7,

DHCP Proxy Mode |k woy 7% U Zh/es DHCP Yuxy £—F DX A F&2EIRL £, i aThe 2l
I% [Global].[Enabled]. ¥ & T* [Disabled] T,

Enable DHCP DHCP VL — =2— 2y MNERLT T a v 2 HNCTAIZIZ.Z2OF v 7 Ry 7 A%
Option 82 FC L 9,

Enable DHCP [DHCP Option 82 - Link Select] ZHZhZT DI ZDOF = IRy 7 A%EA 0L
Option 82- Link F4,

Select

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Network Devices] ® 7 « —)L K D ZiBA

& 2-8

[Configuration] > [Network Devices] > [Controllers] > [Dynamic Interface] (# &)

Z4—ILF

A

Link Select relay
source

[Select replay source] K X7 URARNNLEEZRIRL £7°,

Enable DHCP
Option 82-VPN
Select

[DHCP Option 82 - VPN Select] # AT 221X 2 DOF =y V7 Ry 7 R%A L
\iﬁ_c

VPN Select-VRF
Name

VPN Select-VPN
ID

Access Control List

ACL Name

[ACL Name] Koy 7 X2y URALDOERFEAOLHAIOY XA PO AFTZRRL £,

mDNS Profile

[mDNS Profile] K v > 747> U2 bt [mDNS] 77 7 A VEBRL £9.7 7 +
VDA T a1k [none] T,

[Wireless Controllers] > [System] > [General] > [System Field Descriptions]

7% 2-10 T.[Configuration] > [Network Devices] > [Wireless Controllers] > [System] >
[General] > [System] X—Y D% 7 4 —/LRIZHOWTBAL £,

#* 2-9 [Wireless Controllers] > [System] > [General] > [System Field Descriptions]
Z4—ILF BT
802.3x Flow BN E TS,

Control Mode

802.3 Bridging

CEIEYSES 3

Web Rafiius. [PAP].[CHAP]. £721% [MD5-CHAP] %Zi®{R L £,
Authentication e [PAP]:/SAT—F#AT B k2L, 7 VT F% Ak Ca—PH#H (2—F45 L0z
T — ) R E(E S HRGET 5,
e [CHAP]:FxvL > ¥ N Ry oA 7T v b 2L, 2 —WEH A2 %G H IR 5T
5 RGEH
e [MD5-CHAP]:Message Digest 5 ¥ L > ¥ N Rz A Z58GE7 v ks 21, MD5
TIX./SATU— KT Message Digest 5 7132 ) XL &2MHAL Ty a3 ET,
AP Primary 30 ~ 3600 FPoofEx AL £797,

Discovery Timeout

TIRARALNINY I T arban—0) AEHEFL. VAN EOKZZ MY
WL CEMNC T T A< T AIRVEREEEFELET RESNTWDEEHEE. 7T A
U TUARADNYVBERIA—II. T I7EBARAL IO T T4~ F 4 AHNYHR
WKL CTINET AR ZHBEL £9, ZORMZBEA THIGEN2WERIE. 7 78R KA
VRNEEOa =TT ERTERWVWERZL RICVARERTWE Y FhRr—F )
S5DOT 4 ANV IEEEHL ET,

CAPWAP
Transport Mode

LAY 3 F70130 A% 2,55/ >0 T, Lightweight Access Point Protocol Transport
Mode] #ZH L T2 S0,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

& 2-9

[Network Devices] D7 ¢« —)LE Dgen W

[Wireless Controllers] > [System] > [General] > [System Field Descriptions] (# &)

Z4—ILF

Bl

Current LWAPP
Operating Mode

HEIRICREAIAENET,

Broadcast FEESIEN e N
Forwarding
LAG Mode LAG # #2129 % 121X, [Disabled] Z @R L 7,

V2 788 (LAG) 1%, 802.3ad A — MEKIEHEOH SR EETT . 2 e —F 03T
DTF 4 AR I Ea2—vay VATAFR—F0N 1250 802.3ad R—hF FrxMilE Db
NHE5OT. a2y hva—90OR—FDORTEICHLERIP TRV AOREWLT I ENTEE
T, LAG BDEHTHL%GE . A — N OILEHITEINICEEIN. 7782 KAV M2 —
P IEHEEMICE—RF XTovrranEd,

Cisco 5500 B3 L1 4400 >V —X v bue—F Tk LAG X7 7 v s TEMLE TN
9%, Cisco WiSM == = —F B L O Catalyst 3750G # &M LAN = ha—F
AAyFOaryta—JTET 74V hTHEMMESNET,

Ethernet Multicast
Support

e [Disable]: = h @ —F TOV/LFF ¥ A~ R — s EZEHZT HEEITHTIRL £9,

o [Unicast]: v AT ¥ ¥ A b X7y b EZELEBAIC. 2L b u—F53ry b T Y
VE—FSNET I ER BA L T RTUITHEERT D AR L £, FlexConnect
. 2=F ¥ X E—FOHEZHR—FLTVET,

e [Multicast]: 2> h B —F TCOVATF ¥ AN $R—KZ2HNTHHEITEIRL £,

Aggressive Load
Balancing

B EIXES, 0 — R RNT7 v T OFEMIZ oW Tkl Aggressive Load Balancing) % %
HL CTL<7EEn,

Peer to Peer
Blocking Mode

e [Disable]:RAILY 7 Xy bV TAT MIZoaryvue—J%FHL CEEL £7.
e [Enable]:[MILY 7y bDIFZ AT MIELV~VONL—2%2HL CEEL £7,

Over Air Provision
AP Mode

BN E 7213,

HEH TS oY g =27 (OTAP) 1%, Cisco 5500 3L 104400 >V —X = he—5 T
AR—FENTWET, ZOKENa be—TF L THEMICEND E. T Vv o— &7
TR RALFTXTUIY AL A CAPWAP £721% LWAPP XA/ /3— Xovb—T %1%
BLHLWT Z7E2RA RA MEIZINOGD Ay =Y nbarybe—F0 P 7RV 2%
ZELET, ZOWEIXT 74V F CRESHTT, T XTOT /A KA a2 A A —
NT LTV EHDOEFIZL TBWTLEE W,

arbhr—7 T OTAP 8L T 7 78R RNA b ETid OTAP IZEL T2 Y
FHAOTAP 17 78R RA v b ETEGLTE A,

AP Fallback

3 E T IR R,
AP 74— N Ry JEFINTDHE . TT7A4~) arbe—J0&EE NMINsNEZT 7 &
ARAVEINTTA4=Y) ariva—J0ERKERRICAEBNICT—EXIZEDY £7,

AP Failover Priority

EERrI ER e N

TIRARAL FDT = — VA — N ERERGE AR ET S I121E, £7° AP Failover Priority
HEREZ AN T HHE R L Y 3, 58I2-DCTix, TAP Failover Priority | &ML T< 72
é l(\O

Apple Talk Bridging

CEIEIEES 38

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



B2

W [Network Devices] ® 7 « —)L K D ZiBA

& 2-9

[Wireless Controllers] > [System] > [General] > [System Field Descriptions] (# &)

Z4—ILF

A

Fast SSID change

BN E =135,

2> b m—Z kT Fast SSID Change 372> TWb & XX, 77 A7 hix SSID
MTBEHTAZENTEET . V7747 ER®R7e5 SSID OF LW Y yo—va vk
EETHE A e —FDWET—TNDITAT N TR URT YT EINTHL B
LW SSID 27 7 A7 > hABIMEiE 7, Fast SSID Change W5 & &L, 2 b a—
T EOBERBNRR L2 Tr 747 MMZH LW SSID ~OB8E &2 L £,

AN DL 77472 Mid SSID M THEReZIE &AL hrEFIicas b o—J I IZhkF
(ZHERE L £

Master Controller
Mode

VERA I E s

VA — arihe—J 3 BE. BN EZRXYy N TEHE WD v AX— 3
Vhue—FOREX. VT —bFEZITOS a—F07 v 77 L — KR BBIRJICES T
D E9,

Wireless
Management

CEIEIEES 38

ACL Counters

AN ETITED, © v UL [ACL Rule] ~—VIZRRrENET,

Multicast Mobility
Mode

CEIEIEES 38

Default Mobility
Domain Name

NAA AL ET,

Mobility Anchor
Group Keep Alive
Interval

IIAT MBI OT 7R KA O AR D FTITHFAT S5 EBIERHE 2 A
LU FET, 5/ >V Tk I Mobility Anchor Group Keep Alive Interval) # &ML T 72
é l/ \O

Je

ErEk

PIR B —INENRGA—EDTXAN Ry 72D FIZBEITAE . FDT 4 —
VR OB GEABFERINET,

Mobility Anchor
Group Keep Alive
Retries

RSN HEITOREAE AL £,

Je

ErEk

PIR I NENRGA—EZDTXAN Ry 72D FIZBEITAELE FDT 4 —
VR OB BEBIERINET,

RF Network Name

Xy NI =% NN LET,

User Idle Timeout
(seconds)

BT A LT b2 ANL T,

ARP Timeout
(seconds)

BEMTHEALT U N EASL £,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Features and Technologies] 7 « —JL  M&iBA

%1z, [Features and Technologies] 7> 7L —h D& 7 4 —/L RIZOWTHBAL £7°,
e [Application Visibility] 7 ¢ —/L K DA
e [Controller Templates] 7 + —/v K O
e [Interfaces Templates] 7 4 —/L K O
e [Network Analysis Module] 7 -« —/L K O3

[Application Visibility] 7 4+ —JL K (&R

TV =2 a OrREAVEETII AV X —Fy b~BEINDI N T T 4w I BE=H
TEFET b T 747 7J—%F=H L . ZTDONT 74w 7 7Za—lESN=LR— 24
L E£9.

#% 2-10 {Z.[Configuration] > [Templates] > [Features and Technologies] > [Application
Visibility & Control] > [Application Visibility] ®4& 7 4 —/L R IZOWTHAL 97,

Z& 2-10 Application Visibility

J4—ILE EX:
Template Detail
Apply to Interface Role  |K w7 4@y U A Rinb A2 2 —T = f A B L ERIRL EF, A2 H—T = £ A

12— L OAERR D FEHIZ DV TUX [ Cisco Prime Network Control System WAN 1.1 = —#°
' ] TControlling User Access (—% 7 7 v XD HilfH) |2 2L TL S0,

Traffic Statistics
On/Off F— Ny MCET B HEHERENE L R WEAIE [Offl 22 U v 2 LT,
WD EHATH LWL £7,

o WER/NRO—#HDT 4 NZEREL T,

. g;l o274 I DREFITTIVANDNT 7 4y ZHREHEROAEZINEL

IPs. Subnets IPv4 721X IPV6 DN T 7 4 v 7 HDWI IPv4 & IPv6 OO N7 7 v 7124
FTAHAVR—FEERTHIA T a2l FT,

HTTP URL Visibility

On/Off HTTP URL & af MBI+ 2 E R ZINE L 2 WA [Off 227 ) v 7 L £,

IPs. Subnets T HTAEED IPVE TRLRAFEREI 7 Xy bty h&ZEIRL IPv6 T
T4 7T ALVR—NEBERTHENE I NEREL £,

Applications T HTEHEOT SV r—y a VB EERL ST (F= 2 AR T S r—va v

HEKRKTRBETH . T 74V TR IR TCO L F—TF 5 A XEE#ED HTTP ~X—
AOT IV —a N ARNIEENET,

Advanced Options Koy F&y U AR5 [Sampling Rate] & [Direction] Z#IR L £9°, 5 /34 2
NDRT == ADEBEEAKT DX T=FJABOEE N T T v 7 DB EE
WL ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-10 Application Visibility (#FZ)

7 4—ILE EL:

Application Response Time

On/Off TV =2 a VINERE DO AN Y v VEIEL WAL [Offl 227V v 7 LET,

IPs, Subnets T X THEED IPVA TRV RAERITIV T Ry DBy FEBIRLIPVO 77 1>
JICEHTDVR =N AT 200 E O MEREL £,

Applications F=ATHREDT TV r—va UHEBIRL T (E=F A7 7V r—va v

TR T 2T T 74N R TE T RTOTL X =TT A XB#ED HTTP ~—
ADT TV r—=varyin) AMCEENET,

Voice/Video Metrics

On/Off BEF/ETADNTT7 4w ZIWCETEHIAN) v 7 ENELRWGEIT [Offl 227 U v
7[./&‘?‘0

IPs. Subnets T HTHEEED IPVE TRV AEREI Y 72y by S EENL IPV6 b7
T4y JIZETALUR—bMEERTEINE I DEREL £9,

Applications T A THEREDT TV r—ya rHEBEBRLET (E=X g7 ) r—va

BHERKTRETT) ., T 74V TIE. 2 ¥ —7 7 A XlHE RTP D= ¥ —TF 5 A
AEET SV r— g BT RTCE=ZEINET,

[Controller Templates] 27 « —JL K (D EHEA

ZHEOa b =TIl THEEZEET DX B EFRNIMNDZ N I, 7
T — N TRELRFREEZEAL. 2 e —FBTEBMEE2RSZ LI I ZHINTE F
T HLWNWY—EZAY A N E2RESTIGAFT. b0y be—F FUo7L— b EHHALT
b EB—TFDONRTA—FRRTCEETERLETZO LIENT A—FORTEIFTRICIHEL K
DIAYL A LAN 2 b —JIZBETE £7,

iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] (Z& % ~<—
CDET 4 — IV RIZONWTHBL £,

e [Controller] > [802.11]

e [Controller] > [80211a or n or ac]

e [Controller] > [80211b or g or n]

¢ [Controller] > [CLI] > [General]

¢ [Controller] > [FlexConnect] > [FlexConnect AP Groups]
e [Controller] > [IPv6]

e [Controller] > [Location]

e [Controller] > [Management]

e [Controller] > [Mesh] > [Mesh Settings]

e |[Controller] > [PMIP]

e [Controller] > [Security]

e [Controller] > [System]

e [Controller] > [WLANs] > [WLAN Configuration]
e [Controller] > [mDNS]

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Controller] > [802.11]

[Features and Technologies] 7 « —)L K )il W

Iz, [Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11]
(ZHHR=VDHET 4=V RIZOWTHAL £7,

e [Controller] > [802.11] > [Band Select]

¢ [Controller] > [802.11] > [Load Balancing]

e [Controller] > [802.11] > [Media Stream]

e [Controller] > [802.11] > [Preferred Call]

e [Controller] > [802.11] > [RF Profiles]

[Controller] > [802.11] > [Band Select]

WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11] > [Band Select] (24 % [Template Detail] @4~ 4 —/L K IZOW T L £,

F2-1 [Controller] > [802.11] > [Band Select]

Z4—ILF

.'E-EI;

BR

Probe Cycle Count

Ta—7 YA EEELT T ~ 10 O&PETEEZASDIL £, 5 A Z LA
I HLWZ AT NOMEIY A 7L OEREBERELET. T 74 NDH A
7 EEIE 2 TY,

Scan Cycle Period Threshold

AXxxyr A7 VHIBOLEVEE LT 1~ 1000 < UROHFHCEZ AL
FT, 2OREIZ I TAT UV EDLOH LW N —TERBF LV AF v
ATNDEEEINDIMORMBEZREL 9.7 7 4V b OV A 7 VBIEIX
200 T URTT,

Age Out Suppression

T—=Ur 7 7Ty NIl E LT 10 ~ 200 oA THEEA L ET, -
77 N IENZ PRNCERE STz 802.11b/g 7 AT v N E T V—=0 T
57 OHIRBYINRERZ R E L £3,7 7 40 MalX 20 B CF, Z O RERM A RRIE
THEITAT VU MNIFBERZEINT, T —TIREME OxR L7200 9,

Age Out Dual Band

=0 TUORNT T RN RELT 10 ~ 300 BB CEELZ AL F
T, ==Y T MIRIZ AN SN TNV T 2T VR R 54T
N N—=2 7T 50 OMBYINRKEMEZREL £9.7 7 4V MEIL 60 7
T, ZOBMARETLE . 7947 MIFHE AR ENT, 7 u—7 0%
HoxtZ LR F9,

Acceptable Client RSSI

HREND I TAT v FNZEEERE AL —% (RSS]) & LT -20 ~-90 dBm
OHPFHTHEEANLET. 2O 4 — L RIZ 75747y "R T o —TF 10 m&T
L1200 K RSSI #%EL £7.,7 7 4 /v Miix -80 dBm T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [802.11] > [Load Balancing]

& D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11] > [Load Balancing] 24 % [Template Detail] D%~ + —/L KIZHOW T L £9°,

#*2-12 [Controller] > [802.11] > [Load Balancing]

.'E.EI':

J4—ILE B

Client Window Size |1 ~ 20 O#HOEHAEZ AN L TLIEEW, ZDO_R— A XX T 7R RA 2k DARMN
MTETCENULZIIIAT U N 7Y m—2a BT L ENTERONE Sk
HErd 270 Y XATHASET,

B—=R RIS R=Y o+ BFHAWMEN AP DI FAT VN TYVT—vari = v—F NFv
v 7Rk

Max Denial Count |0 ~ 10 O#FAOHZ AL TLEIWAEEHIT . m—F NTv v T o7y vo—
va REORKBEREL £,

[Controller] > [802.11] > [Media Stream]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11] > [Media Stream] (24 % [Template Detail] D% 7 4 —/L K IZOW T L £,

#2-13 [Controller] > [802.11] > [Media Stream]
Z4—ILF %A
Media Stream Name AF 4T AU —LDLFIEATIL FT,

Multicast Destination Start |~ F X ¥ ZANFETORATFT 47 AV —LDBIP 7RV 22 AL F3,
1P

Multicast Destination End IP |~/ F % ¥ AN ETOAT 47 AV =D TIPT7TRL A% ANL 7, Btk
IPBIOKRTIPIZ.avbua—F RX—=U g3 7.2.x UL IPv4 7213 IPv6 ~
NFXx AN TRLUVRAIZTHZENTEET,

Maximum Expected AT 47 ANV —APMERTE D RKRHIEEZ AL £7,

Bandwidth

Average Packet Size AT 4T ARV —LPEHATELEE Ry N A X AL £,

RRC Periodical Update EHMICERENAY YV —2 P2 Fa—/L (RRC) DEE 4 AL £, 5

T2 E RRCOFHEIX. V7 TAT U EBAT 47 ARV —AIMMALR E X,
1 BOHITONET,

RRC Priority RRC ofEEZE 1 (RE) ~ 8URIK) ETOMTANL £,

Traffic Profile Violation Kuay 7%y JZX K5 [Traffic Profile Violation] Z&IRL £9,. 2D R a2 v
TET VARMI AR —LR QoS BT a7 7 A /VIZEKLEZEEIT, A
MY —2ANRRry 7ENTNNRAN ZT7 44— Fa—IZ ANLNEEAICER
SNET,

Policy Ruay7H oy JUARnL [Policyl Z@RLET, 2ORryFH T U AL
X AT 47 AR —ARFAELIFEGTINHGEICERINET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [802.11] > [Preferred Call]

& D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11] > [Preferred Call] (2& % [Template Detail] ®%&~7 4 — /L K IZOWTHAL £97,

#2-14 [Controller] > [802.11] > [Preferred Call]

Z14—ILFK E:

Number Id BREESEHBNTAMEEAN L ET EBEa—NEBITRRK6 D>ETANTEE
T OHEREHIL T ~ 6 T, 7 74V MEIX 1 T,

Preferred Number BREEESEANDL £T,

[Controller] > [802.11] > [RF Profiles]

& D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11] > [RF Profiles] i2& % [Template Detail] D% 7 4 —/V KIZOWTEB L 97,

#2-15 [Controller] > [802.11] > [RF Profiles]

Z14—ILF L]

Template Name TrT L —bhOAHTE AL £,

Profile Name HIEOTF a7 > A VOLETIEATIL 7,

Description T —bNOFHAEATIL T,

Radio Type Ry 7ZHZ T JARNLT 78 AX RAL FDERZ AT 58K
LET,

Minimum Power Level Assignment (-10 to |F/NEFRL ~LDE DS TL LT -10 ~ 30 dBm O#iFH TEE AN

30 dBm) LET, 7 74/ Malk -10 dBm T3,

Maximum Power Level Assignment (-10to |fKEJFL ~LOE[DY 4 TL LT -10 ~ 30 dBm O#H TEE A S

30 dBm) LET.7 74/ MEX 30 dBm T,

Power Threshold v1(-80 to -50 dBm) BIRL S VWME vl &1L T -80 ~ -50 dBm DO#lif CHEAZ AL £9,
77 4V MiEIX -70 dBm T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

F2-15 [Controller] > [802.11] > [RF Profiles] (# &)

Z4—ILF

"E-IDII':

BA

Power Threshold v2 (-80 to -50 dBm) FIFELZVME v2 L LT -80 ~ -50 dBm O#ipH CiEE AL £,

7 7 /v MEIX -67 dBm T,

Data Rates

TIUARAL LI IAT Y NHCTF— S 2 EFTEDL— %
BETAICIE Ry 7¥ oy UARBAET—4 L— &8N &
T ROF =45 L — b B ATRECT,

o [802.11a]:6,9,12.18,24.36.48, 35 £ U 54 Mbps,

o [802.11b/g]:1.2,5.5,6,9,11,12,18,24,36.48, %7=i% 54 Mbps,

¥ T L— T I RO T ar ONT NN ERRT SN
ENRH D FI,

e [Mandatory]: Z D=2 hu—7 EOT 7R KA MIEET
FBE. 2 T9AT IR ZOT—H L—hEYAHR—FLTWNS
VERNH Y £7,

e [Supported]:BE#Ef TN TA T MEI.ZOT—% L—F &
PAR—FLTWIIX. ZDOLV—FZFEHLTT 7EA KA &
WECEETZELI2IAT IR ZIDOL—bE2EHATERL
T BHEMT X AT,

o [Disabled]:5@fZ I HT 57— L—ME. 7T 47 b MR
/\’:.E_‘[_/i‘g‘o

[Controller] > [80211a or n or ac]

Iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] > [80211a
ornoracl iZHirX—YDEKT7 4 —/LRIZOWTHBHAL £9°,

[Controller] > [80211a or n or ac] > [dotl1a-RRM] > [DCA]
[Controller] > [80211a or n or ac] > [dotlla-RRM] > [Intervals]
[Controller] > [80211a or n or ac] > [dotlla-RRM] > [TPC]
[Controller] > [80211a or n or ac] > [dotl1a-RRM] > [Thresholds]
[Controller] > [80211a or n or ac] > [802.11h]

[Controller] > [80211a or n or ac] > [CleanAir]

[Controller] > [80211a or n or ac] > [EDCA Parameters]
[Controller] > [80211a or n or ac] > [High Throughput (802.11n)]
[Controller] > [80211a or n or ac] > [Media Parameters] > [General]
[Controller] > [80211a or n or ac] > [Media Parameters] > [Video]
[Controller] > [80211a or n or ac] > [Media Parameters] > [Voice]
[Controller] > [80211a or n or ac] > [Parameters]

[Controller] > [80211a or n or ac] > [Roaming Parameters]
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [80211a or n or ac] > [dot11a-RRM] > [DCA]

[Radio Resource Management (RRM) Dynamic Channel Assignment (DCA)] ~=— % {#i

L.

Zoarha—530F ¥ xAEDIEN . DCA F ¥ RV EIBINTX £4,

RRM DCA 1%.5 GHz #7155 T 802.11n 40 MHz F ¥ /v Z ¥ AR — bk L9, L U @O EIRiE %
T2 & BRET —4% L—F 3 E< R0 £,

A
z

RKEWHFIRIBZRBINT D& A —N"—TFT v 7 LT v RV REDT 5720 B
FoTEHAEORY NI —27 ZA—TF v " BIEFTAZLRH Y 4,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [dotl1a-RRM] > [DCA] & 5 [Template Detail] D&~ 4 — /L K |Z

DWTHAL £7,
#* 2-16 [Controller] > [80211a or n or ac] > [dot11a-RRM] > [DCA]
Z4—ILE H 7L

Assignment Mode

Ray P27 JURARNE RD 3 ODF—FROWNTHNEIRINL £9°,

o [Automatic]: IE(EE/NEL. ZOBRIELZFFAIT 2T XTOT 78R KA b TEHN
WCHEFHINET,

e [On Demand]: %15 % /11X, [Assign Now] 27 VU v 745 L FHEINET,

o [Disabled]: B/ 5 EE N OEI Y B CTixfrbh$ X7 a— L F7 4L M T
RESIIET,

Avoid Foreign AP

[Enable] F =y 7Ry 7 A% 40T 5 & F ¥ R2V2E D L THEIZ.RRM NI
Cisco 77 8A RA M(RE/FE VT 4 R AAL9D Cisco LIADT 78R KA
MO FWEEEL £, RRM TZOFHEBEET LI, ZOF =y IRy 7 A%
FTIWELET N7 7R RAL RSO TFH X —(dB) B L A F (] =R)
DELWHEDRMTIZ.RRM X, 2O ET 78X RA L b0 DT 78R KA
VRDINEDT ¥ N (BIOGEICIVEEET v 3 V) B EEET 572012, F v RV
BOYTCERET LI LENOD ET, ZOFEIZL > T Ry X0 T o 0388 L ., Cisco
WLAN VU o —3 g o OEEMENEAD L 1,

Avoid Cisco AP Load

[Enable] ¥ =y /Ry ZJ RAEFLNCTHE T I7EA RAL MZTF v 3V E2H VYT
A . ary e —JIl L oTHKT 7B A RA L M EZoTHERAEND T T 4w 7
mﬂzrhwb%)@éhia“ RRM CTZ Of%z EHT 512 i _@%:/7T/7x%ﬁ7

ILETHEDORRTELY BBEEICEH SN TWAEE BT v XVOEME %
E@J HERT DI T ¥ AR RICHFEL RN RSB £, 20 X 5 ki <,
RRM Z. XV K& T 7 4 v JAWMEBLBETEZT 78R KAV M, LD BWEE
FANRA = BB CTHZENTEET,

Avoid non 802.11 Noise

[Enable] F = 7Ry J REF L NZTHETI7HBARALA NI T 7R RNA2 b
LIS D ) A X (BEFL v U= Bluetooth T XA AR )N DOTHNRH HF ¥ 1L %
E#EL £ . RRM CTZOTHEBET AL 2OF =2 IRy IV A2 F 7120 £9°,
FE 802.11 / A RPN EH DT R/ —(dB) BE L WREHEEDRITIZ. 2D / A XK
DFEL DT VA RA L FDOZNLDOTF v 3/ (BLOGEIZX VBT v L) 21
BT B0 RRM BT ¥ xVED B TERET L EBHY £, ZOREICIL - T,
v XU T BN L Cisco WLAN VY 2—3 g VOZEEMMENREAD L £97,

Signal Strength
Contribution

WA N> TV EF (EEAA]), Signal Strength Contribution (X% (2 RF/EE U

T4 RAALLHNDOTXTOT A KA N O ELZE=F L &KEIEWTF ¥

KL D EAE I 2 RGE L £4, F OfE % Cisco WLAN Solution ¥ ¥ /335 1 I2oW T
N, F v XA AR L OEET v JAVO T O TR &2 0 £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-16 [Controller] > [80211a or n or ac] > [dot11a-RRM] > [DCA] (#%Z)
Z4—ILE H 7L
Event Driven RRM [Enable] = v 7Ry 7 A% AL AT b b A2 FEEENR RRM % 2512 L

F9,7 7 x /v kTl [Event Driven RRM] 3% ¢34, CleanAir xfit>7 7 & A KA
VEPRERZLLVOTHERET S E ANV FEEER RRM ™MEH S ET,

Sensitivity Threshold [Event Driven RRM| BB OHBE . 2 D7 4 — RITIE, A< b EEEHR RRM 234
FREALD L EVEL SR ERR S ET, fEIE, [Low], [Medium], 71X [High] O
TRV EFT. 7782 RA b OTEHBEEL L% EE S & RRM (Tu—7%
NVDENT v 2 VEND 4 T(DCA) OFETERBL XY NT—7 DN T p—< 2 A%
WET DI I ELZ T LT 78R KAV MEROF v RV EEFEL
F9. [Low] X BREOEHTIIHT2EEE FiF 52 L &R T oicx LT [High] 13, &
ExrxEFsZ 2R L ET,

[Controller] > [80211a or n or ac] > [dot11a-RRM] > [Intervals]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [dotl1a-RRM] > [Intervals] (Z2& % [Template Detail] %7 4 —/L K

WZDOWTRE L £97,
& 2-17 [Controller] > [80211a or n or ac] > [dot11a-RRM)] > [Intervals]
Z4—ILF e
Neighbor Packet Frequency |£7 7 ¥ % KA MMIxt L CHIEHE 24T MEE AN L £9.7 7 4V M
300 T,
Channel Scan Duration ET A RA MK LT/ AXBIOFHRIEEITO BREE AL E7,

774V hiE 300 BT
Load Measurement Interval |47 7 2 4 A2 hZkf L CARHNEL (75 MRE AN L E5.7 7 0 b i

300 BT

20T A—X#3 Cisco WLC Release 4.3 LIRRICITEHA T £ A,
Coverage Measurement BT I7HARA MR LTHIANL y VRIEZITOBBEAILET, T 7 4V
Interval i 300 B¢,

F 2o T XA—#3 Cisco WLC Release 4.3 DIBICiTmHA T 8 A,

[Controller] > [80211a or n or ac] > [dot11a-RRM] > [TPC]

2 ba—=Z 3 U TS A LOER LAN RULICESNT T 722 B2 b OREEEH)
AICHIE L 97 i L S EEN 2 SHERFT 5 2 & TR v S0 T 4 2O L THERO L
FT. a2 b r—=T 3 FOICEEENOBNRAN—IZLDLT 7 A KA F ORI T
T T 78R RAL N OREENOFELZRITL £

EEENa b= (TPCO) 7T U X LIE . RF BETOEFIZSLTCT 7R RAL O
BHOR AR OM ST EITVETAE L AL OBE . TPC X FE2E O 727 72 R
AU NDODBHEZTTFTLIELETRD. T I7BA RA L N TEENRELED T I78A KRV
N NI B 72 E REF XL U TCRBREENEAL A . TPC IXELOT 722 KA
VETENEWMARKTAZLELHY T, ZOMEIZ. IV Y A=A EIF R ET. 0
Ny R—= VORI EICZTZAT N EBRERH Y TN . TPC 1Z7 7 A RA 2 b
BT DT v RO TEER/NRICIZ 2D E BRI NV vy LAYV EERT D720+
72 RF U —Z 4t 20 ERH 0 £7,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [dotl1a-RRM] > [TPC] 2% % [Template Detail] &~ 4 —/L R iZ>

WTRBA L £,
# 2-18 [Controller] > [80211a or n or ac] > [dot11a-RRM] > [TPC]
Z4—ILE BTL
TPC Version Koy 7&Zvr ARG [TPCvl] £7213 [TPCv2] Z#IRL £,
ZF O[TPCV2] A7 v avid A=Y ar 712x Uoary ho—F 2 T T
\i TO
Dynamic Assignment [Dynamic Assignment] K2y 77X 7> URARNEL KD 3 OOF—KDOWTANE
WL £7,

e [Automatic]|: EFE NI, ZORIEZFHAIT 5T XTOT 78X KAV K TEH
Bl S ET,

e [On Demand]:i%/E%E J1%.[Assign Now] #27 Vv 735 L EHINET,
o [Disabled]: #72R 3B OEI D L TIfThbT EHIZZ v — L 7 4/ M Z

BEINET,
Maximum Power BB CTHRRKENDEREL 3.4 :-10 ~ 30 dB, 7 7 /v + :30 dB,
Assignment
Minimum Power Bl Y CHR/NENEREL 3. & :-10 ~ 30 dB, 7 7 + /v + :30 dB,
Assignment
Dynamic Tx Power EEEHOHMEIEEZ AN THIIZ. OF v IRy V7 2527 ) v 7 LET,
Control
Transmitted Power EEBEBIOL ZVMEE -50 ~ -80 O#FPITASAL £,
Threshold
Control Interval EEBHHIEOMBZHEMN TERL T GEA Y HH),

[Controller] > [80211a or n or ac] > [dot11a-RRM] > [Thresholds]
IOFTvarEERAL T AN T S AX IRy Ukl EEXE RRM L XWMEZE
RETDHT VT — B ETITIEETL £,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[80211a or n or ac] > [dotlla-RRM] > [Thresholds] (2% % [Template Detail] %7 + —/v
RIZOWTEIL £97,

)

b0 RRM L EWEDOM AT 5A112.802.11a/n/ac 1> MU — 27 ZWHi2T 5
VR Y £,

#2-19 [Controller] > [80211a or n or ac] > [dot11a-RRM] > [Thresholds]

Z4—ILK B

Min Failed Clients [Hiffa> hn—JiC7 VY2 —hSNTWEHELZ2Z T4 T2 b OF/NEEAD L £7,
Coverage Level TNy VL EVEOX G Z AL £9(dB),
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-19

[Controller] > [80211a or n or ac] > [dot11a-RRM)] > [Thresholds] (%t &)

Z4—ILF

A

Signal Strength

[Coverage Level] 7 « —/V K Zif# 45 & [Signal Strength (dBm)] DfEIZZ ODEFE N HE)
MR & £ 97, [Signal Strength] 7 4 —/LRIZE W HAAL v Y LUV ARG L L X
DA HIBEICBE T 2 IEma Rt I E T,

Data RSSI

[Data RSSI| (=60 ~ =90 dBm) = AN L &7 ZOKEIX. 7 F7A T "X T 78R RA v
MZT7 Yy = T 57D T — X DE/NZEREFEEA Y — 4% (RSSI) OfE%
%Lij‘o

Voice RSSI

[Voice RSSI] (=60 ~ —90 dBM) % A L 3, ZD¥filx. 7 547> v isT 2 A HF A
YRNIT Y= N T BRI E RO E/INZAEE IR A P — & (RSSI) OfE%
%Liﬁ‘o

Max. Clients

A be—JICEEMTDZENTEDL 7 7AT  NORREEZAL £,

RF Utilization

ZOERLATDOL EVMEDOEIGEATIL £7,

Interference
Threshold

FHL EWEE 0 ~ 1002347 OFFHTANL £,

Noise Threshold

JARXLEWEE -127 ~ 0dBm O#EETAANLET , ZOL X WMEEEL D E . 2 b
7 — 5% Prime Infrastructure (27 5 — A% %5 L F7.

Coverage Exception

Level Per AP

ANy DHINL NV DEGE NI L ET NI T AT 2 MUISRES LI AL U
5. ZDEIEHTEF MY LIZGEIT AN v Y =R ERESNET,

[Controller] > [80211a or n or ac] > [802.11h]

#2-20

802.11h TIE. F¥ FNVDEENI FAT VN TARAAL A ZEHSINET . £ 77478 7
NAADBEENEHIBTED LR >TWNET,802.11h XT A —4% (BENHIBB L OT ¥
T A bR —F @A) ERET LT T — N EERERIIEREL . 0D OREEZEHDO =
Yhe—ZZ@EAL £7,

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [802.11h] (24 % [Template Detail] D& 7 4 — FIZHOWTHBHAL £9°,

[Controller] > [80211a or n or ac] > [802.11h]

Z4—ILF

T

Power Constraint

TR ARAY ML DBEOTF ¥ 1)L TR ZEIET 554 [Power Constraint]
Frxv IRy 7 AEF L ET,

Channel Announcement

[Channel Announcement] = v 7R v 7 A& @R L TF v xLVBMEHNCL £9°,
T X FVBFNT T LWT ¥ JARH L WTF ¥ RV FEZIZO O bG8l 7 7k
A IRAL FPBHIT DAY v FTY,

[Controller] > [80211a or n or ac] > [CleanAir]

oA T a ML T 802.11a/n/ac R CleanAir /X7 A —X 2 HETHT T L —
NEAERETITER L 4.7 7L — R Z2&E L T, CleanAir Z A% 721X TE £,
FLL LA FBLOT I —AICEDDLTWT NAADE AT HFHETEET,

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [CleanAir] {Z2& % [Template Detail] D47 4 —/L R IZOWTEBAL £,
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[Configuration] R—Z D7 4 —JLF YT 7L VR

#2-21

[Features and Technologies] 7 « —)L K )il W

[Controller] > [80211a or n or ac] > [CleanAir]

Z4—ILF

g&

BR

Report Interferers

[Report Interferers] &= v 7R v 7 A% 4 12 L T, CleanAir v A7 A THWEEZBRHEL T
LAR—FTELLOICLET . a2 b= 0 FHREZLVA—FL2WVWE I IZTDHITIE,. 2z
BINEERR L £, 7 /L MEIZA 7 T,

Interferers
Ignored/Selected
for Reporting

CleanAir > A7 AMIMHEB L OV R — s INDHVLEDH 5 TR [Interferences to Detect]
RNy 7 ACRREN MR END LEO I NF RN [Interferers to Ignore] Ry 7 ZFKoR
SNTWNAZELEEHERLTLEINV, P> BIY[K]REVEZFEHALT.Z2NED 2 DOFR v
A TTHIEREEZBHL £9,.7 7 4/ b TIE T RXRTOTHENMER S L ET,

Persistent Device
Propagation

CleanAir TR TE 2 FifethE T A AT 2 EREGHETE D L 51072121
[Persistent Device Propagation] = » 778 v 7 A% &N L £, FifitE T N A A DIEFEIC
Lo T THEATICHETHEREREL C.ZOBERELBOT 7 A RAV MBHETE
FTKERO THFIZ RH SN2 WEATH  EICHFEEL . WLAN Oo@fEICFHL £7,

Air Quality Alarm

[Air Quality Alarm]| F = v 7R v 7 2% F L CEBEWET 5 —2D ) H—2HEhL
FT, ZOKEAEENCT AT ZOR y 7 AERINERL £,

Air Quality Alarm
Threshold

[Air Quality Alarm] F = » 74 v 7 2% A 2L 723546 1& . [Air Quality Alarm Threshold]
74—V RIZ 1 ~ 100 O TEEZ AL TVEEWE T 7—LAP4E/RIND L XWEEZETE
LET . BEMENBEL ~VETRED E 77— AR ERISNET AN 1 ITREOERNE %
KL00 FREERLET . T 74V MEIL 1 TY,

Air Quality
Unclassified
Category Alarm

ROGEOTHIREAT I VIZHOWVWTT 7— 524K TE D L5123 5 I121E, [Air Quality
Unclassified category Alarm]| = v 7 R v 7 2% 412 L 97, CleanAir 13, £ FED T
BFEamHL TE=F TE T RDHEOTHHRIT BHIZIEIND S OO BEMOWT o4
A NS RE L 22D F PR T,

Air Quality
Unclassified
Category Severity
Threshold

[Air Quality Unclassified Category Alarm] & = v 7 7R v 7 A% 4 12 L 7284 . [Air Quality
Unclassified Category Severity Threshold] 7% A F Ry 7 A2 1 ~ 99 D% IT{E%:)UJ
LT RDEITIVDOT 77— THLEWVEEZREL 9,7 74V Mk 20 T,

Interferers For
Security Alarm

[Interferers For Security Alarm]| = v 7R v 7 A% 4 NI L CHRELTET A A X A7
FoThHaNEZIZFHIRT 79— %2 NV T —F5XK91CL £, ZOMEEEZ BT 5
X ZOR Y 7 AEBIRFERL £9.7 7 4V MEIZA 7 TF,

Interferers
Ignored/Selected
for Security
Alarms

TFUT NA R T T —LEERT HUEDOE LTRSS [Interferers Selected for Security
Alarms] IZEBR SN, FWHT ANA A T T —LEBERT DHMEDO R WFHIEA [Interferers
Ignored for Security Alarms] IZERENTND Z EZMHERL TSIV [>] BLO <] A #
VEMBHLT.INALD 2 S2ORy J ABTHFHBREBEH L 3.7 740 Tk EX 2

T4 T T =LKL TTRTOFHERNER I L ET,

[Controller] > [80211a or n or ac] > [EDCA Parameters]

Enhanced Distributed Channel Access(EDCA) /3T XA — X X . FF. BT 4 . BXOZF DD
Quality of Service (QoS) b 77 « v 7 |[ZEBILHREHRT v 2V T 7 v A%#Md 2 XL 5 123%
HENTWET,

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [EDCA Parameters] (2% % [Template Detail] &7 ¢ —/L K IZDOW
Tt L £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

&+ 2-22 [Controller] > [80211a or n] > [EDCA Parameters]
Z4—ILK SiEA
EDCA Profile [EDCA Profile] Ky 7# oy UAKNTIROWTNNDOA T > a0 &8I £9,

x

bz 3

[WMM]:Wi-Fi Multimedia(WMM) ®F 7 /L & X5 A—Z &2 H2 L £4, 2 it
TNV MMETT . BEV—ERFEREFETA b= ANy U —7 BIZERENT
WARWEAIZ. Z0F P a oA BERL 9,

[Spectralink Voice Priority]: Spectralink 5 FA#EE/8T A—Z #HC L £4, @iFEDOE %
M L3579, %> b U—271Z Spectralink BEEHIF A FEEL THWDHE/RIC. 204 T v =
VEBERL ET,

[Voice Optimized]: & & Mk b Sz EDCA a7 7 )L T A—=X B/ L
%7, Spectralink A D EFEF Y —E 2&2 Ry NV —7 ETREREAL TWAEEIZ, Z0F
TarE@IRLET,
[Voice & Video Optimized]: &7 & €7 A HickiE b Sz EDCA v 7 7 AL /T
A—BEHHILET Xy NV =7 ETCHEFRY—ERLETH P—RZMIF L E
BT 258, 2047y a 2@ IRL £,
B4 PR TR I vy a VHEI(ACM) & EHICBT AL ERS D £7,
ACM 2L OETH = R FIH R —FShTHEEA,

MM AL B —T 2 A 2% vy hE T LTS EDCA NT A—Z &R ELTLTE
éb\o

Low Latency MAC | %o U —27 FOFT_XTD Y7 T4 7T > 3B WMM HEHLOSE 12771 AREIE MAC 248%)

WL TLEEN,

[Controller] > [80211a or n or ac] > [High Throughput (802.11n)]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [High Throughput (802.11n)] {24 % [Template Detail] &~ ¢+ —/v
RIZOWTEIL £97,

#*2-23 [Controller] > [80211a or n or ac] > [High Throughput (802.11n)]

Z4—ILF

A

802.11n Network Status
Enabled

FWAL—Ty N & AREIZT 51213, [802.11n Network Status Enabled] 5 = v
IRy 7 AEERL £7,

Selected MCS Indexes

PR—=FT57—% L—bhDOLLEERNL FT, LR 5L (MCS) 1X
802.1l1a 7—#% L — K LFHPIL CTWET, 7 74/ Mk 20 MHz CT, v 2 —Fh
H—K A H ="V TT  FEMHEOT—4% L— b DORIZH S [Supported]

Frxv IRy I AEF T 5H e BIRL 2HFEZHHIO FEHIZH 5 [Selected

MCS Indexes] 7 4 — /L RIZEREINET,
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[Configuration] R—Z D7 4 —JLF YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [80211a or n or ac] > [Media Parameters] > [General]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [Media Parameters] > [General] (Z2&% % [Template Detail] D&~ 1 —
JVRIZHOWTHBL £97,

F#2-24

[Controller] > [80211a or n or ac] > [Media Parameters] > [General]

Z4—ILF

A

Maximum Media Bandwidth

(0 to 85%)

IR TDRRTHIEONR— T =V ZREL £T, 2047 v 3 Uid,
CAC EZDEHEDHEMARET T,

[Controller] > [80211a or n or ac] > [Media Parameters] > [Video]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [Media Parameters] > [Video] (24 % [Template Detail] ®4%& 7  — /b
RIZHOWTREIL £7,

# 2-25

[Controller] > [80211a or n or ac] > [Media Parameters] > [Video]

Z4—ILF

sBA

Admission Control
(ACM)

TRIvvay arbo—AEZHHNIT2I03.20F =2y 7 Ry 7 ZA%EF AL 7,

Maximum Bandwidth
Allowed

TR THRKNFEWRONN—t o T =V BELET,. 2047V a3 X, CAC BWEZID
LEoRMEHFEETT,

Reserved Roaming
Bandwidth

FTHRTHra—I o THEHIEORR— T —CEEELET. 0L 3 VT . CAC 2
BHROHE O HEHFHETT,

CAC Method

[Admission Control (ACM)] A7 > TWBHEAIL.CAC X EAMR—R F=
XA T 4 v ZICHEL £, AM—2D CAC THY AL TWAHRIESXT
. ENBEPLDTRTORNT T 47 HATIWZEH>TR—F vV TI7EA RA
VN THE SN D WIBIESC.F—F v X2V O THIC L > THBE SN D HFIIEA B E S
TWE 7, load-based ® CAC TiX.PHY B X UF v RV KO RRAET HBIMOH
IR IR L0 £T,

Unicast Video Redirect

BT XFa—HNOTRXTOHAT 47 AR =L NFy FHRRZA B =7 4—h
Fa—lZUX AL 7 bE3 N5 L DICT%1TiE, [Unicast Video Redirect] = v 7 7R »
JAEA N L ETENCT D E BT =X T DB Ly METRTOE T
F Fa—IlRFFSNET,

Client Minimum Phy
Rate

TITAT VW AT 4T ARV —AIIMAT B0 YET —H% L— K%
[Client Minimum Phy Rate] ke vy 7% 7 UX MG EL £7,

Multicast Direct Enable

Z DML EOEE O WLAN T Media Direct Z A %0129 % (2%, [Multicast Direct
Enable] F= v 74K v 7 A Z&#INL £7°,

Maximum Number of
Streams per Radio

IRTOEBREDAN Y —LDRKREEHREL £7,

Maximum Number of
Streams per Client

THRTAHIFTAT UV R EDARN Y —LDOEREEEEL £7,

Best Effort QOS
Admission

FLWITAT L FERERAN 274 —h Fa—ZUF AL 7 FT5HI21E, [Best
Effort QOS Admission] F = v 7Ry 7 2% F N2l £, 2L TR TOE F A4
WIENEH SN TWAEADOHRREAEL £T, TNURENIC/R->TEB Y RKOETAH
WIEAERA SN T AERIT. LW I A4 7 FERMNER S ET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [80211a or n or ac] > [Media Parameters] > [Voice]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [Media Parameters] > [Voice] (2% 5 [Template Detail] &~  — /b
RIZOWTEBIL £97,

 2-26

[Controller] > [80211a or n or ac] > [Media Parameters] > [Voice]

Z4—ILF

.'E.EI':

BR

Admission Control
(ACM)

TRIvyay aryhbo—LaAlTdI03.20F =2y 7 Ry 7 A4 2L £9,
VoIP @i ICmy K 2 —FRFRETELEFME LK LD LD Ny NI RARA
VIR BRIOT U KRR AN EFTGERBIE AR Ny FEATEREEINDISLERDH Y £7,
BB 2y NT—JARO T T QoS ZHFFT2I12iF. 22— TR I v a Uil
(CAC) N ETT ., TIZ7EBARALFTO CACIZED . 778X RAV M. %Fy b
U — 7 OFEERTH QoS MHIM S N IIRBEZ MR L AT ARKOEFERE AT
HEITESDZ N TEFET,

CAC Method

[Admission Control (ACM)] A7 > TV 5 AL, CAC X & AffN—R 721
ABT 4w ZIHREL £, AM_X—2D CAC THRY AN TWAHIE XTI, %
NEAENLDTXTON T T 47 AL STR—FT ¥ xRNV T7EAFRAFT
HE I N HIIEC, F—F ¥ 3L OTHICE > THE SN HIREAZSE ST E
7, load-based ® CAC Ti%,PHY ¥ X OF v R/ KGO KR AT 2 18I0 O 5 ki 16 &
bR ERY ET,

Maximum Bandwidth
Allowed

HRTDHBEREBIEO R~ T —UE2EELET, 2047 3 id.CAC RERIDOS
A O I EH FTHE T,

Reserved Roaming
Bandwidth

FHT L0 —I T HEEONRNR—2 T =R RELET,. 04T g T, . CAC BNF
ZhDO A O 4 H FRE T,

Expedited Bandwidth

Ba=m—VHNZ CAC Dk L L TEERMIEZ AT 213 20F =y VR y 7 A%
BIRL £9°, X0 @O E ) TSPEC ZRICE 2 515 X 912, CCXv5 HERLO M S
gD 1E BN L2 £77,

SIP CAC SIP CAC 29T 21213, 20F = v /Ry 7 A% A 12 L 7, SIP CAC 13, 27—
B2 a—R 17 9 HE—hK L. TSPEC R—2DT K I v g VHliiz FHE—F LAanE
FEDRIHEHT 2MERH Y £77,

SIP Codec COEBRTHERT S —F v s A EREL AR A TS 5 V13 [GT1],

[G.729].3% L O [User Defined] T,

SIP Call Bandwidth

Xy hT—=27TSIP 22— T LIZE 0 Y THHIRIE(Fee y N/REM) ZHBEL £,
DT 44—V R GRIRS TS [SIP Codec] 23 [User Defined] TH 58546 O Ak iE
TEET,

SIP Sample Interval

=Ty JEEMESELIMERL LTI AER (I V) ZFREL £

Metric Collection

ARy ZJINEEZBENCT AT 2OF v IR IV AEF I LET VT T 4w 7
ZRY—A AU Z7F. VAL Z LAN T® VoIP ICfT 5 —#HOHHE R T U A
YL A LAN @ QoS # @M L £9.7 278X RA b THIEMBAIMNETHITIE T
T4 ARNY—A AN IBRANTHDLZ ENLETT, CNEADCTDHE 2
e —Z 1 BEEM T ONTZTRXTOT 78X RA 05 .90 BT L1 802.11b/g A
VHE—T 2 A RZET BHEHERT — X OINEEBMGEL £3,.VoIP e T4 =M
L TCWOEAIE. ZOWREEANCTHIMLERH Y £97,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [80211a or n or ac] > [Parameters]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [Parameters] (Z& % [Template Detail] D47 f —/L FIZOWTHEAL

170

+*2-27 [Controller] > [80211a or n or ac] > [Parameters]

F4—ILF

A

802.11a Network Status

802.1la/n Ry NV —2 AT —ZAZHNNIT DI ZOF =y IRy 7 REeFd v
izl E9,

Client Link

ZORuey Xy UARNGIX ClientLink Z%HR—KF 3753 XCTOT7 7R R
A > b 802.11a/n #HC ClientLink ZH%hZ L 7, LS D413 [Disable] %
HRL E9,

Beacon Period

E—arofEE I UBBATADL £, 480708 PHIT 20 ~ 1000 X VR TT,

DTIM Period

BT X AN Ry 7 ABRODN T T 47 A2V h—% AvE—U(TIM) BEE%
G —ary 7L —AOFEEMICKRAT A FREEOH S —a U HBE AL £,
ZOfEIZ. E—ay 7L —2a® DTIM Period 7 4 —/V R TEEENE 4, DTIM %38
MU= %0747 b TAALANZETD L BEIT RETDORry b &
F v ITHEOICTTAT N TARALZAREEEL £, DTIM OBERE < %2
HE.0T7AT L FORY) —=THEMMNEL Y BHEH N TE 3, KRHZ, DTIM
DOMBNELS 725 X7y NOZEOBIEEZMZAONETN. 7747~ Fﬁ%ﬁ%&é:
EET D720y T U ERENMEEINET,

Fragmentation Threshold

N7y b EERETA(0 7y 7 TERS WS OOWR E L TEET )V A X%
FBEL I, @8EREOENT Y 7OBEME TS NIEFEIZZ WV U 7 TrE AR B il % 3%
ELET,

802.11e Max Bandwidth

802.1le DR KHFWIED/ \—k L T—T % ATJL £,

Mode

Cisco Compatible Extensions (CCX) & EZ AT HITIX. ZDOF =y 7Ry
I AEF AN ET ARG . ZNCE ST TA4T 2 b ONEOERS 26 E
L/ i‘j‘o

Interval

CCX (iERIEFFEZ7 u—R ¥ vy A T 2MRE2ENTAL £9, Cisco
Compatible Extension @ CCX {7 &HEfFEEZ AT T 5 DIL JEE— K BNEIC
2o TV BEEEITTY,

Data Rate Dropdowns

ET—H L—rOxrI v z—Vary ¥ATERBRLET , 7747 B

fer—ZF.7—% L—bhExrdvz—FLET,T—% L— |k [Mandatory] (Z5%
ESNTWDHE 7 74T 2 MEFxy MU =7 2T 510 ZDT =4 L—h &
‘H‘T**I\bfb‘ézgﬂﬁbi? T—X# L—hkMPar ha—7 T [Supported] & L

TRESNTWAHERITRCL— 2 AR—FLTRBY BEEMTOLNTWDE T T
ATk i%@v%F%fﬁﬁHL'CT?'EX RAV N EWETHHREENRSH Y £3, L
MWL T Y= T5DIC VPR —FSNDTXTCOL—RE27T7A47 2 DMl
HT204EETHY A, %zh%zh@l/ k22T [Mandatory] F7=1%
[Supported] DN m >y F&Z 7 UARNPEHARETT . &7 —4% L— X
[Disabled] IZFZXEL. 7T A7 FOREIZADLEDLZ L TEET,

Channel List

[Noise/Interference/Rogue Monitoring Channels] €27 > a > DI DK mry 77X~

UARDD MERE=FZV 7 LAYLZESWT T RTOF ¥ L FEHOF ¥ %

N ETX DCA F ¥ A HLEIRL £9.DCA ICLY 2y b —F I8 i S iE
BRI RT SA ZADHRD S M2 T v 2L OEID B THRHBIERS N ET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [80211a or n or ac] > [Roaming Parameters]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[80211a or n or ac] > [Roaming Parameters] (2% % [Template Detail] &7 4 —/L K{Z>

WCRIL £,
7+ 2-28 [Controller] > [80211a or n or ac] > [Roaming Parameters]
Z14—ILF B
Mode [Mode] Kaw 7 &y U AL &AL T, [Default] ®fi, £7-1% [Custom] DfEDO VN

NrOar 74X a2l — gy B—RNEZ®ERL T, [Default] 28R L 72855 13ME 2
0—3 7 NTA—ERFEHTEL< R0 TFAN Ry 7 AT 7 4V MERERE
NET . m—I 7 NI A=FZfHEET 5121, [Custom] ZHIRL £,

Minimum RSSI IIATY N ET 7R A RA L NCEEMT B L X ICBRBERZFEZREA LV —4
(RSSD) OF/MEZR AN L ET, 7 T A7 > b OFHOZIERE SO = OBIE L 9 KL
e B (EETE DBEIETE WAL LEd o T /ho RSSIEICET BRTIC, 7
A7V MEEVRNMEROHBBIOT 7% KA hEFTTICASFTr—Ir /LT

VB LEN D Y ETL @i -80 ~ -90 dBm, 7 7 4L | :-85 dBm,

Roaming Hysteresis |75 47 vdu—3 0 7570008 BHETL7 78R RA L b OIESHEOHE
ANLFET, ZOT7 4=V RIX 2 T7AT 2 FBWEHNZ 2 DDOT 78R RA 2 b DOER
ERZFORLICHIHEEIC. T VA RA L NHOE VR OBEEZRLTZOOLE DT
I #ipH:2 ~ 4 dB, T 7 4L b :2 dB,

Adaptive Scan 5 ATy N BEEMST LN THNAET 78R KAy o RSSI iEa AHL 3, 2 OffiLL
Threshold TOHBEIC T TAT v MIRESNEZBITRENICHE T 27 782 AL bcr—=3

VI TELDRERDYET DT A =NV RNIEEL I TAT IR T 7T 47 £2iE 3y
VT AX ¥ THEPTRHEAZR/NRICMA SO OHETELREL ET. 282037
TATMIRSSI AEELV b EWEEIZITP- D EAF Y L HEELY HIERNE
EFWWFRVEL AT Y T L ENTEEIH#A:-70 ~ -77 dB. 7 7 /L 1 :-72 dB,

¥  [Scan Threshold] /X7 A—# & [Transition Time] /X7 A—F X, 77 AT+
N—=X2 7 N7 4=V ADKIKRL SV ERFEL £5, 26 DT 2A—2 L i
BWITAT VR EEEa—I V7 EAT UV RAEBIERTLE T 78RR
Ay NI —EDHR/MNA—"—=F v FH R T L2 LIE . n—I 7 %Y
A=t T2 LAN 2y b — 27 2&GH T2 ENA[gEE 2D 9,

Transition Time IS5 AT NMREEMITOENTWAT 7R RA RO RSSI AAF v LXVWlEAE T
Fo/m X 7747 v BRa—I 0 7358 EET 78X RA 0 EREL,
n—3 7 R TT5H5ETORKFIERMEZANL T @HAIX 1 ~ 10 BT, 77 41
~:5

¥  [Scan Threshold] /XZ A—# & [Transition Time] XT7 A —Z X, 7T AT +D
=37 N7 3= ADKRRKV NNV EZRFEL ET, 2N6DNNT A—F L Kb
MW TAT U MHEER—IV T ERXAT UV REFEICEATHE T /A R
AV MR —EDR/NA == v TR T 52 &Ik m = T &Y
R—hT5HHE LAN v T — 2 2%t 52 EMaffEL e £,

[Controller] > [80211b or g or n]
Iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] > [80211b
orgorn] IZHDHX—=YDEKT 4 —/LRITOWTHBHAL £9°,
e [Controller] > [802.11b or g or n] > [dot11b-RRM] > [DCA](2-27 ~<—3)
e [Controller] > [802.11b or g or n] > [dotl1b-RRM] > [Intervals] (2-27 ~2—")
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

e [Controller] > [802.11b or g or n] > [dotl1b-RRM] > [Thresholds] (2-27 ~=X—<")
e [Controller] > [802.11b or g or n] > [dotl1b-RRM] > [TPC](2-27 ~X—")

e [Controller] > [802.11b or g or n] > [CleanAir] (2-27 ~<—°)

e [Controller] > [802.11b or g or n] > [EDCA Parameters] (2-27 ~X—73")

e [Controller] > [802.11b or g or n] > [High Throughput (802.11n)](2-28 ~<—")
e [Controller] > [802.11b or g or n] > [Media Parameters] (2-28 ~<X—2")

e [Controller] > [802.11b or g or n] > [Parameters] (2-30 ~=X—3")

e [Controller] > [802.11b or g or n] > [Roaming Parameters] (2-33 ~—2°)

[Controller] > [802.11b or g or n] > [dot11b-RRM] > [DCA]

[Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11b or
g or n] > [dotl1b-RRM] > [DCA] ® 7 ¢t —/L K OFAIZ >\ Cid, I[Controller] > [80211a
or n or ac] > [dotlla-RRM] > [DCA](2-17 =X—) J&# &ML T 7Z S,

[Controller] > [802.11h or g or n] > [dot11b-RRM] > [Intervals]

[Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11b or
g or n] > [dotl1b-RRM] > [Intervals] ® 7 4 —/L K OIS T, [[Controller] >
[80211a or n or ac] > [dotl1a-RRM] > [Intervals] (2-18 =X—) |Z &ML T 7EE W,

[Controller] > [802.11h or g or n] > [dot11b-RRM] > [TPC]

[Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11b or
gorn] > [dotl1b-RRM] > [TPC] ® 7 +—/L K OFLBHIZ > TliE, [[Controller] > [80211a or
n or ac] > [dotlla-RRM] > [TPC](2-18 <X—) J&# &ML T Z &V,

[Controller] > [802.11b or g or n] > [dot11b-RRM] > [Thresholds]

[Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11b or
g or n] > [dot]11b-RRM] > [Thresholds] ® 7 ¢ —/v K @Bz >\ Cix, [[Controller] >
[80211a or n or ac] > [dotl1a-RRM] > [Thresholds] (2-19 _X—) | # &ML T 7Z X,

[Controller] > [802.11h or g or n] > [CleanAir]

[Configuration] > [Templates] > [Features and Technologies] > [Controller] > [802.11b or
g or n] > [CleanAir] ®4 7 4 —/L K ®#FAIZ>W i, I[Controller] > [80211a or n or ac] >
[CleanAir] (2-20 ~—) J &S L T E X0,

[Controller] > [802.11b or g or n] > [EDCA Parameters]

AT arEMHL T, 802.11b/g/n EDCA T A—X &R ETHT 7L — b B{Ek
FIFEREL £9,EDCA X7 A—HF HEFBLPETAD MAC L A Y CHAIRES 27 7
ANVERELET,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11b or g or n] > [EDCA Parameters] {Z& % [Template Detail] D47 1 —/L K22\ T
AL £97,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-29 [Controller]> [80211b or g or n] > [EDCA Parameters]
Z4—ILF Bk
EDCA Profile 717 7 A N2, Wi-Fi Multimedia (WMM), Spectralink Voice Priority (SVP). Voice

Optimized. ¥ X O Voice & Video Optimized & N FT . WMM 235 7 /v k@ EDCA

a7y ANTT,

FOERA AT 2 A ATy FE T LTS EDCA RT A—ZEFHEL T
él/\o

P 3 FTNRAZD WMM 726 WMM #EHZL7-0 EDCA Va7 y A)VEEBELZD T
& AP OFEEIEIZ 11n OV — h BIEIZ/ 0 5,

Low Latency MAC | =473 2212 DSCP ~—F U 7/ N AF 4 7 (RTP)B IOV 7 F U 2 4y M)
BRBGEIZOHRBFHL 9,

[Controller] > [802.11b or g or n] > [High Throughput (802.11n)]

ZOFTarEMHL T MCS(T—% L— R REBLOA T v 7 ARED/NA Z)L—
TR RTA—EZEREL.ZNLO 802.11n REXZEK D hue—J \Z@EHAT 577
L— M2 EREIIAERL 97,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11b or g or n] > [High Throughput (802.11n)] (2% % [Template Detail] ®%~7 1 —/L
FIZHOWTHAL £97,

Z* 2-30 [Controller] > [80211b or g or n] > [High Throughput (802.11n)]

Z4—ILF SEA

802.11n Network Status |/NA ZL—F v F ZHNCTAIIEZ. ZDOF = VR 7 A F 2L £7,

MCS (Data Rate) YR=FFTEH5F =% L= DL VL Z@EIRL £4.MCS 13.802.11a 7 —# L —Fk &

Settings 7= B AT, 7 7 40 b OfEE L TIE,20 MHz 3850 3 — b 7—F
A B = PEHSVET [Supported] F = VAR Y 7 A%ANTT H & GERIRL
728073 [Selected MCS Indexes] ~— 2 ICFERENET,

[Controller] > [802.11b or g or n] > [Media Parameters]
OFTvarEHFEALC 2= TRIvvarHEBELONN T T 47 ANY—A X b
U Z77a& 802.11b/g/n DFEF/NT A—REHETDHT T — N EEREITETL £7°,

WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11b or g or n] > [Media Parameters] (Zd % [Template Detail] ®4% 7 4 —/L R IZDW\ T

ML 9,
& 2-31 [Controller]> [80211b or g or n] > [Media Parameters]
T 4—ILE EL:
General
Maximum Media Bandwidth HETHRRNEBEDO A= T =V 2 EL T, 2047 3 UiT,
(0 to 85%) CAC BWEZOEGE D EMFTRET T,
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-31 [Controller]> [80211b or g or n] > [Media Parameters] (# &)
J4—ILE EE;
Video

Admission Control (ACM)

TRIvyay arybe— 2R T5003.20F =y 7 Ry 7 2%
F ozl E1,

Maximum Bandwidth

IR TDRRTFHIEONR— T =V 2 BEL £T, 2047 v 3 Uid,
CAC EZDEHEDHEMARETT,

Reserved Roaming Bandwidth

%ff@‘j—é 7 — i V?%fg}ir@@/\“——h\/;_y%%ﬁzbiﬁ_o :0)7\1‘70“/ ey
3. CAC BHHDOYE OB FIHET T,

Unicast Video Redirect

EFd % a—NOFTRCOHEAT (7 AR Y=L Sy FRERAR =
TA—bF Fa2a—lZUV XAV 7 FEND L HIZT SHIZIL, [Unicast Video
Redirect] F = v /Ry 7 2% F L ET BT L EFF ~—F
YT DHBHNNT Y FIETRTOET A F a2 — 2R FSNET,

Client Minimum Phy Rate

TITAT IR AT 4T AR U —=LIZIMAT B2 SE 2 mET — #
L — bk % [Client Minimum Phy Rate] K r v 7% v U X MM L#ERL
ESC AN

Multicast Direct Enable

Z OER FOfEED WLAN T Media Direct ZH W23 5121,
[Multicast Direct Enable] F = v 7R v 7 2 &8I L £,

Maximum Number of Streams per
Radio

HRTOERIEDALN Y —LORKREEREL £7,

Maximum Number of Streams per
Client

TBRT DIV IT7AT NI EDARNY —LDOHRRBEFEL £7,

Best Effort QOS Admission

FLWITAT Y FERERZA =74 —h Fa—CVXAL 7 T5IC
1%, [Best Effort QOS Admission] ¥ = 78Ry 7 A& A4 L ET, 20
T RTOETAHIIENEH SN TV LA ORTAEL £, Bahi
o THY RO TFTAHFHREREHI N TWEIGEE H LW F7A4T
FESRIIEG SN ET,

Voice

Admission Control (ACM)

TRIvvay arbe— xR THIX.20F vV Ky I A%
F AL £9,VoIP @ity K a—PRHFATELEFME &K D
EO Ty FEIZV RAEA L DB RIO= KA A2 b F CIREBE, KR
v MERKTEREINDIVLERDY T B3y NUY—ZAWDOFT
QoS Z#EFFT AT . a— TR I v g Ul (CAC) RBETT, 7 7
T AEFD CAC 1X. %y F U — 27 O 4gEL TWTH CoS NHFFI vk
BERD AR TOIRRI—ABETERMR SO ENTEET,

CAC Method

[Admission Control (ACM)] BAENZ/ > T D 5H1E. CAC HR %A
NR=AFETFIAX T 4 v ZIHEL 7, AMMX—2D CAC THY AnLs
NTWBHHEFAXTIZ. ENEEN DT RTONT T v 7 X ATIT
FoTR—F ¥ T 78R KA b THE SN HEIESC, F—F v %
NDOFIZ L > TIHE SN D HIRIENZ E I vy E 9, load-based @
CAC TiX.PHY B L OF ¥ R/ KBaO#EFFE AT 28O HsigE s &
L ET,

Maximum Bandwidth Allowed

HRTHRREWEOR— =2 AN L ET, Z20FF > 3 i3,
CAC BEZDOLGE O A REE T,

Reserved Roaming Bandwidth

THRTHa—I T HEBIEDOR— TR AN LFET, O T g v
12.CAC BNEROEFEDHEHAFEETT,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-31 [Controller]> [80211b or g or n] > [Media Parameters] (# &)
J4—ILE A
Expedited Bandwidth L o— A2 CAC OFEE L L TEEFRIEZ AT 52X, 20

Frxy 7Ry 7 Z%@BIRL £, L0 mWESLEE TSPEC ZRIZHEZ b
%5 & 912 CCXvS MERLOBSLHIED IE AL 72 9,

SIP CAC SIP CAC 2T DX 2DOF =y VR y 7 A%F 1L £7,SIP
CAC iZ. A7 —=4# A aa—F 17T Z% K —F L. TSPEC X"—Z2DT7 K I v
a Uil E AR = LARWEFE ORI T O2BERH D £,

SIP Codec [SIP Codec] K my 7 ¥ JALNDL  ZOBERTHAT2a—7 v 7
4 TR L B ATRE 22 A7 Y 3 13 [GLT11].[G.729]. 35 L Ut [User
Defined] T,

SIP Call Bandwidth F> hU—=27TSIP 2 — 12 LIZEI) Y THRIEE (F o ey N /BHA) &
ANLET, 207 4 — L RIZGBIRE TV 5 [SIP Codec] 7% [User
Defined] Th L5/ DHHEETE £T,

SIP Sample Interval O—F o VEEESELMLERD LY T AR UM ZALL £3,
Max Number of Calls per Radio T LD — LD REEADL 9,
Metric Collection ARV JINEEZENCTHICNF.ZOF =y IRy 7 ABF AL £,

FN77 427 ARV =L AU ZIE . UATL A LAN TO VolP (ZH
T 5 —EHOMEHEM T,V A YL X LAN @ QoS Z#HL £7.,7 7 kX
WAL P THEEEZNET DI N T T 4y 27 AU =L ARU w700
ANTHLZEPBETT, TR AT D& 2 bue—F 3 BEMT
LT RXRTOT 78R RA h9nn 90 BT LI 802.11b/g (v Z—
7 = A R D MEHERT — # DINEEZ P L £9, VolP £/ T4 %
L TWHEEIE. COWEZANCT OBERDH Y £,

[Controller] > [802.11b or g or n] > [Parameters]

’@21‘7/5/’5:1%?@1/“( 802.11b/g/n /XT7 A—% (BIRB L OF ¥ )V AT —H A T—H
— M. F ¥ XNV VDAMNBIW CCX MERTERE)ZHRET LT —FEBERERIIER
LT INHDOREEa e —F AL £9,

&k D3R T, [Configuration] > [Templates] > [Features and Technologies| > [Controller| >
[802.11b or g or n] > [Parameters] (Z& % [Template Detail] D%~ 4 — /L RIZHOW TR L

iﬁ‘o

& 2-32 [Controller] > [802.11b or g or n] > [Parameters]

Z4—ILE B EA

Policy Name HHENTWDEX2UT 4 RV —DL4RTIEZADL T,

Beam Forming Koy 7&Zw UARME [enable] £7-21% [disable] 2R £+, 8—24 7 4 —3
VTR AR T DOEZEO T EHIET 5 & XIS ARG S LR T,

Transmitted Power EEBHOL X WMEEZ AL 9, A 272 4HIE -50 ~ -80 T,

Threshold

Beacon Period SSID W7 7 A KA ML T7a—RFyArENsL—h(E—a MR, G%
7R#PHIE 100 ~ 600 2 U BT,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-32 [Controller] > [802.11b or g or n] > [Parameters] (§ )
J4—ILF L]
DTIM Period Bt 7 A=V RERO0ODRT T 4T A0V r—4 2yv—U(TIM) BHE T

P—oy 7L —A0REMICEBLEY —a  BR, 20T . E—ay 7L —A0
DTIM Period 7 4+ —/VF TEEENET . DTIM 2 B8ML Az —a %2275 47k
TNAANZETDH E BFXAETONNSr Yy NeT =y 79TB572D 7T AT b
TNAANTHE#RHLET . DTIM OFBRELS D E. 7747 bDORY —FHEfH
NELRY BHEHHTE T, XX DTIM ORBIENEL 25 L8y b D%
DEBIEEMZONETN. 7T AT 2 FNDHEBRICEERNT 270Ny 7T VERENHE SN

ij‘o

DTIM OkEiZ. 2> hu—F N— 52 5.0.0.0 UBETIIEHTE $HA,
Fragmentation Ry MeWi T2 7ay 7 TiERd W ool & L TERET L)Y A X%
Threshold BEL T mERECENT ) 7B AT ICZ N Y 7T RO B & 5%

ELET.T 740 MEl 2346 T,
802.11e Max Bandwidth [802.11e D K#IRIED S—& > T —, F 7 4/ MEIX 100 T,

Dynamic Assignment  |[Dynamic Assignment] K 2> 7% 7 U R Kb ROBFEEEIEY Y TE—FK
DT ERRL 77,

o [Automatic]: ZEEENEL. ZOBIELZFF AT 5T XTOT 7R RA L hTEHRY
WIS ET,
e [On Demand]: %15 E /1%, [Assign Now] 227 VU v 7+ 5 L WHENET,
o [Disabled]: #f072 R EEAOEI Y 4 It fHIZZ v — UL F7 3L M iZ
BEINET,
7 7 A4V b X Automatic T, EH LV VB X OHEHFTRERT ¥ FVIXE 2 — R EE
WEoTERSNTEY EFHlIZHH S TWET,
Dynamic Tx Power DTPC VR —hr Z2HNTHICIE. ZDOF 2w IRy 7 R4 L ET, 204

Control a YIRS E EROREEHNL AT E—a T R A RSN e —T
DISEL 7.

Assignment Mode [Assignment Mode] Ka > 772 URA KNS ROBHT v xLE VY TE—RKD
W EBRIRL 7,

* [Automatic]: F ¥ R/ EI 0 Y TIE, Z OWMIEZFFATHTXTOT A BAL B
TEMEICEH S ET,

e [On Demand]: 7 ¥ /A EID B CTIX MEITIGE TEH INET,

o [Disabled]: EHy72F v R/AEI D 4 TITONT EIZZ 00— 0 T 7 40 b IZHK
ESNET,

57 # /L hiZ Automatic T,

Avoid Foreign AP ZOERR Y Y — 2 E B (RRM) M5B 802.11 TH#E=Z U7 74—V R ZHEMNT5H
LV RADT I BA RA L PICF ¥ RN ZEND Y TH LI E\RY Y —REFHIC
Lo THERE/FEE VT 4 RALLHDY ZAPSNDT VA KA R)T 7 EA
RAVENOLOTUWNREEINET BRY Y —REFHRICZOTWEBEEIE D121,
DT 44—V R EEBZL FT,

T 7R RA EPLOTFHT R X —(dB) B L OAM () BE L WRFED
R TITVER Y Y — 2L, ZONET 782 RAL FDEL DY AaDT 7k A
RALVPDODZNEDOF ¥ FV (BLOGBAICL VT v L) AT 572D F *
FVE Y CERBET L ENHY £, 2k . v A2D WLAN VU 2—3 3
VOX e NT 4 DML BN L ET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#*2-32 [Controller] > [802.11b or g or n] > [Parameters] (§ )

74—ILF Bl

Avoid Cisco AP Load |z 0% Y v — 2 F L (RRM) H#HSIEGE 7 + — LV R 2G0T D & F vy a7 7
A RAL MBI Y THBIZET VA RALNTHEHAEND N T 7 ¢ v 7 HiH
EAa b —F Il TEEBENE T EBRY Y -2 FHICZOEEZEHIEDIC
X207 4 — VR EEHIZL £,

FEE DRI T I 0 @B %F‘aﬂéﬂfb\é%é\%ééii?’v*ﬂ/@ﬁﬁﬂﬂ%ﬁ@]&:f”ﬁﬁfi
T 5T ¥ RmAB+5 T?T“Lfoeu\:&z’)i%Di?“o;@otﬁiﬁbkiﬂf AR ) —
AEHIT. L OVRER N T T 4y VAW EGET D AP I XV BOVEHER Y- %
BIDYBTHZ EMNTEET,

Avoid non 802.11 Noise | = D#E#EY v — 2 EH(RRM)D /) A X F=Z V7 7 4 =L R 2T H L ET
L v Bluetooth T XA AR E T IV BARA L N TR —ZANLDOTFHOH 5
F X FANERES N E T ERY) Y —RAEFBC DO THEERSEH 2T, 207 4 —
VR BB F9,

802.11 LIAD / A XA H DT KX —(dB) NE L W EDRWTIZ. ZD / A
RFDEL DT 7 EARAL MDINLDTF ¥ RNV (BLOGEICLVEEET y L) &
MIRET 5720 R Y Y — ZEENTF v RLVE Y TE2RHET L2218 £9. 20
W2k, o233 WLAN VU 2—2 9 0 OF v 30T  BNEEMML EEENED L £,

Signal Strength ZOF 2y IRy 7 AXEICA T (EEAT), MY Y — 2 F 8 (RRM) ILF I
Contribution RF/EE VT 4 RAALLHADTRTDT 7 & A ‘l‘4"/ N ORI E 2 =& L i

W WTF ¥ 2L O EAFE A ZREE L £, = DOft 5 Cisco WLAN Solution 3 ¥ /837 ¢
WZOWTIHEM, F ¥ FAHEB L OBET v 2L OT IO W TS £ 97,

Data Rates F—F L—h By I I TIAT v Fearbae—FMTRI - hENET, T —
% L — k3 [Mandatory] ICRESNTWDEHEG. 7 T AT Mdxy b U —7 2
THZIFEFOT—Z L—F 2P R—F L TWAELERHY $T,5—% L—FRa
k ©— T [Supported] & L CTHESINTWLHAIX ALY —F2HAR—FLTE

D BEEMTONTWE I IAT U MEFDOL—F2FEHALTCT 78R RA Ll

BT 2BEMERHY T3, UL .6.9.12,18.24.36.48.54 Mbps % BE# 1S 572012
PR—=FEINDHTRXTCOL— 27 74T NPMEATLZHLETH £HA,

FNEFNDOL — MIoWT, [Mandatory] £721% [Supported] DRy 77Xy YR
N EINDARECTT, 5T — & L — M iZ. [Disabled] IZFRTEL.Z 7 AT N DORTIZE
bEsrZ b TExET,

Channel List WERE=ZYV T LRUZESN T TRTOF ¥ R B b — F ¥ R EE
DCA F v %/ %I L £9°, Dynamic Channel Allocation(DCA)iZ kv =2 b r—
TR SN E BB T S A AOH DN Z Y72 TF ¢ R OE Y Y TH A BRI SR

EnET,

Mode Tu—RK&y A MNERBEEREAEDELITEDCLET . AT HE. ZDNRT
A—HIZ J:O’C774'77/ s OALEDOIEME S 3 m EL £797,

Interval HE BR A OF AL DR T,
Cisco Compatible Extension 7 & Hl& ML HEE— N DEDRGELTEL T
E3

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [802.11b or g or n] > [Roaming Parameters]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[802.11b or g or n] > [Roaming Parameters] (Z& % [Template Detail] D%~ 4 —/L K {22\

Tt L £,
7 2-33 [Controller] > [802.11b or g or n] > [Roaming Parameters]
T4—ILF e
Mode Kuy7&w e U ARG [Default Values] %7213 [Custom Values] %33R L £ 7, [Default
Values] #iBIR L 725130 —I 07 NI A—FEFEHTEEHA. T 74V MEBRFRRS L
i j‘o

Minimum RSSI |7 5472 &7 72 R A2 MBIl 5 & SICRERZEEFREAS >V r—4
(RSSD DE/MEZE AN L £3, 27 5 A7 > k OEEOZIFE T OME D = OB L Y (K035
BB EETE BBIFIRTE F8 AL LIS - T /o RSSIEICET 502, 2 7 47~
MILVRWVESOHBBIOT 722 KAL P ETTICASHF Tr— 307 LTS LER
0 EF 4P :-80 ~ -90 dBm, 77 4 /L | :-85 dBm,

Roaming IIAT VNP = TS DD EIRBHET 5T 7 A RA s DIRGHRE AT
Hysteresis ANLET, ZOT7 4=V RIZ 7 TAT 2 F BRI 2 DOT 7 ¥ A KA b OFR LR
TOELCHDIHAEICT /A KA PEROE VR ORED T2 O b O TF, fbH:
2~4dB. 774/ }:2dB,

Adaptive Scan 54T NBEEMTONTET 78X KA D RSSIEAZ AN L £9, ZRUTFOHEA.
Threshold AT MIEESNIEBITRHWNICEHET 27 78X KA PCr—I v 7 TEH4E
Mo ET 2O A —ARREL I FIATLY IBT VT4 7 E1F Ry v 7 A% v T
T & i/ NRICHN R D 72 b O HIEG R L £9 .72 L 2137 T 47> & RSSI 73
BIELDbENEEITTP <Y EAF Yy LUBIEL Y RV E X ITT LV # AF v g
HIZENTEETHMPE:-70 ~ -77 dB. 7 7 4 /L k :-72 dB,

s  [Scan Threshold] /XZ A—% & [Transition Time] /ST A—ZIZ. 7747 hDOua—=3
VI ORT = ADRIEL NV ERGEL T, IO DR T A= EFEHT S L KD
W TAT U hNEEELER—I VT ERAT Y UARELNLTET TR T 7R KA
Y NHO DR —NN—T v TR T A EICED = T &R —
T 5 LAN xv N — 2 2REHT D52 ERAREE /20 97,

Transition Time |75 47> K REEMITONTZT 782 RAL b HO RSSI A AF v DL 2VMVE L VK

o BB I F9AT L IR e — I WL EBETAT 72 RAY FOBHEB IO

=3I 7N ONARRKEERMZ AL ET #ET I ~ 10T . T 740858

;£ [Scan Threshold] /X7 A —# & [Transition Time] NT A —Z{FX. 7747 FDOr—3
VI NRT = ADFRMR L NV ERIEL ET, INHDNRT A= EMEHT L L b
BWITIAT U MNRELR IS E ATV UANRGLNDE T TR T 78R KA
VN —EDERNA—N=T y TR R TS Z Ik eI T B2 — ]
THMM LAN x> U — 27 ZREFTHZENAREE R D 7,

[Controller] > [CLI] > [General]

ZoFTvarEHHL T CLI a~v>y Foty hE2EL 7T 7LV — b E2ERL . TN b %
Prime Infrastructure 725 1 DU Foary be—JIZ@HATEET. 260 T 7L — A,
SNMP %R —F £721% 5 A % A4 Prime Infrastructure = —% A & —7 = 4 ZAN72WEED
arvbhur—JIl#iEEr e Ya = LET. TV —h arT i av s KESIOT
FHNTE EHRE SRR SR - &R T ERA,

TNAAD CLI By v avid,2—% 7V 77 LV RCESWTHLSNET . T 740N 7
o b zuix SSH T3,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

b Ay b= CELWVWZ—FLEBILONNATY - R RFEINTNTH, 2—FHBLOVIX
U — R N7 7= 8  Controller Telnet JLT VX Ty IRRRT B . ar hr— 3
CLI 77V —FBRMLZEGA . 2 b —F 0 CLI #2850 K E B 2 TOR W HER
<< 71éI/‘o@%i&b)ﬁki&%ﬁﬁfh\é%Q\CLl vy arOREREEESCTH T b
02— OFFO CLI By v a vy Z&TLTHL BIEZHRITL TSN,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[CLI] > [General] (Z& % [Template Detail] &7 4 —/ RIZHOWTRHAL £97,

* 2-34 [Controller] > [CLI] > [General]

Bz
—#H?D CLI a~> FHEAHL F9,

[Refresh Config after Apply] F=v 74K v 7 A% A ZLC.CLI 77— s BIEFIZ
WHEN7=6, 2> b r—7 T refresh config #%E47L £,

XE & RAF T 5 12i%, [Save Config to Flash after apply] = v 7R v 7 A& 412 L £9°,

T14—ILK
Commands

Refresh Config after
Apply

Save Config to
Flash after apply

Reboot Controller
after apply

o b ur—7 ZHEHT 5 I2i%. [Reboot Controller after apply] F = v 7R v 7 A& 4
ILET,

?‘/7°1/~ N FIZHREAEL TR TO 7 — %2 43 25 12, [Ignore errors on Apply
Template to Controllers] 412 9,

Ignore errors on
Apply Template to
Controllers

[Controller] > [FlexConnect] > [FlexConnect AP Groups]

& D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[FlexConnect] > [FlexConnect AP Groups] (2% % [Template Detail] %~ 4 —/L K {22\

Tt L £,
Z* 2-35 [Controller] > [FlexConnect] > [FlexConnect AP Groups]
J4—LE EX:
General

Primary RADIUS Y — NN

JEM S h

D AP S —7F07Z A< RADIUS #8iEY—/3, RADIUS i
o —Z FiZWiEA 1T, Prime Infrastructure TiXE L 7= RADIUS $— %
¥ A,

77 4~ RADIUS +—_XOR—+ESZ AL 7,
THXAN Ry 7 RHEEEZANDL $T,
HEWEEZBFANL £7,

D AP A —7FDkH % U RADIUS
0 —7 EIZ WAL, Prime Infrastructure Ti
FH A,

%Y RADIUS — DR —bEFEZE AL 7,

Port Number

Shared Secret
Confirm Shared Secret
Secondary RADIUS

SREY— N33 b
T#EH s

waalk ¥ —73, RADIUS #
% L 72 RADIUS H#—/3%

Port Number

Shared Secret

TXARN Ry 7 AHEFMELE AL F9,

Confirm Shared Secret

LEMEEZHAIL £,
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Features and Technologies] 7 « —)L K )il W

# 2-35 [Controller] > [FlexConnect] > [FlexConnect AP Groups] (&)

Z4—ILE H 7L

FlexConnect AP TIRARLAL DA —FFy bk MAC 7RL A Z RLav hua—7 EoEKO
FlexConnect 7/ —FICFETCE FRAMBEO I V=T REIL 2 Fr—F M &S
NTW5EA1T. [Ethernet MAC] F = v 7Ry 7 A2 A LT/ —7D 1 5D7T
JEARAL N OBREMERL £, COLEFIIRFLIZY a2 be—FC@HL
D CTEET,

FlexConnect FlexConnect 7' /v —7 Do —H VBFEE AL £,

Configuration

#  [General] # 7 C.[Primary RADIUS Server] 7 «+ —/V K & [Secondary
RADIUS Server] 7 4 —/L K28 [None] ICREESNTWD Z L Z2MERL £7,

FlexConnect Local

Z @ FlexConnect 7V —7 Du—h VEEEZ AL 4.7 7 4V MEZA 7 T,

Authentication S COMEREILLS L5 L. T AL AOLERIETH B T LA DS
BA Ly REREINET,
F OV FEICERES LD [Users configured in the group] V> 27 %227 U » 7 L C,
FlexConnect = —H% D J A ks 2/~ T& 9, FlexConnect = —H Z{ER T& %
? 1%, FlexConnect AP Group Z{#7FE L 727217 T4,
EAP Type FlexConnect 7 7 A KA s TLEAP 2L T/ 947 v hZRIFTEH LI

LET,

FlexConnect T A RAL NT EAP-FAST #ffHL T2/ 947 F2BIETE D
29 BIZIE [EAP-FAST]| F = v 7R v 7 A% AL £9, F#1o PAC 7'rE
/aw‘/7 #FEHT 51213 [EAP-FAST Key]TﬂFXl\ Ry 7 AL [Confirm

EAP-FAST Key] 7% %2 b Ry 7 212 PAC Ol s{b L 18 5 LI T 5% —% A S
LT,

Auto Key Generation |[PAC Yrb Y a=r7F2 . PAC B WW7 T 47 Mz PAC BEHBEIMIZEEINS
Lozl £,

EAP-FAST Key

EAP-FAST #— S OHEMRFRA - 35l F1% 32 #7D 16 R L FTHLILERH Y £7,

EAP-FAST Authority
ID

TR R MERXD B — BV EAP-FAST % — _OER# .32 H1ETD 16 #H T4
AhTEFET,

EAP-FAST Authority
Info

EAP-FAST % — " OHRIEHREZ AL £,

EAP-FAST Pac
Timeout

PAC WfREER v 7 ZIZFKR SN LB B E AN L £, A7 2 ~ 4095 BT,

Image Upgrade

FlexConnect AP
Upgrade

FlexConnect 77 A RA L b 2T v 7 7L —R T HFEHITERL £,

Slave Maximum Retry
Count

AL —7 3 FlexConnect 7 /L —FNDO~AZ—=nbDOA 70— RGERITT 55K
K, = o473 a 1% [FlexConnect AP Upgrade] = v 7K v 7 A& A2 LT2
LBaoRrMEHTEET,

bz [General] 4 7 [FlexConnect AP Upgrade] = v 7R v 7 ARFHI/2->T

WABBICEYD T 7 E8A RA LV NE~vAX— T VA RAL N L TEBINTX
S I

VLAN-ACL Mapping

IOXRTORET—TNVEMFEHL T VLAN-ACL v~ v v 7 %2BL £7.

VLAN ID

%7 VLAN ID O#PHIx 1 ~ 4094 T,

Ingress ACL

AT) ACL Z@# IR L £,
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W [Features and Technologies] 7 1 —/L K D &iBA

& 2-35 [Controller] > [FlexConnect] > [FlexConnect AP Groups] (# &)

Z14—ILF EBA

Egress ACL H7 ACL Z#3IRL £,

WLAN-ACL Mapping ZDETOMRET—T N EMAL T WLAN-ACL ~ v v o 7 %ML £7,

WLAN ID WLAN ID,

WLAN Profile Name |WLAN 717 7 A /L5538 IRL $9,

WebAuth ACL WebAuth ACL Zi#iR1L £,

Local Split DR TORET—T N EFHL Tr—h L 27 Y v~ ACL ZBMMEIHRINL $7°,

WLAN Profile Name

WLAN 717 7 A VDA% U A S BIEIRL £77,

Local-Split ACL

o—HL A7 Uy b ACL 28N L £1,

Web Policies

ZDETOWRET =T NEMHL TWeb R U > —D ACL ZiBIIE 72 I3&EIRL £,

Web-Policy ACL

Web AU v — ACL Z#IRL £9, &K 16 {f> Web-Policy ACL ZiEMNTE £,

Central DHCP

TORTORET—T NV EMHEHAL T. % WLAN Y127 7 fvofi DHCP %80 F
72N L 9,

WLAN Profile Name

WLAN 7'u 7 7 AL DOA4HEZ Y A N bR L £7,

Central DHCP

o7y ANOHmd DHCP ZA%h27 %5 121% [Enable] Z8IRL £9°,

Override DNS

Zo7ua7y A)®D DNS OF—"—F 4 R ZHHZT 5I21% [Enable] Z 3R L £9°,

NAT-PAT

IDTaTrANDRy NU—2 TRUALKR—F TRV AOEWBREFNTT 521X
[Enable] #i®#RL £,

[Controller] > [IPv6]

Iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] > [IPv6]
ZHDHN—=VDHET L= FIZOVWTHMAL £,

[Controller] > [IPv6] > [Neighbor Binding Timers] (2-36 ~X—<°)
[Controller] > [IPv6] > [RA Guard] (2-37 ~<—3°)
[Controller] > [IPv6] > [RA Throttle Policy] (2-37 ~<—<)

[Controller] > [IPv6] > [Neighbor Binding Timers]

R DF% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[IPv6] > [Neighbor Binding Timers] (Z&% % [Template Detail] ®% 7 4 — /L KT\ i
L¥E7,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF

[Configuration] R—S D74 —ILF YI7L YR |



| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

Z* 2-36 [Controller] > [IPv6] > [Neighbor Binding Timers]

Z4—ILF H L]

Down Lifetime - 0)74—/1/1\‘1&“'7/ FGATEALEHTEHNILET , Z2OF v IRy 7 RA%EF 2L
Interval 7284 . [Down Lifetime Interval] 7% A b Ry 7 RAMEEEEL 5. 2077 T4

7574Af'ﬁlimi B A B—=T oA ARG LT MU NHIBREND ET.E7-
.= FUDRBRERRETHD EWVI A ZITMADET. T NI NANA R F—
TR SN D IR (R EEAD) 2R L 9, #PHIE 0 ~ 86400 B C. 7 7 4 /1 bMEI

0 <7,
Reachable Lifetime - 0)7/(%11/}\ TRERRETIA T XA LETENILET . Z2OT = IRy 7 ABF T
Interval L 7244 . [Reachable Lifetime Interval] 7% A & Ry 7 AEEFREL £, BEAET

4’757/1’-AF‘EJ[5|“1 VEIEFREL WO REMA (F T v X T %ﬁbf:ﬁ%ﬁ’ﬂ&@ﬂ%ﬁfﬁ‘éﬁ\if:
TR AN—ERE T 1 b =V (NDP) A 2 1 U 7 4R 72 B2 rl e ) &2 52 1 B 9712

N U DSEERRE & R SN D KR (B HLAL) 278 L £, Z ORI 5 & o F
VIZAT AMITBATL £7 . #iHIE 0 ~ 86400 T, 77 4+ /L MEIX 0 BT,

Stale Lifetime IDT A4 —NVRTAT AN TATEALEZHEDNCLET . ZOF v IRy 7 A% 40T
Interval L 72454 . [Stale Lifetime Interval] 7% A~ Ry 7 AEEHRELET AT ANV T47
A LHERIZ AT A = b UDBHIBREN D ET EIT AT A = b U BSEEFRE
THHEWIFMEZITRAET. FO L N UBNRA U R T—=T VIR &N 5 KR
W (REAL) 27k L 97, ®PHIZ 0 ~ 86400 B C. 7 7 /v MEIX 0 T,

[Controller] > [IPv6] > [RA Guard]

RAFT—FIZ.RAZUAYL R ITAT b Ray 35 L1265 Unified
Wireless YV =2—3 a3 T4, ZIZ e —LIZRESN. T 7 4V b THER T, IPv6 /L—
B TRNEARXRA N RTA—BERETDHT T — N ERIIEETEET,

[Controller] > [IPv6] > [RA Throttle Policy]

ZOF T arEEALT VAPV A Xy N — TR TH~VALTF vy A L—F TN
ZAXA M(RA)DOEZHIRL EFT.RA 2y b KU — 2my MBI OZEOMOF
TrarviE IPVO v—F TRNRE A XA RIA—FERETHT T — N EERER
FEETEET,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[IPv6] > [RA Throttle Policy] (2& % [Template Detail] D% 7 4 —/L FIZOWTHAL £9°,

Z* 2-37 [Controller] > [IPv6] > [RA Throttle Policy]

J4—ILF H L]

RA Throttle Policy RA Xy bV R —2BIL FT,

Throttle Period BHEAIOZ ey MVHIROR S EOHPHIL 10 ~ 86400 # T4,
<<FTE L EFEA>>

Max Through WHATO—EHH cilmimT 25 RA O,

<<FEL FEA>>

Interval Option ffaA 7> a v BNEESN TS RA OEAO8EELXRL £,
<<FEL FEA>>
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-37 [Controller] > [IPv6] > [RA Throttle Policy] (#% )

Z4—ILF a8

Allow At-least Jb—Z AL T &A1 RA O/ AR L £77,
<<FEL FEA>>

Allow At-most JL— 2 BN CHIE SA20 RA O REER~L £,
<FH7EL FEA>>

[Controller] > [Location]
Iz, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Location] {23 2=V D% 7 4 —/LRKIZHOWTIBHL £,
e [Controller] > [Location] > [Location Configuration] > [General] (2-38 ~X—7)
e [Controller] > [Location] > [Location Configuration] > [Advanced] (2-39 ~<—")

[Controller] > [Location] > [Location Configuration] > [General]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Location] > [Location Configuration] > [General] (2% % [Template Detail] @4~ « —/L
RIZHOWTHAL £,

& 2-38 [Controller] > [Location] > [Location Configuration] > [General]

Z4—ILF Bk

RFID Tag Data AITWEEFDNCT DI ZOF =y IRy J AEF L ET, EE Y T 4 F—E X

Collection Tovpmaryta—Inb6rkEy b 27 F—2EINETLHHEIIC, 2 b 7 —7 T config
rfid status enable =~ K Z il L C.7 77 47 RFID ¥ 7 OWH % G35 LB
b ET,

Calibrating Client TDF 2w IRy VAT NL T I TAT Y FOREZAICLET . a2 br—7T
X T 78R RA MM BKRIEZ S A7 > Mo@E O S36 £7-1% S60 Tk &2 %EL £
(24T MEREICERARD EP) .7y NI TR_RTOF ¥ XL TEEENET. F v X
JZBRIR K TR_RTOT 7B A RA L M (F¥ FNETR L) N RSSI 57— & & K08 D
IIAT I PONELET, INLOBMEERBIOT ¥ 2V EFT L FRICEET I E
FELEETAE 7740y 7OEMEFT 2560360 £ M HTHER X TOER
(802.11a/b/g/n) Z i 1+ % I2iZ. [Advanced] % 7 T~ AF N R E2HICT 20BN H
v £,

Normal Client BIEZITORNI TAT U N EEHTHICE. 20F =y 7Ry 7 A%+ 2L £3,536
BERIZIZTAT > MTEREINFEFFALS36 BLO S60 13, K5:E D Cisco Compatible
Extensions & D HMNENSH D 7 T AT KT A43TF,836 (21T CCXv2 LAk & D Bt
M2 H Y £3.S60 121F CCXv4 LIE & D REHMERH © F9, ZEMIZO W Tl Cisco
Context Aware and Location FAQ(: 22 T 2 b B L O ur— a3 IcB+
%5 FAQ) =&ML T<7EEW,

Tags, Clients and RSN 7 77 AT 8 AREAPCETIIAREY 74T 0 b dad 2 £ TORH %
Rogue APs/Clients WHA THEEL £1,

For Clients 7747 b RSSI HIENEREI NI E2HENTALL £,
For Calibrating WIEZ Z A7 h® RSSI PIENFEESINLHERZ WA TASL 77,
Clients

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

7 2-38 [Controller] > [Location] > [Location Configuration] > [General] (# &)

Z4—ILF H L]

For Tags % 7O RSSI JIENFEFE S DR Z AL TATIL £97,

For Rogue APs RIET 7®A RA2 b RSSI JIENFEF SN LM Z BN TADL ET,

[Controller] > [Location] > [Location Configuration] > [Advanced]

DT, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Location] > [Location Configuration] > [Advanced] (2% % [Template Detail] %7 o+ —
JVRIZOWTEBIL £,

& 2-39 [Controller] > [Location] > [Location Configuration] > [Advanced]

J4—ILF BT

RFID Tag Data RFID #7 T—32OX A LT U N ERETHWEMOEEZATIL £7°,

Timeout

Calibrating Client FTRTOF ¥ R/ TS36BLVS60 X7y b AT L2HE) AXET DT . 2OF =y

Multiband IRy 7 AEA L ET, 7 T 4T X [General] # 7 THMCTHZHLERH D
ESc AN

[Controller] > [Management]
iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Management] {ZH 5 X— D& 7 4 —/LRIZOWTHEBAL £,
e [Controller] > [Management] > [Legacy Syslog](2-39 ~—1)
e [Controller] > [Management] > [Local Management User] (2-40 ~<—37)
e [Controller] > [Management] > [Trap Control] (2-41 ~<—<°)
¢ [Controller] > [Management] > [Trap Receiver](2-42 ~=—73)

[Controller] > [Management] > [Legacy Syslog]

A
F LAY —syslog 1£.5.0.6.0 Loy hu—TF A=Y g @A snEd,

DT 7V — b OFERRIZEE T 2 FEARIEHIZ OV TI, [Cisco Prime Infrastructure 3.0 User Guide JD
[Creating Feature-Level Configuration Templates B&FEL ~ /L DOFRE T > 7L — ks DIERR) | &5 M
LTLIEENY,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [Management] > [Local Management User]
ZOFTvarEL T n—aL a—F EN6D—FORHEL LB LAY —R %
HEL ET,
D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Management] > [General] (24 % [Template Detail] D% 7 4 —/L FIZOWTHAL £97,

Z* 2-40 [Controller] > [Management] > [Local Management User]
Z4—ILF BT
User Name TUTL—h a—¥HEANLET,
Password Zou—HNERa—F FUo L — DA -2 AHL T,
Confirm Password NAT—REHEANLET,
Access Level [Access Level] K w > 747 U Xk &fiJf] L T, [Read Only] £721% [Read Write] %
HIRL £,
Update Telnet Telnet/SSH 7 7 & 2® Prime Infrastructure O ==—+ 7 L F > v L &2 HHTHIC
Credentials IZ.[Update Telnet Credentials] F= v 7R v 7 2% AL £7°,
F T U7 L — FIERICHEH S, [Update Telnet Credentials] 47> a 3G %)
REAEEASNIEHA—Y JLT U AN TOEMAa s Fa—L~D
Telnet/SSH 7 L 7 3 % /L@ Prime Infrastructure CTfEH S £,

[Controller] > [Management] > [Telnet SSH]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Management] > [Telnet SSH] (24 % [Template Detail] O 7 4 —/L FIZHOW T L £97,

2 2-41 [Controller] > [Management] > [Telnet SSH]
J4—ILE A
Session Timeout 0747 X5 ETIC Telnet ¥y > a U BIET 77 4 7 OIRREZ ki C & DR % 4

B TAALET 0T ZALTT RN LAWNWI LE2BEWHRL ST B8 #BIZ 0 ~ 160
T.T7#/NVMIS T,

Maximum Sessions ZFA[T 5 R Telnet £y > a v O AEANL T A0 HIZ0 ~5 T F 74/ b
x5 TT.DSCRy hU—2)R—F Tlid # LW Telnet & v > a > 23 £/ 13480k
TEXFET H—ERX B—FTIE H LW Telnet v v a v ixFICHFTINET,

Allow New Telnet DS AR—hF TOH LW Telnet v ¥ a 2T 5561 [Yes] 37T L2 WEAIT
Session [No] Z:#RL £4.DS(Fv hU—27)R—bF TiE. #H LW Telnet ¥y a3 aiFal %

TR ECEET P —ERXA R—FTIL.H LW Telnet £y ¥ a VIXWIZHFATSINE
9.7 7 A/ M X [Yes] T9,

Allow New SSH Session |3 =7 =/ Telnet v 2 v 2[4 55481% [Yes] &7 L 2413 [No] %
BINL 3.5 7 4L b [Yes] T,
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [Management] > [Trap Control]

& D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[Management] > [Trap Control] (Z

& % [Template Detail] D45~ 4 —/L R IZHOWTEAL £9°,

*2-42 [Controller] > [Management] > [Trap Control]

TJ14—ILK A

Select All Traps ZOR=TVDTRTON T T EHMNITHINI.ZDF =y IRy 7 A4 1L
i‘j‘o

SNMP F&GE

SNMPV2 =27 47 4 BUsEUNZFEGES LT e hal 2yb—U %51
FL7ZSNMP V3 =R CTRESNTWA2—FRIEL K RWSRAYU—RFKTa b
°—7(Z 77’[27\%—_’11*#5 &\nup i%ﬁ&b\:‘:7”— Ay t— /ﬁ)ﬁTéhi‘g— =77
LREZ 7 —DFA . N7 v 7 v idAEREINEEA,

Link (Port) Up/Down

KHeZ 7 v S EI1IX 7 B E T 5121E, [Link (Port) Up/Down] F = v 7&K v 7
A& A AL FET,.

Multiple Users

FALrZ A 1D T2 ADa2—FRa /A TEH L1
Users]| T =y 7Ry 7 A%&A L £,

295 1Z1%. [Multiple

Spanning Tree

ANR= T V=D K Ty T EFENTT 5121, [Spanning Tree] F=v 7Ry 7 A%
AN L FT AL DT A= Z OFAIZONTIE. STP OIHEESIBL T EEW,

Rogue AP

RIERT 78R RAY M BRHINTGER LN SR IERT 7B X R
AV IPFELRLS RS TEHAEICMAC TRV AEMHAL CTh 7y 7 25ET D1
IZ.[Rogue AP]| F = v /Ry 7 ZA%&F 2L £,

Controller Config Save

REEET LT & &2l %E 557 512X, [Controller Config Save] = v 77K v
J A AN L ET,

802.11 Association

7747 b3 WLAN ICBBEfT I bz L X2 7 v 752 EET 51215, [802.11
Association] 4 N L ET . 2O Ty X7 TAT b bwunﬁéﬂé & Rk
L EHA,

802.11 Disassociation

7?47Vbﬁ%ﬁﬁﬁ%%@7v~A%%Ebkk%K%@HH%%@%%%E
4 %121%.[802.11 Disassociation] ¥ = v 7R v 7 2% 412U £,

802.11 Deauthentication

7747k Z))nmnﬁﬁ4=|3{f}@7l/ Aé’]ié{m L7z =x \—ntunftﬁﬁl‘lgéé Cikik ﬁfn—gaé
[802.11 Deauthentication] ¥ = 7 Hh v 7 A& 4 2L £,

802.11 Failed
Authentication

77 AT NN D AT —F2 X a— R THRIET L —LEHEE L L ZITRE
JeBE A 2 25129 5 121%.[802.11 Failed Authentication] F = v 7R v 7 2 &4 (T
I/ iﬁ‘o

802.11 Failed Association

I I7AT 2 N WRBLSND AT —2 2 a— R CTRBfIT 7L —LZ2%[EGFLEE &I
RE AT T S om s 2 2515 4 5 1213, [802.11 Failed Association] = v 748 v 7 2%
“iZLET,

BrN L7

JITAT v N BRI ENTZ L ICEEA T RBOE A E R ET DI
Frov IRy 7 AEF T LUET,

I, [Excluded]

AP Register

TR RALA DB arbr
AT DR S e & =T
Tl ET,

BT O & Eidarhre—F Lo
%%D%QHDTE) IZ.[AP Register] = v 7R v 7 A% 4

AP Interface Up/Down

TIRARA LN S22 —T A A(802.11a/n £7-1% 802.11b/g/n) D AT — X A
DT T ENIF T Nl o Tz & X 2@ % %ET 51213, [AP Interface Up/Down]
Frv IRy 7 AR F L ET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-42 [Controller] > [Management] > [Trap Control] (# &)

Z4—ILF

"E-IDII':

BA

Load Profile

AR a 7 7 A LOWREEN PASS 705 FAIL, 721 FAIL 7> PASS 22k L 7= &
W Z XET 521 [Load Profile] F= v /Ry 7 A& F 2L £,

Noise Profile

AR T 7 AILDIREE 75‘ PASS 75 FAIL, £7-1% FAIL 7»5 PASS 214k L
2L XA A RET D 12iE [Noise Profile] F= v 7R v 7 A%4 2L £77,

Interference Profile

FTH7 a7 7 A /VOIRIED PASS 7» 5 FAIL, 7213 FAIL 25 PASS (&b L7z &
X\ &2 K53 512, [Interference Profile] F = v 7R v 7 A& F 2L £,

Coverage Profile

IRV Y a7y A NVOIRIED PASS 705 FAIL, £721% FAIL 7»5 PASS (24
L7 & &l % %159 % 12iE. [Coverage Profile] ¥ = v 7Ry 7 A& 41T L
3

channel update

77 7 TR RA U NOEBBHTF v 3 TAT U X LAREH I N & X
%.[Channel Update] F=v 7Ry 7 RA%&A4 2L £7,

\ZEH A IRE T D

Tx Power Update

77txT4/b@®mﬁfﬁﬁ7w:)xAﬂEﬁéﬂt&% JHH A RET D
2. [Tx Power Update] F=v 7Ry 7 A& 4 2L £,

User Auth Failure

7?47/b®RMMUSm£®%%#%ELt&% N7y 7ERREL Ta—HIC
%Y 5 12i%. [User Auth Failure] ¥ = v 73R v 7 2% 4 2L £,

RADIUS Server No
Response

RADIUS 7 ST kR LT R BRI S 2 RADIUS 4 — 37872 s =
RO Ty 7% ikET 5121 [RADIUS Server No Response] 7 = v 7
ﬁy71%ﬁ/ LE9,

ESP Authentication
Failure

W Ip Ny v 2l D IPsec /37~ F03451E ESP SA TR O -7 & T@m%s ik
1:-?‘%6 . Z2OF 2w IRy 7 A%A L ET,

ESP Replay Failure

hips — o v AFH 0 5 1Psec /37 > FD3E(E ESP SA TR O o7z & ZITH
FN% %159 5 (213 [ESP Authentication Failure] = v 7Ry 7 2 &4 1L £,

Invalid SPI

RBAZ: SPI R A7y FR FBELEZ7e ha/LzEHL THEELEZ SPLI 3dH 5
BELEE TSN L &l E %59 512iE [Invalid SPI] F = v 7R v
7 AkF AL £,

IKE Negotiation Failure

72 —X 1 IKE SA x> x— T 5 ITHRML - & ElClmMEEET DI
[IKE Negotiation Failure] ¥ = v 7Ry 7 X% A4 ICLET , KT =—v g
T—ORBAIT o ZDOBIEDOEE LB N Ty T O L L TEAEE D EE I
\iﬁ_o

IKE Suite Failure

BELLEELIZZDT7 2 —X2SA AL — X z— T 5RITHRRLT- L &
(A% 25159 2 1Z1E, [IKE Suite Failure] = v 7Ry 7 A% AL ET, 2D
P I BAfR L7zl & A 7% & &b IS BEO SRR ERENBE S L E T,

Invalid Cookie

FBEENI=565E~0 HZ72 cookie 733 5 ISAKMP 7 v k BNaE SN EETH
M/‘mékwi L Xl E XET 52 [Invalid Cookie] F=v 7Ry 7 ZA&F
L ETREMEEEMD cookie b F T v T EEHLICEEISNET,

WEP Decrypt Error

ay hr—75 WEP #5{b=7 =%t Lz & & 2@z sEd 5I121L [WEP
Decrypt Error] = v 7Ry 7 A% A4 2L £,

Signature Attack

802.11 X =VUT 1 FT7 v 7 EZHGMNTT HITIL, [Signature Attack] F = v 7R > 7
AEFT AL ET,

[Controller] > [Management] > [Trap Receiver]

Fy b T —=27 EIZSNMP b T v 722 ETHE=X DT TRALAARDDLGE. D=V
EHEALTCRN Iy L —N FUo 7L — N EBENTXET,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Management] > [Trap Receiver] (Z& % [Template Detail] D%~ 4 — R IZOWTHBL £9°,

& 2-43 [Controller] > [Management] > [Trap Receiver]

J4—)LE  |EREA

IP Address | — D [P 7L 2% AHL F7,

Admin SNMP 7 v 7L v —NICEET 5B 20F =2y /Ry 7 A% A L CUERERT —
Status B AZHIMIL E£7,

[Controller] > [Mesh] > [Mesh Settings]

o hE—F ORI T A IO T a v EHEH LT 2R RAV R EREL

ETO

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Mesh] > [Mesh Settings] (2 % [Template Detail] O 7 4 —/L RIZOWTHBAL 9,

2 2-44 [Controller] > [Mesh] > [Mesh Settings]

Z4—ILF

A

RootAP to MeshAP
Range

[Root AP to Mesh AP Range] 17 7 4/~ T 12,000 7 4 —h TH ,L—h T 7 EX
KAV NEAY Y2 TIZRARNAL NEOMEO 2 HEEEEZ 7 — FHEAMTAAL £9°,
DT a—N) T 44—V R arha—JT7 78R RA NBRERIND LT
TOT 7 BARA LV MCHEAEIN, XY T =7 WNIZHFEET DT XTCOBREFOT 7 A
RAVMcb@EHINET,

Client Access on
Backhaul Link

[Client Access on Backhaul Link] = v 7R v 7 AL 77 4 /L K TH T/ > T
FRHA IO T arPENOGE Ay 2 TI78ARNA M 802.11a/n HEHg
AT bhE80211la/n Ry VA= NENLCT V=" TEET DI TAT
hT7Yyvz—yarido—he Ay e TR FRAMNEDO 802.11a/n Ny 7
RV EOBEFOBEIEMINET,

FOZOHREIZ2 2OEFOHLT VA RA L NETICEASNET,

Background Scanning

Ny 27 T9 0K AFxx 2 AT 55613 [Background Scanning] = > 7 A v
I A%F Nl ZOKREE BT A A IEA 71 L £9. 7 7 4 /L MAI [disabled]
TT NI 7T F A%y 2k v Cisco Aironet 1510 77 & A A M. &
VB2 N A LB ART T DIZ BREIICHER L THORAN—=08WNDF v RV % E=
A TEET,

Mesh DCA Channels

[Mesh DCA Channels] F = > 7R > 7 AX. 7T 7 /L h THUZR > THERA, ZD
FTvared AL T arber—7 TRESNLTND DCA F v 110 U A &EH
Licary b= TONy 7K=L Fx xRz AL ET, a0 br—T
DCA U A FNOF ¥ R/ T HEEETT T BHEM T onT 78R A b
WHINET, ZOREIZ.1524SB Ay v a2 778 A RA LV MEFICEHAINET,
Z OEREDFEANIZ S\ T [ Controller Configuration Guidells Z ML T L7230,

Global Public Safety

Ta—_ )R T Uy 7 =77 (BT 5 I2i1%. [Global Public Safety] = > 7
Ry 7 Ad L ET,

Security Mode

[Security Mode] K vy 7% 7 U X k)6 [EAP] (Extensible Authentication
Protocol) ¥ 72 1% [PSK] (FriLAEF—) 2N £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [PMIP]

7axy AL IPV6 T/ AEED IP FE VT A B(ES 7Y T TERA)L J—RD T 1

T ELTEMETAZ L2 TERANL /=R EVR—=1FFTB5 . Xy T =7 R=ZADEN
ANEH T ba VT, 2y b= DEE VT 4 T T 4T 41F. XAV ) —F OBHE)

ZBHL.EC YT 0 VTV EEBL CRERL—T 4 T REEZREL £7,

T ERE= 7 7 41X Local Mobility Anchor(LMA) & £ A )V 77 A 7F—F 7 = A
(MAG) T4, LMA IZE/N AV J— R OEEJRIEREZERFL =40 J—FD IP TR

LZHD R RaY Toh—RAL FTTMAG ZEARAL J—RORDYICEL Y T 4 EHA
ITWET MAG (ZENRAL J—RKBRT o H—ZNTWET 78R VU ZICHFELET, 2 b

12— 7% MAG #rEx 2L £,

iz [Configuration] > [Templates] > [Features and Technologies] > [Controller] > [PMIP]
WCHDHR—=DET f— L RICHOWTHAL £7°,

¢ [Controller] > [PMIP] > [Global Config] (2-44 ~—)
e [Controller] > [PMIP] > [LMA Config] (2-45 ~=—’)
e [Controller] > [PMIP] > [PMIP Profile] (2-45 ~=—7")

[Controller] > [PMIP] > [Global Config]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[PMIP] > [Global Config] (Z& % [Template Detail] D&~ 4 —/V R IZHOWTHIAL £97,

& 2-45

[Controller] > [PMIP] > [Global Config]

Z4—ILF

"E-IDII':

BA

Domain Name

R A A2 DAHE,

Maximum Bindings
Allowed

arybhua—I0 MAG ICEETEAIRAS T 407 T o7 T — b D KR, AR
IZ 0 ~ 40000 T,

Binding Lifetime

A=A T 4T 2N IDT AT XA L AT 10 ~ 65535
T, T 7+ MMEIE 65535 TTANAT 42T TAT XA LT 4 BOBHTHDZ
EBMEETT,

Binding Refresh Time

a k=T DRAL T 4T IO 7Ly v 2 B AR A EPEE 4 ~ 65535 B
T9, 7 74V MEIZ 300 B TT  ANA T 407 V7L vy 2T 4 BOEHRTH
B EDBMNETT,

Binding Initial Retry
Timeout

avhR=IRTaky SAAUTF 4 SRR (PBA) ZZELAVEADT a Xy Sy
VT 4 Ty T F— 1 (PBUYEORII S A LT b A8 e fFHIE 100 ~ 65535 F5C
T, 77 /b MM 1000 BT,

Binding Maximum
Retry Timeout

arvhu—IRnTaxy NAUT 4 TR (PBA) Z% G L7aWEEO T Xy N A
YT AT Ty 7T — M (PBU)RORKY A LT 7 b, A7 &MIE 100 ~ 65535 5T
3,7 7 4V MEIE 32000 BT,

Replay Protection
Timestamp

ZELEIEXY NAUTFT AU THRBOX A LAR T EBIEO B E OEFZED -
MR, AN 7e&PIE 1 ~ 255 SV T, T 74/ MEIX 7 S VBT,

Minimum BRI
Retransmit Timeout

Ay =775 BRI A v —V&FRE 25 & TSRS D REH O e/ Ml A 2070 #iPH
1% 500 ~ 65535 T,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-45 [Controller] > [PMIP] > [Global Config] (# &)

"E-IDII':

J4—ILE BA

Maximum BRI
Retransmit Timeout

=1k r—7 » Binding Revocation Indication (BRI) A v & — % FHiX(E+ 5 £ T
9% WS 00 e K, A2 22 DR 1 500 ~ 65535 BT, 7 7 4L M EIE 2000 BT

BRI Retries 2>k m—7 ) Binding Revocation Acknowledgment(BRA) * v & — % %{5 4 % §i
(2 BRI A v — 2 A5 % KRB A2 2@ 1~ 10 T, 7 7 4/ MEid 1

<.

[Controller] > [PMIP] > [LMA Config]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[PMIP] > [LMA Config] & % [Template Detail] %7 4 — /L KIZHOWTHEBHL £,

7 2-46 [Controller] > [PMIP] > [LMA Config]

Z4—ILF BYi)7

LMA Name ay hur—J 2SN LMA O4H#i,

LMA IP Address ay k= ICEERENE LMA © IP 7R L %,

[Controller] > [PMIP] > [PMIP Profile]

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[PMIP] > [PMIP Profile] (2% % [Template Detail] ®% 7 4 — /L KIZOWTHIBHL £,

& 2-47 [Controller] > [PMIP] > [PMIP Profile]

Z4—ILF

"E-IDII':

BA

PMIP Profile

TuTZrANHE AL A 22 ) v 7L ET,

Network Access
Identifier

a7y AVCEEMN TN Ry F T —7 T 7 AT (NAD O 4 i,

LMA Name

a7y ANEBEEMST S LMA O4 i,

Access Point Node

g e —FICEREISNTWAT 7R RA b J—F D4,

[Controller] > [Security]

A

Z.[Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[Security] 12 B X—TDET 4 =)L FIZHOWTHBAL £,

[Controller] > [Security] > [AAA] > [RADIUS Auth Servers](2-47 ~—<°)
[Controller] > [Security] > [AAA] > [TACACS+ Servers] (2-50 ~—)
[Controller > [Security] > [Local EAP] > [EAP-FAST Parameters] (2-51 ~2—")
[Controller] > [Security] > [Local EAP] > [General - Local EAP] (2-51 ~<—7)

[Controller] > [Security] > [Local EAP] > [Local EAP Profiles] (2-52 ~=—2")

[Controller] > [Security] > [Wireless Protection Policies] > [Ignored Rogue AP]
(2-54 ~—)

[Controller] > [Security] > [Wireless Protection Policies] > [Rogue AP Rules] (2-55 ~=—7)
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

[Features and Technologies] 7 £ —JL K D484

[Controller] > [Security] > [Wireless Protection Policies] > [Rogue Policies] (2-56 ~2—3")
[Controller] > [Security] > [Access Control Lists] (2-57 ~—7")

[Controller] > [Security] > [CPU Access Control List](2-57 ~—°)

[Controller] > [Security] > [File Encryption] (2-58 ~X—<3")

[Controller] > [Security] > [IPv6 Groups] (2-58 ~<—<°)

[Controller] > [Security] > [AAA] > [LDAP Servers]

Z ®IA T, Lightweight Directory Access Protocol (LDAP) #—/ 3% RADIUS 7 — # ~X— A
Ka—) 2—% F—FX—RHAUL TNy J 2 K T—F X=X L L THET HHIEIZ
DOWTCIHIL £, LDAP Ry 7= R 5= X=X+ 5HL . a2 e —F T RED
2—HFOEKEER(—FABLIONNRAT =R )% LDAP =\ OB TELL 91220 F
T, IO OBEKERIL, 2—VOFBREICER SN ET, 72 & 21X, v —Hv EAP Tid, =—¥%
IJLT R NVERBRTHIDIC ANy Vo R T —2_X—2 L LT LDAP y— %2 fiHT %
Gandb £7,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [AAA] > [LDAP Servers] iZ& % [Template Detail] ®4 7 4 —/L K IiZ DWW Tt

AL £,
7 2-48 [Controller] > [Security] > [AAA] > [LDAP Servers]
Z4—ILE HTL;

Server Address

Y= P 7RV 2&Z AL £T,

Port Number

TR RA IR EREENLTWSary e —FDR— &S,

Bind Type

[Authenticated] ¥ 7213 [Anonymous] % 3R L £ 7, [Authenticated] &R L 72545, 31
VR 2P ABLONRAT =R ANTIEILERD Y £7, 34 2 RIT RBELEE 2 FE(TT
H78X )y T ELDNAA L RESRITIES SN ET,

Server User Base
DN

A—FFXTOY X s & Gite LDAP +—"XANOH 7> ) =04 2 AL 7,

Server User
Attribute

LDAP #—nNZa—¥angEh T s Bz AL 7,

Server User Type

2 —H %54 % ObjectType EItZ AL £,

Retransmit Timeout

FREOREZBHEMTANL 9, AM72HMIE 2 ~ 30 BT 77 40 MEX 2 BT,

Admin Status

LDAP #— N HHERZ Fr 2 & 5 5513 [Enable] = v 7AW v 7 A& AL £,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [Security] > [AAA] > [RADIUS Acct Servers]

ZONR=VTIEH LW RADIUS 7h o v T 47 T 7L — kDB, £72138EFD
RADIUS 7 o> T 47 7o 7L —hOELRAHRETT,

& D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [AAA] > [RADIUS Acct Servers] (2% 5 [Template Detail] &~ 1 —/L R iZ>
WTRBAL £97

Z* 2-49 [Controller] > [Security] > [AAA] > [RADIUS Acct Servers]

F4—ILF

Bl

Server Address

=N TRV RZANL ET,

Port Number

A—F TRV RAEZADLET,

Shared Secret
Format

[ASCII] £721% [Hex] Z#IRL £,

F 0 OBRLULAERICEFZERLS . B2 7 4 EOFH T ASCII O&HR™ UV AL X LAN
oy b r—F (B L Prime Infrastructure) ICF SN ET. 2070 HE 7 oE
Vazm IRICT oI — R EEALTH oy br—JORELFEBTE EE
o ENTZT T = BBROT A ACHWAINIGE. T 7L —hTH ) —
EXx—IBXEBTETILERLY £T,

Shared Secret
Confirm Shared
Secret

fREL 72— THE/H3 2% RADIUS A& a2 AL L £,

Admin Status

P N ICE MR A NI 585813 [Enable] F= v /Ry 7 2% F L £,

Network User

Xy bV —27 a—WREEEZANCTLHEITA I Liﬁ‘o ZDOXFT T a VINERGE .
ORI Ry hU—2 2—H 0 RADIUS ikt — & R S Ed,

Retransmit Timeout |RADIUS #EFFERNZ A L7 7 h L, 22 b 0—F NEFR%EZ R D £ TORE Z R EAL

THE ﬁbiﬁ‘ﬂ ~ 30 BoExzfaETE £,

IPsec Enable

IP X% =2U7 4 ZHNTT 5L [Enable] F=v 7Ry 7 2% F 2L £,

[Controller] > [Security] > [AAA] > [RADIUS Auth Servers]

ZOF T arEEHAL T RADIUS #BirT 7L — s 2BMNT 50 £ 138EGFEOT 7
L= 2EBELET. NN T T L — 2R TELE%.CLI £7213 GUI 2B L T
aryvire—JiZal AL TWhbarybua—7 a—PREIEISNET,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [AAA] > [RADIUS Auth Servers] (23 % [Template Detail] @4~ 4+ —/L KT
DWTHHAL £,

& 2-50 [Controller] > [Security] > [AAA] > [RADIUS Auth Servers]

Z4—ILF

88

Server Address

=" TRV RZANL £T,

Port Number

AR—h TRVRAZANL ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

# 2-50

[Features and Technologies] 7 £ —JL K D484

[Controller] > [Security] > [AAA] > [RADIUS Auth Servers] (# &)

Z4—ILF

Bl

Shared Secret Format

[ASCII] £721% [hex] ##IR L £,

¥ O ERLEEXNCHEEBERLS %2V 7 0 LOBEHBE T ASCII A28 WLC(EB LD
Prime Infrastructure) iICE RrENF T . 20D BE# vy a = FiicT o7
V—hZFEHALCL By be—F0RErHERTEERA MBS NEZT VT
V—bFIDBBIOTANA RSN HE. 77— bFTH ) —EX—EXE2HTET
DHUENRHY T,

Shared Secret

fREDY— T $ %5 RADIUS SFREEZ AL £7,

Confirm Shared
Secret

fREDY— T %5 RADIUS SLFGRELZHANTL £,

Key WRAP

X— T T EANCTEERT. Fov IRy I A F L ET . ZDF = IRy
AN NS FREFE SR 1Tk @ Key Encryption Key (KEK) % X O} Message
Authenticator Code Keys (MACK) 233 E 41TV % RADIUS #—NIZEEFESNET,
ANZSNTOLHEERDT 4 —VEBERENET,

e [Shared Secret Format]:ASCII F7-1% 16 #%% AL £,

F 0 OBRLULEEBRICEEZL . EX 2V 7 4 EOBEHTASCIT A2 WLC(EB LW
Prime Infrastructure) (CFE REINE T, ZDH HEIZ v Y a =V 7T V7
V—rEFAHLTOL Bloaryre—J0REsEHcCEFEFRABEEINEZT T
V=R DBBIOTNARCHEHEINDIGE. T 7L — T 9 —Ex—EXE2HET
DHVENRHY £7,

e [KEK Shared Secret]: KEK #:FMZE% AL 9,

e [MACK Shared Secret]: MACK H:AGME %2 AL £,

E U b= I P AME OME AT D 7o ONS  BEAF O A R 108 L WA R (T
EEEZESNET,

Admin Status

EHMHRZBINTI2H5H51T4F 2L £7,

Support for RFC 3576

RFC 3576 %A —F #F T 2855134 120 £9,RFC 3576 1%, Remote
Authentication Dial In User Service (RADIUS) 7 & + = /L OHLIERR T, ZLid, = —H
Ty v aCxT AR AEREZARE L L, 22—V OEMERC— By 23 T
TEHRBADOEFKTHIR— b E2ELET, 206 ORA L3z, [Disconnect] 8 X
Y [Change-of-Authorization] (CoA) * v &— dH R — b 2352k X 1 %9, [Disconnect]
AvbE—ViFa—% By g EEELIETSE.CoOA Ay E—VFT—4% 7 44
ey varoRAEEELEEL £,

Network User

Fy hU—7 a—YIEE BN T HEEITF L ET, 20572 a VB ER S
HE. 2O FNYUNRRy NU—2 a—HF D RADIUS i — & A SN ET,

Management User

EHREEZ ANCT L2563 A L ET. 2oF T a U RERGE. 20 F YR
EH o — % RADIUS RBEEY— L RS ET,

Retransmit Timeout

RADIUS RBREERNZ A LT 0 b L3y b a—7 NEERE 27 5 £ TORH 2 F B
THREL £9.2 ~ 30 oML ETE £7°,

IPSec

IV 7 LTIP X2V T g4 AHD=XLE2HFHTTHEEBMD IP B2V T7 4
T 4=V R BR=TITEINE 9,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-50 [Controller] > [Security] > [AAA] > [RADIUS Auth Servers] (# &)

74—ILF Bl

IPsec Authentication |ffiff]4 2% IP £ =2V F 4RI 0 b a2 8RN 9,472 3 >3, [HMAC-SHAL].
[HMAC-MDS5]. % & O [None] T,

RS — 23T 5 2 FRTIL 0 IRY SRAHIRERIET 272010, A v £ — VT
a—F (MAC) MEM S ET . HMACON v = MAC) (T B 5/ v ¥ = BT IS 7z
A D =K LT RS NIEROM By ¥ 2 BROMAEDE CHATE £,
HMAC-MDS5 & HMAC-SHAL (3. MD5 /vy v =2 B% L SHAL »~y v =2 BBz L
72 HMAC @ 2 SO T, £12 HMAC TH, A v — VRO 5T & RAEI R
-2 AL ET,

IPsec Encryption T2 IP EX =2 VT 4B L A =X L% RIRL £7,

o DES: 57— ¥ 5H& (DES)IZ. MEXF—%2 AL CF—¥ 25425 HiETd,
DES T3 56 B hOF—%2 64 hDOT—X Tuy 72 LIZ#EALET,

o [Triple DES]:3 ©>® % —Zz i Clli 4% 7 — # I 5 Bk,

» [AES 128 CBC]: =R 5t #it& (AES) 1X 128,192, £721X 256 £y hORI DX —%
fiEHL T 128 192, F7213 256 By b7y 7 &Rk L £3,AES 128
CBC Tik. w7 my 7@ (CBC)E—RTI128 8y DT —% NAZMAL £7,

. [None]:IP X2 VT 4B AT=ANTHY FHA,

IKE Authentication | f > % —%v h %— =7 2F ¥ ¥ (IKE) iGll3 mEFTRER 7TF A b Ry 7 2ATIED
Y %+ A Internet Key Exchange 7 hkari by ar — (Kb L) 2 EAE
L.VPN =2 KR A v MZT — % OR#ETIEICEET 2 ik it ﬁ‘%})‘//]\fﬁ‘
IKEiZ®x=2UT 4 7V m—3 gy (SA)DNRY RV ESHERICE VY THZ Lick-o
T HEfe A BERL £,

IKE Phase 1 [aggressive] % 7-1% [main] OV PN EBIRL £, ZhIc L - CIKE 78 b 2 L5
&N FE 9, IKE phase 1 1Z.IKE Off#HiEE x> o— M50l S £,

Aggressive E— RISy R TR OFEREPEL AT mEOHERZ 72 DF) A
DHVETH . EF2VT 4 F— 7o AD ID ZEE(LETITEEET IR ADH Y £,

Lifetime Ty a OHBRIEIND ETOX A LT Y kR EEM) 2% EL £,
IKE Diffie Hellman |IKE Diffie-Hellman 7 /L —7 %% E L £9 .47 3 i, [group 1] (768 £~ 1) . [group 2]
Group (1024 v >~ k), F721% [group 5](1536 & v k) T, Diffie-Hellman #7ff1%. %I #% — %

ERT D702 DOTNA AL THERHENET, 2L > TEEZAICKREEL | F
U —2AER T Ed,

3OO N—T DT RXRTCTRROKEBIZKHTHEX2 V7 4 DHEESNETH. F—0H
ARXPRKRENZ LD Group 5 OLREMENL D ELL LY T, 727201, Group 1 /\—Zi
721X Group 2 XR—ADF —ZHEH L HEIL FEHF A ANRL 0 /Wbl 205
WCEITSND ATREMENH Y 3,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [Security] > [AAA] > [TACACS+ Servers]

ZoF 7T arEEHL CT.TACACS+ — N F o 7L — K ZEBMT 50, 2138 EFD
TACACS+ =R F U 7L —h2EELET, 2NHOV—N T 7L — M E2HEL K.
CLI £/ GUI #RHEL Caribte—Jitars7 AL TWwbdarbte—7 a—9REiEsh

jz—g«o

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [AAA] > [TACACS+ Servers] (2% % [Template Detail] D47 4 —/L K {22

Tl £,
Z* 2-51 [Controller] > [Security] > [AAA] > [TACACS+ Servers]
J14—ILF i
Server Type F v IRy ZTAEFNIL T DU EOY—N X AT H8R L T KDY — H

AT BMEMATRE T,

» [authentication]: = — W FRGE/A&FRHH O H— 3

e [authorization]: = —WEKBDO I EIT 5 —

e [accounting]:RADIUS ==—% 7 v 7 4 7 HDOH—N

Server Address

P—="D P TRV ZAZ AL ET,

Port Number

P—ROKR—=+FZEZANLET . T 7418 49 TT,

Shared Secret Format

[ASCII] F7-1% [hex] ZiERL £,

BIRLZERICEZR2LS . BF 2 T 40 FoBEBET.ASCII o428 WLC(E X Prime
Infrastructure) (2K RENFE T, EOH HEIZF v Ya = ZRZT 7L — b &4
ALTHL Bloarybe—S0RErERcExEtA MEHEINEZT 7L —NBBIOT
NRARHEAENDEE. T 7L —hTh ) ~EXF—EX2RETL £7,

Shared Secret

fREDY— THEHT 5 TACACS+ A& EZ AL £,

Confirmed Shared
Secret

fREDY—THEMT 5 TACACS+ fAMELHASL £7°,

Admin Status

LDAP #— NZEHMERZ FF 2 2 58134 120 £77,

Retransmit Timeout

TACACS+ FEREERB X A LT U b L2 b =TI BHIRE LR A D £ TORHEZ
BALTAIL £,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller > [Security] > [Local EAP] > [EAP-FAST Parameters]

Z OFRFED & A4 7 (Flexible Authentication via Secure Tunneling) 1%.3 BBED b o R AVFRFEY
nEAZEHL THEEZ 802.1X EAP fHARGEZ EITL £, 22— P4 ATV =K BLD
PAC #filL. 7 7R ;R4 F &4 LT RADIUS +— N MHAGRGEEZ TV ET, 2D 2—
VT, EAP-FAST 7> 7L — | @ﬁﬂﬂ\it IZBETF D EAP-FAST 7 7 L — ks O HE 3R]
HETT,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [Local EAP] > [EAP-FAST Parameters] (2% % [Template Detail] %7 ¢ —
JVRIZ DWW I L £77,

Z* 2-52 [Controller] > [Security] > [Local EAP] > [EAP_FAST Parameters]

Z4—ILF

.'E-EI;

BH

Time to Live for the PAC |PAC o fF %A%z AL £+, A &MEIE 1 ~ 1000 B T.F 7 +/V b OREIX

10 BT,

Authority 1D

16 #EHCCF D v —J1 v EAP-FAST H— ORI+ %2 AL £77, &K 32 3CF
D16 HEH L F a2 AN TEETH LFRTMBTHLLENDH Y £,

Authority Info

7T X 2 MEROr—v EAP-FAST % — ORI+ 2 AL £7,

Server Key and Confirm PAC Ol 5k L EBALICHE AT 2% — (16 #HE LT = AL £1,

Server Key

Anonymous Provision B4 7o ya=r e T 588104l £9, 2 0oEE2 T 5 & PAC

TavYa = HIZ PAC BT T 47 M2 PAC WEEIWIZEES NS &
IR F9, :m%%ﬁa%%mm‘é L PAC #F#TF o Yag = V4 A0
NHY EI,

[Controller] > [Security] > [Local EAP] > [General - Local EAP]

ZDONR=YTE . v—HV EAP OX A LT U MEERETE 9, RIS B FDO r— 5L EAP
WHAT L= MNIEFZBNTAZ . FRE0T L — b 2EET AR RN TEET,

2 b r—5 T RADIUS — AR ESNTWEESIL. 2 F v —F 135412 RADIUS
P—NREFHALTIAVYL R 7747 FERIEL L9 & LET, v— /v EAP i3, RADIUS
P—RNPBE A LT T b LTb\t D . RADIUS H— "B E N TWRWEEZ L  RADIUS
P NP RLONE R WGEEICOARITEINET .4 5D RADIUS — "R EINTWDHE
eat= I N = | iﬂi%)JOD RADIUS —REBHEHL T 7472 FORIEEZRITL RIZ 2 F
zsb@ RADIUS #— R ZDO®wIZu—Hh/v EAP 23847 L 9. 2D% 7 747 NN TFE#TH
RiEERAD L . ary e —F1% 3 FDD RADIUS —RZITL . KIZ 4 FHD RADIUS
=R FOWIZe—H) BEAP Z3{TL £,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [Local EAP] > [General - Local EAP] > (24 % [Template Detail] ®4%& 7 ( —
JVRIZOWTHBL £97,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-53

[Controller] > [Security] > [Local EAP] > [General - Local EAP]

Z4—ILF

B

Local Auth Active Timeout

WRESNT= RADIUS = R"OXRT7 CTREENEAL b, ary ha—I 0

o — 7/ EAP %{fﬁﬁbfy/l)?l/x 77’(7/]\@nunft%uit%‘éif@ﬁj{:raﬁ
(RPEAND) Z AN L T, A0 78T 1 ~ 3600 B C.7 7 40 kO T
1000 T4,

¥ EAP-FAST,.F#EhXAU—R AN T &AL RATU—R F721% 7920/7921 &

SRE T D B AT LR T

B Ltﬁ%lﬁbi?‘E@?Dt/aﬁ/7%ﬁﬁbfwéPN3%7747/%TW%T6%9I%/

Fr—7T8021x DX ALT Y MEZRELSTOMERDY EF (T 7L b

% 2 #),Cisco ACS H—

TOHERBIORNT 74NV DX A LT M 20 TT O b a—F TROMENRFE CIZEESIN T
Wt a—I BRI £9,

Local EAP Identity Request
Timeout

1

Local EAP Identity Request 20

Maximum Retries

Local EAP Dynamic WEP Key |0

Index

Local EAP Request Timeout 20

Local EAP Request Maximum |2

Retries

EAPOL-Key Timeout 1000 (3 U FbHALT)

EAPOL-Key Max Retries 2

Max Login Ignore Identity aryhr—=J /L a—YA4TERETE DT A ZAOEEHIRYT 5121

Response

[Enable] #4 > i2L £7°,

[Controller] > [Security] > [Local EAP] > [Local EAP Profiles]

ZOR—ITlIE . u—HL EAP T s AL T AL — OB FRIFEEDT L — |

DI S Th

ECd.m—H/L EAP X, 22—V BIRU A YL R 7T 4T bDOra—h )i

RRIE 2

b&:‘j‘éﬂhﬂﬁjﬁtfﬁo‘—@ﬁﬁi Ny J xR /XTAb)ﬁjj‘:Eéﬂf_D ﬂ‘ﬁguuu H—

NE T LT

ATCHLVAYLR ITAT U F~DOEREHERTEL LI VE—F 4

747\?‘@%?55%(@1&%%(1/\1? n—7v EAP ZHhCT 5 & 2 b r—F 38
FEY—ABL U= =Y F—EZ_N—2 L L THRET 5720 ANEEREE Y — S~ DR IEN
PeFRS k9, m— EAP X, u—AL 2— ¥ F—HZX—2F71% LDAP Ny 7 =R
T B AR— A Eiﬁ*)‘@ﬁé*ﬁfﬁiﬁ%ﬁﬁ %"L/T :L‘_‘qj—%fnunﬁl/ij—

N

E# LDAP Ny 7>z F F—=IX_X=2F KOu—A)v EAP AV v FIETJZ ¥R R—FLE
T REEIC L 5 EAP-TLS & L O EAP-FAST,LDAP "y 7 =2 K 5 — 4 _X—Z T

IZ.LEAP ¥k X T PAC (Z

&% EAP-FAST 3% HR—hF SN EHEA,

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[Security] > [Local EAP] > [Local EAP Profiles] (Z

% % |Template Detail] ®%&~7 1 —/L F

WZHDOWTERAL £97,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

Z* 2-54 [Controller] > [Security] > [Local EAP] > [Local EAP Profiles]
Z4—ILEF e

EAP Profile Name Z— W EFEDOFR T

Select Profile Methods HHYDRIEX A %g EE N =

o ZDRFED X A 7% Cisco Key Integrity Protocol (CKIP) & Multi-Modal
Hashing(MMH) # v £ — Y8 A&WEF = v 7 (MIC) 2 L TF— & Z2{5# L
FI,2—PHENRNRT—FR %:ﬁﬁﬁb TR KRAL K& LT RADIUS
P — R EFERRFEE TV 7,

e [EAP-FAST]: Z ®#FED # A 7 (Flexible Authentication via Secure Tunneling) i3
3EMED N VERREY B A L CEE e 802.1X EAP FHAGR nft%fggﬁ*b
T, 2—VPH NRNRAT—F BLOPACHREESNTZT 7R JLT U vy %
ERL. 77 A KA b &I LT RADIUS H— R EFHARGEZI TV ET,

o [TLS:ZDFEREDZATIX. 7T AT b THX 7 ZE L RADIUS J—3D
Py ay XR—AOE#HEGEAL CTF— %25 bL 7, 8D
WX 7 AT > FEERSLE T,

e [PEAP]: Z DRFFED % A 7 1% EAP-TLS #RFFICHE SO TWET RN ZREEIC Y 7
AT > FREHETIEI R ANRT — F%ﬁiﬁﬁbiff PEAP (Z. 727478 7T
X7 2B RADIUS —R"o@Mty v ay X—XORES#EMEHAL T
T— X EREE L 9,

Certificate Issuer FREEH OFEMIEE S A A BRIT LI MO Z —BRITL 22 L 4.
FEAEN ML E DX EAP-FAST & TLS 721 T4,

Check Against CA IS5 AT Y RS DZEFHREL L Fu—F FOREE (CA)ZFHELRAL T

Certificates *ﬁpmﬁ—éiﬂ/\ AL ET,

Verify Certificate CN SHEBEOILES (CM) 2 CA EHEOILES & BA L TRIET 358134 1

Identity L iT

Check Against Date Validity | 5255 /3 4 ZFEHENRZ OFETH AT RSN T ARNWZ tEdar ho—
TR S D ;AT I L £,

Local Certificate Required |o—ZVGEBENMLELRBEAS T ICL £9,
Client Certificate Required |7 5 47 FEFAERLELRESITA IZL E7,

[Controller] > [Security] > [Wireless Protection Policies] > [Friendly Access Point]

ZOTUTU—FEFEHATDLE AREDRVHNET 7B A KA b EAVR— N TEET A
BRIEDIRNT 72 KA v k& A2 R— 45L& JE Lightweight 727 &2 R A2 FBRET
TJEABRA LN ELTHINEINDOES Z EBTEET,

E OGO ODNET 7' A R AL MXCARNIEFHID AP EFEENTWEL 72,

[Friendly AP] X—Y Tl 778 A KA +D MAC TRV A AT —HF A Ak 2
TERABRALMHT DT T —2OMAIAEENHERTE £,

fERIEDI2NT 78 A KA NI T 7 ®A RA L AV R—= DN T 78R RA |
HEWEFHTANTHZ EICLVBNTE £1,

o AUR—FEREZMEHALCT 78 A RA U bEAVAR—bTHFIEZIRDO LY T,
— [Import from File]| ¥ = v 7K v 7 A% AL £7,

— 77 ANDINAEANTTHH [Browse] 7 Uy 7 LTA VR =T 57 7 A/VEIER
LET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

ATy I1
ATFvT2
ATy 3
ATvT 4
RAFvT5

FOdTEEALC AR T57 740D MAC 7R L A2 RXEIY £9,70 &
ZIRERKDOLELHIITMAC TRV RE AL E7,
00:00:11:22:33:44
00:00:11:22:33:45
00:00:11:22:33:46

o TIUERARNRALFEFETEMT DT IROFINEIZENET,

[Import from File] 7= v 74K v 7 A%A 7120 £7,
TI7RARALA D MAC 7RV ZAEASL T,

[Status] K v F&# 7 U R L6 [Internal] 77 B A R A2 b &ZBIRL £,
DT IEBARA L MNZETHaA A N ELBEIZGU TANL ET,

[Suppress Alarms] = v 7Ry 7 A& A NIL T IDT Z7EA RA L NOTXTOT T — L%
HIL £,

[Controller] > [Security] > [Wireless Protection Policies] > [Ignored Rogue AP]

ATvFT1

ATFvFT2
ATy 3

[Ignored Rogue AP Template] ~— TIZ MR INLT 7 A KA b2 A R—F457
YT — N B ETIXAEE X £7, [Ignored AP] YA RDT 7 ®A RA L NI RIET 7
TR RSB EHHSHETA,

EEINARIEAP 77— . arybue—J @A ERA, T P e—F B3 RIE AP %
Prime Infrastructure (2592 & X BEINDHARIE AP 7 7L — MNMIARIEE MAC 7 K L
ARHHN . ZDO MAC TR AR hr—F0ORIE AP Y A MGEME N 5A ARE
AP/T7 KRRy 7 7T =AW S E T,

MPASNAIRET VEA RA NI T IVEARA U NEAYR— TN T 7R KA
MEHmZFETANT L LICkVBMTE £7,

AUVIR—MEEEAZHFEHL TEHINAARET VA RA L N2 A R— T AFIEZ KD E
B TT LKA R — MEBEIZHFEEL THEA>>

[Import from File] F=v 7R v 7 22 F 1L T, <<MFEEL THA>>
77 ANDINAE ANITT D [Browse] RA L EHHL TA VR —bT57 7 A VERINL &

TAVR—F 77 AMEIMAC TRV 2% &t (1 4712 MAC 7T RL 2 1 ©)CSV 7 7 AL
T DMENRH Y £, <<HFIEL FTHA>>

N

F AR KRDOESICMAC TRV AEANL £7,
00:00:11:22:33:44
00:00:11:22:33:45
00:00:11:22:33:46

WEINTZARET 78R KAV b &TFETEMT 2 121E, [Import from File] F=> 75K v 7
A F TIZLE£T . <<FFEL FHA>>

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [Security] > [Wireless Protection Policies] > [Rogue AP Rules]

RIET 7R FRAL NOLV—NVEFERTDHEARET 7R KA N2 BEBOIZOET 50—
V& EF TE £9, Prime Infrastructure TIX . ARET 7R RA Y DRV — /L ETL R
n—Z AL F9, 25D — /LTI RSSI LS (ZNE D BIHWRIET 7 A KA
MR F X EEREISIR (e SNTEERNICE RSN WARET 78X RA L MTIZT7 Z
TS TRUIIZESNWT vy 7 FOREEREZHIBTE £9,

RETI7HARA L DL —)VII BT T—LE2FHOTDICHLENLH FT,
ARIET T AZIILUTORERS D 7,

e [Malicious Rogue]: i &n7=T7 7 A RA L FDH b 2—FNREFL 7~ Malicious
N— B LT=T A RA v b FRITEREDORN AP 73 ) b FEITHRENE
N7 7% KAk,

o [Friendly Rogue]: BEXN GRakE 7+, E/ITEHTELT 7B A RA L b ERIIRE ST
JEHARA DB a—FREFL - Friendly v —/V IS T57 72 KAV b,

e [Unclassified Rogue]: #H & =7 7k A KA b D5 H, Malicious /L—/L £721%
Friendly v —/VICEES LW T 7 A KA b,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [Wireless Protection Policies] > [Rogue AP Rules] (2% % [Template Detail] &
KT 4=V RIZOWTHAL 7,

Z* 2-55 [Controller] > [Security] > [Wireless Protection Policies] > [Rogue AP Rules]
J4—ILE SitEA
Rule Type Koy 7#w AR DS [Malicious] %7213 [Friendly] 23R L £9 Mt &

N7 782 RAy FRN2—HEZKD Malicious L—L EBAELZHE. £720%
a0 AP 7T U 0D FEITEBEI S NG AT EBEEDOH A ARIE L

RENETARENES RAFEA. ELREHEHSNEZT 782 KA THDHE
A EiEm T 78 A2 KAV Fna2—HEZD Friendly L—v L —

L CWAEA SERIENRNAREE RSN E T,

Match Type [Match All Conditions] F7=1% [Match Any Condition] Z#R L £9°,
Open Authentication F—F VR AN T A . ZOF oy IRy I A5 AL FT,
Match Managed AP SSID B % AP @ SSID LD —HAFNCT HICIE.ZDOF =y ViR 7 R F
L ET,
b2 %ﬁ)ﬁi SSID iZ.WLAN Zxf L TR E & 4172 SSID T, v A7 A0EBEH D
HDTT,

Match User Configured SSID | = —##E D SSID L O —HAEHNCT HICIE.ZOF = v IRy 7 A%k F T

[/ \i—a_‘o

F o =2 —VPRED SSID 1%, FE i = vz SSID ¢4, [Match User Configured
SSID] 7% A ARy 7 R, 2—FRED EF£D SSID % (1 1712 1 >F
D)ANL ET,

Minimum RSSI

/N RSSI U EVMERIRZ AT DX ZOF =y IRy 7 A% F L £T,

X OTXR AP Ry 7 &2 RSSI ED R/ UL (dB HAL) 2 AL £9, M
SNTZT 7E8A RA NI ZCTHRELL RSSI 2B C\Wb & %
DT I7EARALMNIEEOHDILDE L THEINET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-55 [Controller] > [Security] > [Wireless Protection Policies] > [Rogue AP Rules] (# &)
J4—ILF A
Time Duration FFREIHIRR 2 BT 210 2D0F 2w ViR y 7 A4 L £7,

B O7TF AN Ay 7 RCHIREER (BEAD) 2 AL ET s nz7r 784
RAVIPEELEAIBRERIVLESERIN TS L& . 20T 78X
RAVNMIBEOHLILOLEL THEEINET,

Minimum Number Rogue WANRIEZ T AT > NEHIRZ AN THINE.ZDOF =y IRy 7 Ak 0T
Clients LETEEOHD IV ITAT L N ToR/NME AL ET . SN T 2
TR RS PNIT I V2= ENTZTTAT Y FOEBNEEL U EIZ72 5
EFEDT7TEARAVMIEEOHLZLDOE L THEINET,

[Controller] > [Security] > [Wireless Protection Policies] > [Rogue Policies]

OXR=UTIH, ar b —JI#EAINDG(T 78R RA L N ETTAT Y MKHTH)RIE
N —HRETEET,
& D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[Security] > [Wireless Protection Policies] > [Rogue Policies] (Z& % [Template Detail] @
K7 4=V RIZOWTIBAL £7,

Z 2-56 [Controller] > [Security] > [Wireless Protection Policies] > [Rogue Policies]

Z4—ILE hEA

Rogue Location Discovery Rogue Location Discovery Protocol (RLDP) 23 E#DFHER v kU — 7 18
Protocol LTWENEI LWL EFT KOWTHNEZBIRL £7°,

e [Disable]: ¥ _XTD7 27 tRA KRA> b ETRLDP #ELhZL £,
e [All APS]:F~THOF 72 # A2 k T RLDP 2652 L £,

e [Monitor Mode APs]: =% £E—FDOT7 7 EAKRA s ETOH RLDP %
AL £T,

i RLDP BREDOHE . a b —J 3 EHEHROT 78X RA2 MIHL
T ARET 78R RA L NET Y — ML RN ry hearbr—
T~EFETLHEOWRLEST . a v ba =020 ry b ET5 L.
RIET 7R RA L FBRRFERY VU =72 SN E T, 2 OHIEZ
BFLEAEDZL TOWRWARET 78R RA 2 MIRL THEEL 7,

Expiration Timeout for Rogue |'RIET7 7 A KAk =2 b UOHREYINS A 57T 7 N EHEATASL 7,
AP and Rogue Client Entries

Rogue Detection Report AP oo b —J R EREL R — M2 X ETA2MBE2WEATATIL F
Interval T AR EMEIE 10 ~ 300 BT 57 7 4/ MEE 10 T4, ZofiEix. T =4

EF—RFD AP ORIZHEHA S ET,
Rogue Detection Minimum AP THRIT 272D REICKLETH Y o hr—F TRIEZY b U BERL

RSSI END DIV E i/ RSSI A AL £, A&h7&iPHI% -70 ~ -128 dBm
T 77 /L Mk -128 dBm T4, Z OEREIZ. T TD AP £— RN 2@ T
\i—é—o

FEHIZ RSST EAME < ( RIEFRITIZ & o THARRIEM & 2 5 RN ARIEN L < AF(E
TORRMENR SV ET, 20D, ZOFT v a AL T AP NAREZBHT
i/ RSSIEZFRET H 2 L CAEEZ 7 AV F TEET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
X |



| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

# 2-56

[Features and Technologies] 7 « —)L K )il W

[Controller] > [Security] > [Wireless Protection Policies] > [Rogue Policies] (# &)

Z4—ILF

e

Rogue Detection Transient
Interval (Enter 0 to Disable)

BANCARENAF ¥ SNT2% AP DGR EZ AX ¥ T 50 EDOH D
MkRE AL £9, RN 2RMBEEATNTSHI ETAP ZRIEEZ AX v T 5
b % A C X £ 9, AP IE, R MRBOEICE SN T R EEZ 7 A VX TE F
TA N EFIE 120 ~ 1800 B C.F 7 4+ /L MEIZ 0 T, Z OBEIT . BT —
KD AP OAICHA S FET,

Validate Rogue Clients against
AAA

RIEZ T AT b® AAA BRFEZ BT HHEEICA I L 7,

Detect and Report Adhoc
Networks

TREYZ X2 T =X IZEBMLTWAREZTAT V FOKBHE L R—
N EBHICTDHEICA L ET,

Rogue on Wire

Ay MU — 7 THRHEH SR IEZ BEIICE CIAD £7,

Using our SSID

Fy b= 0 SSID 27 FAZA XL TS RIEL HBIMICE LiAb T, =
DT A= B ATITLTHL & BT 5 REASRIES LTH S5 A S h
BE T,

Valid Client on Rogue AP

BETEL 7547 FRBEEMNTONIERET 782 RAv b &2 HEIICE
CIADET  ZDNT A= 52 FT7ICL TEL L YT IRENMRHESN T %
ENEREND T TT,

[Controller] > [Security] > [Access Control Lists]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [Access Control Lists] i2& % [Template Detail] 47 4 —/L R IZDOWTHAL

£
& 2-57 [Controller] > [Security] > [Access Control Lists]
J14—ILF B4
ACL Type IPV6 X, a2 ha—F "=V 3 12x o R—h&hxT,

BN A

o HFIHFARERZ N—TMbE T2 IP 7 R L A& {ERKT % 1ZiL, [Controller] > [System]|
(2-60 X—V)EZHL T &0,

e FHLWIFrbkan 7 —T%ERkT % IZiL. [Controller] > [Security] > [Protocol
Groups] (2-59 =) ZZML TIZ 3,

[Controller] > [Security] > [CPU Access Control List]

)

#  IPv6 TO CPUACLHEIZ. 2OV VU —ATIEHR—FENETA, ZNITRKEAN L ZF—T =
ARABRE ALV E—T oA ZDaL b a—F3OFTXTOIP 7RV AN IPvd 2T 5729

<,

lCreating a FlexConnect Access Control List Template (FlexConnect 77 & A =2k m—/1
YA L 77V —bkDOER) | ([Cisco Prime Infrastructure 3.0 User Guide J& 2 M) THENL L 7= BE
£ ACL ZAE I L T, hilsidss (CPU) & x>y h U —7 ety ¥ 2= M (NPU)RH D
o7 a4y ZHlEEREL £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [Security] > [File Encryption]
ZOR=U T T 7 ANEEFT TV — N OB, EITBEGFEO T 7 AN SLT T L —
kDTN AFETT,

WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [File Encryption] (24 % [Template Detail] ®%& 7 4 —/L FIZOW T L £9°,

Z 2-58 [Controller] > [Security] > [File Encryption]

Z4—ILF B2

Encryption Key Hx9E 16 D ASCII LT LA ST — T3 2 N X8 AL ET,
Confirm Encryption Key

[Controller] > [Security] > [IP Groups]

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [IP Groups] (2 % [Template Detail] D47  —/L KIZOW T L £9°,

BEER
IPv6 7' /v —7 Z{ER+ %121%. [Controller] > [Security] > [IPv6 Groups] (2-58 ~=2—) %
ZHLTLIEEN,

& 2-59 [Controller] > [Security] > [IP Groups]
Z4—ILF A
IP Address IPv4d 7 R L AKX E AL £77,

NetmaskNotation | xv h~Z2 272 ANT 5L IP 7L X 737 ¢® CIDR £ TR Ry FREIY
10 #EHRFETYH 7 Xy N A EZRETETET @WHAND IP 7T R L AZ o 2T
AE—=Fy b =B RA~DT 7 EAZFATLHOITERZI N IP TR L ADHH,
CIDR Notation JFAVA R AL N—T 47 (CIDR)EZZIZ BEOEGE 7 ey 7 TOZ T A CO
IP 7KL REV Y TEHAITH7a ha) LTy, ZORLEHEHAL T 1 >0 F7 47 b
FTV 2 NERETHET T T Ry NI ET D RED 7 747 N ZBINTE
S I

List of IP IP 7RLVA IV —T NI RCERREINETIP TRV R Z—7 1 DThe 128 ©
Addresses/Netmasks [[P 7 KL 2L %y h <27 DMAADEEBMTEET.HLWIP TR L R ZL—T%5E
BT HITIE[AAD] 2R L T BEFZD IP TRV A N —T 2R RFIIETET B2,
IP 7 LA 71— URL #27Y v 27 L %9, [IP address group] ~X— Y N & £,

F  OIP 7RV A0 lany) OBEFAIC. lany | 7V —T DEZES N TWET,

[Move Up] A% LT [Move Down| A& v ZHL T U A NAHDIEFEZZETLL £
9, [Delete] RZ > ZMiHT2EIP TRV AFE Ry h~A 7 ZHIBRTE £,

[Controller] > [Security] > [IPv6 Groups]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [IPv6 Groups] (23 % [Template Detail] %7 4 —/L K IZOW T L £,

EEEE
IPv4 7' )V —7 % AERE$ % 121%. [Controller] > [System] (2-60 ~—) 2 ML T 72 & W,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

Z* 2-60 [Controller] > [Security] > [IPv6 Groups]
Z4—ILF BTLL
IP Address IPv6 7 KL A A= AL 7,

Prefix Length IPV6 7TRL 2D L7 ¢ 7 2(0 ~ 128),
List of IP IP7RLA TN —TRFTRTCERRINETIP 7RV R F—7 1 DT 128 ©
Addresses/Netmasks [[P 7 KL 2 & Ry b~ 27 OB EDEERMNTEET . HLWIP TRL X JL—T7%27E

FT DL JAAD] 2B ST, BEGFDO IP 7R L R TV —T 2 RRFITEET BT,
IP 7RV X ZAv—7® URL %7V » 7 L %9,[IP address group] ~X— 03B & 77,

IP 7 K v A Tany ) OBA I Tany) 7 Vv —TF REZ SN TV ET,

[Move Up] R# B L [Move Down| RZ v ZFEHL TV A NABDIEFEZZAEL £
4, [Delete] RZ o T2 L IP 7RV 2AFHERy b~ A7 ZHIBRTE £,

[Controller] > [Security] > [Protocol Groups]

D 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[Security] > [Protocol Groups] (23 % [Template Detail] D% 7 4 —/L FIZOWTEAL £,

Z* 2-61 [Controller] > [Security] > [Protocol Groups]
Z4—ILEF BT
Rule Name MO N — N DG — VA DRE RS LWL — L OGEITARTZ AN TEET,

=V EEFZTHEDIC ACLIZMNEDH Y EHA Ty B — DT _TDHT 4 —)L
RIZ—ET5 L, 2oL — T DEENETEINET,

Protocol

Ry 7Zor VAL a b alzi@Eile £7,

e [Any]: ¥ _ToOFm | an

e [TCP:F T AIvvay arviua—/L Fuakan
e [UDPl:=—% 5 —4%7F A Fuhajn

o [ICMP]: A Z—xy Ml Ay =2 Fu b an
e [ESP]:IP Encapsulating Security Payload

o [AH]:GRRE~ vy & —

¢ [GRE]:Generic Routing Encapsulation

e [IP: A% —Fy kN Fuhan

e [Eth Over IP]: Ethernet over Internet Protocol

e [Other Port OSPF]:Open Shortest Path First

e [Other]: Z D fhdfEE ® IANA 7' = k =/ (http://www.iana.org/)

—#D7 v k2 (TCP %7213 UDP 72 &) 28R+ 2 & BMOEE LR — B LU
e —hF GUI =L A FRFTREINET,

Source Port

EETXA— N E AL 9, [Any]. [HTTP],[HTTPS].[Telnet].[RADIUS], [DHCP
Server].[DHCP Client],[DNS].[L2TP].[PPTP control].[FTP control],[SMTP].
[SNMP].[LDAP]. [Kerberos].[NetBIOS NS].[NetBIOS DS].[NetBIOS SS].[MS
Dir Server]. [Other]. [Port Range] Z#§& T& £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

# 2-61 [Controller] > [Security] > [Protocol Groups] (# )
J4—ILF BT
Dest Port AR — B AL ET,[TCP] £721% [UDP] AR TV 254, [Any]. [HTTP].

[HTTPS]. [Telnet].[RADIUS]. [DHCP Server].[DHCP Client], [DNS].[L2TP].
[PPTP control].[FTP control].[SMTP],[SNMP].[LDAP]. [Kerberos].[NetBIOS
NS].[NetBIOS DS].[NetBIOS SS].[MS Dir Server]. [Other].[Port Range] #f§& T
TET,

DSCP (Differentiated |k w747 U Z k35 [Any| £7-13 [Specific] %3&4R L £, [Specific] 23R L 7=
Services Code Point) #5413 DSCP(0 ~ 255) 2 AL £9.DSCP iZ. A > #—F v b TOV—E ZADE%ZE

BIDHEDIMHEHTED Ny b ~y X — a—FT7,

[Controller] > [System]

Iz, [Configuration]| > [Templates] > [Features and Technologies] > [Controller] > [System]
ZHHR=VDET 4=V RIZONTHAL £7,

¢ [Controller] > [System] > [AP Username Password](2-60 ~<—<7)

e [Controller] > [System] > [DHCP](2-61 ~<—%°)

e [Controller] > [System] > [Dynamic Interface] (2-61 ~=*—37)

e [Controller] > [System] > [General] (2-63 ~<—7)

e [Controller] > [System] > [Global CDP Configuration] (2-67 ~X—<")
e [Controller] > [System] > [QoS Profiles] (2-67 ~=2—3°)

e [Controller] > [System] > [SNMP Community] (2-68 ~=*—=3")

e [Controller] > [System] > [Traffic Stream Metrics QoS](2-68 ~<—°)
e [Controller] > [System] > [User Roles] (2-69 ~—<°)

e [Controller] > [WLANs] > [WLAN Configuration] (2-69 ~2—<")

[Controller] > [System] > [AP 802.1X Supplicant Credentials]

ZDOF T a2 L T, Lightweight 7 72 RA Vv k& A4 v FD 802.1X Rk & % i
LET 778X XA NI 802IX 7 U B k&L TEIfEL.EAP-FAST L [E4 PAC 7
REYa = T 2L TAALy FICKVEESNET . TXTOT 78X VA Fpas b
0 — 7 PR T2 7 e — ANAGRREEA R E T E 9, 2T, 3 b e — ZICHB R S
NTNLTRTDOT 7 ER RAL M BLOSRERSNLITXTOT 78R A PG E
WET,

ZDT T — b OFERIZ BT B FEARIE HAZ O TIL, [Cisco Prime Infrastructure 3.0 User Guide

@ I'Creating Feature-Level Configuration Templates (J§FEL /L DX ET > 7' L — h DAERR) |
EZL TSN,

[Controller] > [System] > [AP Username Password]

ZOF T arEFEHLT. T 7R KA MOZ—HFHBLUONRNAT—RERET LTV
V—F2EREFRIERLET TR TOT 7R RA v MF.arbe—J 8RS nd &
[CRAT—REZHEALET . 2NbD 7L F oy vyt 2 Y — %7203 Telnet/SSH /L
TT77®A R MNZu A0 Tr xRS NET,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[AP Username Password] X—Y CTlI,. TR TCHOT 7 A KA hRar ba—J 128k T5
BRICHEAR T . 78— L RRATU—RZRECEIET  EL.T 78X KA ME2BENTHEE
.27 =0 2—FHBLONRRAT =R EZIFANLEN T 78R KAy NHEATEE
ETOMMEERTE £,

Ehizarirue—7 V7 =27 U =250 T 778X RS bEar b o—F 0
THEFDOTIEHARAL L Daryy—)L B—hk BX2 VT ADBEHRY . T 7EBA KA
Vh aryy—n R—=b a0l AT EERNCE—T L ERRT RO AN EERINET 2
TAY LR R CIIIERHEE— R DD, #jﬂ‘%% R &2 I A2 T — K& A
THVLENDH Y £3,

ZOT T — bk OFERRICE T 5 EARE HRIZOWTIX, [Cisco Prime Infrastructure 3.0 User Guide.]
® [ Creating Feature-Level Configuration Templates B§BEL ~ L DR ET > 7 L — h DERL) |
L TLIIEEN,

[Controller] > [System] > [DHCP]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[System] > [DHCP] (2% % [Template Detail] ®%~7 4 —/L R IZOWTHBAL £7°,

#* 2-62 [Controller] > [System] > [DHCP]
Z4—ILEF BT
DHCP Option 82 ZO7 4—/RKT.DHCP ZfEHL CTxry hU—27 TRLRAZE VY THHEOEX 2

Remote Id field format |V 7 « Z58{b L £9, RAEMICiZ. 2> be—R” DHCP VL — =—V = v F ELTH
ELCEEHTERWY =250 DHCP 7 747 FERZAIETE 2 X5 ICL &
T, DHCP ZERizA 7 3> 82 fFMAEBIML THhH5H DHCP — N (ZHEikdT 5 K91
AR —TERETHIENTEET,

DHCP Proxy WLAN _R—2 T3 <V a—3L2 DHCP Y ux s 243024 % 12i%. [DHCP
Proxy| ¥ = v 7Ry 7 ZA%&F L £,

DHCP YuXxvRar bha—J ETHEDR-oTWAEARIT. vy e —J12dk-T7
FAT Y MO REEEAYT—~DHCP ZRP2=F vy A INFET et 1o
@® DHCP #— "3 WLAN (27 Vv —h &Nz A ¥ —7 = A A WLAN HIKT
BESNTWVWDILERDY £7°,

DHCP Timeout (R=2 a2 7.0.114.74 YD =a > s a—F OFE)DHCP % 4 L7 v b 2 HEALTA
HLET,

[Controller] > [System] > [Dynamic Interface]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[System] > [Dynamic Interface] (24 % [Template Detail] ®%~7 4 —/L FIZHOW TR L £9°,

7 2-63 [Controller] > [System] > [Dynamic Interface]

J4—ILF E7L:]

Guest LAN A B =T A ABFHRLEL TC~v— 73254l £,

Quarantine VLAN OBZEZ AN EITETHNCL ET . T2 IRy J AL T D EAMTRD
EJx

Netmask AV HE—T2AADR Yy h<wAZ TRVAEZAHLET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-63 [Controller] > [System] > [Dynamic Interface] ($ )
J4—ILF B
LAG Mode LAG E— R 2N T DT CDF =y IRy VA% F I LET, 2O F—

7= A AT LAG E—F Z@8IRL 25813 . LAG 3Gz v b v —Z 2O B EN M &
nET,

Primary Port Number

A =T A AZBEFEH SN T DR —F 2 AL T,

Secondary Port
Number

v HY R—FrEADLET B FY) A= E. T T4~ F—FsBF¥D LT
WAHEXIZA V=T 2 ARV ERHSNET . 7 T7A4~) = "DBHET 277 471k
b & Cisco 4400 > U — X Wireless LAN Controller 2. A/ v X —7 = A A&7 5 A
~ U A—PMTEREINET,

T A=) BILOELF Y DOR—FFSIL, Cisco 4400 Series Wireless LAN = |
0 —ZIZORTFEL £7,

AP Management

TI7RRA R FOEREAINCTAINI.ZOF 2w IRy 7 A%t 1L £77,

Primary DHCP Server

774~ DHCP #—~D IP 7RV A& AL £7,

WINS Server

v h %Y DHCP ¥Y— D I[P 7 RL 2&Z ASL £1,

ACL Name

ERFHDLFIO Y AR DARTZBEIRL £,

[Add Interface Format Type] 7 /v —=7 R 7 2A® [Add Format Type] kv v 7 &
U A k786 [Device Info] £7-1% [File] DWW & 84K L £9°, [Device Info] % 3R
TOGE G b —TDTNNAAEFT 4=V ERET DMHENH Y £3,[File]
ZERTHGE.CSV 7 7 A LVTHRESN TS TRXTOERENGa hr—F 0 CSV
T NA AEFHF 7 4 —/v K ([Interface Name].[VLAN Identifier], [Quarantine VLAN
Identifier], [IP Address].[Gateway]) Z X ET HHLERH D EFT (ROEKEZSH),

7N CSV 7 7 ANV ERIRL £7,

& 2-64 YT CSV 771/

quarantine_ |interface_
ip_address interface_name |vlan_id |vlan_id ip_address gateway
209.165.200.224 |dyn-1 1 2 209.165.200.228 |209.165.200.229
209.165.200.225 |interface-1 4 2 209.165.200.230 [209.165.200.231
209.165.200.226 |interface-2 5 3 209.165.200.232 {209.165.200.233
209.165.200.227 |dyna-2 2 3 209.165.200.234 {209.165.200.235

CSV 7 7 A NDEANDITIEZ. G EN T DI OFHRIEH I LET,CSV 7 7 A VITIL IRD
T 4=V REEGEDDHLENTEET,

e ip_address

e interface _name

e vlan id

e quarantine_ vlan_id

e interface ip_ address

e gateway

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Apply to Controllers] Z &R L 72454 . [Apply To] ~—IZ

[Features and Technologies] 7 « —)L K )il W

WHFET, ZDOR—JT Ky b

O—IDTFNRAABE T 4 — VR ERETEET,

[Add] B L O [Remove] &7 a v 2L T &2 ha—IDF NN, ABHT 4 —IV R 2R
FELFETEdt] 227 Vv 7 FT2L BEDORTA—FANERTEATaT Ry 7 ARKRS

nE9,

AT TRy JATUREREEEZITWV[OK]| 227V v 7 LET,

~

bz

A BE=T 2 A A 74—V EEET 555 WLAN 23—

\ZHERN 72 B T8 —

DITAT v N EDBEGNUIENIZ ERNHVET A X —T A A 7 4—LKD

EHET o har—F|ZF

WAICHE SR TRIFS L ET,

~

bz

IITAVE—T A REHGRTDEE A F—T 2 AR T . arba—F Il T

L — b OBHIBRENET,

[Controller] > [System] > [General]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >

[System] > [General - System]

# 2-65

1Z& 5 [Template Detail] D47 4 —/L RKIZHOWTEHAL £77,

[Controller] > [System] > [General - System Template]

Z4—ILF

.'E-EI;

BR

802.3x Flow Control Mode

7 u—Hl#llt— 2z G EITEDIL ET,

802.3 Bridging

802.3 7 U v U VA ELITESICL £9,Cisco 5500 >V —XB I
Cisco 2106 >V —AXpary hra—J 2250 TIX. 2D 8023 7V w7/ 4
FraIFEHATEEEA,

Web Radius Authentication

L[Z\gfcﬁ Web RADIUS i [ nﬂi%l%*ﬁbi—g— l“*ﬁ‘@%fﬁ?ﬁ@ét?@ﬁ# ., arv s
a—o L7747 NEORFEHIZ,PAP,CHAP, £721% MD5-CHAP O ff
Mz BEIRTE £,

AP Primary Discovery Timeout

AP Primary Discovery # 4 57 7 s O EHEL £9.7 7 4/ MT 120 B
T AT 30 ~ 3600 BT,

Back-up Primary Controller IP
Address

Back-up Primary Controller Name

Back-up Secondary Controller IP
Address

Back-up Secondary Controller
Name

RNy I T v TDTI7A4~) avito—B8IO0EhI &%) arba—70
AR AR EL 9,

CAPWAP Transport Mode

LAY 2FERBFVAVIWMEE—REBEELET . LAY 3 ITRELLEGA.
Lightweight 7 72 A NI IP 7RV RAEZFHALTTY 78X FA b
LEEL ET, ;ﬂ%@ IP 7RV AIMED DHCP — "B INEL £,
LAY 2 ICRELT=HAE. Lightweight 7 7 A R A 2 MIFEHAa—F 2 14f
ALTT 7 k&R T%/F EEEL ET,

N=Par 52 £ TOaY br—F Tk LWAPP A S FiLvay b
n—F A—Y 2Tk CAPWAP M S £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

Z# 2-65 [Controller] > [System] > [General - System Template] (# &)

J4—ILE Bl

Broadcast Forwarding Ta— KXy ANEEEAHELIIEHICL ET.T 7 40 b TITERIC
o TWET,

LAG Mode [LAG Mode] Kr v 7Z v U XK [Enable] £7213 [Disable] % #&4R

LET VUV Z7ENCE > TWHER—F 2T XTI A= L TV v 75HEH
I N—T(LAG) Z1ER L. 2> b a—F EOR— b 2T 5720100872
IP 7 FL ZOHAEHIRTE £,

LAG Ray b a—JF TAMIENTWEEE AV F—T o f A T —HF_X—
ANTOREDFIEERT DO NER L TEF AT Iv I A F—T 2 AR
NHIBREN T, LAG FEICEFEMZ D E AR E/NTH0Icay
fe—2% V)7 — T H2XLERHY 7,

A% —7 = A A% Dynamic AP Manager 7 7 7 % % & L 72 IR BE CIIERL
TEFEHAF-. 2 be—F ETIIEHD LAG 2/ELTE A,

Peer to Peer Blocking Mode ET7TY—T7 Tavy BF—REENCTANENCTANERIRL 97,
[Disable] ##IRT 2L FALH TRy DI FTAT 2 MITRXTZDar b
n—Z AL GEEL £9,[Enable] 2&RT DL RLYTxv bDr T
ATV MEITRTEM LD —ZZFERL TEEL £7.

Over-the-Air Provisioning AP [Over Air AP Provision Mode] K e v 74 7 U 2 k55 [enable] F7-1%
Mode [disable] ZE&R L 9,

AP Fallback [AP Fallback] N =74 v U 2 kT, [enable] £721% [disable] 2R L
AP Failover Priority FIT T AN TERPCTLL. T T A 2 b =T ObpE s

SNTZT I7EBERARA LV NRTTA4~<Y ar ba—708E R E R HBIY
I —ERIZREY 7,

A bR —FICEENBELGAE. T 7 BEA RA L MCRES Ny 7
Ty 7 arbe—I083 Il oM EEREREZEL T, ZNICX
D.arha—F 3R AL MZEL WL OPDT 7 A KAV N EEL
THAREMEN S O T EERIENEZ T 722 KA MIEIVKTHZ LI
LXoTHESINDIT 78X KA FEFIIL £9, 7 = — A —"—KfIZ
Ny 7T w7 arhbae—7RNEL CTHWDRN TRV EBLEDKRNT 7' A
WA N OEREOINT 5 & BREOEWT 78X KA FRAAy 7Ty
T arbue—JICERTEDLLIICRY T, ZOMEEZ AT HHE.
[AP Failover Priority] K2 7 # v U Z k75 [enable] Z3&R L £,
Apple Talk Bridging AppleTalk 7V v ¥ 72 HNTT 20BN T 202 RN £7,

Z® AppleTalk 7V v > 7 A7 a %, Cisco 5500 > —X =2k
n—7 TIIEHTE A,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

# 2-65 [Controller] > [System] > [General - System Template] (# =)

Z4—ILF

Bl

Fast SSID Change

[Fast SSID Change] 47" a 2G0T 20 02T 202 IRL £7,
TOX T arEANCTHE T AT ik SSID M CHERAIZEAL
I b e —Z IR L £, 8 &2 T 47 > bk SSID
W E SN ED WLAN ICHE L 9. 7 9 AT v MR LT-7 7 & X
KA N OHAIMBENLIZHE. 7 74T MIBOT 78 A RAV b %
ERALCarybe—J I llERTHAMLERH Y T, Z0@EO T a1,
DHCP #— "N IP 7RV A&7 T4 7 MBI B THLENS D=0,
D UBEA DN £,

~YAF— arbhe—J X @E BRIy Y= T I RN
D FAL— A R—=FOREF YT EFLFZARX =T 4T VR
Th A=ROT vy I 7L —FRICHEBICESICR Y £, a2 bn—F%
v AKX — a hr—7 L 1L T [Master Controller Mode] Ku v 7% v
VARNDPOAEMITH2HGLH D £7,

Master Controller Mode

WA TAT b ary b= A L X —T 2 A A~DT 78R EH
T 2T DA RN L 97, [Psec BEIC L 0 IR X DB HIT
WPA F7213#1) WEP 2Kica 2/ A L TWA AR —Z T NEITTE
ESC

Wireless Management

U A¥ L AEHIT IPsec WLAN 2L TrZ7 A LES LTS 2T
AT MIEITTE EEA,

Symmetric Tunneling Mode

VAN T bRV T B=REEDNTTENENT N EZTINL
FT VAN FE VT 4 bRV T EERTARE 2 —F
T 1 207 78R FAY EBER LAN WOROT 7 2R KA ko~
B—X T FT577A4A7 2 MIH LT TRy NEOEE U T ¢ S
NET HERY VI —2 FDIIFAT s VI 7 4y 2T AN ha—
FWCEoTHEBLN—T 7 ENET N—F TY =R RRE% (RPF) 28
B> TWDEE 2B/ b TEMERNFEITSI N @EETT ey s
SNET.RPF DA >TWAEATH Y ANy 7 EE YT 4 B
VRV UTICL T T - LTHEESN a2y e =TI TAT
N NI 4y IRBIETED LR T,

T VT4 TNN—TDFT_RCoOaryre—JF /DY ATy kv
VT T—FEHZTWALENG Y 9,

VAN MRV T EHHCT DIV T —FTIOILERHY
ESC

ACL Counters

[ACL Counters] Kuvy7# v UAKM&2HL T ACL A 22430
FITEHICLET . Farba—T0O ACL V— L Z L OfEEFRRTEET,

Default Mobility Domain Name

[Default Mobility Domain Name] 7% A N ARy 7 XA XV —FZNEFHEL
72 RFEE VT 4 I V—TH%EANHL 7,

Mobility Anchor Group Keep
Alive Interval

TIAT Y NBBIDOT 72 A RA 2 b ~OEfi & kA5 £ TORERM %245
ELET . ZOF AN FrrxrU 7o N+ LE#EREEAFEHT S L. a2 b
B—JDTT—RIZTTAT U INBBIOT 78R RNA L NIRRT L7201
WD NEMf SN ET, =7 =D TIECFFESN. 7 T A4 7~ F R
BEOa M ae—I00BHL Bloar e —J @RI D TT,

YA NI NET L=V RO LICBET S L HEOAMLHEHANER RS
\i—aﬁo
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

Z# 2-65 [Controller] > [System] > [General - System Template] (# &)

J4—ILE A

Mobility Anchor Group Keep ATV ENBEEARTHDLEESTHEC. T A—FT27x2) OH%E
Alive Retries BELET,

RF Network Name 8 ~19 XFTRF Xy bT—2 FN—TH&E A LET MR ¥ — A EH

(RRM) 2 A= > NI RF R*y NU—2 I A—THNOT 7 BA KA
I ENET.Cisco 77 EA RAL ME.ZD RF %y U — 74Tk

fEa’z RRM A= Ry 2T EZFANETHO RF 2y N U—

JHTEEEINTZ RRM XA = Xy MIkuey 7 ShET,

User Idle Timeout TARNV ITAT U NDEALT Y NEHRELET. T 7 4/ ME 300 BT
T AHAALT Y NEWMEDL &L 7 T7AT 2 MIGEREEZRWN. T 78R ALk
B —REA L BT U 2 B U L BEELA O C L BERAE A ATV T,

TRUVAfRRTa ha DR A LT U N EWENTHEELET T 74/ b

1% 300 T,
ARP Timeout BALT U NEREMATHEEL £7,
Global TCP Adjust MSS MMMUKTA®MNBS%:y?ﬁyﬁX%ﬁVK?éb7?477%

LbikfEENDd TCP 7 v F 3. TCP SYN/TCP ACK X7 v h B LD
MSSTﬁ L TTF =y 7SN Ty T AR =B 0F T2 U — A
DOEREMIZY By hSET,

Disable local access TOF e IRy I AEFNCTHE AP e —H SSID 72— K F 4
AR L2202 TN TOA—Y—Ry b R—=F~DT 7 ERAZFHFAL
<7 ET,

Out of Box WL b REERD AP Z L —F OEF IR ERHD RE 707 7 A

/V%{’FE}Z#ZD . ZDF =2y IRy 7 A4 2L T,

Web Auth Proxy Redirect Mode | FEi7 X RENZ TAT L FDOT T THESNTWDHEA . [Web
Auth Proxy Redirect Mode] @ [enable] % 7z1% [disable] Z#NL 9, Z D
IITAT DB EEINDGTRTO Web N 77 4 v 713,77 U THE
S TW5S PROXY IP B XL PORT (2 &N ET,

Web Auth Proxy Redirect Port Enter the Web Auth Proxy Redirect Port.7 7 #+ /L b @R — k1%, 8080 5 &
W 3128 Td, #ipHIE 0 ~ 65535 T,

AP Retransmit Count [AP Retransmit Count] ¥ & O' [AP Retransmit Interval] (ZfE& AL £77,
AP Retransmit Interval [AP Retransmit Count] @5 7 4 /v MEIX 5 T. %I 3 ~ 8 TI,[AP
Retransmit Interval] @5 7 /v MiEIX 3 To &iHIZ 2 ~ 5 T9,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [System] > [Global CDP Configuration]

Cisco Discovery Protocol (CDP) (%, _RThy xafilxy hU— 7R THITENDE T A
AT B N a T ET AL AT ALTFH vy AN TRURICHE A Yy E—V 2 %EL Mo
TNAAPLERINTZA Y-V EE=FLET,CDPIZ. T 74V TA—Y Ry b & 7
Uy PVOERAR— KN THETT,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[System] > [Global CDP Configuration] (24 % [Template Detail] @4~ 4 —/L R {22 T

ML £,
Z* 2-66 [Controller] > [System] > [Global CDP Configuration Template]
Z4—ILEF e

CDP on controller

a2y br—77T CDP 2T 20 BT 202 @R £9, ZORTEI,
WiSM2 = b m—Z (3 TE £ A,

Global CDP on APs

TIEA KA T CDP 2T 20 BT 202N £,

Refresh-time Interval

CDP A v &—UNEK SN AR ERBEATANIL ET,7 7 4L M 60 TT,

Holdtime

CDP XA — = s UOHIRNIIIND ETORREZBEMTAILET. T 7 41
% 180 T4,

CDP Advertisement
Version

4% CDP 2 hraito"—2a 2 AN LET .S 740 ME vl T,

Ethernet Interface Slot

CDP #2664 —H Ry b A X =T AfADAy FZERL £7,[CDP
for Ethernet Interfaces] 7 4 —/V R iZ, N— =3 7.0.110.2 LifgDO =2 hr—F C
YPR—=F N TWET,

Radio Interface Slot

CDP ZHT MR AL X —T = A AD A1y b 2HERL £7,[CDP for Radio
Interfaces] 7 4 —/V RiZ . N—T 3 7.0.1102 gD a e —F THHR— K X

Tb\iﬁ_o

[Controller] > [System] > [QoS Profiles]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[System] > [QoS Profiles] iZ& % [Template Detail] &7 4 —/ R IZHOWTRHHAL £9,

& 2-67 [Controller] > [System] > [QoS Profiles Template]

Z4—ILF

T

Per-User Bandwidth Contracts

EOTARTICO0 FREOf OF 7+ 3B Y £,

Average Data Rate

UDP UAD T 7 4w VDT —4 L—1],

Global CDP on APs

UDPLUSD T 7 4y 7D —2 F—% L—1],

Average Real-time Rate

UDP F77 4 v 7 DYHFT—% L—1,

Burst Real-time Rate

UDP o7 4y 27D —2 F—% L—],

Over-the-Air QoS

FOER QoS RTEIX. o bu—TF RXR=U g 7.0 LFiONR—=Y g AT
=FE7,

Maximum QoS RF Usage per
AP

75 A7 v MM AT e K= 7 5 tkiE, 7 7 41 b i% 100 % T,

QoS Queue Depth

TITAT UMD TADF 2 —RE, ZNELVKRERMEDO NN ry NI T 718 A K
A FTRurY7ENET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-67 [Controller] > [System] > [QoS Profiles Template] (# &)

Z4—ILF

Wired QoS Protocol

Wired QoS Protocol

802 1P F I A F VT 4 2T 5T VT 47 T'é I% 802.1P Z @R L .802.1P 7

TAF VT 4 777 %IET 7T 4 712F5121% [None] Z IR L £9°,

802.1P Tag

HipEmD 8021AP I A4F VT 4 27 %0~ 7 OMBETEBRNLET ., 20X
. h T 7 4 v 7B L CAPWAP &7 vy M SN £,

[Controller] > [System] > [SNMP Community]

ZOFTarEHEALT. arybe—5TO SNMP a2 2=F 0 OREADOT L — %
VERE-IZEEL £9,SNMP 23 2=F s D& SNMPvl BL O v2c IZ@EH SN ET,
SNMPV3 32— H4 L AT —FR&FHL E7,

ZOT T b— b ORI T B BEARTEFHRIZ OV THE, [Cisco Prime Infrastructure 3.0 User Guide ]
@ ' Creating Feature-Level Configuration Templates #&EEL ~LV DR ET v 7L — b DIERR) | &
ZHL TLIEE,

SNMP A 22T A IEREANTLHEEICT 7R E—R 473 3% [Read Only] I3 E L
FHEARIT. o7 T — b &R Ebf’f& X Prime Infrastructure |Z/3 =22 | 12— Z ~DFEARIRK
077?%@&%7‘@017‘

[Controller] > [System] > [Traffic Stream Metrics QoS]

o7 4w 7 A=A AU v 713 R LAN TO VolP (242 —H DR EH T, B
LAN ® QoS iZ2oWTHEL £9, 26 DOFEHE VoIP Y A7 ALV fgftsh b= R
YV ROFHEITRRD FT,. 2 R Y =2 ROFEHE. 2= RANSLRE5TXTDY
VI EIN—FTDH X7y MERBLOBIEICET AR AR L EST . L L N T T sy
ARV =k AU ZiF.a2—1® WLAN 7 22 M P ORKEF T, 207Dy AT LEH
FIX EFEOMBEN WLAN (X260 THLON, a—VICE5 T 52200 xy FU— 73
FILLDHDLDTHLIOE HEIZHETCEET . EDOT 78R FAA FD QoS HMETFL T
HNEEMRT L LICED AT AEHEEITM E@%Ebﬂ\é%finﬁﬂz%LL CRFETE
FT RO DNy DR FINTBE O T BRRAN L METH 58 ILINNEELRD
EScN

B a—/LOBEFEMEL ’a”i?%’fﬁfzé_f EMEDH D 4 5D QoS OfE (/347w MIEIE /7 v |
Tk Ny MMER B— IV RN E=X IR ET, 20T e RITE TR TOER
LAN 20 R =R " REEL TWET T I7EBA RS U FBLOITFTAT U NTAN Y v 7 %
?E'JTEL\T?“EX#?%‘/FT“%HE'J%%’%HRQ%LT:M%%H‘/]\D—?K*%Li@%?ﬁtz
RALVPFTIX OB Eitarybue—9Db 77 497 AR —A AU v I7IEREBEHFL,
—BEIZ 10 2RI F— 5’75)1‘%1’*?‘]3%&‘9“ Prime Infrastructure iZ2 > b —J ANV v 7 %
BV Ao, [Traffic Stream Metrics QoS Status] IZZNHEFERLET, ZNHDARNY v 7
FEE L RSN AT —F A LNV BRESNET M OWNTIND AT —F A L ~ULHR
A () IR T (OR) L FRRENTHEEITITVE A ITELR LAN © QoS AL £,

TIRARAL S THEMBEZNET DI N7 747 AP =LA APy 7arbo—
FTHMTHD Z EIPLETT,

[Traffic Stream Metrics QoS Controller Configuration] ~X— {2\ < 202D QoS fERRE
FTEHE I EFBLOETHORDOGEEZE=FTEET,
e Upstream delay

e Upstream packet loss rate
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

¢ Roaming time
¢ Downstream packet loss rate

e Downstream delay

Ry FRERR(PLRIZEFOHIBE I ICHE L 52 F4 .8 v MEBEIT ARSI L BEFIC U
HRVEY OSEOM G ICHEE 5 2 LN H Y T BEO B — I U FRFIXEFIC
EFLLRWF XY v I RAEL ET,

HIEL~iE 3 250 £9,

e Normal:1E# 72 QoS (f%)

o Fair: — N dii 2 CTZ 5 QoSGEt)

e Degraded:{X F L 7= QoS (JR)

FEHA BLOROT 7 — L VAV ERET DBV AT LDEHEE MO OH W 25 D S E
BHYET BETRET 7 7 ZITRO LB T,

o PLR CTHEAZGALARMEOH L TWB L OERDO I AL v Ve G0REY 7 7 4,

o ENRANTFNRAATOEFREIZHT LR a—FoMEB LY 27 2 HE DB R
%%%’%ﬁb%&uwiemw PLR 237 6E

o BIICIVMHEINDIa—FT v 7ORENRRL L Ny NEBEOHFFEITRL D,

. ?“«T@:—/m)fc/w/vﬁﬁ@:wv(k RS 3, 2070 AT ERR LAN (287 2%
PLR BHERHFV ML < 2WVWHLORH 5,

[Controller] > [System] > [User Roles]

TOFFvarEEAL . a—Y a— A BEHOT AL — N EFERELIILEREL FT, 22—
P r— I Xy NV REHTELHBEOELREL ET. 7 A~ 2 —FIZEHDH TS

HIIEIZIZ 4 2D QoS L~ L (FF5FF 7T ur X d— L RBIRUANR) 2 TE 3,
AR =PI, m— L GREE R ﬁfifﬁ ’\/5’*‘ B — FOM) BRFERNTE Y YT
SNET, T, ENENOHIBIRIT., & BH 12 RESNET, ZNOOHEENX . FH LT A

b 2—HEEMNT S EXITEATEET,

ZOT TV — b OVERIZEE T D HAEFHRIZ OV TIL, [Cisco Prime Infrastructure 3.0 User Guide ]
@ [Creating Feature-Level Configuration Templates (BEREL ~/L DR ET > 7L — b DIER) | &
ZRLTLZE 0,

[Controller] > [WLANs] > [WLAN Configuration]

WLAN 7o 7L — b 2RHATH & EEOa b a—F ([ Z@HT 572003 F¥X£7 WLAN
a7y ANVEEHRTEET,

~
¥ [T SSID @ WLAN # 8 E T £9, Z OFEIC X - T [ U #E# LAN N ThHID
LAY 2EX2UT 4 AU T—%FHD é{f%ﬂiﬁ‘ WLAN RET 7L — |k % B
THEAVE =T 2 AR /A H =T = A A JN—7 FER LT RADIUS #—3,
LDAP #— ACL 4 b b —L B L AN A2 #—7 = A 27 [Template
Deployment - Prepare and Schedule] ~—IcF RSN £,

WOFIRIZ R SSID THEHD WLAN 2R ET 25 ICHEH I VET,

e [HIUSSID ® WLAN 2. 7 94T "R E—a BT —TNOT RARXZ A XSz
FBHICHE ST WLAN 28R TCX 5Lk 5 10, —BDOLA¥Y 2 X2 T 4 KU —%
FoTWAMERH Y FT FMHETEZALATY2 X2V T 0 R —FROERLY TT,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

- 2L (F—7>» WLAN)
- ¥y WEP F7-1% 802.1
- CKIP

- WPA/WPA2

e SSID #4:/4+ % WLAN [ Broadcast SSID # G4+ AMLERHY £+, 2 itk -
T T7BAFRALIBINED WLAN O v — T InE 2 AR T 1,

e FlexConnect 77 A RA v I D SSID VKR —FLFFA,

Iz, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[WLANs] > [WLAN Configuration] @4~ 4 —/L K IZ DWW T L £,

e [Controller] > [WLANs] > [WLAN Configuration] > [General] (2-70 ~2—72")
e [Controller] > [WLANs] > [WLAN Configuration] > [Security] (2-71 ~<—3")
e [Controller] > [WLANs] > [WLAN Configuration] > [QoS](2-76 ~=—")

¢ [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (2-77 ~=X—)
e [Controller] > [WLANs] > [WLAN Configuration] > [HotSpot] (2-82 ~—7)

[Controller] > [WLANs] > [WLAN Configuration] > [General]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[WLANSs ] > [WLAN Configuration] > [General] (24 % [Template Detail] %7 4 —/V K

WZOWTE L £97,
7 2-68 [Controller] > [WLANs] > [WLAN Configuration] > [General]
Z4—ILE B7L)
Wired LAN TOF v IRy I AEF AL . 2D WLAN AR LAN »E I 0nE Rl £9,

F O AN T RACHREBLORE LA —Y 2y NERNOEMRTS AN T2 A%
FARN 2—PICERETINEIDERELET AMTI AN 7782 R—ME.~7
ANDAT 4 AT ERHEEORE DR — b T T& £4, Lobby Ambassador
R—=FNEHEHL T I MR Fy N —ZIZEBMENET, (A& —
T2 AAFREFIANA L =T 2 A4 ADOREIL.EM LAN OLTHHATE £4,)

[Type] Fry 77X v U AMZMEHL C AR LAN OF 472 INL £7,

o [Guest LAN]: Z0A# LAN 7834% %2 ~ LAN THh 5 Z &%z~ L £7, [Guest LAN]
F7ya v EBINLEZGA ALEOS AN LAN IZE 0 4 TH T kA >
B—T A XA ZBRIRT HVLERH D 7,

e [Remote LAN]: A#t LAN VU E—hK LAN THHZ L&ERL £7,

Profile Name WLAN 72137 2k LAN %77 [Profile Name] 7% A ~ Ry 7 RZ4HZ AL £
T AN T HHRNNEAR=ZEHHL N TS0,
SSID WLAN SSID o4 gia AL £9,SSID (X, 7 A F LAN ([ZiZSEH D 8 A,

FL SSID ® WLAN 2. 75 A7 "R —arBLO7Ta—THNOT KX L XX
NIBRIZHESNT WLAN Z2BIRTE L L0, —BOLAY¥ 2 BX=2UT 4 R
—FFEo TWANERDH D £,

Status [Status] 7 ¢+ —/L R C [Enable] = v 7Ry 7 2% 4L £7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

# 2-68 [Controller] > [WLANSs] > [WLAN Configuration] > [General] (#% &)

Z14—ILF StEA
Configure Wlan Id WLAN (Z#B 2B ETAIIE.Z2OF =2 VAR VA2 4 2L £9,
WLAN #5534 50 # A 175121 [Wlan Id] 7% A~ Ry 7 2A&=FHL £7°,

Security Policies [Security] # 7 TITo - EHIZ. T 7L —F ZREFELEBICERSNET,

Radio Policy [All] (802.11a/b/g/n) .[802.11a only].[802.11g only].[802.11b/g only]., £7-i%
[802.11a/g only] (Z#/HAT 25 WLAN RV v —2FEL 7,

Interface/Interface [Controller] > [Interfaces] £ = — /L TR L 7oA > & —7 = A ZAOFIM ATRE/R 4 Al &

Group INL 7,

Multicast VLAN [Enable] F = v 7Ry 7 ZA%d 2L, ~/LFF v A b VLAN #REZ AL 7,

[Multicast VLAN Interface] Ky 7# > U ARG Gl@ble A 2 —7 :4’1%%’:
BIRLET, 20U A NI, vVFF v X VLAN BREZ AT 5 & HBIRIZHE A
FINFET,

Broadcast SSID Z®D WLAN (Z2oWT SSID 7 — KX x A&7 77 4 7T 2EHICA Il £,

[Controller] > [WLANSs] > [WLAN Configuration] > [Security]
WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[WLANs ] > [WLAN Configuration] > [Security] {Z& % [Template Detail] 4%~ 1 —/L' K
WZDOWTEA L £97,

£ 2-69 [Controller] > [WLANs] > [WLAN Configuration] > [Security]

7 4—ILF EZ:
LSLy2
None LAY 2 OERITIHY FHEA,

e [FT Enable]: 7 7 BX RA v MEOEFEBIT(FT) 2G0T 5%812.20F =y 7
RNy J AL NI F7,

#  E#EB1TIE FlexConnect E— R TlI#AR— K S EHA,

[Over the DS]: 23> 27 & (DS) TOEEBITE A DIC AE.ZDOF =y IRy
T AL AL FT,

[Reassociation Timeout]: =BT O HEIEAHT N Z A L7 T T 25 £ TORR (P
1)o7 7 AV ML 20 BT B oh7eiPHIL 1 ~ 100 T,

[Over the DS] %7-1% [Reassociation Timeout] ZHZhTT 5121, @EBIT 2 AT
DYENRH D FT,

802.1X WEP 802 1X 7 —ZWisbZ A7,
e 40/64 £ | F—

e 104tk F—

e 152w bk F—
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E2F [Configuration] R—SDIT4—ILF YI7LUR |
W [Features and Technologies] 7 1 —/L K D &iBA

#2-69 [Controller] > [WLANSs] > [WLAN Configuration] > [Security] (# &)
724—ILF £ BH
Static WEP i WEP By 547 « —/L R

=L

e [Key sizes]:ZX &L .40/64.104 BL N 152 By b F— H AKX,
e [Key Index]:1 ~ 4,

e [Encryption Key]: k5% — X MHEHTT,

¢ [Key Format]:ASCII %721 HEX,

e [Allowed Shared Key Authentication]: F = v 7&K v 7 A% A4 2T 5 & HFH X —F3
DA F£5,

WIN L RUCBR e < BX 2 U F ¢ LB HE T ASCII %42 WLC (3 L O Prime
Infrastructure) ICR RSN FET . ZD=D BBV o P a = JRICT 7L — 2R L
ThH Aoary he—S0RTEAERTXEFTALBEENTE-T 7L — K BROF A R
WHINEA. TV 7L—bhTH ) EX—EBRXERETILELRDL Y T,

Static TOFZEICE Y HEY WEP L 801X O FORI > —EELET . OF T arE
WEP-802.1X BRI 5 L 0 WEP & 802.1X O 7 4 — LR N_—V D FEplcFE RSN ET,

5 WEP K5 5(b~7 4 — /L -

e [Key sizes]: % E/RL.40/64.104 BLX QXN 152 v b F— H A X,
o ¥ — AT v T A1 ~4,

e [Encryption Key]: B &5F%—% AL 7,

o [Key Format]:ASCII %7213 HEX,

e [Allowed Shared Key Authentication]: F =~ 7R v 7 2% 4 12¢ 5 EHEMTR D £9°,
e 802.1 7—¥K55{k:40/64 £ N ¥— 104 B b F— 152 v F—,
Cisco Key Integrity Protocol (CKIP),Cisco ®7 7 A iRA > M. v —a Bl m—

T DISESRT > F T CKIP OYR— k%7 K% A XL £79, CKIP %, Aironet IE 7 WLAN
THNRGEICETRECTEET,

ZF  CKIP X 10xx AP TII¥AR—F ST EHA,

CKIP

BIRTDHE . ZNHD CKIP 7 4 — VR BRFREINET,
o [Key size]:ZX & L .40 F£721% 104,

[Key Index]:1 ~ 4,

[Encryption Key]:ff 5 &% —%fHEL £,

[Key Format]:ASCII F£7-i% HEX,

0 SEBRULEBERICEKR2RL. B2 7 0 oA T ASCII @A WLC (8 L Prime
Infrastructure) IZFX RSNFET , EDOH HEIZ o Ya = T 7L — k&
ALTH Bloarybe—0R sl cesEti s n=T 7L — 0BT
NARZHHAEINDGE. T 7V—FTH ) —EX—BXEHRETILERDLY £7,

[MMH Mode]: F = 7Ry 7 ZA&2F 2T 5 G420 £97,
[Key Permutation]: F = v 7R v 7 A& 41295 EHMTR Y £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Features and Technologies] 7 « —)L K )il W

#2-69 [Controller] > [WLANSs] > [WLAN Configuration] > [Security] (# &)

Z4—ILF

gljlg

BR

MAC Filtering

MAC TRV AT AT N7 4 NE ) U TTBEEICH L ET,

¥ MAC 7 4% JAMNTHEEENTWAL Thbary ha—J R TEAIDIT A Y
a2 TITEBRARALLNETTT,

F O O41.20LEIOYN Y —ATIE Avya 7782 KRS METMAC 74V % JUART
ERINVTWRWIRY v hae—J128 kL S8 A,

HLLBMENET Z7BA RA LV bRary ba—J 108 T35 X 9127511 MAC 7 «
NE JDANZERNILET MAC 7 40X VA NEZHEADNIT AR HLWT 782 R
A2 bD MAC 7RV AZATITHLENRD Y £97,

Authentication
Key Management

(FRREFx — & #)

H ) DO FEEE DGR uﬁﬁwﬁfi%%?ﬁbif 802.1X,CCKM Z7-1% PSK #@EIRT& £,

F  PSK Z#3IRL 7235813 A% — L H (ASCIL %7203 16 X80 2 AT 25 BERH Y
£7

F 0 OBEBRULEZBERCEEZR L . BX 2 7 4 EoFA T ASCII @472 WLC (B XU Prime
Infrastructure) IERRENFET . FOED BB oY a = VT L — k&2l
AL Bloarybe—Jo#REsEMcEEEARESNET 7L —F0RBOT
NARZHEHAEINDHE. 77 —hFTh ) —EX—ERXEZRTETIOILENRDH Y £7°,

L1¥3

Layer 3 Security

[None] £7-1% [VPN Pass Through] ® WA @ IR L 9,

F VPN N2 L— F 723 03,2106 ) —XBLTS5500 ~V —Xp=ar be—FT
FEHTEEEA,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-69 [Controller] > [WLANSs] > [WLAN Configuration] > [Security] (# &)
Z4—ILE EiEA
Web Policy FI IV DAZT 427 WEP(Web F8iE) 2 AW 4570, £7-134H5E D Web F8iE (0 7 A

a2 7y b a4 RBONR=V LY =N =R 2B THL LN TEET,

1. AZ7 (v 27 WEP /32— 8§ 5121, [Web Policy] F= v 7Ry 7 A% A 1C
LC.Key7Z v JRKNM5 [Passthrough] A7 a U &#BIRL £, 2 Tax—W
T 2= PFAHRNRRT =R Z AN LR Th Ry h?~7&:7’7%xf‘%iﬁ“o

[Email Input] Frv IRy I ANERENET, lwﬂ:ﬁi?\ N WZHEEREL L9 &
L7t X B ANV TRLVADANERD B i\:@%1/7f/7;<%7r/ezb
iﬁ‘o

2. [WebAuth on MAC Filter Failure] 47> a v &40 325&. 72747 2 MAC
7 4 VHTRIT S L BEIYIC webAuth 128D B2 bivET,

¥ [WebAuth on Mac Filter Failure] 4~ @ > 1%, [Layer 2 Mac Filtering] & 7> a >
DENIRGETZ TR L £7°,

3. AKX L7g Web @BAE— T &2 F8E T 5 1213, [Global WebAuth Configuration] @ [Enable]
Fxv IRy 7 A%F7ICLET,

[Web Auth Type] Ku v 77X 7y URXARNPRRRINTEZL ROWTNNOL T 9 ok
WLUT RS Z S 2—FHD Web n 2 (0 N—VZ2EHL £,

[Default Internal]: = > F @ —FDF 7 /L Web 2 (v N—=VZ2FRL£4, 2
LT 7 /v MMETT,

[Customized Web Auth]: 7 2% & Web n 2/ A2 RX—2 v/ 4 U RKRN—Y BX
s 7o b =Y %F/RL ET,[Customized] 7 a v EBBINL -5 513. 00
Ay R=U Bl AV RBERN—=V BLOa T N R=UEBRIRTDH72DD 3 5D
Ry 7Zoy JAMNRERINET . INOLTRTOLT T a IOV TH AL~
ARXLTER—=VEERTHILEEIHD FEANDALA XL ER—=UEF R LD
F 7y a AR L TR NI AR ey ¥ U A KT [None] Z3#IRL £97,

IheoFFaroal Ly X—=Y gl AU KRE—Y gl Ty =%,
webauth.tar 7 7 (/L L Cavrybe—J v ra—RK Ih x4,

[External ] :FRFED 7= DIC 2 —HF A — NIV X AL 7 b LET, 2O T a v
Z®RINT HEA . [URL] 7% A b Ry 7 ZZHEH— 3D URL b AT HH4E RS
0 ES,
EF 4N Web B5E1X.2106 8L 05500 vV —X a2 he—F TR —FINTWnE
A,

SMEFEREZ AT 9 YA 1E. [Security] > [AAA] X—Y THRED RADIUS $— 3 F 720X
LDAP #—"Z@RT& £7,
x [Securlty] > [AAA] R—V TEIRTE D L DI, RADIUS —3& LDAP #— %%

AR EL T LERH Y £9,[RADIUS Authentlcatlon Servers] ~—7,
[TACACS+ Authentication Servers] “~—Y TCZNH DY —N"ZRETE iT

[Web Authentication Type] T [External] Z 4R L 7235413, [Security] > [AAA] Z &R L |
Key7&v JZXRs RADIUS #—/38 LDAP —1% 3 DECT&ERL £97,

QEDOD(T A=) b= NXy U= THEATOGEIT.ZOTn A& iRl
e
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[ 274 | |
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[Features and Technologies] 7 « —)L K )il W

#2-69 [Controller] > [WLANSs] > [WLAN Configuration] > [Security] (# &)

J4—ILF EE

AAA Server

Radius Server WLAN [ ESNTWDIENA L F—T = A ZAERBEL T T A7 2 F DR ERZ %G T
Overwrite LA A 2L £9,[Radius Server Overwrite Interface] 47> a v ZHWZT 5 &
Interface WLC (2. %#® WLAN TEESNTWAIX AT Iv I A ¥ —T =4 A% HL T, WLAN

DF~TH RADIUS N7 4 v 72X EL £7,

%  [Diagnostic Channel] 73 F%h72 34 . [Radius Server Overwrite Interface] ZH %215
ZEITEEEA,

£ [Radius Server Overwrite Interface] &7 a .2 b —7 X—=T g0 7.0.x L&

THE— P SNET,

[Enable] &= v 7R v 7 2% 4 1ZL RADIUS 53X LDAP +—~ 27> a DRy
TEy YA EMEHL TR LT AT T 407 =" E@RL £§, 22k -
T HEE L7 WLAN ©F 7 41 h @ RADIUS $— "8RS, Ry bV — 27123 L TRE
ShTs RADIUS #+—ANF EFEX SN ET.3 2T~ TD RADIUS —"NEKED 1
» WLAN 2/ L TRE SN T D56 BRI — 1 BEbm<m £9,

LDAP H— % = Z TER L 72\ & Prime Infrastructure |35 — % X—ZDF 7 4 /L k D
LDAP Y —NJEFZHEH L £,

Interim Update RADIUS =R T Hh O T 4 T OEET v 77— N HHIT 25T 1L £7,
IOF v IRy 7 ArA AL TZE4E  [Interim Interval] fE% f8E L £9, #FHX 180 ~
3600 > C.7 7 4 /L MEIX 0 TT,

3  [Interim Interval] i, [Interim Update] Z AN L 72HEICOH AN TE £,

Local EAP BT D EAP 7 a7 7 A L& TICREL TWAH A 1L, [Local EAP Authentication]
Authentication Fxv IRy 7 ZA%F L ET, 0—I/V EAP X 2 — Y LER 7 S AT bR —H LT

MAECEDRAEAY v R TT, ZOHFRIT ANy V2 K VAT AREINTZD SRR
Y= NME T LTEBATH VATV R 74T b ~OEfEHRTE5 X512,V E—
M A7 4 ATHEHTHHEITHEFFINTWVET,

Allow AAA AAA Override ZHNCLTZHAET. 2747 MZBWT AAA =2 b r—F WLAN #
Override AT 4 — LR BREAL TS E XL 7T AT MR AAA — 2k viTbhET, =
DRIED—HE LT ARV —F 4T VAT AL FAT v N %F 740 k® Cisco
WLAN YU a—vay 25 AAA H—NICEWiRSh. av ha—F DA F—7 = 4 Ak
ECENEFR SN VLAN I2BE L 9 (MAC 7 4 L% U v 7 802.1X. £7-1% WPA #i{E
IERES TR DHEDH) TS TOHEIBN T AN —F 7 L AT 5F,QoS,
BEOAAA — 2k s ACL Rarv hr—F v ¥ —7 = A4 ARETEHENNIC
EXRENTVAERY NS HFHLET, (2D AAA F—1—F A F12L 5 VLAN 2 A v
Fo 73D Xy hU—F v 7 L HIRERET),

72l 21X AE¥ED WLAN REIZ VLAN 2 ([ZEID S CoONEBA L X —T = A AEHL,
AAA Override 78 VLAN 100 ~D U ¥ AL 7 F ZIKTEHA MR — K 2 VLAN 100 129
LTHNTWVAENE I DITBRARLS AN =T 47 VAT AI T X TDOI T A7 Mg
%% VLAN 100 icU & AL 27 F L £7,

AAA Override NEZDOBE . T RXTDO I ITA T FRIANIT 7 4/ D ar b o —7 DR
NTA—HFZEELRY a2 bu—F0 WLAN 27 547 NEBDOFRIE/NT A—2BEF
NTWARWES FRIED L AAA — N2 L o> TiIThbvET,

AAA F—1—F A FEIX. 72 & 21X RADIUS =026l A £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Controller] > [WLANSs] > [WLAN Configuration] > [Q0S]

D3 T, [Design] > [Configuration] > [Feature Design] > [Features and Technologies] >
[Controller] > [WLANs | > [WLAN Configuration] > [QoS] IZ& % [Template Detail] @£
T 4= RIZOWTHBAL £,

F2-70

[Controller] > [WLANs] > [WLAN Configuration] > [QoS]

Z4—ILF

EA

Quality of Service

(QoS)

[Platinum (voice)].[Gold (video)]. [Silver (best effort)], £ 7% [Bronze (background)]| % &
RUET.VoIP 2 L O —E 2 [Gold] IZHET HMENH Y FT N . TF AL AvE—
7o & ERIMTIE 2 WY —E A% [Bronze] ISR ETE £,

Override Per-User
Rate Limits

2—FT DT —F L—Fh

Average Data
Rate

[Average Data Rate] 7% 2 b &R v 7 2|2 Kbps i CL—hZ AN L T, 22—V & £720%
SSID ZED TCP R 77 4 v 7 DFHT—H L—hE2EXRLET M0 X, 707 7 AL
IR OHIBRZ IR L 8 A,

Burst Data Rate

[Burst Data Rate] 7% Ak R 27 2|2 Kbps By TL—hZ AL T .a2—V T &L F721Z
SSIDZEDTCP R o7 4w 70— T—X L—FE2ERLET MHOX. 7277141
(IR Ol BR A Ff L F 4 A, burst-data-rate |% average-data-rate LA E T iuiEe v 4
Ao TENUNDEE . QoS RV v —IZL D VATYLR ITAT U NEDNT T 4w I INT
By 7 IN5HT ERDHY ET,

Average
Real-Time Rate

[Average Real-Time Rate] 7% A R v 7 2|2 Kbps Bt TL—h A2 ANL T, 2—H T &
FXSSIDZEDUDP F 77 4y VORI TAEAL L—FEERLETMEO0IX, 7
07 7 A AR OHIR 2R L £ A,

Burst Real-Time
Rate

[Burst Real-Time Rate] 7% Xk "> 7 2|2 Kbps By CL—hrZ AN L C.2—H T L F
7212 SSIDZ LD UDP b 97 4w 70— UTNAE AL L—F2TERLFETE 01X,
T T 7 AT EIE OFIBR A F L F+ A, burst-realtime-rate % average-realtime-rate LA
ETRINnNER 0 F8A,ZNLANDEE. QoS R v —IZkY VAP LR 7747 R E
DT T4y I BT Ry 7SN ENBY £T,

Override Per-SSID
Rate Limits

SSID Z L5 —H L—F

Average Data
Rate

[Average Data Rate] 7% A k 7R v 7 2|2 Kbps i CL —h Z AN L T, 2—H T & £721%
SSID ZEDTCP 77 4w 7OVHT—4% L—h2ERELET MO X, 727 7411
IR OFIRZFRL £ A,

Burst Data Rate

[Burst Data Rate] 7% Ak R 7 2|2 Kbps By TL—h A2 AHL C.2—VZ &L F/20Z
SSIDZEDTCP b7 7 4y 7 DE—7 T—X2 L—hE2EHELETAH O L. 727 7 AV
\HHEE O PR 2 R L £+ A, burst-data-rate (% average-data-rate LA LT/ ibuiE/e 0 £8
Ao TNVUSNDEE . QoS RV v —IZE VW WLAN O N T 7 4w /BT ay 7 INDHI ERH
D ET,

Average
Real-Time Rate

[Average Real-Time Rate] 7% A+ R 7 2|2 Kbps By CL—hZANL C.2—H T &
FESSIDZEDUDP F 77 4w 7OV TAEAL L—FEERZLETMEO X7
77 7 A VITEIIEOFIR AR L 8 A,

Burst Real-Time
Rate

[Burst Real-Time Rate] 7% X b R 7 22 Kbps Bt CL—hEZ AN L C.2—HP I L F
721 SSID 2D UDP 77 4w 7 DE—2 UTLVEAL L—bhZEHRLETME 0 1%,
7'u 7 7 A JVIZHEIRIE O IR & 7R L £+ A, burst-realtime-rate | average-realtime-rate LA

ETRTINERY FRA,FZNUUNADEE. QoS RY v —I12k W WLAN O T 7 4w 7 IRT
By 73INHT ERH FT,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

#2-70 [Controller] > [WLANSs] > [WLAN Configuration] > [QoS] (# &)

J4—ILF B

WMM Policy [Disabled]. [Allowed] (7 Z A 7> 7 WLAN L T& % X 9129 %), £721% [Required]
(77 47>k DHEETWMM %4540 ’*f%.’) TEERVMAETDH)EERLET,

7920 AP CAC Cisco 7920 EFETOH R — N 2 G T HLEIFTA L £7°,

7920 EFET WLAN IZIHENN—=Y a0 DY 7 v =7 2% R — b I8 2585461%.[7920 Client
CAC| F v /Ry 7 2A&2F L TAHNNCLET, 2— TR I v a il (CAC) Dl
RIZ.EVHL WA= a0 DY T N2 TDT 7 EBARAL N THRESNET,

[Controller] > [WLANSs] > [WLAN Configuration] > [Advanced]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[WLANSs ] > [WLAN Configuration] > [Advanced] (24 % [Template Detail] ®%& 7 4 —/L
RIZHOWTREIL £7,

#2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced]
TJ14—ILK EL:
FlexConnect FlexConnect = —Hh /)b A A v F o TG TH8EE1EF 1L £3, FlexConnect = — 7

Local Switching | x4 v F o 752 H4hc+ 5 & FlexConnect DT 72X RAV MI. 72 TF7A4T v FkiE%
WL . 77947 =% Xrybaa—hNWVIAALvF L7 LET,

FlexConnect @ —# /v A A v F 7%, Cisco 1130/1240/1250 > UV —XDT 7t A KAV
Mkt L CHET#EHARE T, ZHX. L2TP £7213 PPTP §RRETIE VAR — b STV ERA,
F7 WLANID 9 ~ 16 [CiZ@EHTE A,

FlexConnect FlexConnect & — #/VEBGEE AT DG EITA L £,

Local Auth B DAL, T D R b Uy FIEA 100 ms &M 2T S AE% = 5 |k (MTU) 2 500
/\4’ }\ & FES 2D /N EEE A 128 kbps DY B— |k AT 4 ARTED LML HEFTE W

Txi%ifﬂ 7\7/1/;(/1)/?:/7'(& nAL‘nE*gf X7 7t —J‘/l)/}‘gﬁg ffbi
q“ %a)mb O—HNVBIAIC L2 C T T F 47 4 AOBIEELENRB S ET,

F 0 g —WNEERHTI . v—H L AL vF T EF—FR O FlexConnect AP @ WLAN O A& CTH
N TE £,

7 — ﬁ/VﬂAuu i D/’(@“/'j‘Uj_f i*)‘ﬂf—f\éhiﬁ/u
e FlexConnect @ — W /VEBFEAZ AT L7 WLAN TiX. 7 A FREFIZIFEITTEEHA,

e RRM {&#i%.FlexConnect 7 — Z/LEBiEEZ AN L7 WLAN =2 s v —F Tl
ARA[TT,

e m—J/L RADIUS IR —F SN FEzHA,

o IUITAT U RNNEIEEND L. T —T D WLC BXOZ Do FlexConnect TZ 7 A
T MMERPEFINTLE T eI IR AR - SnET,

Learn Client IP. |H-REAP = —#% /v A A > F 7 &G F % & [Learn Client IP Address] = v 7R v 7
Address 2733?7111/1\“C7ﬁ?)3 IR EFT L. T AT b Fortress L A ¥ 2 Bk aE AT
HBIEIIEREINTWAGARIZ. a2 b —FR8FDI T3 4T FIP TRLVREMDZ LN
TEXRWVWOT . aryba—J37 7472 O Z2 EHMOICUIBLET, 2> ha—F0n7
FAT UM IP TRV AZHLRL TH I TAT Y MR AR TEZE 01,2047 v 3
VEEIILTLKEEWN, 2O T a U EEHICTEDLDIE . H-REAP v —0/v A4 v
VI EITOLIICEEIN TS L X7 TI . H-REAP X A v F U 7 51T 5 AL
T HZ LT TEEREA,
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2% [Configuration]| R—S DT s—ILF YIFL VR

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (#&)

Z4—ILF

sBA

Diagnostic
Channel

BN CTRWT ¥ VSRR EZ AN T 20 TOF FICL THELZEHIZL £7.28F ¥ %
NAEREIZ LD WLAN L7 47 v FEEICHEHTIMEDO N 77 vy a—T 4 7N HE
WD ET MEOH L7 7 A7 MZEDEZETF ¥ 3 ARBGE NS & BE~OREEDHR
b7 b BEREE FIESRL S ET,

Aironet 1E

Z® WLAN o Aironet 15833 (IE) OV 7R — ks 2 HZT 5 5HA 134 12 L £9°, Aironet
IE OV R —FDBENR o TWABEE. T 78R RA 2 M. Aironet IE 0x85(7 7 & & R
AV 4. B—R. T2 —hENEZITAT L bOFEFREEET) %2 2D WLAN OE —
a7 —T NI CERELET . X T 7 A RAVIRET Yy o—2 g VB
kN Aironet IE 0x85 #4284 .2 F m— 7%, Aironet 1Es 0x85 £ X 1% 0x95(=
he—FDEHRIP TRLABLIORT 7 A RA MO IP TRV AZEGT)ZHT YV
T— g VBRI TEEL E9,

1Pv6

[IPV6] F = v 7K v 7 2% F 2L £ 5.1 L WLAN £T IPv6 7 U v 235 L OF [Pv4 Web
RAERETE ET,

Session Timeout

TI7A4T N By a U NERAUEZLELETICFEITCEA2RAKGHZ2ERTT 2568134
2L E£9,

Coverage Hole
Detection

Z ® WLAN T Coverage Hold Detection(CHD) # 5 %h £ 72130+ 2 00BR L £4, 7
7NV HFTIZ.CHD iZ. 2> b =703 XTD WLAN THZI T3, WLAN < CHD #% &
LGB Ny Y A= D& ETa Ly b —J I ZEGESNETRN . IV v Y F—L
EREHT 2720 OZ NP OB ITITON W A, 2 OBEEIL. T AFIHEOE NS A K
WEHMZ TRy NU— 27128k T 57 A 8 WLAN T&RIZYED £,

Override Interface
ACL

[Override Interface ACL] Koy X vy URXANMIEREADOT 7R 3 bu—1L X
FACL)D YU A R4t L 9,V A5 ACL #&R3 5 & WLAN %D ACL %
WLAN (ZB#ERH T £, ACL O&RITA T 2 v T .2DOT 41—V RDT 7 4V b I,
[None] T,

Peer to Peer
Blocking

FTRCTPHD WLAN ICAT— X AZ@HT 5D TIER<  WLAN Z I8 7Y —¥¥7T 7av 7y
R E T X £9, [Peer to Peer Blocking] Ky 77X URARMNG IROWTANERINL
\i—j«O

e [Disable]: 7Y —E7 7oy ZITEHIINTHWET, T 7 0 v ZIXAREREAR
a—ANTT Uy ENET,

o [Drop]:/37 > MIFEEINET,

e [Forward Up Stream]:/X%7 v MNE7 » 7 A~ U —2A VLAN EICHEEES L EDONRT Y N %
EYTHMMPESINET,

b OQ—HILVTAAYFINDITAT Y NOFE BRET v AR =AM FRN—V g

T2x Daryiro—Inhb50Ray 7 ERICIIZRD 9,

WLAN o FlexConnect @ — /v AA v F U TN >TWDB(NT T 4w Tnay
FE—FE2@ET50%E)BRIT.ZORay 7E T YR RBRAIZRY £,

FOETY—ET TuyX 3 AT X AN NI T oy Zi3EAI N ERA,
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[Features and Technologies] 7 « —)L K )il W

& 2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (#5)
Z4—ILF BTLL
Wi-Fi Direct WONWTNNDA T a v 2B IR £,

Clients Policy 1, | Disabled]: WLAN ¢ Wi-Fi Direct 7 5 1 7> b # Y & — & #5012 LT 42T

Wi-Fi Direct X} 7 7 A7 > b ZRGEHHRL 3,7 7 4L b TIRERIT 2> TWET,

e [Allow]:Wi-FiDirect 77 A7 e AV T7F3ANT7F ¥ WLAN EDOT7 YV m— 9
YEFFAIL £,

e [Not-Allow]:Wi-FiDirect 77 A7 e A7 T AT 7F ¥ WLAN LDO7 V¥
T—a U EHIEL $9,

¥ Wi-FiDirect 7747 F AU v—iZ.m—/L T—FD AP "&b WLAN ©
B TEET,

¥  Wi-FiDirect 7547 F R =T A=V a v 72x UEoay b o—F DRI
HTxE7,

Client Exclusion |H&@/)72 27 747 ORI EGHCTIHERIZ.OF =y /Ry 7 AEF AL ET, 7

FAT LV N DOBENEENTIHEA B RDITAT s v DEALT T Mz

BN THRETHZELHMETT , 7747 F w223 MAC 7R L A TSN FD A

F— A ATERTEET0ODEALT Y NREZ. 7T AT M EHEANCT HICITEH

HIEINMLETHDHZ EE2RL 9,

¥ OBy aroFALT Y RREREINTOWRWES BRI SNFEZI7IA4T L MNIFEDE
FEY BAINTRENS X ALT TR THZ LT FHABBIMERENENTH D
TEEBWRTHOTIED D FHAL

Passive Client [Maximum Clients] 7% 2 b v 7 ZIZ WLAN IZBEFITFONAE 7 T 4T b O K%
ADUET HD2&FHIZ 0 ~ 7000 T, 75 7 + /L MEIX 0 T

E O OEZ 012925 L WLAN ZBEMN T HND 7 747 P EPERIZZRY £,

Static IP [Static IP Tunneling] ¥ = v 7Ry 7 A% AL LT AXT 47 IP 7747 DX AF

Tunneling Ry TR YT ERECLET,

Media Session COMREIZEY TR RA L MIZEFa— VO KT . BIXOKREZHRHEL. i

Snooping > h v—F 3% X O Prime Infrastructure |21 A& — k TZ 9. WLAN = & I2H N F7- 1348
b cE 9,

AT 47 Byvary AX—E I PRAENRYE. 20 WLAN 27 RAXX A XFT 5T 7R

AR A > b HERIL, Session Initiation Protocol (SIP) &5 %47 v F 2 AX—FLF+T . R— &

5 5060 1256 T E2EAR— RS 5060 02507y MIWFRG GEMBAEO S L LT
EEINFET. 772 KA I Wi-Fi w/LF 25 40 7 (WMM) B O WMM 7 5 A

T RN A= VEESLFRN T TICT 7T 47— EiZH D0, £t a— ok T

FTHLINEN Ty L arhae—J L CEERa—L Ay hE@mL £7,
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W [Features and Technologies] 7 1 —/L K D &iBA

& 2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (#&)

Z4—ILF

sBA

KTS based CAC

[KTS based CAC] F=v 7Ry 7 A% AL CT.WLAN Z &£ ®» KTS _X—=2 CAC ¥ H—

M EAMTL £,

WLC 1. TSPEC _X—x2®» CAC BL W SIP X"—2®D CAC #H¥HR—hrLFET 272 L, B

%5 CAC o7k a) L THBBT 28 EDEFENH Y £7, 245 1%, KTS (Key Telephone

System) #X—A L LEFT,CAC KL KTS X—Z2AD SIP 7 9 A7 F & R—FTDIZ

FEWLC iZZo7 e b aro—HeE L TREDZEDMD Ay =V Z0H L THEETLHZ

EWMAT.ZINGD T FAT 2 RIG ORIRIEER A v — U 28 L COUFL AP HE#E

FlzEREN T HIEEZE O S THLERD D 7,

F KISCAC &EF.2rbtue—7 VYy7bhux7 VU —2X7.2x %5177 % Cisco 5508,
7500, WISM2.2500 2> b B —F DHTHHR—F INTWET, Z D#HEL. Cisco 4400
V=X aryhbe—JTEVFR—FINEFA,

NAC State

[SNMP NAC] #7213 [Radius NAC] Z&R L F3 MmN SIP =7 —\2k . 7547
VRADORNTFTNANY 2a—TFT 4 I BLOT T —ABmICERIND N Ty IBREKRINET, 2
ha—=FE T NE TR RO NAC T IA TV ALHAETEET NAC T I 4T
NI T TAT U RO BIOBBRIND ETT—F RANIERFENET T M4 TN
VR EFE—=RTIENACT I IAT LV AD KT 7 4 v Z7AMMEIBEN S DT NAC LLHEDHE
A LS RIREIC 72 U F97,

Scan Defer
Priority

[Off-Channel Scanning Defer] 1%, / A XX0FWie ERBTF v 2V RPUT BT 5 15 8@ 2 IUE

3% RRM Zflif+ 2% & EICEE LY £9, £72,[Off-Channel Scanning Defer] 1%, iE
R 247y £ 47, [Off-Channel Scanning Defer] Z#2ft4 2 LN H 5T /XA A%, A[HE/R R
D .[FLT WLAN Z#EHTOMLENHY T, 20X I BRTNAAANEL D LH5E (ZDHEIEEL
f# i L € Off-Channel Defer A% v NERICENME I N TS A[EENDH Y £97) . T=H
TIEARALFR, 2D WLAN 2AEID 4 THRTWRWREIUALEICH D E DM 7T 7+ R
KA Md b vica—A AP T [Off-Channel Scanning Defer] £+ 5 VW ERH
v ET,

QoS RV v —(Trr X Y NN— =LK TFF7FF)D WLAN ~DEID K TIX. 7747
MO T TV I TEDOLIICREEINTNICERR Ty IR T A KAV b
MHEDE T IR TEDIIIC~—F o T INHNICEEL £, UP=1,2 Iix{KDE
SENERT T UP=0,3 1£Z DI E WEIENEN. TF . % QoS AR U v —D~—F > FfERITkD &
E D ‘?‘j‘o

o TRVRF TRTCOXULIV T NI T 4y 7% UP=l IZ~v—F 7 LET,

o VNI TRTCOFT VT NI T 4y 7% UP=0IC~v—F 27 LET,

o T— KNI ITRTOEY LV NI T 4 7% UP=41lw—F 7L FET,

o IITFFIFX TRTCOXILY T NI T 4y % UP=61Cv—F 7 LET,
BIENENT 51 %% 7 U >~ 7 L T [Scan Defer Priority] Z# & L .[Scan Defer Interval] 7 & A
b ARy 7 AT 2 I UMM CRREL £T AZMEOHEFIX 0 ~ 60000 T3, 7 7 4/ MA
1% 100 2 U BT,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (#5)

Z4—ILF

sBA

DTIM Period

802.11a/n *v h U —27 B L 802.11b/g/n v b U — 27 OH4 | Lightweight 7 27 A K A
> k1%, Delivery Traffic Indication Map (DTIM) & R4+ % —ERE c —ar 27 a—FK
FYAMNLET TR RAUFTE—a RN T a—R*v¥ A &b & DTIM period

THRELAEIZE SN T Ry 77 &7 0—FRX ¥ A F 7L —ABXOwLFF ¥ 2 b
T —ANEEINET, ZOBREICEID . T —FFy A T4 VTFHX Y AN T—H
NTHREND &G X AI VT TEEN I TAT e FREBTX 7,

E#DTIM@{ 1T e—FF¥y A ZJL—ABLORYALTFFY X 71— A&:il:‘»—:z‘/
DINCHEE) F2F 2(BE—ar 1 HEIBEICER) OWVTINIIERESINE T, 2 & 22
802.11a/n F7=i% 802.11b/g/n ®x v UV —27 O —=a A 100ms ¢ DTIM Fﬁbx Iz
BEINTWVWBEE TI7EARA U MNI ANy T 7E3N7e—RFXFrx A 7L—2BL0~
NFxy AR 7L —2%FHH 10 FEEFEL F9, 50— ##A 100ms T DTIM @2 2 12
BEINTWBE TI7EA RS MI ANy 773 N7 e —RFXxr X b 71/~Ak‘ot0“v
NTFXx AN JL—2%80 5SEERFLET. 7 —FF ¥ AN JL—2BLOv LT F v
AR ZL—LOHEEZZEL T VoIP 2587 7V r— a Nl L 20T O E % il
HTxFE7,

72720 .802.11a/n £7-1% 802.11b/g/n T XTDH I T A7 h TEEITE—RPBEMI /2o
TWAEEIX.DTIM i K 255 F TRETEFEFT (P e—RF¥ Ah 7L —LEBLO~
NFX¥Yy AP ZL—AF 255 O —aT 1 EEE) . 77472 ik DTIM #ifIicEL
T2 EDHRY) Yy AVTAIVERS LD 70 —F X AN EATFFY A2 v AT S
BE VIR ERETDHZ ETHRREMNIIRy T —FmrEL T EF ez v —ar i
723 100ms © DTIM 28 100 IR ESNTWA L TI7ERARA L MI Ay 7 783N
B—RFRF¥ AL ZJL—LABILUOATXFY 2L 7L —20% 10 BBXITEETHOT.HE
NI ITAT VR EHEHL TT e —RXFY AP LTFYANEY v AL TEHETDA
V—7RMMNEL 720 ROy TV —FmNEL 72D £7°,

< DOT TV r—varyTiHER.7e—RFRF¥ AN AvbE—Vel=wLTHr A Ayk—Ut
OMREEEL TR E Turhar 7V r—2 g O 73— ANEKEFLET.HAESH
I 4T v R EYHE—R LTS 802.11a/n *v b7 — 2 L0 802.11b/g/n v kT —7V
TIL.DTIM iz /NS <RETH T L 2HERL £,

[DTIM Period] ® F [802. lla/n] 74—/ R & [802.11b/g/n] 7 4 —/RiZ 1 ~ 255 F
TOMEEANLET . T 7A4NLMEIZ 1 (Te—RF+AF JL—ABLRALTFXFY AL 7
L — LG —a 0 NIEE) T,

DHCP Server

DHCP 4 — % EEXTHII.Z2OF 2w IRy 7 A4 I L ETHOT7 0 —V R NE
REINFEFT, 2O 4—/LKF|ZDHCP =2 IP # AJL 9., —#» WLAN & E TIiL.
ZHUEIMETT A7 3 DORTEIX KO LB T,
e [DHCP Required and a valid DHCP server 1P address]: 3<C®» WLAN 7 J 47 > b
X DHCP ¥ — 225 IP 7RV 2 ZREL £9°,

o [DHCP is not required and a valid DHCP server address]: 9XT®» WLAN 7 Z 47 > k
[Z.DHCP =025 [P 7 R AZRGTLEN AFZT 4 v 7 IP TR AZEHL £7,

e [DHCP not required and DHCP server IP address 0.0.0.0]: 3<T» WLAN 7 5 A7
Y MIREIPNCAZ T 4 7 IP T RV AZMEH L £9,3XToO DHCP ZRiZ Rk r v~
SNET,

DHCP &7 F L ZFID B THERL 7212 DHCP —®D IP 7 R L ZAD AN Z IR T X
EFHA,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-71 [Controller] > [WLANs] > [WLAN Configuration] > [Advanced] (#&)

Z4—ILF H L]

MFP Signature Z® WLAN (TR #fF T SN T 78R RA L ko TEEESN 80211 7L —AD

Generation VT = F v AR EANCT AGEEA N L ET VS =T Y ERICE o T RAFICL D
FBENTEEHRT L —A~OEEN EEICREBIOHME SN ET,

MFP Client oy hu—7 O %~ O WLAN O EZ[Enabled]. [Disabled]. ¥ 7= (% [Required] Z#R L &

Protection T AVTTANTIF ¥ MFP ETRWGA . ZORry 77Xy A MNIEHTE &

A,

¥ [Enabled] "7 A—%Z WLC /' 77 4 )V 2—H (¥ —7 = A AD [MFP Client
Protection] K m vy 7% U Xk T#EiIRT % [Optional] /37 A—% L[E L T,

¥ 77472 MMl MFP X, Cisco Compatible Extensions(N— a3 > S L) 77 4T >
Y R—bFTDLIBTETINTVSD WLAN TETF#FEHTE WPA2 BNEMICHKTE S
NTWDLRENRDH Y £7°,

DTIM Period

E—a RO AE 1~ 255 OFHETADLET 2 be—F 3 MFEs L TADShE
IZEESWT, 2D WLAN @ DTIM 7 v hZEEL £77,

F DTIM &EIX. 7 A M LAN I3 L T EE A,

Local Client
Profiling

WLAN [ZBEA T S NI _RTOIITA T b7 a7 7 A0 7 B3 EDCT 5

BAIX.ZO0F =2y IRy 7 AL £,

¥ FlexConnect n— W NVRIETIX. 7 94T a7 7 AV TiEVR—FENTWE
A,

¥ O JT9AT7 b a7 7 AU 73 [DHCP Address Assignment] = v 7Ry 7 A%
F NGB ORRETE ET,

PMIP Mobility

EFEEVT 4 AT EBROFT TV a rinHERL £97,

e [None]:f&i% IP =ML T WLAN %2 EL £7,

e [Mixed]:f 5 IP 8L O PMIPv6 ZfifHL T WLAN %Z&EL £7,
o [PMIPvV6]:PMIPV6 O A ZH L T WLAN Z8EL £7,

[Controller] > [WLANs] > [WLAN Configuration] > [HotSpot]

TR AT 2T ARy h U — 7 THAEEHA TS X912 802.1X %t r 747

YREERICT DY Y 2= ar THEAAL AL VY 2 I 2 T AT Y NSt

ADTXAZEVT 4 IZETHIEREIBMEL FEHAERRXY NV =227 2= T5HD

WL D F 9,

Ry RU—I BRI —E RIKRD 2507 v b a Vi KkRELpETEET,

e 802.11u MSAP

e 802.11u HotSpot 2.0

ENAN A2V 2 lINEIROT AR T A2 EHIREES #EH S ET,

o ENAJ a2V it FlexConnect 77 v RA RA L hTHEYHR—FSNERHA,

e 802 1luFBET v u—RFYFR—FINFHALEREDT v /7L —FEEITL.EREL
ayv =727 v7r—K42%L WLAN ® HotSpot @R EIXkbi 7,

EEUT 4 3oy = (802.11w) 7 v—7 2AERK T 5 1213, [Configuration] > [Templates] >
[Features and Technologies] > [Controller]> [WLANs] > [WLAN Configuration] > [Hot

Spot] ZiEIRL 7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[WLANs ] > [WLAN Configuration] > [HotSpot] 1% % [Template Detail] ®4%~7 4 —/L F

[ZOWTHEAL £,
& 2-72 [Controller] > [WLANSs] > [WLAN Configuration] > [HotSpot]
J4—ILF EX:
General

802.11u Status

WLAN T 802.11u 26T 258134 1L £7,

e Fuv ¥y UAR»5 [HESSID] 7 4 —/L K iZ Homogenous Extended Service
Set Identifier 2 A7 L £9°, HESSID |Z . HESS Z&#%5l42% 6 427> h® MAC 7
R L ATY,

Internet Access

Z®D WLAN 289 TA =%y b = 2z ET 55134120 £,

Network Type

Z® WLAN (215 802.11u 2k bEUNIHHAT I vy hU—27 A AT 2 ROTFMNE
1 &R 9,

e Private Network

e Private Network with Guest Access
¢ Chargeable Public Network

e Free Public Network

¢ Emergency Services Only Network
e Personal Device Network

e Test or Experimental

e Wildcard

Network Auth
Type

ZOFy FT—27D 802.11u /XT7 A—=F HITHET DRFEX A 7 Z BN £7,
¢ Not configured

o Acceptance of Terms and Conditions

e Online Enrollment

e HTTP/HTTPS Redirection

OUI List

WOFEMEZ AN L £,

e OUI name

e Is Beacon

e OUI Index

[Add] # iR L T, OUI GHARE A #%5F) = ~ U ZZ® WLAN ([ZBINL £7,
o IN—T KRy 7 AN

Domain List

WOFMAEANTIL £77,

e [Domain Name]:802.11 77t A % v hU—27 THEI+5K A A4,

e [Domain Index]: ke vy 7 X% URARNLR ALY AT v 7 AZERL £,
[Add] ZFBIRL T K A A2 =2 b U Z® WLAN ([ZEML F97,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-72 [Controller] > [WLANSs] > [WLAN Configuration] > [HotSpot] (§# )
Z4—ILF sBA
OUI List WOFEMZ ANTIL £,
e [Realm Name]: L /v 24,
e [Realm Index]:V VA AT v 7 A,
[Add] Z&IRL T R AA = MU ZZ D WLAN (ZEML £7,
MSAP Y= R TRINZA XA N GHCT D2H5ETF AL £,

Server Index

MSAP ZHC L 2BBIT =N AT v 7 AT 20 ERH Y £4, 2D WLAN O
PN AT I ABEANTLET P —DA T v I A 7 4 —LRIZTX > T.BSSID %1{#
ML CERIEFRETH HEFT AT 2 MSAP — R 4 2 Z 0 2 —BIZH L 97,

i MSAP (Mobility Services Advertisement Protocol) I&. % v b U — 7 #E 2 ESr+ 5 7=
ORIV — vy FEFHL TRESNTZEAAL TAALATEIMEAT D20
e TnET, 20— R, B —E A ZRMETHT A R DFE D —
EX TS —RFATANIINLG Ry hU—27 B—EREIF T, F—E 2 7N
HAXAL I MSAP ZHL T WI-Fi 778X 2y U —J~DT VT — 37
VORI —E RAEZENA TAALRREL T3, ZOHERITF—E X TREAZ AKX
AV N TCEEINET VI VE—REET 2T VE—R EXA)L THRAL AL T
VU Z—=a VDRI A Xy NI =P Ry NU—J 272V —LFET, T34
22X D Fy MU — 7 ORtE X OGERIRERETIZ, * v b U7 —271Z join T 2 HKr kW
TH—E R TEREREA XA N E2ERTEERH £7,

HotSpot2 Enable

HotSpot2 Z A%z L £,

WAN Link Status

Vo A5 —H A5 F19,

WAN Symmetric
Link Status

SARY v 7 ATF—F A 22 Ty TV e F ) o 2B A MEF-IXE L EE
ERETEET,

Down Link Speed

2 7R eRMEI 4,194,304 kbps T,

Up Link Speed

A
T 7Y 7 R, e KAET 4,194,304 kbps T,

Operator Name
List

ROZEEREL £75,
o [Operator Name]:802.11 AL —Z DA FIA2EEL £7°,
e [Operator Index]: 4L —% AL F v 7 Z%&FIRL £T 45ETE LML 1 ~ 32 TT,

e [Language Code]: 5% E#% 7T 5 [SO-14962-1997 => =2 — K 30551, Z O3LF51% 3 XC

FOFHA—KTT,
[Add] &JBIR LT AL — ¥ OFEMAEML 7,

Port Config List

WROZ EEHBELET,

e [IP Protocol]: EZhicL7=2WIP v b an koA 7 a ik ESP.FTP.ICMP,. 58 LW
IKEV2 T,

e [Port No]: Z® WLAN THMIZ/L > TWHR—FFEH,
e [Status]: R—hDARTFT—H X,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Controller] > [mDNS]

<N FF ¥ A DNSmDNS) V—t 2fHTIZ. e —F /b Xy hU—7 LDV —E X%& 7
AL BHT A0 FEERMAEL £ . mDNS (X IP v/ FF v AN TDNS 7=V %23
TLET . mDNS X Pu a7 4 Xal—2 a3 IP 2y NI —F% 0 7 REHR—FLET,

mDNS 7 7L —F ZElT 5 & X IRDHT AR T A BROHIRFHEIIUE > TIES W,

mDNS #— 238 1 DL EO7r7 7 A Vv y 7SR THWH5E.%£D mDNS —t
ZIFHIFRTE £ A,

Tu7 rANLBLOY—E 243K K 31 XFETT,

P—E ALFHN O R ST/ K 255 LFTT,

T 7 4k 7 u 7 7 AL (default-mdns-profile) IZHIRT& £H A,

TaT7 g ANNA L E =T 2 A A A F =T A A T )V—7 £l WLAN (2~ v 7 &
NTWaEE. FNb0T a7 7 A VITHIBRTE HA,

mDNS y—E2ARA v F—T =2 A A A F—T 2 A X 7T NV—7 F721Z WLAN (2~ >
TENTODIEE 77 7 AV BZ6O mDNS —E ZAZHIBRTE EHAH L
P—EAZBMTE X7,

mDNS 7 7L — M EER L CHEHT 2L 2 e —J0BfEOREN LEEINET,
FlexConnect B —H /L A A v F 2 7 BHEHIT/2 > T 585 WLAN O mDNS & X—t
CRAEDICTE EE A,

AP Management RERDFE A X —T7 =LA A mDNS 707 7 A V& T X vF TX
FHA,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Controller] >
[MDNS] > [mDNS] 2% % [Template Detail] %7 4 — /A RIZHOWTHBAL £9°,

#* 2-73 [Controller] > [MDNS] > [MDNS]
Z4—ILE B7L)]
[Services] 4 T ZDETDT7 4—)VRE/FHAL T, 72—, mDNS T XA —% %23 7E L . Master

Services T —Z XN— A& FH L £,

MDNS Global
Snooping

mDNS 7y hDAX—E T BG4I T AT A L £,

F a2y bhe—71 3 mDNS AX—v 72412 TH IPv6 mDNS /<7 v &%
R—hrLEHA,

Query Interval(10-120)

X E RIREZe 3 AL mDNS 7 = U — i@, 2 OMREILZ . WLC IZX > T Hh—E R 7R
HARXA N EEHEBMIZEEFE LAWY —E AR L T 2O —E ANEEB I NZRIZE
HE7s mDNS 72— 2o —U a2 R ET DA I EI, #EE 10 ~ 120 4
T, 7 7 4 /V MEIX 15 43T,

Master Services

J ) —NA[RER YR —FRHROF—E ADY A K,

Master Service Name

mDNS ‘H“_‘ t\‘ A @Zl ﬁﬁo

Service String

mDNS H—b R ZE AT S B DO XTI, 7= & 21X, _airplay._tep.local. i,
AppleTV (ZBIE#AHT Sz — 8 A CF50TT,

Query Status

HP—E R mDNS 72 —2 8T 2. 20F 2y IRy 7 A4 L FT,

O T mDNS 7)) — Ao b=V 72 —DARAT—H ANRENRBEET
FWLC IZL > T H—ERIZH L THESNZI72 —MRCTEFEINEST. £
WS DOGE P —E R 72 —DAT—Z AR > TN DHEDOMDY—
B A (72 & 21X Apple TV ICHEIICT R ANZ A XFTHEH503H 0 £7°,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

F#2-73 [Controller] > [MDNS] > [nDNS] (% %)
Z4—ILE BYi)7
[Profiles] # 7 ZOXTEMGALTC. 2y e—FIZEEINTWS mDNS 727 7 AL aFRKRL B

LW mDNS a7 7 A VEERL ET . HL T e 7 7 A VEERLIER, A 2 —
T2 AARAITN—T A H—TxAA FHIEIWLAN 7077 A Ve~ 745
VEERH Y 5,

IIATMNET a7 s ANVICEEM T LN —E AT O —E X TRAK AKX R
VREZELET .2 bR —TF A AT =2 A A T AT ICHEMN TN 1
77 ANTEREOERILZ 52 FT RICA L F—T =4 A T a7 7 AV WLAN 7
07 7 ANPREET AT TAT Y MIEBELIELIZE-> TR 7 7 Ay TS
EScN

TNV NTlR.arbae—JZ mDNS e 774 T 748 mdns 727 7 AL
NHVET . ZOTFT 730N a7 7 ANVTHIBRTE £H A,

Profile Name mDNS 707 7 A VOLRIL KK 16 HOT 07 7 A VEERTE £,
Mapped Services mDNS 7m 7 7y AN~y P59 —ERLBINLET(Fzy 7Ry 7 Z%24H),

[Interfaces Templates] 7 + —JL  (DE%BA
Iz, [Configuration]| > [Templates] > [Features and Technologies] > [Interfaces] > [Cellular]
(ZHHR=VDHET 4=V RIZOWTHAL £7,
o [Interfaces] > [Cellular Profile] (2-86 ~—<°)
e [Interfaces] > [GSM Profile] (2-87 ~<—<°)

[Interfaces] > [Cellular Profile]

N

s UMTS.GSM.HSPA, $£721Z HSPA+R7 €7 ATV T — T a7 7 AV 77—k % EH

T BHI2FE V—#IZ GSM 7' a7 7 A /v ([Interfaces] > [GSM Profile] (2-87 ~X—7)) R E S
WTWDLRERDH Y £7,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Interfaces] >
[Cellular] > [Cellular Profile] {24 % [Template Detail] &7 4 —/L RIZOWTEBHL £9°,

& 2-74 [Interfaces] > [Cellular] > [Cellular Profile]

24—ILF

Validation Criteria

Device Type ‘ Kay 72 DARNNS TNNAR X AT HERL 7,

Interface Details

Cellular Interface YN T— A =T 2 A ADLAEEAN L ET EHETS T v b 74— L5 L—H

(8xx) DIFAIT FIZ Cellular 0. FEP 2T I v 7+ —L2D0OBAIT. BLT— R
b/HT7 2wy N ELIER— OB T, #21X, Cellular 0/1/0 72 & T,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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[Configuration] R—Z D7 4 —JLF YT 7L VR

F#2-74

[Features and Technologies] 7 « —)L K )il W

[Interfaces] > [Cellular] > [Cellular Profile] (#Z)

Z4—ILF

A

Define this cellular interface as

WOF T arONTINERIRL VT — A0 X —T =2 RAERTEL 9,
¢ Primary WAN Interface
e Backup WAN Interface

Primary Interface

TIA=Y A —T 2 A ZADFEMIGHREATIL £, 2D 7 4 —/L ik, [Define
this cellular interface as] % [Backup WAN Interface] IZf%E ST 5 & Tk
IRENET,

Routemap Configuration

[Route Map] # 7

N—h v T EBINT L -BEOLEIEANTIL ET,

Sequence Number

N—b v TORMEERTLBIEZ AL £7,

Action

T 74V KT 2O 7 4 —)L RfEIT [Permit] IZERE STV ET,

Access List

KMRERDNT T4 VERETDHEO N—F v~y T ICEEMTONEZT 7' A
UANDFEMEHRE AL T ,ACL 1L J53E ACL THDAMENRD D ARl
ACL THoTHMENETA,

First Hop Interface

GRABRVER) =R T T4~ A X =T A A ANSILT & EITFEMIHE
A SN ET,

IP SLA Configuration

Target Address

ARSI NDY =D IP TRV AZ AL ET, ZOY—NF F— X LA
VB (SLA) O —E & L TRES R d,

Timeout Value

ping ERZT LICH A LT U MEZ I UBEMATASL £,

Time Interval

ping RSN DMBZ AL £,

Dialer Configuration

Persistent Data Connection

KFeHI 7R T — 2 Bl A AT T D 12iE [Yes] &R L £7,

Associate Dialer

BEY A YT 2 AL £9, 207 ¢ —/L R IL, [Persistent Data Connection] %
[Yes] IZ58E L e AICR I NET,

Dialer Idle Timeout

HANXYTDOTARNL ZALT Y NEATILET, ZD7 4 —/L R IiL, [Persistent
Data Connection] % [No] IZREL =HAICFERENET,

Chat-Script Configuration

Chat-Script Name

CNT— FTLNFATYN TN T T 4y 7 E2HET 2CFHMEEZ AT L
ij‘o

Timeout Value

Cisco I0S TNRA ANRET ADLDINE EHET L2 T-DIHHT 2 X2 A L7V ME
Z ASIL £9,Cisco IOS BEIFL TWAREEERETERAWEAERLE LT — 5
ANE DINENIR WS o — 3B L 97,

[Interfaces] > [GSM Profile]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Interfaces] >
[Cellular] > [GSM Profile] (& % [Template Detail] D457 4 —/L R IZ DWW Tt L £,
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# 2-75 [Interfaces]

[Features and Technologies] 7 £ —JL K D484

> [Cellular] > [GSM Profile]

F4—ILF

aA

Device Type

RryZFH T YAINL TN R ZAT 2R £7,

Template Detail

Cellular Interface

ERKI6EHOTe 7 7 ANEYR—FTB-FT, —~EIZ120LET 77 47T 5
Cisco VA¥YL A2 WAN A X —T A 2 AN LET, BIZ.FT7+NL T
T ANES 1 PBERINET,

Access Point Name
(APN; 77 & A RA
~4)

EFNAN T —F 2—FRNWBET LNy b T =% Xy U —2 (PDN) 237 %4
AiE AL ET, —RIC. 2—F N T — EF L&A LR R T APN (I —1 2
TN =L oTHFEEINET,

Profile Number

Koy 7HZo JAMML . 707 7 A NVESEZERL £,

PDP Type

Rry 77X YRRy b F—% 7a b a(PDP) ¥ A 7 %@ RL £,
PDP |3 ENANRRy b T =7 R EDa—FEIRN IP N7y 2R DERY TE 5
rv b T a2 gAML 9,

BINTEEZY PDP % A I3k L B0 ¢,
IPV4(F 7 + /L 1)
PPP

Authentication

=R T uNA L =P HFEED X A 7 2 IR L £3°, CHAP 3§
FEE Vb EF 2T TY,

ieilLld PAP &

Username
Password

CHAP F8RE. 7213 PAP FBFETIX A —xRy b =R T A FX—F T xy
N =V EHENM G L= 42 AL £7,

[Security Templates] 7 « —JL K MEREA

Iz [Configuration] > [Templates] > [Features and Technologies] > [Security] (Z&

Bt

VOET 4=V FIZOWTHAL £,

[Security] > [VPN Components] (2-89 ~<—3°)
[Security] > [Zone Based Firewall] (2-93 ~—
[Security] > [DMVPN](2-95 ~_—)
[Security] > [Easy VPN Remote](2-99 ~<2—)

[Security] > [Easy VPN Server] (2-102 ~<—72")

[Security] > [Easy VPN Server Proxy Setting] (2-105 ~<—)
[Security] > [GETVPN-GroupMember] (2-106 ~<—<°)
[Security] > [GETVPN-KeyServer] (2-108 ~=—")

[Security] > [ScanSafe] (2-110 ~=—)

)
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Security] > [VPN Components]

&Iz [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] D47 4 —/L K IZHOW T L £,

e [Security] > [VPN Components] > [IKE Policies] (2-89 ~=—<")

e [Security] > [VPN Components] > [IKE Settings] (2-90 ~=—")

e [Security] > [VPN Components] > [IPSec Profile] (2-91 ~—7)

e [Security] > [VPN Components] > [Pre-shared Keys](2-92 ~—2°)
e [Security] > [VPN Components] > [RSA-Keys](2-92 ~—)

e [Security] > [VPN Components] > [Transform Sets] (2-92 ~2—<)

[Security] > [VPN Components] > [IKE Policies]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > [IKE Policies] (Z& 5 [Template Detail] ®%& 7 4 — /L K IZOWTHAL £,

# 2-76 [Security] > [VPN Components] > [IKE Policies]

J4—ILE e

IKE Policies

Priority IKE 7uR—=YFNLDTIF7AF VT B2 AN LET, O T A4V T A EICE > T @D

SA OHRITHIC  FT L2 —2 a5 250 7T HHEKT 52 L TIKE 7 aR—H 1o
NEFERNREL £9, UET—h IPsec E 7N . BIDT T AF VT 4 R —TERINTNBEY
FTA—=HEYPR—F L TWRWNEE TN RIRIBENT T AF )T 4 FE5E2FHFOR) v —

TEREINTWVERT A—XDHHZRAITL £,

#PHIE 1 ~ 10000 TH AL/ NSWVIEE T TAF VT o 3@m< 20 £,

Authentication  |[Authentication] K>y 7% 7> UZ b RO TV arONTFunz®IRL 3,
e [Pre SHARE]: SFaidtfax—2EHL CRIENEI TSN FE T,
e [RSA_SIG]: 7TV 2 NVEXALZMEMNL TRIENFEITSNET,
D-H Group Diffie-Hellman (D-H) 7 /v —71%.2 ©® IPsec ¥ 7 WO ILFFE Z HZERETH Z L7 <

FITT DO HEINET RENRREVNTE X 2V 7 ¢ DNl S 925 AEFFE N E
KV FET2 20T, BT BTN —TRHEESNTWDILERD Y 7,
[Diffie-Hellman Group] K 2> 7% 7 UARNE ROF T arONTnz@ERL £97,

e [1]:Diffie-Hellman 7 /v —>7 1(768 & v FM&%k).,
o [2]:Diffie-Hellman 7' /v —7 2(1024 v v M%),
e [5]:Diffie-Hellman 7' /v —7" 5(1536 & v MR, 128 B v b F—DfREICHLTEIND),
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-76

[Security] > [VPN Components] > [IKE Policies] (¥ &)

Z4—ILF

%II':

BA

K51k

[Encryption | ke vy 7 & vy URRNNLEESET AT XLD 1 DZERL 97,

o [AES-128]:128 v v b % —%ffi 4 % & B 5L Bk (AES) 120t » THF B 2 E1TL £,
o [AES-192]:192 v F F—%fifH+ %5 AES 29> TH5{LxEITL £7,

e [AES-256]:256 &' v b % —% 45 AES 26t TR B4 947 L 5,

e [DES]:56 £ v F ®—%MHT 257 —Z K 5HtE (DES) 12> T 5L Z FATL £7,

e [3DES]:56 > b ¥—%fHL T E{E 3 HETLEFI,3DES 12 DES LV bF%=a
T TN e bt EELICiZ. X< A2 YEL L9, 7277 L. AES I2lkR5 L&
X2 UT I HMELS Y £97,

~
O OZoF TV arEEHAT A2 3DES T A v ARNETT,

Hash

Ny Ya TNIIVALAORay 7 Zyy VARNEBRBIRLET, 2Oy a TAT Y XAZ

EoT Ay E—VOEAMOHRIEHINDI Ay =Y XA = A NPERSNET KD

FTarndbn £7,

» [SHA (Secure Hash Algorithm)]: 160 &> F D& A2 = 2 s AL £9, SHA IZ1E.#Y4
eV LT MDS K0 & @mWItERE 2 HivTWET,

e [MDS5 (Message Digest 5)]:128 B NDOX ATV = A N BAKL £3, MDS5 T, AEEIRE ]
723 SHA L0 b7 b 7,

IKE lifetime

SADTATHALEWENTANLET . ZOT AT XA L EBZDH ESADHIRNEIN.2 S
DETHTHAI V=2 a v BT HOMBERH Y £, KNI, ~EDREIZETLET. 71
THEALDNENNIE JKE XT3 —2 a3 v BN EFa Tl 0VET . AR L. 9A 72 A LDBE
We A%D IPsec ExXF 2T 4 7YY Z—2arDy N Ty 7PN 8T A7 XA LDEE
X0y Thh £,

FFAIEL 60 ~ 86400 T4, 7 7 # /L ~MEIL 86400 T,

[Security] > [VPN Components] > [IKE Settings]

DT, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > [IKE Settings] (23 % [Template Detail] D47 4 —/L KIZHOWTHEBAL £9,

& 2-77 [Security] > [VPN Components] > [IKE Settings]

Z14—ILF B

IKE Settings

Enable IKE IKE %27 v — 3 UIZH 03 5121 [Enable IKE]| F =y 7R vy 7 A% 412l %

T(F7 5 F THIKE AR > TWET) A X —7 = A4 AT LI IKE %
BN TBEMBZIRL N—FZTTRTDA L Z—T = A AT LT E—3 1|2
HINZTHZENTEET,

IP Security (IPsec) ®5E4£12 IKE M L 72 W5 13,3 To IPsec B 7 IZxf L
TIKE ##hcT5ZENTEET . HDHETIZHRL T IKE #8129 58545103,
F_XTo [Psec 7 (2% L T IKE #8354 NRH Y 5,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

#277 [Security] > [VPN Components] > [IKE Settings] (§# &)

Z4—ILE B7L)]

Enable Aggressive Mode Internet Security Association and Key Management Protocol ISAKMP) 7 7' L v

7 B— R EZAMHT HI2IL, [Enable Aggresswe Mode] Frxv IRy I AEL Y

WCLET . ZOT7 7 vy v T T=REZEHILIZGE . T3 AT 5T _XTO

A R Tc%I\“Eﬂ?t\?“‘\/*‘4’275%&3%71#/\1@77 Loy B—RE

KT vy rsrsnEd,

IKE Identity [IKE identity] Fa v 727> UZX NS0T DOF T a v 28I £97,

ISAKMP i pIE I, FRiEAF—F 7213 RSA B4 ORBGEEZEEL =S E8ITFIC

BESNETJRAIE LT BT OMBIE#RIZ T X THL HFIETUAP 7R Ixxit

RARNADNTNNT)REL TLKEIWVROFT T a RN £7,

e [IP Address] :ISAKMP kBEHR A IKE 22—y a0 L Ei2YE—h
V7 EBETHIEDICHERTAA =T 2 A ZAD P TR L AR EL £,

o [Distinguished Name]: ISAKMP #5312 . /L — # GER & D54 (DN) I25%
ELET,

e [HOSTNAME]:ISAKMP R #H A K A A 4 Ldifh S iz R A 4 (f:
myhost.example.com) IZEXE L £7°,

Enable Dead Peer Detection /7 F 7 = 423 712 Dead Peer Detection(DPD) X v &— /%?:Jiéfnf EXSPN

(DPD) ZLET.DPD iZ NV—2 N IKE BT OEMEZRET 570 TELX—7T
?47X%~A?¢o

Keepalive DPD #* vt — 0% . [DPD Keepalive] 7 4 —/V R ICH ¥ CTHE L £, #iPH
% 10 ~ 3600 T,

Retry DPD f#fTREIC DPD A v & — U0 RIL 72356 O FRITHRE 2 AL THRE L

FEIHPHIL 2 ~ 60 T,

[Security] > [VPN Components] > [IPSec Profile]

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > [IPSec Profile] (24 % [Template Detail] D%~ 4 —/V RKIZHOW T L 97,

& 2-78 [Security] > [VPN Components] > [IPSec Profile]

J4—ILF e

Name Zo IPsec 7 a7 7 ANVDAHTIEZEAN L £T,. 707 7 AV EHEET D56  [Psec 71
T ANDAFTIERETHZ LITTEEYA,

Description BIEIIREL TS IPsec 717 7 AL OMBAZEML £,

Transform Sets NFZUAT7H—h vy NAAEANLET, 8T A7 4 —2A4 &y b ([Security] > [VPN

Components] > [Transform Sets] (2-92 X—) # &) Ik > T b F EDO T
74 I BT S vET,

IPSec SA Lifetime AT L 7o IR 23 AR L 72 % 18 LWy SA & gL 3 2 72 o [IPSec SA Lifetime] % A7
(secs) L7, ZOBMIIME AN L 3, #PHIX 120 ~ 86400 T,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

[Security] > [VPN Components] > [Pre-shared Keys]

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > Pre-shared Keys] (2% % [Template Detail] ®4 7 4 —/L N IZOWTERAL

EJx AN
f 2-79 [Security] > [VPN Components] > [Pre-shared Keys]
J4—ILF A
IP Address/Host Name VE—F ET7OIPTRVAELEIARA N ZANLE£T,
Subnet Mask Y7 Ry b AT EBATILET,
Pre-shared Key/ FHHAXF—ZFZANL . ZOXF—ZFANL CHaiAX— 2R L £7,
Confirm Pre-shared Key

[Security] > [VPN Components] > [RSA-Keys]

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > [RSA-Keys] 128 % [Template Detail] D47 4 — /L RIZHOWTEBHL £,

Z 2-80 [Security] > [VPN Components] > [RSA-Keys]

Z4—ILF e

Label X — X7 OA4HIEATIL 7,

Modulus ¥— BV 2T AMEEATL £9,512 ~ 1024 OBRENLERISAIT. 64 OEK L 72 555 %

ANL E9,1024 K0 REVENBERIGEIT 1536 £721F 2048 Z A/ TE 9,512 &
DHREWVEZANT D & F—AEKIT 1 LU EDPDLDLDEERH Y £,

EFV 2T AMETGE THF =DV A ZARRED TT,E5T 2T ANRKENVIEF—DEL2MET
WML ETHRREREY 27 ADF—([TAERICET HDRHMAR SR  REQRF—ITLH
T/ G DRI DN R 2 D £,

Type AT D RSA ¥—DX AT ERIRL ET . K0OAFT > a0 £,
e general-keys

e usages-keys
o HEEAk
s VI =Fx

Enable Exportable | = 7 2R — }F aJfgx — & L T RSA 24T HI21E. 207 4 — AR 2L £,

[Security] > [VPN Components] > [Transform Sets]

NIV AT H—A By MIBEDEXF=2VT 4 FYabanrtrirad ) AAzHAEGDERZD
DOTT,IPSec SA DXITL=—L g HIZ ETIEHBEED N T A7+ —4b By NEFEHALT
BEDT—4 7u—%R#ETLZIABELET . N TV A7 3 —0 By M BEDOTE
2Ty FurbartZcin T 2703 U X ARThRINET,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [VPN
Components] > [Transform Sets] {Z& % [Template Detail] D47 4 —/L KIZHOWTEHAL £97,
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Features and Technologies] 7 « —)L K )il W

Z* 2-81 [Security] > [VPN Components] > [Transform Sets]
Z4—ILEF e
Name

NI AT —h By NOLRETIZEATIL T,

ESP Encryption

A —RORESIZEN T2 ESP Kb 7 3 ) XL %2IRL £7°,

ESP Integrity

NA B —FOEEEEZHRBT D05 ESP AT LT ) X LAZBIRL £7,

AH Integrity

Fry7Zyy UARnD AH BAMERINL £9.K0F4 7> 2 v 93 0 £7,

e MD5 (Message Digest 5) (Hash-based Message Authentication Code (HMAC) /XY 7o
F)RBRET L= U X Lz fii4 2% AH,

e SHA(EF =27 nyia 7T XL)(HMAC AU 7 v B)RREET VT ) XL 2T 5
AH,

Compression

Lempel-Ziv-Stac(LZS) 7 /b= ) X L Z ML 7= IP JEME 2 B £ 72138 L £9,

Mode

Fey Xy JANDPLE—RZBRLET RO T a0 B0 £7,

e [Transport]: 7 —# 7 #K bt LET F T AR —F E=—RNEF WO KK A b
N IPsec ZH AR —FLTCWHEAIHEHEINET, T AR—F E— K TIX &FE~ >
F—FliFZh 7 embashictx 27 4 XA —RFKRE0 [P ~y X —DR%RIZENIVE
T, ZAUTE D IP XA e — R TR S bsnNET, ZOFREFEHT 2 L& Kb nz
3 M2 Quality of Service (QoS) fill#lZze D x>y h U —27 H—E A Z@HEHTE £,

e [Tunnel]:¥—#% & IP ~v & —%E 5L ET, bR F—RIIF T AR—F F—F
X0 LD IRERRMEL 9 IP Xy F 2R AH 7213 ESP Nich 7 eufb s b
72D LW IP ~y X =B NES T —X 7 T ARz s b c& 9, b 3L =K%
FEHTDEN—FREDFRY NT =T TRA R EEHD VPN =—F D [Psec 7 ¥ &
L CHRES D Z ENTEET,h UL F—RIT ZDOX I ARETHHL T ZE0,

[Security] > [Zone Based Firewall]

12, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [Zone
Based Firewall] ®% 7 4 —/L RIZHOWTEBHAL £,

e [Security] > [Zone Based Firewall] > [Policy Rules] (2-93 ~—°)

[Security] > [Zone Based Firewall] > [Policy Rules]

D T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [Zone
Based FireWall] > [Policy Rules] (Z& % [Template Detail] %7 4 —/L KIZHOWTEHAL £97,

Z* 2-82 [Security] > [Zone Based FireWall] > [Policy Rules]
EE S B7L)
Name EE) RV > —BHIOAREZ AL £,

Source Zone

A B =Tz A A B—=LDY ZAMNEEETY = FZERLET EET =X T T 4w
IOBELERDBA L HE—T oA ADLETIEIEEL 7,

Destination
Zone

A B =Tz A Z B—)LDY ZARNBEEEY — U BBINL ET 488 — 13 N T 7 4y 20D
S LB A A —T oA ADLETIEEEL £3,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

7 2-82

[Security] > [Zone Based FireWall] > [Policy Rules] (# &)

BF

e

Source

BMERNBROT =X DEEFETLIP TRV AZANLEFT AT A= TKRD EED T,
* [Any]

o [Other]:[Other] # 7% a v ZRIRL=HAIXIP TRL 2 H T %y b BLOFy hU—
 FT Y w s b AAAAt CEER T & £

Destination

MEXNGOT —Z D5 IP TRV A2 AN LT, 80787 A—=2ZkD LB TY,
o T2 (Any)

e [Other]: [Other] FTa v EBEBRLUEGAEIZIP TRL A 7 Xy M BLORY FU—
I X TVl N EMABEDE TERIRTE if

Service

FTV 2N LI EDORERNET —F OV —E AZBRL £, 627237 A—=FTKD
ERVTY,

o 13477V —Tar
o ACL "—20D7 7Y 4 — 3 :TCP.,UDP.ICMP

Action

BABRE L —BT 25877 4 v 7 ECEITT LT 73 a V2BIRL £, ROBEITH
A3 —2 L £79°,

o NI T 4y 7 OEET IP BEEITTHAIGM & —E,

o NI T 4y o5t IP BHERAIRMEE B L. N T T 4y 7 OBRAEMEOF—E AN
P— AR & —

TIvarOFTya Aiko EBY T,

e [Dropl:Fuy” 77 avilloTEBEINDI N T 7 4 v ZIFHERINDZ &K
By 7 INET VAT AFTUR FAMNIEMEEEL EEA,

e [Dropand Logl:Fuv>” 7oK vl 772 aTUBMEND NI 7 4y Z7iERry &
N T F KA MIT syslog AN EEINET,

o [Inspect]: & T 7 a > TIERER—2RD T 7 4 v ZHIEINEES L V=2 - T
TCP 8L UDP 77 ¢ v 7 OEgEREITE Y v a VIEWRBIHEFF S L E T,

e [Pass|:Z DT 7 a T N—EBBDY—VnbROY =T 7 v 7 &inikL
7,

e [Passand Logl: ZD7 7+ a v TR HEEFH N T 7 v 7 D syslog B@HIDAERKHIZ/L—
EWRDD) =B RHOY =N T T 4y 7 EEREL £,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

[Security] > [DMVPN]

DT, [Configuration] > [Templates] > [Features and Technologies] > [Security] >
[DMVPN] iZ®% % [Template Detail] &7 4 —/L RIZOWTCEHAL £77,

& 2-83 [Security] > [DMVPN]

J14—ILF L

IPsec Information

IKE Authentication Authentication Type [Preshared Keys] &7 Y a v R&Z 721X
[Digital Certificates] 47> a > R¥ > &4
L ETS

o [Preshared Keys]: ft#% ¥ —% 2 2O 7T
MCHERALLY GEREY = — X2 IKE
THEMLZY TEET,

e [Digital Certificates]:IKE & —& ¥ £ v
-V EBABLOK ST 57201,
RSA & — ~7 Ml H & 4 2 38GE 5 2 FiE
BHEICL -T2 2O 7HOMEEDER
ik gt s g4, F 0 ERICEE
PITONTEZ L2 TE £,

Priority IKE 7uR—FLDF 544V F flixk AT
LET. 207 T7A44 VT 4 fEIZE - T 3kl
DEXF2UT 4 TV —3 3 (SA) DK
HE T . x Ty 2—2 305 2 20F
T a5 2 LT IKE Y uR—Y L DlE
FEsRELET, UE—hk IPsec 7 ., 51
DTIFTAF VT 4 R —TEIRINTWND
NTG A =R PR —FLTWRWVWEE. T
A 2T RITIBENT T AF VT 4 F5EF
R —=TEZEEINTNBNRT A= D
ERITL 9,

HMEOFPIL. 1 ~ 10000 T3, EI/) S
WEE T IAF VT A NELS R T, D
T4 —=NRETIZLIDOEFIZTDHE,
Security Manager (ZX - T, £/ 4 TH
TV RWERS /NI VVEREI D Y THRE
TAEIZ 1 2B ED RIXS &0 Z20%
X5 oL 9,

Authentication Koo 7 Eor URRmnD GREEY A 7 % &
WL E7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-83 [Security] > [DMVPN] (# &)

J24—ILF Bl

D-H Group Diffie-Hellman (D-H) 7' Vv —7 %33R L F
4,D-H 7 /v —713.2 5® [Psec v" 7 Wt
AR —Z2 HEWVICEET A2 LR <BET
DDA ISNET RN RENVITE
o U7 0 DL E T LR R
X720 FEFT.2 o087, —KT 54557
N—TREESNTHDILERD Y 7,k
DATarndb £,

[1]: Diffie-Hellman 7/ —=>7 1(768 £ v k
%50 .

[2]:Diffie-Hellman 7' /v —=>" 2(1024 ¥ >~ k
250,

[5]: Diffie-Hellman 7 /L —>" 5(1536 &> k
255,128 B v b F—DR#ICHEE SN D A,
T N—7 14 IR LV HES), AES B 5k
FEHTAEEIL. 207V —7 (F=ixF 1L
B)E#EHAL FI,ASA Tl kb7 —7
LLTZOINA—T R R—F S ET,

iR FKay 77Xy UAMnLEFET LI Y X
LAEBERRLET, ZOREZET VT Y X A%
AL T7z—X 2 x> xz—3 g0 2Rk
THEDD T = —A 1 SA ZHeST L £,
[AES-128]:128 ¥ v k ¥ —%{ifl9 % AES
29> THE B b2 AT L 9,
[AES-192]:192 v v k —%ffifH 35 AES
WZHE» THRER{L &2 FITL 7,
[AES-256]:256 v~ k ¥—%flifl9 % AES
WZhE» THRERL &2 FITL 7,

[DES]:56 £ s & —% {45 DES I
PE-> CTHEEALZ EITL £97,

[3DES]:56 £ + ¥—%fifH L ChHE5{b%E 3
FEITLE£3.3DES X DES kv txa7
TTR BB EER T, L <o
B L LET, 7L AES ITHERB LT

X2 VT IHEL RV ET . DL T a v
T 5I1ZIZ3DES D7 A& ANME T,

Hash IKE 7 uR— LTI T /ra U XL
FRIRLET, 20Oy a2 7Y RAIT
Lo T Ay =V OEAMEOHARICHEH X
NHAY =Y XAV AN PERESNE
T RDF T a N0 9,

e [SHA (Secure Hash Algorithm)]: 160
By DX AT AN EERKL 3, SHA
IZIE Y= Iz L T . MD5 kv g
B WIEDME 2 Hiv TV E T,

e [MDS5 (Message Digest 5)]:128 £ v ~ @
XAV A MEEMRLET,MDS TiE,
HEFM A2 SHA Ko 6072720 £,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

#2-83 [Security] > [DMVPN] (# &)

J24—ILF Bl

IKE Lifetime IKE 7 47 % A 2fdi% 60 ~ 86400 O#iH T
FBELET, T 74/ 00T 86400 T, 207
AT FZALEBZD ESA DHIRITII.2 >
DETHTHRI YT — a3 &7 ) LERN
b FEFT, B, - EDOREICET D E
T IA7ZALDENEE IKE 33—
varnkEXa TR ET L. TAT
A ALDRENWE 5%D [Psec TF =Y T ¢
TIVIT—arOy N7y IR EH NS
A7 FALDGEE LY L REIIThbIVET,
Encryption Policy Name NIRRT —h By FEEEANLET, b
FUAT F—h By MMZXoT bR E
DLTT7 4y 7 BKEFLINET,
ESP Encryption XA u—RORESLIZEHT 2T LT Y X A
ERuay7HZor UARDLEIRL E9,K
DFTarnHy £9,
o 128t v AES K EALT VT U X A %&AfE
A3 % ESP,

e 192 vy b AES Wf5fL7 /L= U X L% fi
M+ % ESP,

e 256 v N AES BEBALT VT U X A% Aff
A3 2% ESP,

e 168 £~  DES Kb 712U X A
(3DES. kU7 DES &b EEND) &
3% ESP,

o XLEEEALT AT Y X A,

ESP Integrity A — R OBEAVEOHRICHN T 5 A%

TNV LRy X T JRANNGE

WRLET KOF T a0n"dHY £9,

e MD5(HMAC RNU 7> N)FRFET /LY
A NEfEHT % ESP,

e SHAHMAC RV 7> M)FEAET7T /=Y
A LEMHT %5 ESP,

AH Integrity Koy Xy U ZR7E [AH integrity] %
BINLFET . ROT TS a Db £1,

o MD5 (Message Digest 5) (Hash-based
Message Authentication Code (HMAC)
NYT U NFRET VA Y X LB 25 AH,

e SHA(EF a7 nyra THAFYXLA)
(HMAC RNU 7T > F)RBRET V=T U X L%
M9 %5 AH,

Compression A v— R ZEHET D720 1P JEMEE A2
2L F£9, Lempel-Ziv-Stac(LZS) 7 /L5 U X
LML 72 1P JEHE,

Mode NoT7 4w 7 EEEETAHIE—REERL 7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

#2-83 [Security] > [DMVPN] (# &)
J4—ILFK St
Topology and Routing Information
Spoke — FRBYHNDAR—=7 L L T—F ERET
DI [Spokel A7 v a vy RE U EBA T
[./ \i TO
Hub — FRBYHONT L LTV —FEHET HIT
W [Hubl A7 v ay RE &4 2L £9,
WDON—T 427 7ok alOn sz
WL F7,
e [EIGRP]:AS F#E5&Z AL £,
e RIPV2
e Other
Create dynamic connection |— AN — 7 RNCE ) 2 8 & 5 BT A 1T,
between Spokes [Create Dynamic Connection between

Spokes] F=v 7Ry 7 ZA%EA L ET,
Multipoint GRE Interface Information (R 27 4 —JL F [&.[Operate] > [Device Work Center] D FIZFE T RFTENFET )

Select the Tunnel source — A H—Fy MIERHT D WAN A2 X —

that connects to internet ToA A Ray Xy JARNPLERL
S

IP Address of this router’s |— Mo A FZ—Tx2AAAD P TRV A%

GRE Tunnel Interface AJTLET,

Subnet Mask — YT Ry b wRTEANL FT,

NHRP and Tunnel Parameters

Network 1D — NHRP »xvy +rU—27 ID # AL E£4,. 2

DXy hU—27 ID X 7 —FFv AL
< )VFT7 7B A (NBMA) Xy F U — 2705
D=L~ ED 32y N Xy T —
7B TT @i 1 ~ 4294967295 T,

Hold Time — ({£&) Next Hop Resolution Protocol
(NHRP)NBMA 7 F L A2 F#ELTT R
NWNHEARXT LA LET, T 7 4L b
fEI% 7200 <9,

NHRP Authentication — AL A AL ET,
String
Tunnel Key — For b F—Z2 AN ETHEED v xL

A B =T 2 A RAZHxF— 1D G T 529
WAL £, #PHIE 0 ~ 4294967295 T,

Bandwidth — HimEA D LES, Z2niEA 7 aro
74—/ T,
IP MTU — EB)REDA L X —T =4 ATEEEND

IP X%y v MTU A A& AJJL £9°,
A —HP Xy N UTIL A F—T x AT
55 7 /0 MMEK 1500 T4 ,5 7 + /L b
BIZ AT AT ZATITE > TR 97,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

#2-83 [Security] > [DMVPN] (# &)

J24—ILF Bl

TCP Maximum Segment — TCP g k& Ak A X&2ASHL £,
Size P 500 ~ 1460 <,

Tunnel Source Interface —

LB A X —T oA AE AL F7.

IPsec Information (@ 7 « —JL F (&, [Operate] > [Device Work Center] D FIZF2FR RS hFET,)

Encryption Policy Name

KTV AT x—h By SOLRTIZEANL £,

ESP Encryption

Wb 7T ) RAEERL 4,41 —
R ZWE T B0+ 5703 ) XA
‘(“j—()

ESP Integrity

BEWET NI XA LB/ T, XM 12—
NOEEWETF =y 73T H1OIMEHT LT
) X ATT,

AH Integrity

Fey 72y JA RS AH BEMEZ 2N
LE7,

Compression A v— R OEMEE AN EITESZT DI
X EY ATy g v ERIRL £,
Mode FT—REZBRLET N T 7 0 7 HEHEET
LI DE—REREL £7,
NHS Server
Cluster Support Cluster 1D 1 SUEDAT RSB T N—T 2T 57

WIZ 7 T A2 fEZ AT L £, #iPHIT 0~ 10
<.

Max Connections

BEDIN—TFEI I TAZTT VT 47
IZTCEDEERDORKRIAENTIL £7,

Priority

7T AR NOEEEDNT OESNAN A B4R L
FT .7 FTARAL RS TH RV EEK
THAR—=I V—BDTIFTAF VT ¢ ITHAF
LET,

Next Hop Server

FI ARy T =D IP 7KL 2% AS
L\i—g’qo

IP Address of Hub's physical |—
interface

INTOYBA L Z—T A AD P TR &
EAILET,

[Security] > [Easy VPN Remote]

=T FTT ARLXDSL V—H7E A F—Fy b ~OEREERSW T B — R AR T
T ARSI EFIEFLREARLY TTR.EL DT 7V r—ra Tl B ERBIEEZ FEITL-
N2 RKRAL NEDOT =X E2RKEFL L=V 5728 VPN #fGictdot8%a )

T A DPMETT, £72.2 20— ZHIZ VPN B 2 L+ 5 1S3 EHEREENEY HBENRD
NETL.2OONL—FD VPN /T A —XEHET HITIEEE, R b U — 7 FHEM Tl

fi%}ﬁ%ﬁkﬁ§‘\ ‘%‘@To
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

Cisco Easy VPN @ U & —  ##E % fiv > Cisco Unity Client 7' & b 2L &2 3525 2 L CTUIF
EAED VPN R 2A—%H Cisco I0S Easy VPN — R CTEZETEXH LR D=H.29
L 72 B 2 RS KIE IS S v EJ, —32iF, Cisco VPN 3000 >V —X =& b L —
22 Cisco PIX 7 7 A7 U 4 —N72E OEH VPN T34 2 &2 T& 51%/>, Cisco Unity
Client 712 h 2% %K — K95 Cisco [0S V—F H HHTE £,

Cisco Easy VPN $— R Z5ET 5 & R/ ED VPN # iy 2 a 7314 A BIZERR S v

%4, Easy VPN Remote |2k % VPN kv L #E23B443 % & . Cisco Easy VPN #— T
IZ.IPsec 7" U v —7% Easy VPN Remote (27> ¥ = S, Z ki35 VPN R > ru i
DR S IV ET,

Easy VPN Client 7> 7L — h Z{Ef T 20 A —T7 Kb v 7 ACLLRRN T 7 4 v 7

ACL.£#5 7 x> b ACL 28037 ACL # ACL 7o 7L — & #EHAL TERL £,

SR DT, [Cisco Prime Infrastructure 3.0 User Guide o Z ML T 7230,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [Easy
VPN Remote] {2&% 5 [Template Detail] %7 4 — /L KIZHOWTCEAL £77,

& 2-84 [Security] > [Easy VPN Remote]

J4—LE EXZ

Easy VPN Remote Profile Name and Interface Configuration

Profile Name — Ty ANGEATILET,

Interface and Server Inside Interfaces b iE, Easy VPN ##t i AAEN TWD A X —T = A

Association

ATT, ZNOEDA L H—T = 4 ATHEHRENTZTXTDOR A
FEZIZV T Ry B VPN IZEENET,

Outside Interfaces Easy VPN #— " F7idar vy b —& 28695 WAN
A H—T xR,

Virtual Template TOBBICE ST IN—T 4T HRERAVE—T = f A%t

Number FELEBRLEZN T 7 4 v 72X FX$7 Easy VPN v+
VL —HAEELTCA U=y P~EELET,

Easy VPN Server Easy VPN #— XX 7R L 2% AN L F£9,. 5K 10 {HD TPv4
Y= TRV AFELT— N FANAEBINTE F9,

Idle Time P—=OT A RNV AR TAS L £9, &6HIE 60 ~

86400 T4, 7 7 4 /L MEIE 60 T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

F2-84 [Security] > [Easy VPN Remote] (# &)

74—ILF EL:

Each VPN Remote Connection Settings

Mode of Operation 74Tk N—ZDREF Y T —2 LD PC REDMD T A X T

FGAR—KNIP TRV AZE ST ITARX— Xy NT—T %
R T 5561 [Client] @R L FT . v T 7 4 v T DL —
FAUTER Y U= T RL AE#H(NAT) ER—K 7
KU 2AZH# (PAT) M S E 37, LAN 2807 /3 1 A%,
LAN EDT/NA X% ping LT2D . FHDT /N A AZHEPE
BlELZY TERL] 2 ET,

Network Extension TNAAEWNIA L H—T = A AZEHEL TBY NV—T 1~
JHRET SR v b U — 7 BNEIERRE/: IP 7 K L 2 & B
T 584 1% . [Network Extension] Z 4R L %9, £ O i v
DFNRA T, K ER->T 1 SDOWEFR Y b U —7 2K
L £9,PAT IZHEBICED /> TR Y HHROMMmIZH 5
PC KA NPHAEIZF AV I N TI7EATEDLL )R-

TWET,
Network Extension F—RT!EICEY IP 7RV REERL F A2 L —F
Plus Ny 2 B —T oA AZHBAICE Y B TBEITIT,

[Network Extension Plus] € — R #@&RL £, 2D IP 7K
L Z2® IPsec SAi%.Easy VPN Remote (2 X Y B EBAJICIER
ENFET,ZOIP TRUVAZMHL TLV—Z T8 L. Y
F—FEHBLORN 7 VY 2—F 4 7 (ping. Telnet, 35 &
CEFa7 Y2 &fTH T ENTEET,

N

E JL—% 3 Easy VPN Remote Phase 4 AR Z 7R — b
4% Cisco [0S A A—T &2 FITL TR WESIT.
Network Extension Plus E— R Z#RETE £ A,

Protected Subnets ACL |— BEINTENEA L ¥ —T = A4 ZADBEBEHI/RE LS TIE/a
7 %> h® ACL # A5 L £7,
Connection Method Auto Easy VPN BRENV—FRET 7 A VICEUE SN DHEAIC

VPN b > /L% HENRICHENL T 25 121X, [Auto] Z iR L F
T L N EFETHIEICE <20 £7,

Manual VPN R ¥ R BN OMENL S L WO T T 502 Hli4 248
A% [Manual] #@&RL £,
Interesting Traffic BEDKNT 7 4y 7RSIz EITDR N FVEEST

4 534 1% . [Interesting Traffic] &R L £9. 2D~ 7
T4y I KRN T 7 v 27 ACL THRESNET,

EasyVPN Remote Authentication Mechanisms

Primary Authentication |— TNA AGRE ST A AR L F 7, [Pre-shared Key] 7213
[Digital Certificate] 3R CT& £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

F2-84 [Security] > [Easy VPN Remote] (# &)

J4—ILE BTLL

Pre Shared Key Group Name IPsec /' V—F 4% AN L ET, 207 V—74Z VPN =2
Configuration T ML= HFERE—ARTERINTWND I N—T L L —

B 20ER DY £9, ZOFHRIT. Ry U= EHEND
BfFL TEEwn,

Enable Encrypted
Password

NAT — R ZKEB41b3 %121k [Enable Encrypted Password]
Frxv IRy I AEA L7,

Pre Shared Key

[Preshared Keys] #4127 % & MEXF—% 2 2O T H
THEAELEEY GRRE7 = —AHIZ IKE THEHLZY TE £9,

Confirm Pre Shared
Key

HAHEAF—2HFAN L  ZOXF—2MHRL £,

Digital Certificate

IKE ¥—EF#HA Yyt —V2BABLOKE ST 5720

RSA & — A?%ﬁfﬁﬁf%munﬁﬁﬁouﬁﬁi £~ T.2 O@EO
T OEEOGRIE RS A E T, O E D ERBRITHERN
fThonlcZ L xR TE £,

Extended Authentication

Enable XAuth

Cisco 10ST /XA ZADF 7 x /v b Tid.[Enable XAuth] &4
72> TWET,

Use Web
Authentication

Web FRGEH K& 3 % 1213, [Use Web Authentication] 2“
Tvay REVEFZLET HTTP SRGEEFEH T 51
[Use HTTP Authorization for each client behind the Easy

VPN Remote] F=v 7R v 7 A&A 2L £7,

Save Credentials

[Save Credentials] &7 a > RE L HA L, 2—F4 &
NRAT—=REZHRELET RNRATUY—RNZ2ERTH-0 . FDON
AT =R &/ AL £,

Prompt for Credential

[Prompt for Credentials] &7 > a > "Z 24l 7
TUVXNLEIRELET,

EasyVPN Remote Firewall Settings

Enable EasyVPN
through Firewall

T AT U VR E &R AT \Z1%. [EasyVPN through
Firewall] = v 7 K v 72%’221’/ LT,

c¢TCP Port Number

Cisco Tunneling Control Protocol (¢cTCP) " — k& 5% A J)
L%, 2 0&F =1L, EZVPN ‘U"h/\'U) cTCP A—FFEF L —
BT H2MENRH Y I, A7 &@MBIT 1 ~ 65535 CT9.7 7 4
sV MMEE 10000 T,

NAT/Firewall
Keepalive

T7AT O —NDX—=TT 7 A TRHEMBEMTASIL E
T HPHIT 5 ~ 3600 T, 7 7 A+/L MEIX S TY,

[Security] > [Easy VPN Server]

Easy VPN #—/3 B§iElC

X v . Cisco VPN Client Release 3.x LA, 35 L O Cisco VPN /~— K

7 =7 75 A7 b (Cisco Integrated Services /L —ZL Aa 77U r— a UV EBEDNL—

57 8) Y

—RNOYR—b x5 &0 £ L7, IP Security(IPsec) Z il L T P& I N

IPsec RV =NV —RIZLo2TITATU b TRARIT v a8 . 20K 2—FDOHRTE
ENBICHZ D Z LN TE E T,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF



| 852% [Configuration] R—S D74 —)LK YT 7L VR

Easy VPN #— @
FREMEHTE 7,

[Features and Technologies] 7 « —)L K )il W

W B IRAB N R A B — T 2 A AREAF I v IR~y S

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [Easy
VPN Server] (2& % [Template Detail] ®%&~7 4 —/V R IZOWTHIAL £9°,

& 2-85 [Security] > [Easy VPN Server]

J4—ILF

A

Validation Criteria

Device Type

‘ [Routers] iR L £,

Interface Configuration Methods

Outside Interface

WAN Vo 78T DA v X —T = A% AL E7,

Configure Dynamic
Virtual Tunnel
Interface

[IPsec Profile] 7> 7L — b (|Security] > [VPN Components] >
[IPSec Profile] (2-91 ~—) &) TIERK L 72 RAEB 7T > 7L —
F&EB L IPsec 707 7 ANVHEANTIL T, E01E. T34 R
FELTWA IPsec 727 7 A LDOA4FTIH AN TEXET, TN

ZIWZFEL TWB IPsec 707 7 A WL . TNA AR B 2 —IZER
SNET,

Configure Dynamic
Crypto Map

[Transform Set] 7> 7L — b ([Security] > [VPN Components] >
[Transform Sets] (2-92 ~—) &) TIER L 7eli 5~ v 7 & b
TUATr—h 'y NAEANLET, F7203. 7351 RAITHEEL
TWLH R AT =5 By FOARTO AN TEET, 734 X

ICHFELTWA R T AT 4 —h By MITFAA R B a—0#
RENET,

ISAKMP Settings

Client Configuration
Address Type

Ray X VARSI TAT U REREEDT RV A X AT %
IR £,

Enable Dead Peer
Detection

Fy R 7K (DPD) A v +k—Y% Easy VPN 75 A4 7 M T
EETI I TR 2 EHEMLEST. 7T 47 b2 DPD
Av—VIIRE LRGSR BRI TSR ET,

Keep Alive Interval

DPD # v — [k % [Keepalive Interval] 7 1 — /L R IZFb AT
THEL 9. #MEIX 10 ~ 3600 T,

Retry Interval

DPD # v —Y 3 kL 126 O BRATHIR 2 AL THREL
EILHMHIL 2 ~ 60 T,

AAA Group/User Policy

AAA Group Method
List

CLI7» 7L —RFTERLELD LRI AAA V7 V—TF XYV v R
UAMOT a7 7 AVHEANLET,

AAA User Method
List

CLIT 7L —hrTERLT-B D ERIT A AA2—H XV o R U
AbhOTa T ANLEANTIL ET,

Enable PKI — AAA =B a2 —FEEEZ RS L E—RREZHEHL TV

download T— |k TNRA AT v 2$5(21%, [Enable PKI download]
Frxv IRy 7 A%AF L T, BEEZBEGT 2T 5
2—FLHT VT TAAZAOERENSBIG S ET,

VPN groups — N— BN = I NVIFIEL RN DD ZDT AT T AT 4

1% ISAKMP 7 m 7 7 (v & —HT 5045 H % ISAKMP 7
N—TEfREL £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

#2-85

[Features and Technologies] 7 £ —JL K D484

[Security] > [Easy VPN Server] ($tZ)

Z4—ILF

EL

EasyVPN Group Configuration

General

General

[Group Name]

Easy VPN 7' Vv —7 4% AN H L £,

Enable Encrypted
Key

Wb SN FAEEA X —Z2 B ETE 5 L 2127 521, [Enable
Encrypted Key] F = v 7Ry 7 2% F 2L £7,

Pre-Shared Key

[Preshared Keys] #fifl4 5 & X —% 2 DO 7RI THA
Lt@ wL‘nE7:\:*‘XEP IKE T{%ﬁﬁbf"@f%ij«

Confirm Pre-Shared
Key

HAEAEXF—Z2FHANL FOXF—2HEL £7,

Address Pool
Configuration

Assign IP Address to
Remote Clients

I3 AT L h~HEBIP TRV AZE DB CTHODOH LW IP T
KL A 7= EVERT 5 121E, [Assign TP Address to Remote
Clients] F=v 7Ry 7 XR&A L ET,

Starting IP Address

FPHOBM IP 7 R L A2 (B 1.1.1.1) Z AL £7°,

Ending IP Address

FHFHOKT IP 7R LA 1.1.1.1 ~ 1.1.254. ) Z AL £7,

Subnet Mask

B AN O 7 T AT NBMERT T Ry b v R
Z AL ET,

Max Connections
Allowed

RETE DEM DI ARE A2 AL ETEOHPHIL 1 ~ 5000 T,

XAuth Options

Enable XAuth

PLIERRGE T KA AT 5 12iE. [Enable XAuth] F=v 7R > 7
b AV DR

XAuth Banner

B — 3% Easy VPN Remote (27 v v 2§53 —% AL £,

Max Logins allowed
per user

=P LT T oK e T A B AEORPHIZ 1 ~ 10 T,

Enable group lock for
XAuth

XAuth KfIZIBINOFEEEMER A 32179 % 1Z1E. [Enable group lock
for XAuth] = v 7R v 7 2% A4 2L £9,XAuth FRIZ AL
TN —T L FAE X — TN ARGEHICEFE L 27 v —
THTH =N Lo THIBRINET ZNOD T V—TZ B

L2WGaIT =N X VRS ELT SNV ET,

Save XAuth password
on router

HBtr DO — R ~DOEEFED IKE F— RFHEFITHRY o — %5257
Bo72% . XAuth 7V F oo v a2 AST25 L9 12RD =B,
TI7AT o MEINRAT =R 2o — D VIRETE £,

DNS & WINS

Domain Name

ITN—70g3 5 DNS K AL DA4FTZATIL £97,

Configure DNS
Servers

TN—TDTT74<)BIOREH %Y DNS —_ZEET S
Zi%.[Configure DNS Servers]| = v 7R v 7 A& 4 2L £7,

Primary DNS Server

774U DNS =D IP TRV A2 ASTL £7,

Secondary DNS
Server

T %Y DNS =D [P 7RV 22 AL ET,

Configure WINS
Server

ITN—TDT 74~V EBLREIZ U DNS b—"EHEETH
Zi%.[Configure WINS Server] F =~ 7R v 7 2% 4 2L £,

Primary WINS Server

7T 4~<Y WINS — D IP 7KL 2& AHL £9°,
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[Configuration] R—Z D7 4 —JLF YT 7L VR

7 2-85

[Features and Technologies] 7 « —)L K )il W

[Security] > [Easy VPN Server] ($Z)

Z4—ILF

T

Secondary WINS
Server

tAZY WINS =D [P 7KLV A2 AL ET,

Split Tunneling

Split Tunnel ACL

A7V v b bRV T HOREST Ry b 2ET ACL O4H]
ZANSILET,

Split DNS — TITR—h Xy bPT—=ZIZHKL TR R T ERETMERT D
Configuration BOHLE AL BB ANTTL £T,
Settings

Configuration Push

URL VE—h TRAZARNY—=R"DERELZBETAIHERT 5
URL # AN L E4,2® URLIZ.BTHEST 7 A IVDEEI/NA
ET S IE XL ASCIL SCFFITHAVERH Y F7,

Version REON—T g o2 AN L ET#AIT 1 ~ 32767 TT,

Backup
Configuration

Backup Gateways

Ny I T T F—h=2A%EVYTT . I7T7AT 8 THRAR
R T F—b T2 ADYV AT 2 LFT,INF
TOTF = T 2 ANKRMLIZGEIZ,. 26D — T = A HMh

HEanEd,

Access Settings

Include local LAN

IIAT N ERBCO =N BT Ry NT—=TIZT 78 AT D
TeOIZIEAT Y v b b o7 AR 5 120X, [Include
local LAN| F=v 7Ry 7 A%A NI L £,

Enable perfect
forward secrecy

IPsec SA (Z Perfect Forward Secrecy LBy E 5 222\ T 2
A7 v MZ@EmT 512X, [Enable perfect forward secrecy]
Frxyv IRy 7 A%F L £,

Firewall and Proxy
Settings

Enable Firewall

Are-U-There 7 7 4 7 7 # —/VZ A 029 5 21%. [Enable

Are-U-There Firewall Are-U-There] &= v 7R v 7 A% AL £7°,
Browse Proxy Easy VPN 77 0¥ 7axy Uo7 L — M B3@RELEZT 77 W
Settings Tuxy a7y AN AL ET,

Firewall Settings

Enable cTCP

Easy VPN @ ¢TCP & 7Bt &% €9 5 Zi%.[Enable ¢TCP]
Frxv IRy 7 A %A L ET %K 10 HOR— b F 5 Z2HE
TXET,

cTCP Port
Number(s)

cTCP OFR—+FZFEANL £7,

cTCP Keep Alive

cTCP *—7" 77 A 7T 2 HEATANL E9,#MHIE 5 ~
3600 T,

[Security] > [Easy VPN Server Proxy Setting]

Easy VPN #— D7 1 % o & iERE Tt Easy VPN UV E— K & Easy VPN 75 47 R IZ
%L T Easy VPN =R T v ad57 708 7af U@ ELXEE CE £9, Easy VPN
P—_DF vk R EMAEA M T % & Cisco IOS VPN 7 F5 47> k&ML THHNR Y b
T — 7\ ZHRET BBRIC Web 75 0O X VR EE FHTEAFETAILEITH Y A E
TRy FU— b A7 u X U REEXZFHTLICRETHELH Y FHA,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

DT, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [Easy
VPN Server Proxy Setting] (24 % [Template Detail] %7 4 —A N IZOWTRRHAL £97,

& 2-86 [Security] > [Easy VPN Server Proxy Setting]

Z4—ILF

A

Browser Proxy Name

TV OTaXFREOT T s ANLEANL T,

Proxy Server Settings Used
by Client Browser

o« IDIN=TDITAT L MITuFY = RE M S ER VAL [No
Proxy Server] 7Y a VA EIRL £7°,

o ZDIN—TDITAT L IN VPN bR THHATIBEICENLD Y T4
Ty M eRy "% HEISR T 5 1213, [Automatically Detect
Proxy Settings] 47> a » ZEINL £,

o IDIN—TDIITAT L MNIT XY B—REFHETHRET ST,
[Manual Configuration] 73 3 v &3&R L £,

IP Address of Proxy Server

Fuaxd y—_"O P TRV AEZAHNL E3,

Port

Tuxy p—ROR—rFEEATLET,

Do not Use Proxy Server for
Accessing the Following
Hosts

Tuxy —REHHLRNWERAFDOTRL 22 AL £,

Bypass Proxy Serve for
Local Addresses

7547 na—hL(LAN) 7 RL 27 adxy —R_E2FEHLR2WWE 91T

BB COF v IRy I A EA L ET,

[Security] > [GETVPN-GroupMember]

D3 T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [GET
VPN Group Member] (2% % [Template Detail] %7 4 — /L RKIZOWTEBHL £,

& 2-87 [Security] > [GET VPN Group Member]

I 4—ILE EE

T —FEsR

Group ID — IN—71D Z AN L 9, Z1UE,. GETVPN /' v —7 X

NO—ZOHHFTT HBIEEITIP TRV AL ETE
£7,

Group Name —

GETVPN v —7F XD NV—TF 2 AL FT,
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[Configuration] R—Z D7 4 —JLF YT 7L VR

#*2-87

[Features and Technologies] 7 « —)L K )il W

[Security] > [GET VPN Group Member] (# &)

Z4—ILF

Bl

IKE Authentication
Policy

ZOBEESNZT 4 =K LB ﬁt%ntf/77/7
dA4T7ars RNy 7 2A&ERL T, 20 GETVPN 71—
AUNOBIELZ AT R v —%+ ﬁbjﬁ—j«o

Pre-Shared Key

IKE GEREH A4 7 & L CHATLA X —Z2RINT 2I121F. 20
¢7/5/T&/%ﬁ/ LET.ZDF T ary REV
AN LTEHEBII . ZORF DT TITH B
[Pre-Shared Key] T 4=V RIZxF—F ANTLHHLERD D
7,

Confirm Pre-Shared
Key

HF A F— %ﬁlﬁbf%&biﬂ_®74—wk
uunﬂz&/r7 kbf%ﬁ” ﬁi’\, ZIEIRL -3 @%‘i@ﬂ_‘
SNET,

Digital Certificate

IKE nL‘nEg/l)7 LLTTFUH L E%i%@?ﬁj«é
0)2“7/3/ R AV g i Li*fo\_@nfnié’/l’7%1%
RUEBAIZ N—ZII . ZONV—2 BEREZRBIET 5729
\—nqu)%r J:OT%E ?éﬂf’T /57/1/nftfﬁi7ﬁ>dé§f7

Priority

Tﬁ 1 ~ 10000 ;Lf)\jj[/ uAL‘uET ) v @Z‘:[ vZ— gy
BERIEM ZFEL ET (R EWELEEIX 1), 2077 44
VT izl » T 4@ SA o T, x 2y = —
vardhH 2o T EkKTHZETIKE YR —%
NOIEFENFEL £,V E—F [Psec 7R . EHHDT
AF VT4 RV —TRIRSNTWNWDH/NRT A—F & KR—
FLTWRWEAS T AL AT RIENT T A4V T 4 F
BEFFORY V—TEREINTNVENT A—FDfFE 2R
ITLET,

Authentication

ntqu‘j—)/ mnuuﬁ§/])7%f)xl\7b)roj;*ﬁbiﬁ—

D-H Group

wunET)/ @DH&/I/*‘7%)X}‘Z))61§?RLSE—§«

51k

BAER Y O — DB A T2V AN REIRL 9,

Hash

AER Y =Dy a ZAT 2 AMNEERL £,

IKE Lifetime

SA AT 2ALEZRENTANLET , ZOTAT7 X AL

x5 E SA OWIRNEIN.2 DO TR TH RIS =—
arvETIOMLENRD Y T, MR T AT XA LPFEN

FEIKE xadyo—va N 71230 £97,

WAN Interface

GETVPN 7 b—7 X230 WAN A v Z—7 = A A58
HHRE AL E7,

Traffic Details

Local Exception Policy
ACL

GETVPN v =" A3 70T TF ANTRET L4
BRHLNT T4y VERET 20 —UNBINRY > —
ACL Z AL £,

Fail Close ACL

GETVPN B a{b A B L 7= & & (CHFA T 5 LB H 5 b
ST 4y I EEETH 72—/ 7u—X ACL ff]\jﬂ/i
4,7 x—)L 7u—X ACL 2R T LT-5 7w%
AVANRBETHEHRT AT XTONT T v 7 i T )—"7
AUARANEFIZBEFRINDIE TR ey EnNET I A—7
AUNRPEFICEEIN.SA XX T a—RK =%

Z OMREIT BEIICIERN 27 0 F9,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-87 [Security] > [GET VPN Group Member] (# )

J4—ILE EX:

Key Servers

Primary Key Server — TIA< IR — =D P TRL RAFELIIFAN

EANNLET . TI9A4~Y F— H—N[Z I N—7 KV
—FERR L TTRTCOZ N—F A N ZEMAT B AL
BLOEHAFY = =L EHOICHEE T 20 A
WL ET,

Secondary Key Servers |— —HEOEAF Y F— = NEHRET DT, ZOfmE
T—TNEMAL ETMET — 7 VOl BEIESEE 2
bR =KD LI BEEIRICY— &2 AL E
T FTA~Y F— =R LF 7L TN T EXT
TRVRIEBICH DM EBREN RS WT 7 B AR D
VEY F— YN T T A=) F— =N E L THEET
HEIITEBIRINET,

Enable Passive SA — T—F ATy 7 SAET—RFREZEMIT BT,
[Enable Passive SA]| F=v 7Ry 7 A%&A 2 IZL £7,

[Security] > [GETVPN-KeyServer]

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Security] > [GET
VPN Key Server] (2% % [Template Detail] %7 4 —/A R IZOWTHIAL 97,

7 2-88 [Security] > [GET VPN Key Server]

TJ14—ILK A

Template Detail

[Group Name] GETVPN v —F AR FoFL— DI V=T 4% AL ET,

Group ID GETVPN 7 v—7 A R"O—ED 1D # AL ET . BB E/-IT P TRV AZEETE

%4, number O&IPHIL 0 ~ 2147483647 T,

IKE Authentication Policy
Authorization Type |[Preshared Keys] =7 = > R % %713 [Digital Certificates] =7 a2 RE %

Vy o7 LET,
e [Preshared Keys|: fl#x%—% 2 DO TR THEAE LY FEFEY = —XHZ IKE Cff
ALz cxEd,

o [Digital Certificates]: IKE % —&H X v v — % B4 B L O B(LT57-D12, RSA
F— AT SN DA SR A EICL - T2 SO 7 HOEE DGR 1L A2
LN ET . DEY EBEICEEMTbIh - Z L2 TE £,

Priority IKE 7aR—HFLDTFTIAF VT A4l ZDOFFA4F VT 4 HIC K » T @D SA DR
RBITHFIC A== a0 952 50T &EET 5 2 & T IKE 7 a R —F L oNEF»n
PELETVE—F IPsec BTN BADT T AF VT 4 R —TERISNLTWNBNRT
A—=HEPR=FLTOARWVWEA. T AT RIENT T A4 T 4 FZ S5 E2FFORY
V—TERINTNDENRT A—=HDFHERITL £7,

AREDOFMIE 1 ~ 10000 TITAERN/NSWEE T TAF VT A Bm< 20 £7,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

& 2-88 [Security] > [GET VPN Key Server] (# &)
J4—ILF B
51t ey 72y JARNPLEE ST VT U XA LZRIRL £, 2O 57 V3 X A%

FHLT7=2—X2 X3 2= a v ZRETDH2HOOT7 = —X 1 SA L £7,
o [AES-128]:128 ¥’y F ¥ —%fiH 4% AES 2> TR Sk &2 FEITL £,

e [AES-192]:192 v v F ¥ —%fEH 3% AES (29> T 5L &2 FEITL £,

e [AES-256]:256 ' v h ¥ —%fEH$ %5 AES 2> TSt 2 FEITL £,

e [DES]:56 £y k ¥—% 425 DES I2ft»> CTh S ba EITL £,

e [3DES]|:56 > b F—&fHL TH7>fb%x 3 BI%EITL £4.3DES IZ DES Lvét
FaT7 TIRESALLESLITT. LV E< DL EZLEL L EJ,AES ([TH~D &
X2V T 4IRS ARV ET, 2O T a2 HEHATHITE 3DES 7 A2 AR
‘/Z‘g—’c“—g«o

Hash

IKE 7VauR—¥ LTINS vy TAVI Y AL ZOT NI Y ZLTEST Ay

TV OBAEEOHRIHEHENE A=Y AV 2 A NPERENE T ROAT

varnby Ed,

» [SHA (Secure Hash Algorithm)]: 160 &> D ¥ A ¥ = A h 4L £7, SHA 121X,
M7z 0 BT L T MDS X0 b mWitEDMEx b iv TV ET,

e [MDS5 (Message Digest 5)]:128 B> b DX 4 ¥ = A b &4 L £4,MD5 Ti&, AL
ey SHA KXo &7 <720 9,

Diffie-Hellman
Group

Diffie-Hellman 7 /v —71%.2 >® [Psec ©° 7 OILHEMEF —2 BWIIEETHI LR
SHEGTAHEDIHRAENETBENREVIEE X 2 ) T 0 Db SV E 328 ALPERF
MRELRYET 200 T, —HET 2RI NV—TRHEESNTVILERD Y 7,
WDOF T arnd £7,

e [1]:Diffie-Hellman 27 /v —7>" 1(768 v~ ~ME%0).,
e [2]:Diffie-Hellman 7' /v —7 2(1024 &~ FM&¥0),

e [5]:Diffie-Hellman 7' /L —> 5(1536 &~ hM&%, 128 £ b F—DOR#EICHELE S LD
DI N—T 14 OFNE V58N AES B 5 b 2 AT 255X, 207 v—7 (£721%
FNLLE)EZEHAL F4.ASA Tl R EOIZL—F L LTI L—F R R— K &
nEJ,

Lifetime

SADTATEALBE), ZDTAT7FZAL%Z#BZ 5 E.SA OHIRNEIN.2 DO T[]
THAIVT—va Y ETILERG D £3, WIS, —EOREIZETLET. 747
AALRENMNEIE IKE 2332 —2 g 0 NEeXa TR ET . ZEL.I9AT7H A LN
FEWE 5%DIPsec Ex 2V T 4 TV 2—2abDey b T TBNEHNWNT AT X AL
OLE XY b REIZIThIET,

60 ~ 2147483647 DEZIFETE £¥ .7 7 4 /L T 86400 T,

Registration
Interface

W5~y 7 & BT 2 WERSH DAV 4 —T = L ADLHITE AL ET,

Traffic Details

Local Exception
ACL

B EAEN SR T DHERHDH T 7 v 7D ACL ZINL 7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Features and Technologies] 7 1 —/L K D &iBA

& 2-88 [Security] > [GET VPN Key Server] (# &)
Z4—ILF BTLL
Fail Close ACL TN—T AUNPF— = NIBFEINDEET 7 U T 7R f%{;ﬁ“éz%éwé K

774 7D ACLZ8IRL FI, 72— /o —XEREEZRTELIEHE . I V—T AN
BECEBATITXRTON T T 4y ZiX I N—7 %//\b)E% Jx‘ﬁéﬂé FCTrRoy

TENET, 7/1/ T AUARANEFIORESIL.SA N 7 a— R EN-%IC, 2 OEE

IXE BN I/ D £,

Key Server Information

Primary Key Server |/ 547 2875774~ F— =D IP TRV AZEELET,. 774~V
F— = NI TN —T RV —ZFERL TTXTOIN—T AN ITRAT 508 B
X FY) F— =R EEHNICEPT 0B EZHY L ET, 7744V T 2 B b
WY — RN T A~ F— =L L TERINET,

Secondary Key TIA7Y = Y= NOBEIZRM LGB TN —T AR T =Ny 755

Server B =P —RDIP TR AEZHEEL i%ﬁ“«f@tw YA F— =D R
M BEHFRERIED R — = NIRETHEIICTNN—T AV NEHRETCEET,
N—T AUNROREICEL > CTOBRSIEFPRESNET KOICER SN — F—1IC

XL THEBPHEAL N EDOR EZSNLEIEFETE — =" ~DOEHIRAONET, T
N—=T" AN L THRR 8 ADF— =R HTLHZENTEET,

Migration
Enable Passive SA TN—T ANRTNRy V7 SAE—FRE2HEBTHIFT. o7 varz2EH0 9,
Ny v 7 SAE—RTIE.F— P—"OZEHEHSA LT a N EEXIN, TXITOHR
By 74y 7B bENnET,

[Group Name] GETVPN 7/ Vv—7 AN FU T — b DT NV—T 4% AN L ET,

[Security] > [ScanSafe]

Cisco Scansafe (Z2J % Cisco ISR Web X =2 U T 413, 7 77 R RXR—2OH%—ERELLTDOk
¥ =2 U7 ¢(SaaS) CT.HTTP S HTTPs D+ TF 7 4w 7 Dar TV EAX ¥y L TEET,
Cisco ScanSafe 2L % Cisco ISR Web = U7 4 &/ —X AT H L G®IRLZ HTTP
LHTTPS ® s 77 v 7 H ScanSafe 7 7 U RIZV X ALV I RSN IV TUYDAF YL &
VT = TR TR ET,

Web k7 7 ¢ v 7 % Cisco ScanSafe (X % Cisco ISR Web X2 U7 42V X AL 7 T
% X 912 Cisco ScanSafe 12X % Cisco ISR Web v X% =2V T 4 2FETHE ISRIZIP 7K
I/X LAR— NIz T HTTP B LW HTTPS O <7 t v 7 % ScanSafe o7 %y $—

MNZFHBBEHIZY Z AL 7 b L E9,Cisco ScanSafe (2L 5 Cisco ISR Web %= U T 412k ?
Xﬂ?ﬂ?/iﬂ%ﬁéﬂé Ll BRANTER L7 Web — N2 Web N T 7 v 7 2 EHEEY
L—735k 9512 ISR ZHETE £T,

F3T7499DKRIVA4 YR

KR 7z Web N 77 ¢ > 728 Cisco ScanSafe 12k % Cisco ISR Web ¥ =V T 412U %
AL FENAF Y UM TONRNESIIC ISR R ETEET, ZDAF ¥ U BN/ AT
% & ISR 1%, Cisco ScanSafe 2k % CISCO ISR Web EX = U 7 4 IZffVAbEs Z &7 <&
PNZER L 72 Web F— "o ar 7oy 2 EHEIGL £, Web — 0o & 2% 75
ET—EEITAT U NCEELET . INE NI T4 I DF TP TR ENNET,

ScanSafe DFEMIZDOVNTIL,
http://www.cisco.com/en/US/docs/security/web_security/ISR_SS/ISR_ScanSafe Solution

Guide.pdf ZZH L T<7Z 30,
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http://www.cisco.com/en/US/docs/security/web_security/ISR_SS/ISR_ScanSafe_SolutionGuide.pdf
http://www.cisco.com/en/US/docs/security/web_security/ISR_SS/ISR_ScanSafe_SolutionGuide.pdf
http://www.cisco.com/en/US/docs/security/web_security/ISR_SS/ISR_ScanSafe_SolutionGuide.pdf

| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Features and Technologies] 7 « —)L K )il W

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Security] >
[ScanSafe] (& 5 [Template Detail] &7 4 — /L KIZOWTHEAL £97,

& 2-89 [Security] > [ScanSafe]

J4—ILF EX:

Server Information

Primary Server

72 A=< 1 ScanSafe +—/3® [Pv4 7R L A EI3HR A ML EASIL £97,

HTTP Port HTTP RN 7T A~ =2V F AL 7 &5 HTTP R— b ZHBELE4 .7
7 # /v bk TiX.ScanSafe i HTTP F 77 4 v 712 oW TIEAR—bh 80 #EHL £7.7=
LU BERZYAT T EICERDR— 2T L) BIRTE T,

HTTPS Port HTTPS ExRkR&27F7 A4~V =2V AL 7 35 HITTPS R— &L E£4.5

7 # v b TiX.ScanSafe X HTTPS s 77 4 v 712 OWTIIAR—b 443 #fEHL £7°,
L ERA AT DL ICERDR— 2T L0 @IRTX £,

Secondary Server

% U ScanSafe — "D [Pv4 7RV A £/ 13F- A 42 AL £9°,

HTTP Port HTTP Bkt h o ¥ Y —NcU X AL 2 h3hd HTTP K— %24 L £3.7
(secondary) 7 4V TiZ.ScanSafe 1 HTTP k77 ¢ v 7122\ CidaAR—k 80 i L £,
HTTPS Port HTTPS ZkRXtHoZ Y =2 X AL 27 &2 HTTPS R—F238EL 4.7

7 # /v K TliX.ScanSafe i HTTPS b7 7 4 v 72O\ TCidAR—b 443 2fHL £9°,

Scansafe License

ZR 2 BRAA L 7ok 2 s 3772912 ISR 28 ScanSafe 7w %3 h— N ITRET LT M2
A F—HREELET . 7 AB AL 16 XA D 16 #EFXF—TH,

Encrypt License Info

T A v AERE R 5{Ld 5 121E. [Encrypt License Info] F = v 7R v 7 A& 4 (2L
\iﬁ_c

Server Timeout

77 A=< 1 ScanSafe VY —XOX A LT U N EVEMTIEEL £9, ISR ITIEEI N H
A L7 MM ERERE L TH 5 ScanSafe 7 a3y —NER—U 7 L FHAEEN
EIOMNERRL 7,

Session Timeout

7Z A4~ ScanSafe Tty a L DT ARV ZA LT NEWHENTHEEL X1, 77
A=) b= NEENBAELZSHES ISR ITEIAHEY $—REeT 7T 4T 7
ScanSafe v Xy H— LU CHEHL I8k 5 3 BOXY A L7 0 NEIICT 2
T AT THDIHE ISR ZE#NIC T T A~ =27+ —V Ny 7 LET,

Source Interface

ScanSafe NENCR > TWBHEEITLD IPVE TRV AFERIZA LV Z—T = A AL EZIRTE
LET,

Router behavior when
ScanSafe server fail to
respond

EENT7 4y 7B#ESNT ScanSafe 7 &k v S — N CHETEXRWEAIZ ISR
MDEDNT T 4w 7B EDIIICUBETEINERELET AT a NI TXTONT
7 4w 7% Kuavy 795 [Drop all traffic] 2>, T _XTDO KT 7 4 v 7 %2FFA[T 5 [Allow
all traffic] T4, 7 4 /L kX [Drop all traffic] T3,

User Information

Global User

N—BEDANSIA 2 Z—T = A4 A2 Web FiE (webauth) R ES N TW R WEAIT. 7
a—s\L a—HFEAHLET,

Global User Group

N—BZDHIIA 2 2 —T = A4 AT Web #iiE (webauth) BNERE I L TW R WAL, 7
g—N)L a—% FL—7%2 AL F£9,

User Group Inclusion
& Exclusion Info

2 SODOMRET — T N ZEHL T, ScanSafe # 7 — L DLV WV IFICED 5 E- 1T
La—W F—TIEREBELET, 2—F =T ERIT N —FDATIB LT
A B —7 = A A2 Web EE (webauth) B ET A ICOLMEH SN E T,

Notify Whitelist Info to
ScanSafe Tower

ScanSafe # U —IZHRY A kU X MEHZXE L XET % Safe URL, Safe =—+ = —
V= b Safe ACL W ZIET DITITZ DA T > a 2 RIRL £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

[CLI Templates] 7 + —JL F D ExBA

KV ATH CLI 7o 7L — b TSN THND 7 = RIZOWTEBAL £,
e 802.1X Change of Authorization-10S (2-112 ~=—)

e Access Layer-10S(2-113 ~<—)

e Authentication Proxy-I0OS(2-115 ~—7)

e Banner Configuration-10S (2-116 ~*—7")

e Certificate Authority-10S (2-117 ~—<°)

e Core Layer-10S(2-118 ~¢—)

e Crypto Map Configuration-I0OS (2-120 ~=2—")

e DNS Configuration-10S (2-121 ~<—%)

¢ DNS Configuration-NAM (2-121 ~—)

e DNS Configuration-Nexus(2-122 ~—7)

e Distribution Layer-10S (2-123 ~2—<)

« EEM Environmental Variables-10S (2-125 ~<—7)

e Embedded Event Manager Configuration-10S (2-126 ~=X—)

e Enable Password-10S(2-127 ~—)

e GOLD Boot Level and Monitoring Test for Cat6k Devices-10S (2-128 ~=—)
e GOLD Monitoring Test for Non Stack Devices-10S(2-129 ~—<2)

e GOLD Monitoring Test for Stack Enabled Devices-10S (2-130 ~=—2")
e HTTP-HTTPS Server and WSMA Configuration-10S (2-130 ~—")

e MAC Trap Configuration(2-131 ~=—73”)

¢ Mediatrace-Responder-Configuration (2-132 ~—7)

e Medianet-PerfMon (2-132 ~=—<7)

e RADIUS Configuration-10S (2-133 ~=X—7")

e Reload Configuration-10S (2-135 ~<—<)

e Reload Configuration-NAM (2-135 ~<—3)

e Web User Configuration-NAM (2-136 ~=—)

e User Defined Protocol Configuration-NAM (2-136 ~=—73)

802.1X Change of Authorization-10S

2 Ay FOERIRBIEEIT O 72D RADIUS 7 7 A4 7 FREEZY R — M T 51F. 2047
VaraHLET,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [802.1X Change of Authorization-10S]
\2d 5 [Template Detail] D& 7 4 —/L FIZOWTHAL £97,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

Z 2-90 [CLI Templates] > [System Templates - CLI] > [802.1X Change of Authorization-10S]
J4—ILE EL
Form View

RADIUS client IP Address or DNShost 4 £721% RADIUS #— X ;xA2 b D IP 7 K L %
Host Name
Type of authorization the device |RADIUS 7 7 A7 > MIT A ABNEMAT 20BN S HFRFED X A 7

uses for RADIUS clients ([any]. [all], 721 [session key]) Z#FEEL £7. 7 7 A4 7 > ML RIEHITH
EINTEMEE—BL TWARTIERD 8 A,

RADIUS Key shared between the | RADIUS #— OB L O EX—%2EEL T,

device and RADIUS clients % — %, RADIUS H— ST 51 B —ic BT 575 A R AR U
7GR D EAE Ay T A~ RIS E T8, F— D &
CRIBO 2~ 2 M C X F, % — 2 A~ % &I T 50T B
B RS — D — T VIR Y 2 D% —& BURGCH E 2T

Port on which the device listens |5 /34 278 RADIUS OFERZV v 2+ AR — N EFXEEL 1,
for RADIUS requests He b B ROMIAIE 0 ~ 65535 TF.F 7 41 b fiEid 1700 T,

Access Layer-10S

759 h 74 —A LAN 24 v FDL=R—PILBE T IHA AL FOT 0 —\)LVIRE. Y
FAT v MNEREREL . TNAAAET 4 AN 2a— gy b—F E£721% WAN L—Z (T8
WToli. oA TvarEmHL £,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Access Layer-10S] i2& % [Template
Detail] ®4& 7 4 —/LFIZHOWTHBAL 97,

Z& 2-91 [CLI Templates] > [System Templates - CLI] > [Access Layer-I0S]

Z4—ILF A

[Form View] & 7

Device Type BINRLIZT AL R XA TIZOHBT T — b ZREL T,
X OEMLOMBEZBET A0, 207 4 — /L RIERELRNTLIEE N,

Device OID BINL=TNA A OID ICOBRT T — b ZEAL £7,
X OEMLEOMEZET 70,207 4 — L RIEREL RV TLI &N,

Switch Number Catalyst 2960-S B XL 3750-X 7T v h 74— LD AL v FEGEZ AL 7,

LAN Switch Universal Configuration

Host name RETHTFNNAADKRA N LB AL £,

IP Domain-name FEFEREMIAR AN (R Y MME& 10 ERFGLRF A A A ORWARD ZERSED
722 Cisco IOS Y7 h U =T MEMTH. 774V E DR AL A H AL E
T R AA BB REMOLRIN ORI L T-DIEHINDIRMIOE VA RITA
NN TLIEI N,

SNMP-server community RO |Simple Network Management Protocol (SNMP) ~®D 7 7 & A& §Fa[ 4% =
Ra=T g TIZRALTINERETDH.SNMP h—N 23 2=7 4 OFHAIY
HHT7 7EA(RO)ZAL 7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8
& 2-91 [CLI Templates] > [System Templates - CLI] > [Access Layer-I0S] (# )
J4—ILF BZL

SNMP-server community RW

Simple Network Management Protocol (SNMP) ~®O 7 7 & X & FFR[4 5 2
Ra=T g TV BALFHEHRET DIZIE.SNMP —N 23 2=7 4 DA
EY@/%%BA%L?7’ZX*%(RW)’%AJJI/§?

Enable Secret Password

H #8251k & 32174 5 121X, [Enable Secret Password] =~ > K AL £9°,

Username Admin Password

L PHEE SR AT — R E AN L ET,

IP Address of Tacacs Server

TACACS —D IP 7RV A& AHL £7,

TACACS Key

A A F % TACACS ¥ — NIx L TREAET % 121X, TACACS & *—%2 A7)
L/jz—a«o

NTP Server IP Address

TITV =g REODMDT A7 by Tavxoray 7 ORBZIRFFT
H7DIC NTP — "D [P 7R 22 AN L ET,

Time Zone

BHLWERHE(DST) 0L ISEET 2IF I AL V=2 AL ET,

Hours offset from UTC

WEMREEF(UTC) 2 b EN TN D | 723t A TV D R 2 3IR L £7,

Minutes offset from UTC

WEHRFEF (UTC) b BN TWD  E2iTEA TS 58 E AL £7,

Summer Time zone

2z AL ET,

Access Switch Global Settings and

Client Connectivity

Voice VLAN

PEFHENPODIPEFR NI 7 4 v IV BWRETIHT 7EA R—FEBHZTBHIZ
bi =77 VLAN # A 1L £,

Data VLAN

=P T T 4y 7 DHERIET DX T —% VLAN # AL £7,

Configure Access Switch Global Settings

Management VLAN

telnet, SSH.SNMP.syslog 72 D71 h a Lz HEHL T E— K OEFHNL A
Ay T EERTLHTOOEHE VLAN # AL £7,

Management IP Address

Xy P =7 THEHEND IP 7RV AZERZBIN E=2 BE BIOEHRT
H7HODERIP 7RV 2% ATJLET,

Management Subnet Mask

EHY T Xy b A7 2 ANLET

Default Router IP Address

TNV M —ZDIP TRV ZAZANL F1,

Other Settings

Interface Type to Configure
Client Connectivity

Ry 7HZO VAR A L H—T oA A AT HRIRL £7,

Start Interface Number

Bl A v 2 —7 = A AFE % AL £7°. 6 2 1%, Gigabit Ethernet D4
0/1,PortChannel ®#451% 1 72L& T,

[

End Interface Number

WTAL =T 2 A ABHEANLETHIRE2 RETT,

Connect to Distribution or
WAN Router

Ny 7H0y URARNPOBERT T a 28R £7,

Channel Group Number

EtherChannel 1 % —7 = 4 2% EtherChannel 7 /. —7
HIZIX. F vy IN—TFBE AL 7,

ZEID Y TTRET

Interface Type for Connect to
Distribution or WAN Router

Fay X JDANNOA U HA—T oA A XA TEZIRL £7,

Start Interface Number

Bllh A v 2 —7 = A ZAF 2 AL 7,6 21%. Gigabit Ethernet O#45 1%
0/1,PortChannel ®#A1% 1 72X T,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

& 2-91 [CLI Templates] > [System Templates - CLI] > [Access Layer-I0S] (# &)

Z4—ILE A

End Interface Number KT ALV E—T 2 A RABREANLET HZIT.2 08T,
Unused VLAN for Hopping KfEHD VLAN %% A7 47 VLAN L LTASHL 7,

Authentication Proxy-10S

Iy hU—ricaZ ALY HTITP 2#FEHL CTA v ¥ —% v MNZT 7 &AL, VPN #iE
ICRE ST D Cisco [0S TNAA ADFRIET B XY VAT AERBEHXET VT —HRO
EREAEESICTHIE. oA T a v 2EHL 1,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Authentication Proxy-10S] iZ& %
[Template Detail] @47 4 —/L FIZDOW T L £,

7 2-92 [CLI Templates] > [System Templates - CLI] > [Authentication Proxy-10S]

Z14—ILFK E:

AAA Action MBI AT a v EANEIIENCTIHEEIGRBINL T . £EE2 M7
WIEA 1L [No Change] 238K L £7°,

AAA Methodl HAED AN D FH L LT [TACACS+] £7-1% [RADIUS] O\ 3% 2R
LET.REL WA [None] Z#IRL £,

AAA Method?2 A D S AOERICIESE 2 FHORFES R & LT [TACACSH] £721%
[RADIUS] Wi A28 R L £97, 5% E L 722 W 5A 1%, [None] 238 IRL £,

Cache Timeout in Minutes EAALT T MET 74NV EDHALT T MEOHPHIZ 1 ~ 2147483647 T
T, 7 7 4V MEIX 60 T,

Banner Action ay Ay R=VONF—FREHFREEIFTY £y b T 5121E, [Enable] 7=

% [Disable] Zi#IR1L £,

e [Enable] ZEIRL 7=5A1F. 0l 40 R=VICN—F L NERSNET,
o [Disable] #®IRL 7=H G X NV — XA TR RINETA,

NP —IZETE Mz WA 1E [No Change] 23R L £,

Banner Text R7 AT —ICRRTHTXARNEANLET AN — TFAREA
HNLTEBENV—=FLTIERL . ZOTFA MRS A0 R=VICFREN
3

ZhFA T a DT 4= R TT,
Authentication Proxy Rule Action |87~ 1 % o Ml & A% % /- (3B ANIC L 7,

e [Enable] Z#®INL 7=5E 1L LB & OFGET v U HRAIDMER S L. 7
A URNIBEEMTONET,

o [Disable] #®&IR L 7254 1% BT 5T b 7 v U HLHIDHIFR S
NnNET,

74—V RORFET a X HAIZ NV —TICEE 2N Z 720 EE1E [No
Change] # &R L £79°,

Authentication Proxy Rule Name |7 X HAIOLRIZ AL F7,
AENZIE 16 XCFUNDOEHFEHEH TE 7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

& 2-92 [CLI Templates] > [System Templates - CLI] > [Authentication Proxy-10S] (# &)

J4—ILE Bl

Authentication Proxy Rule TIFNEDOF Yy a XALT T N2 LEEXTHXALTYU MEEZATIL
Overriding Timeout E

THFA T a D7 4=V T, EEESTLXALT T MET 1 ~
2147483647 OHFPHIZ T D2MENH Y 77,

Authentication Proxy Rule ACL

Number/Name

RAET B L I T ORAEY 7w 2 U X N OARTEITE T E AT
bij‘o

hEA T a7 4 —V R TT,

New Model [AAA] Action

AAA ZHNE T ITEDNCT H DI ER AT g B2 RINL £77,

Banner Configuration-10S

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Banner Configuration-10S] 2% %
[Template Detail] ®% 7 f —/V RIZOWTHBAL £,

#2-93

[CLI Templates] > [System Templates - CLI] > [Banner Configuration-10S]

Z4—ILF

Bl

[Form View] &7

Motd Action

TA NRNFT—D Ay =V EBMELITEIRT 2847 a 28R ET BEFEOX X
I HEBELIRVGERL. DT 4 — VR OEEET L 7= < 20415, [No Change] Z 3R L
\i—a_‘o

Motd Message

[Action] 7 4 —/L' R C [Add] ZER L I25H1E Ay E—VEANL ET, 22— R L—%
WCHEET D L n s A a7 b XY b RiIC, Message-of-The-Day (Motd) 73— 23 # 7~
SNET,

Exec Action

Exec N — & BN E T ITHIRT 2847 a L 2@IR L £ B fFD X 2 7 BN
AL, ZD7 4 — VR OEEEEL L 20WEAIEL. [No Change] Z3#R L 9,

Exec Message

[Action] 7 4 —/LV RN T [Add] ZBIRL =BT A v =2 AN LET , 22— R L —H
a7 A4 Ltkiz Exee NP —FRIEBE BT —0nERENET,

Incoming Action

EBEAFT—ZBIMELITHIGRT 2O d 7Y a V ABIRL 23 FEDO X R 7 2B E R0
AR 207 4 — NV ROMEEZEL LT 7Z2W5A1E. [No Change] # %R L £9°,

Incoming Message

[Action] 7 4 —/V F T [Add] ZZBIRL 725 GI1X Ay =V E AN L £5, 22— R r—%
WCIEFIZaZ A > LIk Exec N T —E 3B GE AT —RERINET,

Login Action

0 Ay NP —Z B EITHIRT M)A 7Y a VEBIRL £ B FOX A7 2L E
RWEAER. 207 4 — LR OEAZZEEL 2L RW0EA1E. [No Change] Z#iR L £,

Login Message

[Action] 7 4 —/L N T [Add] BN 725 B1E Ay E—VF AL ET 22— L —F
\CHEGET D & VIR Motd N —REREN(BRESNTVWDEHEA) s (v A
F=Tu T NRERENET,

Slip_ PPP Action

Slip/PPP R —Z B E 7 I3HIRT 20 47> a VA BIRL T BB FO X A7 28T
WA, Z DT 4 — VR DfEEEE L=< WA 1E. [No Change] 3R L £,

Slip_ PPP Message

[Action] 7 4 —/L K T [Add] #®INL 7285515 7 A L0 SLIP F£721% PPP i A »
t—CEAANLET. R VA — I T AT TV = a VICHE OB TS
DB 7RG BT SE B £77,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[CLI Templates] 7 « —LF pzted W

Certificate Authority-10S

TOF T —FTIE. VPN R4 20 IP X 2 U F 4 EHEOGIEMDS L OYEEN 2 EE T

EESN

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Certificate Authority-10S] (Z& %
[Template Detail] ®% 7 4 —/L FIZHOWTHBAL £9°,

#£2-94

[CLI Templates] > [System Templates - CLI] > [Certificate Authority-l0S]

Z4—ILF

g&ll

BA

[Form View] & 7'

Certificate Authority Action

BAER (CA)E T 77 4 7L E713FET 77 4« 743 5 12i%. [Enable] F72iZ
[Disable] Z R L 9,

e [Enable] Zi&IRL 725515, CA 2{ER ERIZERCTEET,
o [Disable] # 3R L 725581L.CA ZHIFRTE £7,

Certificate Authority Name

CA4E AL ET, ZOL4FIN RET DAz i#a 4 5720
ZDL4HNE.CA R A A 4T,

WS ET,

Enrollment URL Action

. [Value] 74— /RN THELZ URL ZEHL TL—%0 CA IR TX S
129 5 1Zi%, [Enable] 2R L 9,

o CA IZHEFL WA, [Dlsable] ZEIRL F7,

. [Enrollment URL] 7 4 — VR EZEFRETIZEDOEFEIZT D121 [No
Change] Z =N L 7,

Enrollment URL Value

CA ®» URL #AJL £,

URL (21 FIH ATRE 72 JEAEYE cgi-bin 2 7 U 7" N OGN E EN TN L LE R H
xS,

Enrollment Mode Action

o CA 23885 (RA) 2 #2H49 51546 1%, [Enable] ZIRNL 7,
o fREL7 LDAP H— "% Mh29 %21, [Disable] Z8&RL £,

e [Enrollment Mode] 7 4 —/V R ZEHHFTIZZED E FIZT 5121, [No
Change] Z =N L 7,

Enrollment Mode LDAP
Server

CA v 27 28 RA Z 2T 55513.CA @ LDAP — % AL £,
LDAP #— 2% CRLGEMIERZ Y X M) DG LFEAEN S ENTHET,

Enrollment Retry Period in
Minutes

AEAEHZSR OO HAAT ETOMERHZ AL £77,
REREIFRIZ. 1 ~ 60 23T,

T 7 4V N OFEREZ 1 SICERET DL, Z0F T a VERINL £7,

Enrollment Retry Count
Number

AEAEH SR O FRAITRIEZ AL 97,
BEITEEIT 1 ~ 100 1T 2 0ERH Y £,
77 v b OFRITREZ 1 2R ET DI, 204 Ty a @R L £,

CRL Optional Action

RERAERZN Y A B ffﬁ%wuj—é 1X.[Enable] &N L £7,
[Disable] Z 3R L 723555 1L GEELZ Y X M TR S EEA,
EEZIMz 2 WEEIT [No Change] Z IR L 7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

* 2-94 [CLI Templates] > [System Templates - CLI] > [Certificate Authority-10S] (# &)
J4—ILF B
Certificate Query Action AERE 7 =) BN ETITENCT 256 . H D VIFEE LM R WITEAIC S

DX T g BN 1,

e [Enable] Z&R L =5 A GEHEZ Y BL—F EOFTXTDORT AL KA
MBI Ed,

o [Disable] #i®IR L /=54 X GEAEICH WG DE I IThbILEREA,

RSA Key pairs Action RSA % — X7 Z A E2ITHIRT 258 0D WITEEEZMZ 2 WEGEEIZZ D

FT g BRI 9, Z OERE T, Cisco 10S L — 2 BREH O F— X7 & H
THEIICHRETEET,

L7ENoT.CiscolOS Y7 b =TI T7 AT T 4T AiFHEZ LITR RS
F— XTEHEFFTE ET,

RSA Key pairs Key Type WDOHNSxF— X AT HEEL £,

e [General Purpose]: 551k & B4 O i HIAE AT HILHF— <7 2R L
£7

o [Usage]: K& = A b ORFBbE L OBEA ZHUE ORI F — &2 E R L
i‘d‘o

Enter number of modulus bits |24, % — 2>\ Tk F— ROV A4 X% 360 ~ 4096 O#iH Ti@IRL £9°,

512 A 5% — B @EIRT 2 & BOrnL5BE08H0 £,

Core Layer-10S

779 R 74 —ALAN AA v FDO2=N—HIUFE . AT AAvTFOT7a—LEE P <
NFXXYANN=T 4 T ERELTNAARET A AV Ea—v gy LAYITERT DI
X.ZoF T a v EHEHL ET,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Core Layer-10S] (2% % [Template Detail]
DET 4=V RIZHOWTHAL £3,

& 2-95 [CLI Templates] > [System Templates - CLI] > [Core Layer-IOS]

Z4—ILF

EX:

[Form View] & 7'

Configure LAN Switch Universal Setting

Host name

LAN 24 v FDa=R_R—H LREDKRA N4 EANTTL £7,

IP Domain-name

FEEREHA AN (F v MrE 10 #EFTLR A A A DORWARD & 58K S
BB Cisco I0S Y7 h U =27 MERATAH. T 74V DR AL 4%
AL ET R AL B EREMOAFIN D XU D IO S5 &AIO

YA RIZANRNTLE S0,

SNMP-server community RO Simple Network Management Protocol (SNMP) ~D 7 7 & 2 &2 #a[+ 5 =

Ra=7 4 T BAXFINEHET D . SNMP —3 a3 2 =7 1 OFiH
IWoEEMT 72 A (RO)ZASNL £7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF



| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

# 2-95

[CLI Templates] 7 « —LF pzted W

[CLI Templates] > [System Templates - CLI] > [Core Layer-I0S] (# &)

Z4—ILF

Bl

SNMP-server community RW

Simple Network Management Protocol (SNMP) ~»O7 7 & X & FFR[4 5 2
Ra=7 4 TV RALFINERET HIZIZ.SNMP — a3 a=7 10
P JEEIABT 7'&7\7}%(RW) EANNLET,

Enable Secret Password

H &8 AICHE 51k A 32474 % 121% . [Enable Secret Password] =~ F % A /)
L/ i—g—(}

Username Admin Password

2—PLEHANRAT R 2 ANL ET,

IP Address of Tacacs Server

TACACS #—-D IP 7R L A& AL £77,

TACACS Key

A A F %z TACACS ¥ — N5k L TRREY £ 121X . TACACS R F — % A
L ET,

NTP Server IP Address

TV —a Rt OMoT A7 sy Takv Aoy 7O Z 5%
457D NTP +—2"D [P 7RL 22 AL £1,

Time Zone

B LWERFHE (DST) OERICHA T 2T 2 AL V=2 AN 7,

Hours offset from UTC

h TE R (UTC) 22 LN TV D E72lFEA TV D RFIE A BIR L £,

Minutes offset from UTC

B EMRREFR (UTC) BB TWD  FlidEA T D A AL 77,

Summer Time zone

HigHz AL £7,

Configure the Core Switch Global Settings

Loopback-1 IP Address

N—T RNy 7 1 DOIP TRLAZASL F1,

Loopback-2 IP Address

N—TF Ry 7 2DIP TRLVAEZATL FT,

Autonomous System Number

Fy MU =7 % FIHT5AMEY AT LE S AN LET,

Network Address

v hU—2 FRLRAZANL £,

Inverse Mask

Wiv A7 2 AN ET,

IP address of Rendezvous-point

S FF v AR T A DT SN BT - L OS5 5
YTFT—= RAYRRP)DIP TRV AZANL T,

Access List Number

TR VANEEEANLET,

Multicast Network

TNTXFXY AN XY NTU—ZDT KL 2% AL ET,

Multicast Inverse Mask

“NT XX ARNDWAIDOT KLV R ATILET,

Other Setting

MSDP Core Switch IP Address to
Configure IP Multicast Routing

SFEIFERRAALVHNOTRTOT T T — KA F(RP) I IV—T D~
T X ¥ AN EE A @AY 5 I2i%, Multicast Source Discovery Protocol
(MSDP) %= A 1L £9°,

Connecting to Distribution Layer

Port Channel Number

R—h FrxnrEFE e ANLET,

Port Channel IP Address

R—hk F¥2LDIP TRV A2 AL ET,

Port Channel Subnet Mask

<HR—hK F¥RxNVDOXy NT—7
< AU L L TER>

R—h Fx¥RNVDOY TRy b ~2 7 ANHLET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF




E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

& 2-95 [CLI Templates] > [System Templates - CLI] > [Core Layer-I0S] (# &)

J24—ILF EL)

TenGigabitEthernet First Interface | TenGigabitEthernet DD A v Z—7 = 4 ZFK S5 E2 AL £7°,
Number

TenGigabitEthernet Second TenGigabitEthernet ® 2 FHDO A v ¥ —7 = A AFKEBEE AL £,
Interface Number

Crypto Map Configuration-10S

TNA AT IPsec ZRET DL, 204 T ar#RIRLETIKE £ TV RAT 4 — L%
ELTHH. ZOT TV —FEaRETDOILENDH Y FT,29 752 &L TVPN ST /A R
WOHBF Y a— R TEET,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Crypto Map Configuration-10S] (Z& %
[Template Detail] @47 4 —/L FIZDOW T L £,

7 2-96 [CLI Templates] > [System Templates] - [CLI] > [Crypto Map Configuration-10S]

J4—ILE EX:

[Form View] & 7'

Crypto Map Action Cisco 10S BEZBEMETITHIBRT 547> a 2L 7,
Crypto Map Name W5~y 7 O4FTE AL £7,

Map Number W~y 7OEFEANTTL £,
1 ~ 65535 O#PHTHEAZ AT HLERH D £,
Map Type e~y D~y 7 % A7 (F#) ISAKMP 7°) 258K L £9,

e [Manual]: il  FEXF— AL 7 IF A ¥ —Fv kh ¥— =7 2F = P (IKE) %%
R=FLRWHDOR T DT NRARIHKH LTI T T 4w 7R LT 5 I oIy
23 FNARERET DHHEICDHBMIEETT,

e [ISAKMP]:ISAKMP (%, f v ¥ —%v F F—FHAOTZ7L —2U—7 &84l &
FaUTF s @Eorarm—ya IREOT v b a) R — 24U F9,

Map Description e~y 7OAE AL E9,
Crypto ACL e~y 7OPEET 78A VA NEADL T,
IPSec Peer e~y 7ICBEEN TS IPsec DET BRANLERIZIP TRV AZ AL F9,

Transform Set Name |5~y 7 THHTH KT 27 +—24 By M4 %&2 AT L £ ([Security] > [VPN
Components] > [Transform Sets] (2-92 ~<—) & M),

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |



| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

DNS Configuration-10S

Cisco IOS TRA ATR Ay F—Ah VAT A(DNS) 2R ETHICIL,. 20T v a v &l
HL E£7,
WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [DNS Configuration-10S] {Z& % [Template
Detail] ®%& 7 4 —/VRIZOWTEHHAL £9°,

& 2-97 [CLI Templates] > [System Templates - CLI] > [DNS Configuration-10S]

Z4—ILF B

[Form View] # J

Add DNS Servers BN 2% DNS f—2& =D IPv4 7 R L A/IPv6 7 R L A% ASTL 7,

BEOT RV AZIRET 2581 0 ~TXEY £77,

FORAANHFAT S DNS =8 1 S FOHAIE BYOT FLARBESHLET,
Remove DNS Servers  |}if&4 2% DNS *—24 #—30D IPv4 7 KL Z/IPv6 7 KL 2% AL %7,
BEOT R AZBETL2HAIE. I~ TRYD 77,

Remove Domain Name |k 2 1 U4 ZHIBrT2121X, 2047 > a v 2@IRL £3,

W Z A 204 1E [No Change] Z iR L £,

Domain Name B2 DNS %—2A —_0D IP 7R L 2% AN L 7,

BEOT RV AZBET 251X 0~ TREY £7,

Domain Lookup IP DNS R—ZADHKRARNLINDLT KL ANDOEBRE TN E I3 EHCT HEA IR
£,

EH &Mz 720415 [No Change] 23R L £9°,

CLNS NSAP CLNS NSAP A7 v a v 282 FI3 BT H5EE . H DV IEFETFEMZ 2 WA
BRLET, 2O T ar 2G0T 5L BELT CLNS NSAP v 7 v 7 A%
Fio,34 » ;i CLNS (Connectionless Network Service) 7 & k =L &L — & 23 i &
RS TP D X ) IZEMES Y £ 7,

EW &Nz 720415, [No Change] Z#R L £9°,

OSPF OSPF (Open Shortest Path First) 7' v b 2/b 47> a VA HNE 23T 554,
HDHVIIEFE EIMZ 72 WGEIGERIRL £97,

EH &Mz 720415 [No Change] Z3#R L £9°,

Domain List Action RAAL VAN ZBIMEZITHIBRT 256,00 WITERE LM 2 WGEITRIRL £7,
EW &Nz 720415, [No Change] Z#R L £9°,

Domain List REERRRA DB ETERCT D0 BEED Y X MTBEMTHITE N A A2 AL ET,
BEDOR AL T ~TRYIY £,

KAOE VA RIIR AL L ORNHZANIZNTL TS0,

DNS Configuration-NAM

NAM 57U FRALZATR ALY x—h AT LDNS) ZRETHICIZ.ZOFF g
PAEHL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [DNS Configuration-NAM] (& 5
[Template Detail] ®4~7 4 —/L K IZOW T L £9°,

& 2-98 [CLI Templates] > [System Templates - CLI] > [DNS Configuration-NAM]
J4—ILF EE

[Form View] & 7'

Add DNS Servers B4 2% DNS 2—24 —130 [Pvd 7R L 2% AHL £9,

BEOT RV AZEET 258X 1~ TREY £7,

FNA ANHAT S DNS =03 | ST OBAIT BHOT R L ANEEBS L ET,
Remove Domain Name | K X 1 v 4 ZHIBRT H121E, 2 OA4 7 a V&2 RIRL £,

Domain Name HIBE3 25 DNS *—2A& =D IP 7L 2% ANL £7,

BEOT RV AEET D2HEIT. 0~ TREY £77,

Disable Name Servers | K XA > F— LA H—NEEHICT HEHAITEIRL 97,

DNS Configuration-Nexus

Nexus #7 3V TNAATR ALY F7—5 VAT A(DNS)ZHET HITIX. ZOF T3
ZRERAL 7,
D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [DNS Configuration-Nexus] (Z& %
[Template Detail] ®% 7  — /L RIZOWTHBAL £,

Z* 2-99 [CLI Templates] > [System Templates - CLI] > [DNS Configuration-Nexus]

J4—ILE eA

[Form View] # 7

Add DNS Servers BT % DNS 2—2A $—20 IPvd 7R L Z/IPv6 7KL 2% AN L £,

BEOT RV AZRET 251X~ TRE Y 7,

FRXA ANTATH DNS =08 | ST OEAIT HKDOT L ANREESHET,
Remove DNS Servers |#|9 2% DNS k—2 H—D [IPv4 7 KL Z/IPv6 7 R L 2% AP L £,

BEOT RV AERET L2583 0 ~TXEY £77,

Remove Domain R AL EHIRTDICIE. 20F 7o a 23R L £,
Name
Domain Name B4 % DNS 2—2& —_"D [P 7RV 22 AL FT,
BEOT RV AEZBET 256X 1~ TREY £7,
Domain Lookup l;f?PNS N—=ZADKRARNENSET KU ZA~DOEWEZFNETITENCT 55618

B EMZ 720413 [No Change] 23R L £7,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

& 2-99 [CLI Templates] > [System Templates - CLI] > [DNS Configuration-Nexus] (# &)

J4—ILE A

Domain List Action RAAL URANEZBMELITART 256,52 WVIFEREEZMZ R WIGEEITEIRL £7,
EHEMZ 720413 [No Change] 23R L £7,

Domain List REERRRA N R T D0 BED Y X MZBMTHITIE N AL A2 AN L ET,
BEDOR AL 21T ~TRED £,

ROIOE VA RIIR A A AORIZANRNTL7ZE W,

%II':

Distribution Layer-10S

T 7+ —bDHRELAN AL v FDO2=NR—PILRETAANIE2— 3007
O— N LBREEITWT AL ZET 782 LAYEB L LAN =27 £7-1% WAN /L — & T8k
TAHIE. 20X T a AL £,

DT, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Distribution Layer-10S] (2% % [Template
Detail] ®4% 7 4 —/VFIZOWTHBAL £9°,

& 2-100 [CLI Templates] > [System Templates - CLI] > [Distribution Layer-I0S]

J4—ILE EEX;
[Form View] & 7'
Device Type BIRL T ANAR B AT ICORT T — N ZRERL £T,
i EHLORBEEZEETAIT-O. 207 4 — LV RIImRELZWNTLSIEEN,
Device OID BIRL 12T NA X OID ICDAT T — R ERBEAL £7,
T EBHLEOMBEEZBT D, 207 4 — L RIERELRNTIES N,
Switch Number AAy FEGEANILET,
LAN Switch Universal Configuration
Host name LAN A4 v F D= =P VB EDKRA NG E AL ET,
IP Domain-name IEERERA AN (N v MMEE 10 #EERFLRN A A B DIRWAR & S8R S

B57-012 CiscolOS V7 T =7 B™ERATEH. T 7 AL NDR AL 4%
ANTLET, R AL L EREMOLTIN D XY D 2D SN D HRIO
U RIZANZWNTLLZEE N,

SNMP-server community RO Simple Network Management Protocol (SNMP) ~®D7 7 ¥ 2 & # 0+ % =
Ra=T 4 TI7RALFINERET H . SNMP $h—8 a3 2= 1 OFisk
BOEHTZ7E8ARO)ZASL ET,

SNMP-server community RW Simple Network Management Protocol (SNMP) ~D7 7 & X & # 74 % =
Ra=T 4 TV BALTINEFRET DITILSNMP —N 23 2=7 4O
WHIY JEXALT 72 A RW) # AL T,

Enable Secret Password H &R 51k % 32173 5 (21%. [Enable Secret Password] =~ K Z AJJL
7,

Username Admin Password a—YPHEFRRT— R 2 AL £9,

IP Address of Tacacs Server TACACS +— D IP 7RV 2AZ AL F£7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8
& 2-100 [CLI Templates] > [System Templates - CLI] > [Distribution Layer-10S] (# )
J4—ILE Bl
TACACS Key A A v F % TACACS H— N2kt L CERRET % 121X, TACACS fb% ¥ —% A
L ET,

NTP Server IP Address

TNV r—2arREDMOT AT Ny 7 TakvA0r oy 7 ORI EIRE
FTAHEDIZNTP =D IP TRV RAZ AL F9,

Time Zone

B LWERFHE (DST) OZRICHEA T 2T A AL V=2 AN 7,

Hours offset from UTC

o E MR (UTC) 22 HIEBAL TV D 0T EA TV DRI 2 I L 97,

Minutes offset from UTC

B EMAREFE (UTC) BB TWD  FlidEA T DI A AL 77,

Summer Time zone

HigHz AL £7,

Distribution Global Settings Configurati

on

Loopback-1 IP Address

N—TR_y 7 1 DOIP TRLAZASNL F1,

IP address of Rendezvous-point

2T XY AN T—HOEE T EZ DT G E L THEET S T v
FT— RAFRP)D IP 7RV 2E2ASNL F3,

Multicast Network Address

“NFFXFXY AR XYy R T—TI DT R AZANL F9,

Network Address

v hU—27 FRLAZASL £,

Inverse Mask

W~ A7 DT RV A& AL ET,

Autonomous System Number

Xy MU= 2 —FITHMT OBHRV AT LAESEANLET,

Other Setting

Access List Number

TR VANEFEADL ET,

Connecting to Access Layer

Data VLAN

:L**"féEEFZF 774 7 DHEMRET HIZIE. T —4 VLAN le)‘]biff

Voice VLAN

PEFE LD IP & f-?b774/7a’:fﬁx@é¢67&ﬁxf~b%ﬁw
Hi %7 VLAN # AL £,

Management VLAN

Ty hT—=7THEASND IP 7RV AEMEZRE, =4 BEh BIOEH
T 57D DEH VLAN # AL £,

Unused VLAN for Hopping

Ry 72l RKMEMO VLAN #5147 47 VLAN &L TASL
£

Channel Group Number

EtherChannel A > % —7 = A 2% EtherChannel 7' /. —7
ETAHCE . Frr)V IN—TFFE2 AN L £7,

(ZHID B TTRR

Interface Type

RryFHET AN A =T AR AT 2RI £7,

TenGigabitEthernet First
Interface Number

TenGigabitEthernet DHKRAIDO A > X —T = A AFHZE AL 7,

TenGigabitEthernet Second
Interface Number

TenGigabitEthernet ® 2 HEHEDO A L ¥ —T7 = A AFZE AL 7,

DHCP Server IP Address

v hU—27 FARALRZIP 7RV 2%&2%0) 4T3 (2%, Dynamic Host
Configuration Protocol(DHCP)®» IP 7 KL & AL 9,

Data VLAN IP Address

7 —% VLAN @ IP 7KL 2% AL 7,

Data VLAN IP Mask

7—% VLAN ® IP ~ 227 % AL £,

Voice VLAN IP Address

%A VLAN @ IP 7RV 2% AJJL £,

Voice VLAN IP Mask

%7 VLAN O IP ~2 7% AHL F75,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

& 2-100 [CLI Templates] > [System Templates - CLI] > [Distribution Layer-10S] (# )

J4—ILF EiEA

Management VLAN IP Address ¥ VLAN @ IP 7RV 2% AL £9,

Management VLAN IP Mask ZH VLAN @ IP ~2 7% AL %9,

Connecting to LAN Core or WAN Router

Port Channel Number A=K Fr¥xNVEFEANNHLET,

Port Channel IP Address A=K FxxLDIP 7RV AZ AL F7,

Port Channel Subnet Mask A=k FrxLOYV Ty b 275 AL ET,

Network Address Py hU—7 TRLVRAEATILET,

Network Subnet Mask Xy hNT—=T DY T 3y b ~A 72 AHLET,

Interface Type ReyFZ T VRN E—T oA A XATERITNL FT,

Start Interface Number LAN =27 £721% WAN L —Z ICHRT D712 DBRIGA 0 Z—7 = A ZA&K 77
AL ET,

End Interface Number LAN =7 £721% WAN V=2 TR T 5120 DT A 4 —T7 = A ZF 77
AL ET,

EEM Environmental Variables-10S

Cisco 10S 534 2 Embedded Event Manager(EEM)TCL 227 V7 F R —iZL->T
A S5 EEM ORBEEREZHRET DT . 2oF T v a2 HAL £7,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [EEM Environmental Variables-10S] (Z&
% [Template Detail] ®% 7 4 —/L RIZHOWTHBHAL £,

Z 2-101 [CLI Templates] > [System Templates - CLI] > [EEM Environmental Variables-10S]
J4—ILE EX:
[Form View] & 7'
Action WONWTNNE TR £,

e [Add]:1 DL EDOEHEZEML 7,

FoiZ

e [Remove]:1 2L EOE#ZHIRL £,

Variable Name BEDOLFH NS L F7,
R

my_counter

—EIZRK 5 DOEEEERTE 5,
Variable Value BEOMEE AL F7,

1 :

15
TN T EH my counter OfHIL 15 (2720 F9°,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

S

RS oDBKA L ERIEE AN TE £9.6 S EOBEA L EEANT BICIE. TS
L — M2 HERBETILNEND Y £7,

Embedded Event Manager Configuration-10S

Cisco I0S 5734 2 Embedded Event Manager(EEM) 27 U 7' ks £721X7 7L v b ZRE
THFX. AT arEHAL T,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Embedded Event Manager
Configuration-10S] (& % [Template Detail] ®% 7 4 —/L R IZOWTHBAL £,

Z 2-102 [CLI Templates] > [System Templates - CLI] > [Embedded Event Manager Configuration-10S]

J4—LE EE

[Form View] & 7'

EEM Configuration Action A7 VT NERIET Ty b B E IR E AR T 5 1213 [Register] 72

1 [Unregister] &38R L £,
EEM Configuration Policy Type | U —& L T [Script] £7-1% [Applet] DWFhhnz IR L £,

RV — FATLLTARAZ VT FEBIRLZHEAIZIROT 4 — L RIZAS
L\i—g—o

e Create New Directory

¢ Directory Name
e Enter the Server Name

e Enter the Script File Location with Name

NI —= ZATLLTT Ty FE2BRLEGEITROT 4 — /L RICAT
L/ i—g—o

e Enter the Applet Name

e Enter the Applet File Content

Create New Directory A7 VS Neab—3257 A AHLWT 4L 7 U EERT 2561%.
IOFTvarEd AL ET,

DT =y IRy I AEA T 5 & [Directory Name] 7% 2~ Ry 7
AR EL AN EZHFEHL THLWT 4 L7 MU BSMERS I ET,

Directory Name T ANERBETOILENRS LT NNAALEDT 4L 7 b U Ot X A% AT
Li—g—o

1l :

diskO0:/Testing

ZIZTIELAISKO NX—=TFT 4 a D FOTANALAZH LT L7 YD
Testing ERK S IV E T,

AIVT N Ty ANEAE—FT DN BRLIZT 4L 27 b VICHRRE
WD Z LR L TIIZE,

e

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

& 2-102 [CLI Templates] > [System Templates - CLI] > [Embedded Event Manager Configuration-I0S] (# &)

Z4—IJLK % EA
Enter the Server Name TFTP — &% AL £7,
F 27V 77 A0k TFTP &7 VX N TR FRETH 2 LN
HYET,

Enter the Script File Location FTNRAACERTATEDICAZ ) P 2T v 7 a—R4T57 7 A IVOEFT%
ANTHF. AT a v EEHL £,

MRS INA LT 7 A NGB AT HRERH Y £7,
F ORETELAZUT N Z7A0F 1 D2 TT,

Enter the Applet Name EEM O &7 7+ a v & LT [Unregister] Z#R L725H81E. 7 7L v b
LB ANTTLET,
Enter the Applet File Content EEM O#ET 73 a3+ & LT [Register] ##IRL 7258127 7L > b

TrANDaALrTYEATLET,

Enable Password-10S

HIME R AT — R (Fidv—72 by b RXRAT—RZEEL,Cisco IOS 7/3A1 A TA X —T )L
T—RICADIIX. 20T v a v 2HEHALET,
kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Enable Password-10S] (Z& % [Template
Detail] ®%& 7 4 —/VRIZOWTEHHAL £9°,

Z 2-103 [CLI Templates] > [System Templates - CLI] > [Enable Password-I0S]

Z4—ILF e

[Form View] & 7'

Action I ARRT =R EHHETTENCT 258 . H5WVFER LM RVISEEICZ 04T

VaraEIRL £,

EHEEMZ 720413 [No Change] 23R L £7,

Enable Password | H{b AT —K&E#AHL ET,

Password Level HIMERAT =R DOL L ZHRELET,L-UbiE 1 ~ 100 OfPFATIHRETE £,

Cisco 10S F A 2D NAT—R ZHEZL Th . Cisco [0S FAA 2N A 3 —T )L
EFE—FRZRNR2NTED ANMEIAT =R b A FX—T )V =7 by b NAT—R b HEYIZ
LARWZ EZ2BRHIOLET . TR ALY —)L RAT—R R HLEEICDOIR, ZNEITH
ZEMTEES,

[Common Parameters] ~2A > THZt/S 2T — R |2 [No Change] Z3&# L . [10S
Parameters] X4 > TA X —7 /L v — 27 L v Z [Disable] Z#IR L 755137 34 AEB X
VI LTy y ) T—=ER=ZADA F—T ) =Ly h RAUV—RKPREHFINET,

[Common Parameters] X > CHBML /N AT — K |Z [Disable] 3 L . [IOS Parameters]
NRA L TAF—T ) v —27 L vy M2 [No Change] Z1RIRL =B B1X. T AL AB IO/ LT
YT T I R=ZADFYN AT — B SET,
Encrypted NRAY =R EZWSALT HITIE,. 04T g v 2RI £7,

Secret Action V=L vk RRAT—REFRELITEDCT L2565 HDWVIFEELMA2WIISHAICZ
DA T g BRI £77,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

& 2-103 [CLI Templates] > [System Templates - CLI] > [Enable Password-10S] (# &)

Z14—ILF SR

Secret Password v—JLb vy bk RRAU—REANL FT,

Level NRAT—R LV ERELET, I~ 150 LV EIEETCEET,
Encrypted RAT =R EZREBLT AT, 2047 a v 2@IRL £,

GOLD Boot Level and Monitoring Test for Catbk Devices-10S

TV ROEEL NV EE=HY 7T A% Catbk 734 A ETRET DT ZOA
varafHLET,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [GOLD Boot Level And Monitoring Test
for Catbk Devices-10S] (2% % [Template Detail] %7 4 —/L N I{ZHOWTHAL £9°,

Z 2-104 [CLI Templates] > [System Templates-CLI] > [GOLD Boot Level and Monitoring Test for Cat6k Devices-I0OS]

F4—ILF

aEA

Gold Boot Level Configuration
Action

Ty arEAIT A1 [Enable]. 7 7 V3 v B ELICT BT
[Disable] ZERL 9,

Gold Bootup Level

EEL AL SERICRET D121 [Complete] EFN L~V 2 /MR ET D
1Z1% [Minimal] % 38&4R L i@‘

GOLD Monitoring Test Action

RONWTIhEA L 7,
e [Addinterval]: kg & BML 3,
e [Nointerval]: @ %EML £ A,

T—=NVRDE=HX VT TANDOT 73 a NIEFREMZROVEEI1E [No
Change] # IR L £79°,

GOLD Monitoring Test Module
Number

BINLETARAAZANOT A ROE=F Y7 FRANDEY 2a—VEBZEA
NHLET A ~TRED E EHDOEY 2 — NV FEFEASTEET,

Tests Details Action

ROWTNNEA AL T,

o [AN: T RTOBWMTANERETEDLHLIICLET,

o [Testnames]: 7 A M ZFETANTELHLIITL £7,

o [TestRange]: /79757 A MO&EFHEANTEDLIICZLET,

Test Names

= TREYD EBEOT AN EANTEET , D ~vDMIZARN—R %
ANRNWTLEE W, 7 73 3 [Testhames] DA, Z D7 4 —/L R
HTT,

Range

TARNGHAEANL .7 7> 3> [TestRange] OHE . Z D7 4 —L R
ITMETT,

No. of Days To Configure Health
Monitoring Interval

TNARATT AN EFETTLDETOHEREANL £, BEITIZ 0 ~ 20 OfE:
BOMEEZ A TEET,

Begin Time To Configure Health
Monitoring Interval

T AN ZRITT DHE LR 7 EAMTANL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[CLI Templates] 7 « —LF pzted W

& 2-104 [CLI Templates] > [System Templates-CLI] > [GOLD Boot Level and Monitoring Test for Cat6k Devices-lI0S] (# )

J24—ILF EL)

Configuring Health Monitoring TANEFITTLHIVREMOBEEEZ AL ET T 0~ 999 OFEEOHE
Interval in Milliseconds B ANTITEET,

Enable/Disable Health DWW EL 2L £7,
Monitoring Diagnostics Test o [Enable]:~v 2 £=5 Y7 F AL &AL £T

e [Disable]: FEITL TWA~NNZRE=LY 7 FTAZEIEL £,

NNVAB=Z YT TANDT 7Y a VICERENZ WA IE [No
Change] Z®INL £,

GOLD Monitoring Test for Non Stack Devices-10S
TNV RDE=Z YT TANEHERAZ Y7 FTALALETHRETHICIE,. ZOF T a v 2ff
ML %,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [GOLD Monitoring Test for Non Stack

Devices-10S] 12®% 5 [Template Detail] &7 4 — /L RIZOWTEAL £97,

& 2-105 [CLI Templates] > [System Templates - CLI] > [GOLD Monitoring Test for Non Stack Devices-10S]

g&

Z4—ILEF BA

Non Stack Health Monitor WDONTNNEL I L £9,
Action « [Addinterval]: FIFa 2 B L £,
e [Nointerval]: Hk#EZEML £ A,

ALY T ~NNVAT=HZDT 7Y a L IIEREENZ72WEATE. [No Change] &
BIRL £,

Non Stack Tests Details Action Yk W$Fnnas 42l £7,

o [Al: T _XRTOZWTARNERETELHEIITLET,

o [Testnames]: 7 A N % FEITCANTEZHLIICLET,

o [TestRange]:EfT+ 57 A hDFiHE AN TEDLLIICL £,

N
FOFREO 7 4 — L R OFTBIZHONWTIT. FE 2-104(2-128 X—) ZHBMHL T E W,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

GOLD Monitoring Test for Stack Enabled Devices-10S

TNV RDE=H VT TANEBEAL y IRIGETNAALTHRETDHIZIF.ZOF T ar %
AL £,

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [GOLD Monitoring Test for Stack Enabled

Devices-10S] 12& % [Template Detail] ®%7 4 —/L FIZHOW T L £,

Z 2-106 [CLI Templates] > [System Templates - CLI] > [GOLD Monitoring Test for Stack Enabled Devices-10S]

Z4—ILF A

Stack Health Monitor Action WDOWTNNEF Izl F9,

» [Addinterval]:[ffEZBML £9,

e [Nointerval]: @4 EIL £ A,

APy I NVAFTZZOT Iy a NIEREMZ WAL [No Change] %

BN 7,

Stack Health Monitor Switch |24 v F ID Z AN L T H-DAA v F ID 2 AN L7 EHOAL v F

Id(s) ID #h > ~TRUI>TANLEY TEETH 1:ID2 DAL v F2EDDE
AIE2 EANLETH2:ID3 & 6 DAA v TFEEHLEAIE 3,6 EASL
F7,

Stack Tests Details Action WKDONTNNE AL L F£9,

o [A]: T RTOBMTAMNEHRETEDHLIICLET,
o [Testnames]: 7 A N4 &Z FETANTELLIITL £T,
o [TestRange]: FEIT7T 5T A D#HAEANTES LIl £,

)
F o ORRO T 4 — A FFBIZ OV T & 2-104(2-128 X—) 2L T EE W,

HTTP-HTTPS Server and WSMA Configuration-10S

TNAATHTITP 7 7 2 A %% E L  KIZ WSMA B8O VPN OMRELXRET 5121, 20
TrarEMEHL T,

D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [HTTP-HTTPS Server and WSMA
Configuration-10S] I2#% % [Template Detail] D&~ 4 —/V R IZOWTEHAL £,

# 2-107 [CLI Templates] > [System Templates - CLI] > [HTTP-HTTPS Server and WSMA Configuration-10S]

Z4—ILF A

Server Action FNRAATO HTTP £721% HTTPs O 7 7 ¥ A% A £ 1213 E\NT D47 2 v &%
WLEFT P —OT 7 a ZEEEZMZ WAL [No Change] 2R L 77,

Port Number HTTP £721% HTTPS ¥ — O AR— &5 % 1024 ~ 65535 £ CTOFFATHEEL £7°,
774/ s® HTTP R— &=L 80.7 7 /L~ @ HTTPS &R — ~FHI1L 443 CT9,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF



| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

# 2-107

[CLI Templates] 7 « —LF pzted W

[CLI Templates] > [System Templates - CLI] > [HTTP-HTTPS Server and WSMA Configuration-10S] (# )

Z4—ILF

A

Authentication Action

A FRAEANELITENCTAF S a v BRIR L FT . HADOT 7 a TEEEZN
Z 72V E 1% [No Change] Z#R L £9°,

Authentication
Method

RS XA IR £7,
e aaa
e Enable
e Jocal

e tacacs

Access List Action

TI7RAVANEANELITENCT 2L T a 2B RLEST. 778X VAMDT
Jva ICEREMZ WS IE [No Change] #3&RL 9,

ACL Number/Name

FFRHT27 78X arbe— URANOEFELIFLEIEANLET . 7 27EA U XL
DFEIL 1 ~ 99 ITTHMLERH D £,

WSMA Action WSMA 77 v a v RN ETITERNCT 247 a2 RLET WSMA DT 7 v =
NIEBEIMZ 720 GE 1L [No Change] &R L £,
Cisco 10S /34 A2(Z [HTTP-HTTPS Server and WSMA Configuration-10S] 7> 7L —k
AT DX ROFIREZFEITL 7,
TUTL—bMIZ2ODA VAL AEERLET, DEY FHELET TV — b EmEL. T
DT 71— % HTTP-WSMA-For-ISR-ASR-Series & L T(WSMA 2 6%h/#5 & L <)
RELHE. 20T 7L — b EHNOARTTREL TRIFTE £,
N

i ISRUISR-G2.BELWUASR v U —ADN—ZEHBTIHHLENDH O £, ZDMDIL—ZD
[WSMA] #~7+ a > % [No Change] ®EFIZL TLEE WY,

MAC Trap Configuration

SNMPvl F£721% SNMPv2 OMAC EHI N7 v 7% AL v FTHNTT DX, ZOF T v =
vEREHL T,
WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [MAC Trap Configuration] (2% %
[Template Detail] @47 4 —/L FIZOW T L £,

& 2-108 [CLI Templates] > [System Templates - CLI] > [MAC Trap Configuration]
Z4—ILF BTLL
Device OID BIRL 12T NA X OID ICDHT T — R ERERAL £7,

3 OEBEOMEEBRTFATED . 207 4 — L RIERELZWVTLE X,

Notification Interval

NTy T ORMREZ 0 ~ 2147483647 OREALTASL £,

Host Name/IP
Address

NIy FZEMORANLERIZIP TRV 22 AL ET,

SNMP Community

SNMP vI/V2¢ 2R 2 =7 4 LFHNE AL £,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |
W [CLITemplates] 7 1+ —JLF O &8

& 2-108 [CLI Templates] > [System Templates - CLI] > [MAC Trap Configuration] (# &)

Z4—ILE EiEA

UDP Port NIy 7 EZESTSH UDP R—FEFES% 0 ~ 65535 O#HFHTANDIL £9°,

Interface Range NSy P EBRETAOULENRLDIA LA —T oA A FEETAF—T = A4 ADHME AN
L\i—g—o

Mediatrace-Responder-Configuration

DT, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [-Responder-Configuration] (2% %
[Template Detail] @4~ 4 —/L FIZDOW T L £,

& 2-109 [CLI Templates] > [System Templates - CLI] > [Mediatrace-Responder-Configuration]

Z14—ILF BZL

Name Ty —bhOARTERHUER) Z AL £7,

Description

Tags 7% 1 DLLEATLET,
TUTV =D N—=TNFTE T BB L ET T T — M T R T D HIEE RO 2
HBYHY ET,

o TV L —NDOERKFIZY 7 EBERT D,
o F7=iX.[Template] BB N—D FiZH D [Tag)l 7T A 2 2EHT 5,
Device Type |[Routers] Z#R L £,

OS Version 3R L 7=FNNA A ZATFD OS N—T a2 AN ET, 2T KDOFITTRT R/ Cisco 10S
NV a VURICT D BERDH Y T 207 4R EEAOEEIT D L BERL 12T /3A 2
B AT BT VKRR T R TCOEAT (T 7 IV /v )R/ 2 AT )MNEREINFET,

Medianet-PerfMon

Medianet D7 3 —~ 2 A F=H VT EARETHINE. Z0A T v aryzAL £,
[Form View] # 7?7 4 —/LVFIZCLI 7 7L — kO E L THEET 5720 fETE 8 A,
D F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Medianet-PerfMon] (2% % [Template
Detail] 7 4 —/V RIZOW T L £,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |




| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[CLI Templates] 7 « —LF pzted W

Z 2-110 [CLI Templates] > [System Templates - CLI] > [Medianet-PerfMon]
J14—ILF B

Name Tr7L— b OARTERUER) 2B EL £7,
Description

Tags 27 % 1 DLLEATILE7,

T = DI N—=TNNIH T EER LT, T —NIE T RERT LS
EIT RO 280 H0 £,

o TV VL —NOIERKRIZ Y 7 2T D,
o F7ziX.[Template] LB N—D FiZH D [Tag] 7 A 2 2EHT 5,

Device Type

Medianet PerfMon & A#MDH LT XA ADH AT Ry TXx T JA NS
1 DR L £,

OS Version

BIRL7ZF AR ZATD 08 A= a3 v & AN L ET. ZAUE KO RISRT R
Cisco 10S N— 3 VBT B L ERH Y £T, 207 4 — LR 2%EADE EI0T
BLBRLET AL A ST BT YICKHATRERTRTOEALF (7 73V /v
V=R ATV RERSNET,

Flow Exporter Name

BN =542 Z 47D NetFlow = 7 AR — & D4 Hi, Z L CFOESTT

(#5] : EXPORTER-1) o

Flow Exporter Address

Prime Infrastructure #—/3X® IP 7 K L X,

Flow Exporter Port

NetFlow E=4# N>/ AR —F SN T—F2%ET LR — b, EEEZT 28024
FENRIRVRY (T 7 40 D 9991 R—FEZEHL £,

Performance Monitor
Name

Ta— LTI AR—EINLT—HEX ¥ v/ 35 Medianet Performance Monitor
D44 AT (] : MP-MONTTOR-1) 6

Interface

NetFlow 57— 2 % F =2 T 5T XA A LD A Z—T = A4 ZADL T (il ethernet 0/0),

Flow Monitor Name

TH— T AR—ENLT—XEX v v 795 NetFlow €= % D4 Hi(H:

FLOW-MONITOR-1) o

RADIUS Configuration-10S

10S 734 ZIZH—® RADIUS A A k £721% RADIUS 7V —7 % & ET DL, Z DA
varzMLET,
WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >

[CLI Templates] > [System Templates - CLI] > [Radius Configuration-10S] 125 5
[Template Detail] ®4~7 4 —/L R IZOW T L £9°,

& 2-111 [CLI Templates] > [System Templates - CLI] > [Radius Configuration-10S]
J4—ILF B

Radius Group Name RADIUS 7' Vv—74% AL £7,

Shared Key RADIUS V—_"DOEFEB LUK 5% —%2EEL £,

Verify Shared Key

BREM OF — 248 E L £7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [CLITemplates] 7 1+ —JLF O &8

#2-111

[CLI Templates] > [System Templates - CLI] > [Radius Configuration-10S] (# &)

Z4—ILF

Bl

Server name or IP Address for
Radius Group/Host

RADIUS #— Z V=7 /7R A ® DNS £ £721X 1P 7 R L XA,

H—® RADIUS R A b Z AT 58132 RDT 4 =V E DRI ATTT D4
R0 £,

¢ Shared Key

e Verify Shared Key

e Server name or IP address for Radius Group/Host
¢ Authentication Port

e Accounting Port

¢ Enable for 802.1X / MAB AAA

¢ Enable AAA for Web Authentication

Authentication Port

uunﬁg;kﬁ%(DT ]\%ﬁ%‘? Liﬁ‘ouunﬁﬂ%k773'7/7‘/l'/7ﬂ%@f‘—
l\%’éﬁ :t[_l WCCEFEFAAR—FEZN 0 ICHREINLTNDIEE.ZDHRA
]\ uun fﬁ’iﬁﬁéﬂiﬁ/\/ 7‘71‘/V}\@nupﬁf— h%ﬁi 1645 VC#

Accounting Port

TH T 4 T ERHAOR— N EFEZRELET it ET I T 4
VI HOR— N ESIEREICTEERA AR FEEN 0 ITREINTWD
B FORANIT AT T 4 I ENEE AT 7L NDT Y
YT 4T R—EFIL 1646 TY,

Server name or IP Address for
Radius Group Only

RADIUS #—» 7 v —7® DNS 4 F72 X IP 7 KL &

Authentication Port

uunﬁg;kﬁ%(DT ]\%ﬁ%‘? Liﬁ‘ouunﬁﬂ%k77v'7/7‘/l'/7ﬂ%@f‘—
l\%’éﬁ :t[_l WCCEFERFAAR—FETDN 0 ICREINLTNWDIEE.ZDHRA
]\ uun ffﬂ%éﬂiﬁ/\/ 77j‘/vl\@nunﬁj«‘— l\ﬁﬁi 1645 VC#

Accounting Port

77’7?/74/7%*%0)73—F%‘éﬁ%?ﬁﬁbiﬁ”ouwﬁﬁHETﬁﬁ/74
VI ROR— R EFIIFEAICTEEEAAR—FESN O ICREESNTVD
BEFDORANIT AT T AV TR ENERA T 74V DT Ay
YT 47 R—NEEIX 1646 TT,

Server name or IP Address for
Radius Group Only

RADIUS #—" 7 v—7®D DNS 4 £721L IP 7 R L *Z,

Authentication Port

utunﬁg;k)ﬂ@j_'—l\ﬁﬁ%? Liﬁ'omunﬁfﬁk')’ﬁ?/T%/?ﬁﬁ@T‘—
I\%'éﬁ :il_J WCCEFEFAA—IEEN 0 ITHEINTWVDLE . EDKRA
[N utun \—fﬁ)ﬂéﬂi'@/\/ 772‘/1/%0)%.:1‘15‘\]‘“— f\%ﬁi 1645 Tj—

Accounting Port

77’7?/74/7%*%0)73—Fﬁéﬁ%?‘ﬁﬁbiﬁ”oamaﬁﬁ9:777'7/74
VIHOR—=FBESILIE I TEEREAAR—FEEN 0 ICRESNTWS
BEFDORANIT AT T AV TR ENERA T 74V DT Ay
VT4 R—NEEFIX 1646 TT,

Server name or IP Address for
Radius Group Only

RADIUS #—/" 7 v—7®D DNS 4 £721L IP 7 R L *Z,

Authentication Port

mu.ﬁgikﬁﬁ@ﬂ‘~l\%§ﬁ%§:? ELET RMRHET I T 0 THOFR—
I\%'é'ﬁ :iI_J WCCEFEFAA—IEEN 0 ITHESNTWVDLLE . ZDKRA
[N utun \—fﬁ)ﬂéﬂi'@/\/ 772‘/1/%0)%.:1‘15‘\]‘“— f\%—?ﬁi 1645 Tj—
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[CLI Templates] 7 « —LF pzted W

& 2-111 [CLI Templates] > [System Templates - CLI] > [Radius Configuration-10S] (# &)
J4—ILF B2l
Accounting Port THAD T AT ERAOR—FESEZRHELET M ET Y T+

VI HOR—=FEFIEIR I TEFEFEAAR—PFEFE TN O ITHREINTND
GENEDHRANIT AT 4 TIERAESNETA T 7NV NDOT HY
VT4V R—hEEFIX 1646 T,

Server name or IP Address for RADIUS +— X 71 —7® DNS & F7-ix IP 7 KL &

Radius Group Only

Authentication Port ubnﬁ%;k%@f FEFERELET RiFHET AT 4 T HDOKR—
l\%’éﬁ :t[_l ICTCTEFHAAR—PIEZE SN 0 ITERTENTWBIEE. TDERA
]\ uun ffﬂ%éﬂiﬁ/\/ 7‘7j‘/vl\@nupﬁj«‘—l\$7ﬁ‘i 1645 VC#

Accounting Port 77’7?/74/7%51@!%@2“\—b%‘éﬁ%?ﬁﬁbiﬁ“ouwﬁﬁHETﬁﬁ/74
VI HAOR =B FIERE I TEETFA AR IE TN 0 ITHRESNLTWD
BEFDORANIT AT T AV TR ENERA T 74V DT Ay
YT 47 R—NEEFIX 1646 TT,

Enable for 802.1X / MAB AAA  [802.1X 35 L1 MAB i D AAA 2 BN E 7213 5 =D TN B A
TvarEBEINL £97,

Enable AAA for Web Web ~— 2 DFEE (WebAuth) FH D AAA 2B FE - 13N T S -0 I 0B
Authentication AT a B EIRL 9,

Reload Configuration-10S

Cisco I0S T RA 2%V —R$2120I. 204 7T a v 2EHL £,

kD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Reload Configuration-10S] 2% %
[Template Detail] ®% 7 4 —/L FIZHOW T L £9°,

& 2-112 [CLI Templates] > [System Templates - CLI] > [Reload Configuration-l0S]

J4—ILF E L

Do not Save config before reload |V o — N OFICHEFIRGELEWEASIC. Z2OF T arE 40T,

Enter time to wait after reload Vo —RNBOSEER 25BN TADL 7,

Reload Configuration-NAM

NAM A4 2% e —R$25IF. 2047 a 2L £,

WD F T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Reload Configuration-NAM] (2% %
[Template Detail] ®4~7 4 —/L R IZOW T L £9°,

#* 2-113 [CLI Templates] > [System Templates - CLI] > [Reload Configuration-NAM]

.'E-EI;

Z24—IJLF B

Enter time to wait after reload Vo —RNBOSMER 20BN TADL 7,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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W [CLITemplates] 7 1+ —JLF O &8

Web User Configuration-NAM

NAM 734 2D r—J1 L Web —H & ERL MR BIBRT 2 1C1Z. 204 7> a v &AL

i‘j_o

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [Web User Configuration-NAM] (25 %
[Template Detail] ®% 7 4 —/L FIZHOWTH#BAL £9°,

F£2-114 [CLI Templates] > [System Templates - CLI] > [Web User Configuration-NAM]
Z4—ILF B
Action 74— /WD Web 22— FN—THBIMELITHIRT 247 v a U EBRIRL £

T, 7 7Y a ICEREMA72WEATE [No Change] #i%IR L £3°,

Username

Web 2—¥Da—Hx a2 AT L £,

Enter DES encrypted
WebUser Password

2—F4 @ DES RAU—R#AHL £,

Account Management

THU Y VEHEAELITEDCTAEDICKE L T a v EBIRLET, T
10y NEBIZET EZINZ 72 0EE 1L [No Change] Z 3R L £9°,

System Config

VAT AREEANELITEDCT L EDICHERLT T a v EBIRL T,V A
T AREICERE2MZ 20413, [No Change] Z3&IRL 7,

Capture

Y ST XY REEAEDELNTED T H-OICHE R AT v a @I £97,
XX 7T Y REICETEZ M2 72054513, [No Change] &L £7°,

Alarm Config

T T — AREEHDEITENCT DN ER T Ty a AR £, 7
T — AR EIZET 2 Mz 2046 1% [No Change] Z3#R L 77,

Collection Config

WERTEEFH N ETITED T D7D E R AT v a 2RI £9, IERE
WCEE 2 Mz 720413, [No Change] Z3i&R L £,

User Defined Protocol Configuration-NAM

WD 3% T, [Configuration] > [Templates] > [Features and Technologies] > [Templates] >
[CLI Templates] > [System Templates - CLI] > [User Defined Protocol

Configuration-NAM] 1Z&% % [Template Detail] D% 7 4 — /L RIZHOWTIBHAL £,

#F2-115 [User Defined Protocol Configuration-NAM Template] N—D 7 4 — /L F D&E8H
J4—ILF B2l
Action a—WERT B NI VEEN AR EIEERT LISV g U EERIRL £9,
Protocol wo7 o ha i @ERL £,

e TCP

« UDP
Port R—brEZZANILET.0 ~ 65535 OHFATHR—NEZEZANTEET,
Name a—WEHRT T N A LOLHTEATI L ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[CLI Templates] 7 « —LF pzted W

#2-115 [User Defined Protocol Configuration-NAM Template] X—MD 7 « — /)L F DB (K5 &)

Z4—ILE H L]

Host [Select this option to enable host]: /X7~ DA KU —A&EFHRET, T b0 v b (U4E
F—=EVNHDHTRATORYy b T —7 TRLADT—TVEARKL 9,

FZT U MY TIEFRANMIE o TEZEINEANTYy PBLOARA FOAFHEE . RAMTLST
EEEINIFEI=F v AN Xy bOERTEERSINET,

Conversations |7k A~ B Nt —L a v ZHMCTHITNT.2OF T a 28R £,

ART TV =g VREEME AT AR I OF g B £,

[Network Analysis Module] 7 «+ —JL K D55 BH

%12, [Configuration] > [Templates] X—Y D% 7 4 —/LRIZHOWTHBAL £9°,
[Features and Technologies] >[Network Analysis Module]:

¢ [Network Analysis Module] > [Monitoring]

e [Network Analysis Module] > [System]

[Network Analysis Module] > [Monitoring]

DT, [Configuration] > [Templates] > [Features and Technologies] > [Network Analysis
Module] > [Monitoring] O &7 4 — /L KIZOWTHEHAL £77,

#* 2-116 [Network Analysis Module] > [Monitoring]

%II‘:

Z4—ILF BA

Response Time |[Response Time Monitor] F = v 7R v 7 Z &4 12 L i & He
ResponseTimel<=ResponseTime2<=ResponseTime3<=ResponseTime4<=ResponseTime5

<=ResponseTime6<=Late Response Time = AJjL £7,

Voice [Call Signal Monitoring] = v Z7Hh v 7 A% A4 2L NAM B4R — KT 25ET &2 MOS
BRI EZ AL £7,

RTP Filter [RTP Stream Monitoring] &= v 7R v 7 A% A4 2L &1
AL<AT AL T V22 AL ET,

Aggregation EMBLOEHOMFEE L TR/MEEZ AL £7°,
Interval

i

LR L OU%EHED IPv4/IPv6 7 R L

u
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

[Network Analysis Module] > [System]

DT, [Configuration] > [Templates] > [Features and Technologies] > [Network Analysis
Module] > [System] D7 4 — L RIZHOW T L £9,

& 2-117 [NAM Analysis Module] > [System]

Z4—ILF HL:
DNS KAA24E DNS YV —"D IP TRV AEZ AL FT,
Parameters

SNMP Agent G HL Y /EEIALT 7B AT A ZFF> SNMP 23 2 =7 ¢ Z/ER L £,

System Time  |[Synchronize System Time With NTP]| F = v 7R v 7 2% A1 . 7T A4~ U NTP 4 —4
JIP 7 R L A(IPv4 F721X IPv6) . B &% U NTP — % /IP 7 F L A (IPv4 F721% IPv6) .
BIOZ AL =B AT ET,

Email Setting |[Mail] F=v 7Ry 7 2% F I L A =L —R_RBIOA—L T T —LDEER(A—L
ID)# AL 7,

Web Data [Web Data Publication] = v 7R v 7 A& AL . 727 &®A UALD IP 7 K L A£G
Publication ATANERHLIY T Ry hEASTLET,

SNMP Trap SNMP FZ v 7D IP 7R L ABELOCUDP R—F & e bila o= 4 OFMERE AL
£7,

N
I OVATATUTL—rDVa T AT —HF AL NAM T84 XA L TZEERLUSNSD NAM3
DFTOEERICEML 9,

[Wireless Configuration] 7 « —JL K Q&% EH
&IZ, [Design] > [Configuration] > [Wireless Configuration] iZ2& 2 X—2 D% 7 4 —/L R iZ
DWTaHAL £,
¢ FlexConnect Parameters
e Lightweight AP Configuration Templates
¢ Switch Location Configuration Template
¢ Autonomous AP Migration Templates

¢ Controller Configuration Groups

e [Plug and Play Profile] 7 4 —/L K O

FlexConnect Parameters

D F T, [Configuration] > [Network] > [Network Devices] % &R L . [Device Type] >
[Wireless Controller] #®&IRL . 2> s m—F DT A 24 % 27 Y v 7 L TH 5 [FlexConnect]
2N L 7234 @ [FlexConnect] OF7 4 — /L RIZHOWTEAL £,
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[Configuration] R—Z D7 4 —JLF YT 7L VR

[Wireless Configuration] 7 « —L K dgkas W

# 2-118 [Wireless Controller] > [FlexConnect Parameters]
Z4—ILE iER
[General]l & J'

Template Name

Zoariue—J#EAEINDL T L — N DAHI,

Primary Radius

FayFXHEo UARNNS 3y he—F FICEETHT T 4~ Y RADIUS REF4—
PNEABIRL F9 BN F/-1TREL 7= RADIUS BiE— "B N—T 3 74 LI Foa
vher—FIChWEAITZ. T — MIEKRL F4,

Prime Infrastructure @ FlexConnect RADIUS #— & &
Z £ RADIUS —EEEZITHOMLERDH D £7,

AT HEIIC. 2 Fr—

Secondary Radius

Koy 7XHEvy JAMML avbhon—7 BICHFEETDH B4 ) RADIUS ZRGE—
NEFEINL £9, RADIUS ZRFEY— 30323 }\ o —7 B2 WigETL, Prime
Infrastructure T E L 7= RADIUS — Ni3@#HA S 8 A,

[FlexConnect AP] & 7

Ethernet MAC

FlexConnect 7V —7IZW M+ 512X, 20OF 2w IRy 7 A% 4L £9,

AP @4%4}7\\y F MAC 7RV 2. FACar hr—F Eo&E¥> FlexConnect 2
/1/% ’ ifff%iﬁ/u AP A —H% x> + MAC 72358]® FlexConnect 7‘/1/»* aen

ff*fé H.%FD AP £ —H x> F MAC % FlexConnect 7' /L — 7&K ETH 2
J:Gi\:’/ k E*?T&iuq:jéﬂfb\i’é/u

Add AP

710w 7 LT BED FlexConnect 7 /L — 7 12BN FlexConnect AP (Prime
Infrastructure ([ZF/EL TWHH D) ZBML £9,[Add AP] %7 ) I LTEHE . 2O
FlexConnect 7/ —7D—¥THBET I EBA RA L FOBRNY A MINFET,

FlexConnect 7' /v —7 0 v — h )ViBGE%E BRI (2%, [FlexConnect Configuration]
X7 %7 Yy 7L ET,[General] ¥ 7 T, [Prlmary RADIUS Server] /X7 A—% L
[Secondary RADIUS Server] /X7 A —4 73 [None] IZERESNTWD I L &R L £,

LEAP

FlexConnect 7 7t A ;RA > F T LEAP #fHH L T/ 9 A7 v F #FRIFTED LD
TAHEAITEINL £77,

EAP-FAST

FlexConnect TR RALNTEAP-FAST 2 HHL T2/ 947 M 2BRECTE 5 L
INZTAEEITEIRL £9, EAP-FAST ¥ —%fE1+5 & & 412 EAP-FAST & —% i
%ﬁ?ézgﬂ%@ e N

Protected Access
Credentials (PACs)

o FHIDO PAC Yub'Ya =7 %2+ %1213 [EAP=FAST Key] 7% X ‘J‘/ﬁ
A2 PAC DI EAL & B ALBEERICHE N2 % —2 AN L £, F—1% 32 Hrod> 16 i
BLFTHLILENDY £7,

e PAC 7Vubt'va=r7H|Z PAC 2\ 7 747 MZCHBRIZ PAC 21X T
% X 91T+ %12i%. [Ignore Server Key] F= v 7Ry 7 2% 4 2L £,

EAP-FAST Authority
1D

EAP-FAST ¥ — S OHEIRFR 2 A )L £330 113 32 #7D 16 BT TH 5 b
NBH Y ET,

EAP-FAST Authority
Info

7% A M B D EAP-FAST ¥ — "OMERGR]F 2 ATJ L £97,32 1 £ TD 16 #EX LT
ZANNTEET,

EAP-FAST PAC
Timeout

LT F AR~ RNy 7 22 PAC WERESNLIWEEANTTTHZ LI28->T.PAC # A A4
TU MEEZIREL £9. AL 2 ~ 4095 BT,
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B [Wireless Configuration] 7 4 — /L F D&M

& 2-118 [Wireless Controller] > [FlexConnect Parameters] (# )

Z4—ILF B7LL]

[Image Upgrade] # 7

FlexConnect AP FlexConnect 77t A BRA L v 27 v 77 L —R$THERIC. ZOF T g Bi#IRL

Upgrade £7,

Slave Maximum Retry |21 —7 7% FlexConnect 7' L — 7 ND~ A X —nb DX Y n— K Bk RI1TT 5 &

Count REAFEET DHBEIC. 204 T a V2B RLET, 20472 3 Ui,
[FlexConnect AP Upgrade] F =~ 7Ry 7 A2 A NI LT HEORMEHTE £,
[General] # 7 C [FlexConnect AP Upgrade] F = v 7R v 7 ANEFEIZ > T 55
AR . T/ HARA L Nae~AX— T IHA KR MELTEMNTE T,

Lightweight AP Configuration Templates

[Lightweight AP Configuration Templates] > [Template Basic]

WD 3% T, [Configuration] > [Templates] > [Lightweight Access Points] (2% % [Template
Basic] # 7 D% 7 4 — /L RIZHOWTHBHL £77,

& 2-119 [Lightweight AP Configuration Templates] > [Template Basic]
Z4—ILE EiEA

Template Name Lightweight AP /&7 > 7L — k D4,
Description Lightweight AP % &7 > 7L — k OFi,

[Lightweight AP Configuration Templates] > [AP Parameters]

DT, [Configuration] > [Templates] > [Lightweight Access Points] (Z& % [AP Parameters]
AT DEKT 4 — IV RIZONTHAL 7,

& 2-120 [Lightweight AP Configuration Templates] > [AP Parameters]

J14—ILF SR

General

Location [Location] 7% Z k ARy 7 ZIZfriEZE AL £7,

Admin Status [Admin and Enabled] ¥ = v 7Ry 7 A% 4 L CTEBAT =X A2 /L £7,

TRNVF—ZHTH2DIC. T 78R RNA2 b BEERFRUSNORE S N T-EEIIZA
T T 5N TEET, [Enabled] F v /Ry 7 AEBIRT 52 LT 7 7R KA
VREENILEY (B LY TEET,
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[Wireless Configuration] 7 « —L K dgkas W

& 2-120 [Lightweight AP Configuration Templates] > [AP Parameters] (#i &)

Z4—ILF

e

AP Mode

FryZH2T JUARND ROWTRNZERL 7,
e [Local]: 77 4/ kK,
e [Monitor]: E=%# E—RKDH,

[Monitor] 4 > iz L C,Cisco Adaptive wIPS 7 7 A RA h 72 7L —Fh
ZHML 9. [Monitor] ZiER L 7254 [Enhanced WIPS Engine] 7= v 7
RNy 7 AKXV [Enabled] F = v 7Ry 7 2% 412 L £7, [AP Monitor Mode
Optimization] = v 774K v 7 A% 412 L C,.[AP Monitor Mode Optimization]
Fay Xy UARNNG [WIPS] &L £7,

e [FlexConnect]:Cisco 1030 IEEE 802.11a/b/g/n UV =— = v ¥ Lightweight 7 7
A RA M THAINS Cisco 1030 UV E—F = ¥ Lightweight 7 7 & X KA
>+ (REAP),

OfficeExtend 7 7 X KA b 2 ET 521X, [FlexConnect] % %IR35 MFEN
HY EFIT,AP —F 0 [FlexConnect] @54, [OfficeExtend AP] 3 X O [Least
Latency Controller Join] #8023 54 7+ a > 72 & [FlexConnect] & EA4 7
varPRRINET,

e [Rogue Detector]: N ET 7 A RA L FNE2E=F LETNH AET 7 ERX KA M
EELEY HUADWUHEATLZ L1THD £ A,

e |[Bridge]

o [Sniffer]: 77 A KA NI EDTF ¥ XNV TCHRE [ A=T7 7 | LET, T 7
ARAY NI ZFOTF ¥ FNV EDITAT U P LOTRTONry hERSL,
AiroPeek (IEEE 802.11 #&#% LAN ® X7 v § 7+ I A 2 FE[TT 5V E—hF «
VUTHERE L ET, RIS A A L ARAZ T FERE Ny b A X EDIEH
NEENET T, 8EE—F & LT [Sniffer] 28R+ 2548 AP/EHET L 7L —F D
[802.11b/g/n Parameters] ¥ 721X [802.11a/n Parameters] # 7 CF ¥ r/L & H—N
IP 7RV AD AN ZEREINET,

A=T BRI T —% Ny hOTa—KEYR—FT5H —KX—F s #D

Xy NT =I5V 7 b7 =7 Th b AiroPeek #EITT 5 BETAMIC/ARY £

97, AiroPeek DOFEMIIZOUWTIE, http://www.wildpackets.com ZZ ML TL 72 &0,
e [SE-Connect]: Z ®FE—F Tit.CleanAir XD 7 7t A KAV FET_RTHOE=

BRIGT v 2V TOFWHREIIAHEHTE E7T.IDS A% ¥ X Wi-Fi R 0%

DO DOBEREIL T X T —RfEIEI NV ET,

ZOFTad . T 7 'A KA N CleanAir ®HEOLEDAERINET,

AP E— K& BET 5L 7T /HR KA hBYF—F LET,

AP Sub Mode

Koy X VAMMLA TV g 2@ERL £9°,

Enhanced wIPS Engine

[Enhanced wIPS Engine] 3 X O [Enabled] F = v 7R v 7 A& F 2L THDICL £,

AP Height (feet)

TIRABRALIDOHEI (T4 —RMNETHXFAN Ry 7 RAZASLET,

Mirror Mode

X7 — F—RFEZAEMZT HIZIE [Enable] F=v 7Ry 7 2%A LT,

Country Code

WYRE=a—F 2oy 780 JARPLEIRL £,

Stats Collection
Interval

WRBIERREZ 7 F A~ Ry 7 ZIZAHL 7,

Cisco Discovery
Protocol

Cisco Discovery Protocol #H#hZ9 5 12i%. [Enable] F = v 7R v 7 A& 4 2L £,
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http://www.wildpackets.com

E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

#2-120

[Lightweight AP Configuration Templates] > [AP Parameters] (#i &)

Z4—ILF

e

AP Failover Priority

ey 7% vy UREpb [Low], [Medium]. [High] $721% [Critical] Z8K L CT. 7 7
TARAV N T2 b —R—EREEZRLET, T 7 4L b OELET [Low] T,

Pre-Standard 802.3af
switches

Pre-Standard 802.3af switches

Antenna Band Mode

Antenna Band Mode

Domain Name

RAALUEIIAZT 47 IP B3HD AP TOHARTETE 7,

Server IP Address

RAAH B—=NIPIIAZT 4w 7 IP oD AP TORRETE £,

51k 2t &2 A 2029 5 121%. [Encryption] F = v 7R v 7 A& #IR L £,
Rogue Detection REBMEZEMNCTDHICE. Ty IRy 7 AT £7,
SSH Access SSH 7 7 & A ZAH#hZ+ 5121 [SSH Access] F = v 7R v 7 A& @8R L 97,

Telnet Access

Telnet 7 7 ¥ 2 &AM T 5 1i%. [Telnet Access] F = 7Ry 7 ZA&F 2L £,

Link Latency

a b= TV VI BEZHRELT.TI7EA RA v FBIRaryre—50fo Y
v EHNTXET,
F U U VEBIEIE BRE— R ® FlexConnect 7 7t 2 RA L K TOZRYFR—KSh

¥+ . 2Z K7y E—FR® FlexConnect 7 7% Z2 RAV MIYFR—FENnE
A,

TCP Adjust MSS

[TCP Adjust MSS] F = v 7Ry 7 A% A4 12 T TCP A0 L T MSS Zii# L
£,

VLAN Tagging

VLAN # X0 73 =T g2 731260 oz bu—F TOREYR—FINTNE
T,VLAN ¥ X 7 DF—R FRIMMEZEELEZSER. T 78R RA v FPEEE)S
NET,VLAN X 71X AP 37 ) v ¥ E—RKOHEITAMICTE ¥ A, VLAN #
XU T EEMNITDHE X AT 47 VLAN ID [ TEH L ET,

AP Group Name

AP 7 )V —7 D4 i,

Reboot AP

MOENPDEF AT DT 7 v A RAY FOFEBZENCT DT ZOF =y 7
Ny 7 A%ed L ET,

Power Injector Configuration

Power Injector State

BT b e a b —F (CEEBEY T2, Prime Infrastructure /L T80V — A
VY x 7 HRE & #EETE £9, [Enable Power Injector State] Zi#R L 72HA . /8D —
AVl FTvarnERrInNET,

Power Injector
Selection

Key7&Zvy URRMS [Installed] 7213 [Override] 23R L 9,

Injector Switch MAC
Address

A= 8 ALy FD MAC T RLZ2& AL £,

Global Username Password Configuration

Override Global
Username Password

Jua—) 2a—PFLBLORRTY —RFO EEXEZFNNCTHIE. F2v IRy 7 A%
FUIWC LFETHLWT VA RA b 2—FLBLORRT R %2 U TDHTF A
ARy 7 R ADLURERL £7,
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[Wireless Configuration] 7 « —L K dgkas W

& 2-120 [Lightweight AP Configuration Templates] > [AP Parameters] (#i &)

Z4—ILF

e

Supplicant Credentials Configuration

Override Supplicant
Credentials

DT 7 RARA L ERary b o= 0nb@BiE—FAB LUV RAT — R 2K L 720
X 9129 %121, [Override Supplicant Credentials] &=~ 7R v 7 A& 4 2L 9,

5 7 4V MMEIEA 7 T, [Override Supplicant Credentials] 47" a3 > if. =2 b g —

7 VU —ZX6.0 LAFETHFR—bFINET,

[Username], [Password], ¥ & O [Confirm Password] 7% A s Ry 7 A2, 20T 7%
ARALPZEIDSBTE-EBEOL—FABIORRAT—RE2ANL 7,

AP Retransmit Configuration

AP Retransmit Count

AP HEEREE AL £9, [AP Retransmit Count] @5 7 4/ hMElL 5 T #PHIT
3~8 T,

AP Retransmit Interval
(secs)

AP HiX(EMMEE AL £9,[AP Retransmit Interval] ®F 7 4 /L MElX 3 T 46T
TXA#PHIL2~5 T,

Controller Configuration

Controllers
Configuration

TIA=V EHFIVBLOY—vx ) avie—J40 Nay Xy UANER

T DT ZDOF =y IRy 7 A %F U IZL £75,

e [Primary, Secondary, and Tertiary Controller Name|: 7S A~V /& h o XV /¥ —
vx VU arhe—74,

e [Primary, Secondary, and Tertiary Controller IP]: 7 A4~V . ®h o & U X —
Yx U arte—=7 P, arbte—J70FH IP TT,

Venue Configuration

Venue Group
Venue Type
Secondary Venue Name

Language
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

[Lightweight AP Configuration Templates] > [Mesh]

& D% T, [Configuration] > [Templates] > [Lightweight Access Points] (2% % [Mesh] ¥ 7
DEZ 4=V RIZOWNTHAL £7°,

& 2-121 [Lightweight AP Configuration Templates] > [Mesh]

Z4—ILE SiEA
Bridge Group Name TVwY IN—THEK 10 XF)ETF AN Ry 7 ZAZATLET,

X OV vV IN—TE Avva TIVRARNAS U N EHENICI V-7 L T F/—
Fo X D2 OO F%y NU—ZBNHEWVIZHEELRLRWE YT A0 HI N
FT A2 TI7EARA LV EPREETHEODITILRACT Y vy T—T40
FFNTWABRENRG Y 7,850 RAP 2T AR EDEAIL.H 5 RAP 5
B RAP ~7 = — A —R—T& B L2, T_XTO RAP [ZREICT Y v 7
=T BBV TND Z EZHERL TLIEEW,

Data Rate (Mbps) Ry FHoy JUARNS Ny IR— A B—T 2 A ADT—F L — 2RI £
T EHARER T —2 L—PMNI RNy IER— I A X —T 2 f AL TERINET,
T 74/ KDL — KX 18 Mbps T,

¥ OIoOF—F L—hEI Avia TR RS MNHTEESNR Ay Y 2 2y b
U— 2RI L CHEHESNET BELEZ Ay 2 Xy b —2 VY a—23
VIZHLTCT—H L—hEEELRNWTLLEEN,

Ethernet Bridge [Ethernet Bridging] Kue v 7Z 0 VAMNNL Ay v a T7RAFRA RO
Ethernet 7V v P 7 (%L £,
Role Avva TI7RAFRA  Ouv—vERay Xy JARNNLERL £7 ([MAP]

F721X [RAPD . 7 7 + /v s OFEIL MAP T,

Avva Xy NT—=IDT 7R RA I N—F 778X FKA2 F(RAP) £721%
Avva TI78AKRA N (MAP) & L THEREL £7°,

Ethernet Interfaces TDOITN—T Ry ZJAZIFZ A HE—T 2 A 244 F—FK VLANID.BXO KT 7
area ID 2L DfERPE RSN ET YA X —T 2 A AERIRL  ZDOE—RZHEL
9,

[Lightweight AP Configuration Templates] > [802.11a/n/ac]

WD 3% T, [Configuration] > [Templates] > [Lightweight Access Points] (2% %
[802.11a/n/ac] # 7 D& 7 4 — /)L RIZOWTHHAL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Wireless Configuration] 7 « —L K dgkas W

& 2-122 [Lightweight AP Configuration Templates] > [802.11a/n/ac]

Z4—ILF A

802.11a WHTDZHERSH D 802.11a/n NTA—FDF =y VR 7 A%EF L ET,
parameters

¢ Channel Assignment

e Channel Width

¢ Admin Status

e Antenna Mode

e Antenna Diversity

e Antenna Type and Antenna Name

e Antenna Name

802.11ac WHTBZMERSH D 802.11ac RT A—FDF = IRy 7 AeA 2L £9,802.11ac /X7
parameters A—XFiZ 1lac EY 2 — M IZOREHATE £,

e Channel Width
¢ Admin Status
Power Assignment | )72 % /L UL 28479 5 121, [Power Assignment] F = v 7Ry 7 A& F L £,

Antenna Selection lln T T BEIRNT A—F @Y 51213, [Antenna Selection] v IRy J A& A
]\./ jz—;«o

CleanAir CleanAir #8E % A2 5 121X [CleanAir] F = v 7R v 7 A% 4 2L £9°, CleanAir 1%,
CleanAir *it: AP floo WLC VY —2 7.0 IETHHR—F SR THET,

[Lightweight AP Configuration Templates] > [802.11a SubBand]

D F T, [Configuration] > [Templates] > [Lightweight Access Points] (Z& % [802.11a
SubBand] # 7 D& 7 ¢+ —/L RIZOW T L £9,[802.11a SubBand] ¥ 7 Tl # M7 % &%
N 5 802.11a Sub Band 47> 3 (4.9 £721% 5.8 XT A—%) % ®IRL £7,[SubBand]
FTaiF 74— REROTF =y IRy 7 ZBA L TROVIRY T,

#* 2-123 [Lightweight AP Configuration Templates] > [802.11a SubBand]

Z4—ILF EiEA

Admin Status IR &2 AT T 5 B4, [Admin Status] F= v 7Ry 7 24 L £,
Channel Fr2y IRy JAEF LT HEETLTF vy vz Ry 7240 YR RRLEBIRL £7,
Assignment

3 O F NV EFEEFOERTYHR—-FINTWVEF v 3L —EIZx L THRIESNET,
Power Assignment |F v 7Ry 7 ZA&2 4 L C ST HENL NV EZRay FH T JRARNLERL £77,
B3 OBALVANVILFOEBTYHR—PFENTWEEHL L —EIZH L CTRIFES N ET,

WLAN Override F v IRy 7 A%A LT, [Disable] £721% [Enable] # K vy 7 &7 U AR5
WL F7,

¥ WLAN O EEXIZOWTOEEEGNITHDITNE.ZOT 7R KA &Y
Yy b TAHALERHY £,

Antenna Type NET T ERIENE T T ERL T,
Antenna Name [Antenna Type] F = v 7Ry 7 A% A4 NI L CMUR Ty T AEx Ry Xy U XA
2 BEIRL £97,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

[Lightweight AP Configuration Templates] > [802.11b/g/n]

D3 T, [Configuration] > [Templates] > [Lightweight Access Points] (Z& % [802.11b/g/n]
HTDET 4=V FIZOWTHHAL £7,

& 2-124 [Lightweight AP Configuration Templates] > [802.11b/g/n]

J4—ILF H L]

Channel Assignment 7 a—VEIN Y THREZRIRT 20 W AX LERINL CTF ¥ RVEREL
\i—g«O

Admin Status EHMHEREZHMNTI2HEFA L ET,

Antenna Mode TrTh TR ERRNL T,

Antenna Diversity [Enabled] F7-i% [Disabled] ##RL £, 77 F X A= F (1L, @7

TUoTTEBERNTLEZDICT VA RAL IR 2 ODORET VT K= b
WE S E2Y TV 7T 200 ET,

Antenna Name [Antenna Type]l = v 7R v 7 A% AL CUEYIR T > T T A2 Ray 74X
v URRNBERL £7,

Power Assignment 7 u—sVEIY B THREBIRT 500 0 AZ La B R L TEAIE Y TEEE
L/ \i—é—o

Tracking Optimized Monitor |[Enable] #3&R L £

Mode

11n Antenna Selection [11n Antenna Selection] = v 7/ Ry 7 A% A NI L COdEbIR 7T 7% 1) A
P BEIRL £,

CleanAir ClearAir Z N T 5T ZOTF =y IRy 7 A% F T L £,

[Lightweight AP Configuration Templates] > [CDP]

3T, [Configuration] > [Templates] > [Lightweight Access Points] (2% % [CDP] # 7 ®
K7 4 =L RIZOWTHBAL £7°,

#*2-125 [Lightweight AP Configuration Templates] > [CDP]

T4—ILEF A

Cisco Discovery Protocol on Ethernet CDP # BT AHA—HY Xy N fvF—T A A ATy D
Interfaces Frv IRy I A%EF AL ET,

Cisco Discovery Protocol on Radio CDP ZEHNZTHER AL Z—T 2 A A A0y FDF v IRy
Interfaces J At L ET,

[Lightweight AP Configuration Templates] > [FlexConnect]

WD F T, [Configuration] > [Templates] > [Lightweight Access Points] (Z& %
[FlexConnect] # 7 D& 7 4 —/VRIZOWTHHAL £9°,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Configuration] R—Z D7 4 —JLF YT 7L VR

[Wireless Configuration] 7 « —L K dgkas W

& 2-126 [Lightweight AP Configuration Templates] > [FlexConnect]
J4—ILE B
FlexConnect FlexConnect #% & (VLAN 7 R—F A7 47 VLAN ID 535X U7 n 7 7 A 14
Configuration VLAN = B 77 8) 2G0T AL, 20F =y VR y 7 A4 L £9,
¥ b4y a it FlexConnect E—RD7 78R RAL FIEZTTHATE
£7.
OfficeExtend 7 7 # /v b % [Enabled] T9,

IDF v IRy I AERIRMERT S L HIZZOT 78 A KA ko OfficeExtend
E—RPEHARVET T I7EA RA U FPORETRXATHROBEINDZ LiEb 0 F
FATI7EARAVINEEZZ VT L. THHAREREICRTHAE. T 78X XA b
FEAEAN— N EL D [Clear Conﬁg] IV I LET . TIEHA RSN RX=YF L
SSID 7213 % 27 V73556, 7 78R RAL FiEfi~<— FEd [Reset Personal
SSID]| %27V v 7L %7,

[Enable for the OfficeExtend AP] Zi#{R L 72HA WL ONDORENHEBMICEE SR
FT. AT WS B LY U ZBENANITRY AERH.SSH 7 27 & A Telnet
T AN £,

OfficeExtend 7 7 £ 2 WA F AN 256 . Deltb 1 DOTFT7 A=V &h
YHEY F—=vx ) arbte—J7HHBLIRIP 7RV AEE) ARET DLERD
Djﬁ‘j«o

Least Latency
Controller Join

BHCLTEHEIX T 78R RAL MI T I9AF )T AAFBRB (T T A4~  Bh &
U =yl arvrbo—3)0nb, ‘E'*—MEJM”E#W (RBEIE) Dz b a—F ORmE
WCED B2 T4, BENKEO T P a—I 0N KEDONRT Fy—< 2 AL $1,

TIEARA NI . ar b =500 CTEMLIZEEICZOREBLE —JEOHFETL
T HERBRIL. T T AV B FVBLIOY — v U OBEHE LY FHEREL CTOBE
HENEDLST=ME IMEHERINDIZ LIEHY A,

VLAN Support

VLAN ¥R —bF ZHNZTHINE. ZDOF =y IRy 7 A% F L £75,

Native VLAN ID

Hihiexr A7 47 VLAN ID O&iFHIZ 1 ~ 4094 T4, —FK %2 REAP |
W7 78R BRAL bR ETZ REAP £— K TR
WIEOT 78 A RA MNICEASNERTA,

CEETLHLE
A DT ~TD REAP /N7 XA —%

WLAN VLAN WLAN VLAN <~ v > 7 (WLAN Y07 v A 14 L VLANID O~ L7728 %
Mapping BT 5I121E. [WLAN VLAN Mapping] F=v 7R v 7 2% F4 2L £,

Web Auth ACL VLAN ID ACL < v v° > 7 2 /%024 %1214, [VLAN ID ACL Mapping] F = v 7R v
Mapping I 2% AN LFET.VLANID # AL T . Fry FE T UARN Ry 7 A0S

[Ingress and Egress ACLs] #3#R L CT. 87 VLAN ID I~y E 7 L £,

Policy ACL Mapping

ANVU— ACL = > B 7 /23 5121 [Policy ACL Mapping] ¥ =v 7Hh v 7 X
ZF L ET,

Local Split ACL
Mapping

n—H) A7 Y w b ACL v > ¥ 7 24023 %12l [Local Split ACL Mapping]
Fxv IRy 7 AL L ET,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

[Lightweight AP Configuration Templates] > [Schedule]

D3 T, [Configure] > [Lightweight AP Configuration Templates] (Z& % [Schedule] ~—
DK T 4 — N RIZOVWTEBHL £,

& 2-127 [Lightweight AP Configuration Templates] > [Schedule]

Z2«4—JLF |EiEA
Start Time A a— )V LT oV — R OREBEREL A TE 9,
[Now]: 7> 7L —F ZELICERL 7,

[Date]: 7% A b Ry 7 AZCHAMNEZANT N HL X —DT A a2 ZHHL CHHIEA ZBINL
£7

Recurrence  |[none]. [hourly]. [daily] £721% [weekly] 2> 53R L T AF Y 2 — L OFAEMELZFEL £1°,
7 7L — ki [AP Selection] # 7 £721% [Schedule] # 7 &AL CTREBETE £4,

Switch Location Configuration Template

D3 T, [Design] > [Wireless Configuration] > [Switch Location Configuration] {Z& %
[Template Detail] ®% 7  — /L RIZOWTHBAL £,

Z* 2-128 [Design] > [Wireless Configuration] > [Switch Location Configuration]

J4—ILE EL

Map Location

Campus ALy FELFAA YT R—bDO~y TMEDOF ¥ R AZ®RINL £7,

Building AA v FELEFAAL YT R—=FrDO~y FNBEBOENT 7 2R L £7,

Floor ALy FELBFAAF R=bDO~y FNEDT7 07T Z2ERL £,

Import BRLEXF Yy A BT o7 BT a7 o Civic (§#%E A AR—h
LET,

ELIN and Civic Location

ELIN Baulr—v g VlBE S,

[Civic Address] % 7 AA T )AL vTF K—bkTHHTE S Civic FEFTIEH,

[Advanced] % 7 A T AA T HR— MLE BT 5 FEME .

NMSP AA v F O NMSP #HNE/ITEHNZT DT ZOFT =y IRy 7 A% A

VERITFTIZLET,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Wireless Configuration] 7 « —L K dgkas W

Autonomous AP Migration Templates

W DF% T, [Design] > [Configuration] > [Wireless Configuration] > [Autonomous AP
Migration Templates] (2% 5 [Template Detail] D& 7 4 —/L RIZOWTHBHL £97,

#2-129 [Autonomous AP Migration Template] N—=°
Z4—ILF B7L)
Name T — 4,
Description T — b O
AP Count AP O,
Schedule Run Al Y a— )L E T EATRG,
Status KONWTNNERL E7,
. Ejot ir%i—tiated] T T — N OBITRRABTT N AT Y 2 — b ST RN B
AL ET,

e [Disabled]: 7> 7L — s DT A Y 2 — )L INTHANCEITL THA, 2N
lZ.Autonomous 7 7 A KA h EFBBRETIER I NEZHEOT L —FD
T 7 4V NRRETT,

e [Expired]: 7> 7L —FMI. AF7 Y 2 — )L ENT-HLNZETL /A TL = (Prime
Infrastructure H— 3234 7 L CWEHBEMERH Y £9).

e [Enabled]: 7> 7L — K OBITHRBEBTT N, AT Y o2 — L SN REZNZHAE L
E3 I

e [In progress]: 7 > 7 L — M X BIfE J®IN L 7= Autonomous 7 7 R KA M %
CAPWAP [ZZH# L TWET,

e [Success]: 7> 7L — k%, Autonomous 7 7 A KA k> CAPWAP ~DAT
ZIEWICETLELE,

e [Failure]: 7> 7L — MI BN 72 Autonomous 7 7R RA > b b
CAPWAP ~DOF _RTOBITIZEI L £ L 7=, [View Migration Status] ~2— 3 % {if
L C R DFEMAT —F AR TEET,

o [Partial Success]: 7 v 7L — M I &R 4172 Autonomous 7 7 A R A > b5
CAPWAP ~DO Y%7t v F OBITIZRRL £ L 7z, [View Migration Status] ~— %
FEHL T RROFEMAT — X A 2R TE T,

[Autonomous AP Migration Templates] > [Add Template]

W D3 T, [Design] > [Configuration] > [Wireless Configuration] > [Autonomous AP
Migration Templates] (23 % [Template Detail] %7 4 — /L K IZOW T L £,

& 2-130 Autonomous AP Migration Templates

T4—ILE EX:

Upgrade Options

DHCP Support THHBIZT R TCOT 78R RA2 828 DHCP =25 [P G L2 L 2R L
i‘j‘o

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B [Wireless Configuration] 7 4 — /L F D&M

# 2-130 Autonomous AP Migration Templates (§ &)

Z4—ILF

Bl

Retain AP HostName

ZOTIEBARAL MK LTRILFAR ML E2REFTE £,

AP v CAPWAP 1201 TBATT 25 A72 0. A M40 CAPWAP TS E9,
AP O7 v 77 L — R EZEEEIT-> TWALE AN BRI WEERH D £7,
Autonomous 7 7B A RA L FDKRARNAN 32 XF%HB2DE . CAPWAP 77 & A K
A2 FOFRA ML default IZHERESNET,

TR RALME 12.3(11DIJA12.3(11)JAT1,.12.3(11)JA2,.12.3(11)JA3 Autonomous
AA—=TE LWAPP IZ7 v 7V —RTH5HA EMINDT 78X KA MEI AKX
TAY 7 IP TRLVA Ry hYAT KRANABIOT 74V F—F T = A ZHERFL
RWGERH Y £77,

Migrate over
WANLink

TIEARAL N TETENS CLI a2~ FOF 74NV NDEALT Y N ZHEEL 77,

ZOF T arEAEMILEEAE env_vars 7 7 A IV E—F TFTP Y — &N R
FEENET, ZOHERIT. T 7R KA MCat —SNET, 2047y a V@RS
TWRWiG4E . Prime Infrastructure W TFTP — "% H L Toenv_vars 7 7 A V& T
JBARA Micat—LET,

DNS Address

DNS 7 FL2&Z AL £7,

Domain Name

R AL 2N L £T,

Controller Details

Controller IP

aryhkr—Z IP 7RV AZANL ET,

AP Manager IP

TIEARAL S =% =% IPTRLRAZANTELEZET T 782 RAV - D
Tharbue—J&%EEL 1,

SSCHIST Z7HEARAL FOFBAE.ZOIP TRL AT, a2 ha—F [P 7 —LK LA
CIZTH20ENHD ET MIC a7 7282 KA FDOBREIP TRV AN —FT 54
EiIH D FHA,

User Name a—YHEANL ET,
Password 2—PELDONRZAT—REASL F7,
TFTP Details

TFTP Server IP

Prime Infrastructure %+—/ 3@ IP 7 N L 2% AJJ L £, Prime Infrastructure i3, > &
F—ABIOXEy b7y 7B o TFTP BX O FTP — "2t L £4,

File Path

Prime Infrastructure R ERFICEF L7 TFTP T 4L 27 U2 ANL F17,

File Name

Prime Infrastructure &K TFTP 4L 7 ) TEZEINL7- CAPWAP Z#i~7 7 A
V& ATTU £ (#]:c1240-rcvk9ws-tar.123-11JX1 . .tar) .

Schedule Details

Apply Template

BITOT 7L — b E2EATHEEOF T a BB £7,

Notification

WHZFET 2% EEDESA—NV TRV AZ AL ET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Wireless Configuration] 7 « —L K dgkas W

Controller Configuration Groups

iz, [Design] > [Wireless Configuration] > [Wireless Configuration] > [Controller
Configuration Groups] #% 7 4 —/L FIZHOWTEHHAL £,

e [Controller Configuration Groups] > [Add Config Group] (2-151 ~=*—)
e [Controller Configuration Groups] > [General] (2-151 ~X—")
e [Controller Configuration Groups] > [Apply Schedule] (2-152 ~—7)

[Controller Configuration Groups] > [Add Config Group]

D F T, [Controller Configuration Groups] > [Add Config Group] (Z& % [Template
Detail] &7 4 — /A RIZOWTHBAL £7°,

Z* 2-131 [Wireless Configuration] > [Controller Configuration Groups]

Z4—ILF SieA

Group Name TRCOIN—T 2B TC I N—THIETBETHILENL D £7,

Templates Prime Infrastructure TIERR SN2 DD T 7L — k% &KES /1/»« TIZHEID Y TS
ZENRTEFET, AL WLAN 7o 7L — k&1 DL Lo ;]57/1/»« IZEY YT

FIT ROFNLEINL 9,
e [Select and add later]: % C7 7L — M &ZBIML £9,

e [Copy templates from a controller|: 5o b —I 067 7L —FZae—L
FT.BEOay fr—F -Enhbary br—J 2B RL C.FhCEHINL TS
TUT L= EHLWREISNV—TICat—LET, T L= ETRaE -
£7,

X OERT UL EAEATAEA. TS L — NOIEFENEE IR Y 9,728 %
iE. 7/71/ b URANMIERT T — N BEENERART A= E@HAT 5
HIJ MR A Y N = 2B TOMERD LG ETER Ry U — 7 & 5
?57/71/—F%7/71/ MZBMTLE2HLERH D F7,

[Controller Configuration Groups] > [General]

& » 3% T, [Controller Configuration Groups] > [General] (2% % [Template Detail] ® 4
T A=V RIZOWTHEBAL £,

* 2-132 [Wireless Configuration] > [Controller Configuration Groups] > [General]

J4—ILF SR

Enable Background BIRLEESIZ. OV —TIZEFENH T RTOT T L — DN . xy NI —7 bay
Audit =t 70>EPEEP aryhe—J L CEESRET,

EF o7y a v EAICT HIIE, [Administration] > [System] > [Audit] TFER
ENBHTU T —h R=ROEEF S a v E2REL £7,

Enable Enforcement BIRL 258X MDD FFENRRON-T- & ZIZEEPIZT 7L — b 2SN H BRI E

HAEhEd,

IO T Y a rEAECT 5121 [Administration] > [System] > [Audit] T#E /R
ENDHT T —h R=ADEES TV a v EHRTEL T,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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M [Compliance] 7 1 —JL K OEEA

* 2-132 [Wireless Configuration] > [Controller Configuration Groups] > [General] (# &)

J4—ILF SR

Enable Mobility Group #R L 784135 . TV T 4 T A —TLANIT A —FHNOTRTOar ha—F 2@
ﬂ \32 —j_‘o

Mobility Group Name |2/ L —7HNDOFT_RCThOary ha—J10F v a3 NB4F,. 207 +— L REFEHL T,
TN—TEBETHI L TEET,

F O bue—I28BOBREIN—TIZEDDH ENTEET,
Last Modified On 554““*7 N—F E BB \CETR L7 B A & R,
Last Applied On LA E A L 7= B A LR,

[Controller Configuration Groups] > [Apply Schedule]

WD 3% T, [Controller Configuration Groups] > [Apply Schedule] (Z& % [Template Detail]
DT 4=V RIZOWTHAL £,

& 2-133 [Wireless Configuration] > [Controller Config Groups] > [Apply Schedule]

T4—ILF SR

Apply X [Schedule] &7 a VAT 2o TORVBEICDI, ZDOF T a v ZHT
% \i j—O

[Apply] 227 Vv 7 L C.FEE VT 4 =T FE VT 4 A= BT T —
roTuavrYamr S RESN—T DT RTCOa L ha—F 25 L CBRAL 9,58
ABITIT, o= 28N 7=V  Prime Infrastructure 7607 7 7 b 452 RN TE

FT, e RSN B TCION—JICRY LR — N E2FERTEET,
¥ o Vasr OB FOMORES N—T OBRRIZTET LRV T
YA

[Recent Apply Report] X—I VAR —FBRERRSNET 2 Fr—TDZNENITIE
WICEHESNTZEE VT4 V=T FE VT 4 AN FZT 7L — b BRERR

EnEJ,
Schedule [Schedule] & 7'> a » EZHMZT 5 & [Apply] 7> a NIV 9,
Start Date B A% AJ1L . [Schedule] #27 VU v 7 L £,

Start Time

[Compliance] 7 « —JL F D EREA

&Iz, [Compliance] 7 4 — /L RIZOW T L £9,
e [Configuration] > [Compliance] > [Policies]

e [Configuration] > [Compliance]| > [Jobs]

¢ [Configuration] > [Compliance] > [Jobs]

e [Plug and Play Profile] 7 4 —/L K ®O#i0H

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Compliance] 7 s —/LF g W

[Configuration] > [Compliance] > [Policies]

& 2-134 [Configuration] > [Compliance] > [Policies] > [New Rule Fields]

Z4—ILF
Rule Information

TRV VICANTATRTOBERIZITZ IV — TFAFTHY FHEPBEOERIIIEZEL £ A,

e

Rule Title =V DLFTIEANTTL £7,

Description R E AL £77,

Impact =V NERT HIER OREBIZET L A T2 AL T,

Suggested Fix FEORY —IZxt L CTA— A ZRINT 20 E 5 D ORWHIE LD B IEIZ OV T O
HpHiH a2 AL £3, 2oL [Rule Selector] ~A > DN — L ZigERT L5 L &I
FRINET,

Platform Selection

Available Platforms SMEETTHVNENDD T Ty M 7 —b%5F L ET VA3 FAAL RERINL
FEASIZ. VANEEINETRTOI AT Sy M 73— ABRESDbNET, 20
v arTAHVICILET Ty 7 = ARERY a TOERERICEEL £, 72 &
Z X, [Available Platforms] XA > CEHER I TWRNT NA R EE D T #AND T
TOFNRAATA—NEETFLIEEE FD LD T AL TR S R EER Ikt
LC~—27&NnET,

Rule Inputs

New Rule Input F LWL — VIR EZBINT DI [New] 227 Vv 7 LET, ZONA 2 TERT 15
#iL.[Policy Profile] ~A MBI E T BINL T2 — VDN —VIFREZIEET D
WEND D T HIZXIP TRV RAIEREFRTCEEST . ZONV— NV EFITT H 21—
PRAL—VIZEED IP TRV AEZANLED FOT RV RAEREOT 07 7 412
BEMLZY TEET MERROFEMIGERE AL £7°,

AT HOWNTIEL, BH OB 2 AT B0 [Generate| R ¥ %7V v 7 LT . #A

M VD FHBIF 2 AR L £77,

[Data Type] 7 4 —/V R TEIRL 7oA 7 3 NZHESWT RO 7 4 — )V EBRFREIN
£7,

o [Is List of Values]: /v —/L{F#IZBHEAHT 2B OMEZEBMT 22X, 2 DOF = v 7
Ry 7 AeA L ETEOEMMRE HIRN CELIRN/EBRINET 0.7
TANMEERETHI EHTEXET,

e [Accept Multiple Values]: &R IZEB DR ET AL AIE.2OF =y VR Y
I A%A N ET, ZHUXFEIT AT ON—NMEROGEICOREH SN ET,

e [Min Value]: /v — /WSRO F/ NEREE ATIL £7°, 2T ERT — 2 BOGEIC
DAHHEH I ET,

e [Max Value]: /L —/VIERO R RKERMAE AL T3, 2T BT — 2 Ro5E1C
DAHHEH SN ET,

o [Default Value]: /v —/IERDOFT 7 1V MEEZ AN L ET, 207 4 —/LFICAST
HiED AL, [Data Type] 7 4 —/V K CTRIRL 727 —H B L - TR Y 5,41
ZIE. 7= L LT [Integer] 23R L 725A1T AN TE L OIXEBMDO A TT,

o [Max Length]: /L — /WEHICHEH SO R RKEEZATL £7,
o [Val RegExp]: FATE/ITMEEICHEA SN D H R IEHEBZ AL 77,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

M [Compliance] 7 1 —JL K OEEA

& 2-134 [Configuration] > [Compliance] > [Policies] > [New Rule Fields] (# &)

J4—ILF EL:
Conditions and Actions

New Conditions and HLWL—ILDEEBLOT 7y a v 2ERT 512 [New] 227 U v 7 L E7,
Actions

[New Conditions and Actions—Conditions Details] % 7

Condition Scope e [Condition Scope]: TR DWF 00 b Rk O#FH &2 RN L £,

Details - [Configuration] : 56 &R EfTa 7 4 Fal—varya4+ 2L Y,
- [Device Command Outputs]:show =2~ K DOH N ZE#ERL £,

- [Device Properties]: EITHOFFETIE R TNNA ADT a8 7 1% L The
RBEITNET,

- [Previously Matched Blocks]: LARTDOSRFTER I N TWD T vy 7123 L T
WEIATLET, ZOF 7Y a > TERUEEZFEITT H1TE LLRTO ST [Parse as
Block] 77 a v &2 AL TWARERH Y £9, 2047 a i —1o
RYIOSEHFICRETE £ A,

e [Device Property|:IRDT /XA A 7B /X7 4 OWT N EIERINL £,
Device Name

IP Address

OS Name

OS Version

¥ oA 7Y 3 i [Condition Scope] Fuey 7% U X kd [Device
Properties] Z &N L =550 B A0 £,

e [Show Commands]|: iR L7277 v K 7 4 —AIZHH S D MHD show 2~ K
EBRL T, - BEEZFITTHILERH S show 2w RH AN TEET,
¥ oA 7Y =i [Condition Scope] Ku v 7% w2 U A Kd [Device
Command Outputs] ZER L 72HAEICOH AR £,

Block Options

Parse as Blocks DX T arad T L EITHORET 7 AVNOREDT 1y 7 DFRME(ZO
v/ ary TER)EFEITTEDLLIICRY £, 2OAF 7> 3 1%, [Condition Scope]
F7"2 a T [Configuration] Z&RL 72355 show 2~ FDOHEXIREL £,
Block Start Expression | = ® 7 ¢ —/L K, [Parse as Blocks] &7 a » BWEMITA > TO D HAEIFILETT, IE
BEREZEHL TLEEW, 22Tl v —A 158 e Grep HAZEHTE £,

Block End Expression |ZdD7 4 — A RIMMEETT . T 74/ F Tl xR L EIZ V7LD a <2 R 3BRLA
EncEEITay MR TLET, ZRE D LRENCT vy 7 2l 285613, EHE
BELTEEADL 7,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Compliance] 7 s —/LF g W

& 2-134 [Configuration] > [Compliance] > [Policies] > [New Rule Fields] (# &)

Z14—ILF e

Rule Pass Criteria MBS LT AT v arvad il LET. K47 a v idkD EEBY T,

e [All Sub Blocks]: X ThO7 vy 7 BRESNI-RGZ2HIZLIZGEICOH IL—
IR LT ~—27 S FET,

e [Any Sub Block]: %7 7 v v 7 OWFNLNEMEE2HIZL TWHHATH L—L
LI L TCv—27 L %7,

e [Raise One Violation for Each Failing Instance]: Z D4 7> a 2 H L 725
A [Job view] THE L IEREIEIT. &7 0y 7 THRENER 2 U 2B

BmL £,
Condition Match Criteria
Operator BlED T 4 — VR TCANTHEIZESNTAH T g o ZEINL £97,
Operator Function [Edit] Z27 U > 7 L £7 . [Select Operator Function] ~2— Y NFE RS £, FHillw 58

OB AZBIRL (BIRL -FRIEROBEBICE SO TEEDO AT A—4% A L £7,
F o7 4—/LFiL. [Operator] 7 4 —/V K TA 7> 3 @ [Execute a Function]
PBEBRL-BEASICOMEH T 94,

Value MBI ERERZHEHL TLEEW, 22T L —E#R E  Grep H A2 TE £
T ZOEHIT grep L CHEFEDFRMITHEH TE 3,61 21X.<2.1> <2.2> 72 L&D
<Condition.value number> AN IEVFE T, = OFAEFRA FIZ B2 7 4 —/A KT
BIRENTZHEBEFDOATINTG A—=F L LT RO SHEHTE £,

Rule Pass Criteria MBS L T AT v arv a2t il LET A7 aidko LD T,

e [All Sub Blocks]: X ThO7 vy 7 BIRES NI R 2T L IZGEIZD I L—
MIRPH LIzt ~—7 &N ET,

e [Any Sub Block]: %7 7 vy Z7OWTFNLBEEEZWTZL TWDGEETH L—b
ERLIZELTCY—2ZLET,

e [Raise One Violation for Each Failing Instance]: Z D4 7> a /0L 728
4. [Job view] THE L mEXKEEUX. &7 7 > 7 THREEDERK Z R L 2B

wmhie £,
[New Conditions and Actions—Action Details] & 7
Select Action AV T ITAT LV AEE R BER BB LR CETTAOMNERLDT 7 a 2RO D

Hinn 1 S3IRL £97,

e [Continue]: &AL TWDH  E2ITHZL TOWRWEEIZ,. 2D 7 4 —/LRIZ
RESNTERMEFEFICESOTOL—ADBEATL £, R/MEFZEZHEL WG,
N—VTIRDGMEETAR Y T L ET,

e [Does Not Raise a Violation] : i Z J A S FIT. £ DERDONL— L DEITEIFIEL
£7,

e [Raise a Violation]: i X & BE S  ZDOHDONL—IVDOFETEEIEL £7,
e [Raise a Violation and Continue]: X & 34 S A — VDO FEITEMEE L £9,

Condition Number S ZNE T L CWASA E213TM 2 L TR WS IZ X » TL—L 28171 5 5005
FERELET BIEOFEESFUTOERBEZIIIBETEEEA. ZDOT7 4 — /L FIX,
[Select Action] 7  —/L K TA 7 3 @ [Continue] % JBIR L 7-HEICDORHH T
%7, [Condition Number] 7 4 —/V R NZEHDOLGEIZ ROFH ARE72 &2 T %
£,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

M [Compliance] 7 1 —JL K OEEA

& 2-134 [Configuration] > [Compliance] > [Policies] > [New Rule Fields] (# &)

74—ILF 5% BA

Violation Severity EXEBRH LGRS, a2 T ITAT U AEBRICT 77 2B ETHLENS HDENEL
FBELEd, 207 —Fik.[Select Action] 7 4 —/V K TA 7 a > [Raise a
Violation] #®R L 72555 I2OAEHTX £,

Violation Message Type [YkdD A v & — AT ONTNNEBRIRL 5,

o [Default Violation Message]: 1€ EARHE (F 71X FET AT LHWT L 7285512,
OF T arERRL £,

e [User defined Violation Message]: = A2 b2 AN L EXEZEIET S CLI EE%
T 21X, 04T v g U EBIRL $9,

Z D7 4 —/L R i, [Select Action] 7 4 —/L K TAH 7 3 »® [Raise a Violation] % &

WL EICOREHTE ET,

Violation Message ¥ D7 ¢ —/L R [Violation Message Type] 7 4 —/V K T — VP EHEDER A
=V EBRL 2L AICORMETE £,

[Job View| 7 4 > R UIZFERSNDER A vy B—VE AN L £, 2 22—/ R
A TE £,

Fix CLI ¥ Z0O7 ¢—/LF L. [Violation Message Type] 7 4 —/V K T —HEFDIEN A v
U EBRRLEGAICOAEHTE T,

TNAAPREE LB 22 L TWARWESEIC B#ESTS CLLEEAZ AL £7,
config t.configure, 55 L N E D exit 2~ R EZ AN LZ2NWTLLZEIWN, Z 2T Lb—b
fE# & Grep 1A T £9,

F oexit AU FNIEAAMCBIOY T LN aw s R TCHEHATE £,

WIZ.ZDT7 4 — I RIZANT5H CLI BEEOERAEZRL £,
o FEITHZATDASDHAIL. <Rule input ID> Z AL £9°,
o BIEX A7 DATDOYAEIL, "<Rule input ID>" Z AL 7,

o Grep A 7OHNOHEEIZ. <nm> Z AN L F4, 22 Con iZ5&MHES. m iz
F5TY,

[Configuration] > [Compliance] > [Jobs]

F 2-135 I BB ER/EBRLDTNAA R AT ITAT 2 AERIERLIZLV—V a7
AT v ADIRRE GERIL, A v A X AF R REE B L OEREICOWTORlRERL £7,
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Plug and Play Profile] 7 « —)LF &8s W

& 2-135 [Configuration] > [Compliance] > [Jobs Details and Violations Summary Fields]

Z24—ILF El:

Audited/Non-Audited B 43 LA L OT AN A0 EFRL £, 734 ZAOFEAMIOWTIL B
Devices BABIOEERLOTANAADONANRN=Y U JREE 7 ) v 7 LET EEEFLT NA
ADNANR=Y IR E IV 7 FTDHETNRAARLEERAT — X ANERINE
TEBERL T NA REROENEGE ENET,

o VAT DAY a— Va2 —VFORMNGHHAIIH ST B FORICELTINTT NA
A,V a TFEITHIC NS DT AL AT —F O BHPHICITH Y FHATLT,

o VaTFETRHIA UL TV ERIFERETE RN ST T N A A,

e 10S E— K TXho7z CPT 731 A,Compliance Manager (24277 ¢
Fal—TarPEENTORNTZD  ZNDLDOT NNA RIEEINETA,

o H—RNN—F 4 TN AR,

o AVTTAT VA B—=NEFHIL TWRWTNA A, DED TN, RADERL A
Mary 7747 AF—=N"THEATE EHA,

Selected Rules RV — T 77 AAMERINZ E IR O —CEIREINTZ NV — LD, Z iU R
VU —CERINTZN—NLDORBOY T2y NOBERHY £9°,

Compliance State [Pass] £721F [Fail] nEFENET, TRXTOT/RA RZHDONTORY ¥ —HNDT T
D=5 [Pass] ZEKRT HREEZEMTDMLERH D £,

Violation Count THE KT a TN THERINZ BB N FFEDORY & — T34 ZADE) D& —
%rbi#@hxhﬁm@ﬁuy—@éﬁﬁMM®?A4xf&otE*~ﬁﬁ@ﬁil
DIHTT,

Instance Count T«T@fﬂ4z@@ﬁ@®%£1%&&%%@%Uva@§ﬁﬁum@?ﬂ4xf
HoT-BE A AZ L Z2O8IE 100 12720 F9,

Highest Severity $Jv~%%mﬁééiéiﬁwwwwﬁﬁiﬁﬁﬁ%uW~W®%ﬁﬁﬁf%ﬁ%ﬁ%
LET . 2N FNIV L ERENEWVVEREZ EEXL $7,

Ignore Count THIF =K L TERBENTZT T v b 7+ — L OHEPFAIND T S A XA T 5 76 I

WENF-L—LDOEERL 7,

[Plug and Play Profile] 7 «+ —JL F M ExEA

K12, [Plug and Play profiles] % 7 4 —/L RIZOW T L £79°,
e [Configuration] > [Plug and Play] > [Profiles]
¢ [Configuration] > [Plug and Play] > [Profiles] > [Deploy]

[Configuration] > [Plug and Play] > [Profiles]

& D3 T, [Configuration] > [Plug and Play] > [Profiles] D%~ 4 — /L K IZO>WTHAL £7°,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Plug and Play Profile] 7 « —JL K OZHEA

#2-136

[Configuration] > [Plug and Play] > [Profiles]

Z4—ILF

EhEA

Device Type

7T g AVHENTEDHLWT AL AD L AT 2R £7,

—FEEATIZ AA—TVEREDRI LYy hEESRICEAT R 7 A L%
BETASAATHERLET. T A AID 2HEL TEAT BT 7 A L&l ]
9% 121%, [Device Type] IZEIR L 20 T EE 0,

Bootstrap Template

Ny 7Zos VAP =AMy 7 CLI 7o 7L —h &2 @R L
£7

Software Image
Image Location

V72T A A=V E ROy T XAy JARNMLERL, A AV REE
TEHETNRAZALEDT7 Ty aDMEEZREL 1,

Configuration Template

Rry7Z0s JAMNPORET V7 L— b 2L £7°,

[Configuration] > [Plug and Play] > [Profiles] > [Deploy]

& D2 < [Configuration] > [Plug and Play] > [Profiles] > [Deploy] ®% 7 4 —/L KIZ2>W\W T

AL £,
& 2-137 [Configuration] > [Plug and Play] > [Profiles] > [Deploy]
J4—ILE Bk
Device 1D CNS ID "—2BEHEOGA. ZNEFAA—F v =7 U7 ID -5

A4 2@ VUDI 12720 £,

Bootstrap Template Properties

FAN THhHY b Oa—FH AT —F G B BIOBEEY Ao
HHlE AL ET,

[Configuration] > [Plug and Play] > [Profiles] CTE#ZIN/ZT7 —h A M T v
T T = I RbLGEICDOR T NANT T T — DT rN
TAMT BT 7 AN NIFA=RIIRRINET . T— AT T T
L — MICBEAHT BT _C OB E G253 [Bootstrap Template
Properties] ® FIZERSNLET,

Configuration Template Properties

[Configuration] > [Plug and Play] > [Profiles] TEZESIN/I-RET 7L —
FNRHDLGEEINCOR RET T — DT a T 4B T a7y A RT
A—RIZFRENET  RET V7L — MMTEEMT BT N TOEHELS
G558 [Configuration Template Properties] @ FIZER RSN D7D, 22—
FILZNEDOEHBIfEZ AL [Applyl 227V v 7 TXx F7,

Image Properties

WROFEMIBEREZFOAA TN T T 7 ANVIZHBESNTWDIHAE A A—
T OT a7 4 ) [Profile Parameters] (2RI ET,

¢ Image location

e Erase Flash

e Continue on Image Failure

e Activate Image

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

[Plug and Play Profile] 7 « —)LF &8s W

#2-137 [Configuration] > [Plug and Play] > [Profiles] > [Deploy] (&)

Z4—ILF

Bl

Device Management Parameters

IP7RLAZANLEFT,CNS R—Z2DOREFTIXIP 7R AR EEINT
W22 W4 Prime Infrastructure Plug and Play 7 —F 7 = A IC X » THE
7= IP 7 R L AR, F /34 A% Prime Infrastructure 78 A4 2 A L _
FUAISEIT B S E T,

Iy hT—=I BT 7 AT U4 —E NAT ICX o TIRESN TV DHA,
Prime Infrastructure Plug and Play 7" — h 7 = 1 $— N2 X > THRE S iz
IP 7RV ARTANAL ZADOEBED IP 7 R L ATHRWESNRH Y F£9°, Prime
Infrastructure (2L » TEHINDLEDNH D NAT OEFRITEB DT A A
N HBE VEREIITDT AL ADIP TRV A2 FETANTE £,

¥  Cisco Prime Infrastructure 127 /N4 AIZBT 5T N A4 REBRT A —
HEERM L FEATNARERNNT A—=2F A A=V B L O CLI #%
TEDEH ST BITT AN A R EEBT 572912, Prime Infrastructure
WEoTHHENET TR TOREN. 707 7 ANVDORET
L—hENLTCORFITENET,

FOTNAARACEERT A= ERETOHBIXT IS TR T AT
27 7 ANMIEENTVWDHIRET 7 L — MTBIML £9 ([Cisco
Prime Infrastructure 3.0 User Guide /O Creating Plug and Play Profiles
(727 TUR T A 7a7 7 AVOER) I ZZHL TSN,

SNMP Parameters

N=Dar ZALT T M FHMTEE 2 2=7 %42 AL £7,

CLI Parameters

Faoy &y URARMS 7o haLiy@RL  a—F4 2T —F fER
INAT — R HIME AT — R GEBAIME AT =R FA LT T N&E AT
bij‘o

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

W [Mobility Services] 7 1 —JLF D8

[Mobility Services] 7 «+ —JL K D EiBH

K1, Mobility Service Engine &% it7 257 4 —/L FIZHOWTHBAL £7°,
e Mobility Services Engines(2-160 ~<—3”)
o A TRATEYF 4 (2-162 —)

Mobhility Services Engines
WDE 73 Tix, [Design] > [Mobility Services] > [Mobility Services Engine] (Z& 5 ~=—

TOKT 4 —NVRIZOWVWTEBHL £,
e [Mobility Services Engines] > [Select a command] > [Add Location Server]

(2-160 ~=—)
¢ [Mobility Services Engines] > [Select a command] > [Add Mobility Services Engine]
(2-161 ~—7)

e Mobility Services Engines Database Synchronization(2-161 ~—°)

[Mobility Services Engines] > [Select a command] > [Add Location Server]

W3¢, [Design] > [Mobility Services] > [Mobility Services Engines] > [Select a command] >
[Add Location Server] (23 % [Template Detai]l 7 4 —/L K iZ DWW Tt L £,

#* 2-138 [Add Location Server]

J4—ILF )]

Device Name |Mobility Services Engine O 7 /3 A 24,
IP Address Mobility Services Engine ® IP 7 K L &,
Contact Name |Mobility Services Engine M H#,

User Name T 7 )V O —V 4% admin T3, 2L MSE 123 L TREZINTWS Prime
Infrastructure #{g = — V4 T,

.'E.EI‘:

Password T 7 )k DO/RAT—RE admin T, ZHL . MSE (2% L TEREI LTS Prime
Infrastructure O@F/XA Y — K CT9,

Port Mobility Services Engine 7 /3 4 AD KR — k F =,

HTTPS HNZERE L7254 Prime Infrastructure & 17— 3 > $— R OEF 1T HTTPS 23 H
ENnFEJ,
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| 2%

[Configuration] R—Z D7 4 —JLF YT 7L VR

[Mobility Services] 7 « —LF0ed W

[Mobility Services Engines] > [Select a command] > [Add Mobility Services Engine]

DT, [Design] > [Mobility Services] > [Mobility Services Engine] > [Select a command] >
[Add a Mobility Services Engine] 24 % [Template Detai]l 7 4 —/L FIZ DWW T L £7°,

#2-139 Mobility Services Engine M50

J14—ILF A

Device Name Mobility Services Engine ® = —H%E[0) 4 T4,
IP Address Mobility Services Engine ® IP 7 K L &,

Contact Name

Mobility Services Engine D& &,

Username 77 4V O —H4F admin T7, ZIUL MSE (2% L TEE STV 2% Prime
Infrastructure #{g = —%4 T,

Password T 7 %/ kDO/RAT =KL admin T3, ZHUL . MSE (2L TEREZ I TCW5D Prime
Infrastructure O@fE/XA YU — K T,

HTTP HIIHETET I N TWAB A, Prime Infrastructure & Mobility Services Engine B @152

HTTP i & ¥ 4.5 7 + /L k Tl Prime Infrastructure 1% MSE & @i@{Eic HTTPS %
ERHL £,

Mobility Services Engines Database Synchronization

DT, [Design] > [Mobility Services] > [Mobility Services Engine] > [Select a command] >
[Add Mobility Services Engine] (2% % [Template Detai]l 7 4 — /L R IZOWTEHHAL £7°,

£ 2-140 Mobility Services Engine DiEH]

Z4—ILF L

Device Name Mobility Services Engine @ = —4%|0) 24 T4,
IP Address Mobility Services Engine @ IP 7 K L &,

Contact Name

Mobility Services Engine D% 4,

Username T 7 /v kO —H41F admin T, ZAUE . MSE (2% L TRRE LTV 5 Prime
Infrastructure #{E = —¥4 T3,

Password T 7 Nk D/RAT—R X admin T3, ZHIX . MSE (2% L THRE I N TWD Prime
Infrastructure J#{5 /XA YV — K T,

HTTP HHTHRE SN TWBE4E, Prime Infrastructure & Mobility Services Engine [H @ i@1E 12

HTTP »™MER SN £9 .5 7 # /v k Tid, Prime Infrastructure X MSE & @oE/Eiz HTTPS %
FEAL F7,
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

B s syFomE

NA TPRALASEY T«

WD 3T, [Design] > [Mobility Services] > [High Availability] (24 % [Template Detail]
74—V RIZOWTHHL £7,

F2-141 N PRLSE YT 4 DRE

Z4—ILF %A
Device Name 75 4= MSE XTIt B8 Z Y FXA 2D,
IP Address v H &Y MSE O~ LA F=Z [P TRLATHLEEILZY IP TRL A,

Contact Name | Mobility Services Engine ®#% #i#,

Failover Type T 2= V== AT tEE L £9 . [Manual] £721% [Automatic] DWW Z RN T X
FT.00 BBRICV AT AN T 2 — A F—_"—LFET . EH XY $—NF . FF 4~ =N
MHDRDN—FE— b ZRK 10 BEAHEL £9.10 BUNICA—FE—F2ZELARVE,
KN ESSNET,

Failback Type |7 = —1 8y 7 % 4 7%45E L £4, [Manual] £7213 [Automatic] DWVFhMITRY £,
Long Failover | RIFM D7 = A VA — N —FER 2 B B CHREL £9.10 BRICV AT AN T = — L F—
Wait N=LET, /R T = —F— S — R RIL 2 BT,

AAYFDHKRTE
RIZAA Yy F 2T D7 4=V FIZONTHBAL £9,
¢ [Configure] > [Switches]

e [Configure] > [Switches] > [IP Address]
¢ [Configure]> [Switches] > [Add Switches]

[Configure] > [Switches]

W DF T, [Switches] X—T D7 4 —/L R IZHOWTEHAL £9°,

#2142 X1y FDEFR

24—ILK B

Management IP Address ALy FOIP 7RV A FHEMEBBT ICE. A v FOIP TRL A&
U 7 L EF, 3MIC OV TIE, TViewing Switch Details (A o~ F 2E401E

@%%)J (4_3 /Q_y) 25_}7;}3% L/T < fié l/\o

Device Name AA v T4,

Device Type AAFDEAT,

Reachability Status Z A v FNEEAREZ A1 [Reachable], 2 A v FNEERERBAIE
[Unreachable] #/rL £,

Inventory Collection Status WEDA X b UVINED AT —H A, m[Re72 1%, [OK]. [Partial] .
[Failed].[NA](SPT M A A v FOEE) £721% [In Progress] T,

Inventory Status Detail BHDOA L XN VINEOAT —HAEREL FT, 42 F VIENIE

WIATONRDPSTEHGEIX KM DOBZ ONLHHNY AN INET,

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Configuration] R—Z D7 4 —JLF YT 7L VR

F#2-142

24y Foixe B

X1y FDET ()

Z4—ILF

Bl

Last Inventory Collection Date

A _R MBS NIZHREO B AR SNET,

Creation Time

A A v F 7 Prime Infrastructure (ZiBIN S 7= B AF & R,

License Status

AL TFDTA VA AT —F A%~ L 9, 2L, [Full Support] %7213
[SPT only] T,

[Configure] > [Switches] > [IP Address]

WDOERT ALy T OFEMBERZFZRL TR RINDIMERFROL 7 4 — /L FIZON
TitBHL £,

& 2-143

[Configure] > [Switches Summary Information]

General Parameters

IP Address

AAvTFDOIP TRV A,

Device Name

AL F 4,

Last Inventory Collection
Date

BBEOA R b YINED AR &L,

Inventory Collection Status

WEDA X b VIRED AT —Z A, ATRE72fEIE, [OK], [Partial], 721
[Failed] T4,

Software Version

ALy FTEITENTNWDY T T 2T DONR—=T g

Location

A A > F DB,

Contact

AA T OHELEL,

Reachability Status

A A v FREGEARE/RR S5 E X [Reachable], A A v F NEERRER AT
[Unreachable] #~L £,

SNMP Parameters

Version SNMP R— g &5, 2 [vl].[v2c]. £721F [v3] TF,SNMP v3 THIE X
NFEAALYFDAALYF R—F ML — U PR ERICETTHITILEST S
VLAN Oa T F AR AA v FTRETHLENRDY £7°,

Retries Tt ANRKIETIEIET D FTICHA S5 HRATE (B EAD

Timeout T ANZ A LT T MRS ETICHATI NS (BEN) 2R L £9, 8%

REPHIE 2 ~ 90 I, T 7 A MiE 10 BT,

[Version] FAOwFH oY JR T3] ZBINLEEIE. RDIT 4 —ILEBRRShET,

User Name o —W4
Auth.Type FBFEH A 713, [None].[HMAC-SHA]. £7-1% [HMAC-HD5] T,

Auth.Password

PFE/ S AT — R

Privacy Type

77 AN — Z A7 [None].[CBC-DES]. £721% [CFB-AES-128] T,

Privacy Password

TT AR — NRRAT — R

Community

V1] £720% [v2¢] 23R L7258 A1E. 207 4 — A RIZ SNMP 23 2 =5 ¢ %
MUV TERLET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1



E2F [Configuration] R—SDIT4—ILF YI7LUR |

B s syFomE

& 2-143 [Configure] > [Switches Summary Information] (# )

General Parameters
Telnet/SSH Parameters

Protocol D7 e kan,

User Name [Username],

Password INAT —R,

Confirm Password WNRAT—RZHEANL THERL £7,
Enable Password HIE AT — ],

Confirm Password WA —=RZH/EANL THRRAL £7,
Timeout 2 A LT D MEFRHEN) TT,

[Configure]> [Switches] > [Add Switches]
WD F T [Adding Switches] _*—I DK T 4 — /L FIZHOWTHBAL £,

#2-144 X1 FDEM

Z4—ILK BtEA
General Parameters
Add Format Type WAEERL F97,
e [Device Info]: 1 —% %Ky b ALy FDIP 7KL A& N~ TRY > TFEHT
AL FET,
e [CSVFilel:BHDODAAL v FDIP TRLVANRGENTNE CSV 77 A% A
AR—=FLET . TFAF Ry 7RI CSV 77 AIVDNRNRAE AT DD,
[Browse] #27 U v 7L C. a2t a—%TCSV 77 AT —FLET,
IP Addresses [Device Info] Z#RL ZHE X A~V Fy b ALy FDOIP TRV A& ~T
XEl->TANIL £9,
License Level WRZEBER L £9°,
e [Full]
e [SPTonly|: A vF R—hk b =7 PR—FDHEHRTEL £7°,
SNMP Parameters

EEXIAHLT 72 RZKIET D SNMP RI A—X(HFHTE25R) AL ET 5 ARVERT 78R /8T X—
BEANNTHE ALy FIZBIME N ETH, Prime Infrastructure 1ZRELXZEH T 8 A,

Version SNMP R—2 a &K G5E2 AL ET, 2T [vl] [v2c]. £721% [v3] TT.SNMP
V3 TRESNIZAAL v TF DAL v F K—F b= 72 EFICFTT DI
U945 VLAN OarTF A EAA vy FTRETDULENRD D £,

Retries T AP TIHFILT 5 ETICFFAI S D HFRTE (AL 2 AL £77,
SNMP Timeout (in secs) |SNMP % o 57 7 M (B EAL) 2 AL £,

[Version] FAOy F& 5> 1) X kT vl £ v2e] BN L 7=3FE & [Community] 7 1 —)LEBRRIAET,

Community SNMP 23 =2=7 44 A V72 ANLET,

[Version] FAY P& DY JX T3] ZERLIZBEE RODT +—ILERRFENET,

Username T—HELEANLET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 852% [Configuration] R—S D74 —)LK YT 7L VR

24y Foixe B

F#2-144 XAy FDEM (KFEE)

Z4—ILF

%II':

BA

Auth.Type

[None].[HMAC-SHA]. £7-1% [HMAC-HDS5] ORI # A 7% AH L ET,

Auth.Password

FRRENAT —R 2 AL £,

Privacy Type

[None].[CBC-DES]. %7-1% [CFB-AES-128] 7' 5 A s — X% 4 7% AL £,

Privacy Password

TITANY— NRAT—=R &2 AN LET,

Telnet/SSH Parameters

Protocol

7' b aEBER L £,

User Name

a—¥HE AL ET,

Password

WNRAT—R&EZATTLET,

Confirm Password

NAT—F Z2BmEANL THRL £,

Enable Password

AR =R &2 AL £7T,

Confirm Password

BRI ASAY =R ZBEANL THEEL £,

Timeout (in secs)

ZALT T MEBHEAM) Z AL ET,

[CSVFile] 7 « —JL

WDOFRT[CSV] 77 ANVDET 4 — /L RIZHOWTHBAL £7,

#2145 [CSV] ZF7AIDT 1+ —/LF

F4—ILF

L

ip_address

IP 7FL R

network mask

Iy hNU—T =R

snmp_version

SNMP 7L 5o vai X"—U g0 vIv2, E721% v3 TF,

snmp_community

SNMP =X = =7 ¢ (v2 TIEHH),

snmpv2_community

SNMP V2 =2 S =5 1,

snmpv3_user_name

SNMP V3 z—#4 (v3 TIEMH),

snmpv3_auth type

SNMP V3 G8FE# 1 7', None, HMAC-MDS5, £721%
HMAC-SHA T (v3 TIi3H),

snmpv3_auth password

SNMP V3 GERE/N AT — R (v3 TIEMH),

snmpv3_privacy_type

SNMP V3 75 4 "y — % 47 None,DES. £7-1%
CFB-AES-128 T9 (v3 TIIMAE),

snmpv3_privacy_ password

SNMP V3 7 ARy — RRT — R (v3 TiEHzAE),

snmp_retries

SNMP @ FE1T R

snmp_timeout

SNMP % A4 L7 D |

protocol

telnet,ssh2

telnet _username

RESNTVEBRE ALY TFBIWNAP Oa—H4 (BRES
NTWDGEITNAE),

telnet_password

24w F L AP ORAT— R (MIH)
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E2F [Configuration] R—SDIT4—ILF YI7LUR |

N z y7o8E

F2-145 [CSV]I ZF7A/NDT71—/LF (HE)

J4—ILF St
enable password BESNFE XA T—R 2L £4
telnet _timeout telnet O ¥ A L7 7k WRERE

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |



CHAPTER 3
[Inventory] R— D7 4 —JILF YT 7L IR

Z Z Tl%.Cisco Prime Infrastructure U U —2* 2.1 @ [Inventory] ¥ 7\ZH D7 4 —/L RiZD
WTRHIAL £97

NAT44 Rules

&IZ, [Inventory] > [Device Management] > [Network Devices] > [Configuration] >
[Security] > [NAT] > [NAT44 Rules] (25257 4 — /L FIZOWTHBAL £9°,

e [Add NAT Rule] > [Static Rule]( 3-1 ~<—)
e [Add NAT Rule] > [Dynamic NAT Rule] ( 3-2 ~X—)
e [Add NAT Rule] > [Dynamic PAT Rule]( 3-3 ~<—)

[Add NAT Rule] > [Static Rule]

WD F T, [Operate] > [Device Work Center] > [Configuration] > [Security] > [NAT] >
[NAT44 Rules] > [Add NAT Rule] > [Static Rule] D EFRIZOWTHHAL 9,

£ 3-1 [Add NAT Rule] > [Static Rule]

EXR A

Direction Jif % NS L £4, Cisco Prime Infrastructure V U — 2 2.1 IZZEDHRIE~D 0O I %+
A—FLET,

VRF NAT #7123 EFf7 &5 Virtual Routing and Forwarding(VRF) # AL £,

Source A A7 IPv4d 7RV 22 AH L ET, A272 IPv4d TR L 23 B VAR () TRUILRE 4 50

T Ty FIOREREINET,
e [Source A] ZEF L 7284 1%. [Source B] b EFTHILENDH Y £7°,
e [Source A] #TFE L =A%, [Destination A] 1Z5 7 #/ T [Any] (2720 £7°,

Destination A 5457 IPv4 7R L A& AL £3, G272 IPvd TRL A2 F VAR () TRYULNTZ 4 5D
T Ty P bERENET,

e [Destination A] % &7 L 78414, [Destination B] & T 5L ERH Y 77,
e [Destination A] Z & L 7284 1%, [Source A] IZ7 7 4/ + T [Any] (272 Y £,
Translation ABT 4 TEWDH AT 2RI 9,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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FE3IE  [lnventory| R—=S DT 4—ILF YI7LYR |

[ |

# 3-1 [Add NAT Rule] > [Static Rule] (# %)

EXx Bl

Source B Hhir IPvd 7RV 22 AHANLET, %72 IPvd 7TRL 213 . U4 R () TRIOSNE 4 oD

F Ty "R ENET, S A E—T oA ADV AN AL F—T = A AZBIRT
HZ e TEET,

e [Source B] & L 78413, [Source A] b EHETHMLENH Y £9°,
e [Source B] # i3 L /=44 1%, [Destination B] (37 7 # /L F T [Any] (272 0 £,

Destination B

Ah72 IPVA TRV ZZ AL ET, A7 IPvA 7R L 21X B VAR () TRE 6N 4 5D
F 7Ty binbERESNET,

o [Destination B] # &7 L 7284 1%, [Destination A] & E&HTHLERH Y £77,

e [Destination B] # &2 L 72341, [Source A] 8 L U [Source B] i£5 7 # /v b T [Any] I
7m0 ET,

Options

ABT 47 BATOEERLT T arEZANLET, REHFREL £,

o HMAIAZRIP TR A (XA m—F72L) & HH4 %1213, [Ignore Embedded IP Address]
Frv IRy I AL N ET,

o R— NEHEZ AT 521 [Enable Port Translation] F = v 7R v 7 2&F 2L K%
EFL FT,

- TCP ¥7-1% UDP
- TOFR—h
- Translated Port

[Add NAT Rule] > [Dynamic NAT Rule]

D3 T, [Inventory] > [Device Management] > [Network Devices] > [Configuration] >
[Security] > [NAT] > [NAT44 Rules] > [Add NAT Rule] > [Dynamic NAT Rule] ®E& |
DOWTHHAL £,

* 3-2 [Add NAT Rule] > [Dynamic NAT] X—<°
Ex B
Direction

Jial & AJ1 L 9, Cisco Prime Infrastructure V U —Z 2.1 13ZE0 D EE~DF MO I % PR —
}\ Li‘j‘o

VRF NAT Zfi 7 o ANnEITEND VRF 2 AL F7,
Source A U+ ACL £ Z2EIRL 97,

e [Source A] &£ L 7=8%41%. [Source B] b T HHLENH VY £,
e [Source A] ZEF L 72413, [Destination A] 1¥7 7 /v b T [Any] 12720 9,

Destination A

YAt ACL 4 %8EIRL £77,
e [Destination A] # &3 L 734 1%, [Destination B] & E#T 5 LERH Y £,
o [Destination A] Z &7 L 7234 1%, [Source A] X7 7 + /L kT [Any] (2720 97,

Translation

ZAFT Iy 7 NAT BHO X (7 2R L £,

Source B

Fay & URARNME NAT 77—V &2 %IRL £77,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[ 32 | |



| 3%

[lnventory] R—S DT 4—JLKE YIFL VX

& 3-2

[Add NAT Rule] > [Dynamic NAT] X—° (#F &)

BF

A

Destination B

Fay7Zoy URMnpE NAT 77— &% IR £,
[Destination B] % &7 L 7244 1%, [Destination A] H THTHLENH Y £7°,

[Destination B] # &7 L 7234 1%, [Source A] 3 L O [Source B] 135 7 # /v b T [Any] (272
@ \ij_c

Options

BAFIv I ZATOEERT T a2 AL ET,

FAIAI TP TRV A (N A m— 72 L) 2 HHE 3 5121%, [Ignore Embedded 1P Address]
Frv IRy I AEF AL FET,

R— N ZEHa A2 A %023 %121 [Enable Port Translation] F = v 7R v 7 2% 4 2L REE
%l—/\ijﬂo

TCP %£7-i% UDP

TTDOR—k

Translated Port

AT a it Cisco Y —E AFEENL—H TOHLYFR—F INTWET,

x

[Add NAT Rule] > [Dynamic PAT Rule]

WD F T, [Inventory] > [Device Management] > [Network Devices] > [Configuration] >
[Security] > [NAT] > [NAT44 Rules] > [Add NAT Rule] > [Dynamic PAT Rule] ®EHE |

DWTHHIL £,
# 3-3 [Add NAT Rule] > [Dynamic PAT] N—°
Ex %A
Direction FHEANLEST, 2OV I —=ZTIZ AT RSB T R AT R ADFEET RS R—
SNTWET,
VRF NAT a7 o ANEITIND VRF 2 AL 7,
Source A UA RS ACL 4 %8 INL £,

Destination A

[Destination A] IZTE T FH A,

Translation

ZAT v 7 PAT BHD X A 7 2RI £,

Source B

JARNPS IP 7= %@ RN ET, F A F—T 2 A ADV AN A L Z—T = A A%
BIRTLZ2 LB TEET,

Destination B

[Destination B] IZE&ETX £H A,

Options

X AF vy PAT OBERAL T ar a2 ANLET, MARAHRIP TRV A(RAfue—FiRL)%
4 5 (21X, [Ignore Embedded 1P Address] = v 7R v 7 &4 2L £,

i ZOF 7 3 1%, Cisco ISR TOHYR—F ENTWET,
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FE3IE  [lnventory| R—=S DT 4—ILF YI7LYR |

[Configuration] > [Security] > [Zone Based Firewall]

w3 T, [Inventory] > [Device Management] > [Network Devices] > [Configuration] >
[Security] > [Zone Based Firewall] > [Policy Rule] (252 7 4 —/ARIZOWTHBHAL £9,

# 34 [Zone Based Firewall] > [Policy Rule] N—=°

BF el

Name (B R —HAlO4RTZ AL £,

Source Zone NI T4y I OBRERDY 2 DLARTEASLET,

Destination Zone | 57 ¢ v 7 D3RS B — 2 OLHTIE AL 7,

Source BERMNGZDOT —ZDEEITLIP 7RV REZAN L ET, BRRNT A—=ZIFTKRDO LB TT,

o T D (Any)

o IPV4 7 RL R EHT 3y b DAL DY,

Destination REXNGDOT —H D5 IP TRV AZ AN L ET, BT A—=2FROEELY T,
o W2 (Any)

o IPV4 7 RLREHT Ry NOMAEDHE,

Service BAEMROT =2 OV —t X, RN TA—ZFTROLEFEY TT,

e Services

e Port Based Applications
e TCP
« UDP
e ICMP
Action HAIGIZ BB S5 H8ICN 77 4 v 7 ECEITTHT Vv a U EERRLET, ROGAEIC
HHIRA—E L £7,
o NI T4y IDREETIP 7R L ANEETHAISGEE 8T 5,

bk
o NI T 4w 7D IP TRV ADBSEMAIRME L L T T 4y 7 OREMR T —E
ANRY = ARG — T 5,

T arOF T a s iiko B T,
e Drop

e Drop and Log
e Inspect
e Pass

e Pass and Log

Advanced [Action] A7 =2 78 [Inspect] IZRRXESNTWNWD E X . 77 AT U4 —/L Jb—)b /XT A —
Options <y TEEEZRET DAL 7 4 Fal—Yary NI A—FEEEL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 853%F [lnventory]l R—SDI74—)LE YI 7L VR

[Service Container] > [Add]

W D3¢, [Inventory] > [Device Management] > [Network Devices] > [Service Container] >
[Add] ICH D7 4 — /L RIZHOWTEBAL £,

& 3-5 [Operate] > [Device Work Center] > [Service Container] > [Add]

Z4—ILF

gljlg

BA

Select an Operation

AT FEGETT VT 4 TAET D0 ETFBHED A L A X AFILT 7T 4 71k
T2 20206 U C, [Install] F£721% [Install and Activate] %8R L £,

WAAS-XE IP Address/Mask

Cisco Wide Area Application Services(WAAS) - Cisco IOS XE =77+ ® IP 7
RLABIORAZ7E2 AL ET,

Router Virtual Interface
1P/Mask

AT EAVAN AT HN—LFAA B =T = A AD IP L v A7 & AT
LETS,

OVA

AVAF =1L DH OVA A A= % AR BIEIRL £77,

Resource Profile

AEYIZEMBISE LT VY —X Fa 77 A% Y AR £9°,

Service Container Name

=X arTFoLhETE AL T,

Enable WAN Optimization on

WAN Ei#{bz2BiaT 51232 0F =y 7Ry VA3 WL N T 7 007D
AV ar BT 202 —T7 x4 AZ@®RL F9,
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CHAPTER I

[Maps] R—SD 74 —ILKE YT 7LYUR

Z Z Tl Cisco Prime Infrastructure V UV —2 3.0 ® [Maps] iZH B X—T DK T 4 — /LR IZ

DWTHL 97

[Wireless Maps] > [Site Maps] > [AP Mesh Info]

RDFF T, [Maps] > [Wireless Maps] > [Site Maps] > [AP Mesh Info] X—2 D% 7 +—/LF

WZOWTHHL £77

Z* 4-1 [Maps] > [Wireless Maps] > [Site Maps] > [AP Mesh Bridging Link Information]

Z4—ILEF EiEA

Information fetched on |{E# s 47~ H K

Link SNR > 7 @ Signal to Noise Ratio (SNR)

Link Type BEE L EN=Y > 7 BIfR

SNR Up 7 v 7 U7 ® Signal to Noise Ratio (dB)

SNR Down #7277 ® Signal to Noise Ratio (dB)

PER UL s DRy b T —F

Tx Parent Packets BELTEETOERD / —Figkd 5 TX
YA

Rx Parent Packets ﬁib?%ﬁ{’ﬁﬁ‘éﬁ%®/~$‘ (x4 % RX
VAY/AN

Time of Last Hello

RED/NT—0 HEF
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FEA4E [ Maps] R—S DT 4—ILF YITFLUR |

W [Wireless Maps] > [Site Maps] > [AP Mesh Info]

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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CHAPTER 5
[Services] R— DT 4—ILK YIT7PL 2R

Z Z Tl%.Cisco Prime Infrastructure U U — 2% 3.0 @ [Services] ¥ 7ZH D7 4 — /L KIZTDOW
T L £,

[Guest User] 7 « —JL K D&t BA

iz [Services] > [Guest User] > [Add Guest User] > [New Controller Template] (28 5
74—V RIZOWTEBL £,

e [Guest User] > [Add Guest User] > [New Controller Template] > [General] %~
(5-1 =)

e [Guest User] > [Add Guest User] > [New Controller Template] > [Advanced] % 7
(5-2 =)

[Guest User] > [Add Guest User] > [New Controller Template] > [General] & 7

WD F T, [Services] > [Guest User] > [Add Guest User] > [New Controller Template] >
[General] ~—IZH D7 1 —/VFIZOWTEHAL £,

#5-1 [Guest User] > [Add Guest User] > [New Controller Template] > [General] 27 7 1+ —/L F D&
Z4—ILF B

User Name AN 2—¥hEANLET, BRER 24 LFTT,

Generate Password FARN 22— THI L NOVERAZ Y 2 — LT Ll —HL4 LAY — R 24T

L. Z20F 2w IRy J A LT, ZNEAENMET D E B HRRAT —
M3 H GERINLEBESD) KhEnEd, Zhzlbds&(F7IicT%5).1 20
NMAT—RNBINLZBHOMEHBEINET, A7 va LT ATV a—LT L
WCHLWRRAY — R AR TE £,

Password NRAT =R ZANLET, S2AT—R IR KO LD BRERFENH D 77,
o NRTU—RNZiFA7e Y 8 UFHETT,

o NIRRT BT VR SCT O 4 RO NG 3 L BRI L TR
U— R 2Bt 208 R H D 7,

Confirm Password [Password] 7 4 —/VRIZAS LT AU—REFH AL £7,

Description T2 a—% Fo7L—FOHHAEZANL £,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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ESE  [Services] R—U DT 4—ILF UI7LVR |

W [GuestUser] 7 « —/L K DB

# 5-1 [Guest User] > [Add Guest User] > [New Controller Template] > [General] 7 7 7 —/L F DZB (#F )
Z4—ILE BTy

Disclaimer T 4V N DREBEEETF A,

Make this Disclaimer BEHEETXANLZ DT AL 2—F FUFL—rDF 740 ELTRETHIC
Default . ZD0F 2y IRy 7 AL 1,

[Guest User] > [Add Guest User] > [New Controller Template] > [Advanced] % 7

R D3R T, [Operate] > [Operational Tools] > [Wireless] > [Guest User] > [Add Guest User] >
[New Controller Template] > [Advanced] (2& 5 7 4 —/L FIZHOWTEHAL £,

#5-2 [Guest User] > [Add Guest User] > [New Controller Template] > [Advanced %7 71 —/L F D&

Z4—ILF

%II':

BA

Import From
File

FAR =% FUT L= 2 fFLTAVAR— b T2E.ZOF 2y IRy VAT I
=7,

Profile

FAN 2—VPREET I T 7 AV EIBIRL £,

User Role

Ky 7Zo VDARNDS FAN 2—=VFOa2—Y o—LEERLFI, 2—F o—/3, Hﬁff!i
FIZEXVFEFNICERIN T ANOT 72 A (BPE BE NRBEB)E XX — BV X -7 )
Vo E— KM ENTWET,

=% m— VAL T Ry Y= NOREDO 2 —FIZE D TON/AREOREZFHL
=7

Life Time

FAN 2= ThHh U 2T 7747 L TEBLLHMEROA T a L OWNTnEREIRL T

EELET,

e [Limited]: BB L O ey 77Xy VANEFEHAHL T VAN 2= ThHhou o b &
TIT 4 7T AWM AR L £, [Limited] ©F 7 # /4 MMElZ. 1 B (8 FERE) T,

e [Unlimited]: 7 A~ 7Ah 7 s OAEHIARD HFHEH Y FH A,

bz 3 Cisco Catalyst 3850 & 1 F (Cisco 10S XE 3.2.1) 3 & O Cisco 5760 Wireless LAN =
yha—=JDO5ANT U b OFRTERFIC [Unlimited] &R L 25817 AN T
T RNNT 7T 4 TN o T DR RIFRNE 1 42720 £,

Apply to

Fry 72y VARNL ROWTANZRIRL 77,

e [Indoor Area]: ¥ ¥ L /RA AT 4T 70T,

e [Outdoor Area]: & ¥ /X A RAMEIL,

e [Controller List]: IR &7 7 v 7 7 A A PMER SN2 b r—F 0O,
e [Config Groups]:Prime Infrastructure CTiXE L 72X E/ NV—T4,
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CHAPTER 6

[Reports] R— D74 —IJLFE YT 7L IR

Z Z Tl%.Cisco Prime Infrastructure U U —2* 3.0 @ [Reports] A == —I{ZH BX—T D%
74—V RIZOWTHAL £,

¢ [Report Launch Pad]

¢ [Report Results]

e [Scheduled Run Results]
e [Saved Report Templates]

[Report Launch Pad]

&Iz, [Reports] > [Report Launch Pad] iZH AL A —FDET 4 — L RIZHOWTHHAL £,
e [Report Launch Pad] > [Report Type] > [New]
¢ [Report Launch Pad] > [Report Type] > [New] > [Customize]
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¥£6EF [Reports] R—S DI 4—J)LF VI F7LUR |

[ | [Report Launch Pad]

[Report Launch Pad] > [Report Type] > [New]

# 6-1 [Report Launch Pad] > [Report Type] > [New] 7 + —/L F Di#EH
J4—LE EX:
Settings

Create reports in current |HEDRIER A AL HNOLTHRL S FTRER AL 1250 TH LVER—E2ERT S
and each sub Virtual BEIX.ZOF =y IRy 7 A% AL £, [View sub Virtual Domains] V > 7 %
Domains 27Uy 7 FT5EMIBR AL DARESF A=V TRVAZAL =8OR
R AL NTOWTOFEHIERPERINLET,

OF =y IRy 7 A F AL TBY  VR—FBRAT Y 2= IR TWRWEE,
LAR—F T —FIERENTTRTOV T R AL VITRFEESRETHA LA —
MIEITS WA, [Create reports in current and sub Virtual Domains] &= v 7
Ry IV Ad L VR DAV a—VERETDHE LER—MNITRTOVT
RAALVNTRATY 2a—/L S RESNIZRFMICFEITENET,

ZDF 2y IRy VT AEZF NILTEGHEIZ VAR NOLEZRGFTEEST, ZOMT
ToA 7 a > ([Run].[Run And Save].[Save And Report].[Save And Email]) i%.
A= Rl —ICERINEFA, DEV LAR—MI VTR AL TETAERE
FITOARAF Y 2— ) T NEFETT,
U — b OERREANE S AT KXo TR D720 LA — b O E LR — b OFET
DOt 7eMEZR T T EI0,

Report Title LAR—hr4% AJ)JL £9, [Create reports in current and each sub Virtual Domains]
Fxy IR I AEF LG RIZ. 2OV A= DX A FLDEZAIC
_VirtualDomainName 73BN & AVE T, VirtualDomainName (L1 R — b 23R S u7= 5 AR
R AL DLFITT,

Report By Foy7Zoy JANNLEYRD T VL R—hZ&RL £, 773V 1T
R—=FTEIZERY £7,

Report Criteria DT 4=V R ZMHHT D L HTO [Report By] T1T o 728G L TSR Z 08T
% %4, [Edit] #2 U v 7 L T [Filter Criteria] ~—Y %# & MER T L7 LS
HRL 9,

Reporting Period KONT NN EEITLET,
e [Select a time period] 7> a3y K2 EF L NZL Ky XU X0 5

W[ A2 N L £,

o [From| A7 v ay RE @R L C HBAMEETARE ANL T, 7% A
N Ry 2 ACAMEANT B AL — T AarE s U v 2 LT HANZRR
TEET, FryF¥ oy R ML LS ERIRL £,

Schedule

Scheduling HELTEAT Y 2a— L TCLAR—FZEITTHIZ1X [Enable] T = 7Ry 7 A% F
WZLET,

Export Format LAR—=FETRICLA—FDOREREZ I AR - T D2HE507 7 A LERXEL T

[CSV] £721% [PDF] #3&R L 3, CSV 7 7 A VEBL O PDF 7 7 A VDT 7 4 /L k
DEGHIX IRD LBV T,

/ncs-ftp/reports/Inventory/ReportTitleName_yyyymmdd_HHMMSS.csv
/ncs-ftp/reports/Inventory/ReportTitleName_yyyymmdd_HHMMSS.pdf
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| 6% [Reports] R—SDI4—ILF YIFPLVR

[Report Launch Pad] [ |

# 6-1 [Report Launch Pad] > [Report Type] > [New] 7 + —/L F Di£EH (% =)
Z4—ILF B
Destination SESEDH AT (T 7 ANFEITE S A=) ZBIRL 3, %4 T D7 7 ALVOYFTE

RIRET AN TRV AZANL ET

[Create reports in current and each sub Virtual Domains] = v 7R v 7 A% 4 12
L 728413, [Email] & # > Cid72 < [Email to default Contact in each Virtual
Domain] 7> g > RE U BRFRINET, [View Contacts] Vo7& 27V v 745
ELSFEIERBIBRAA L DE S A=V ID 2R R-TEET,

BWFA—IWHD A= = "OREZITOIULEMOF A FN— A=a—hb
[Administration] > [Settings]> [System Settings] % ®&# L ¥ IZ, [Mail Server
Configuration] %% L T [Mail Server Configuration] ~<—Y % Bl & £4, SMTP B
KX OZDOMOLERTEREANTIL 7,

BT A= TRLUARTTEER AL IR ESN T RWEARIT BEOHEIER 2
ANCEBEF A=V TRUABREEINTWIUI. ZFOEFA—ILT R ABRFEHI N
F9,

Start Date/Time

FRENTEZTFAN Ry J A BN EANTEZND IV X — T favz sy 7L
THLV X —%& AMHEZERIRL 7, o Ray 72 oy )RS0 LEE %
BIRLET, ZOT—XIZHTHLR—DETHR, ZOBERFICHBESINET,

Z 2TV Y] & L. Prime Infrastructure 3-— XOHITH Y T T U F O —h L
AALTIEH D A,

X (e 4 AFIO) L a—REEHL VAR —RME24ARLZD 1 #EM
LOEKT =T NVICESH TR = 2AR L0588 Al n-v
AR—RZ. 1 @B 2o N L EENET A,

[Create reports in current and each sub Virtual Domains] = v 7R v 7 2R &4 12
L 7246 1%. [Use Virtual Domain time zone] F = v 7R v 7 AnFRINE 7, A8
RALLDEAL =2 ZLR—bDEAL =L THERNTALEAIZ.ZO
Frxv IRy 7 AT AL ET, SESERWBR AA DX AL = EBFRRT
B IZiE [ View time zones] V> 7% 27U v 7 L ¥7,

Recurrence

RITT LV - OBEZROAT v a ) BERL £,

e [No Recurrence]: L7~ — M % 1 E72FEST S 4 E 9 ([Start Date/Time] TR L 72
RFEIT AT o

e [Hourly]: LK — MZE [Entry] 7% A K K> 7 R AT HRERIECRT R T
FITINFET,

e [Daily]: VR — ~i&. [Every] 7% Ak Ry 7 A AST 5 HE CTRI I CTET
EnET,

e [Weekly]: L7 — k&, [Every] 7% % k v 7 2 ANT 2B LOF = v 7
Ry J A A U EBBICETEINET,

e [Monthly]: L AR — ME [Every] 7% A b Ry 7 R AT 25 ABTRIRIRTE
ITahEd,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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[ | [Report Results]

[Report Launch Pad] > [Report Type] > [New] > [Customize]

#* 6-2 [Report Launch Pad] > [Report Type] > [New] > [Customize Field Descriptions]

Z14—ILF B
Custom Report Name KeyFZwy JARNNLHAXARXTAHLR— N FERINL £,

pe3 [Available data fields] %] & [Data fields to include] 1) B.H L @R E H 1%,
BINL7ZLVA—MZEVRRIZEENRHY £,

Available data fields/Data |shi§ xS LT\ % 7 1 —/L R % [Available data fields] 4] & [Data fields to include]
fields to include FlOEITBEIT 5 I121E. [Add] R ¥ > & [Remove] R ¥ o &HHL £7,

[Data fields to include] #iZFHF D7 + > b TERARI N TS 7 4 —/L R %, [Custom
Report Name] 7 4 —/V R CERL 7LV AR — N DHKET 4 —/L KT,

[Change order] =~ % v R T — T NV OFDIEF 2 &3 5 12i%. [Move Up] R % > B LT [Move Down] R
Z &L £9, [Selected Columns] U A b T ELFDOFIRH LN FERFDOLITIC
?Eﬁ*éz"bi?

Data field sorting 7 NREZFEE L £7 ([Ascending] £721% [Descending]), L A—F F—# D
ji hafs 715 LET,

V—MEFEZEETED 4 5O7—4% 7 4 — /L K ZERTE £3, [Sort by and Then
byl Fuy 7% VANEEHAL .Y —MHDOET—% 7 4=V R 2R £,

SHTART —H 74—V RIZHOWT AIETHMET 30 FEIECTHRET 5 D% 8N
L7,

KEXKDODLF—FDHY — s TEFEFT (T T7BILCEEERIART), Y—FTED
7 4 —/L K DOH) [Data field sorting] K v > 7 & v )X MZFERINET,

[Create Custom Report] ~—ZFE R Z 15 [Sortable fields] (i, [Data fields to
include] XA WZHDT—% 74—V REF TR —PMNA[RRRTRTDT 4 —)b
KRRV RARNEINET, VA—FMI.FOLFR—MIBIINRERINTWHRWEGED  BRIR
LT —% 74—V RIZHESWTHEINET,

[Report Results]

TR SEIERFIATDOLR—MIERINDFERICOWTIHH L £9, BRI NDHKER
1%.[Reports] > [Report Launch Pad] > [Report Type] > [New] > [Customize] > [Create
Custom Report] =Y T{To e WA X~ A R K-> THRZ Y £,

[Client Reports]

KIZ, [Client Reports] IZFRRENDT 4 —/LRITHOWTHBHAL £7°,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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| 6%

[Reports] R—S DT 4—ILFE YT FL VR

[Report Results] [ |

[Busiest Clients Report Results]

#6-3 [Busiest Clients Report Results] 7 «+ —/L F D85

Z4—ILE E%BA

Client MAC Address 25347 FD MAC 7R L &%,

IP Address IS5 AT RO IP 7TRUVA, ZD7 4 —VRIZIEIPV6 7547 > kAT IPV6
TRUVAIPVE BIOT a7V AX 7 77472 hOFET IPvE 7K L ARER
SNET,

Protocol 802.11a/n F£7-1% 802.11b/g/n,

Throughput Mbps F721% kbps DWW F iy, Z—7 v k2 0.1 kbps A D413, 1<0.1 kbps] 23

RSN ET,

Global Unique

IPv6 7R L Z20OEK 7T a— )L 2=F% %y A~ TRL A, 2TOT7 4 —)VRIZIZ. 7247
VM a— N LEF IPV6 TR U ANRED Y THNLTWABEDOAMENR AT N ET,

Local Unique

IPV6 7TRL 20— H)L Z2=F % AN TRLVRAR, 2O7 4 —VRIZIFZ. 7259472 MIZ
a—hVEAF IPv6 TRV ANE DY THNTWAIBEEDOAENATT SN ET,

Link Local IPV6 TRV 2D v a—h) 2=F % Ah TRV AR, 27 4—)VRIZIX. 7947
YhZU 7 a—ANIPVO TR L ARE D B THENTWAGADAREN AT I NET,
On Device TITAT LV MMREINTWAET/NA A,

Bytes sent (MB)

Bytes received (MB)

EZET D MB BALOSA ML,

Z OfE 1,000,000,000 ZiE 2 % HE I EOKRREIC G 28BS ET (51:3.45 G),
Z OfE7Y 1,000,000 iz 1,000,000,000 A DG E L EORKEIZ M ABEMS LE
9 (f511:456.8 M),

Packets sent

Packets received

ERAFES NIy FE(MB),

Z OfEZS 1,000,000,000 Z## 2 % HA I EOKREIC G MBS ET (51:3.45 G),
Z OfEs 1,000,000 %z 1,000,000,000 Aiii D HaiE EORKRBIZ M 2ABEMS LE
3 (f511:456.8 M),

[Client Sessions Report Results]

#6-4 [Client Sessions Report Results] 7 « —/L F D55
Z4—ILF HL:

Client Username TDIITAT Y RDa—HL,

IP Address ZDITTAT D IP TRV A,

MAC Address

DI T7AT D MAC 7R L A,

Association Time

DI T AT b SEEAT S B E

Access Point Name

DI TATEREIDETOENTZT 7 BA KA~ DA,

Map Location

7 TAT N MLET D8 B BSOS AT 5 55) .

SSID DI TAT U NRT Y =—k &hiz SSID,

Profile IDITATUNNT Y=k N7 a7 7 AIVDLHI,
VLAN ID VLAN 5511, $87E T x H8PHIE 1 ~ 4096 T,

Protocol 802.11a.802.11b.802.11g.802.11n_5GHz, £7-1% 802.11b_2.4GHz,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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#64

[Client Sessions Report Results] 7 + —/L F D8 (# )

Z4—ILF

EBA

Policy Type

TDOIITATUR By arotxa VT4 RIS —DE AT,

Host Name

TDITTAT L NIMLET L~ D DNS KA M4,

Prime Infrastructure 3. DNS Vv 77 v 7% FETL T 77 A7 F IP 7RV AND

RANHEMRLET, IP TRLRALRANAD~Y Y E 703 DNS h—_TEFZI N
TWARERNHY 4, T 74T AR NGOy 7T v FITEH T, H A4

DIV 7T v T BT HI12iE, [Administration] > [Settings] > [System] > [Settings] >

[Clients] i L £,

Global Unique

IPv6 7R L Z20EK 7o — )L 2=F% %y A~ TRL R, 2TOT7 4 —)VRIZIZ. 72947
VM a— N LEF IPV6 TRV ANRED Y THNLTWABEDOAMENR AT E N ET,

Local Unique

IPV6 7RL 2D —H) 2=2F %Y AN TRL A, ZO7 4 —)VRIZIFX . ZTF9AT > MIT
o — A VEA IPV6 7R L ARE D Y THLNTWABREDORENA SN ET,

Link Local IPv6 7RV 2D v o7 —H) 2=%x A s 7RVA, ZO7 4 —AVRITIX 272747
YRV 7ua—A v IPV6 TRV ARE DY TCONTWDIHEDORENATISNET,
CCX Cisco Client Extension @/ 38— 3 V&=

AP MAC Address

TIEARALA D MAC 7R LA,

AP IP Address

TIEARALALRDIP TRV A,

AP Radio

TIERARA N DERE AT,

Device IP Address

IDIFTATURBT VYT = SNEFALADIP TR L A,

Device Port

TDITAT U IRT IV IZ—F ENTETAAL ADR—FER,

Anchor Controller

FTEVT 4 V7AT 0 OT U —F3Nar v —F0 IP TR L X (4T 5
5e) .

Association

TDITAT N By varTHERHENET v 2—2 3> 1D,

Disassociation Time

DT TAT Y h OB T RS 2 B IR,

Authenticatio

DT AT s DOIWWIEF,

Encryption Cypher

TDIIATU R By ary THEMAENERS,

EAP Type IDIITATU N By ary TSR EAP # A7,
Authentication TOIVITAT N By a TSN EAP ¥ A4,
Algorithm

Web Security

TDIVTAT N By varyTHEHAISNE Web X2 U T 1,

Tx and Rx (bytes)

2I7AT v By varPllExFEIhltBR IO A ML

SNR

DI IFAT U By va rOE RS,

RSSI FARIF BRI A > 24— (dBm HifiD).
Status [Associated] F7-i% [disassociated],
Reason TV m— a UEBROBER,

E2E N— 3 U FE F721X [Not Supported],

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF
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[Report Results] [ |

[Client Traffic Stream Metrics Report Results]

#6-5 [Client Traffic Stream Metrics Report Results] 7 «+ —/L F D585

J4—ILE BTL

Time TIEARAL R 75)E%&‘E?r‘%?&?ﬁﬂié%éhf:ﬁ%o

Client MAC 7747 D MAC 7R A, ZhiZ D 90 IR SN F 4T D

UAFBERSINET, 77/1’7/I\Q:L'CiVoIPa:”ﬁ\§y7°]\‘y7°\PDA7‘£<‘:“73§§>
D IEMBZNEL TWDLT 78R RAL MCHERSNIZTXTD I FAT 2 FaRL
\i—a_‘(]

QoS WLAN (TR 2 vTRetk 3 d 5 QoS [ (N y MBIE Ny b ¥y 2 — 30y MK,
n—I VRN E=FENET, TI7EBARAVEBIOITAT R TANY T
AREL.T 7R ﬂ‘i’/f‘/I\“C“%HE'J%%%HK%L“CZM%’EZS/}\ r—JIZEELET,

TIREARALFTIE 0BT L :I/f\lﬂ TONTT 47 ARV —=A AT T

BHwEEFL. 7 T7A4T D kb DT — %798 WLC I & £9, Prime
Infrastructure 13 = OF — & % R — ) /7 L. %D 7 BEIZOWTERIFEL £7°,

AP Name DI TATY NBEEMITONDT 78R RA LN DA,

Radio Type T IR RAL N DBERE AT,

Avg Queuing Delay B ) DX o— A L RIE (R U RVENL), Xy b 3%:u~4‘/7‘ﬁ§£t®ﬂ?i@

(ms) (Downlink) { \%ﬁﬂ?zw%i‘ﬁ%ﬁ?é FEoN oy N OWERGRE T, Xy b F o — B N
K NEEDTDITF WCANS TR SN D 7 E BREFRIC 95‘1:.5%6%%&“@%

EINET, 2l i Jé% WIS U THBRITREIN G N ET,
Avg Queuing Delay Ty TV OEEF a— A TRIE(I VBN, N7y b Fa— o T RIEDVY
(ms) (Uplink) 61\%$#:~%$ﬁ%ﬁ?5%$/\%“/ N OWHPRIETT, /N b Fa—RIEE, Ty
M REEDTZDIZF 2 — I AN D NTZRESN D /Ny F DN IEFEICEE S5 R E TR
ESINET, ZHITIE BB T CTHAITRENE EET,

% PLR (Downlink) 90 P H O Vo I (T VA RA L ENB I TAT U M) THRLE Yy b O
A,

% PLR (Uplink) 900 RICT v SV v 7 (I FGAT U "L T 7EA RAL M) THELERYY O

% Packets > 40ms 40 SVPEBZ DX 22— A 7RI v b OEIE,
Queuing Delay
(Uplink)

% Packets 20ms-40ms (20 ~ 40 I UBHHETOX =2 — A > 7B v b OEIES
Queuing Delay
(Uplink)

Roaming Delay 0— 3 RS UMM, Z7I9AT v Mok TIESN S v — I U VBEIL W T
TR RAL SO EED Ny N EZELERENS v — 3 U P BRIEFITITh-%
THLWT 78 A RA L ML ERION Y,y M EZE LKA ETCHESNET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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[Unique Clients and Users Report Results]

#6-6 [Unique Clients and Users Report Results] D 7 + —/L FZ¢584

J4—ILF E L]

Client User Summary (75472 h 22—V < U FEREERLET, 22 TIZKOEBHIZHOWTIHRHL
F9,

o BHEAEBRWEZTIAT LMK

o byl alH

o HHEEZBRWZ—VHK

o HEMHAEFRVZ AP

o AP Z L D ¥ —VHK

o AP Z LD FA4T v MR

o ARty g HER (HRD)

o T UEERE ()

o Z—HWITLDEHtE Y g R

o VIAT U NI EDOVE Y T a VR (4))

Client Traffic TTAT N b7 740709 <UIERERTRLET, BN T 70 v 7 EEH I T
Summary AT MOV R—=MNIT. K15 BEO 1 B4 7= oTF—2nErRrENET, 22

TIXROERHIZOWTHAL £9°,

e HEtNT7 7 4w 7% (MB)

o HGEtANL—T>  (Mbps)

o Mty g

o BEtZ ATV MK

o EHEABRWIAFZ—T%

o ARty g HER (HRD)

o Byl alIT LDV T T v 7 (KB)
o Z—HPITLDWEEKNTFT 1+ 27 (KB)

o VIAT LU NITEDWENT T 4v 2 (KB)
e EyialIZ LY RL—T v  (Kbps)
o Z—HWIT LDEHAL—T> k (Kbps)

o VI AT U RIT LD RNV —T > b (Kbps)

W Cisco Prime Infrastructure 3.0 Y 2 7 LY XA HAF |
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[Report Results] [ |

#6-6 [Unique Clients and Users Report Results] D 7 .+ —/L FZ£87 (#% =)

74—ILF EL:

Client Summary by TaharBlorsAT s b2V EFRRLET, T2 TIZROBEBICOWTEHBL
Protocol *4,

e 7'mb=/r:802.11a.802.11b,.802.11g, 802.11n_5GHz, or 802.11b_2.4GHz, 802.3,
802.11ac

o By Tval

s JIAT VMK

o —HYHL

o v va HEM (FER)

e F77 4 v 27 (MB)

e Ry I

o VT AT LV FDEIE (%)

o —VDEIE(%)

o byl g UEFREOEIS (%)
o NTT7 4y 7 DOEE (%)

Client Summary by R —=RIDTFGAT N Y~ R RLET, T TIEIROERIZOWTHBAL
Vendor F4,

o« N K —

e Byl

o JT7AT VMK
¢

o v R (KRR
e FN77 4> 7 (MB)

o KLY a UK

o UTAT L FDEE (%)
o —YOHE (%)

e v g UM OEES (%)
o T T 4y 7 DEE (%)

[CCX Client Statistics Report Results]

& 6-7 [CCX Client Statistics Report Results] Z « —/L F D557

Z4—ILF H:
Client MAC Address 2547 D MAC 7R L A,

Transmitted Fragment | = h v o 213 EFICZEL MPDU 5 —Z 721382 4 72 Ly SnE,
Count

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
[
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& 6-7

[CCX Client Statistics Report Results] Z + —/L N D& (#F %)

Z4—ILF

EBA

Multicast Transmitted

DAY AT EFIZERE S MAC Service Data Unit(MSDU) ®%5% MAC 7 R
LAPTELFFYy A By FRAREENTWHEHESICORED L £1, #EEY—E X
v F(ESS)DAT—a (STA) ELTHEALTWAE LEEXX. ZNHDOT7 L —AEFT 7
A RA U MZEFEINET, 2L TR TOREEMIT SN MAC 7o kaL 57—
4 2=y h(MPDU) ~OMRILEZZFEL WL LEZRLET,

Failed Count

ZDOHT L ZE . MSDU OREENERL ZHEIC My EanEd,

Retry Count

oAy 2iE ] ELLEOREERIC MSDU RAEFICEEI N E TS S
iﬁ‘o

Multicast Retry Count

ZDOHY U ZIX EEEIOFEEOH% T MSDU 2 EFICIEE S L2GE I S
e

Frame Duplicate
Count

ZDAvrZi%, Sequence Control 7 4 —/V K TEHENRIN TWDLI 7L —2E2Z(FL
TSIy S ET,

RTS Success Count

ZDHY IR RTSGHEER) DISE L LT CTS GEEERDOMER) 252 F LT L =1
HyEhEd,

RTS Fail Count

Z DO H v Hix ready-to-send ~DJH%E & LT clear-to-send %3215 L 72 WA ICHE Y
EnET,

ACK Fail Count

ZOH Y ZIFERR ACK 2% EL R0 ot Ha Iy IhET,

Received Fragment
Count

REN A ATy M (7L —I07 By NIRRT D23 . FCS 4277 v MEIET) K
0)%1%?%;77‘/\0/7‘) }‘0)%%%&0

Multicast Received
Frame Count

IO RF AT XY AN By FB%ENE MAC 7 R U X ZERE S vz MSDU %
ZELEEXICHMYINET,

FCS Error Count

ORI RIFE ZELE MPDU TV —A Fxv 7 V—F LA TS5—RNRHE N
EEITHESINET,

Transmitted Frame
Count

ZOHYZIE MSDU ZEFICEET DI SN ET,

[Device Reports]

&Iz [Device Reports] IZRRIND T 4 — /L NIZOWTIAL £77,

[AP Image Predownload Report Results]

#* 6-8 [AP Image Predownload Report Results] 7 -+ —/L F D585
Z4—ILF BT
AP Name TR RAL DL

Primary Image

AP IZHDHIEDT T A~ A A=,

Backup Image

AP IZHBHIEDONN Y 7T v 4 A—,

Predownload Version

A ro—K Yakvx0—RELTCaryhruo—I0n5 AP ICHAESX Y o— R fio
A A= DNN—T g,

Predownload Status

FriFvro—R 7ot RA0—BRBTHILA AT Fura—RNOBEDRT —H X,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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[Report Results] [ |

#6-8 [AP Image Predownload Report Results] 7 «+ —/L F D87 (K )

Z4—ILF

T

MAC Address

AP ® MAC 7KL &,

Controller IP
Address

TIRARALIRT Vo= Shfcarbe—=90 1P 7RV X,

Upgrade Role

Ty 7T —F a—=VOBIED AT —F A, ZIUTRONT NI £7,
e Master Central

e Master Local

e Slave Central

e Slave Local

e Unknown

[AP Profile Status Report Results]

#6-9 [AP Profile Status Report Results] 7« —/L F D285

T4—ILF B2

Time AP 707 7 )V AT —H ZADIVE H K,

AP Name T IR KA N DL,

AP MAC Address TIEARALFD MAC 7KL A,

Radio Type 802.11a/n F£7-1% 802.11b/g/n,

Load [Pass] £7-1% [Fail]l, AL~ AEEL XL EBLZTWENE I A RL T,
Noise [Pass] F721% [Faill, / A X VUL RBEEL AL EBLTWHEINE I »ERL ET,
Interference [Pass] £7-1% [Fail], FL ~ U REEL XA Z B2 TWDHNE I NERLET,
Coverage [Pass] £721% [Fail], 3L v ¥ LULREEL L EZBZ TWANE I ARl £7,

Controller Name

TIEARALAL BTV —RNENT2r he—F5 D4,

Controller 1P
Address

TIEARALA U ERT Vv Z—FENnmaryhrae—90 P 7R L A,

[Busiest APs Report Results]

## 6-10 [Busiest APs Report Results] 7 «+ —/L F D3585
Z4—ILF HL:
AP Name TR RAL S DOLHI,

Radio Type

802.11a/n %7-i% 802.11b/g/n.

Rx Utilization (%)

TIREARAL N V=03 y FOEETE V=272 > T SR OEIE, 0~ 100
DEFT O~ 1 DARAEERL 7,

Tx Utilization (%)

TI7HEARAY N NTUAI v EBNNTy NOBETE U —IZ72 > TV B IRHOEIE,
0~ 100 EFETO~1 DAMEHELET,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HA4 K 1
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M [Scheduled Run Results]

#6-10 [Busiest APs Report Results] 7 + —/L F D385 (%)

Z4—ILF

EBA

Channel Utilization (%)

TIREARAL N F X RNVDBNT Y FOEETE V=272 > T LR OFIE, 0~ 100
DEFTO~ 1 DAMEERL 7,

Controller Name

TIEARALAL BTV —FNENTE2r he—F5DO4H,

Controller IP
Address

TIRARAENT Y= Snfcarybue—=70 IP 7RV A,

Map Location

TR A RA L NPLET D8 B R OGE LT 05 5) .

[Scheduled Run Results]

& D3 T, [Reports] > [Scheduled Run Results] <X—T D% 7 4 —/L R IZHOWTBAL £,

#6-11 [Scheduled Run Results] @D Z 1+ —/L F D385

Z4—ILF

A

Report Category

Ry 7Z0r JRNPL#ERVAR—F B7 3V 28R 50 [All] Z@IRL £,

Report Type

Ray 77X UANPLEURVAR— 247 25%RT 50 [All] 2R £,
VAR—F AT ORREEIZ BEBIRLZLVA—F IT7IT VIS TEDLY £75,

From/To

LVAR— oA A ([From]) EETH(To) Z7F A~ Ry 7 A ANT L0 L
H—TAarkr7 )y 7 UTBMHA LK THERINL 7,

Report Generation
Method

WOA T arhbnThoLR—ERFRXEZRIL $7,
¢ Scheduled
¢ On-demand Export

¢ On-demand Email

[Saved Report Templates]

& D% T, [Reports] > [Saved Report Templates] X—T D& 7 4 — /L RIZHOWTHEBHL 97,

#6-12 [Saved Report Templates] D Z + —/L F Dt

J4—ILF

B8

Report Category

Ry 7H0 UANPL#EGRVAR—F 73U 28R 50 [All] Z@RL £,

Report Type

Ray7H0 s JURARNPLEURVAR— 247 28RS 50 [All] 23R £3,
ViR—h Z AT ORPEBIZEBRNLZVA—F BT VIS TEDY £7°,

Scheduled

[All].[Enabled].[Disabled]. £ 7=i% [Expired] ZEIR L C. AF Y 2 — LV ENTAT—H
AZ E o> T [Saved Report Templates] V A h %7 4 L& L £79,

Cisco Prime Infrastructure 3.0 Y 2 7LV X HAF
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CHAPTER 7

[Administration] R—> D7 4 —J)LF ) D7
LA

Z O T, Cisco Prime Infrastructure U UV — A% 3.0 ® [Administration] * == —|Z&H 51—
COEKET 4=V RIZOWTEAL £,

[7PTSA4F7VR]

& IZ [Administration] > [Settings] > [Appliance] X—Y ONFIZOW T AL £97,
e [Appliance] > [Appliance Status]
e [Appliance] > [Appliance Interfaces]

[Appliance] > [Appliance Status]

R DT [Administration] > [Settings] > [Appliance] > [Appliance Status] ~<—Y D& 7 4 —/b
RIZOWTEIL £97,

# 71 [Appliance Status] Ds#

TA—ILE EX:

Configure Details

Host Name VDR A RN, 2—Y = DRARNLD DNS I220WEE5 P 7R L
ANFRRINET,

Domain Name P—ROR A A%,

Default Gateway BLTWARXY NU—IBEDT 74V XY — 72 ADIP 7R L XTT,

DNS Server(s) DNS #—2® IP 7 KL 2 TJ, % DNS #—\L, Z» DHCP 22—

THROVLETHNZIP TRV AL —HT DL, 7747 F®D DNS =
YRV EEHTEOLENRDY £,

NTP Host(s) NTP —"d [P 7 KL AT,

Status Details

Server Time P =D AT LEY,

System Up Time YV—NREBL THEF T Z A L7 L THEBL TV DREEOEE T,
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# 71 [Appliance Status] DM (#F=)
J4—ILF e

Application Up Time

Prime Infrastructure 23EE L TOH X 7 X A L7 L THEEIL TV 2 EFE
DFRETT,

Temperature Status

CPU iRED AT — & A,

RAID Status

RAID(JLET A A7 TL A) ODAT—H A,

Fan Status

Y —RNOBH T 7 DAT—H A,

Power Supply Status

P—NOEIR L= FDAT—H A,

Inventory Details

Memory I ATRER R AT ) B A FR L 9,

Disk Space FIUHTHER T 4 A VR E M HEROT 4 A7, BLOSES AT
FAT U RAZLDT 4 AV EOE R F R L T,

UDI Details

Product Identifier

R ID X, TAAAADZ AT ZFWHIL £,

Serial Number

VU TNAEFE, T, A —BIGENT S 11 fTOFFTT,

Version Identifier

VID 3o —y a T4, "aAUETS 572N, VID Issh
\i—a_‘(]

Memory Utilization

BADOAEVMEHREMRS 77 TERRLET,

CPU Utilization

Y HD CPUMMHEREZHRS T 7 TRRL 7,

[Appliance] > [Appliance Interfaces]

Hi7E. [Administration] > [Settings] > [Appliance] > [Appliance Interfaces] ~2— I3 H#ELE X
NEHA, KEIO Prime Infrastructure V U — A THIRE NS TETT,

[Add User]

& IZ [Administration] > [Users, Roles & AAA] > [Users] X—Y ODHNFIZHOWTHAL £9°,
[Add User] ~~— :

[Users, Roles & AAA] > [Users] > [Add User] > [Lobby Ambassador Defaults] % 7

[Users, Roles & AAA] > [Users] > [Add User] > [Lobby Ambassador Defaults]

27

R D3 T [Administration] > [Users, Roles & AAA] > [Users] > [Add Users] > [Lobby
Ambassador Defaults] D% 7 4 — /L RIZHOWTHBAL £,
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[Administration] R—P D7 4 —ILF Y7LV R

[AddUser]

* 72 [Users, Roles & AAA] > [Users] > [Add User] > [Lobby Ambassador Defaults]
TJ14—ILK H:
Profile P AN a—PFREET AT T s A LEBRIRL 3,

User Role

Key 72y JARNML, AN 2—FOa—% n—)L ik
WLET, =2—% o— g, BEHFICLVFERICERS N, 7
AbOT 7EA (BE, BE, RELE, X — vUx—
e T v E— IR TWET,

a—F v—VEHEHAL T, *Y P =7 NORFED 2 — | ZE|
DY CTHENHIREOBEAEEL £7,

Lifetime

FAR =Y THho o 2T 77 4 7L TELHME KR DA
FraronTinESRRL TEEL 7,

[Limited] : FFflB IOk vy XX oy U ARNEMHL T,
FAR =Y THO U 2T 7T 4 71T 5B A2BIRL %

7, [Limited] ®7 7 + /v Maix, 1 B (8 KEfi]) T,

[Unlimited] : A~ 74D M OFRMIRO BFHEH D £ A,

Apply to

Fuy7Z2yr JRARNPGE, ROWTANZEIRL £,
[Indoor Area] : v /"A, BT 47, 7a7T,

[Outdoor Area] : & v > /XA EHGEIK,

[Controller List] : BRI N7-7F 17 7 A AIPMER S HTZa > B
n—7 D,

[Config Groups] : Prime Infrastructure Ci%/E S N5 E S
N—"T4,

Email Id

(F7vay) AN TN ZVTF oy v LOEELROR
AbDEFA—NLID ZANLET, ob— 7o\ F— 2—
Fix, YA b 22—V OERFICHETLE T A—/ ID 2 AN
TEET,

Description

ZDOT AT NDOFAEAL ET,

Disclaimer

FIAN N DOHRELEDTXF AN E AL ET,

Defaults Editable

IOF 2w IRy JAEF T HE, rE— TN H =R
REFHDT 7 ANV N DOTRCOMEES—N—F A R T&EET,
Z 9352 & T, Lobby Ambassador % [Lobby Ambassador]
R—=BNVNST AN TAU Y N EERT LD D7 A b

2= TAHT L NDT T ANV N REEFRETE DL ET,

FIFN DT T 7 AN DE T TERENTORNEA,
T7 4N MEIFRE — TR —IZHEAINERYA, 2L,
Lobby Ambassador 7 %1 7 > b I31ERk & 41, Lobby Ambassador
BHBEISC TV Ty y Ve ffolca—FEERTE £7,

Max User Creation
Allowed

BB — T U NP E T D IR NI ER ATRE 2R 7 A R
VEEBIRL 9 ML, R, B, F3BETERL 94

Preview Current Logo

Vo r7z2)y7LT, BEEHShTWIra 22 R 7,
SHIZZ Uy 7L THMNNCT 20, BogyizsRLTrd %
HHFTEET,

Print Page Header Text

BMOR—=Y N~ X —DTF A MNEREASTIL 7,
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W [Add User]

[Guest Users]

iz, [Guest Users] > [Add Guest User] _*—Y DK 7 4 —/LRIZOWTHBHAL £9°,
e [Guest Users] > [Add Guest User] > [General] ¥ 7
e [Guest Users] > [Add Guest User] > [Advanced] # 7

[Guest Users] > [Add Guest User] > [General] 2 7

WD F T, [Services] > [Network Services] > [Guest Users] > [Add Guest User] > [General]
DET 4=V RIZONTHAL £7°,

*£73 [Guest Users] > [Add Guest User] > [General] 27" Z 1+ —/L F D87
Z4—ILK 5% BA
User Name

FAL a—=¥HE AL ET, RREIT 24 XFTT,

Generate Password

HFAN 22— THT FNOVERA Y 2— 1T Ll —F4 L3R
U—R&ERTIHIZE., 20T =y 7Ry 7 AEFIZLET, I
EHEMMET D E, BApHNRAT R EH GEIRNL-BESD) KRS
NET, ChEENELT 5L (71T 5), 1 DO/ T — R N8R
LRI BENEST, A7 a LT, AFYPa— LT &I
LW AY — R AR TE £,

Password

NRAT—REZANLET, RRAT—=KIZE, RO XD RBRFEEH
D \i—g«(}

o NATU—=RNIZFARED 8§ LFHETT,

o /NI ORICF, B FRERSUT O 4 FEOSCTN D 3 LU LR
EHML TRAT =R 2 BT 20 ERH Y £,

Confirm Password

[Password] 7 4 —/V RIZ AN LIz RAT—REHANL £7,

Description

FAKN a—% Fo 7L —FOFHHAEANL ET,

Disclaimer

FIZHN N DRBELEOTI AN EANL 7,

[Guest Users] > [Add Guest User] > [Advanced] &% 7

w2, [Guest User] > [Add Guest User] > [Advanced] D% 7 4 —/L R IZOW Tt L

*7,
74 [Guest User] > [Add Guest User] > [Advanced] % 7 dDzF87
Z4—ILE HYi

Import From File

FAN 2= T — B2 L TA R — T BHITIE,
IODF v IRy I AEF L FET,

Profile

TAL a—VRERTL7 0T 7 AV ERIRL 7,
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[Add User]
* 74 [Guest User] > [Add Guest User] > [Advanced] % 7 D87 (# =)
Z4—ILF HYi
User Role Ry 77Xy JARNS, AR a—FOa—% n—/L %%

WL FET, =2—% vm—d, BEHFICLYFIICERIN, 7
ANOT A (FHE, BE. R, XU — BEUX—
RE) T Y= &N TWET,

a—H v— LML T, Xy hY =27 AORED 2 —HIZH
DU TONTAEOREZEHL £,

Lifetime FAN 2—=P ThHO L v 2T 77 4712 TRBLHIBZRDOA
TraroWnwTnmnagERL CERL 9,

[Limited] : Rl B IOy X UARNEFEHL T,
FAN 2= THI U 2T 77 4710 T D8 2 &8N £
9, [Limited] ®7 7 # /L MMEIX, 1 B (8 Bfl) T9,

[Unlimited] : 7 A~ 77 b OFHIRO B F1EH Y £HA,
Apply to Foy7X oy JARNL, ROWTRNZRIRL £7,
[Indoor Area] : ¥ ¥ /%A, EAT 4T, 70T,

[Outdoor Area] : & ¥ > /XA REAME,

[Controller List] : @IR&N/=7 27 7 A LB EREENT-2 2k

n—7 D%,
[Config Groups] : Prime Infrastructure TiRE S NIZxE S
N—"T 4,
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