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FIE 4 LTFEIVY—ILHATY,

bgl-pnp-dev1-ovi/admin# pnp setup

HEHHHH B B B B R R R R R R

Enter Plug and Play Gateway Setup (setup log /var/KickStart/install/setup.log)
For detail information about the parameters in this setup,
refer to Plug and Play Gateway Admin Guide.

HH R R R R R R

Enter Prime Infrastructure IP Address: [] primeserver.acme.com

Enable self certificate for server bgl-pnp-dev1-ovf (y/n) [y]

Self Signed Cetrtificate already available do you want to recreate (y/n)?[n] y
Generated Self Signed Certificate for 5 Years (1825 Days)

Automatic download of SSL Cetrtificate is possible if
Prime Infrastructure Server is up and running.

Automatically download the certificate for server primedev-01.cisco.com (y/n) [n] y
Enter number of Event Gateways that will be started with crypto operation: [5]
Enter number of Event Gateways that will be started with plaintext operation: [5]

The CNS Event command configures how the managed devices should

connect to this particular Plug and Play Gateway. The command entered in the following

line should match what's configured on the devices WITHOUT the port
number and keyword ‘encrypt’ if cryptographic is enabled.

For example, if the following CLI is configured on devices

“cns event bgl-pnp-dev1-ovf encrypt 11012 keepalive 120 2 reconnect 10",

then “encrypt 11012" should be removed and the below line should be entered :
“cns event bgl-pnp-dev1-ovf keepalive 120 2 reconnect 10"

Another example, if this is a backup Plug and Play Gateway and the following CLI is
configured on devices

“cns event bgl-pnp-dev1-ovf 11011 source Vlan1 backup”, then "11011°

should be removed and the below line should be entered :

“cns event bgl-pnp-dev1-ovf source Vlan1 backup”

Unable to enter a correct CLI could cause the managed devices not
be able to connect to this Plug and Play Gateway. For details, please refer to
Installation and Configuration Guide.

Enter CNS Event command: [cns event bgl-pnp-dev1-ovf keepalive 120 2 reconnect 10]

Commit changes (y/n): y

Attempting to disable the local Plug and Play Gateway in Prime Infrastructure Machine
primeserver.acme.com

Enter the username to login to the Prime Infrastructure Machine: [admin]

Enter the password to login to the Prime Infrastructure Machine:

Setup is in progress.......

Stop Plug and Play Gateway server

Cisco 734 7ok JLA 7F)5—3>y Y)a—iay HAK
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Done. Plug and Play Gateway setup completed
Start Plug and Play Gateway server....
Done. Plug and Play Gateway server started!
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Plug-and-Play with CICS

Cisco Integrated Customization Services
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CICS based Plug-and-Play i
zero-touch config for the installer
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USB based Plug-and-Play -

This option requires the CW0 or ZT0 factory config from cisco. Aailable inmost S00A 90052900 series
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9:54 AM

Plug and Play Deployment

Download

19 Cisco 54 7K FLA 7F)r—avmidgr—o

Cisco 734 7ok JLA 7FU45r—ar Y)a—33> H4AR
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12:07 PM

Server Settings

Cisco Prime PnP Gateway
Address primedev-01

Https Port 443

Cisco Prime Infrastructure
Username joe-installer{

Password eeeecceee

Test Connection

Clear Trusted Server Cache

Email Support Logs
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10:04 AM

Download Bootstrap

Enter PIN [ )

Start Download

&=
.
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LLLI[~—
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10:56 AM

(") OFF ) Show deployment log
Completed Logging in to device
Completed Identifying device
Completed Determining bootstrap
Completed Deploying bootstrap
Completed Waiting for CNS
Completed Logging out
Deployment completed

OK

22 Cisco 754 7UK L4 7FFI)r—av DB AOKE
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F|E 5 [TestConnection] #49'JvIL T, T/NAADY —/NITHEHRTESHIEEELE
T H—/\ IVNDEEDIBELDIE Cisco 7355 7R TL4a4 77
=23 ENOTERTHEESEITT, ZORE—/N\ERERFLTVE
ERR

FIE 6 [Download] 7A4av&#0)v L TEAZRIBLET,

FIg 7 ADFRINIGEESE.PIN BEEZAALET, T—rRNSYTRENT IV
A—RENT NS RIZA—HIVIZREEFEENET,

FIE 8 BAZBIRIT ZEMBMNTETLSIGS [Deply] 7AaAVED)vI T 5h [Start
Deployment] 97Uy LET (BLV ., —N\~DEHEINFEFATESEEIE L
[T EZERLIE=FIEIZR->TEELY),

Cisco 734 7ok JLA 7F)5—3>y Y)a—iay HAK



iPad = 10:57 AM

Downloads sjc-device

Device Name sjc-device
Device ID FTX1239Z0HF
Status Deployed
Deployed 2/7/13, 10:56 AM
Created 2/7/13, 10:55 AM
Source primedev-01
Deployment Log >
Start Deployment

g

Downloads

23 Cisco 754 7R JLA 7FUr—<av:[Downloads] R—IHSDT A REA DR

Cisco 754 7R FLA 7FYsr—i3ay Yya—ar H4AR
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ST a—TF 4 U TER
COETIX, EABICRETIARMEOHIEBEDEILT AILT FEVIFEIZRIEEZRNET S
SIZIEMAMELRIE A (X, Cisco TAC [ZITEHKELFEELY,

HENN—D 3>
FTRTDBEDBRROEBEELGRYDATYTELTINDN—23 DHRFIF > TLEELY,

o BE.HEINIz Cisco T35 7oK TLA Va—iavmITIZIE Cisco Prime
Infrastructure M/3\—3> 2.0 UREEHRELET .

e Cisco 7354 7Yk JuLA 7FU4s—avid Cisco Prime Infrastructure d/\—23>
1.3 LIEEHYR—LLET, Cisco T35 7oK TLA 7T —avi Cisco Prime
Infrastructure M/N\—3> 1.2 &IFHEEELFEHE A, 7=7ZL. Cisco Prime Infrastructure 1.2
DHRET—RAITIZIE, T— RSV TEERA T 2O LA (Fl: THORKR—~, TFTP, EF
A—I)L USB 75w alii &) WEEFERTIEETY , Cisco 754 7oK JLA EAAIL T
T —23200%,i0S N—23Y 6.0 U EDTCEMET ZRENHYET,

e Cisco 754 7K FL A Windows PC 774 — 3> (&, Windows XP ZE1=1&
Windows 7. [CAVAR—ILT BRLELHYET,

o TNARIZHAAENTz CNS T—Ux U beBN-ERMEHERT HHI R0 TR
D 10S D/N\—23av(E 123 LI ETHADELAHYET,

AR M=)LEEY T Y TORIRE
Cisco 754 7UR FLA Ya—ay avR—rUbeERETREED. AV R—ILEDEV
FEEvh 7y IZETAEEIC DL TIE, 2O+E a3 EFRALTESLY,

e Cisco Prime Infrastructure /8—3> 1.2:
> Cisco Prime Infrastructure 1.2 [ZI&H—/\SEBAZEZHNED VM [CTHRKR—+F 3
CLI EHYFEEA,
o #AFiav 1:
Cisco Prime Infrastructure VM M SEEBAEZERIG T HIZ(E Cisco T34 7ok 7
LA =k VM hoROATUREFEALET,

FIg 1: ESMEEHFFAZEEFEALT Cisco 754 7oK JLA F—bkHz4 VM
(R4 LET,

FIE 2: ROATKREEFTLET . XOATUKREEITT HHIIZ Cisco Prime
Infrastructure H—/\HAEEFLETL TSI EEHERELET,

“openssl s_client -connect "PI_MOM_HOST_NAME:61617" 2>&1 | sed -ne /-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p' > ncsserver.crt’

3¥:PI_MOM_HOST_NAME # Cisco Prime Infrastructure H—/\® IP 7KL X
FIFRARGIZBE]Z FT, COATURIE, Prime Infrastructure EFEAE%
[ncsserver.crtlEFFEIENST7AILICIRTFELE T, Tpnp setup1a<v U R TREBAEZ A
VIR—bEBBRICCOITTAIVEFERLEY,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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o #FFLayv 2:

Internet Exporter, Mozilla Firefox ZERZALHD Web TS5HHZEFALT,
Cisco Prime Infrastructure M+¥217 Web URL 279X LTLZEL (451
https:/prime-server) , 4 —/\SEBAEZ R T ANDEEX (7O HNRIRINE
T, COBR T, EAEEZRRLTIZAIICIIRKR—,T 50120V ILET,
Cisco 7549 7oK LA —koxz4 VM %ERL. lcopylCLI ZFE->TZ
DEIBAZEZEIBLET, lpnp setup]AR U R TIEAZEZ AV R—F I BREIZCD
CLI ZEALFT .

ZDtyc7yTEIEIL. Prime Infrastructure 2.0 N\—2a  TIEREHYEH AL
Cisco 754 7K TLA F—br9xAl%,. wyb7yT a9 ROETHIZH—N
SEBREDTHORR—FENIEBLET,

Cisco Prime Infrastructure H—/NEEICA U AR—ILENTWBRENHY. Cisco T34
TR TLADF—r 224 DERD DMZ A2 R—ILDOEIERTIZ T EEL TEIEL TLY
LWELNBHYET,

HB—I\DAVA—ILDEMIZDLNTIX[Cisco Prime Infrastructure Quick Start Guidel$ &
Ul Cisco Prime Infrastructure User GuidelZ& BB L TLEELY,

Cisco 7354 7K JL4 av RZFER=(E CLI OFHMIZ DL TIL, [Cisco Prime
Infrastructure Command Reference Guide]&S L TI=&LY,

ESEORE
Cisco Prime Infrastructure &0 Cisco 754 7K TLA F—r2zAMBIDII AU R
F—ILENTWBIGEIE, ThoDH—/\BET IP RS TWAIEFERLET,

Cisco Prime Infrastructure & Cisco 754 7R JLA —bIzA[T IP 0 %E%E
THILERRELET. ROV R ERITLTERERRELET,

‘netstat -an | grep EST | grep 61617”

HADEWGE . L SN ERAENEEERLE T, Cisco 755 7ok JLA ¥—
koA F71=I% Cisco Prime Infrastructure H—/SDWLVF D HEREL TLVELAESIL T
WEHA RODYARSNTWBIEFTH—N\ZBEESLET,
H—NEBRBBLUBREIHTI-ONDELWVERIZHLYET , Cisco Prime Infrastructure
NEIZRYICEEI SN, Cisco T55 7R TLA F—rozAKYFIZIRENTE2HENDH
YFE 3, Cisco Prime Infrastructure MMaSHDEBRTHIEERIT AL, Cisco 7545 7Rk 7
LA T—bkozA4 —n\3FELBEHIILELNHYET . AT —NIEICRHASED
WELBHYFET,

Cisco 754 7K TLA —br9zA4H DMZ J—UIZAVRAR—ILENhTWSEA (.
T7AT 04— LITHERR— I EHERICEAKESIZTILELRHBYET , ChoDR—EHFK
k. Cisco 754 7oK TLA H—bIzA1EP R TINAADSARVNERIETEET,
Cisco 739 7UR TLA 5F—rIzATIE ROR—ENT7A4T 24— IL TR TS0
EAHYET,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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https://prime-server/�

o 11011 ~ 11022(Cisco 754 72K FLA 5—boxATDlpnp status1DH 51
TIRTODKR—IIBRTEND)

8080

8443

8045

o FTP iR—KT—% R—F(FTP DAvt— K Had—ER)
e LRI FTINMARM Cisco T34 7oK TLA #—k2xAIZ ping #EIETESM. ZLT
NEDMIC IP EREAFETIONEHERLET,

o O O

H—/\DREDFHESR
Cisco 7354 72K TLA H—N\HAEELTWNAIEZHERIT BT XROaAT U REFRLET,

Cisco 754 7K FLA4 F—k9z4 H—/\: {BARD A R—ILDH)

“PNP {status|start|stop|restart|reload|enable|disable}”

FTARTH OK DIFE. avURFH AlL. ITPlug and Play Gateway is runningl&E&R RSN FET , HH
[CEIENRTEINIGEE. BELSRLELIBESIL, Cisco T35 7oK TLADT—rIz(ZERE
EBLET,

A -
Plug and Play Gateway is running.

Prime Infrastructure H—/\:

Cisco Prime Infrastructure H—/\MDIRREZFHEZE T HIZIX. ROOATURZEFEALES , E7=. Cisco
7545 UK T B—r9zAEE—FRYIRIZAV A= ILENTWSIES . £-I13IE DMZ &
ADBE.Cisco T34 7oK T4 F—rozADRELEENET,

Incs status_/

HAA:

Health Monitor Server is running.
Compliance engine is running.

Ftp Server is running

Database server is running

Tftp Server is running

Matlab Server is running

NMS Server is running.

Plug and Play Gateway is running.

SAM Daemon is running ...

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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DA Daemon is running ...

Syslog Daemon is running ...

A DU
A&, TR TOMBEDHMANS TS 1—F 2T EEY Cisco TAC ~DERTRICTLET

Cisco 754 7K FLA F—k9x4: (DT TAURM—ILENTNRIEEDH)

Cisco 734 7Yk TLA H—rOzA B RIFTTAURAR—=ILENTILVS VM TIEROOAIUREE
ALET. VM Hiond J7/IWVERBT 5012 Copyla<v U REFERALET .

admin# pnp tech log

The System Status file created: /localdisk/20121003032209.pnp_systemmonitor.tar.gz

Cisco Prime Infrastructure H—/\:

[Administration] > [Log Setting] IZ#&IL. Y J7A/ILEFHO—KRLET,

Cisco 7545 7 K FLA i0S 7FUsr—ia> (iPhone/iPad E/31JL 7FV))

AJ%XETESELSIZT BRI, iPhone/iPad TEFA—ILEREFRELTHDLELAHYET . 7
)T [Settings] 7AarE 5 )yoL., Hik—bk OFEBFA—ILTiE{ET S=8HIZ [Email Support
Logs] A7 avEERLET . 7TV r—2avIE A7 74— 3> ORREIZEAL T Cisco TAC
[COJEEETIIIIRELIZEFA—I THOUMEFERALET,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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12:07 PM

Server Settings

Cisco Prime PnP Gateway
Address primedev-01

Https Port 443

Cisco Prime Infrastructure
Username joe-installer{

Password eeeecceee

Test Connection

Clear Trusted Server Cache

Email Support Logs

24 Cisco 7354 7oK FLA FFUr—Lay :HR—b 05 DBEF A—ILEE

Cisco 734 7ok JLA 7FU45r—ar Y)a—33> H4AR
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F-. FEO—RHLTTIDBEETT N RBADT &Ry T—0EEEFET(T Cisco TAC I
EETEEY,

TDRY)—2 LavbT, TNNAREAQT ZEDTHERIZDNTEBALET , [Deployment Logs]
AT AVERTATLTCEFA—NDA T avERTTILELHYET,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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iPad = 10:57 AM

Downloads sjc-device

Device Name sjc-device
Device ID FTX1239Z0HF
Status Deployed
Deployed 2/7/13, 10:56 AM
Created 2/7/13, 10:55 AM
Source primedev-01
Deployment Log >
Start Deployment

g

Downloads

Cisco 754 7R FLA 7FYsr—i3ay Yya—ar H4AR
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OYRREAF—T T4 2—T T BAT LAV EHAL TEAROEADREEE= 4T 5L
MNTEET,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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10:04 AM

Deployment in progress

Logging in to device

(") OFF ) Show deployment log

Running Logging in to device
Identifying device
Determining bootstrap
Deploying bootstrap
Waiting for CNS
Logging out

Cancel Deployment

25 Cisco 754 7K L4 7FF)5—ay ECOEAREBOE=S)YT

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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Cisco 7545 7K FL4 PC 7T r—ar (Windows ZFUr—ay)

Windows @ Cisco 7354 7K FLA 7T)r—avIllE, BFA—IL 7T avhliAarE
NTWERA AT ERETBICIEAZ2— AT avEFERIZDELHYET, OJ (X, EESh
= ZIP 274 BEXTHY . ART7TVr—a>OBBIZEL T, rybT—oEEEE-(L Cisco
TAC [CEFA—IILEEETEET, TNAREADQTET7T)r—3> LD [Deploy] Ffz1&
[Download] #7723 CTIREL T, RYI—VEBEITEETEET,

CiscoCNS T—oxz v FEEE L= Cisco L—F /RS Y F
CDIETIL, CiscoCNS IT—L xR FDTNAATETEINTINAL AT TINAATHOREEDH
STV a—T4UT1ZD0WTEHRBELET,

CCITYRREN TR T ARTOARURDFHMAEANILTIZDULTIE, [Cisco CNS Documentation ]
SBL TS,

e CNS BV DOEMEELUVT NI HADFYTFv
Router> config t
Router> enable
Router> debug cns all
Router> ter mon

e [show cns event] CLI ZERLT7 VT4 5 ERERRLET,
Router#tshow cns event connections
The currently configured primary event gateway:
hostname is ciscoprimepnp.
port number is 11013.
encryption is disabled.

Event-Id is FTX14068095
Keepalive setting:
keepalive timeout is 120.
keepalive retry count is 2.
Connection status:
Connection Established.

e Cisco 7354 7oK TLA 7TV — 3> hTWaiting for CNS initial CLI to be removed |
DIREEIZME>T-1BE. 2D R T/INLRIZOS AL, [cns event] AXUED no X%
BAL. BEEBMLELET, ChIZkoT, T/AMAD CNS I—UzUNIENHDHA
[Z. Cisco 754 7K FLA H—/IZEE CallHome MNr)H—EhBEIZHYET,

o T35 UK TLAEADIKEEIL [Operate] > [Plug and Play Status] Z{#MAL T Cisco
Prime Infrastructure H—/\M57ILAA LTEZATEET, FHLTEADKEHLRTRS
NFET . BEBPDOLRD TNALRODIVRN)DBGEWNMEE . T—rRFSYTNIOT/AARIZE
EBEASNTWVENIEERLET, COY=a 7 TRHBLIZT—FRMSYT #T320M 1
DEFEALT. BAZNIA—LET,

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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T TICEABADTINA ADEEA

T TICBAFADTNARZHEEEBATSH=80IZ. Cisco Prime Infrastructure RNEBAFAT0O
T7ANED)—2 TITLET, CNETHEVMEE. TTICEASNT NI REBEATLHLIE
TEFEH A

Cisco Prime Infrastructure H—/AD\STNARAELVTOT7AILED)—2 VT T BIZIE. XD
FIEIZHELET S

FIE 1: [operate] > [Plug and Play Status] [Z#&IL. BRI 5T /N1 RZHIBR(ZUTIL
ID TTNALRZEFHANLET,

F|E 2: [Deploy] > [Plug and Play Profiles] [Z#&IL. 7A77/ILEERLET,
FE 3: [Unpublish] #2voLT. COTAT7AINETINT)yalEzT,
FIE 4: [Deploy] #2')voL. F7ATFAIVIZYRRESN =T INA REERLET
FIE 5: [Delete] 29 vIL T, TNARZHIRLET,

F|§ 6: [Feature] > [Plug and Play Profiles] > [ZFEIL, TO77/ILEERL, Y IREF
DOLEIZBELES, TOT7/ILEHIBRT HIZIE [Delete] 22U vILET,

[Cisco Prime Infrastructure Quick Start Guide]

[Cisco Prime Infrastructure User Guide]

[Cisco Prime Infrastructure Command/CLI Reference Guidel(F545 72K FLABEED
IURICLI ZE&T)

[Cisco Plug and Play Application Deployment User Guide/]

[Cisco Auto Install Guide]

[Cisco Smart Install Guide]

[Cisco IOS CNS Documentation,]

[Cisco IOS CNS CLL

[Cisco 10S Auto Install Feature]

[Cisco Commerce Workplace (CCW) integrated, Cisco Integrated Customization
Services (CICS) for ISR G2

[Cisco Configuration Professional Quick Start Guide,

[Cisco Configuration Professional Express (CCP Express) version 2.7 Plug and Play

Settings]

Cisco 754 7oK FLA 7FUsr—ay Yya—ar HAR
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