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1.2 MMP ~O7 7 & A

1.2.1 Cisco Meeting Server 2000

MMP 2~ > R A A2 —7xA A|Z1&, Cisco Meeting Server 2000 @ Serial Over LAN
Wa LT 78 ALET, MMP ZH3 5HiZ, Serial Over LAN #fix IP 7 RLxtbnm
TANERCTHRET HLENRH Y £9°, Serial Over LAN B OFRE ORI OV TIE,  [Cisco
Meeting Server 2000 FXEH A FJ] #ZM L T &0,

HIHIRR

ESNTEHET WU o 7 A AFREMEH LT MMP |

RE%. SSH 7 74 7 > b & H LT Serial Over LAN #2ftD IP 7 F L A28 L, 7%
\—Ezy/r/]\/ij‘o

1.2.2 AE(LEBH (Cisco Meeting Server 1000 1 X OMEAE~R— 2D VM H—3)

AL EEBA TlX. MMP |Z VSphere = Y — 27 (A v 2 —T7 =4 A A £) b7 7
TAZI, MMP FBla—Y o 74 ERPMLETT ( [MMP 2—¥7Hh ok avy

K| 228 . Znb

X, A A M=V FIEO—FH & LTk

ESNET,

[Cisco Meeting

Server Installation Guide for Virtualized Deployments)] #Z L T 72 &0y,

1.2.3 Cisco Meeting Server 7’7 v k7 4 — A OFFED 2~ > ROELD

Cisco Meeting Server 2000 34713, {RAB{kL =417 Cisco Meeting Server & Hh~<% &
< OMDENNHY £,

shutdown MMP TIZRIT& £ A, 7L — | VSphere OEIFEARZ AIEH LR
RYy—_"OERZUIWT 51T, £ | TSN, Y12, shutdown
7" Cisco UCS Manager ET#El%EZ | 2~ R LET,
YL E9,

health MMP Ci3FIHc& 8 A, Cisco A AT
UCS Manager Z i L E 7,

serial P —RO Y TNESEZRLET, | EHAT

dns AVHE—=T oA AFIEELRNTL | A F—T = A RIFE LN TL
720, 2S00,

i :

dns add forwardzone
<domain-name> <server
ip>

i

dns add forwardzone
<domain-name> <server
ip>

user evict

IN— g 2.9 BRI ATHE

it AT RE
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1.3 MMP L DI T7 7 A NV EERET D

7 7 A L. Secure File Transfer Protocol (SFTP) ZfEH L C MMP & O Tzt Tx £,
Windows Tl%. WIinSCP (http://winscp.net/eng/index.php) ZH#EIH LET 78, (5D 7
AT MR TEET, SFTP X, RO T 7 A VOEERIHEH I ET,

= VT NT=T T YT L— R

m BEATFT S ay b

= Lo )T A

= T4 A Ty A

= VA7 Lul 77 AL (Cisco R — hDIERIZED)

= 7Ty vaigi7 7 AV (Cisco ¥aAR— FDFRIZED)

SFTP 7 747 h%, ipvd MMP £72i% ipvée MMP 2~ K (WMEZIE L T) & H
LTHETESD MMP @ IP 7 RLAIZERH L E T, MMP @ admin =—% 01 71 1E#
AL el A LET ( IMMP2—% 7h oo b a~wr K| 25H) |

1.3.1 SFTP 7 9 A7 > MIFERIND T 71V

WER, SFTPZHEHLTMMPIZT 78R T 5L, ROT7 7 A NVRERIILET (license.dat
PSRN DT RTCOLRINRRDEENH D Z LICHEELTLLIEEY, 72720, LLFIE, RESA R
BIOEANA FRTHEHAINTWS 7 7 A4 LLOHITT) |

= Server.crt, webbridge.crt
= license.dat (ZE4)

= boot.json & live.json

= server.key, webbridge.key

= cacert.pem. privkey.pem, server.pem

1.4 fEAFREZ2 MMP 2= R

AR~ RENRTA=Z DY X M eFRRT DT

help

1OoDa~<y RZA AT LM AR R T 5120

help <command name>

Ihboavy FZonTE, ROFHTHHALES, IX3TOa<v 2 NiE, MMP 2w |
TA L A F =Tz A TR T MK LTANLET, KITHZRLET,

iface (alb|c|d) <speed> (on|off)

WA

) IZA Ty aro@EREERL, Z0I250 1 S5E2FHLET (EINIASLERA)
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<> X, @YRMEE AT ONENSHNT A =2 ERLET, [ ]I
FTFaDRT A= ERLET,
—Epa~<r RO%ICIE, RUTF—7LELANTHAT 1 S EofnkEx £9,

iface (al|blc]|d) 1’ ESNTAH =T 2 A ADFy NT—7 LA H—T =
AREERRLET,

A. B. C. BEXUDA L H—T = A AT, £ FEHABHRITL
T— g NIHIREN TS Z LICHERE L TLEEN,

1.5 MMP =< FDIERREET
MMP =< > KT, OB AT £,

= Tab: a~ 2 Rad— a7V —rF2500F, Tab F—%2MHLFEJ, 72L& 21X, help ti
EATILT Tab ¥ —%4#9 L. help timezone E ANJ & FE T, 7=72L. HAgERa~
R 2856, Tab 2 7% 2 [EHf L CHMARMEMITR RSN ER A, 72& 21X, help we
DT Tab Z#3 & | help webadmin NE /IS4, &9 —EM L TH, help webbridge (I
KRINEHA,

= EAEORHIF—IZ, AILlca~y ROITIZHR> ThH— YV aBEI L £,
= ETORAIF—IL, a~ FEREZIERE L ET
= SRS BEBEEGEOSI A AT DI, 72 2 TROE I 2L E T,

pki csr demo CN:"callbridge.example.com" OU:"Cisco Support" O:Cisco L:"New
York" ST:NY C:US

¥—AR—Rra— by FEfEHTEET,

= CTRL-p: fioa~r REFRLET,

= CTRL-n: =~y RBREORDa~ RE2FRLET,
= CTRL-d: =YD FOXTZHIRT 50, ZOTTHAT L LT LET,
= CTRL-C: HfEEfTHO o~ RFEHIELET,

= CTRL-a: fTEEICY v 7 LE T,

= CTRL-e : {TRIZV ¥ 7 LET,

= CTRL-I: Wi RKZ 27 U7 LET,

= CTRL-k : B — Y L OALEDBITRE THIFRL £,

= CTRL-m : Return &— L [A] LT,

= CTRL-w : I—Y AL EOHEZHIFRL ET,

= CTRL-u : BUEDITEHIBR L £

= CTRL-f : ICF&RIHICBEN L £T,
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= CTRL-b : XXFEBZRTICBE L £,
= CTRL-t: BIfEDLF L RO T & ANVERZ £ T,

1.6 FRIBEAR— b

A— b 8081 I%., webadmin NEZ GG, V—T /Ny 7 TTPRINET D,
webadmin BEN 2B SIT TSN EE A, A— T 8080 ITFHICEAWTWET,

AR— bk 5060 ILFITBAVTWE T2, A— bk 5061 1%, FFFAFE.Y Call Bridge (ZiE &1
TWAEARICOHRBNTVET,

1.7 MMP D3B3 X OVEE OHEE

N—=T g 37 TlE, Z0v 7y a THlHT 5 MMP OEINE YR —
FLTCWET, Web 77U I—F 1 7 HIZ jabber 2 —HF—D AT
—HAERHT D

Meeting Server & CUCM / — RORREDFEMIL, LLFICU XA F I TW 58 Ly MMP
a<wr ReENM LTS ET,

callbridge ucm add <host- Meeting Server {Z CUCM / — RZEMLET, Zo=a~vr RiE, AXL =
name/IP> <axl user> <pres- — P L P R —D AT — REANTAH L) Ia— W — Tk
ence_user> WET,

callbridge ucm del<host- H— 3= CUCM ZHIBR L £,

name/IP>

callbridge ucm <hostname/IP> | AXL V—EADAT—X AZEMHFELET, ZOa~r RiE, AXL 2—H—

axl_service status DINAT—REANTHEHICa—V =B L ET,
callbridge imps <host- TP U A —EADAT—Z AZWIELET, Zoavy NE, a—W
name/IP> <presence user> —Z LB R a— =D AT — K2 AT D L HITRDET,

presence_service status

callbridge ucm list =T g TN SEME LT CUCM DR A, Z DR A R [IP,
AXL 2—HF— BIOS LB rAa—HF—L L ylc—-EERELET,

Web 7 7Y SHFICEF A LY b —F 4 F& o057 LY 3A 0 ABERIE AT 2 BT 5
BHHL, CF ALY b —F 4 4 L 3T Y I O B MBS 2 AT 5 T
LNTEET,
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webbridge3 Web 77U @ B EVESCIBN AT ERE A AR £ I3 LT, a~r RARES T
audiopriflag RS, ZOMREIZT 7 4L FTEYITT,

(enable|disable) BT - T 5 L. Web 77 U IHEAIRIBO L U A CEFA L v 7oy ok
HraF7IZLET,

MENZT D - T D&, Web 77 VIIARLERF Y NT—7TT 7 va w3470
A,
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2 Fy pU—2 2w

2 Xy NU—7avw R

21 Xy NU—I A FZ—T AR (fface) a< K

iface (al|b|c|d) ?“ﬂém‘m/& T2 A ADF Yy NT—J L F—T =
AREERALET,

A B, C. BEUODA ¥ —T =/ AL, & _BHHAFIRIYV
T—2 g NIHIREN TS Z LITHEE L T EE N,

iface <interface> mtu <value> iface A B =T 2 A ADFRABIEHRLL (MTU) OYA X% /31 |
a mtu 1400 BN CHRELET,

£ : 9T Meeting Server 2000 B&BE &, VMWare /3—
TVa v 6.7U2 UBEEETT S VM B X O Meeting Server
1000 BRATIX, MTU IXEE 7y b ERENRT Y PO
FBEASNET, TSN MU LD b REWVWZE 7
v MIAf v Z—T A AL T ey F&, 7y ME
KEREDIFIR L 720 | FAUCEERGIEN A L £,
6.7U2 LV FD/S— 3 > VMWare % FE{TL T\ 5 VM

¥ LU Meeting Server 1000 JEBTix, MTU 1358537 >
MZOREA S, FESNTZMTU LY k& y b
b AL E—T oA ATZIETEET,

77 4V R MTU 1% 1500 /31 hCTF,

2SO MTU SRR TRy hidAf v H—T = A A
Lo TR Yy 7ENZ2NE DT BT, *y hT—7
ETMTIU ZRETHHLENRH Y F97,

22 IPa<vF

2.21 IPv4 a2~ K

ipv4d (al|blcl|d) WEBLOEI SNy NI —Jflix—BFRRLET,

ipv4d (a|b|c|d) dhcp HBESNTA v H—T A AT dhep ZHEMZLET,

ipv4d (a|blc|d) (enable|disable) |fEEINIA L F—T = AELHF/MEHIZLET,
E: ZOavwy NEREEZZ VT T250TIERL, 8o T2572
e,
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ipv4d (a|b|c|d) add <server IP
address>/<Prefix Length>

<Default Gateway>
ipv4 a add 10.1.2.3/16 10.1.1.1

ipv4d (alb|c|d) del <server IP
address>

BEShET LT 4 v 7 AEDipvd 7 RLA LAy o
TIFAN R T2 A HHLTA U H—T oA AEBREL
£, ZofITE, 7y K 10.1.0.0/16 7 KL A
10123 TAZBRELET, N ERFEDO/L— R0
Hy ARBETRERIND Yy NI, F— U =1 10.1.1.1 &
HCTHEEINET,

BEENTA L E—T A ADIPVA T RLUAZHIRLET,

ipv4d (a|b|c|d) default

TR NEROT AL VY= b A F =T = ZZER
LET, UE—bRA MRS %G, 20T FAMPHE
DA Y H =T 2 A ZAEET REDPDPHEIZDNL DT TIEH Y
FHA, THUTHLT, VE—FAR ML > THM S otz
FENDISE T, BHRIDSZ T AN OIIA v F =T = A ZDME
AENET, iUt BARIPETALEINDGZ L bHY F
R

ipv4 (alb|c|d) route add
<address>/<prefix length>
ipv4 (a|b|c|d) route del
<address>/<prefix length>

ipv4d b route add 192.168.100.0/24

FEEDA X —T oA ANDBRFEDY TRy N b—T 4 7T
EHEIIC, V= EBEINLET, ZhE. BEOA o F—
T2 A APHIIIR o TWT, FFEOY 7 Xy MNAFDO M7 7 4
VI MEOREFEDA VB —T 2 A ADF— N7 = A [ THEFEIZ L —
TAVITENDEICTD—EN—T 47TV FHTT,
s, 774 bb— R ETETRET AMETR L, RE
DFRAET D AREMERH Y 37,

192.168.100X 5ECHOTXTD T 7 4 v 7T, A F—T =
AR MHEA LT =T = A b DT — T =AICEFESNE
R

222 IPv6 v~ K

Meeting Server (X, 4 v ¥ —7 = A AT LITHEED IPV6 7 KL A %S AR —KL, H
BRICRESNTET RVRALEFHFIT FLAZYR—FLET,

ipvé (alblc|d)

REBLOBHIS XY N —2 % —BERTLET,

Cisco Meeting Server V V—X 3.7 :MMP =~ =742V 77 L
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ipvé (a|blc|d) enable

BEINEIPG A 2 —T7 A ZAOHEEEELZBBGELET,
Vo ra—h7 RUARERINET, EHET KL AR
(DAD) M5 TT 2% &, M—HBEFENEEFEINET, V—HFIA
ERZEINTHE,
s T RREALARENTZT VT 4w T AR, T a—r3 )L
7T R ARSI SN ET,

- DNS OFEEITIE, {FE® RDDNS F 7 2 U MEH & E
7T

- ’managed” E£ 7213 "other” 7 V' RRE S8 A
DHCPv6 3Bt & F 9, /L—# Jii5C "managed” % 7=
% "other" By hAiEw b EFLTWRWWEE, DHCPV6 1%
EH I EE A,

J— ZEEED 3 EIEE &N TH/—F —RENEAE Shang
& DHCPv6 2Bt Sk 7,

ipvé (a|b|c|d) disable

BEShIEA v H—T7 =4 AD IPv6 Z LT L ET,

ipv6é <interface> slaac
(enable|disable)

SLAAC = A2/ 1EhiC LET,

ipvé (alb|c|d) add
<address>/<prefix length>
ipv6 a add 2001::2/64

SLAAC BN 72 > TV DAL, BT KU R L FrL—4
7 RLAZBNTH0ERH D £9, L —2 Z2BIT 51
1L, SLAAC TR ST RL R L —Z —RENICERE S H
727 RLALILFETE L LITEBE L TLIEEN,

Meeting Server (%, HEMIIZRE ST LA LFRHT K
VAZHR—FLTWET, fHESNIA v H—T = A AT
IPv6 7 R LA ZFHINZERET DI2iE, koa~w ReHL
9,

ipvé (al|b|c|d) del <address> IPv6 7 KL AZHIBEL £,

ipvé a del 2001::2/64

ipv6é <interface> router add|del

<address>

23 Xy NU—72Hra~v R

231 IPvA Xy U= BHa~< R
Pvad T DL, WOa<wy FEEATEET,

ping <target
address|hostname>

Meeting Server & 4% —7%7 > K IP 7 KL AE72IIHR A R4 ping 25
F9,

traceroute <target
address|hostname>

Meeting Server 7>5 % —%7 v ~ IP 7 KL AE 73R A F -~ traceroute
ZITT DI

Cisco Meeting Server V V—X 3.7 : MMP =z~ =720 7 7 L
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232 IPv6 *y N —72MWra~v R
IPv6 2202 T 5 &, ROa~y FefiTE £,

ping6é <target Meeting Server 75 % —/47 > k IPv6 7 K LA E T2 TR A M4 ping & 4T
address|hostname> HET,

traceroute6 <target Meeting Server 725 % —7%7 > ~IPV6 7 R L AL T2 ITHR A R4 ~D
address|hostname> traceroute % FATJ 51213

233 ¥y ¥ TFy

I : Meeting Server TidX7 >y haX X 7 F x5 ENTEXETN . Meeting Server 738
ET 537y Fb— EREWgESE, 2 —/LOMERIZEIT % Meeting Server D1 OEMEZ 139
HOTEHRL, Ty bR T Ty Ty e Ray 7T 55808607, 7y by~
Fx D/ MEKZ[ERET 572012, A 3Tl Meeting Server TIER< %y hU—27 A A v
FTTy  aexy T Fy352 xR0 LET,

pcap (alblc|d) FRESNIA I =T = A ATy v T F v 2l [ZBIZBA L.
Ctr-C 4 L {21k LE9, pcap 7 7 A VOAFINFERENE T, 27
7 A, SFTPERHETH v r— RT&ET,

pcap 2~ RiE, #EDO 77 A ice—T—va TRy haxx 7
F v LET, pcap 7 7 A NLDYA XN 500MB A x 5 E L. 2y MM
HLNWT 7 A NI X Yy T Fr INET, I—T 47— NF, FIThK
450 pcap 7 7 A NVERF L, At T 7 A YA XOHIRIT 2GB T
T, 4FHD pcap 7 7 A ALDY A ZX)500MB AL &L b
pcap 7 7 A ADBHIBRSIL, HLWT 7 A VT v NOF v 7T v )3t
TEnEJ,
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2 Ry pPU—Z v

pcap (alblc|d|any) any 1, BEOA L F—T A R, DX VEYDREBEDA L F—
[snaplen <n>] [filter TxARATONRT Y bF¥TF X 2FHFLET EITRoTY
<pcap-filter-expression>] | BWVA VF—T A RFRAF v FEINET) ,

W HBEOA L H—T 2 A ALY T F v T HEHRE, KA 4 —7
= A APFNO—WF 727 7 A WAZF ¥ 7 F v SiL, Fx 7T F v HMELS
AIZRRZ 7 7 A VDA SND 7R E, T 4 A7 FHEANBIN & 4L 5 M ZEN
HVET, LERoT, BEOAN L F—T A AT Y S F¥THLE
WHEHTELA M L—VE, H—DA =T 2 A ATx Yy T F ¥+ 5
LEIHHTEDL A ML —V 05T,

snaplen (X, ¥¥ F¥ IN=E Ty PRERI D ERWVE
B 'R M (n) KEIVETET, ZofR. Loy
v RBEC 7 7 A WA ZOHIRIZINE 5 FTRetED o £,

filter I, XFEFNOELEIT—ETH 7y bPOBZEZEIRLE
T ZHUCED XX TFRELDH Ly FEFITEY . o
v hDOF 4 AV BRBEEHNTEET, ZOXFHNOMITE Ny b7 4L
2 7%, tepdump THEMENLE D E Eo7-<K RILERTA 7TV %
ERALTEITEND =D, ZHTESTLKFIUEBREERT F—~ 0 2%
iz CWET, 702 0%, BEIZE U TRAR 4080 LRI 5 2
EMTEET,

snaplen 7 3¢ filter A v a i, N—TVar
3.1 »HEMEhELE,

2.4 QoS/DSCP =2~ K

Meeting Server (%, DSCP Hex (TOS TiZ72vY) @ QoS/DSCP fi%x#aA—hLEd, TXTD
EPEHETIZRWIEAETYH . P ABMED72DI12 0 ~ 63 D DSCP HZ AT 5 & W 9 K EEER
BURFREBE D BRI eV FE T,

10 #3516 #E (KXFEL/PXFEEZXALARY) | BIO8#E L TOATIZY R

— RFLTWET, 46, OX2E (F721F 0x2e) . £721X 056 #FNENANTHE, FL
FERIZR Y F9,

721X, EFA—FT 14, AF31 7V 75 —4% . AF4Al B H3kD LB T,

EF = Ox2E DSCP Hex., AF31 = Ox1A DSCP Hex, AF41 = 0x22 DSCP Hex

DSCP % &I, IPv4 & IPV6 IZOWTEHBIDE CERTE £, Hlx2iX, 0a&m % IPv4d OE
I Ox4, IPv6 DAL OX6 ICRET S L. SSH F 7 7 ¢ v 71% IPvA #5: D513 0x4. IPv6
B DO AIL 0x6 Tv—27 SN FET,

B AEEANCTHITE, P—EAEHEHTILERDY £F, a7 - "—a i
BT 52 L EBRDLET,
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2 Ry pPU—Z v

dscp (4]6) <traffic type> DSCP v o7 7 4w o H@RELET, DSCP N7 7 4w 73 &
(<DSCP value>|none) ENODOHTIAVND 8T T 4w 7 XA TITRO LB TY,

= signaling (SIP, AS-SIP > 7' U > 7

= assured-voice (AS-SIP DILEDA—F 1 4)
= voice (ZDfhd &)

= assured-multimedia (AS-SIP @ &7 )

= multimedia (Z OO E74)

= multimedia-streaming (webbridge 25 « 7) (GAEIEEHA ST
WEHA)

= low-latency (BEMEH S THEEA)
= 0a&m (webadmin, LDAP, SSH. SFTP)

(0a&m = operations, administration, management)

dscp 4 voice 0x2E
dscp 4 voice 46

dscp 4 oa&m 0x22 IPv4 ® oa&m %% E L E T,
dscp 4 oa&m none REZHIBRLET,
dscp assured (true|false) voice" 3 LU "multimedia” N7 7 ot v 7 2 A TR LT, RAES

7= DSCP fi & f:5E STV 20 DSCP B D 7 2 ik % Z L3 T
XFET, AL TLTEEY, Zoavy REH LT, Rk
B 7= X IERAHE O 2 5 L £ 97,

dscp assured true 72l Z2iE, TARTOFFBLOET AT —#IZxt LT assured-voice 3
J O assured-multimedia DSCP fED i H Z 584 2 121X, Zdoa< v
R LET,
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3 DNS =2~ F

3DNS =z~ F

dns

BITED DNS BREDFEM AR R L E T,

dns add forwardzone <domain-name>
<server ip>

dns add forwardzone example.org
192.168.0.1

dns del forwardzone <domain-name>
<server ip>

TH U= RS =R ELET,

TAT— R —=0F, RAAL 4 ED7EL 1T DDOP—
7 RUATHEREND T TT, D4R DNS FEENOFE
FED RAA D TFIZH L84, DNS U Y A ANTEDRED
P R=ZNEDEDLZENTEET, B—RK Ty
e T oA A== FAREICT DL, FEED R AL 4
W3 LT O — =% E LET, —RMIciE, RAA
vHELT L) BEELET. ZHUEDNS BEoL— hTh
D, TXCORAA L LE—ELFET,

FBESNE74+ U — R/ = 28R LET,

dns add trustanchor <anchor>

dnsadd trustanchor ". IN DS 19036 8 2
49AAC11D7B6F6446702E54A1607371607A1A4
1855200FD2CE1CDDE32F24E8FB5"

dns del trustanchor <zonename>
dns del trustanchor

RAAL Y F—25 VAT A &Fx = U7 ¢ 4E8E (DNSSEC) @ bk
FARNT =B ET,

NZART o H—IZ, DNS U Y —A L a— 7 4—ALT5H|H
FCHATIHET DLENDH Y T, BIZZH LTI EEN,
WZOWTIE 1] #2H L TL7EE0,

ERRELET,

NZANT U H—EHIRLET,

zonename %, 7> h—%&K7TY Y —ALa—R (RR) AD
RAA AT, ZOFITIE, EREOFITS A M= 3h
TR TARNT U h—%HIBRLET,
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3DNS =z~ F

dns add rr <DNS RR> AR DNS Hr— S TRIE SN TWRNA, EEETIXLEND
dns add rr "sipserver.local. IN A AT DNS U VLS ZFGET 51T, AN DNS H—
172.16.48.1" CHRESTHIROYICREND DAL LY Y —ALa—F
dns add rr "_sip._ tcp.example.com. (RR) #RRETEET,

86400 IN SRV 0 5 5060

sipserver.local." SIHFGCHENT, ROTEXD RR 2521 AVET,

OWNER <OPTIONAL TTL> CLASS TYPE TYPE-
SPECIFIC-DATA

=& 20,
A X sipserver.local Zitdk L £ 7, INA 172.16.48.1

AAAA [ example.com %Z5l§k L £7, aaaa
3ffe:1900:4545:2:02d0:09ff:fef7:6d2c

SRV % _sip._tcp.example.com % ftdk L £9°, 86400 IN SRV
05
5060 sipserver.local

A1 OO a— R¥ A 72k LTHEED RR 215k T 55
BlE. AN DNS r— 2 Al L CEI S ZERCT D B
HVY F£9, Meeting Server [X, 1 2D L a— &A1 7z L
THED RR ZHHR— K LTEBLY, H#HD RR DHELRF
L%9, =& Z1E. Meeting Server [ 150 SRV L z2— K
DI

_sipinternaltls._tcp, etc...

_sipinternaltls._tcp [C oW T 2 DD H7e % RR ZR-(E L £4
VR

dns del rr <owner-name> <type>
dns del rr _sip._tcp.example.com. SRV
dns del rr sipserver.local. A

dns lookup <a|aaaa|srv> <hostname> | lookup X, SRV O#EFE% TRV LET, 2FED, SRV L
dns lookup srv _sip. tcp.example.com A= NIRRAA U2 ZBTHE, ZUTABIOAMA L Y
7T v AL o TR ENET,

dns flush ZiUX, Meeting Server ® DNS ¥ v a% 77 v 2 LE
j‘O
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4 774 T D=

4 77AT I F—)ba~v R

MMP (X, AT AT AL EZ—T A AHADL U TNRT 7 AT 7 —Lb— LOVERK & PR —
FLET, AV F—T 2 A ATT AT I —IWIL—LERELT-HR, TOAL L HF—T A A
T77AT U4 —VEFIINI LT TZEN,

B UL, BERAX L RT Oy 7747 04—V VU a—2a AlfbAH50TIEH D £
Mo

T7ATIF =V = VE A F =T 2 A AT LIZENENRET HLENDH Y £,

AE—T 2 A ADKT 7 AT U4 —N—LFZ T THBlENET, ZNHiE, A7 —4
AMDTHERTEET, RITHIZRLET,
Interface :a

Enabled : false
Default policy : allow

Tag Rule

0 drop 80

BEE :SSH 2T 5 &, =T —0NRE LA I1Z SSH AR— R 23T 7 & AREEIC
B, T varyY—)v (FHARERGR) AL T 7 AT U — IV ERET D
ZEEBEDLET,

firewall <iface> default A VB =T 2 A ATT 7 AT U —IVEGHIT D
(allow|deny) Aic, Zoavr REALTT 740 bPRY o —
ERETHHENRH Y F77,

HARY —i%, EO— b B LW R T o
v NEFFRI L, HEERY —ik, For—icy—8H LA
WTRTONry FEWIELET

SV BRE STV S, A F—T x4 A a D
TRTCONTry R RFe vy 7FEnEd,

firewall a default deny

firewall <iface> enable FBESNIEA LV EZ—T oA ZADT 7 A4 T 7 +—VEH
L9,

firewall <iface> disable BESNTFALE—T oA ADT 74T 74—V
L/ij—o

firewall <iface> BEasni-A v 2—7xA ZAOBAED T 7 A4 7 7 +—/Li%
ErEFRRLET,

firewall a A H—=TxAfAaDAT—ZALL—)LEy NEERL
ij—o
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4 774 T D=

firewall <iface> allow <port>
[/<proto>] [from <host>[/<prefix>]]

firewall <iface> deny <port>
[/<proto>] [from <host>[/<prefix>]]

firewall a allow http/tcp

firewall a deny 678

firewall a allow ssh from 192.168.1.0/28

hboa<wy RT—LaBinL£7,

<port> BlEUE, i ( 180 72&) F/ILJANA —E R
LU AU b0 —r 24 (Thttpl &) L LT
ETEET,

protocol ¥, tep F721F udp DWF T, Al L7
it —/UE TCP /X7 K& UDP /X7 v N O IZ—
HLET,

{2 =T = ZADHK— 80 TTCP /X7y hEFFATL
ij«o

AFUTA LB =T 2 AADKR— K 678 TTXTDON 7
v hERay 7 LET,

F7 g D from AJlE, —UhNEH S AR A R AR
LFEd, Ziux, IPvd F7213IPv6 7 RL AL L TIRES T
‘iﬁ‘o

F7a D prefix I, V7R Y FaRRLET,
192.168.1.0 775 192.168.1.255 £ T 256 D IPv4 7
LANSA U H—T 2 Aa~D SSH T 7 A% LE
ﬁ—o

firewall <iface> delete <tag>>

firewall a delete O

N— L EHIRTAICE,. —oa~vy RCE T A LET,
ZOT—=TNDOLEICHDLER—ON—LEHIFRLET,
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5LDAP =z~

5 LDAP =z~< K

LV 1dap 47V 3 V3 user add MMP =2~ R{ZiBINE 4L, LDAP Hh—"—_ F ¢ L7 |
UREENT A—4 | TLS REDEMZHERN L, LDAP #BiF2 A2 £ /213 Ehic+ 52 LN TE %
ﬁ—o

LDAP = —H DiBINZ G T H720I2, HrLWA T a v [1dap] Na~r RiSBMEET,

user add <username> (admin|crypto|audit|appadmin|api) [ldap]

I : Meeting Server APl X, LDAP F8REIZ L D2 —H~DT7 7 A% KR — K L THERA,

help ldap 2~ FOHMNIKRD LBV T,

cms> help ldap
MMP =—HH D LDAP 7 T4 T v MERK :

ldap

ldap server <hostname|address> <port> ldap
protocol (ldap|ldaps)

ldap binddn ldap

basedn<username> <base

DN>

ldap login_attr <attribute>

ldap filter <filter>

ldap remove <binddn|filter|trust>

ldap trust <crt bundle>

ldap verify (enable|disable)

ldap min-tls-version <minimum version string> ldap
enable

ldap disable

ldap status

()
user list MMP 2~ RPHEESN, v/ A4 v L7 LDAP 2—¥REENDH L O L
7,
LDAP = —H i i 41 Huserrule /N7 A — & —(%, max_failed_logins, max_idle, ¥ X
W max_sessions DA TH, ZDa~wy ROMD/NT A —42—F, LDAP = —H I3 H i
FH A,
user expire MMP =i~ KiX, LDAP =—H#TiIHV R — F I TWHFEHA,
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5LDAP =z~ F

ldap

LDAP 1z 2R L £,

ldap server <hostname|address> <port>

LDAP #— N ARA M ETIXIP T FLABLUOR—
FESEEELET, JIUILHETT,

ldap protocol (ldap|ldaps)

[ % LDAP 711 k2L &5 L3, LDAP #—
PN DBER IR T D12, Idaps &9
HLEIINGHY £, 7 a b aLofEEITMNETT,

ldap binddn<username>

ldap binddn
cn=binduser,oi=user,dc=domain,dc=com

ldap binddn "cn=bind user,o=My
Company ,dc=domain,dc=com"

ldap binddn domain\\username

MBDTZDIZT 4 L7 B == RT3
W4 2B L £, bindn XT A —H 34T v
T, HBE LAWgE, AN v FERDMEH S
jﬁ@—o

NA VR 2—WE, T4 V7 b NORBHERE
FFoTWOIHERHD T, Zoa~vr RiE, &
T ar DR R RAT—FRDANERDF
j—o

BIEIZAN—=ANE TN TV DA, 51545 H
FFCHDRERS D ET, Nv I AT v aNEE
NTWAEEIE, ANy I AT vy azffiF Tz
A =TT HMENH Y FT,

ldap basedn <base DN>

FREEA_— 2T 5 A4 (DN) ZHE L E
9, basedn OIFEIXMETT,

FIENZ A= ARG ENTWDEAE. 51%%E51H
FCHDMERSY £9, Nv I AT v vaPNEgE
NTWAEEIE, BNy 7 AT v v akfhifTx
A —T T HMENRH Y FT,

ldap login_attr <attribute>

2— P IR 5, uid, userPrincipalName.

sAMAccountName 72 & LDAP J& 4 Z245E L £

T, a7 A R HICIE, B A E AR S
Nz MMP o—H—4 & —H L T A LR H Y £

T BYEOREITNATY,

ldap filter<filter>
ldap filter (& (objectClass=¥*)

(memberOf=CN=admins ,DC=example, DC=com) )

LDAP MR 7 4 WA X ELE T, 7 4 VX DFREIX
FT T a T, T4V EDRESN TV RN
. T 74/ ME (objectClass=*) AMEH I E
7

HN72 LDAP 7 4 W ERESCEAER T2 LERH Y |
FEINCHDLE N H Y F7,

ldap remove (binddn|filter|trust)

CLRMCERE &7- binddn, filter, 7213 trust 235
A =2 EHIBRLET,
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5LDAP =z~ F

ldap trust <crt bundle> FEEDREAED /N FVEER L CREHE A MGEET 5
KT AT ER L ET,

LDAP H—N—~D @4 etifia A 5120%. 17
FTEDL CAZMEH L CINEERLT D2 HENRH Y

E
ldap verify (enable|disable) LDAP H—/S—~ DR O R R A A % F 7o 1M
Zhic LEd,

LDAP Hr— — DL Lo i M A 5121, [k
HEORREZ AT HHENH Y 97, MWEhicd
% & Meeting Server IX{EHEREH]E A 2R & 7 134
WLEHEA,

ldap min-tls-version <minimum version string> | VAT ADMEMT HH/ND TLS N— 3 &4k L
9, AMRERMEIE 1.0, 1.1, BLO
1.2. 77 4/ MIN—=2a 1.2 TY,

ldap enable LDAP —E 2 ZHhZ L E7,

ldap disable LDAP h— b A& Mz L ET,

ldap status ldap —EADAT—HZ 2E RO L HIZFRLE
. TETH) P EAREITHTHDL I &
RLET,

[FITSRTWEREA] - —ERTHEDNNR-T
WETH, FTENTOWET A, fEllicoVCidn
TERMER L TLIEE0,

MRS P — AT TOES
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6 X z—TF—av

6 AV a—T7avr R

PDEDAT a2 — U E, FTLWVWAF 2 —FarR—F ML THNZ S v, FHLw
scheduler MMP =< NlZ Lo CTHETxE7,

BT A= P——OEROFEMIL, UTFIC) 2 P SATHBH LR Va—T

MMP =zt~ FZadr LTS ET,

scheduler

scheduler status

2l a—T DBIED AT —F A FKR

scheduler (enable | disable)

ATV a—T B ANETITENCLET,

scheduler restart

AV a—T7 MR LET,

scheduler https listen <interface>
<port>

Ay a—T N v A4 5 interface:port X7 &R E L
ﬁqO

scheduler https listen none

A a—TFOEH APl A X —T = A AL E T,

scheduler https certs <key-file>
<crt-fullchain-file>

FE APl TfEH & DY — N—FEIES TR, T U RN
Uy REERIAAT O LI SN DFEHE LR L T,
(B : c2w U > 7 F£7=1% Call Bridge ~® API FEOVH L)

scheduler https certs none

BELAPI OREHEOREZHIBRL £,

scheduler c2w certs <key-file> <crt-
fullchain-file>

Web Bridge 3 (Z#&R SV DREHE Y RV 2R L £,

scheduler c2w certs none

Web Bridge 3 ~® TLS Bt D] ERER A HIBR L E 97,

scheduler c2w trust <crt-bundle>

Web Bridge ~O#i & Ak 27200 b7 A k N KL &4
}ibi‘a—o

scheduler c2w trust none

Al a—T D7 AR A RT 5 Web Bridge 3 DOFEHEN
Y RV EEIBRLET,

scheduler email server <hostname |
address> <port>

A 2 —TF WA A=V EEET D SMTP r— 3—%HEk L
i‘g—o

scheduler email server none

AV a =T NEEF AN PR A HIR L ET,

scheduler email username <smtp user-
name>

SMTP Y — N —TORGEEH ENDE ANV T I N
R LET, ZOT7H 7y ML, SFEOTEEONDVICE
T A=V EIEETE DU R R AL E T,

B BIMEA~OE A —ViE, Zoa~wr RaefH LT
RENTZT U b LEEEINDIOTIERL, REOE
BEDFEHANT FL AT L TRESNET,
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6 X —F—av

scheduler email remove username SMTP FRREHNCAER SN E T A —/b 22—V —4 ZHR

TO
scheduler email protocol <smtp | B AN P —N—LDAT V2 —FDBEEZIRD L DI
smtps> ELET,

smtp : FL—r FF X TCP (smtp) &M
smtps : 5L S 72 TLS T Rk H

scheduler email auth (enable | dis- SMTP fGEZ AR F /=13 5hic L9,

able)

scheduler email starttls (enable | SMTP ##t OEEN TLS 2 H%h E 7213z LE,
disable)

scheduler email trust <bundle> | none (A7 ay) EFA—IL —"—D T A N2 RLOKE
AR LET, RSN TWAEE, Sz v kv
EHEHLTET AL T —"—OFEHEORIENITOIE

1;_‘0

RS TW WSS, FEEORGEI I TOILER A,
scheduler email common-address Meeting Server COIHEDE A —/L T KL A & KR Zi%E
<address@mail .domain> "<Display LET, A7 Va—T1% HBOEFA—L T FLANRLEN
name>" FICRHBEOFRIRERE L ET,

TCEHDEE, ATV a— T3 EEOELA—LT FL A
MO T A —/ABRRRZEE L ET,

scheduler email common-address BESNTWAHIEA—/LT KL R EFRRAEHIBRLET,
none
scheduler timedLogging REFEE D 7 AT — X A BfF LET,

scheduler timedLogging (webBridge|ap- | {EEENHHORX 74T 77 4 7ICLET,
ilemail) <time>
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7 AFHENC S T e g =

7 FFHEICL AT v Y a =
WD PKl (AR —A 7T AT F¥) a~r Ra@EHLET,

F—7 7 AL, PEM £721XDER ¢ LTy a— RE N7 RSA £721X DSA F—2 & £
TWAMERHY £, 77 A VARSI key, .pem, 7213 der THAHMENRH Y £,
SFAET 7 A UlE, PEM £721ZDER & LTy a— RENT- X509 FEFHETH 2L E R H D |

7 7 A NIRRT oty .cer. .pem, 720X .der THHXLENH Y £,

T AN, BT, M T, T —RAaT LT EEDDH I ENTE, TORIZETLD
WITNDOIEE 2T 5 2 ENTEET, P—ERTLOIEAEL X —T7 7 A VA ERINTE
F9, TRTCOY—LRIZFAL 7 7 A NVDOXT BMHTHZ EHLTEET,

W — LAEHE 7 7 A VL SFTP B TT v 7' — R 950N H D £77,

pki

BUED PKI ORI Z 2R LETS

pki list

PKI 7 7 A )b, DF O R F—,
(CSR) #UANLZET,

AR, REAEEA EOR

pki inspect <filename>

T ANEREL, 77 AVDBMEX—, FEHE,
CSR., /AW THAENE I A& /R LET, FEHED
BaE, SESERFEERIIRENET, 77 A VISEE
AEO N FAREENTHODIEE. N FLOETESHE
T B EHRAFERENET,

PEM 3 X O DER O DFERD 7 7 A /LU HSMLEE X ju E
7

pki match <key> <certificate>

Zoawy RiE, HESINZF—L VAT A EOFEHEN
—EFTHNE I MEWRLET, W — EEEHEIE 1
DOOEHTFREZ2 ID D 2 SO 43 TH Y | HTTPS 72 & D4
—E AT 2EAE T L ERDH Y 1,

pki verify <cert> <cert bundle/CA
cert> [<CA cert>]

pki verify server.pem bundle.pem rootca.pem
pki verify server.pem bundle.pem

FAEEIIREEER (CA) K> THBASINDELENRHV |
CA IZH M CAFERAED TFEHEAY R & BAICK
S>TIX CAFFHERZMAD Y 7 A LT L £9, FFHE
NCAICL>TEALSNTWD I &L, FEHEASY LA
AL TINAERATE S Z L 2R A1, ko=
<~V REMALET,

pki unlock <key>

£ OEA. WEX—IZ AT — R of#shE 7,
Meeting Server T 2121%, F—0 v v 7 Zfghkd
LMENRDHY FT,

ZDavwr RE, Xy v Ty ANDa T BERT D
TODNAT— ROATZRDET, 7y 7 SPIARI
i, ACARIOR y 7 RSN —lc@ &z g4
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7 AFHENC S T e g =

pki csr <key/cert basename>
[attribute>:<value>]

pki csr dbserver
CN:server0l.db.example.com
subjectAltName:server02.db.example.com

Cisco g —~ 7 U 7L OAEREL AT LT\WA =

Lha—WF—REHETE 5 L HI0, EF—F L OB

T O EBAERE AR TEET,

<key/cert basename> (%, #rL\ F—& CSR Z7kh17 2

LFHNITT (ol ziE, Tnew) EAJIT D&,
lnew.keyl 77 A /L& Tnew.csr] 77 A BMERR S L

) .

CSR g Mix, B Lo~ TE2amy ([:)) TK

o THETEET,

BT, o B0 T,

CN : FEFAZEIZ 43572 commonName, commonName

L, VAT LD DNS 4 THLIMENRH D £,

OU: MLHHHAT O: FHAE

L: HiJ5 ST:

I C:

emailAddress: A —/L7 KL A

CSR 77 A /WX SFTP TH¥ 7 r— KL T, BA4DTHIZ
AR (CA) [T Z N TEEY, (F72iE, CSR~7
7 A V%& Ipkisign) =~ RCHEMA LT, fEHEEZ 01—
HANVTHART L2 b TEET, ) IKERETIE, SFTP #%
HTTY v 7a— RTH0ERH £7, TO%, EEL
LCEHTEET,

£ : pki csr <key/cert basename>
[<attribute>:<value>] (L. subjectAltName %
JEMEE LT £9°, subjectAltName O IP 7 KL & &
RAAL AL, 2 ~RFEY DY A M THR—FENT
WET, i

pki csr testl CN:example.exampledemo.com
subjectAltName : exampledemo.com

pki csr test2 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia subjectAltName:exampledemo.com

pki csr test3 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia

subjectAltName:exampledemo.com,

192.168.1.25, server.exampledemo. com,
join.exampledemo.com, test.exampledemo.com
AEAEOY A XL

F = — U NDREHEFEOL A& i/ NI A T 7230, £ 9
Ligné, TS Y Ryr=A 27 DT T B RY v 7R
RSV ET,
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7 AFHENC S T e g =

pki selfsigned <key/cert basename>
[attribute>:<value>]

pki selfsigned dbca CN:"my company CA"
OU: "My company" O:cms L:Raleigh ST:"North
Carolina" C:US

Zoavy FEEHLT, HOB4AMNEL AR TEE
7

<key/cert basename> (%, A S D F— LR EZ
BILES, =&z, Ipkiselfsigned new) & AJ195
L. newkey & new.crt (B EBAREIE) ARSI E
7

FEEO R, B LEOT 2any (1)) T
XEl->THETEET, BHEIE, ko LBy TT,

CN: commonName, fEBHEMNT Y R T 47 4 fEHE
E LT EN5EE. commonName (ZB# 4% - — &
ADDNS 4 THAVENRH Y £,

OU: HHARHAT O: FHAk

L: #i5 ST:

I C:

emailAddress: &1 A —/LT FL A
HOB4HEZHH L CCSRICBATEET, b
X, T—FX—=R 7 T AR EONERY— A& T 5
DI B ET, Web —E 272 EOHH—E ZADEE
&, AMER CA #fEH L £ 9,

pki sign <csr/cert basename> <CA
key/cert basename>

pki sign dbserver dbca

pki sign dbclient dbca

Z D a~ R <csr/cert basename> (2 & » Tl S5
CSR Z%E4 L, <CA key/cert basename> 12 & - Tkl =
N5 CAFEEL X —TEL SNz, [ U_—A4 % F5D
FEEA AR L E T,

7 7 A )L <csr/cert basename> 5 L O <CA key/cert
basename> %, =~ K [pkicsr] L Ipki

selfsigned] 2L > TENENER SN TWHMERH Y
ijﬂo

pki pkcsl2-to-ssh <username>

pki pkcsl2-to-ssh john

PKCSH12 7 7 A JWZRAFE EFL TV H AR SSH F— 4 ff
HTEETH, IR THMERHY £9, Zo=
~ > Ri, <username>.pub WO ZRITT v/ ma— R
STz PKCSH12 7 7 A /s BAf AT RE 72 28B8 2 — Z- b
HLUET, pkesH12 77 A VDX AT— K& AT 5 K
INTRDOBNFET, FETH. pkes#12 7 7 A /WF AT
— N7 L CEHFRERF—ICE X b E T,

£ pkesH12 7 7 A WVICEENDEDOMDT —H [TT
TRbiILET,

Zoawy REFTTHIE T, a—F—john DT v 7
2 — R &7z PKCSH12 7 7 A /L john.pub @5 — % fifi i Af
BEICTHZenTEET,

pki BED PKI ORI E o7 L £,
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pki list PKI 7 7 A b, DF W fbEx—, iEWE, iEEE4 %R (CSR) %V
ARNLET,
pki inspect <filename> TrANEREL, 77 A NVBEF—, G, CSR, E7ziTRH

THHINEIPERLET, IEHEOLAIT, I F S ERFENER
SNET, 77 ANVITHEIZEO N RAREENTHDLEE, SR
NOEFERIZET HIERNFRINET,

PEM 3 X OV DER Ol T DTERD 7 7 A VML E 4V E T,

pki match <key> <cer- Zhawy R, fBESNEZF— L VAT A EOGEIER—ET D)

tificate> EODEMR UET, BB —LIEARE, 1 SO REZR ID O 2
SOy TH Y | callbridge 72 EOY—E AR SN A SAIT BT
LHENRH Y FT,

AEAEIIERRER (CA) ICL > TEASNLHLEENRH Y . CAIEHIE CA
pki verify <cert> <cert AEHIED REEANC F) L BRICK > TT CAREREFEZ A D7
bundle/CA cert> [<CA cert>] TANVTRMEELET, FIER CAICL s TEASINTNDH I & FE
AN RVEBEA L TINERIATE A Z L 2RI 5I0E, ko=
<~V REMFHLET,

pki verify server.pem
bundle.pem rootca.pem
pki verify server.pem
bundle.pem

pki unlock <key> %< DA, EXF—1T AT — R CR#E SN EF, Meeting Server
THEAT I, ¥—08r v 7 BERTHMLERH Y 9,
Zoawr R, A=y b7 ANDa v T BRSO DNA
T—ROANZERDET, vy 7 SNLARNE,. RCLARTOR v 7 iR
PranizF—lc@EE Mz onEd
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7 AFHENC S T e g =

pki csr <key/cert basename> Cisco WHE X —~7 UV T VOAREM A2 LT\ DH Z & aa—H

[<attribute>:<value>] —MEHETE A XL OIC, B —B X UOBET 5L EEA TR A £
RTEET,

pki csr example <key/cert basename> (%, #r L\ ¥—L& CSR Z#hI7d 5 55T d

CN:www.example.com OU:"My Desk" (72 z2iFE. Tnew) EANT DL, Tnewkey) 77 A /1&

O:"My Office" L:"San Jose" fnew.csr] 7 7 A VHMERRSILET) o

ST:California C:US CSR g%, B LEO~TEarmy ([)) TRU-THET

EET, BEL. ko LBYTT,

CN : GEAZEZ£ 8 72 commonName, commonName (£, ¥ AT LD
DNS 4 ThHMLENH Y 97,

OU: #HfkHAT O: #HAk

L: #h)5 ST:

M C:

emailAddress: &1 A —/L7T KL A

CSR 7 7 A M SFTP TH v m— R LT, B4 DI
(CA) ISz emTEET, (FiE, CSR 77 A L% [pki

sign] 2~y RCHEH LT, fiEEEZ e =DV CTARTHZ L TEE

T, ) ERFZIE, SFTP R TT v 7 m— N2 0ERH Y £T, %

Ot%, FEFEE LT ET,

F:1.6.11 725, pki csr <key/cert basename>
[<attribute>:<value>] now (%, JBEM: L L T subjectAltName

ZHLD X 91270 £ L7z, subjectAltName D IP 7 KL A & KA A 4

i s RKEY DY A R TYR— RS TWET, #:

pki csr testl CN:example.exampledemo.com
subjectAltName : exampledemo.com

pki csr test2 CN:example.exampledemo.com
C:US L:Purcellville O:Example OU:Support
ST:Virginia subjectAltName:exampledemo.com

pki csr test3 CN:example.exampledemo.com

C:US L:Purcellville O:Example OU:Support
ST:Virginia subjectAltName:exampledemo.com,
192.168.1.25,exampledemo.com,
server.exampledemo.com, join.exampledemo.com,
test.exampledemo.com

AEE O A XL

F == NOFERFORZ /NI A T 23, £ 9 Lgng,
TLS N Ro=A 7 DT7 0 R v 7N ELS 2D £7,
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7 AFHENC S T e g =

pki selfsigned <key/cert Zoavy FEFEHLT, ACEAENEL AR TEET,
basename> <key/cert basename> (%, A S D F— LREHIEZMAILET, 7=
[<attribute>:<value>] L ziE,  Tpkiselfsigned new| & A% & new.key & new.crt

(B CBAREHE) BERSILET,
CSR wJgthix, M4 EEo_TE2aay () ) TRY>THET
EET, BMEL. ko LBYTT,
CN : FEBAZ(Z 2372 commonName, commonName 1L, ¥ AT AD
DNS 4 ThHMENH D £,
OU: Mk HAL O: AHfk
L: HiJ5 ST:
M C:
emailAddress: &1 A —/LT KL A
CSR 7 7 A /ML SFTP CTH U — R LT, B4DOTDIERAR
(CA) 1TiETZ EnTaEd, WERFICIE, SFTPREATY v 77— K
TOMENHY £, TO%, iEAEE LTEHTE £,
FEREOY A X F = — U NOFEREOE A R/ MRICH X2 T 72 &
W, T LW E, TLSAN Ry=A 27 DT R Y 7N E
<7p E9,

pki sign <csr/cert basename> | Z®D =~ Rl <csr/cert basename> (T - Tilnl &5 CSRIZEA
<CA key/cert basename> L. <CA key/cert basename> |Z X » Cilsll &5 CAGEHEL F—T
B4 Sle, RUCAN—24 2R ORI E L A L £ T,

7 7 A )V <csr/cert basename> %5 L O <CA key/cert basename> X,
a2 R Tpki csrl 8L Tpki selfsigned] 12 &> TENEIERS
NWTNDRERH D £,

pki pkcsl2-to-ssh <username> | PKCSH12 7 7 A MIMRIFS I TV D AR SSH F—4 i T 9723,
BN AR H Y £9, 2D~ L. <username>.pub &
WIOARTTT v 7 a— R&ENT PKCSHI12 7 7 A /L Bl FTRE 72 235
F—AHH L ET, pkesH12 7 7 A LD/ AT— REANT DL )Tk
OHNET, BT, pkesH#12 7 7 A /WTNA T — Firigla LT A
e —lcE X1 bhET,

7 pkesH12 7 7 A JUZEENDEDOMOT — X 1T+ ThbhE T,

pki pkesl2-to-ssh john ZOavy REFATTHIET, a—F—john D7 v 7 r—RShiz
PKCSH12 7 7 A /L john.pub O F— & HAIREICT 5 Z &M TE £,

7.1 TLS FEBAEDREE

& TLS SEEDOBGERN AR > T D HEIE, UV E— T3, ZAOFEHFIT— I —38
FEEMEE 7 AT NRGEBRMEOM TN ERINTWNAS Z EE2ERLTIEIN, ZHUT LD,
A5 L BB OWI S O TLS Hehe 3 eI T AN ILE T,
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7 AFHENC S T e g =

B : LDAP H— _—3 ¥ o 7 TRE STV SIS, MMP T tls ldap 2~ R&{f
FALTTLS SEHEDOKRIENHER SN D £ T, #HHitidma2lltX27 TEdH Y THA,

Meeting Server I, 5 7 # /L b TlZI_XTHOY—E A, HF Y SIP, LDAP, SYSLOG,
HTTPS (GE{E846t : API. Web Admin, Web Bridge 3. 3§58t : CDR) 35 XU RTMPS (220>
T, TLS12 B XU DTLS 1.2 U EZMH L £, TLS1.2 AHASATHRVWHENY 7 MY =
7 EOMAERIZLERGA. e had Fii—2 a % SIP, LDAP, HTTPS #—tE 2D
BNTLS N—=Va & LTHETEET, LLFD tls <service> min-tls-version
<minimum version string> B LT} tls min-dtls-version <minimum version string>

av REZRLTIIESN,

o tls RO E W 2w A7 5121%, Call Bridge OFEEISHMECTT, 7272 L. tls syslog tH%
DEFINTWDEEL, syslog —E A ZMHIC LT, Call Bridge O EEIZ IZA NI
TOHMLENDY 7,

H : Meeting Server D3k D 3—2 g Tk, TLS 1.0 NE2ICHIBR S LD ATREMER H W £,

tls <service> | siplldap|syslogl|dtislwebadmin|rtmps 72 & D% —EADFELEFR LET (F : RTMPS
I =T a v 31 bR ERET) .

tls ldap LDAP O EZFR LET,

tls <service>| FiEDFEHENRY RAEFEH L CY E— M —EADMHELRGET 2 LIV AT LA
trust <ert ELET,

bundle>

tls ldap trust

ldap.crt

tls P — A DFEAERIE A BN/ M L E T, BT 5H L. Meeting Server 28 ) & — hH—
<service> EZDFFAEOMZEIC R LT- A, it sh £4,

verify UE— M—EARRT—F L&z OCSP & %K L CREHED KN AT — 2 2 % ff
(enable|dis- BT B LWV BEMOEAFHER L TREEE AL ET,

able|ocsp) VAT LWEAEOHIEERFE T E RW0EE . EITEAEORKN AT —F 2R EIT

KN ThHAGEE, VE— M —bE2~0EFEIIREINET,
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tls sip ciphe |[tlscipher =~ N2 8ENHLGEOHRINOVTIE, UTE2ZRL TS

rs <cipher W, S SCFsI oL, OpenSSL
string> (https://www.openssl.org/docs/manmaster/man1/openssl-ciphers.htmI#CIPHER-LIST-

FORMAT) TEHENS., auTRUILNBEED ) 2 N TF, SV R—FDOBED
T 74N MIRO LB TY,

"ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:RSA
+AESGCM:RSA+AES:!aNULL:!MD5:!DSS:!3DES" (/S—v =2 2.4.2 £T)

"ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:R
SA+AESGCM:RSA+AES:!'aNULL:!MD5:!DSS:!3DES:!aDH:!aECDH" (/X—> 3> 2.4.3
LLBE)
ECDH+AESGCM:DH+AESGCM:ECDH+AES256:DH+AES256:ECDH+AES128:DH+AES:RS
A+AESGCM:RSA+AES:'aNULL:!MD5:!DSS:!13DES:!aDH:!laECDH

¥E : ":laDH:!aECDH:!SEED:!eNULL:!laNULL:!ARIA:'AESCCM8" 1%, FEEIZTHVHEF42E1E35
eI, RESHERESXFFICABMNITEMShET,

tls Zpawy REfEH LT, Meeting Server M7 27 74/ hD TLS N—V a VAT L
<service> F, (RXR—=Ta22305) , 1 TLS Of/A—Y g U EEET LA, callbridge
min-tls- restart =~ K%l L C Call Bridge ¥—t 2 & FiELi+ 5 L83 H 0 £9°,

ve:_:s:ﬁ.on Meeting Server |Z, T X COH—EAITHKIETEH TLS1.2 Z2EH L EJ, TLS 1.2 NEAX

<minimum NTWARNENY 7 b7 =7 & O AERICLERSE, SIP, LDAP, HTTPS #—E 20

version BAINTLS N—=Va vzl v —ra o7 e ha/WIRETEET,

string>

tls sip min- SIPIZIXTLS "=V 3 > 1.1 D& H L E£9,

tls-version 1.1

tls ldap min- LDAP (ZIZ TLS N—v 3 > 1.1 LI 2 L £,

tls-version 1.1

tls min-dtls- | VA7 ARMEHTH2HNDODILS XN—Va VEFRELET, (KN—Tar2306) , HE:

version DTLS Oig/— g v AT 5841%, calloridge restart =~ > K% {#Jf] L C Call Bridge
<minimum P2 HEETOMNERH D FT, (RN=Var23nb),

version

String> DILS 1.2 #HAL TWANEY 7 k& =7 & OMEBAABERSAE, L0 5
tls min-dtls- | _o . pon har a4 L5 DILS 23 LET,

version 1.1

77 4/ h TlX, Meeting Server I%, TCP 7"— b 5061 @ SIP TLS Z& 8, 4XT? TLS #
WA LRI DR EER LE T, 72720, ZiuL, Meeting Server 285 < TZEMEOKWT
NAALEDOBTTLS 2 — NV EETTERWAMREERH D Z L2 BT 25808360 5, EH
ICHWE Y RRHLEEIE. D tlsciphers =~ 2 FEFEHA LT, HTWTF AL RCZIT AL
BREEOY A NEEELET, RO oW CIE, [Openssl H#4 K] #2B LT X
U,

TN, ANLGRIRFEFE NP TE 20 E X OERIZIE, ROBOBH Y £,

u A ZAD SIPTLS 2 — LA 2

= TN, ATHTTIPS 7 7 £ AHERE L 72\
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= DT —=REIREIND

FGF N 5 7 e g =
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8 Cisco Meeting Server & ET S /-00D 2~ N

8 Cisco Meeting Server ZiXE9d H7cH D a~
N

£ : Cisco Meeting Server 2000 O 1EF % #7275 121%, Cisco UCS Manager ZffifH L £79,

uptime Meeting Server 73 %\ Z FHELE) S AU TN D DIRFIR A FRR L
S
shutdown Ty MIXHLT Y ZANTDHE. Meeting

Server OEJRNA 712720 97,

£ : Cisco Meeting Server 2000 @ MMP # /LT v v
ML LI TEERA, T L= R —OER
Y3 5121%, F£7° Cisco UCS Manager | TOERY)
W4TV ET,

VM X, MMP =2~ > R Tshutdown] #fH LT v v b
T HRERSY 9, ZHUTLY . Meeting Server
1%, I —F 4 7B LT Meeting Management D&
EETe, SN TN LT RTOT /A R 22 BT
A=V rEELET,

hostname <name> P—NORA M EFRELET,

hostname mybox.mydomain o Zoa~wy REFAT L%, R A LETT,
timezone BAERTESNTWALA LY = 2R LET,
timezone <timezone name> Meeting Server D% A L' — 2 %% E L £, Meeting
timezone Europe/London Server 1%, EHED IANA X A LY — T — 2 X— A i ]

LEd, VARMIOWTHEH, Z0Y I E2BRLTLLES
(A
W Zoa<wy REEITL%IE. FER#SNLETT,
timezone list EFRTREAR X A LY — DR ) A N AR LET,
1 GMT EZEOH A X A L) —

(Etc/GMT<offset>) ZHHT 5 Z & #ER L7254
offset (21X POSIX B OFe 52 H L £9, fEfE L
T, BEOX A 5/ — 1% Etc/GMT-8 TH 1 |
Etc/GMT+8 Tixd v £ A,

ntp server add|del <host> NTP Y — N—Z AR /HIR L £ 9, <host> 134 RTE 721X IP
T RLVAICTHZ N TEET

ntp status NTP $— DA T—H A% TEs LE T,

ntp server list RRIEFHEHD NTP =D U 2 hEFR LET,

ntp groupkey <keyfile> F— k=R — FHD NTPv4 7 )L—7 % —%2 81 L %
1;_‘0

ntp autokey (enable|disable) F— ¥ —WR— M A EITECLET,
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8 Cisco Meeting Server & ET S /-00D 2~ N

ntp groupkey group.key 72X SFTIPZHEH LTI/ N—TX%—T 7 A4 V%

ntp autokey enable fgroup.key) 127 vy 7 r—FRL, ZNbDa~vy R
ETEET,

date BIfEO v AT KR (UTC) & BRI 23R L E 97,

date set <date> <time> A ERZERELET, Zoa~vy NiE, [AMbERMH, B

FOINTP A= _Z i L 22— B TOHMET T,
HAT BRI TE 2R D £ B Y TT,

- 1S0 8601 B (BY-%m-%d) &, Z~S—2R
TIXEI BT 24 W o),

- %M/%d/%y 7T Z 24 Wi R,

T NTP =R+ 5 AT LA02—W|Z, Z=
<2 REFERT LI XLETH Y FHA,

date set 2013-08-17 13:04

reboot Meeting Server Z HitZ#) L £,
& : Meeting Server # FLEI3 5 &, 3 CTOMmEEN LI
SNET, TrEANTETTLETEG N £7,

SAkvLR Zoawy N, ML —NCOBEH ShE T,
Meeting Server D7 A ¥ ARAT—H A EF =z v L, T
ARSI ER R LET, #:

Feature: callbridge status: Activated expiry: 2014-JUI-
01 (12 days remain)

callbridge BHED AT —H 2 Fm LET,

callbridge listen (interface allowed CallBridge ¥V v A5 1 DL EDA  F—T = A A
list|none) (A, B, C, £721ID»6EHR) 2 ELET,
callbridge listen a

callbridge listen none Call Bridge #f&Z1L L, —EADY v A 2z L E
¥, 72721, Call Bridge 1T %D £ £ T,

callbridge prefer <interface> AB=T 2 A ARV A MIRB 1 DDA o F—T =4 A

MBS SIPA v H—T7 oA AL LTBRLES, ZoA
VE—=T oA RF N—T 4 T ELF e a2 = AT T
EHEALTEOLS v H—T oA AEBRTEXROGEIT,
HESET RLAE LT SNET,

callbridge certs <key-file> <cert- Meeting Server & 47+ 2 > C CA IZ & » TRl & 7= CA
file>[<crt-bundle>] REHE AN RADF—T 7 A VAGENET 7 A V40 22
LET, GE7ELZMH, )

callbridge certs none REEORE L HIER L £,
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callbridge trust cluster <trusted
cluster certificate bundle>

callbridge trust cluster none

callbridge trust branding <trusted
branding server certificate whitel-
ist>

callbridge restart

FREOREHFE AN RV LTS 7 22N Call
Bridge @ ID k9% & 512, Call Bridge %8k /& L &
+, N PR, HEAEF = — . ERIERETE D
HEOFTFIY A FOWTINTT, (=Y ar 240
B)

Call Bridge 7 7 A % Ok KL% Call Bridge {5#H A
FTPBHIBRLET, (RN—=Tar2406) .

BESNIEHEAFH L CT T 07 4 v 7 — N
ZIFET % X 912 Call Bridge ##%E L £+, (3.5

5) .

B 75V 7 HTTPS i TR A b ST
WA A, Meeting Server &7 T 4 V7 — RDFER
EHix, A7 CA E2EELC CAIZE»TEAINTWND
VEERBH Y ET, 7T T 4 T OFEEN A R
CAZ L » TEA IR TWRWA . Meeting Server (37
TUT 4T REOWBEIIT A ERHY T,
ATAT 4T RAEFESHLET, I Meeting
Server ZHEET D &, T RTOBEFELEINT S E
T, TREANETTHETEDPNY T,

syslog server add <hostname>
[<port>]
syslog server del <hostname>

syslog server add tls:syslog.example.com
514

Meeting Server (%, TCP (UDP TiZ72<) #/ LTV E

— k Syslog h— N lcr /7 7 A NV EEEFETEET,

A= DT 7 4L ML 514 TT,

HREH O syslog 77— & ZRaET 572012 TLS 2T 54
TENRDHDHZEEEET DI, VE— = OFR R M
/IP 7 RUADRNC Tts:) ZfHTET,

syslog

BIED syslog ikt a —E#FR LET,

syslog enable
syslog disable

syslog audit add <hostname>
syslog audit add audit-
server.example.org

syslog audit del <hostname>

audit http (enable|disable)

syslog tail [<number of lines>]

syslog page

syslog A B =R LEHNCLET,

EAEn IR EFEING T ERLET, BEha 7L,
SERIRVAT Au IO Ty NTHY, X2 U T 1A
Ry b (arA Ul EREATICETAERNE T
TWET,

1 Zh oo syslog audit =~ > RiE, Ao —/L &>
—HFOLNFITTEET,

HTTP T o7 o a v ORI 2 A4/ L E
7,

wHon 7 Ay —TEFORLET, T 740 F T,
ZHUE 10 DR =TI, ATV a L OBIET
BAEETTEET,

FERRT VT E TN FR LE T, AN A=
L. BT A=V DOROR=UNERENET, q &
LT%T Ljﬁﬁdo
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syslog follow UTNEALTEZRAENTZR T Ay E—V AR LE
T, Crl+C &3 L N AEEL T, HFHY = /LR
ESw

syslog search <string> FREDNAZ =N BT oA v b=V DHEFRLE

syslog search error EE

I BEO—RER e —La2RF-> TWAHEA, tail
o~ K& search a2~y 3R /7 XA vk —V k%
RLET, TRLUANOEAE, VAT LT DL Ay
t—UEERLET, VAT LARTDOX T a— RO
HMZHONWTIE, 273 ar 126 2R LT ZE0,

syslog rotate <filename> 077y ANVERESNTZ 7 7 A NVAHDT 7 A VK

syslog rotate mylog MICRFE L, 727 4 TRy AT La 7% 2B 2 LET,
BRAFLIZZ 7 AWML SFTP 2 L CH¥ U m— R T
£75

N g Meeting Server IZBI{EA VA F—L SN TWVEHY 7 F T =

TV —=R2RaFoRLET,

8.1 EMIFHLIIE Y

Meeting Server (%, FIPS 140-2 L~V 1 BEY 7 MU = T BALEY 2 — v xfgft LE
(http://en.wikipedia.org/wiki/FIPS_140-2) , FIPS 5&&® Cisco Meeting Server 7 k7

=7 V=R ZONWTIE, 2OV 7% 270 v7 LTLESIN,

FIPS E— FZAMNCT DL, BERALBER ZDFEY 2 — VEHEH L CEITSND D, B

FALBAEDS FIPS TR INTMEH b7 /0T Y X AITHIR SV E T

fips FIPS &— RBHENC/ > TCODE N E I MEFRRLET,
fips enable Xy NT—=2 T 7 4 97 DT _XTORZEAEIZONT,
fips disable FIPS-140-2 &— RHF b2 Hh E 723 Bz L,
FIPS &— RAFRE T L2k, V7 — FARET
R
fips test HAIATLFIPS 7 A b & F4T L £,
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IMMP =2—# 7w pa~v2 N

9 MMP =—#—=7 7o hav R

MMP .—H#7H o ha— L 3kD LY T,

admin : MMP &H#. T _TOX A7 %479 2 LM STV ET,
crypto : MMP K554 X L—%, BRI O X A7 2479 Z ENFFal STV E T,

audit : Ei# 2 7 % Syslog F— NMIEE LET (ZRE1T D FEICHOWTIE, MATA Ko
[VE&— ] Syslog #—"] D7 arE2BBLTLLEEN)

appadmin : Web Admin { % —7 = A A& LT 7V r—ya L Lobd
7,

api: APl ZfEflcx £, [lapi) v—/uid, LIAiE Web Admin A > % —7 = A A %41
LTRESN TV ZZ LIZEELTLIEE N,

ldap : ;B E 72— —IX LDAP = —H%—T7,

T T

e

B:Zotr7varoavy Koy Ny Eza—F7 v k&, Active Directory %
AL Ty h7 v 7&, —H—) Cisco Meeting App (21 7' A > L CEFEENNTDHEED
THY NERFI LW TLE XN,

Bl ENTWARWRY , I FDa~y RTIE, BEEAMHRZF S MMP 7h 7 ~on
TA LT HUENDY £,

user add <username> ErEsnz247 (L2228 OoF L MMP 22— % E

(admin | crypto|audit |appadmin |api) T B0, VB SNz — ) LDAP =—% 97,
[1dap] B LAY — RRRESNTND I EEHEGRT 57201

2RIANTHMEND D 2—FDONRNAT— RO AN &R E
T, HOv T A VR, 22— PIIH LV RA T — RERE
THEITkRDOENET,

IEE : LDAP 2 —¥F&ErE, NRAU— NI 6 »ARICHIR
eI ET,

user del <username> VAT A a—YEHIRLET,

#E: user del <username> |, I TClrs/ A LT
WhHEHBIMICE 7T 7 hLERH A, user list %
LT, 2= =017 LTWhENEI DEfEEL, v
A4 LTW5HEAIT, user evict <username> % {if
HLT,
FNEO2—F—ZHIRT DHANS, FOEy g TTE
ey EEEd,

user list =W a—For—, NR2AT— R FOFHE, Bl s

AL LTWDMMEINDY A FaFRLET,
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user info <username>

n—/, E&HEORT A FEOv T A CLUBEORBLTLR
TA AT, BPRIT R AT — RPE R SR, XA
T—ROFHR, TH T "Bl e vy 7 R THBENE I
e, a—VORMEFRRLET,

user evict <username>

2—HFEMMP vy arnbuZ 7y hLET, E: Web
Admint v a U THET 7T 4 7 ha—FIcx Lo
<~V REFERH LSS, MMP 2y a7 —X1L, MMP
WZHBR 7 A T HRERSD £,

B N—T a2 29 L, Z oo~ R Cisco Meeting
Server 2000 THEH T&E £,

user unlock <username>

KR LT=v 7 A v DR RE A2 T2 1= DITFAE LT —H D
nsA4ron syl AR LEST,

passwd [<username>]

HODNRAT — REIIMO2—FDONRR T — FELEH L E
9, FRRICHES TS IEE W,

username (347 g T, iUk, EEEEIIH O
—YPDONRRAT— K&y hTEET, SR LTEITTD
L. avr RIFBEO=Z—Y (B) ORAT—REETL
£,

BEOZ—F ORGP LETT,

user expire <username>

Z—PRREIDO T T A BFHCH LVWSA T — RERETH LD
W L E T,
E:Zoa~vy Ria—¥Z A7 Tapi] [d@EAshEd
Moo BESD/RAT — R O & & S IR 72 D
FTR, Zoavwr REFHALTRRAY— ROLET &5l
HZ LIFTEERA,

user host <username> add|del
<hostname>

user host bob add 192.168.1.3

RAA U FEIILIP T RUAE UTRRESNIZFFATY X R
WNDOHRARSNLDZ—FDY FT— 7 78 ZAEFRL ET,
£ :user info =~ NI, FFr[&izhA b (b5
B) OBEOY A NeFoRLET, EiadsLlEx
VY,

bob /A4 LEoELimsElc, VE—RARX
rDOZIFANA[REIR Y — AT KL AD U A MZ
192.168.1.3 #BIML £7°,
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user duty <username> <duty hours> A — PO 2 HIIR L £ T

user duty <username> none duty hours /X7 A —# %, Z—FNV AT AT 7 EATX
LA R T IedIEH S E T, BRUL, A /FRFHEP o~
Y hUDUARTT, HIX Mo, Tu, We, Th, Fr, Sa,
Su?d 2 LFRED—7 L ATY, $XTOFH (LA
EHMERZBRS H) 13X WKk TR, BARIT WD TERI,
TRTOMAIFAICL o TERINET, BRSNS HIL
RESN TRV LIZERLTLZEV, MoMo = A7
L. MoWk = AIEH %< X TOFH,

TVUT 4y 7 A N BT R RERIEIE L, T~ BR<
FTRCY ZaRLET, 72EZE IMoTu X AREH & kiEH L
Sk LEd, IRFEIRIZ, 2 S0 24 B HHMM %
AT T-) TRYI- T, BHAREZ & & TR 2R L E
To K THREZIDBRAAREZ] K0 & ROVGEIE, BBEAERE T
Wi ZE&EBRLET,

B ON—E TE3) Z2B%RT 2% ) THAaDE
HIEMNMTEET, =& 21X MoTu1200-1400|We1400-
1500 i%, HMEH F72I3KMER O 12:00 ~ 14:00, F7zldk
EH D 14:00 ~ 15:00 Z &k L £5,

user duty bob Wk0900-1700|Sal200-1300 SEHOEZERRT (9 ~ 5) BL O @ 12:00 ~ 13:00 @
M., RACT 7 A%ZFFT LET,

9.1 "RAU— FOHH
NRAT— RIE, KD 2 >OHETHEHITE £,
w iR N AT — RESTZ0IC, HILWRRAY —Re2F v 7§ 5EL2T v 7n— RT&
F9, HILWASRT— IRFEEO= N L —HT 256, HEEINET,
- BEEIL. BATIC 1 o 0FEA) & e dictionary EWIOLRTIOTF AR T 7 AL TH
HLENDH D £,
- BATIL. Windows DEIREATY —7 » A TIFR <, B—0t T3F TR T
TLHUMERDY £,
- SFTPZfEH L CTHFEEZT v 7 r— LT, Fzyv 72 (L ET, #i:
sftp>put passwordlist.txt dictionary

m LRGN AT— ROEHZ#REITL2a~r RBREHEHV £, 2nbdTXChavy
Rizix, BEHEL-ULDOT 7 ADRPLE T,

EE N AU— RiE 6 MHRICHIR S UINE T,

HE  ORE TEEE 0 74 R HAA LT ZEn, 28 Z2iE, TURN #—
DA—PLHLENAT = RE—ETHLILENH Y £7,
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user rule max_history ZOA—=YFOLIFIDO/NAT — FEIF L TH LWAR T — R e F = v
<number> IFHZ Ik, SR — NOFAMMAELIEL £,

user rule password age AT — RORKRADIRZ A ECCHmEI L £,

<number>

user rule min_Password—age /\DX ]7¥— F‘% U _k y ]\ ‘/C“% 6 J: 5 a:fcﬁé if@%/l\ﬁﬁﬁﬁg%%i-ﬂ—é
<number> Ltk RRU— FERESE AR SN D OB E £ T,

T ZoORIMREIL, EFEE) Puser expire <username>" < K& A S
LEA—N—F 4 NENET,

user rule min_length IRAT — RO/ NEEBELET,

<number>

user rule min_special RS0 ((@HS% () _

<number> +=7><,."\/) O/ ERELET,

user rule min_uppercase IRAT — RORILF O N ERE LET,
<number>

user rule min_lowercase IRAT— RO/ FOR/ NI EFELET,
<number>

user rule longest digits run |/ AU — FTHFASNDRENEGETEBE L £T.
<number>

user rule min digits PRAT — RIZEDIRIT IR B2 W F O R NUFR AR E L ET,
<number>

user rule max_repeated char VRSN D CFORKEEARE LET,
<number>

user rule min_changed TED/NAY — R LRI D BN D LUV SA Y — ROSCFALE D i
characters <number> INRERGE L £
user rule only ascii /RAT— R% ASCI SCFIZHIBR L E 57,

<true|false>

user rule no_username A= YPH G N AT — RRRESHARAVWE I LET,
<true|false>

user rule no_palindrome [FISCDO/NAT — RREESNDDEEEET,
<true|false>
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user rule max_ failed logins LDAP #H TRRFET % MMP =— & 721X Cisco Meeting App =-—
<attempts> YD 15 oy 77T NETICEFRI &SNS v 7 A A A
‘“”‘Liﬁ“ Meeting Server TR SN D BFE~D T A KT 71 A
I BEZ T EE A, OICRETDHE, ZON—VTHEN e 7 A
V%ﬁ%ﬁon—ﬁém/77?bbi#o

user rule max_ failed logins<attempts> # f#ZT 25IZIE
Call Bridge # fHE8) T 2 LN D H Z LITHEE L T LS, AH
1 MMP e — 213 IS S E T,

oy 7 72 MMP o—HZ MMP & BE I k> T v 7R cXx £4
N, a7 T 7 A ~—PNHREIINIZ2R A E1Z LDAP —% Do v 7
RS D EITTEER A,

1 A RO KRB E STV RWEE, MMP 2—%or v 7
TN A =X F9H, LDAP fEH CRERET 5 = —W
Dr 7 A RITRBEERIET 7 40 kT 20 AT,

user rule max_idle <number> THO IRy 7 ENDHETOT A RIVIRREDRK B RE L%
¥, I/ MEIE 1 T

I 7 A R ERE SN TORWES, THiEH SiLEE A,

user rule max_sessions T RTOZ[ERF SSH F 7213 SFTP £ 7213 Web Admin & v > 3 V5
<number> <number> (ZHIFE L £97,

FEZIE RE Yy a VEIR B ICRESNTWDEA, 5250

SSH, F721%5 2D Web EH#, F£7213£5 2D SFTP & v v a3 v % [FlF
IS Z s TEET,

user rule max_sessions none Ty arOfllRZHIRLET,

9.2 #£FE 77 ERAI—F (CAC) #%&

BT 7 BAH—F (CAC) &, 2oV a—FHKREICT 7B ATHEOORIERN—7 L L
THERASNET, CACITITMEXF—DEENTRY, ZOMEXF—ITHTE EEAMN,
N—=RIBEEDTAT T 4T 4 it T 512024 v 1 — RO S{b/n— Ky = 7 Cfff
FICx £, Meeting Server i, CAC Z{#H L7z SSH I3 O Web FEA > ¥ —7 =1 A
~OEBE A Y R— ML THET,
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cac BHEDREZ —HFERLET,
cac enable|disable CAC a7/ A v AT HITiL, cac enable #3447 L £,
cac enable strict INETRSNTEME—D U E—su A 5L (VBN RE O

ZBE<) 129 A2, cac enable strict ZfFA L4, ZHa~< K
W YU TN =T NVEER L@ ou 74V E s LET,
CAC v 7/ AV EHMIT HHNS, P—EARRESNTND Z &4l
BTL7200F = /77b>ﬁ2bhi?“ [strict)] &7 a v &2fEELT
WA= Ra s A &4 71T 50, Tstrict) ZfEEETIC cac
enable ZfEA LT, RENIELWNE I NET A M52 L 2B
LET,

L7947 bl A o ~DFEHER—=ADT 7 & ZAOYLHRIF—
AREEETHD . T A MRECTOAEH L, EBEBRE CIEEH L
TLEEW,

aE

-cac WA > TWDIEE, #U7RT7 T4 7 M b OFEIFEA
—20u I A CEERTE LY, ZOHETERTA YT, VA
TUCT VAT D720 AT— REe AT H0ETHY A,

- cac enable strict 23 £ TV 554, =— 1% Cisco Meeting
App lZr 7 A T 5HNC CACRRHTr /A T2 0ENRH Y £

K
cac issuer <issuer cert- CAC —V 2T 5121%, SFTP Z{#i ] L CIITEFFHAE N Rv
bundle> %‘f MMP W27 w7 a— RTH0ENHY £, E4pn s A A5HR

FEAL SN, BITEITHED 1 DI L TEBL SN TWET, #
ofﬁwﬁn\Dﬁ%ym%ﬁbiﬁoﬁmmowfu\#4b®%
YL EICRBEIWEDEL TZE VY,

cac ocsp enable|disable Online Certificate Status Protocol (OCSP) : OCSP /%, FFAEDOH %)
P L INIREE A MRS A T2 D A =X A TF, MMP % OCSP %ff
HALT, v 7 A4 il ED CAC AN TH D0 E DM, FRTERD
L TR E I MERRDL ZENRTXET,
MMP 73 Tig#g7e ] CAC E— RIZERESN TN DA (WNAT—R e/
PR ESnEEA, EiLASR) | GEEEZ RSS2 LICK
D, MMP ~D7 7 & A% —tiIciHlfR c& £9,
OCSP 1%, FRlZst &2 L CAMCTE T, Z0F— KT
OCSP L AR #—o URL 1%, MMP [Z#RE41L7= CAC v 7 A 1%
WL HAMONET (FIETH5E) . OCSP L ARV ¥ —RTFE(E
LAAWEA. £ OCSP L AR H—NRHTE 2 WiGE (v
YLTWAB, =T 4 T TERWRY) [ CAC a7 A TR L

jﬁﬁ—o
cac ocsp responder OCSP VAR #—0D URL #RET DT, Zoa~vyr R LE
<URL | none> T, 2O URLIE, CACIZL» TSN DT XTD URL A —/3—F
A RLET,
cac ocsp certs <key-file> —#BD OCSP VAR H—TiE, V7= AZ—3 OCSP Y 7/ = A hZ
<crt-file> BATHVENHY ET, Z0a~vy Rid, ZOEEDT-DOFME X —

& (—ET %) ABREHEEAEELE T,

OCSP VAR Z—IL, BAEHENFFEOGER (CAC FEFZED
FATHEIRE) Ik TELENTVWAZ L LB LT RENNH
DET, ZIUITHA be—BLOBEFEETT,

cac ocsp certs none RERAEDORRE A HIFR L £ 7,
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9.2.1 SSH a7 A V&IE

X509 N—ZDAFF—ZHULSSH 7 T4 7 R TR AR— STz, CAC &
M L7z SSH vt 7 A ANITBIMDOFRE FIER BT, CAC 726 DB X509 GEE 2 fili L
T, SFTPIZ& > T, SSHAF—& L TMMPIZT v 7' r— R 508D H Y £7, CAC
57U w7 X509 REEZ BFT 21213, SESERGENDH Y 3, KOEHRITED 1
DlE. CAC #d Web 77 U & L THF—2 T/ AR— 52 L TT,

Firefox & Chrome :

Firefox £721% Chrome 7' 7 U ¥ T, https://ca.cern.ch/ca/Help/?kbid=040111 ® X 5 72 URL
EANLET, BRI~ Tr A UEREZ 7 AR—FLET,

T AR— M4, pkesH12 7 7 A /L% SFTP Z{fiH L T <username>.pub MMP (27 v 7' —
KLEJ, <username> (%, BHd#fIF biza—H —Da—W—4TF, KT, EETHHA I
TWARDa~y REFEITLET,

pki pkcsl2-to-ssh <username>
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Internet Explorer :

IEiX. CAC (!"7 Vv 2r) mr A ff#%Ai DER & LT a— &7z X609 & LT=7
AR—=FTEET, ZHiE, BIMOFEARLTY vy 77— L THEATE £ (pkes#12
%%%lﬁ\g\) o]

9.3 F—R_R—ADSSH 1 /A

Meeting Server |2 SSH A& —% A A b—/L LT, F—X—ZADOFIENKE) LT
A2 SSH a 7 A V3SR T — REBGEENA NATHLHICTEET,

FNEDOMEEL

1. A% —IT <username>.pub &\ A4HTZ (1T £ T (<username> |L, F—~—ZAD
07 A &4 5 BEFE D Meeting Server MMP .— % —T97)

2. sftp the <username>.pub key to the <CMS mmp address>

3. ssh<username>@<CMS> mmp address> %k L ET (HIEI/ XAV — KD AT ZRKD 5
NOGENDY TN, 20RO T A U TEFEANRATY—RNELELD FHA)

9.4 SSH 7 4 V' H—7V v MEGE

Buf5 L 723 —12%F L T Meeting Server |2 Lk » TER SN 7-F— %2R T 5121E. MMP =
~ . I ssh server key list /L7,
HZE, RoOF—DF T, Meeting Server i A kDT R TCODBEFEDOF—DV A X, XA T,
BLOT7 4 =TV beEbiZHF—D) A MBRERENET,

- ssh_host_dsa_key.pub

- ssh_host_ecdsa_key.pub

- ssh_host_ed25519_key.pub

- ssh_host_key.pub

- ssh_host_rsa_key.pub
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10 Cisco Jabber 7L B A2 H#HHT5H L 91T
Call Bridge &% E$ D7D a~ 2 K

Cisco Jabber D —H—2 7 —X X% FHTH72DIZ, RO MMP 22~ > RO EAINE LT,

callbridge ucm add <host- Meeting Server (Z CUCM / — RZEBMMLET, Zoa~r RiE, AXL =
name/IP> <axl_user> <pres- — =L L R —D AT — RE AT B LS Ic—HF— 2k
ence_user> DET,

callbridge ucm del<host- H— =25 CUCM ZHIBR L £,

name/IP>

callbridge ucm <hostname/IP> | AXL V' —EADAT—X AZKIELET, ZDa~vr NiE, AXL 22— —

axl_service status DRAT— REANTDH LI ca—P =B L ET,
callbridge imps <host- TR UAY—EADAT =X A FELET, Zoavy RiE, =2—9
name/IP> <presence_user> — VLB R 2= —D/RAT— RE AT B LR ET,

presence_service status

callbridge ucm list =T g =R B E T CUCM OFEfl A, T DR A R4 /IP,
AXL 22— — BLOT LB RAa—P—L L HIc— &R LET,

10.1 Meeting Server & Cisco Unified Communications Manager/IMP
Server B0 ¥ o 7 RBE &2 EH

T 4T 4 CARERE ANV RLE A A h—/L L THRAET % Z & ¢, Meeting Server &
Cisco Unified Communications Manager/IMP H— S —f D& % = 7 72 @E N Al REIC 72 D £77,

IMP #— X—@ CUPS FERHE & Cisco Unified Communications Manager @ Tomcat iEBH &
IZ. Meeting Server |27 v 7 — R L THRGEET H2MERH Y £,

Cisco Unified Communications Manager 35 X O IMPS OB E % A > A b —/v 3 5121%, RO TFAE
FFITLET,

1. SFTP 7 74 7 > h &M L T Meeting Server i 274 > L, @EiERDO/NN Rv7 7

A /L% Meeting Server ([Z2 ' — L £,
2. Meeting Server ® MMP & SSH TH&gi L £77,
3. koa<y REMHA LT, CUCM & IMPS OFEREZEI Y 4 TE T,
a. Cisco Unified Communications Manager O34 :
callbridge ucm certs <cert-bundle>

b. IMPS O34 :
callbridge imps certs <cert-bundle>

IMPS @ TLS GEAE AR 21213, IROFNEZFEITL T,
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WDz~ RuEfH LT, Cisco Unified Communications Manager 3 & O IMP Server @
TLS MREx AR E Iz T £,
1. Meeting Server & Cisco Unified Communications Manager o TLS WiiE%& A

RNETNTEC DI11E, RO~ FefHLET,
callbridge ucm verify <enable/disable>

2. Meeting Server & IMPS [} TLS #REA AN E 7213 BEHC T HI121E, Roa~v > REEHL

£,

callbridge imps verify <enable/disable>
3. Call Bridges #fHEE LT, a2~ R L CEAEZ@EAL £,

callbridgerestart

4. MMP =2~ > K%1# ] L C Cisco Unified Communications Manager ¥— & 2 Z ffgid T& £97,

callbridge imps <hostname/IP> <presence_ user> presence_service status

£ : Meeting Server 7% Cisco Unified Communications Manager % 7-1% IMPS GiER] & % il
B9 5121X. MMP =~ K callbridge ucm certsnone F7-(% callbridge imps

certsnone %%ﬂ%ﬂ{fﬂﬂ LE ‘j‘o

callbridge ucm certs <cert-
bundle>

Cisco Unified Communications Manager @™ CA D5#H T & 2 iE #4580
LET,

callbridge ucm verify
<enable/disable>

Meeting Server & Cisco Unified Communications Manager @ TLS fiik
EAE TSI L ET,

callbridge ucm certs none

Meeting Server & Cisco Unified Communications Manager [E] @ TLS ik
MBS NI REAEZHIBR L £,

callbridge imps certs <cert-
bundle>

IMP #— 3—(Z CA OfFfE & DaEHEZBIMLET,

callbridge imps RRAE
<enable/disable>

Meeting Server & IMP H—/ 3 —[#0 TLS Wil &2 A0 £ 72138 L%
T

callbridge imps certs none

Meeting Server & IMP H—/X—[E0> TLS #EEANIZ BN S A 7= 5EHE % 1
IS/% L/ij—o
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11 77— g U Aka~ o R

11.1 Web Bridge 3 =~ K

WAHA ROFRRICHES T, Web Bridge 3 2> F7 v 7 LEd, Z0&7 2T,
a<w L RY 77 L AR AL E4,

¥ : [Call Bridge to Web Bridge] 7= k=)L (C2W) %, callbridge & webbridge3 Offfd VU
T,

Web Bridge 3 % 2B L T Cisco Meeting Server Web 7 7'V (—¥NEE (A—F 14 48
XOETH) e+ 57-9Ho Cisco Meeting Server HOFH LWT T O R—2D 7 T4 T
VR EAERT A0 MMP oy RELUTFORITRELET,
WORIZY A RSN THET,

webbridge3 Web Bridge 3 DB/EDEDE v N &FR L ET,

help webbridge3 webbridge3 OF X TOY 7 a<w s FEEI~ LT E
KrRLET,

webbridge3 restart Web Bridge 3 % Fiil L £,

webbridge3 (enable|disable) Web Bridge 3 A 72132k L E T,

webbridge3 https listen <interface:port Web Bridge 3 23U v A4 5 A o Z—T = A X LR
allowed list> —hEtEy Ny LES, avUR
webbridge3 enable #f/flLC, ¥—EAZH
L, Uy RACERIBLES, R—1rDT 741 b
T2 < FBETDRENRDH Y £7,

webbridge3 https certs <key-file> <crt- Web Bridge 3 @ HTTPS fEflEFELZHEL £, Zab
fullchain-file> [T Web 7 7Tk L TR SNDREAETH 572

O, WaEE (CA) IZED2BANMETHY | RA N
LHMREN LTV DAXERSHY 7, GEHE
TrAME, TR T 4T OFEHETHE D L
— MEHETKRD L5227 ET = — 2 TF) |

webbridge3 https certs none HTTPS FEFHEORE ZHIER L £,
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webbridge3 https frame-ancestors
<frame-ancestors space-separated
string>

webbridge3 https frame-ancestors none

webbridge3 https frame-ancestors
https://*.example.com
https://customdomain.example2.com:8000

Zhc kv, FHEEIX, content-security-policy ~
VB —=TIREND AL LD LN T L— MMEE R E
LT, Web 77V &> Web ~X—IZHDIAT =
EMTEET,

JIAEDE Y NT v T, Zoavy KRR
9T D Web Bridge ETRRET 204 ER H D £9,

N—=U g 32 bBMENLE LT,

webbridge3 http-redirect (enable
[port] |disable)

(A7 vay) HTTIPEmOAR— ety b7 v 795
Z LT HTTP U XA L7 Mafaab E iz ik L E
9, ZOR— NI, Web 77V r— g UARESN
TV 59 _TD Meeting Server A > % —7 = A AZxf
LT ET, EIE HTTP #a, BHELIA 4
—7 2 A ATO—EKT 5 HTTPS A"— MIBEEIZY ¥
AL FENET, T A FOFR— K~ (FEELRN
e

webbridge3 http-redirect enable
[port],is 80.

webbridge3 c2w listen <interface:port
allowed list>

C2W #5572 ® L £ 9, Web Bridge 3 728U v A4
HLAVE =T A ALR—baky N7 v 7 LET,
2~ K webbridge3 enable #ffH L T, ¥—
EREFADMEL, Uy AL ERFIETOSLERD Y £
T, ZO7 KL A EAR— K&, Call Bridge 75 D7
T REAFREIZTHZ LR LET,

webbridge3 c2w certs <key-file> <crt-
fullchain-file>

C2W #aht DFFIEA X E « C2W BEkticfi 45
SSL #r— NG E A RET D MENH D £, C2W
FEBEIL. C2W 7' b L DA — Mo T 5
Call Bridge (Zxf L COAFERINET, FAA MEB
FOER EN -T2 0ER SV £, GEPE
Ty AMI, TR ZUT 0T OFERETHED
Jb— MEHE TR D L ARG E T = — T

T)

webbridge3 c2w certs none

C2W #e DFEAE DR E 2 HIFR L £,

webbridge3 c2w trust <crt-bundle>

Web Bridge 3 C2W —,373 Call Bridge 7 714 7 >
MEIZZRAEL, 2607 747 > M EEHET
HMEIMERETHIDO, [FHEA RV ERT
LET,

webbridge3 c2w trust none

C2W Bt DIEHE/ N RV OBRGEZHIFR L £ 7,
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webbridge3 audiopriflag (enable|dis- Web 77U @ B EMESENAN AT T HERE & A7 %0 & 7o 13 %)
able) WCLET, a~vr FRREIILTORWES, 2ok
REIZT 7 4V P THERTT,

BT 5 - Web 77 U [HEEHRIEO >V A TR
ThEarT oo E At T LET,

BN T D - Web 7SV IIAREERFR Yy NT—2 TT
7 arEIATLEY A,

webbridge3 options <space-separated T ShIoREZ B R 2 97, EEOBRERAIC
options> 2o TWAEAIL, feature_names % A~— 2 TXY)
DEF, ZDa~wr KL, Cisco HA— K FE71E Cisco
EFT D OIERB B DB A DOMEM L T ZE WY,
T OBREIL. FEEBCOMAICITE L TV ER
o T OSBRI, FEEHLTHADREE TN,
upgrade =~ REfEHT 2 L AENICY V7 EivE
T, (Zoavy FEFBHERR—FShThEE
M) .

webbridge3 options none Webbridge options <feature_ name> =t~ > R & {# ]
L CUARMCA RN Sz 3R CoMREZ 210 L E
7, Cisco VR— FNBIERNH DGO
L&Y, (Zoa<wy RFBEYR— S
TWEHA, )

webbridge3 status Web Bridge 3 OH{EDOHRELFRLET,

11.2 TURN h—"Da< K

Expressway (Large OVA F7-1% CE1200) 1%, HHALD Web 7 7'V OFREEZEM: (0F D

800 ==—/LLLF) OEBIICHIEEINS VY 22— 3 T3, Expressway (FHE OVA) I,
/B D Web 7 77U OFIEEE (DF D 200 a— AL F) ORBICHRESNS Y 2—3 3
YTCY, 22l Web 77 OBMEEZ REL T HMERHHLEADLAIT, N—T a2 3.1
NE, BV 22— 3 & LT Cisco Meeting Server Web Edge ZH#E5% L £,

# : TURN Server = > 7iv—3x > ~E, Cisco Meeting Server 2000 Cidflif T £H A,

% : TURN r—_"—z i R—x > M, UDP HOEURER — k 3478 25|20 AR— M LF
7, Cisco Meeting Server Web Edge # &3 %5354, APl /— K /turnServers O

ltype]
TG A—H% Tems) ICRETDHDMENRH D £, ZONRTA—ERFEINTORWEGEE, T
7 4V MM Tstandard) (2720, 7 A4 7 > hZ TCP/UDP "— bk 443 %f#H L C TURN H—
—ZEH T A LI R LET,  Ttypel /XT A —ZEDOFEMIZOWTIE, [Cisco Meeting
Server APl U 77 L RAHA R @ [TURN = "—ZFREBLIOLELET L) B a2
LTL7EENY,

TURN H— Dty 7 v FIZo0 Tk, BATA RTHAINTWET, Zok'7 v
3 ClE, a~v U R 7y v RzERtLET,

Cisco Meeting Server V V—X 3.7 :MMP =~ =742V 77 L 53



https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-installation-and-configuration-guides-list.html

11 770 r—2rg kT~ N

turn restart

TURN #r—zmiEi L £7,

turn listen <interface allowed
list|none>
turn listen a b

turn listen none

Vo RVFT AL —T oA AQHA Y A N ERE
LET, VA= 7 %BRTHICIE, <2 K tun
enable TH—ERZHNITHMERNH D £7,

TURN H— "DV v A A2 LET,

turn tls <port|none>

TURN (T3 538008 — F &% E L. TURN @
TCP A/ L £,

E 30DV —ERXAFTRCUIHONTC, FRESNAR—KE
AH— 1 3478 TTCP b7 7 42 & UDP % U w A1
HEIICTURN #HELET, 2047 =3 1%, TURN
N UDP UANDEZE DO —E A% v AT D K9 ITFRE
L. TURN 78 3478 LSRR — % U v 2055 & 51cik
ETHMENRH Y £7,

turn certs <keyfile> <certificate file>
[<cert-bundle>]

turn certs none

Turn Server 7 ) r—y a4 7> 2 0 CCA LK
STEEES N CA ZEIHE AL RAICHONT, b —
TrANE et 77 ANOARTEER LET,  ( [FEY]
FlzLsr7reva=rr) o7 varyb LTS
7230, )
ZDF T g L,
BT,
AEEOREZHIFR L ET,

"turn tls <port>' BMEH ST 58

turn (enable|disable)

TURN $r— 2 HR 713N L E T

turn credentials <username>
<password> <realm>

turn credentials myusername mypassword
example.com

TURN V=DM w 7 A AFRERE L ET,

turn public-ip <public ip>

turn delete public-ip

TURN = D7) v 7 P T RLAGZRELET,
TURN H—D 37 U w7 IP7 RLAZHIBRL £,

turn high-capacity-mode
(enable|disable)

TURN & Web 77U #9217 L C\»% Meeting Server
D Web 77V OO (F7 40 NER) O R
— hAFEESTWES, ZHick Y, Web Edge i
Meeting Server Z {45550 /3 7 » MMABLEAHN
L%, Cisco HAR— b BHERSN T D IEEICDAH
R LET, (=T a3 LK)

turn short_term credentials mode
(enable|disable)

TURN H—0Mfin 7 A AFHE— R E Efn 71 1
WE— REWVEZET, 7740 MNIES T, (3
—ar3.1mnb)

turn short_term credentials <shared

TURN H— SR 722 7 L7 ooy VAT 2720

secret> <realm> IR RS & LV AR ELE S, (A=
_ ¥ 31 5)
turn short_term credentials mysharedsecret
example.com
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11.3 Web Admin f ¥ —7 == X a<> R

& A— b 8081 I%. webadmin XX 56. V—T "y 7 TTPRIINET N,
webadmin NERS LGS IT TR SN EE A, A—F 8080 ILHIZEHWTUWET,

webadmin O T 4 X al—arEFoRLET,
webadmin restart Web Admin A > % —7 = A AZFEEH LET,
webadmin listen (a|b|c|d) [<port>] |WebAdmin A4 —=7xA AN v AT HA L H—=T =
webadmin listen a webadmin A AZEHRELET, VA= T E2BBT 512, 2w F
listen a 443 webadmin enable TH—E R &GN 2 MERH Y £
j—O
T 7 4V MdAR— b 443 TY,
webadmin listen none Web Admin A > % —7 = A ZAD U v AL &1 LE T,
webadmin (enable|disable) Web Admin A v #—7 = A ZAZBhE- 1Tz L FET, B

MZT DL, —ERZEBT LRIV DD F = v 73
FITESNET, VAU T A X —T oA ANFEESNLTH
HZE, GEHENR—HL WD I L, A— FAOY—E R
LR L TWRWZ LR 8T,

webadmin certs <keyfile-name> <crt Web Admin A >4 —7 = A A& F71 a2 TCAILL-T

filename> [<crt-bundle>] LI N CAGFFHENR FADOXF—T 7 A L4 E ot 7 7
AN ERM L ET,

webadmin certs none FEIEORREZHIBR L £,

webadmin http-redirect Web Admin o > % —7 = A4 AD HTTP U XA L7 k

(enable|disable) EEDIENLET,

webadmin status Web Admin £ v #—7 = A ADAT—HF AL ETRLET,

B :MMP —% 772 M, Web Admin A > Z—7 = A ZA~DOua 7 A AR S E T,

M4 T—F_X—RJFREY T a<w K

INODT—=FX=Z 7 FAZ )7 av s FZonWTd, [AFr—=v VT 4 LETHD
BAHA BN & TREHEOHA FF7A 2] THHESRTHETS,

N="a 27 UM, T—HX—RATFTAZTIE, 7 TAZNOT —FZX—RRFFE 21X
B3 54 Meeting Server [ZERESN7- CA L[RIL CAICL »TEA SINT=Y 747 Mk
HER X O — N—GEAEN LB Y £77,
AEAEOMHHAZMEICT D Z & T, 77 A 2RO & BEEO M 7 SR SN E T,
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BE iFHEALEL LARWHEA—Y 3 O Meeting Server Y7 b =7 2 LT, FF
HELZEAETICT A RXR—R T FREINREINTWDGE, N—Va 277y 77
L—RT5L, 7= FEILL, GEAEDHESINTT —FX—R 7 T 2 X NEAERK
ENDHETT 7/ EBATERLI LY 7,

& <ca_crt> 1L, T—HX—R 7T AZDO CAGEAEN FLTT, ZHIHMEHEA T L LT
A SN D70, A7GEHEL 252 5T — 2 _X—RABH L. N RIVICHFEET Hr— b
SFE TR DA ETF = — N2 AN ONET,

database cluster status DT —HR=A VAR ADBENS, 7T AKX
T OREREFRLET,
27 M. o=y Rk, BREEFHDIEHZER 2N
BAEICHEFAR T INE T,

database cluster localnode Zoawry RE, HrLnT —HRX—R 7 T A X L

<interface> THENC, T T4~ T —H_X—=2% KA N5
— N THEITTHMERH Y F9,

<interface> 1%, KOFEXTIHE TE £9, [alblc|d] -
VHE—T oA ADLTET RO IPV6 T R L AR X
U, D TROVGAIEL, YO IPvd 7T RLARERE
WET) . i : database cluster localnode a
ipva:[alblc|d] - IPv4 IZHIR & Te A o H—T = A4 ZAD4,
Al (&AIO IPvd 7 RL ARSI ET) ,
database cluster localnode ipv4:a

ipv6:[alblc|d] - IPv6 (ZHIfR Sl A v X —T = A AD4
Al (el IPve 7 RLAMEIRSNET) o 6 :
database cluster localnode ipv6:a

<ipaddress> : K ED IP 7 KL A, IPv4 & IPv6 D53

ATHETT
5] . database cluster localnode 10.1.3.9
database cluster initialize Z DOV = ROBUEDT —H _X—=ADNE&EW— DT —H

R=AL VAR A (T TA=Y) ELT, LT —
BR—=AY T AR VB LT,

Z D~ Rid, postgres & 7 7 A X E— RNICHHER L
£,

DFEY A L H—T A X% Y vy A L, SSL ZAfEH
LEd, m—H/1o Call Bridge &7 — 4% _X—A7 7 A X
AT L OICHBRE L CHESILET (FRhick-T
WHIEE) .

27 U, Zoawy N, ARRERE ¥, B
LUk CA GEIENT —F_—27 54TV ML UH—3
27 v 7r— RISNBRWRY ETSIERA,
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database cluster join <hostname/IP
address>

TIA VT —HR—=AOWNEZE ZDOF— N Za’—L,
ZOYV—NEZHET —HX—ADBIEONE AL
T HLWT —FR—A VAR A ) T AZ DT L
LCERR LET,

<hostname/ip address> 1%, 7 7 A X NOBEFDT—4
N2 TEET,

T—HR— A FAREFHTH L HIce—AL Call
Bridge (TffEL. HNI/2> T D5E) ZFRREL T
g L £,

27 U, Zoawr Rk, BRRHRE, — B
LU CAGERBR T —F_R—2 7 54 T2 M LU —
27 v 7a— FENRWRY ETENERA,

database cluster connect <hostname/IP
address>

Call Bridge %7 — 4 \—2A 27 AL |CHHw LET, T—
HR_R—RA 7 T A EERT5H XL HIC Call Bridge (740
RoTWHIEA) ZHRELCHEHLET, u—hL
F—4~N—2 (Call Bridge &[6 UAs A h¥— 1) offi
MEEDIC UETR, F—F _X—2DONEITER S,
ZDORA NP —=NETT—HR=27 T 2AXH|ra~
FARFATEN B THAAD Z N TEET CLTa22
fR)

o

27 U, Zoa<y Rk, A7 EERE, $—. B
LU CAREHENRT — 5 =27 547 MBLUH—
27 v Fa— REN2WRY TSN ERA,

database cluster certs <server_ key>
<server_crt> <client key> <client
crt> <ca_crt>

database cluster certs dbcluster_
server.key dbcluster server.crt
dbcluster client.key
dbcluster_client.crt dbcluster_ca.crt

T = I N—=RAY T AZNOERERET DT S
HREAFEEBE L E T,
T—HR=RAY T AL AT HENS, GEAEEZHRET
HWEND Y ET,

database cluster certs <client key>
<client_crt> <ca_crt>

database cluster certs dbcluster
client.key dbcluster client.crt
dbcluster ca.crt

database cluster certs none

Call Bridge EIZHAFT 57 —H _X—ARRNT —HX— 2R
7T AH DG ARET DI DI S D REE A R E
LET,

AEHEOREZHRLET, T—FN—RA7 TR I %
HEAMNIT DN, EAELHRETDIHLENRDH Y
gzt;ﬁo
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database cluster remove

TR ARA M= RTEITEN AL, 77 A
Bt 1 ODF—2~N—2 %KL, Call Bridge 72F %
i 2 72 A M= NTEIT ST 8E 1, Call Bridge %

Mfocfiibe) LEd, E£700E, =07 7 22L&
727 — 4 ~_—2 L Call Bridge Ofi iz HRA R LTW5H
B EFATUET,

database cluster upgrade_ schema

7T ABRNDT —BRXR—=AAF—~vDNX—T 3 %, =

D) — KRR FT A=V a Ty 7L —KLE

T, Zoa<wr RiE, WOLIIZETTDHZ L aREID

LEJ,

- IOV TR A TETTXETN, B
DT —=HRN=AA VAL ATEITTEET,

- T—HNRN—AA U AK A F 1T Call Bridge & 7k A
FLTCWAEY—NT, YT NI =2T T v L— R
YN

database cluster clear error

AX—DT v T T L— R 8 BIOBRMERERR L7725
& @ioa~r ReERM) | Zoa~<y RLREZ TE)
TUEy hLET, ZOa~<r R, Cisco 78— ko
SIERENIEBAICOBRET LTSN,

database cluster verifymode <full/ca>

F— g S ARAEE— FERELET,

full - Meeting Server I, fiDOKFEEL & b
2, =% 1D BY— FEHFCRFSRLTVD
ZRTE —BTHNEIDERIELET,

ca - Meeting Server X, ¥— % ID %H
LRI, FEAEF = — b A— FEHES
TOD/)—FZRFELET,

FBE LR T26. BEFeE— RIZF 74/ T ca 272
nET,

115 7yFug—F—a<w K

& 7 vy rn—4—%, Cisco Meeting Server 2000 Ti3f#fT& £+ A,

TyFua—X—I, BT AarT oV EBHOT- O Vbrick Rev O 2 fHFE(L L ET, =
DI arTE, TyFa—X—pavr R 77 Lo AR E T,

uploader (enable|disable) Ty a R MR EIESCLET, Ty
Tu—F—ERETLHHNC, T R—F 2 FREDNI RTINS =
EERERLTLIEE D,

uploader nfs <host- Ty I —HNEET D NFS ZHEEL £

name/IP>:<directory>
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uploader (cms|rev) host <host-
name>

Meeting Server (cms) D7 A kD4 & Vorick Rev B —/X—D 7k
A ROL4HIEFH LT v 7a—F—%2RELET, T 74D
HR— M 443 T,

uploader (cms|rev) port <port>

7 w7 m—4&—IZ, Meeting Server (cms) ~OEEGEZMH T
%iR— k& Vbrick Rev —_"OR—FE2RELET, T 74
U R OF— R 443 TF,

uploader (cms|rev) user <user-
name>

Meeting Server ™ API |27 7 & A T& A =—+4 & Vbrick Rev ¥—
NIZT VA TEDL2—YTT v/ —F—%ZELET,

uploader (cms|rev) password

FBE S 7= Meeting Server ==—¥" & Vbrick Rev . —H% D /XA T —
KEfHLCT v 7 e —2—4%%ELET,

uploader (cms|rev) trust
(<crt-bundle>|none)

FRE SNT-REHE/ NV RV % Meeting Server %7213 Vbrick Rev
Y= ROEEA R TICT vy 7 —KLET, none l&, fEESNT-
FHEA R T BFEHEASY FVEHIBRLET, E: 7Ty u—%
—I%, Meeting Server {484 ~ 7 & Vbrick Rev {548 A k7 IZREATE
N RN EHERE L A,

uploader edit (<uploader-team
name> | none)

N—=T 3 240 TEHR—FanTHhEEA,

uploader view (<uploader-team
name> | none)

R—=V 3240 TIEYAR—FERTHERA,

uploader access <Priv-
ate|Public|AllUsers>

E T A GBI A~DT 72 AR ARE L E T,

uploader cospace member_ access
<view|edit|none>

AR—ADA U N—]PNET Al 2 FoRnEIIRETE D LI
L¥9, none (I, AX—RADRA L NR—DFIRE I ITHREMER %
HIBR L £,

uploader recording owned by
cospace_owner <true|false>

true X, THOHDOETAFEEDOE—DFFAEE & L TAR—
ADFHEEEBIRLET,

uploader fallback_owner (<user-
name> | none)

AN—Z DA E DN VbrickRev 12V A R ENTWWARWEES ., BES
Niza—VP—% T AFEEO T 4 — Ny JFAE L LTHEHALE
4, none |f. 74—y IITEEEEIBRLET,

uploader comments (enable|dis-
able)

EFAREA~D X M EFEDELTENCLET, T A0 ME
W TT,

uploader ratings (enable|dis-
able)

ET A OFMZ AR EITEANC L ET, 77+ MG T
jﬁo

uploader downloads (enable|dis-
able)

Zyromu— A ZREL, ETF AEREOX Y n— ReHET
IFEZC L ET,

uploader initial_ state (<act-
ive|inactive>)

IANZ Vborick Rev (27 v 7'a— K&z & & 0 e 48 Ok
MAERELET, T 74/ M active TT,
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uploader delete_after upload
(<true| false>)

Ty 7 a— ROGETRICET AEE % NFS ) OHHIBRT 20 E 5 g
IR LE3, T 7 4/0 b false T,

e uploader debug (<true|false>)

g~y Rt N—T a3 24 THIBRS, 73y

JIEHRIT A BRI syslog — S—ICE EENET,

11.6 Va—F—a<w K

& : L 2— & —[% Cisco Meeting Server 2000 Tl T& £ A,

ORI varTiE, va—H—pa<v s R) 7y LU AR L £, @R AT A

FOFRICHE- T, ba—Z—zRELET,

recorder restart
recorder

La—s— i HEBLET,
L a— X —OB{EDRIEE R LET

recorder sip certs

SIPREELZRETEET, (=Y 300680, )

recorder sip listen <interface>
<tcp-port|none> <tls-port|none>

SIPLa—X—8BXOA K —~ aR—x> hTIL, https
Wi V) v AT AN/ 72 ) LA, SIP Bisia Y
VAT HMERHY FT, ZOH LD MMP 2w R,
TCP & TLS O A 7R ET HiedICEASNE Lz, (13—
Ya 3.0 5B, )

recorder sip trace
<1m|10m|30m|24h|on|off>

TRTOSIP AvE—VOaX V2N LET, T
THOSIP AyE—UYNa—F—|l5HsnhEd, 774
b i Toff) T©F, Tony ZEHT 5 & ki E 71X
ESNTHEIChblzoTHEMCT A encaEd, (N
— g 3.0 /5B, )

recorder limit <value|none>

AR A FERT 27Dl L a— X —DFIRERE L ET,
T, I VEEIZ Ko TRIDOT /S, A2 T =— )b A —
N—=T&5LICTD, a—UEED ERTY, (=
a2 3.0 6EM) .

recorder (enable|disable)

Va— X —EHhEITENLET,

recorder nfs

<hostname/IP>DHRGIIRD LIV TH,
<directory>

SREERFT DRy hT—2 T A H— (nfs) &7
FIVE DL L a— 2 — TR L E T,

recorder resolution <audi-
0|720]1080>

L a— A= kG T ORI EABE L LT, T 7 A
~& 720p30 T, 1080 ZI#RTH &, L =—4— p30
ERTTEET, (RN=Yar24h5,)
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11.7 ALY —w—a<yF

& . A kU —~—(Z Cisco Meeting Server 2000 TiIfEHTE £H A,

ORI arTiEE, AN —~—Da<w R 77 LU AL £9, @RS AN
A FOFERIZEST, ANV —<—%REHALET,

streamer restart ARNY —v—Z R LET,

streamer AN —=—DBIEOREER T LET,

streamer sip certs SIPAEAEARECTEET, =Tz 3.0 200, )
streamer limit <value|none> JEREVE A MR T D 72D A N —~ ORI ZHE L £,

ZiuE, =Ll J:o'C;%'IJ@T/w’X T = — VA —
N=TEL LT H, 2—ESD ERTT, ~—T=

V3.0 CBNShE L,
streamer sip listen <interface> SPLa—4—BLO0A N —v a2 R—x> T, https
<tcp-port|none> <tls-port|none> Boih Vv AT OMBENIRL 720 £ L, SIP s U

VAT HRENHY ET, ZOH LW MMP 2~ RiZ
TCP & TLS O &% ET H7edIEASE LTz, (N —
Tar 3.0 05BN, )

streamer (enable|disable) AN =~ —Z AN EITEmNZ L ET, RET DRNTA B
V—v—% T 50 ERH Y 7, RER, AN —~
—H AT HHEND Y F7,

11.8 MeetingApps =2~ F

MeetingApps —E R 1L, ZMEBEBNRESETT 7 A NVEIETE D L5127 572D Meeting

Server IZEAINTWET, tho—r X%ﬁiﬁﬁ’é‘f (2. AX 2 K7 1 d Meeting Server /

— R CRETHLERHY £3, Web 77V X 4728 5EC MeetingApps LiEfEL. 77
A NHEHCHTHEICT 7 AL ET,

ZDt 7 v a Tk, MeetingApps X ET H7oobDa~vr REU A MLET,
MeetingApps & Web Bridge Z 4§32 FlEIX, BAL Y FTHH STV E T,

I : MeetingApps ¥— b 2%, Meeting Server 2000 TIERE TE £H A,

meetingapps MeetingApps DEREFH/NT A —Z %R LET,

meetingapps https | MeetingApps N v AL THA X —T = A ALKR—FEHELET,
listen <inter-
face> <port>
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meetingapps https
listen none

MeetingApps DA v #—7 = A A L R— FOREEHIHE L ET,

meetingapps gen-
secret

Web Bridge ¥ & U MeetingApps #ft DR8I S o F— 2 AR L ET,

meetingapps https
certs <key-file>
<crt-fullchain-
file>

MeetingApps @ HTTPS GEFIZEAZE LE T, A7idGER (CA) ICL->TEL SN,
AWITEE SN HTTPS GEZE A T2 2 L 28D LET,

meetingapps https
certs none

HTTPS REMEZEDOREZHIFR L £7,

meetingapps
(enable|disable)

MeetingApps % A0 & 713 iEshic LET,

meetingapps MeetingApps ¥— b 2 Z HiELf L £,

restart

meetingapps MeetingApps D AT —H A% &K~ LET, 7L %X, Running, Starting T,

status

webbridge3 MeetingApps DR A K4, HR— FEH, B XU meetingapps gensecret =1~ > K& {f

meetingapps add
<hostname> <port>
<secretkey>

ML TERSNIZMEX—ZRELET,

webbridge3
meetingapps add
none

Web Bridge (2% STV % MeetingApps 7 U7 LE9,
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12 FOooa< R

121 ET NV

model Cisco Meeting Server O AET L& FKR L £,

FAME ST BT CMS VM & L THRIRSNET,

12.2 Meeting Server DU 7 VE =

serial Meeting Server O+ U 7 L FESEF R LET,
Zoawy RiE AMEEBICEEA SN 2 EITERE LTSN,

12.3 AHDODA vE—
EHEMERA O MMP =—WX, —okrZ v aroa~vy RERITTXET,

& :motd o= FiZ, A=Y a2 1.9 XV EIDNA—T g D Meeting App TORYR—FENT
WET,

motd BIEOLSHDA vE—IUNhiUIFE R LET,

motd add "<message text>" | =71 fIC <message> & & bV —EFKR
F2lE, SFTP T7 7 A V% [motd) ICaE—32 2 & T, 2048 LFLL
TOAYE—VERETEET,

motd del LSHDRA =T EEIBRELET,

12.4 v 7 A VEIDOEREE N F—

Mk v 7 A CHIOENE S 2 LB L T 556, BWEEAMKRZFFS MMP 2 —% 3RO 2~
REffif Tt £,

login_warning BHEOR 7 A LV EE X v —URBERT LET,
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login_warning add BT A CHIOENES 2 RN LET,
"<message>" F721%, SFTP CT7 7 A /L% [login_warning) (22 & —45%Z & ¢, 2048
YFUTDOA =V ERETEET,

login_warning del EREEZHIR L £7,

12.5 SNMP =2<= K

IE : Meeting Server 2000 |X SNMP Z#74— K L TWRWE®D, snmp 2+ NI TE
FHA,

12.5.1 —IHH
MIB 1. SFTP Zf{#H L CT{EE ® Cisco Meeting Server 72H 4 7 — R T&E £97,

ABfb R (Cisco Meeting Server 1000, F 7213t —ZAD VM H—) 04, MIB
T ANVIETRD EBY TT,

- ACANO-MIB.txt
- ACANO-SYSLOG-MIB.txt

INEDT7 7 A A SNMP EADOHBAIAICEE L £9, /=& 21X, Net- SNMP D4
~/.snmp/mibs T,

I : MIB 1%, Cisco Meeting Server ~D 7' 7 o REF Z M4 572012, fFEDY J—AT
ARINERE I NET,

MMP A v % —7 = A AL, H/IROZ—VEREA TV a DAz LET, L0 EME g
ZALERT 5121E, MMP A 2 —7 = A 2% LTIl —H 2 Ek L, = —%F—ZX—2
FEBEFLET, 72& 21 Net-SNMP /3 77— 0 snmpusm &4 L %9,

Meeting Server iZ, SNMP X— 3 > 1/2¢c & 3 Difi iz KR— b LEJ, WRIiTEhTh
B EF, SNMP X—Ta v 1/2c 2T L1282 T 0 ~OEBITHERE L TL
728V, ZAUTERERGGEE VAR — L CWaWnWes, a2 2=7 4 LT Em->TnD N7
LHECHLY— N~/ =) ZFEITTEET,

12.5.2 SNMPv1/2c =2 K

v1/12c 7 72 A{NE 2 a=7 ¢ IZESNTWET, ZibiE, SNMP 23MER 272 - T
WHLEXICMMP A v 2 —T = A A% L THER CTE £77,
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V1/2c D7 72 ZEIIE T2 2=F 1] [2FE ST
WET, ZniE, SNMP DNEZNZ /e o Tnd & &
IZ MMP %4 L CERBS L OMIBR T £,
H:SNMP X 2 =F L AICHEEFLT V&4 —X
a7 DHREFERALTLEIN, Fyval, o
MRFBR] AFRTT—AvE—VEELET,

message.

a3 2= 434 Tpublic) ZEEH LT, E2nb
THRERY Y —IZT VA TEET,

snmp community add <name> [IP
address/prefix]
snmp community del <name>

snmp community add public

TIRAETAILETN, HESNTT TRy b b
DIHFFR L ET,
SNMP v1/2¢c #HZ#h/Ehic L £,

snmp community add local 10.1.0.0/16

snmp (enable|disable)

12.5.3 SNMPV3 =~ K
v3 DT 7B AHENT 2 —FICESNTWET, NS, MMP A v % —7 = A ABIERNCTx £

“ ﬁ

snmp user add <name>
<password> (MD5|SHA)
(DES | AES)

snmp user del<name>

V3 DT 7 & AN L — I ST E T,

FRFEIC TMDS) 7v= U XA Ba{kiz TDES) 7= XLZ2FEH LT, &
FEENT/RAT — R TRV —ICT 7B ATE La—P ok L ET,
V£ : SNMP 2 —HZIZIIFERF LT UV F—RaT70REFER L T EEW,
Fovalht, 2O TRkl XFEERTIE, =7 —R vE—URK
EhET,

SNMP . —H# % HIER L £,

snmp (enable|disable)

SNMP v3 & A2/ BN L £,

12.5.4 SNMP k7 v 7' DXAEE DiE

snmp trap enable
<hostname> <agent
community string>
snmp trap disable
snmp trap enable mybox
public

SNMP 7 v 7 O%EEZ#ELET,
<hostname> X, F7 v T EZET DL~V U DEA N T,
<community string> X, FEA S5 a3 2 =7 ¢ LTI TT

126 YATLhu7DFya—R

VAT A IR 100MB T, ZORRITETLHE, kb WA v E—UREES L, L
WA=V DDA ANMRINET, B BXY /N T 4D 75% (TETDH L.

SNMP 7 v ARSIV ET
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o

AT ITATVAERIFZEOMOERTRr 7T — X 2 RFEFTHX0ERH Y . UE— b Syslog
=P SN TWRWGAIL, ROZ LN TEET,

= SFTP Y — L2 AL TMMP IZER L, AT a7 7 A Ve —mban—hL>7
FANARTIZaE—=LFET, 2T, BIFEONENEFDOEFHRD F5,

= syslog rotate <filename> =2~V RZMi LT, B2/ 77 A VEKGEMICRTFELET,
D, TIT 4 TRV AT L ZIFEIR D £, ZORESNIZT 7 A /WX SFTP Zff
MLTH Y rm—RFTEET,

il : syslog rotate mylog

m B0 —/LAZFfDOlX, syslog audit rotate <filename> #ffifl L TEAE 0 /A {R{F CX &
‘j‘o

12.7 aZ R RADOEREF T a— R

Meeting Server CiX, Meeting Server NO S E£XF72a L R—x v NORELREEZGHrn 7
N RNVEERTEET, Z0oar /N2 R, syslog 7 7 A /L & livejson 7 7 A V& E
NWET, MBEICOWTCisco VAR — MIEK T 2MERHLGE. ZNbD7 7 A ME, o
T D DI H £,

Meeting Server & 7 /N KL, IROFIETHERSIVET,

- Meeting Server FHH X, MMP FEEF 2 —Vor 714 U EREZ#FEH LT SFTP 7 74
Ty a2 MMPIP 7 RLARIZE#RITHZLIcky, alZ " FroFdyran—RKrntk
AEPAhTE £J, VAT AL, logbundletar.gz £\ O 7 A NK DB TR RV E
AL CHF 7 —RKLET,

- E72lE, HPHEE L, generate logbundle 2~ RZfH LT, #vrm— R
nt A BT HENICE 7N RV EAR T £, generatedlogbundle.tar.gz
EWVD T ANLDB TN RIVPNERIINET,

generate logbundle TNENOEFEY —3—"T generatedlogbundle.tar.gz £\ 9 7 7
ANZDB TN FVEERLET,

E: Zoavy RRFETENLT-ONT, BN S za 78
RV DT 730 RIVICES 2 bivEd,

UTFTOFIBEEZFEHL T, 7 FLaZyrn—RLET,
1. SFTP 7547 b2 MMP D IP 7 KL R |ZEER L £,
2. MMP @ admin =—¥ o u 7 A AFREFEH L Tr 7 A U LET,
3. BNV NV EL Y a— RTLUERSLGFTT, ROWThNDa~ Ly REFITLET,
a. sftp get logbundle.tar.gz

b. sftp get generatedlogbundle.tar.gz

Cisco Meeting Server V V—X 3.7 : MMP =z~ =720 7 7 L 66



12 FDOMD 2~ 2 N

4. logbundle.tar.gz/generatedlogbundle.tar.gz 7 7 f V& 02— )V 7 F A2 —LET,
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5. 77 A VOARTEER LET, 774440 logbundle D4 %, 7 7 A L& {EK
LI — =2 HET 2 AMCAE LET, Jhud, S5y — " —ORHTEET
EE

6. DT, BHEINI-L4ETOT 7 A L%Cisco AR — ks DEFEICITEE LET,

log bundle.tar.gz OHHID 7 7 A P A X% 1 Ko T, SFTP #&H Tzt L7-%I1%. 77
ANEEZDY A RS CTH A XREIML£9,

E:arva—%& Meeting Server Oy T — 7 B BN ENFREE TR 7N R
NEA T a— RTEX7RWGEIE, vr L livejson 77 A vEX o ra—RKLT, VA
PAR— MIEEFTEET,

12.8 74 A7 GSERR

df MMP & MODULE O Dl ;D7 4 A7 & Z, /N—TF 1 a2 T Off
RRIOT /— ML LTERRLET,

12.9 AT LAREDN 7T v FLHET

# : backup 2~ RIIAEEY Y 2—a U CHEHATE £,

backup list PR ORI T T T7ANDY A " EFRrLET,

backup snapshot <name> 5E427¢ Meeting Server 27> 7' =2 v b &ERLL £, <name>.bak 7 7 A
UL, SFTPRHICH Y v m— R 27bIicfElEhEd, Zoavr M
EHNAE T2 Z L 2R BRIO LET, 7 7 4 V4 ORKRUTHIT 256
XFTT

E: NI T T 77 AL, SSO 77 A a—R )V THRA RENT
WHTTUT 4T T ANMIEENERA,
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backup rollback <name>

RNy 2T v FENEZF =DV AT L EE T LET, ZHITE. h— D
EDE—Ny 7 WEENET, Meeting Server BICE 72V EEAIE, Z0
n—/L Ny 7 3wy REFATT LRI, SFTPAEHL Ty 7/ 7 v 77 7
A V% Meeting Server IZ7 v 7 a— RTLHUERHY £9, 77 A /VHD
e R3UFHE 256 XF2TCF,

E: Zoa<wr RNL, BEFORE, licensedat 7 7 A /v, BIOTV AT AL
DT _XCOFEAE L —% LT E L, Meeting Server # FitE L £,
L7zBo T, HWELTHEATAIHNERHY T, 20Ny 7 v 7 %R0
— N ZIETET DAL, BEED license.dat 7 7 A /L & FEBHEZFHRIC 2 &0
— L TBIBERH Y 9, 215 I1E backup rollback 7' vt A fiiz E#Ex
SHET, license.dat 7 7 A IV — 3D MAC 7 R L A ZHHE L TV ATz
O, BIOY—r3 DNy 7T T BETT S ERIL, =R AT
A VNIRSTRICEE BRI DVERH D £,

12.10 Meeting Server 7 v 77 L— R

upgrade [<filename>]

Meeting Server 27 v 7’7 L— R LET, ZOa~r REHRITTHAE]
W, Ty T L—RLIEWR—=2a DA A=V T 7 A NVET v 7 a—
RLTHBLLERSH Y 97,

Tl T L= RTHE VAT AEEKRON Y I T TN BRI RS
NET, NI T v THIE, BEOY T R =T =Yg UICTHELE
I, =& zE. R2ROMNBH R3.0 ~DT v I T L—RKDEGE., N 7T >

T OLRNE 2_9.bak (2720 £9,

FBE SN TG0 T 7 40 D7 7 A V4413 upgrade.img T4,
W=z 30056, ZOavy NiE, {ESNZA A—T T Meeting
Server 7 v 77 L— T LN, B4 LTERMEOT = v 7 2FATLET,
ZNLRNZZ DA A—IZ% L C upgrade <name> verify 2~ K3
FATENIGETH, 20T =y ZIFFTSNET, ~—Y a2 3.0 THEH
SNFE L,

N— g 3.7 LI, Meeting Server (%, 5 —#_X—2 7 T A 3P —
—HER CTHEDNZ 2> TODENE I DEFAIIL, IS C T, Ty 7L
— FT 20N ) — RO Y T AZEMIRT D L D I —F—T@k L E
9, —F—i%, 20 BLUWIZ CTRL+C 4 Z Lk, Ty 77 1L—
K 7avAzfibd s EARRTEET,

upgrade<filename> [no-
backup]

EELTHEHLTIZSN,

upgrade list

VAT AEDT T T — A A =YD X MEFUGLET,

upgrade delete <name>
upgrade delete upgrade.img

T TS = A A=V, SFTP £7212Z® CLI =~ K& L il
b ECTHREENET,
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upgrade <filename> verify

BRIET vy 77— RHRIZFITEND R L BA DT = v 7 2T _RTHE
TTLETH, T TT vy 77 L —R23TLERA, Z0a~r FafH
T, A A=Y AT EFRTHHIUTHEATEES, X—T=a2307T
BinEnE L,

authenticity

VT RN 2T OEBIIET AT RTOEREFR R LET, FEITHOA X —
CMED L IITHREENTED (F—D XA T LR L B —FEnT
WHRBF—EZOFEM (X4 7 4Rl Y—RA) . £, FREES
NTWBENEI P BERRLET, FRAIRF =031 A F—L S TWVSH )
EId, ZOBHNBT A — F—THGREHEA ThH L0 E 50 (Znlsto
F—IINEHF—THY
WIEESNEY) , A=Y a 30 TBENEhELE,

authenticity key add
<key-file>

BERl7p—% A A =L LET, —EIZA A M=/ TX D870 % —1%
19571F T, N—Ta03.0 TEIMENE L,

authenticity key none

HEA VA P—= L ENTW AT —Z2HIBRLE T, oF—%2A A
F =T LENCBEEO X —ZHIRT 256, Eid—2 AR L
WA, Zoavy REFEHTLIMNERHD £4, —Y=32 30T
BmsiE L,

12.11 Meeting Server ® U & v k

factory reset (full]|app)

ffulll] A7 v a i, $_XTO—VPRELHIRLET, VAT AL v
A b= ENTnda s A AFRIET X TRbNVET, TD%, AR b
=)L A RIS STV A TFIEICHE - T Meeting Server % F R
LHRERH D £,

lappl A7 = 1%, Active Directory [RI#fi7— 4% & 2~2—2

(coSpace) | Lync BL O SIPa&EZHIBRLET, 7272 L, MMP &&EIL
FOET, av U RRETTHE, VAT ARFHEELET,
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[JERA N—25 2 3.0 MMP =2~ > N[l

gk A X— 2 2 3.0 MMP =2 > RO HIBR
3.0 T Meeting Server S HIBRS fL7-re & 2 R—x > MBS 59 _XTDO MMP =2+
Y RIE, PO XD ICHIBRS I TWET,

- H323 7 —hF U= A a2~ K (h323 gateway)

- Web Bridge 2 =~ K (webbridge)

- XMPP #— 83— 2> K (xmpp)

- XMPP ~/L'F KA A>3~ K (xmpp multi domain)

- XMPP L x>y a2~ F (xmpp cluster)

- B— R AN"Z Y% av R (loadbalancer)

- 522 a<=> F (trunk)

- SIP=yY a<w2 K (sipedge BL T v VEH D callbridge)

- XMPP [ZIKF L TWeb a—F—B XA ) —vDa~v R

- XV U =X P =T3S THMMP 2w

7% 1 : Meeting Server O EIZET AHIBRENiza~<w2 F

health Meeting Server 2B 2%, &Eit, BIOZOMOIE
WA R LET,
7 health =~ > R, ABEB Gl cE £+
Poo
callbridge trust xmpp <trusted xmpp XMPP #— 3= ID ZHEFET D 72010, R DREF#ED
certificate allowed list AU A R &5 K 92 Call Bridge 24k L £97,

(R=T 324 00)

callbridge trust xmpp none Call Bridge {44 ~ 7 7>5 XMPP GEHIEDFFAI U 2 k&
PRLES, (N—=var240b),

2 HBREn= XMPP —~a<w K

Xmpp BIEORE LR FTT D

xmpp status

xmpp restart XMPP H— % ff @) L £9,

xmpp domain <domain-name> XMPP #— D a rR—F b =7 by bafELET,
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xmpp listen <interface allowed VY RTHA =T oA ADFFRIY A MERELET, U
list|none> 2= 7 RBAT A%, xmpp enable i< R TH—E 2%
BINCT HRENRH Y 9,

XMPP H— 3D U v A &R LET,

xmpp listen a b
xmpp listen none

xmpp (enable|disable) XMMP H— " ZH R E 7213 L E T,

xmpp certs <key-file> <crt-file> XMPP H— b 47"y 3 ¢ CA L K » Tl S 7z CA GiER

[<crt-bundle>] BN RNVDOF—T 7 AN EFIIET 7 A WA EER L E
D

xmpp certs none A EORRELHIBR L £7,

xmpp motd add <message> Cisco Meeting App £721EXMPP 7 4 7> hoor 7' A L HRZ

FTREND [HSHOAvE—T) ZRELET,

xmpp motd del SHDOA = EBIBLET,

F72ik, SFTP C7 7 A /v% [xmpp.motd] (a2 E—325 2
&T, 2048 SLFEUND A v —VERETEET,

i 5O J5EC xmpp.motd &35 & XMPP $—/38
FEEh L E,

# :motd =<2 Rit, X—Ya2 1.9 KVEIONA—T gD
Meeting App TOHHIAR— hENTWETF,

Xmpp max sessions <number> 2 D—4728 XMPP H— STl T& 5 [FAE XMPP & v
- Ta i (L7zido T, [miEm 7 A U 8) ZhlRLET,
ZHUCEY . 1 ADZ—FRV AT LY Y — R AR
e ET,

Xmpp max_sessions none 2= TL D XMPP & v a CORIRAHIBRL £7,

xmpp max_sessions 3 =P KT iPad, iPhone, 3L PC vz A %
FoZ LTSN GAIE. REyvarvE 3 13
ELET,

Zh b0 xmpp callbridge =~ Kk, [A7r—Fv U7 ¢ &
WISIOEAT A K] T I TWET,

xmpp callbridge add <component 1 L\ Call Bridge 75 Ot & 7Frl 375 £ 912 XMPP #—x
name> ERELET, F: =27 by bRERESNET, 2L,
XMPP DL = v &RET DHEICLETT, KIZ, £
o Call Bridge @ Web Admin o > % —7 = A A8 L,
XMPP Hr— N2t 3D Lo ISR E L E T,

xmpp callbridge del <component Call Bridge 7% XMPP %— /27 7 & 24 5D A5k L £,
name>
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xmpp callbridge list

xmpp callbridge add-secret
<callbridge>

Call Bridge Z &2, RA-A . component_secret, ¥ L
AT — 2 A% U A M LET,

XMPP DL = UNZMETT, 7T AXNORNIND ) — K
|Z Call Bridge # #5722 SlZ Lo TAER SNz —27 Ly
k% XMPP 7 A X NOD /) — RIZIBINT D 7= &
nET,

xmpp reset

XMPP #r— "% 2% 7 U RECRELET GBMEn=1
~_Co Call Bridge ZHIBrLET) . 2o~y NiE, #EL
HEET 2 UNENS DGEICOMEH LT 7230,

£33 HBREN-a— AT Faw R

loadbalancer list [<tag>]

FTRTCOR— KRZUYEREEZY A MLET, £72id, tag
PIEEINIZBEIT. 20— RS UHOBREOLRE Y A
]\ Liﬁ—o

loadbalancer (enable|disable) <tag>
loadbalancer enable exampleEdge

0= RNZ Y 2R EITEDC L ET,

N7V 7 AR—k (Pl 1, #Ea iy h7 07
PEET D LI 5 ETHINZRNWZ LITHER L TLIEE
W,

loadbalancer create <tag>
loadbalancer create exampleEdge

Rl AP A (= A D=

loadbalancer trunk <tag> <iface>

[ :<port>]

loadbalancer trunk exampleEdge a:3999

loadbalancer public <tag> <iface>

[:<port allowed list>]

loadbalancer public exampleEdge b:5222
loadbalancer public exampleEdge b:5222
lo:5222

NI A B —T oA AER— N ERELET,

NIV I A —=T 2 A ALR—=FERELET (/T
ATV NEREZ T AND D)

— Y7 VB TIE. Web Bridge b AN LT, 227 »
by ~DNT 7 EBFHTHMERHY T, ZEF
HEIZT DITIE, =T Ry 7 A B =T oA A%NRT Y w7
AH =Tz A AL LTHRELET,

loadbalancer auth <tag> <key-file>
<cert-file> <trust-bundle>
loadbalancer auth exampleEdge acano.key
acano.crt trust.pem

kT2 ~ORFEHEH SN D E S — LREHE, 8L h
T Lo TR END ATHENED B D EHE T & DRl EL
mELET,

TLS B OVERIFIZ b T > 7 DM S RARDOWT o
FERAEZIE R L. 77— RANT UHIZ > TR E
NIREAEZZ T AN 56, B LET, BERmIC
I, BN RVIGEREO R T = — B EENTE

D RIS ERT = — 2 OF% O CA I L - THIT
ENTWDEE, AEERE LET, 2L OGA, HH
RS ET, FRC. BOBAEPENMEH SN TN D5
A ABIEEAELEE A FUCANRD Z N TE, AT
L £,

loadbalancer delete <tag>

0— RS U ORESEIELET,
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[J#-A N—25 2 3.0 MMP =2~ > ROk

trunk list [<tag>]

TRCOATHRE. £i2id tag DETE SNTEEIE
FDAT DREDHE Y AN LET,

trunk (enable|disable) <tag>

AT AN EITEDIILET,

trunk create <tag> <port or service
name>
trunk create trunktoExampleEdge xmpp

XMPP D sF v A 2% ZaER L £,

trunk edge <tag> <edge name|ip
address>[ :<port>]

NS OBEREDT D R AL VA ETIZIP TR
VAZRELET, FAAL AFEEDIP T KL AIZ
fIRRSND Z ERHV ET, ZOHRE, TXTOT K
U ASOEERESTRIT SN E T, R— MMEE S /e
STBE. RAALUADDNSSRV Ly 77w Flc k-
TAHhA— e cE s Ll snET,

trunk auth <tag> <key-file> <cert-
file> <trust-bundle>

Ty U SAORRFECEH S D R - — L REH
£ BLIOT Yy D=L o TR SN D ATREM:
D HIEETE DAPHELRELET,

trunk delete <tag>

a7 ERECHIBRLET,

trunk debug <tag>

Zoa< s RiL, Cisco Bav— hDFRO T TOA
LTLZE, BWICIZILL T RENET,

- Ty UH— 40 DNS fER

- TLS#ia{ER L, &7 RLAIx LT
FEERAET
- Y LIESAIE. a T =0T Ny It
HaFRLET, ZHIUTIFUTITREENE T,
- BEEOT Y UH— R~ (a7 B (b
ST MBIy DY RO DY R
k
- FOx oy VPN Ko THIFLH S
NTWbH7 Z A7 v MNEE

- Ty UY— D AT VEHEOKE

F£5:XMPP v /LF RAL DY R—MZBELTHIRENZa< U F
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xmpp multi domain add <domain name>
<key-file> <crt-file> [<crt-bundle>]

XMPP H— 03U o A F R0 R AA ZBIL %

T, CAICK > TR SNBSS —, fEWE, Lot
Ty a VOREHEARY RAVERELET, COEATEEA
T BITiE, XMPP Y — S ZHdh U E9, 7 : ik
F—FIIFEAZE T 7 A V20D, R TH DA
XMPP H— N 3ii#h L E A,

xmpp multi_domain del <domain name>

XMPP — 330w 2425 RAA U aHIBRL £,

xmpp multi domain list

XMPP H—38 Y o A4 % FAA &Y X P LET,

#F6: HBRENZXMPP LYY =y vavw R

xmpp cluster enable|disable

XMPP 7 Z 2% ) v 7 Rz LES, /—RT
XMPP ZH 2T 5 HIZ, XMPP 27 5 24 AT 5
VNGB £, xmpp 7 T AKX BET xmpp ASECE
ENFHE. xmpp NI A X > KT rE— KTl
BLET,

xmpp cluster trust <trustbundle.pem>

xXmpp 7 7 AZICL > TEEINDFEHEDO N R
ZYRE L £9, <trustoundle.pem>1Zik, 7 7 AXND
xmpp V= N—DOFTRTOFEFAENEG TN TN DL ME
MNd 0 £, FEHEIL. xmppcerts v 2 K2 L
T xmpp — =29 TlIZEHA ST D

certs A~ REMHLET, ZOAIT=AATLD,
JTALNDOEIEIE7% xmpp / — R EIZIEHET
DL, T oA N N—HEL ) — RO
77 4 v 7 OERENFREIZR Y £7,

xmpp cluster status

Xmpp 7 FAXDT A THREEZRELET, 7 TAXIZ
BEENGEAE LA, Zoa~<2 KX, 20 Meeting
Server TORFELTEN TV D xmpp Y —SD#iEF %K
LET, Zoa~vy FEERLT, #EROBEEZE L
THTLTEEL,

xmpp cluster initialize

IR LET, Zoav o RiE, 1 /—FD
FTA 7 xmpp 7 T AKX EERLET, o/ — K (xmpp
P—X) DY TALIEINEEDENTEET,

xmpp cluster join <cluster>

ZO/)—FN&E7TAXTEMUET, <cluster> 1%, 7 7
ALRNOIND ) — RO IP T RLATY (a~v> K
Xmpp cluster initialize % Z)

xmpp cluster remove

D) —REIZTAZNPLHEIBRLET, ZhUdix, /—
RMNMFEITLTCWDMERH D £,
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xmpp cluster remove <node> RESNTZ /) —F& 7 7 2AZ0LHEIBRLET, 22T,
<node> (%, /— KD P 7 RLVAELRAAL 4T
T, ZHITED, S RRIRELRWGARICs T A
N — REHIBRCcE E7,

xmpp callbridge add-secret Call Bridge > —7 L v k% XMPP #— 2B L £
<callbridge> T, 7T AZNOEHIO XMPP H—,3 / — RiZ Call
Bridge & #&id % & SIS —2 Ly b
R LT, o/ — RERET HdIE i sivE
B

Zpawr RIZX Y, CallBridge 1% < @ XMPP -
—nN\bu A UEREIETEET,

Please enter a secret: <secret>

3 7 : HlBR&h7- Web Bridge === > F (L4 — Web Bridge 2 D& &)

webbridge restart Web Bridge % fifdEh L £,

webbridge status BAIEDREETTT D

webbridge listen <a|b|c|d|none Web Bridge 28V v A5 A 4 —T 2 A AL R— MERIE

[:><port>] allowed list> LET, Uy AUEBIGTDI21E,. 2~ K webbridge

webbridge listen a b enable ZfEH LT, Y —EREHENNITHMLERH Y 37,
F7var® port GIEDT 7 41 M 443 T,

webbridge listen none Web Bridge @V v AL ZEIE L ET,

webbridge (enable|disable) Web Bridge # A #h £ 7213 hic L £7,

webbridge certs <keyfile-name> Web Bridge &. 473 a3 T CAIZX-» Tt x 7= CAFEH

<crt filename> [<crt-bundle>] BN RLVOXF—T 7 AN E et Ty AN ERIELET,

webbridge certs none FEEOREZHIR L E7,

webbridge clickonce <url|none> 707U AY 7 Oz ER LY, URL OEHICIE

http://. https://. F7zi% ftp:// A3 HEh7e URL (T 2% 028
NH VY E£4, —H) Internet Explorer (7 U v 27 U 2%
A= T 5M—DT7 T W) ZERALT, @EHHESFY V7 F
7213 coSpace Web 1 > 7

(https://www.join.cisco.com/invited.sf?id=1234 72 &) %7
ELE, TTFNVINEERATHIOTIE /L, RESNZZ Y
VI D ADRPNC—F 2 XA L7 FLES & LET,
ZOVEAL VT MBRETDE, PC Y TAT 2 M ABIRIC
EEHL (EFEA A R— LSRN TWeWEAIEF 7V r— RS
) . call/coSpace N Z A YL EZiET,

webbridge clickonce none FRTOIY I TR 54 Lo MBEE I LET,
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webbridge msi (<url>|none)
webbridge dmg (<url>|none)
webbridge ios (<url>|none)

webbridge ios none

WebRTC —# Iz #/r X415 Windows msi, Mac OSX dmg,
BIRIOSA A M—F0F U va— REFERELET,

BRIERERT DI, 78T A—H none Z5E L Tl a~
FEMHLET,

webbridge trust <crt-bundle|crt-
file>
webbridge trust none

FARNT A N BAE~ AR YA E) OREET
w95 Call Bridge 1 A X AL 4, HHEINT-
Call Bridge 7% Web Bridge & [l U — N CTEITSN TN DH5H
i%. Call Bridge OABRFEIE/GEA T N KL DA RITZFRE L
T webbridge trust =~ > K& 5179 5721 CT+4C7, Call
Bridge 2B DOH— R TIATE N TV A AL, £3°. Call
Bridge MD/ABHREIE/GEE/ N KL% SFTP %4/ L T Web
Bridge — Nl a B —4 2L ERH Y 9,

i 7 9 22{E&N - Call Bridge BB T, Call Bridge (272 %
FEER D BEET. FTEHEE 1 2OV FVTHEE LET,

webbridge trust xmpp <trusted
xmpp certificate allowed list>

XMPP H— 30 ID ZHGES 572012, FEEOFEDOFFA Y A
FEEEFRT S K 91 Web Bridge #ELET, (RN—Yar
24700)

webbridge trust xmpp none

XMPP FEHE DR U A k% Web Bridge (S48 A b 772 S I
LET, (R=Tar245) ,

webbridge http-redirect
(enable|disable)

HTTP U XA L2 MR/ EHZ L ET,

webbridge url-redirect
(<url>|none)

URL U & A L7 FOGiasE LET, EEMRRT 5121,
RT A —H none ZREL Ca~vr REHLET,

webbridge options <feature namel
feature name2>

webbridge options cma.webrtc.ios

FEE SN HEREZ O B2 E 97, HEBOBREN G2 -> T
AHEE1E. feature_names & AR— XA TRUIV 4, =~
> R, Cisco HAR— K E 7213 Cisco EFT 7B DR H D54
WCOFRFER LTSV, 2 b ORI, FEBRE COERIC
J1iE LW EE AL

ZOREE, FEB L TOAREE TR, Ty ST L—F
Ay Refi+ 2L ABCZ V7 sk T,

(NN—=Ta2505) ,

webbridge options none

webbridge options<feature name> =¥ NZffiJfi L T
LIRTNZAZIC ST R TOBREZ BT L %9, Cisco ¥
— b E 7213 Cisco EFT 2B DHZR B D B A OAMEA LTS 72
Sy, (N=Tar25n05H) ,

£8:SIPzyVaryR—r FOREICEHLTCHIREN-a<w L F
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callbridge add edge <ip 4% Call Bridge @ SIP = P Z B L £,
address>:<port>

callbridge del edge SIP = VEHIFRLET,

callbridge trust edge <certificate SIP = v 2 L O TIEHET 2% Call Bridge OFiEH]

file> FERELET, Zhud, SIP =y VORERAET
7

sipedge private <interface>:<port> Call Bridge & OEHGE D= OWHEA VX —T7 = A A L
N—rafEELET,

sipedge public <interface>:<port> SN AT I E DBHGD T2 DINVERA o —T = A A
EAR—PERELET,

sipedge public-ip <address> SIP = VIZBEIFETE A NAT 7 KL AZFE E 72 13H

sipedge public-ip none PRLET,

sipedge certs <key-file> <crt-file> Call Bridge 76 O#HgEH OETE 2RENFE N L L

<trusted-bundle> EBIT, SIP =y POMEF— LAIEERE L LT,

sipedge enable SIP=yyarR—xr NEFELITIENILET,

sipedge disable

sipedge restart SPTyYarR—xr MiE#LET, SPTyy

TREEA AT LI-thic, Zoa<wr REEHLET,

HERA—NVNT I T4 7L &T, Zoavy Fefl
H LN TL S0,

# 9 : H.323 a—/L 2T AN THEET 5 & 512 Meeting Server 25 ET 2 -DICHIREhza~ 2 F

h323 gateway T—=hrU=A13, ELKRESNL TRV EERBIL XA,
enable/disable/restart

h323 gateway certs <keyfile> H323 7 — bV xAd 77V r—varbd 7 aTCAILLS
<certificate file> [<cert- <

bundle>] BLE N CAZEHEARY FLICHONWT, EF—7 7 AL

et 7 ANDLEIREERLET, ( FAEICLS e
Caz=y U] ok varbRLTIEEY, )

h323 gateway certs none RERAEOBGE ZHIFR L £
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h323 gateway
<host/ip>
h323 gateway

h323 nexthop

del h323 nexthop

FT_RTHOIEE H.323 2—/LZHOWT, ZDIP 7 R AIZHEkE
L. ZOIPT RLADT A AN —T 4 T 2B S E T,
ZDT RUARERESNTORWES, IP XA XYL DBRMEERE L
ES
HE., ZOIP 7 L A% Cisco VCS/Polycom DMA TH Y |
Cisco Meeting Server H.323 7 — b7 = A LW — RX—F ¢ T
A A

(H.323 #— b F—/3—) ORNZH.323 FT7 7 ML S E
T, H323 77— b7 = A 1IT 3 ARG T, WA AT 5
T, TN O@EEEEZITAND LD IT A Azl
ET DHHMERH Y F97,

h323 gateway
h323 gateway

default uri <uri>
del default uri

F 7 g, #HEH323 a— WIS ngE @R, H.323
= T2 ANIPT RLARIZLS>TEAVYILVENTEDRL) |
SIP = —/1i% default_uri 233 7E STV D HDOICHESET,
default_uri I%, IVR Z459354 6 HALL. EHE coSpace #5714
AbdH0ET, BESHLTOARWES, a—THESSNET,

h323 gateway

h323 gateway
<uri>

sip domain <uri>

del sip domain

F7var, FEHI323 a— AT RLAIC AL UL
T — bU = AIHE SN A, @<sip_domain> (%, Call
Bridge ~® SIP = —/LAMTHOILHRIICSEET KL AIZBINS
S

h323 gateway
<yes/no>

sip domain_strip

- 2L

lyes) |Zi%E &#, [h323_gateway sip_domain] 23i% i€ S 4L
%E. SIP a—ARNr— sy = AIZREIND &,
@<sip_domain> NEEILT LA ((FAET D5E) mHHlkRS
nTmes,
H.323 ==— /M ThivET,

h323 gateway

h323 gateway
<uri>

h323 domain <uri>

del h323 domain

T arv, BEILT RLARIZRAL U EEDTICH.323 a—
VT — N T = A THE STt @<h323_domain> 723 24(5
JET FLVAIBMENTH S, SIP a—L3MfrbivEd,

h323 gateway
<yes/no>

h323 domain_strip

lyes) ([CR%E S, Th323_gateway h323_domain) A% E S
ni=%a, SIP a—AnF— oA IZRESND L,
@<h323_domain> 258557 KL A ((FIET 536) »HHIBRS
TH D, H323 a— 3 fThitEd,

h323 gateway

h323 interfaces

<interface list>

h323 gateway

sip_interfaces

<interface list>

T—= bV xA ZRGT DICIIRET DHBERDH Y £T0, FERO
REFHERE SN TOET,

h323 gateway

sip port <port>

SIPIZAY v AT 5HHR—1F, F7 4/ MME6061 TT,

T 74/ FR— & 6061 NHLAETET HHA, H323 7 — b
7 = A & Call Bridge 236 U —/ 3 Licdh 584 1%, Call Bridge ©
EAENDAR— b 5061 Z#ET T 723V, 7 — hT = A B
FINDET, BEITHDI/RY A,

H.323 7— h U = A I TLS B 2 E LTV Ed, LA
-7, CallBridge 7 W7 bV R XA YNLT T )L—)LT
M55k 28R 2 0ERH Y E7,
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h323 gateway sip proxy <uri>

Z 1% Call Bridge @ IP 7 F L AIZERET 57>, #5 Call Bridge
TRAA A ZHEHLET ODNS#H) , X TOHE
H.323 =— L%, o uri ICiEESiuES

Call Bridge & H.323 #'— b7 = A BE UA R b EI2H B 8E1F,
IP7 R 127.0.0.1 4/ L £9, CallBridge & H.323 7 — I
VA NEIRHHEA N LICH BYE1E, CallBridge O IP 7 RL-A
AL ET,

h323 gateway restrict codecs
<yes/no>

yes ICHET D &L H323 77— U = A 1d, FAERMEOME
ZR| &S AREMENMENE R a—F v 7 Ok v MCHIRE
nEJ, BIfE, 2oty M
G.711/G.722/G.728/H.261/H.263/H.263+/H.264 T,
COMEIC > TIIcEN D a—F v 7 1E, G.722.1 BXW
AAC T,

h323 gateway disable content
<yes/no>

yes |IZRRET 5 &, H239 T L I NN /2 ) £,

h323 gateway trace_level <level>

Cisco Y R— M LB N T TN a—TF 4 o ZITENEOBEMD ¥
VIERRMLET, L0, 1, 20 FE 3O L—AERE
THEINTROOLNDLGAENHY 9,

# 10 : HIBRESNZXMPP L a—&F—a< R

recorder listen <a|b|c|d|lo|none
[ :><port>] allowed list>
recorder listen a b

LVa—H—RN v AT HA 2 H =Tz ALK —NEREL
%9, recorder enable =~ R TU A= 7 & BIG+ 51213,
= AEFMNTDHENRH Y 3, 47 a0 port 515
DF 7 4V M 443 T,

recorder listen none

La—X—DJ A= T EIELET,

recorder certs <keyfile-name>
<crt filename> [<crt-bundle>]

La—H—DF— T A)LE ot 77 A OL4RTERME L E
T, A7 a T, CAIZL > TSz CA GEHE Y v
DL HTERAE L F9,

streamer certs none

N—=T 33,0 (X—%2) MHLIEHELEIZRD
F L7z, GEHEOREEZHIRL 7,

recorder certs none

AEEOREZHIR L £
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streamer trust <crt-bundle|crt- Eo Call Bridge A > A% » AL L a3 —F —~DEki & 714
file> D0 EHIE L ET,

{EHS 7z Call Bridge 23 b a2 — 4 — L [/ U — =TT
T2 A1, Call Bridge DABHREIIE/REE N RV D4R
Z¥5E LT recorder trust =~ R&FITT 57200 THE T,
Call Bridge 233D Y — STIATEIIN T B AL, £9. L=
— A —ZHINZ L= — 312, Call Bridge OZABHREN &/FEH] £
Ny RVE SFTP # AL Ca bt —34 20 ERH Y £,

1 :HIBRENSZXMPP XA hY —< < R

streamer listen <a|b|c|d|lo|none AR ==Y AT HA B =T = AER— FaREL

[:><port>] allowed list> F9, streamerenable =~ K CTU A= 7 %&BAtET D21,

recorder listen a b P—ERAEZHNNT DLERHY £9, 47T a D port 54
DT 7 F v b 443 T,

streamer certs none FAEEOBEZHIR L E T,

streamer certs <keyfile-name> AN —==DF— T7A Ve et 77 AN ODAFTERIEL E

<crt filename> [<crt-bundle>] 9, A7V a T, CAlZE - TiRtE 7= CAFEFIE Y Rv
DA4RTERAELET,

streamer trust <crt-bundle|crt- E? Call Bridge A v A% AZA K U —~<~DEE & 7F a3

file> D0z L ET,

{E#E & 7= Call Bridge 78 A kU —~ L6 U — —TIr& N
TWAEA1L, Call Bridge OABREIE/GEIE/ N RV D4 i
Z 578 LC streamer trust =~ K& #4794 57205 TH45T

9, Call Bridge 233D Y— S TIEATIIN T BEEIL, £
AN Y —=EGIM LI — N2, Call Bridge O/ZABARER /R
B KL% SFTP 2 L Ca B —3 2088 H D £,

streamer trust none TRTCOEFEREEZ 7 VT LET,

streamer listen <a|b|c|d|lo|none AR =N AT HA LB —T oA ALFR— MeEL

[:><port>] allowed list> %9, streamer enable =~ N TU ZA=2 7 %A+ D12,

recorder listen a b P —EREANTHMENRNHY F9, A7 >3 D port 514Kk

DT 7 F v ME 443 TT,
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IOV =a T VZREHEH STV AR OB T 2L, PERLICEEIND Z M
%Difo:@v:;?»ﬂ%ﬁéhfwéﬁﬁ\%ﬁ\%;U%H$ﬁi\¢mfmﬁfké
EZBEZTWETH, BRI THONE R ThI, —UORIEOELEZADRVWLDE LET, =
DV =a T MIFEH SN TV AR OEHIL, X Ta—F—flOoBELLERY £,

BRSOV 7 b =T T4 R LRERIEL, BCRA &7z [Information Packet)] (&
SN TEY, Inbix, B2EBERHC L > TAREIZ aih’(b\i#o N RY AN OAY AN ray
Wik, BB TR < 7R,

Cisco R LTV % TCP ~» ¥ —[EfEt#relL, UNIX AL —F ¢ 7 > 27 A3 UCB

(University of California, Berkeley) D/ /X7 U v 27 KA A X—T gL LT, UCB 23BH%
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BAETDHHRIEEEH, ZNHICRET S Z L7, HREIERERO T COMRGEE HEE L
7,

W DG EIZBWNT S, Y RAaBIOEOMGHFIL, ZO~=a 7 VO EIIMEHTE 2
W2 LI L 5 TRAET HFREOERST — &@%ﬁ%ib@k#éxﬁﬁw\mé%\%%%\
B DHWVITFRER R BEICONT, HHWDHAREMEN T A T 7T Z2 OMREITHM G SN TN TH,
ENBICKTT2ETE—YEDbRVED L LET,

ZOw=aT7 VTHEHLTWS IP 7 FLABIOEGEE L. EBEOT FLABIOEEE

FERTHOTIEIHY XA, ~=aT7OFof, o~ KHT, 2y bU—7 hERpy—

X, BLOZOMOKIL, FHAOALEZ AL L THEHASTWE T, AOHPICEREO IP 7 R
LABIOEGFEEMEH SN TV 2L LT, ZHUTERM 0TI, BARO—Hc X
5H0DTY,
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