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WLC [CIFEFESNEERA)

AP h5 WLC ANDFEILAMB®D CAPWAP FS 74 v o2 13 ICRULET,
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13. AP 5 WLC NDEILABED CAPWAP RS T7 4w

CAPWAP 192.168.1.5

non T
Fabric WLE

BGP session

&

Fabric
Underlay

- L )
‘ CAPWAP
@ Access paint

cIR—5— (NERX/IIHNER) . PYY—LAANDWLCIL—h%Z (BIRUL-IGP 2EALT) BEHLET,
*FEA/O—/NILI—F 4T T—TILTI—rEZEULET,

*FE A AP iS5 CAPWAP XYy h 2T 2 &, FE[FRIB T—RZBRHUL. /X7 v ME VXLAN A 7L L
THXEIhET,

+ AP H'5 WLC AD CAPWAP RS 74w IO TV —L A TBEILET,

WLC H5 AP ADILFEAMBED CAPWAP RS 7 4 v &R 14 ICRULET,
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X 14. WLC iS5 AP ADILRAM®D CAPWAP M5 74w Y

P 182.166.1.5

me
qb | ooo0o |
r

BGP sessio

FE

Access point
172.16.18.192
cAPH TRy ME, A—N—=LAD—ELLT, AV FO=ILTL—VICEEFEINTWET,

e R—F—IF. APOO—AHILEID AR—REJv bO—-ILT7L—vhS55O—/NILI—FTa VT T—TIICTY
AR—bk U, APJL—BFZLISPY Y /Xy v aIT v MNJICAVR—bMLET,

e IR—F —IFNER AL ICO—HILAPEID AR—ZXZ TP RNYALXLET,

e R—%—IF., WLC "5 CAPWAP \T vy h&Z{ETBHE, LISPILY I T v THiThh, 574 v 2Id VXLAN
H7EItE2ERAUTEEISREENET,

*« WLC /'S AP AD CAPWAP RS 7 4 v I A—/I\—L 1 THEILET,

Y
() APHS WLCEFT®D CAPWAP 574 v NRICDVWTEHHALTEF Uz, APHSHREShI-tDYA T
DS T4 v IICBRIU/IADERAIN. DHCP. DNS B EDTO—NIL IL—F 1 >4 T—7 )L TEEHDSE

TICEFINFT,

Cisco DNA Center Z{EFH L 7= SD-Access 7/ VL XDty b7 v

CDIETIL. Cisco DNA Center Z{#HH L T SD-Access TTA VL AEBEERET RO DRATYTINNA ATy THAR
IR U X F, Cisco DNA Center Tld, SD-Access ¥V a1—avoBEHL. RUY—, LTV a753VR%E—T

EETEIET,
SD-Access 71 VL RAZTYy N7y TI 5 DFHREMHD 1 DE LT, Cisco DNA Center i1 Y A b—JLEZhTLY
ZNENHDEY, 74 VYLALAN O hO—SF (WLC) (. Cisco DNA Center THR— NI TWBAM A= &
EBHITAIVAR=ILTDNELNHDET,
BBOEOD—y70—¢EX =3y M, Cisco DNA Center 1.3.3 DEHD T,
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Identity Service Engine (ISE) Z4 YA h—JLU. DR EHLTZ4 7Y PAN, PSN, MNT OR)LY F % #(FT Zub
BENHDET, 0EGRIRZYR—M I ETIVICHIGT BICIE. BABDISEEAHA RZSRL TS,
Identity Service Engine (ISE) Tl&. PXGRID LU ERS APl H—EZXARITEINTWEIULELAHD XTI,

SDA DE#MEDH 2V 7 b U 7ICEHT BHERBIEOFHMICOWVNTIE, TEOEMETY N v IV XHA RZSRLT
<y,

SD-Access B A K

Cisco DNA Center DA Y AR —ILE LV 7y 7L —R7AOCRICDOVWTIE. XOVU Y IDFBICHE>TL RS,

Cisco DNA Center 1 Y A —=ILAA R

Cisco 74 VLRALAN O hO—7F (WLC) Z4 VY AM—J)LLTEREL. #VHIREEZTTUET, Aire-0S /(&
Catalyst 9800 75w R 7 A —AICDWVWTIE. UTOFIEZSBL TSN,

Cisco Aire-0OS 8540 A HA K

Cisco Aire-0S 5520 EAHA R

Cisco Catalyst 9800 A H 1 R

Identity Services Engine (ISE) A4 Y X M—JLAA K

9800 #FMAH 7LV L X LAN O hO—7 (EWC)

Catalyst 9k 241 v FICHHAFIAHFTA VL RAY MO—FZ AV AM=ILT B DFHRFEHD 1| D& LT, netconf A
BRICHES>TWBHENH D FJ, Cisco DNA Center [£7 /N1 X T netconf ZBRMIC U F 9, netconf |, Cisco DNA
Center NTNA RICEREZ7OEY 3 ZV T T 2HICFERTZAHED 1 DT,

BIFDIETIE. Cisco DNA Center Z A U T netconf ZBXIC LR WNGEIC. Catalyst 9k X4 F T netconf = FEIT
BEMCTBHICHERFNEICDOWNTERBL X T, Cisco DNA Center TT/\A X [C netconf Z 7OEY 3=V 59 3I(C
. T4 Z2ANDTOEZRFCOTA VERD 1 DE LT netconf HMEBREIN TS EZHRELEFT, T4 VLR
Ny T—=9%A VA R=)LFBICIE. Catalyst R4 Y FEA VYV AM—=)LE—RTERITIZIRENHDET, 71T7L
AN T=IDN=aviE,. RAvFYIT T3y T x—ATRITESN TS CiscoIOS-XED/N—I 3V ERL
THHI2VLENHDET,

Catalyst 9k 241 v FH' 16.11.1c TERITSNTWBIHFEE. 9800-SW /Ny T —JERAL/N—TY 3y (16.11.1) THZINE
BHDET, T4VLANYyT—=IZBYICA VA M—=ILT BICIE. XA v F T DNA-Advantage 71 Y AN 7D
FATICBS>TVWBRENHDET, Thidshowversion ANV RTHRETEET., 7774 7 TRVNVERIE. EF
DAY RAR Y REFERLU TR E 7774 7L TEX T,

Catalyst Ok 77 IVDTAVLRANYyT—IDY T I x7E Ciscocom DALY FUITRET7IVICHDET,

AA=JEFFRI ) —RELTHI/HSNTHED. SDAEBEINY v I RZNUTHAIV Y —ROBBTA A—Y
ZRSTEET.
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-3-3-0/install_guide/2ndGen/b_cisco_dna_center_install_guide_1_3_3_0_2ndGen.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-3-3-0/install_guide/2ndGen/b_cisco_dna_center_install_guide_1_3_3_0_2ndGen.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/8540-WLC-DG/b_Cisco-8540-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/8540-WLC-DG/b_Cisco-8540-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/install_guide/b_ise_InstallationGuide26.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/install_guide/b_ise_InstallationGuide26.html

Software Download I0S XE 17.1.1s
Cisco Catalyst 9800 Embedded 10S XE 16.12.2t, 10S XE 16.12.2t,

— Wireless on C9300, C9400, C9500 IOS XE 16.12.1s,
[Downloads Home / Switches | C LAN Switches - Access | Catalyst 9300 Seres SWItches | Catalyst 9300-245-A Switch Ser’leS SWITCh IOS XE ‘I 6-1 1 . ‘l c lOS XE 1 6'1 2 15
I0S XE 16.11.1¢

EWC [$IRTE. SD-Access BRI TOH T R—KINTULET, Cisco DNA Center |&. Catalyst %k 21 v FTDTA YL
ANy T—=In7OEIYaZvIEA VA MN=ILICERSNET,

ATv 71 DNA-Advantage 74 TV AR BHICKE>TVWD I E=ERBLET,

Switch#show version | b Technology

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage
dna-advantage Subscription dna-advantage

AT 72 Catalyst 24 Y F T netconf ZFENTHIIICLE T,

Switch# netconf-yang -> NETCONF/YANG # 4 O0—/VLICEMICLE S, FHALICRAK 0O WHhhBZEAHDET,
Switch# aaa new-model
Switch# authorization exec default local -> NETCONF-SSH i & edit-config IR{EICIHNE

Switch#show netconf-yang status

netconf-yang: enabled -> netconf X 7—4 X

netconf-yang ssh port: 830-> Cisco DNA Center 57/ R ICIE#xT 2= DHKR— b
netconf-yang candidate-datastore: disabled

ATY T3 FTNAZADPREBEShT7 77Uy ZICBME NS, Catalyst 9k XA Y F T 9800-SW ZHMICT 2 NE
AHDFET, 7T4VLAOY NO—S#EEEFMICTBICIE. TNARET VY I LTTFNA RDFMAR—V =H=
F9, SHAR—VU T, BEZBITNARATHR—FEN TV SEELZERTEET, Y R—FSNTWSBHEED 1 D

[C [Embedded Wireless] h’p D £ 9, X574 KIN—2BEL ATV avEEIICLET,
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Devices v | Fabric Services

Al Fabrics » colarado
Fabric-Enabled Sites e colrado

=Q, Find Hierarchy () Fabric Infrastructure

v &) colrado ‘ (i) 2 davicete) inhis st ars ot com,

~ ®calarado &

(ctete) L

9300-BRsand.com

Click on the device to
e

open the details tab)
UL UL

9300-BR.sand.com (9.201.201.13)

= @ Reachable Uptime: T minutes

B} Run Commands o View 360 Last updated: 1:15 PM

Remove From Fabric

Fabric

@ Etige Note
Border Node  Gonfigure Details

@ Control Plane

Capability

|® Embedded Wireless  Canfigure |
® Rendezvaus Point Disabled (@

ulule

Reboot

2 Refresi]

Cancel

ATy T4 HHHMAFTAVL AEZEMUIES., ROT7OEXTIE. Cisco DNA Center ® SWIM £ 21— )L %fF
BUTT/INA RIT9800-SW A A= %A VYiR—RMLZET., [OK]Z27 YUy LT SWIM 7OER%ZXITLUE T,

A

Warning

QB00-5W image Is necessary for
turning on the capability.
Click " OK" to import the 2800-5W
image manually.

18




ATYT5 AAXA—IDBHERELET. PV T4 TATavEBHICLT [Import] 20 Vv I LET,

9300-BR.sand.com

a Download Image
Select an image from computer

Choose File | CO200-8Ww-i0s..2.07.5PAbIn

oRr

Enter image URL

| ¥ Activate image after import

l Import l

Cancel

2 Manage Scope

3 Advanced

4 Summary

Back

9300-BR.sand.com

o Download Image

Image imported successtully

2 Manage Scope

3 Achvancer

4

Sumrmary

C8800 Image activated successfully

Cancel

|’ Back |

AT9T6 ARA—IDBTNARICAVYR—bENTTIT4TICB oD, TNARTE>TEERSZ DY b2

BRUEY.
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9300-BR.sand.com X

@ Download Image e Manage Scope 3 Advanced 4 Summary

=g Find Hisrarchy

~ & [] Global (2)
~ &[] colarado (2)
= BGL11 {3)
£ [V F1
£ [/ F3

Cancel | Back ]

27w 77 CiscoDNA Center IC, T/NA RICTAOEY 3=y I 3N SSIDEBEREDEREDMELNRREINET,

9300-BR.sand.com ~
@ Download Image @ hManage Scope @ Advanced o Summmary
SYETEM DETAILS
Device Name: 9300-BR.sand.com
Flatform Id: CAZ00-45UXM, CI300-2410X
Device IP: 9.201.201.13
Device Location: BGL1
BRIDE
MNarne: sand-site2-1x (sand-denver-profile)
Type: Enterprise
Security: wpaZ_enterprise
Admin status: Enabled
Broadcast: _ Enabled i
Cancel Back | ||

20



AFYv T8 HAAFTAVLRZEMULIES, 777Uy IBEERELET,

Modify Fabric Domain

When

s
Mo L Later

Cancel | Apply

7277V IFRAP ET 7T )y I ITwyIELTD Catalyst 4500E

SD-Access 777Uy OQB 777Uy oIy (FE) &L TO Catalyst 4500E THER S . AP A EEEHKRINTNS
BEIE. BIBEBIVETT, 777Uy IR TATYLR (FEW) 2FEAT L. YRADTZ VARSIV ME
ZNZENDT7 77Uy I Ty IAD VXLAN bV RILZER L E T, Catalyst 4500E T VXLAN bV R)LZHR—bT
3ICE. A1y FEA VAN =ILE—RTEFTZIVLELNHDET, RAVYFLEDR—=F—H—KRlE. 70XV
KILDSD VXLANANY T—Dh 7L 2 BRL X T,

Catalyst 4500E THR—F SN TWBHERBI Y-, Z—N—NAHPEV 21—, BLTFAMVH—RIZDWTIE,
SDA Bt i1 RSB L T EE L,

LI 1 DODOEEREEFIEIL. 7I7EARAI VN (AP) ZHR—PFEIhTWE AV H—RICEEERTES—H
T, ZYTANY—ALZBEDD T 7TV IICEHTBHDICA—IN—NAYEI 12— I)LOR— N2 FEHTEZNEH
HBETT,

R——H—RKDBTSY N T A—ATEMCHE>TVNEIES I ZIEET BICIE. show module CLI ZFERAL TL 2
=YAN
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4503-02#show module
Chassis Type : WS-C4503-E

Power consumed by backplane : 0 Watts
Mod Ports Card Type Model Serial No.
———tm———- o o fom -
1 12 Sup 8-E 10GE (SFP+), 1000BaseX (SFP) WS-X45-SUP8-E CAT1947LOLU
2 12 10GE SFP+ WS-X4712-SFP+E CAT1849L2F2
3 48 100/1000/2500/5000/10GBaseT UPOE E Ser WS-X4748-12X48U+E CAT1925L9E3
M MAC addresses Hw Fw Sw Status
B oo Fom e Fom—
1 a89d.21d7.70c0 to a89d.21d7.70cb 1.3 15.1(1r)SGl7 03.11.00.E Ok
2 T74a0.2fa2.eec8 to 74a0.2fa2.eed3 2.0 Ok
3 78ba.f9%9a0.9270 to 78ba.f9%9a0.929f 1.0 0.0 Ok
Mod Submodule Model Serial No. Hw Status
it tom e Fom - Fom
1 Daughter Card WS-UA-SUPSE CAT1948LG9Z 1.1 Ok

Mod LinecardMode
____+ _____________________________________________________________________
3 1

4503-024#

SD-Access WLC P 5 —L 1474 AAHINY

Cisco DNA Center [CAY A VS 3HIIC, SERDT IO E2KH/IN—IavIlT7yTIL—RLTLEZL,

FIE

ATFYvT1 AVAM—IILBEICEDYT/BEIP 7RLREOT A VIEEHEERL T, Cisco DNA Center (C O
g4 ULET,
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]
cisco

.
Cisco DNA Center —

The bridge to possible i =

| i—y

| iy

= Username* E
} : Password* -
i ==y
= ==
= =

L

AFv 2 OF4 1. CiscoDNA Center 7V T A VIR—INREREINET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

Welcome, admin

Get Started Take a Tour Learn More

In a few simple steps, discover your devices to begin your Cisco DNA Center journey!

Assurance Summary

Health @ Critical Issues
Heaithy as of Jan 28, 2020 1 ! Last 24 Hou
Network Devices Wireless Clients Wired Clients P1 P2
View Details View Details
Network Snapshot
Network Devices Application Policies
As of Jan 28, 2020 11:46 AM As of Jan 28, 2020 11:46 AM
Unclaimed: 0 Successful Deploys: 0
Y Fain} P

Cisco DNA Center A\ ISE DB/

SGTOY U YO—RELUEFHULWARY O—DERICIE. Cisco DNA Center BNZ&2 2 |C ISE EBETZ2MENH DO E T,
ISE % —/\ & Cisco DNA Center (& pxGrid & REST APl H—E 22 FHA L TIEREHLE T,
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Cisco DNA Center |C ISE Z1BIN19 2D (3IEFE [CFGE T, Cisco DNA Center T, 'R—AXR—IDHLBICH S T

H] YViRILZS Y v LT [System Settings] [CFBEIL X9,

Ge -earn More
System Settings

Audit Logs

& admin

Sign Out

[System Settings] ~X—3/ T, [Authentication and Policy Servers] 27 J w2 L, [Add] 22 Vv I LTHLWH—/)\%ZE

muxE9,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

System 360 Software Updates Settings Data Platform Users Backup & Restore

=

Authentication and Policy Servers
Account Lockout . . 3 .
Use this page to specify the servers that authenticate Cisco DNA Center users. ISE servers can also supply policy and user information
Anonymize Data
Authentication and Policy Servers
Certificate
Cisco Credentials
1P Address Protacol

CMX Servers

No matching records foun
Debugging Logs lo matching records found
Device Controllability
Device EULA Acceptance
Email Configuration
Events and Subscription
High Availability
Integration Settings

Integrity Verification

IP Address Manager

Status

ISEE8ZEANLET (BNTIC [Cisco ISE server] R0 v F&YIDEZZXT) .
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Add AAA/ISE server

Server IP Address*

10.195.180.131

L2
Cisco ISE server
(o @I
Usemame®
admin
Password
......... @
FQDMN*

prabhjit-ise.cisco.com

Subscriber Name* @

dnac-133

SSH Key

Virtual IP Address(es) @

© View Advanced Settings

HEWBIE, RYNT—ITFNA R (RAYFBELVWLC) TERAENZNATL—XE2FETDZHDT, XY b
7—0 79X TINA4 R (NAD) DERKFIC ISE TRRESINE T, CiscoDNA Center ICL D, Xy b T—=UF)\A
A _E®D RADIUS H#—/\FRE & ISE H—/X\ LD NAD fFREHN B hFET, I—HFRE/NXT—RIE, ISEVFRY
DEBEOJ A VIEHRTI ., ISEDFQDN ((RAME+ RASVR) #AALET.

GE) BBEOY A VIERN WebGUIL & SSH 77 A TRILTH B L 2HELET,

SHDBEATIE, Cisco DNA Center [ DNS %> T FQDN Z1RSEUFBA D, CDLHIT ISE H—/INDELZ E—HT
EZUNENBDET, YT RITANDERIZEBMTEIEETNBNTLEEL, ZhiE. pxGrid OY 1 ViEHR%EHE
N9 BHICEETY (CDLARIE. ISE LOBFEOI—HRE—BITZIZVERIHDFEA) .
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lnil
asca

Home

» Policy

% Deployment

oo PAN Failover

General Settings

Profiling Configuration

~ Administration

Role STANDALONE

v Administration

V| w Monitoring

Fi
Hosthame ise-sand
|FQDN ise-sand.cisco.com |
IP Address 9.1.0.20
MNode Type Identity Services Engine (ISE)

Make Primary

ISEZ 5 X9®FQDN £2Hi53 5IClE. 7

DFRAIDIRAMR

m b Identity Management b Metwork Resources b Device Portal Management  pxGrid Services  » Feed Serice  » Threat Cof 5 ,r 7 |J PAN 0) Web GUI ‘: D 7‘4 \/ L/\ ;k
Deployment  Licensing » Certificates » Logging » Maintenance  Upgrade » Backup & Restore » Admin Access » Settings
N -
DUVIICBELETY.
Deployment | Depioyiment Hodes List > ise-sand L. .
> > >
T Iz [Administration] > [System] > [Deployment]

ISE [C## L. [Administration]. [pxGrid Services] DBICBENL T, T XY T4 /N dnac-133 2 &KFEIT B & T

Cisco DNAC O pxGrid ##i# &ZE L X9,

|dentity Services Engine

Home  » ContextVisiilty  » Operaions  » Policy » Work Centers @  License Waming &
» System b Identity Management b Network Resources  » Device Portal Management | pxGrid Services | » Feed Service  » Threat Centric NAC )
Click here to do wireless setup and visibility setup Do not show this again.
AllClients ~ Web Clients ~ Capabilies  Livelog  Seffings  Cerlificales  Permissions
WJEnsble @Dissble @approve @ Group W Decine  @palete + | GRefresh | Total Pending Approvai(n) v Tselecieditem 1-80f8 Show 25 +| perpage Page |! ~|
O Client Name: Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-admin-prabhiit-ise Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal Certificate View
O » ise-pubsub-prabhjit-ise Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
O » ise-pubsubsise-vm-1 Capabilities(0 Pub, 0 Sub) Cnline (XMPP) Internal Certificate View
O » isefanoutisevm-1 Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
[ » ise-bridge-prabhjit-ise Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal Certificate View
[ » ise-fanout-prabhiit-ise Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal Certificate View
[0 » ise-mnt-prabhijit-ise Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal Certificate View
> dnac-133 (Capabilities(0 Pub, 0 Sub) Pending Certificate View
. - — =
Cisco DNAC TISEDRT—% R%ZHRBLET,
Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM ]
System 360 Software L Settings. Data Platform Users Backup & Restore
s Authentication and Policy Servers
Account Lockout
Use this page to specify the servers that authenticate Cisco DNA Center users. ISE servers can also supply policy and user information.
Anonymize Data
Last updated: 4:37 PM Refresh Export @ Add
Authentication and Policy Servers
Certificate
Cisca Credentials
IP Address Protocol Type Status
CMX Servers
Debugging Logs O 10.185.180.131 RADIUS IsE ACTIVE
Device Controllability
Device EULA Acceptance
Email Configuration
Events and Subscription

SD-Access WLC T4 A HJ/\V

Cisco DNA Center D7 4 XA/\1 Y —)LI&. Cisco Discovery Protocol £7z(Z 1P 7 R L REH THED 7 VT —L 1T
NA RZRET BIEEICERALET., CITOEREMNEF. BRRXYMNT—IDITICHREHENTWVWSEIETT,
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Fl&

2Fyv7T1

[Discovery] ZiEIRU TT /N1 XA ZMH L. Cisco DNA Center D 7Ot XA ZFBALE T,

Cisco DNAC D/R—ANX— T, [Tools] > [Discovery] £ T FICAVAO—=ILT2h. GLICHS

DESIGN

Cisco Dt

R LA L B RN

Assurance Health

Assurance lssues

Tools

POLICY

PROVISION ASSURANCE

Use proactive monitoring and insights from the network, devices, and applications to
predict problems faster and ensure that policy and configuration changes achieve the
business intent and the user experience you want

7N
(&)
=/
Discove

1]

S o
£ o
o

PLATFORM

R AT RS R

Use DNA Center Platform, to programmatically access your network through Intent APIs,
integrate with your preferred IT systems to create end-to-end solutions and add support for

multi-vendor devices.

Third Party Integrations

=g®)
M

Discovery

Topology
Command Runner
License Manager
Template Editor
Security Advisories
Network Telemetry

Data and Reports

2]

Yata and Reparts

BRESINET/INA ADBE% R T E % [Discovery Dashboard] NZRREINE T, [Add Discovery] &7 U v o7 LTEL

WiRHZRIBL X

Cisco DNA

Discovery Dashboard

Discovery Type

0

Device Controllability is Enablec

Discovery

Inventory Overview

Discover devices to view data

Discovery Status

O

3
ceooe

Latest Discovery

vVICES tO view

Discover de

Recent 10 Discoveries

Discover devices to view

data

data
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ATFwT2
DRBBLVIETELTANLET,

BmHEZEANL. BREY 1 7EUT [Range] ZiBIRL. RYMNT—IDWLC DEEIP 7 KL X% &H

Cisco DNA Center Discovery

o ®  nNew Discovery

ries Added. Fill out the

C
wLc

RY form and start

~ IP Address/Range *
Discovery Type @

cop +) IP Address/Range LLDP

From @ o @
192.168.1.10 - 192.168.1.10

Preferred Management IP Address )

® None () Use Loopback

v Credentials *

© At least one CLI credential and one SNMP credential are required

B GLOBAL Task-specific

CL SNMPv2¢ Reac

Device Controllability is Enabled. Config changes will be made on network devices during
discovery/inventory or when device is associated to a site. Learn More | Disable

© Netconf is mandatory for enabling Wireless Services on Wireless capable devices such as C9800-Switches/Controllers.

« Back to Dashboard

ATYv7T3

[Add Credentials] 22 Vw2 LT, WLCI[C7 VRT3 O074 vigHEBMULET, T/N1 X

@ Simple Network Management Protocol (SNMP) A% 1 Vg (FRAWMD B LVEZIAHR) XD &L

SICANLET,

Cisco DNA Center Discovery
T @  New Discovery
0
WwLC

~ IP Address/Range

Discovery Type @

CDP (@ IP Address/Range LLDP

192.168.1.10 192.168.1.10

Preferred Manages

% None

 Credentials *

one CLI credent

are required

Services on Wireless capable devices such as C9800-Switches/Controllers.

Save a3 global settings

28




Add Credentials Add Credentials

SNMP

SNMP cLi SNMPvze  SNMPVE Lo HTTR(S) NETCONF
e SNMPYA 5(5) TG RTIES
CLI SNMPv2c SNMPV3  oocbermes  HTTPIS) NETCONF

Read Writ Name/Description*

Name/Description®™ pbagga
pbagga

Write Community*

Read Community*

]7\ Save as global settings

|:| Save as global settings

BMHEPICOV A VBERICHUTIEESNZIRTOA T a v EFNICT S L. HRHE iz WLC T Cisco DNA
Center [C&k > TZFDHREMTHONFE T, Cisco DNA Center |F Telnet/SSH #ZEHTT/INA RICAY 14>V L. TINA AT
SNMP & netconf ZBRICUE T, SNMP OFAIRD B LVEZARIT Va7 TV AIERS . netconf (T 1V
LALAN OV hO—3 (WLC) ICRREZ7OEY =V I 92HED 1 DEVLTEREINET. 753V M 74—A
TSSHZBMICTBHEICDOVTIR, T4VLRALAN Oy MO—50AVY 74 Fa2L—Yay A4 RkE8BLTL
k=1 AN

Cisco DNA Center Discovery L

New Discovery

i o SNMPYZe SNMPY3 L SR HTTRLS NETCONF
wie

O Netconf is mandatory for enabling Wireless Services on Wireless capable devices such as C9800-Switches/Controllers

® GLOBAL Task-specific

GLI SNMPv2c Read
) B
(@) v | e | (@D e |

pbagga

{TTP(S) Read {TTP(S) Write
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ATY74

30

[Credentials] 2 ¥ 3 v &#TD fc/=A T. [Advanced] EI ¥V avERELET. 71U v LT [Telnet]
° [SSH] ##RL X9, SSH [E. AIRE-OSR—ZXDTA V¥ L XLAN v +O—7 (WLC) TIEFT
TZAINTEIICE>TWVWET, Catalyst 9800 74 L X LAN O¥ hA—S (WLC) TSSH %2EM
IC93ICE. Ay T74FaLb—ray A4 RESBLTESL,

B TBBICH S [Discover] 27 U v I LET, T4 RANUDRHIRT B E. R—=IICT14 AANVEREE

FHENTREINET,
Cisco DNA Cente Discovery
DEVICE STATUS v History v
1
Devices
2ry Details
None DP Le None
5 second(s) Addr 3 192.168.1.10-192.168.1.10  show 25 T
None Preferre None
Managemenmt® | (© sucoces REACHA
@ w
admin SNMPy2¢ REA pbagge
T pbagga
None HTTP(S) WRITI None

BERIC. 777V Y IICEHRZMDTNARERXY NT—VARATHRELE T, BRT/\1 AHRES
h, ZOEFHBEEOERAICIEREZRENE T,

(%) IITH DT 7TVVIDERTINAR (R=F—/—RETVI/—R) HITICKR
HEINTWSIENFHRESINTWET ., X4 v FICIE Cisco Discovery Protocol 7« X 71/\

DeERT2LzHEDHLET,




Cisco DNA Center Discovery
v @ Devices 5 Reachable Devices | 00h:00m:07s

DEVICE STATUS

Discovery Details

(GF) FIARATAZAANUDPRETETDE, BREHINT/INA AHTFTART Cisco DNA Center DT
A AL RV MY [CRRSNET,

AIRYNITFTVr—=3Yy
FIE

ATFYT1: TIARDT A ZANVE, TNAZR ARV MY FTVT—23vERVTZDOT/INA RERTT S
ICl&. _EHBT [Provision] > [Inventory] DIEICY U v I LET,
A7 w 7 2 [Provision] @ [Inventory] X—/ T, FXTDT/\A XD [Reachability Status] A% [Reachable] (Z. [Last
Inventory Collection Status] A’ [Managed] ICE > TWBHEAH D XY,
GE) BIRDT 4 ZA/NYFeEEKLUIHEEIE. T/80 XD [Managed] ERRIN TS EEZRRELE
T 5B > TVWRWESIF. RICELHICEBIET 20ENHDET,
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& Global

Focus: Inventory

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
—

Devices v Fabric Services

= DEVICES (8)

=Q

REACHABILITY

DEVICE TYPE “ Routers Switches | APs I WLCs
Filter © Add Device Tag Device Actions v (1)

| Device Name ~ IP Address Suppir\‘
Type(l)

] CONTROL-PLANE.cisco.com 3.33.21 Supported

O FE1-9300-03.cisco.com [F 3339 Supported

] FE2-9300-04.cisco.com 33.3.13 Supported

O INT-BOR.cisco.com 3335 Supported

| pb-fusion-router 3.3.3.1 Supported

O WLC-3504 192.168.1.10 Supported

Device Family

Switches and Hubs

Switches and Hubs

Switches and Hubs

Switches and Hubs

Switches and Hubs

Wireless Controller

@ Global

Site

Assign

Assign

Assign

Assign

Assign

Assign

Reachable

Reachability

Reachable

Reachable

Reachable

Reachable

Reachable

Reachable

Unreachable

Last
Sync
Status

Managed

Managed

Managed

Managed

Managed

Managed

Last
Updated

4 hours ago

4 hours ago

an hour ago

4 hours ago

3 hours ago

4 hours ago

Serial
Number

FCW2243E0UD

FCW2248AHLW

FCW2248DHHS

FCW1934C1D8

FDO1735Q0FR

FCW2221MOJT

Take a Tour EE

Last updated: 4:23 PM

Device Series

Cisco Catalyst 9300 Series £
Cisco Catalyst 9300 Series §
Cisco Catalyst 9300 Series §
Cisco Catalyst 3850 Series E
Cisco Catalyst 3650 Series £

Cisco 3500 Series Wireless |

SD-Access DEYE

Cisco DNA Center Design D {E A&

Cisco DNA Center [CIFBBNBRETT7 TV IT—2avdEh>oTED., H5DSBFEOEEFHRD . YEY A M ELVUH
BYY—XAZMBEICEETEET. chid. ERNICHERTEIEEBEATEEINTED. 7/\4X207OEY 3

ZVTRICEBDEMTRAL Y Y —XRZBEEI IRENH D E A,

FIE

ATy 71

32
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Cisco DNA Center DESIGN POLIGY

PROVISION ASSURANCE PLATFORM

Network Hierarchy

Network Settings v

0~

Image Repository ~ Network Profiles  Authentication Template

ite 4] Import

o -
~ & Global
o ¢ Add Area X Greentand
No sites found
ea contains other areas andjor buildings. Buildings
antain floors and floor plans . W
N Kby Russia
San Jose| Canada United
Kingdorm \
Parent T AT Mongolia
3 Itat ekista
Global United Stales. Spain YA Uzbekistan
China Japan
Morocco Iraq Iran
) el Sudan Yemen Ll
i or Philippines
SrilLanka
Colombia Cameroon Malaysia
Kenya
Papua New
Peru. . Brazil fAngota Guinea
Madagascar
Namibia
. Paraguay. 4
Australia B A Australia
Argentina
Nevs Zealand New Zealand
Cisco DNA Center DESIGN POLICY ASSURANCE PLATFORM 0]
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
Q e Add Site ] Import =:q n e =
& Global o
Add Building X
& San Jose
s other 2 "
cantain flo 7
ng Name*
Building 22 Mall Pk
Address @
Alder Drive, Milpitas, California 95035, W,
Latitude® Longitude®
' [
37.4124503 -121.9168115 .
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Cisco DNA Center DESIGN POLICY PROVISION

ASSURANCE PLATFORM
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
=@ Find Hierarc e Add Site 1 Import
.\
v e
& Global o S
I Add Floor X .
~ & San Jose :
e
Building 22 Floor Name FireEye Cisco Systems
Floor3
Parent
2™
T
Type (RF Model) CAO
Cubes And Walled Offices = 1
0(
et
I Floor Image P\d

Drag floor plan here
or

Building 22
Upload file \

sjc22 floor map-page-001.jpg

(Supported formats DXF, DWG , JPG, GIF, PNG) £ Tasman D

Uploaded image aspect ratio determines a
Width/Length ratio: 1:0.6

4
& z
o . & 2
® width (ft) O Length (ft) Height £ =
& ="
@D
100.00 10 z
[=2
| dgo‘ Linear
[ Cancel Add & Technology
g B
5
[ Z
Cisco DNA Center  DESIGN  POLIGY  PROVISION  ASSURANGE  PLATFORM ®
Metwork Hierarchy ~ Network Settings v Image Repository ~ Network Profiles  Authentication Template
= Ege ~ Edit  Data  View Options a
~ & Global o

San Jose / Building 22 / Fioor3 Updated 30 seconds ago. ;
v & San Jose

> ¥ Building 22

BERE

e

[IITE

BER®R

LY NT—U8TE (Network settings)
Cisco DNA Center Tld. [Design] @ [Network Settings] 7 7V T —o a VICHBOUY —AEREZRFTCEZET.,

nickh., PEICETDBRMEETE B/, Cisco DNA Center 2ATHEFEATZEY, DHCP. DNS H—/N\H &L
UCFNA 20714 VIBRIIC CTERSINTVWRUELHDET,
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P 7 — )L DYERL

APEISATZY NG TR Yy MEADIP 7—)L%, DHCP Y —/\DEXY NT—9 PRLYIY VY AFx—AICE>TFEH
THRELFET, F/-. DHCP AT 343 % APIP 7—)LD DHCP H—/NICEEHE L. APZE WLCICERLET, CDAH
141 RKTlE, P7RLAYR—I v (Infoblox) DIEEEFERALARLVZs, Cisco DNA Center TIEZ DF|BIZBEEMLE X
A,

FIE

AZa1—%fERAU. [Design] > [Network Settings] DEICFZE L. [IP Address Pools] Z&ERL X7, [Add] =7
Dy o ULT, 4709 Ry I RzRMEHLWIP T—ILZ2ERLET.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE  PLATF ORM {10]
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
& Global Device Credentials

> & San Jose

wwwwwww




527 L7=5. Cisco DNA Center DT T4 7~ bH KT AP FD [IP Address Pools] 7 7IEXDR—I DL SICHRDET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ®
Network Hierarchy ~ Network Settings v Image Repository  Network Profiles  Authentication Template
=q Network Device Credentials P Address Pools
& Global
& San Jose IP Address Pools (4) Last updated: 4:42 PM
© Add  Actions SUBNET TYPE “ |
Name « Type 1Pv4 Subnet 1Pu6 Subnet Actions

92.168.12.0/24
0% IPs available

Showing 4 of 4

74 ¥ L X sSID DYERK

Flx

AFvT1 [Network Settings] @ [Wireless] ¥ 7% 2 ) v LE Y,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM
—
Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
=63 Network Site ¥ Import
\I + & Global Device Credentials

¥ G IP Address Pools

SP Profiles >

Wireless

SSID DERLIE 2 ERBED 7O R TY, XY NT—UDZA T#FERL., EXaVT45147%ED
YT, FTTAVLRARXRY NT—V%ERBL. RICTAVLA7O7 71 IV ZERETIEEID YT
F9, HILWIOT7 7 ILEERT BIEEIF. COSSIDEZT7O—RFv AMT5H40 MEBMLE
9, 7= 70—%RTT3ICIE. XOFIEESBELTLEIL,

ATYv7T2 IVH—T 74X TAVLZASSID (ZDHITIE MNnternal03] ) T[Add]Z2 Yy L. [Level of
Security] & U T [WPA2 Personal] E2F 2 PIR/INAT7 L —X%BIRU XTI, Fast Transition (802.11r)
(. SSID DERDT7 T —XTRETEXT,
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ATy 73

@
§
3
o
@
s

%) Dual band operation (2.4GHz and 5GHz)
O Dual band operation with band select
O 5GHz only

Level Of Security *

() WPA2 Enterprise () WPA2 Personal O Open

(E) CDHA RDIRTOHITIE, SSID, AT 74, 7—IRBREDLRIISERTY, 1—
HIENBES THEEDLR2IEETEZET.,

[Next] Z7 Vv 7 LET, XLEBEINTWERWNES, Cisco DNA Center TIE7A VL ZA707 74
IWZEER LT SSID I[CEE[FIT 2L 5ICKDENET., COBFEDOTAVLA7O7 71 ILDOERIE
femployee] T3, I TICTAT77MIHHBEEIEF. BEO7O7 71 ILOVWITnHhZRIRTEEX
9., Ry bhT7—=0707 74L& SSID, 777V FREIFEZI7TIVIDIAT. BLUVT
O—RFEFrY RSB EEELET, [Finish) 22Uy I LT7A4VLRTOT7 71L& 4R
LEY.

[Wireless Profile] ©. Z7O7 7 A JLA SD-Access 777UV VAN ESHZEEL. CO7O07 74
JL®D SSID AA7O0—RF v ANEN3EMZEMLEYT, TEEDBITIE. SSID pbagga-internal HiH A
b Sanjose [C¥ Y TENTWET, FH A b (Floor-1) [FERELZHMALET., Y1 FORVIDOXE%:
AL, BREN B3I EHERELET,
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Cisco DI

ork Hierarchy

& Global

% San Jose

ATv74

38

r DESIGN POLICY  PROVISION  ASSURANCE

Network Settings Imag

Create an Enterprise Wireless Net

1) Enterprise Wireless Network

employee

Fabric

SYes ONo
Sites 3 sies

Attach Template(s)

Device Type

Netwark Profiles Ay

i P Addre:

Wireless Profiles.

PLATFORM

n Template Sites

Qos  Wireless

=

ork
& [ Gilobal (1)

&[] San Jose (1)

Buiding 22 (1)

&2 ] Floor3

Device Tag @

TO7 74 %EFRELRES, [Save] T Uy oL, SSIDDAASVYR—JICRDET,

Cisco DNA Center DESIGN

vork Hierarchy

Ne!

=q

& Global

> & San Jose

Network Settings v

POLICY PROVISION ASSURANCE

Image Repository Network Profiles

e Credentials 1P Addre:

Network

Enterprise Wireless

O Network Name (SSID) ~

O pbagga-internal

PLATFORM

Authentication Template

Qos Wireless

Security

wpa2_personal

Showing 1 of 1

Wireless Profiles

employee

Q rdd




ATFYv TS5 ZNT, AN SSID ZEFNTZE T, [Guest Wireless] IC3H B [Add] 74 AV EZY YOI L, AN

SSID #EMU XY,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy Network Settings + mage Repository Network Profiles Authentication Template
:Q Network Device Credentials P Address Pools Qos Wireless

& Global

Create a Guest Wireless Network

& San Jose

Guest Wireless Network 2
Guest-WiFi

SSID STATE
Admin Status: c]
Broadcast SSID: ﬂ

Level Of Security*

% Web Policy () Open

Authentication Server

%) ISE © Web © Web g

Self Registered v Original URL >

27y 7Te JES XN SSID DIHFEERBRIC, SSIDZEXY NT—27O7 74 ILICEBMULET,

Cisco DNA Center DESIGN poLICY PROVISION ASSURANCE PLATFORM
kHierarchy  Metwork Settings v Image Re; uthentication Template SR .
e R Edit Wireless Profile
zq a Wireless
bk Create a Guest Wireless Network
& San Jose
1 ) Guest Wireless Network Wireless Profiles 3 Portal Customization Fiuic
Profiles Sites 3 sites.
sit conflaured ISE wil be unselected automatically
Attach Template(s)
Promie Hame version Graated By

oy Davice

Device Type e Tomplate

Showing 1 ef |

39



ATFwT7

Cisco DNA Center [, R—F I B LV TOT 7 ILERERICISE EDNY IV Iy RIFEEIRMELE
9. ULTFTORIZY—r gy blid,. R—FILDODHRIIA XICERATEZA T3 ubHDx
9, ISEZ{EA LR Web Z25E (CWA) AHR—RShTWET,

Portal Builder

X

> Page Content
v

> Calor
v

Font
v

TYPEFACE

Luckda Sans

HEADER!

28~ Nomal

TITLE TEXT:

14~ Bold

BODY TEXT:

12 v Nommal

FORM LABEL:

Registration Page ~

Login Page
Registration Page . HIGH-TECH
CORPORATION

Registration Success

Success Page

v
Create Account

aF Provide us with some information so we can create
an account for you.
FIRST NAME

v
LAST NAME
EMAIL ADDRESS

v

[Registen] cance

ATFwTs8

[Finish] 27 Vv 2 0LT. AN SSIDBHA 7 —XE2RTULET,

Portals

®

Device Credentials IP Address Pools QoS Wireless
Create a Guest Wireless Network

(1 ) GuestWireless Network (2 ) Wireless Profiles @ Portal Customization
=V,

Portal Name Type Action
GuesPortal Self registered Edit | Delete
Showing 1 of 1

Cancel Previous |

AFwvT9
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. 7OEY 3=V Y7 x—XTERAENET (COHARTER) , 74 VLAR—IETICRY
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s, DNA
CISCO  CENTER

=Q

+ Global
~ Milpitas
San Jose

SantaClara

DESIGN poLICY PROVISION

Wireless Radio Frequency Profile

Y Filter

Profile Name Type 5Ghz Data Rates
HIGH 2.4 GHz 5 GHz 12,18,24,36,48,54

Low 2.4 GHz 5 GHz 6,9,11,12,18,24,36,48,54
TYPICAL 2.4 GHz 5 GHz 6,0,12,18,24,36,48,54

Q Aw

2.4Ghz Data Rates Channel Width

9,12,18,24,36,48,54 20 MH
2,5.5,6,9,11,12,18,24,36,48 54 20 MHz
9,12,18,24,36,48,54 20 MHz

HFHLWTO7 74 ILEERT BICIE. [AddNew] 2T Uy I LET., ROR—IBRREINET,

Create Wi
demo

PROFILE TYPE

o~
Barerd Prof
High
A
Parart Profie

alaem e Ao [
reless RKaaig Fr

24F I SCGHz NV ROBE7OT7 7A4ILICTH LT, DRI IA X/INT A—4 (BIRUHEIEEIR, DCA

F v X)L DOFEM L HD RF 57E) 2BIRLET,

41



Bast ~

TX Power Configuration

SD-Access DR <r—

SD-Access Tld, Xy M T7—2/RY U—I[E. Cisco TrustSec® ICE DL FI—FR—RAKRY Y —TF, REXY NT—2
(VN) (VRF ICHHY) EXT—FTIWTI—T%45 (SGTS) IF. BEBHIBRY N T—URVY—EETAYFT—
VavERBIZEHICERAINET, Y7OLXNILTIE. VN Z2FEHBLT, ayhO—=-IL7L—vETF—59 7L —
VORI A I —TE2RLICHNBETEXT, ChIFXT—F 7L €V AVFT— 32T, BE VRF B~
Z74VIEHFATREDICT7FAT7 I A—ILEBRBLET, VN TlE, SGT 2EFEAHAL T, EF¥aV7ra JIL—T 7
X2 JvbkO—J)L URX M (SGACL) ICEDWVWT, A—HYETAT—FLARUY—EFEEL. Y470 T AV
F—aVERETEET, SD-Access DI ZEIF. CHHABFRETAVLAOMADI—HICYUYTIEEFDEND T
T9,

UETE. 777V v I9AD 2 207NN —TEICR) Y—%EHKL. AV ST bZ2EDHETET, 2 D014
JL—7 Temployees] & Tpci servers] DB T HITP 77 XR35>V > b ldemo access] HMER S N
ia_o

SGT %1 —(ICEID K TSICIE. Identity Services Engine (ISE) HA RTEIAVF—avICDWTEBBLTLE
<Y AN

ISELJAVT—aviHAR

42


https://cs.co/sda-segment-sdg
https://cs.co/sda-segment-sdg

Fl&

2Fyv7T1

[Policy] > [Virtual Network] X—J T, [+] 74 A&7 Uy I LTHFHLW VN ZERLET . RATZE
RUTVNICRT=Z7NIN—TZEDETEY. COFIRIIERETT.

CiSCU DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM @
Group-Based Access Control v IP Based Access Contral v Application v Traffic Copy v Virtual Network
= Create or Modify Virtual Network by selecting Available Scalable Groups. ( Reset |
New Virtual Network e R ‘
DEFAULT_VN (18) loT vManage VPN [ Guest Virtual Network €3
INFRA_VN (0)
Available Scalable Groups Groups in the Virtual Network
=Q Show Unselected ~ =Q
AU BY co DE DS EM PO PC UN
Auditors BYOD Co;:rbam De;f'es\vu ‘Dee”e[\i:p Emz\suye i’;ale_,os( P(il;rsser Unkno
EX GU IN NS PS PU
Qs TS TS
(%) COBETVNICYIL—7 (SGT) %#BMI 2BHAI. AV R—FT4vIEsY 3V THEICK
DEYF, SSID /clF/R— K IC SGT ZEMICEID B TZHEF. T—ILOBEERITZERAL TT
W, CORRTVNICEEFN TS SGT h5BIRTES SGT ZBIRL KT,
AT7Y72  [Save] 2V v LT VN ZERLET,
ERICERENZE, BEADATRBICAYE—IDKRY T7 v TRREINET,
ATFvT3 RIZ. [Policy] > [Group-Based Access Control] > [Access Contracts] DEICZ Uy o LT, AV hcZU %

‘Z:‘a—o

Cisco DNA Center DESIGN PoLICY H
I
Group-Based Access Control v IP Based Acc
Scalable Groups e Create o
Access Contracts
Virtual Net
Policies
loT (3)
Available
=Q

EBMUET, AVEII7hER RT—=F7NWNTIN—THETHASND N ZT7 4 v I Z2ERT 5
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T4V RUDELMEICH S [Add Contract] PA AV E IV VY ILT. ROLSICAVINZIMNIT 49 %H

=2F9., CcofliTid. BEDODR—MFAEEFZ7OMTI (CDIFEIT HITP) OFRI 77V avaE-T

Fdemo access] ZIERLEX U7, BRODIEZ 7V avITFELTLKESIN, ThZzT 74 NDEFRIT Y
VICEBETEXY, [Save] 27 Yy I LT, AVII MEERLET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM {10]

) Migration is complete. Cisco DNA Center will be the policy administration paint, and sereens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change

the administration mode in GBAC Configurations
Group-Based Access Control v IP Based Access Control v Application v Traffic Copy v Virtual Network
Access Contracts (8) Last updated: 5:03 PM Refresh @ Create Access Contrac
Fiter Deploy

O Name = Description Rules Count Deployed Policies

O AllowDHGFDNS Sample contract to allow DHCP and DNS 2 No 0

O AllowiWeb Sample contract to allow access to Web 2 No 1

Deny IP SGACL No
Deny_IP_Log Deny IP with logging No 0
C DenyRemoteServices Sample contract to block Remote Access and telnet services 4 No [}

Create Access Contract

Name™

demo_access Description .

CONTRACT CONTENT (1)
# Action* Application Transport Protocol Source / Destination Port Logging Action
1 Permit http Destination 80

Default Action  Permit Logging

Gz




FLWIAY RSV MHMERIEShETH, FEEBEShTLWEEA,
Ry X%y UL, [Deploy] 27 Uw o LET,

BRI 3ICIE. FTLWIAVY NSO PDFz VY

DESIGN

Cisco DNA Ce

PoOLICY

PROVISION ASSURANCE PLATFORM

‘Om

mode in GBAC Configurations

®

Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisca ISE will be read-only. You can review the policy migration log, and/or change

Group-Based Access Control ~

Access Contracts (9)

Filter Deploy
O Name =

AllowDHCPDNS

" Sync not started

0 & demo_access

IP Based Access Control v

Application v

Description

Sample contract to allow DHCP and DNS

Sample contract to allow access to Web

Traffic Copy ~

Virtual Network

Last updated: 5:07 PM Refresh
Rules Count Deployed
2 Mo
2 No
1 Mo

@ Create Access Contract

Palicies

Cisco DNA Center

DESIGN

POLICY PROVISION ASSURANCE

PLATFORM

° Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE
the administration mode in GBAC Configurations

Group-Based Access Control v

Access Contracts (9)

IP Based Access Control v

Application v

Traffic Copy v

Virtual Network

Group-Based Access Control v

Access Contracts (9)

Filter Deploy
O Name ~
O WDHCPDNS
O AllowWeb
O demo_sceess

IP Based Access Control v

Description

Sample contract to allow DHCP and DNS

Sample contract to allow access to Web

Application v

Traffic Copy v

Virtual Network

Last up

Rules Count

ted: 5:07 PM

" Filter Actions » Deploy
Name = Description Rule|
AllowDHCPDNS Sample contract to allow DHCP and DNS 2
D AllowWeb Sample contract to allow access to Web 2
A  demo_access 1
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM @
—

° Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change
the administration mode in GBAC Configurations

Z Refresh e Create Access Contract
Deployed Policies
Yes 0
Yes 1
Yes 0

GE)

AU U—y Y3y NIBEHRTY, AV EZI7 MNMCBRICRRIZTIT., FED

HAITOVavE

BEhYTTEXY,
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A7v74  BEIC. AVEIUM (RT3 TER) Z2BALTIIN—TR—R 772X RYI—ZFEHL. R
T—=ZT7NTIN—T%20B{FTET, [Policy] > [Group-Based Access Control] > [Policies] IC#Z&1L £ 9,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

° Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Gro
the administration mode in GBAC Configurations

Group-Based Access Control v IP Based Access Control v Application v Traffic

Scalable Groups ~ (9)

Access Contracts

Policies Deploy

ATFYv TS [Policy] IC. EETTERBITEDRT—Z TN ITIN—TZ2ECI NI v I ANKREINET, RT9—F 7))L
T —TDEEDHEI»E DT ([Employees] > [PCI Servers] I8 &) #o Vv oI L%,

Cisco DNA Center  pesien  poLicy PROVISION  ASSURANCE  BLATFO! Create Policy
@ Hiortion s compiete. Gico DNA Genter wilbe he palcy 30m Detau
Enabled
Group-Based Access Control v B c v Application v

co

HAIDRA > T [Change Contract] 27 Vv 7 U, BIOFIETIEM L7 Tdemo access] AV M ZY hZERLET, &
hi&. Employee & PCI Servers BID/RY & —TT,

46



Edit Policy
Change Contract a Create Contract
Filter
Name Description Policies Referencing

® demo_access 0
O Dpenylp Deny IP SGACL 3
&) Deny_IP_Log Deny IP with logging 0
©) dfsfsd dfsndfsdnf 0
(8] Permit IP Permit IP SGACL 1
(@] Permit_IP_Log Permit IP with logging 0
Q AllowWeb Sample contract to allow access to Web 1
O AllowDHCPDNS Sample contract to allow DHCP and DNS 0
O DenyRemoteServices Sample contract to block Remote Access and telnet services 0

Show 10 entries Showing 1 - 9 of 9 1

[Change] & [Save] #27 Uw o LT,

RUY—DIMY Yy I AR=IT,
9,

CORYY—HERSNE L ZHRELET.
RT=ZTNWNIN=T T VR RIY—DER SN & ZHERL
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Cisco DNA Center DESIGN poLicY PROVISION ASSURANGE PLATFORM

o Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE

Group-Based Access Control v IP Based Access Control v Application ~ Traffic Copy v Virtual Network

Policies (6) . Enter full screen

S Filter Deploy £ Refresh
m Permit | Deny Custom Default

<

2

- o

5 S o

b1 S S

3 § O

a ¥ &
Source
Auditors
BYOD .
Contractors —

Employees > demo_access > PCl_Servers

Develovars PCI_Servers > Default Policy > Employees
Development_S
Emplovees .
Faculty

Guests

Network_Servic

PCI_Servers

Point_of_Sale_

Printers

Production_Ser..

(F) LEORIV-—rviavbEHRAOHZEMNELIELDTY, BRULICRAT—57LTIL—TICIECTRY
Y—FERL TS,

SD-Access A—/\—LA1D7OEY 3=y
[Provision)| €73V Tld. XY MNT—IDREZRBICTNARICTYv a2 LET,
FINA R (wLc) o7OEYa=yvy

FIE

ATy 71 My T AZ2—h5 [Provision] ¥ 7&BIRLE T,

WLC ZBIRU., BEH7 2 —XTEREHOY A MMIEEMITT, 7OEYazZy /70t z/EL
Y,
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ATy T2

1EZ7Uy2 LT WLC Z&RUZET, WLC ZBIRU/S. [Actions] A=a2—%7)LF 7> LT [Assign
Device to Site] ZZIRUL. WLC ABHICERESI N TWRIBRICEID MTET, COFIEF. ¥EMICE
BEINTWEYA MIHRTBBHEIR A VICWLC 2B|D Y THLETEETY., COYA NI, BYE
3707, DEDEEEEOHA K THIVNELNHDET,

(F) LRV V—ray MIHRAOHAZBMNELICBDTYT., CEHHED WLC ZBIRL TS W,

DESIGN  POLICY

@ Global B.g E .

eeeeeeeeeeee

Choose a site

=q
- ¢ Global (1)
- & San Jose (1)
- ¥ Building 22 (1)

£ Floor3

GE)

AT—=R7IN AL YFA—=IN—\A4 PRAZEY T« (SSOHA) ZET 3HE. 2&FEBD WLC
. CORFRTRUYA MIEMTZRELNHDET, KRIC. BU [Device Inventory] R—I M5, 75
AYVELTEHRET S WLC &2 Uy L, [HighAvailability] ¥ 7 ICBE#ILEY, 2Tk, 7547
DeEtAVFVOmADIAY NO—ZDEBRS LUTTREEEBERZANIL. [OK] 27Uy I LZE
¥, AvhO—FHrBEHMEIN., LIESLIRIC, 1YRVYRIJAD WLC A 1 DDIHRREIND L
SICBDET, 5% B—DWLC THZHIDLIICTOEY I Z VI TR ENTEET,
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AFv7T3

ATy74

50

X
WLC-3504 (192.168.1.10)
@) @ Reachable Uptime: 209 days 1 hours 55 minutes
& Run Commands o View 360 Last updated: 5:13 PM Refresh
Details Interfaces Wireless Info Mobility
Device Name WLC-3504 ocation Global/San Jose/Building 22/Floor3
Device Type Wireless Controller Reachability Reachable
P Address 192.168.1.10 Uptime 209 days 1 hours 55 minutes
Last Sync Status Managed Role ACCESS
MAC Address 00:bc:60:d:81:00
INVENTORY
Serial Number FCW2221M0JT Resync | 6 hours
Last synced 3 hours ago Series Cisco 3500 Series Wireless LAN Controller
Platform AIR-CT3504-K9
SOFTWARE IMAGES
Software Image Cisco Controller Software Version 8.8.100.0
mage Series - Update Status This image needs to be golden
PROVISION
Provision Status Not Provisioned -
Credential Status Not Provisioned
RN ~ S ..
WLC %4 MMTEBMULES. 20 WLC ZERU T [Provision] 27 J v I LE T,
)
Cisco DESIGN PoOLICY PROVISION ASSURANCE PLATFORM
Devices v b v
" Q Giobal Toke & Tour E‘.v
1 Global recweury ([ |
Unassigned Devices
. g o
% San Jose
= Device Name - ¥ Device Family Site Reachabiliy MAC Address Device Role Image Version Uptime
O F eachap 1:30 DISTREE m
(=] " Rescr A c m
=] . Reser ‘ !
[ P F Resch AC 6 mins
$2168.1.10  Supporied  Wirsless Conirole Bulding 221Fioord Reschabe be 601481 ACCES: &8 208 v .

WLC 2B 9 252 BIRLE T, Syslog/SNMP P NTPREDX Y NT—o 7O7 71 ILTEES
CERENWLCICTyYadhxd,

h




Cisco DNA Center DESIGN POLICY

PROVISION ASSURANCE PLATFORM
——
Provision Devices
o Assign Site Configuration Advanced Configuration Summary
Serial Number Devi

ﬂ%ﬂ Global/San Jose/Bullding 22/Floor3

y &2 A COWLC TEEZINSAPOT—YavEBIRLEYT, FETDIHE. APHEAZINZ7O7 %R
RIBZENEETY, [Next] 22Uy I ULET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
—

Provision Devices

1 Assign Site e Configuration Advanced Configuration Summary

& WLC-3504 i
Serial Number WLG Role
<) Active Main WLC (D) i Managing 1 Primary location(s)

() Guest Anchor i Select Secondary Managed AP Locations

Mobility Group

Name RF Configure Res

& Cisco DNA Center S WLC 7OAEY 3 ZvF0—IREULTT Y 2 3NBETFE (VAT AN, 2
5. A, BLUTHIYFT 4% (AAA) . DHCP, DNS H—/\, SSID $ L UEEY A hDFO—
INILERTE) %#HWERLE T, [Deployl 20 Uw I LET,
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GE) WLCOEIA—RIF, PIVEARSA VY IDAIYEY TSN TOWRHIRICEDVWTEIRSNWET, /& xIE. WLC
A Y REKXEOMIFICTY EVTSNET IV EARA VY M ZEELTWSIBE. DNACICE> Ty adhdHE
d—NKiF Tus, IN] TY, BEaA—REEYICIYvEYYSh, ZOTO70O07EEI—REZEBYH SHBHEAL X,
Cisco DNA Center [IC& 2T WLC IC7Y Y adnBEI—RICDOWTIEE. RORIZV—ray hESBLTLCE

SIAN

Provision Devices

1 ) assignsie 2 ) GCorfiguration 3 ) Advanced Gonfiguration o Summary

MFP Client Protection Optional o

Managed Sites

Primary WLC: Global/colarado/denver/BGL11/F1
Global/colarado/denver/bangalore/F1 {India)

Global/colarado/denver/Japan (Japan)

Global/colarado/denver/Japan/f1 {Japan)

~ Rolling AP Upgrade

Ralling AP Upgrade Disakled

AP Rebaot Percentage 25

AFY76  Cisco DNA Center 2R LT 7 v Y 2 SN BBE (RADIUS H—/\HREER 7 NV V57 1 v THER
TRRERE) [F. WLC TRRTEET. 2 DOWLANAER I TVT, IDIF 17 KDKREL, R
F—H RAFEMICHRESINTVT, Y4 M 1D WLAN ABERITSNTWEYS, RAMAVR—
TAVITERELTSSIDICT—ILZEDYTSHE T, WLAN [FEMREICKD X,
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MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers Apply New...
Auth Called Station ID Type AP MAC Address: 551D v
u
I:I;EE:EE?OF Use AES Key Wrep {Designed for FIPS cust = and requires a key wrap compliznt RADIUS server)
Fallback MAC Delimiter Hyphen v
Framed MTU 1300
Local Net Network Tunnel Server
MAC Filteri a User Management Proxy Index Server Address(Ipv4/IpvG) Port IPSec Admin Status
= Disabled Clients - - 1 *  10.195.180.131 1812 Dis=hled Enabled a

¥ Local EAP
Advanced EAP

¥ Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

¥ Web Auth

»

F TrustSec
Local Policies
¥ Umbrella

b Advanced

NTT] ‘Save Configuration ~ Ping ~ Logout Refresh
alvaln ae n - Bing e
cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs Entries 1 - 2 of 2
Current Filter:  None [Change Filter] [Clear Filter] e el
» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
iz WLAN Internal03_F_2866e Internal03 Disabled [WPAZ][Auth(802.1X)] -]
18 WLAN Guest03_F_450ae Guestd3 Disabled MAC Filtering [-]

Cisco Catalyst 9800 WLC DAYV —> gy b .

-Y8Ud-1¥sh wlan summary
Number of MWLANs: 3

Profile Name Status Security

sand-siteZ_Sanjos_F_c2d2d249 sand-site2-1x DOWN [WPA2IL[802. 1x1[AES]
sand-mac-s_Global _F_183f 26d4 sand-mac-site2 DOKN [open]
sand-nonfa_San jos_NF_584c9d37 sand-nonfabric DOKWN [WPAZ2IL802. 1x JLAES]

() LtoxXUVYV—vayvbhIHRAOHZEMELILDBDTY, CEEDXRXY N T—VICEET BEE (IP
7RLRERR) HWLC TRRESNDDZERTEEXT,

C N T. Cisco DNA Center [dH 4 FHDEZICTTFINA ADHBDI2EHITH DT, 777 Vv sy 7OE
JaZvJEHIRTEZXY,
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777Uy DEH
g

AFYT1  AZa—h5 [Fabric] Z@IRUE T, SD-Access 77 7V v U &ER. BETZLHDHLLR—IH
TRIhET,

ATFv7T2 HFLWZ 77Uy o %ERT %h. [Default LAN Fabric] 27 U v UET, XDOFITIE, SanJose & L
SHLWIZ 77Uy U EERLE UL,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
—
Devices v Fabric Services

SD-Access Fabrics and Transit/Peer Networks

se a Fabric or Transit/Peer Network below to nage, or add a new ite or Transit/Peer Network

Fabrics @

Default LAN Fabric San Jose

SanJose 777U w4 T, [Floor3] &7 Uy LXY,

nnnnnnnn

v Fabric

e A » San Jose
San Jose

il

Floor3

< - SJC_IP_Transit
e e

TROL-PLANE INT-BOR.cisco.com
m

ATFvT3 [Select Devices] #7 U v L., /—RZZ777VyIIEBIMULEYS, TNNARZ 777Uy IITEBMT
5IClE. WLC-3504 %9 U w2 U, [Wireless] A 72 aviRy v &BERULTWLC 27 77V v 73BN
LEY, [Add| 22V v I ULXET,
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM L]
Devices v Fabric Services
\ll Fabrics > Floor3
Fabric-Enabled Sites ﬂ San Jose ] =
=q Fabric Infrastructure Host Onboarding g St
v () Authentication on Extended Node and Critical VLAN features are not yet enabled, Do you want io enable those features? Enable Authentication on Exiended Node and
X sstom
I s a
pb-fusion-router
®
<> «>
+* <>
INT-BOR.cisco.com CONTR...E.cisco.com
>
«* B
WLC-3504 FE2-9...4.cisco.com FE1-9...3.cisco.com &
2
4
@
(
WLC-3504 (192.168.1.10) WLC-3504 (192.168.1.10)
Reachable ptime: 209 days S hour: minutes Reachable Uptime: 209 days 5 hours 7 minute:
« R Re o Ru is , Refr
ot Fabric. L hannel Interfaces eless I Mool Details Fabric Port Channel Interfaces. Wireless info
g abr

[Save] & [Apply] T Uy LTREEZ WLCICT Y al, WLCZ 777UV IICEHET,

pry
pes

-
ph-fusion-router

® ©
-
-
INT-BORciscocom  CONTR...E cisco.com
® ®
- >
«* >

FE2-9.dciscocom  FE1-9..3.cisco.com

Modify Fabric Domain

Now O Later

Cance

)
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ATv7T4  ROBIDESICTNAZD T 77Uy IICEBMENSE. BRTL—DSEICEILET.

(]
"
k2

Fabric Infrastructure

HED
A

l ® O]
T-BOR.ci CONTR.._E cisco.com
® ® ®
. Fe2-9 Eﬂ,wmm E

F) LEORIV—r2zavyhIRAOKAZENELLEHDTY, 777V v 7ICIBERD/—RZRET
EEY,

AP BXURANAYIR—FT 4T

COAARTIE. 777V 0B RKXY N T—=IDITICTAOEY I ZVTINTVWSZENFHREB> TS
. WLC ZEBMU7#&IF. APETAVLRISATYRNEAVYR—T A VI TIUNENHDET, ZDIsh. IP 7
RLR 7F—I)LzBML., 77 7YY IRNTOEEICAP ETA VLA KRANZERHICTZIHNENHDET, SD-
Access [ICIP 7—)L%ZFRFET S &. Cisco DNA Center [T CICRI Y Y/ —RICEHL., RAMNPBEETESLSICHE
VBAA Yy FREA VT —T7 4R (SVI) ZEBHLZET,

¥, IZ—FvAMNT—FD AP IRTOIV Y/ —RICBERAZhETT, RAMPEMO7AOEY 3=V T %1T
HIIT, EDTY I /—RICHO-—IVIHBHRICTESH. Iid SD-Access DA BREETT,

FIE

ATFv7T1 CDEME® _EEB®D [Host Onboarding] #7 U v I LT, APEXUVITFA TV RTFINAADIP T—I)LD
B ERBLET.
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

—
Devices v Fabric Services
Al Fabrics > Floor3
Fabric-Enabled Sites e San Jose
Fabric Infrastructure Host Onboarding
o
> Authentication Template

I £®Floor3 & > Virtual Networks

> Wireless SSID's

> Port Assignment

ATv7T2 [Virtual Networks] T [INFRAVN]Z 27 Vw9 9%E. ZPRLRAT=ILHREBTHDTV 4V RUHHEF
T APDZRLRAT—)LEBERLET, COVNICHUTAP 7OEY 3=y 7 e LAY 2 fhiRIEHE
NI TICAVICESTVWRZEITEFELTLEZL, EB55H AP EZAVR—KRITBHICNVETYT,
[Save] 27 Uw I LET,

Cisco DNA Center ~ DESIGN  POLICY ~ PROVISION  ASSURANGE  PLATFORM
devices Services +\/ al Netwi A YN
be Faprie 5 Edit Virtual Network: INFRA_VN
Fabric-Enabled Sites [ ] San Jose
Fabric Infrastructure AR 3 Reset Export © Add
o Delete Eel
Authentication Temp)
j IP Address Pool « Pool Type Authentication Policy Layer-2 Extension Layer-2 Flooding

L ] & Virtual Networks ]

SIG-AP AP SJIC-AP Enabled Disabled

Wireless SSID's

Port Assignment

LAV 2 HREREDREICEL D, LAV 2LISPZBAMICL. LAV 2VNID ZZ DT —)LICEEERMITHZET, 41—
YRXYBMIL—ALZT777IVY I LEICIVRY—IVRTEETEET, ThiICED, LAV2RAMLYFESHYT
XY M—EZRDOYIaL— D ATBEICBEDET,
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[AP Provision Pool] ZiERI 2 &, INTDIY Y/ —RRA Y FICRENVONBEMNICT vy Va3nhEd, 2Dk
5, AP WE#EEHRINTWSIHEE. XA v FI& Cisco Discovery Protocol Z/T U T AP TH B %50 L. ZTDHR—
Mo ONBEMICERAS . 7—/LICEERMIT SNcBEYR VLAN [CYEBR—MAEID Y TSR ET,

R— K~ IZXF U T [No Authentication] 7> 7L — c ZBIRUZBEICDH. AP AVR—FT 4>~ ®FE TCDPI7ON
TyvadhzxEd,

Cisco DNA Center 1.2x Tld, 777U v I vy (FE) ICEHRSNIET/INA X% AP ELTHRIT B HIcoON
FRHEZhTWELE, 7O TNRNA RAEVRADTIEARAV NELTHEHET D E, BET ZERENZFDHR— K
Ic70EY3Zvyanzxd,

Cisco DNA Center 1.3.x Tld, TNA AZVRAADT7 7 EZARA Y & UTHEBNT 578 Autoconf HMERI N B 7
., R—MCBEYBEREN7OEIY 3 ZVTENET, ROHIE. [No Authentication] E— R ICFRE S hic/R— k&R
LTWEY, 77EARSA U ME, V7O—XRBIAR—MCEHZETEEXT, VO—XARBIAE—RTT7 7 ARSIV
NEaAYR—RTZAEDFFMICONTIE, RDIBETHAL XTI, Autoconf &, T/N1 AREFEFEAL T, R—F
ICEHRSNTVWAI Y RTINS R ZHAILET,

F ¢ Infrastructure Host Onboarding

[Port Assignment] £ 3 T, AP [CEHEINTWVWSR—KNZEEIR L. [Connected Device Type] & LT
[Access Point (AP)] Z#RUL X7,
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Port Assignment
Selected Interfaces (1)

GigabitEthernet1/0/4

Connected Device Type
Access Point(AP) Pe|

CORFAETIE, AP LBV VLAN £33 7Ry MIEID Y TSHh, EESNET—ILASIP7RL A%
BEL. BEDANZIA (F59F7YRTLA. DHCP A7 343, DNSIRE) oLWFhhrzFEARALT
WLC Z#HUET, D%, AP B WLC ICHEHEENE T,

JO0—XRFBREICL D AP AYIR—FT 4V Y

COIETIH, I—YHIO—XRZBEET—REERBLTWS I EERHRE L TWEY., DNAC 1.3.3 D SD-Access 7 7
7TUy &, dotlx DBFEIBUIREE< . RISV VERRE/NM1 /N (MAB) <. 7O—XRFEEEE—RZYH

R—RMLET, TCICHEATEDZ 7 ERRS Y RTHEL dotlx 7Y AY MABERICH>TEST, 777Uy
Iy ITRIATZHOO714 VIERNA7OEY I ZVII3nTWERA, VO—XRPBIATAP EAVYR—KRT B
TeDITER I NS ERBEED 1 DT, Identity Services Engine (ISE) O7O7 74 UV JeENHD XTI,

COTAT77A VY ITHEEICKD, ISERIVRARAYMDID Z#BL. 7OT7 74 VY JRICEYRRIE7TOT 7
1IN EEDYTBIENTEET,

ZO7 74 VY DFEMICOVWTIE, I 2274 R=IDHA RESBLTLIES,
ISE Profiling Design Guide

CiscoDNA Center IC& D, 777UV ITFNARAD7OA7 74 )V IERENEERLENET, 777UV ITINM R
IC7vyasha70Q7 714UV IREDHERICRLET,
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device-sensor filter-list cdp list iseCDP
tlv name device-name

tlv name capabilities-type

tlv name version-type

tlv name platform-type

!

device-sensor filter-list dhep list iseDHCP
option name host-name

option name parameter-request-list
option name class-identifier

!

device-sensor filter-list lldp list iseLLDP
tlv name system-name

tlv name system-description

tlv name system-capabilities

device-sensor filter-spec dhcp include list iseDHCP
device-sensor filter-spec 1ldp include list iseLLDP
device-sensor filter-spec cdp include list iseCDP

device-sensor notify all-changes

CiscoDNA Center IC&k D, 777V I Ty I LTV TL—rABEFLEINET, CDTVTL—MIE. Identity

Services Engine TPV EARA VY IATOT7 74 ) v T7Ini&. BHEEULTGRINZVELNHD T,

template ApAutzTemplate
switchport access vlan 2045
switchport mode access

access-session interface-template sticky timer 10

!

JO—XRFBEED AP A VR—FT 4 v 70—CDWTEHALE T,

ATy 7 1:APH I O—XRFBRAICRES NI 77TV I Ty IDR—MIEHRLET. AP [F dotlx Xy t—

JICKETET, 777UV ITVvIIEMABICTA—=ILINy I ULET,

MAB ZERB L7 7t ARA > N DYIHAEES

hely den tes Engine Home b Corts vy Operstions  EREEIEY

Policy Sets | Profiing  Posture  ClientProwisioning  » Palicy Elernents

Status  Rule Name Conditions

@ wired a8 T normalised Radius-RadiusFlowTyne EQUALS WiredMAB

b \Work Centers

Results

Profiles

= PermitAccess |

Click here to do wireless setup and wisibility setup Do not show this auain

Security Groups

[l uto create security group

Selectfram list

Hits  Actions

T8TZADEDCCHA

TETZEDEDCCIA

May 03, 2020 12:37:21.873 PM (] a 0 an1234

May 03, 2020 1 2:37:21.857 PM a ap1234

May 03, 2020 12:37:21.808 FM [~] a ap1234

May 03, 2020 12:36:28.569 FIM (] A

May 03, 2020 12:35:00.438 P ] a

May 03, 2020 12:34:28.267 PM [~] &

May 03, 2020 12:34:18.444 P [~] a TBTZEDEDCCIA
May 03, 2020 12:34:18.419 P [#] a

May 03, 2020 12:34:18.062 FM & TBTREDEDICCHA

TETZEDEDICTIA

TETLEDEDICCIA

TRTZEDEDICCIA

TRTZEDEDCCAA

TETLEDEDICCIA

TE7250EDICCA

TETZEDEDICTIA

TETZEDEDICCIA

TRTZEDEDCCIA

Cisco-AP-Aironet-42800
Cigco-AP-Aironet-4 800
Clsca-AP-Aronet 4800
Cisco-AP-Aironet-4800

Cisco-AP-Aironet4800

Cisco-AP-Aironet-42800

Default == Dot1x
Default == Dot1x
Default == Dot1x
Default > MAB

Default == MAR

Default == MAB

Default == MAB

Default == Cisco_AP_Profiling
Default == Cisco_AP_Profiling
Default => Cisco_AF_Profiling
Default »» Cisco_AP_Frofiling

Default == Cisco_AP_Profiling

Default == Cisco_AP_Profiling

Default == wired _MAB

Ap_template_return_1

Ap_termplate_return_1

Ap_template_return_1

Ap_template_return_1

Ap_template_return_1

FarmitAccess
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ATv72:MAB ZFERAL TR—BMHEBEI /-5, Identity Services Engine (F TV RRA v h&27O7 744 )V
L. 7O0ARLIVMELTHELET,
ISER777VyIITyINDCOAZRIMBLET., 777V v I Ty INBETOERZBRLET.
INSOFEIR. UTOISEARY Y—OF TRARRINATWET, 777YvIITyIld, RADIUS AU VT4
YINTy hEFERLTTO7 74 YV JEER% Identity Services Engine (TEEL X T,

ISEQRUYI—ty

b et ces Engine Home  » o ciniity v Operations  [RRGEISIN ® Administiation
PolicySets | Profling  Fosture  Client Fravisioning  » Policy Elements
Clickhere to do wireless setup and visibiliy setup Do not show this again
Results
Status  Rule Mame Conditions Profies Security Groups Hits Actions

Search

Auto create security group

* An_template_retum_{ 87
R | Selectfrom list v. =

@  cisco_AP_Profiling b EndPoints LogicalProfile EQUALS Cisco AP

ISEQZ7O7 74UV JER:

~ork Centers

b Metwork Access b GuestAccess b TrustSec  » BYOD v Posture v Device Administration  » PassivelD

Owerdiews  Eutld Sources  Metwaork Devices | Endpoint Classification |bode Config Feeds  » Manoal Scans  » Policy Elements  Profiling Policies  Paolicy Sets » Troubleshoot  Repol

ENDPOINTS @ & O ENDPOINT CATEGORIES @ & O NETWORK DEVICES
Type  Prfile QU OS5 Types dentiny Group Location Type Devize Wanm
misz [5or] wiorkstaton s: [ 505] apple, inc.: [B0%] cisco..., inc: [50%]

locan.. Tion s [ 1]

0 Selected
[+ + i) AN Change Authorization - Clear Threats &%ulnerabilities Export = Import = MO Actions Felease Rejected Fevoke Cerificate
] MAC Address Anomalous B... IP Address Usernarme Hostname Location Endpoint Profile
£3 MAC Address Anomalous Behs IP Address Usermame Hostname Location Endpaint Prafile
TBT2AEDCCTA 9.11.50.202 ap Location = All Lo...  Cisco-AP-Aironet-4200
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777Uy Iy Ik T Identity Services Engine (ISE) IOEESN37O7 74V VI 5—4

il dentity 5 Engine

Home b Con

Wark: Centers

b Metwork Access b GuestAccess b TrustSec BYOD b Posture b Device Administration  » PassivelD

Cwerview  Extid Sources NetwurkDevicesl EndpuintCIassiﬂcatianl Mode Config Feeds  » Manual Scans v Policy Elements  Profiling Po

endpoints TeTZaEDCCIA

78:72:5D:ED:CC:1A Oz #

MAC Address: 7817 2:50:ED:CC1A
Uszernarme: ap

Endpaint Profile: Cisco-AP-Aironet-4800
Current IP Address: 9.11.50.202
Location: Location = All Locations

Applications Aftributes Authentication Threats Wulnerahilities

——
General Attributes

Description

Static Azsignment falze

Endpoint Folicy Cisco-AP-Alronet-4800

Static Group Assignment false

|dentity Group Assignment  Profiled

Other Attribhutes
] W] Cizco Systems, Inc
cdpCachePlatfarm cisco AIR-AP4500-A- K4

dnCacheversi Cisco AP Software, ap3g3-kAws Version: 16.12.2.132 Technical Support: hitp s cisco comitechsupp)
EOpt-Aacheversion 14-2015 by Cisco Systems, Inc.
Cizeo AP Software, ap3g3-kows Version: 16.12.2.132 Technical Suppart; hitp sy cisco.comitechsupp)

e eI e e IEn 8E-2018 by Cisco Systers, Inc. Corrpiled Sun Dec 15 03:23:03 PST 20109 by vipendya

FOCARA Y NORIAZTOT7 74 -
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Authorization Profiles = Ap_template_return_1
Authorization Profile

*Mame |Ap_template_return_1 |

Description |

*Aeeess Te [aCCESS_ACCEPT -]

Metwork Device Profile dids Cigco | w | B

Senice Termplate B

Track Movement [

Passive ldentity Tracking [

¥ Common Tasks
L1 MACSec Policy

[ mEaT

Interface Template ‘ ApbutzTermplate

[T wieb Authentication (Local Web Auth)

v Advanced Attributes Settings

Select an item | 8 |

w Attributes Details

Access Type = ACCESS_ACCEPT
Cisco-av-pair = interface-template-name=2ApaAutzTemplate

ISE COA & K V' EREDHEFRAE :

May 03, 2020 12:37:21.973 PM o a 0 apl234 T8T25D:EDCCA Cisco-AP-Aironet-4800 Default == Dot X Default == Cisco_AP_Profiling Ap_template_return_1
May 03, 2020 12:37:21 857 Ph [~] & apl234 78:72:5D:ED:CCAA Cisco-AP-Aironet- 4800 Default >> Dot Default == Cisco_AP_Frofiling Ap_termplate_return_1
May 03, 2020 12:37:21.908 Pul 4] a apl234 TETZEDEDICCA Clsco-AP-Aironet-4800 Default== Dotlx Default == Ciseo_AP_Proiling

hay 03, 2020 12:35:28.569 PM a a TeT2ZEDEDCCA TeT25D:EDCCA Cisco-AP-Aironet-4800 Default == MAB Default == Cisco_AP_Prafiling Ap_template_return_1
May 03, 2020 12:35:00 498 Put a T8TZ5DEDCCIA T8 TZEDEDCCAA Cisco-AP-Aironet-4800 Default > MAB Default == Cisco_AP_Profiling Ap_template_return_1
May 03, 2020 12:34:29.267 Pul /] Q TET25DED.ICCA

May 03, 2020 12:34:19 444 Pl ﬁ a T8TZ5DEDCCIA T8 TZEDEDCCAA Cisco-AP-Aironet-4800 Default > MAB Default == Cisco_AP_Profiling Ap_template_return_1
May 03, 2020 12:34:19.419 Pul 4] a TET2.5DED.ICCIA

May 03, 2020 12:34:18.062 PM ﬁ Q T87Z5DEDICCIA T8TZEDEDCCA Default=> MAB Default == wirad _MAB Fermiticcass

ATV 73 :MABZFERAUTHRIELIZ AP A, A7 3> 43 ZER U T Cisco Wireless LAN Controller (WLC)
BHRULET, WLCICIE, PV ERARAI Y R Tdotlx T TV AV N EBMICT 2D DOBEERELHDET, 7V EX
RA Y BT dotlx REZBMICT Z2HEDFHMICONTIE. RO URL ZZRULTL LSV, WLC DREREZFMICT
AIClE, wWLCICAY 4 >~ 9 %h, CiscoDNA Center D7 v L —hZFERALET,

AIRE-OS X—ZDTA YL X LAN O hO—FIZH 3 dotlx DEMIL
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/b_802 1x_eap supplicant on_cos_ap.html

Catalyst 9800 74 ¥ L X LAN OY hO—7ZICH1T S dotlx DEHIL :
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl 16 10 _cg/802-1x-support.html
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Catalyst 9800 74 VLA LAN A bO—ZOH Y FIN TV TL—rDRV V=22 3y NERIRLET, DTV
TL—hEEBAZENELELDTY, RBICWUTTYIL—h2ESBZ, TELTESN,

Cisco DNA Center Template Ed

=R e 9800-aap *

» Dnboarding Configuration

i i 9E00-ea
v 8800-template Astions v Edit v P

QE00-aap

Tamplata

# switch -preauthac|

# Cloud DayMN Templates

ATV T4 TFORBARA YV MUY MER, dotix BTV AY MHEICED, ISE TRIEESNET . ABO—IR
EULT.ISERZZ777VYy oIy IDTY7TL—b TApAutzTemplate] Zi1RU, BYIRTYFL—b&ER—KNICED
UTET,

dotlx 7V Ay NBBEWICHE >z AP DYty & ISE TOEREF :

May 03, 2020 12:37.21.973 Po @ a o apt234 TETREDEDICCA Cigco-AP-Aironet-4800 Default== Dot1x Defaull == Cigra_AP_Profiling Ap_template_retum_1
May 03, 2020 12:37.21.957 Pu a apl234 TBT2EDEDICCHA Cigco-AP-Aironet-4800 Default== Dot1 Default == Cigro_AP_Profiling Ap_template_retum_1
May 03, 2020 12:37.21.908 Ph Qa ap1234 T8725DED.CCAA Clsco-AP-Aronet-4800 Default== Dot1 Default == Cisto_AP_Profiling

hiay 03, 2020 12:35:28.569 Ph a TB72:5DEDICCIA TBT2EDEDICCHA Cisco-AP-Aironet- 4800 Default == MAB Default == Cisto_AP_Profiling Ap_template_return_1
hiay 03, 2020 12:35:00.458 Ph a TRT2EDEDCTIA TET2EDEDICCA Cisco-AP-Aironet- 4800 Default == MAB Default == Cisto_AP_Profiling Ap_template_returm_1
May 03, 2020 12:34:29.267 Pyl ] a TET25DED.CCA

May 03, 2020 12:34:18.444 PM ] a T8725DEDCCA ToTZADEDCCA Cisco-AP-Aironet-4800 Default == MAB Default == Cisco_AP_Profiling Ap_template_return_1
May 03, 2020 12:34:19.419 PM a 78:72:5D:ED:CCA

May 03, 2020 12:34:19.052 PM ] a TeT2EDEDCCA T9TZADEDICCA Default == MAB Default == wired _MAB Permithccess

GE) 707740 T = EBERBEETITSICIE, Identity Services Engine T7O7 7457 4 — RE=RHICEH TS
WMWEBHH D XY, EAP-FAST £7-ld PEAP DIFE. 7V EZARASA Y N TERT S0 1 VIEEH% Identity Services
Engine (ISE) THEYTZ2WEMNHD T . EAP-TLS DIFH. AP ICFIREZ Ty V29350 EBLNHDET., 7/ LR
RAYNCEERRZEZ 7Y 293 AEICDOVTIE. RF Y 73D URL #8BLTL IS,

APD7OEY3=VvY

INTAPIFIPZ7RLAZEEL. WLCOBIEIP 7 KL AZZEH L. AP E. WLC [CEHRIhET, 53
A. ThiZAP & WLC ORICIP RN H 2 EZFMHRELTVET (ThIZEREOHEHEHN SN, WLC HEHRI N T
WBEAICIREL., BEIEFTZ7 77V Yy IDINIHDET) . APIE. WLC [CEERSI NS &, Cisco DNA Center D
[Inventory] XR—JI[CRRINZXT,
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Flg

AFvS1 [Provision] > [Devices] > [Inventory] ICR2 &, 777V Yy (D74 VYLZRaAY b O—ZICEMLT

W% AP BRIRESNET,
"c‘\‘sltl:lcl" DNA Center Provision
Device Inventory
Inventory (5) Unassigned Devices
O Device Name Device Type IP Address Site Serial Number
O J
(| fie % 1 a
O 24
I:l =-14
I:l =-14

(F) DRIV =3y NIFBAOAZBERNELIEHDTY ., CEHRADRETIE. D
802.11ac Wave 2 7 7L ARA Y FEFILDIZFELH D XY,

AFy7T2 ROBDELSIT, [Device] —BEHIS 1 DL ED AP %#iEIR L. [Assign Device to Site] ZEIRL X9,

Devices Fabric

Device Inventory

Inventory (7) Unclaimed Devices (1)

" Filter Actions ~

= Déiica Assign Device to Site

rice Type
B Prouleion ied AP
APS00F.8086.7866 Unified AP
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APHAEEESI NS 707 ZFIRL. [Assign| ZT7 Vv I ULET. AP AEFRIN TS WLCH, ZD7
A7 %=28EI5HICTAOEY 3 Z V3N TWSE2BERELET. 7O7PRISEMSINIZE
. B2T. WLCZH5—E7OEY 3=/ L. BEO7O7%ZEMTEZXT,

ccccccccccccccccccccccccccccc

Assign Device to Site

| loor-1/Diegem

IDiegem/Floor-1/Diegem

loor-1/Diegem

AFv7T3 ROBDELSIT, [Device]l —BHIS 1 DU ED AP #FIRLTFAOEY 3=V  UET, £MEIE. [Actions]

A= 3 —H 5 [Provision] ZEIRL X9,

Devices Fabric

Device Inventory

Inventory (7) Unclaimed Devices (1)

" Filter Actions ~

= Deiica Assign Device to Site

rice Type
visio
SNiRY  Provision ied AP
APS00F.8086.7866 Unified AP

707 %FRIBH. £hlE, TTISBIRSNTWSIEA, [Next) ZI U v I ULET,

G¥) AR EZIRTOTINARICTIYEY T T 3ICIE. [Applyto Alll ZIBIRL X T,



ATy T4

ATYT5

AP D RF 7O7 74L& LT [High], [Typical]l, [Low] DWThHEBEIRT Zh. £FLUBIICEES
NEARIIAXZINELOZEERLUE T, TEEDHITIE. [Typicall ZZIRL T [Next] Z7 U v o L

—Cb\i?o

Devices Fabric

Provision Devices

1 Assign Site o Configuration \ S ) Summary

Serial Number Device Name RF Profile

TYPICAL

- Apply to All

[Deployl 20 Uw o 9$%E. AP 7AEY 3 ZVID—BELT.
nNE9., AP IFHEEHL. WLC ICBESMULET.

BEIIRDLSICAPICT Y2 E

AP4001.7A70.6004
Sl AP4001.7A70.6004
FDOW2130B3L2

Mac Address 70:70:80:20:20:00

Device Locatior Fleor-1

RF Profie TYPICAL

Rac pe 2.4GHz/5GHz

iy Widt 20 MHz

GHz/5GHz Data Rates 9,12,18,24,36,48,54/6,9,12,18,24,36,48,54

Ry TP TRRENDDA4YRIT[RunNow] 27 Uw o LET,
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ATv76

ATFwT7

68

Provision Device

(®) Run Now O Schedule Later

AP HBEEEND I ELZEEIT DAY E—IHRRINET, OKZI YV ILET,

sSuccess

After provisioning AP(s) will

you want to continue?

reboot. Do

AP @ [Provision Status] H' [Success] ERINSNET,

] Device Name Device Type IP Address Site Serial Number Uptime 0S Version 0S Image Sync Status Last Provision Provision Status
[0 Apaco1.7a70.6004 Unified AP 172163131 loor-1/Diegem  FDW2130B3L2 2days 20:44:26.110 851100 Not Available Managed Jan 15 2018 14:03:20 Success
[0 APsoor.8086.7866 Unified AP 172163130 loor-1/Diegem  FDW2130B3KR 2days 20:44:26.110 851100 Not Available Managed Jan 15 2018 14:03:20 Success

Gk¥) LtoRZV—rayNIRBOHFZEEMNELIEEDTT., APEADFEMICOWVWTIE, fE
HORETIIERDIEELHDET,

AP 7OEY g Zvy0—1BE

LT, —BBDFEIE WLC IC

TvadndEd,

APTIN—TE IvEVYTEDYA b (FRDFIE3) ORZFIZN T THERESNE T,

1] I (1] I h
CIsco M 3 CONTROLLER. ~ WIRELESS
WLANs WLANs
= v‘ﬂ‘l_“—“: Current Filter: None
¥ Advanced
Aol WLAN ID Type
1 WLAN
17 WLAN
pt:] WLAN
23 WLAN
24 WLAN

[Change Filter] [Clear Filter]

Profile Name

ssid-1
Guest-WiFi_Global_F_c4d14f&7
pbagga-int_Global_F_1Eacealc
pbagga-emp_Glebal_F_31ddd#4d
pbaggal234_Global_F_cBcc58b2

WLAN SSID

ssid-1

Guest-WiFi
pbagga-internal
pbagga-employes-open
pbaggal23d

SECURITY MANAGEMENT COMMANDS

Sawe Configuration

HELP  FEEDBACK

Create New A Go I

Admin Status Security Policies

Diszhlad [WRAZ][Auth(B0Z.1X]]
Diszhlad MAC Filtering
Diszhbled [WPRaZ][Auth(PSK]]
Dizzbled None

Disabled [wPaZ][Auth(PSK)]

Bing  Logout Refresh

Entries 1- 50f 5




TEDOHITIE. AP & WLAN [T D AP FIL—FICE&EFNRTWE T,

Save Configuration  Ping  Logout Refresh

MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs AP Groups Entries 1 -2 of 2 Add Group |
¥ WLANs

WLANs AP Group Hame AP Group Description
¥ Advanced Floor3 TYPICAL 08d44 e

AP Groups

defzult-group

Catalyst 9800 WLC DIZHIE, 7V ELARA VY M3 DDFIHEDLETENET,

YA RNIY A T TITIE. CAPWAP A4 Y —, AP 1—HE., KXAT—REEDAPEETOT7 71 ILDFHEH
BFhTWET,

REZ Y :REZZICIE. BIDYTOSNERF 7O7 74 ILOEBENARETNTVET,
RUVY—=5T :RUI—=5JCIF. WLANBLUORYO—7O774ILDIYEVYITHEFNTLET,
ST DERAEDEEMIC DN TIL, Catalyst 9800 DEREETILZFRAET 2KXD URL 2B L T 2E L,

Understand Catalyst 9800 Wireless Controllers Configuration Model
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TPUOEARA Y NIEIDYETESNEY Y

N mm
cisco

Cisco Catalyst 9800-CL Wireless Controller
161220

Configuraton ™ > Wireless = >  Access Points |

® © 3@ 9

Welcome sand

Laocation* Global/colaradojden Predowr]
Vv All Access Points
Base Radio MAC 7872.5dee.53c0 Predovwr]
Number of AP{s): 1
Ethernet MAD 7872 5ded.cola Next Ret
AP Z Admin - P ~ BaseRadio - AP < Admin Status Boot Ver
AP Name ~ Model Slots  ~  Sratus Address MAC Mode
103 Wers|
sand-4800- AlR-AP4200- AP Mode Local v
site? & A-KS (3 9.11.50.202 7872.5dee.53c0 Local
1 10 ¥ Operation Status Registered Mini 1055
Fabric Status Enabled IP Conf]
e Rados
LED State cAPwAl
. LED Brightness g v
2.4 GHz Radios Level DHEP IR
CleanAir N3l Key Static IP
Dual-Band Radios
RLOC IP 2.201.201.14 Time S|
Country Gantral Plane default-contral-
Narne plane Up Time
LSC Provision Tags Controlig
Palicy PT_denve_BGL11_F »
Site default-site-tag v
RF TYPICAL v

RIS —5 T O -

|Comﬁguration' > Tags & Profiles~ > Tags

Policy Site RF AP

Policy Tag Name
default-policy-tag
PT_denve BGL11_F1_45efe

1 10 v

MNarme* PT_denve_BGL11_F

Description PolicyTagName PT_1

v WLAN-POLICY Maps: 3

4k Changes may result in loss of connectivity for some clients that are associated to APs with t

WLAHN Profile

sand-rmac-s_Global_F_42560677

sand-siteZ_Sanjos_F_7313803e

sand-nonfa_Sanjos_MF_Saecy 152

Policy Profile

sand-mac-s_Global_F_4256d671

sand-site?_Sanjos_F_731380%e

sand-nonfa_Sanjos_MWF_Saec? 152

1 0 ¥
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RF % 7 DFEH -

hboard

77 Monitorinc
=] Monitoring

Administration

Troub ootir

YA b5 T DM :

Configuration

Admini ion

Troubleshooting

Configuration™ > Tags & Profiles~ > Tags

Palicy Site RF

RF Tag Name

TYPICAL

default-rf-tag

1

AR

Edit RF Tag

Marne*

Description

TYPICAL

Enter Description

5 GHz Band RF Profile

2.4 GHz Band RF Profile

[ Typical_Client_Densi »

Typical_Client_Densi »

I Configuration ™ > Tags &% Profiles = » Tagsl

Palicy Site

1

default-site-tag

RF AP

Site Tag Name

Narme*

Description

default-site-tag

default site tag

AP Jdoin Profile

| default-ap-profile

Control Plane Narme

Enable Local Site
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AVR—=FA T 94TV
RIS 94TV ITATVLRARZRY M T—D(CE8MTED LIS, T4 VLRISAT7VRNESSIDICIP 7—)L%
BOYUTEZMHELAHDET,

Flx

AFw 71 Cisco DNA Center DR—AXR—I M5, [Provision] > [Fabric] DIBICEEL £,

CDFITIE. TCalifornia] EVWSERITZ 77V v I ZRELET, 777V y7ICiFgTiIcav b
AO=IL7L—YER—F—DEREINTVWSEBELXT, CDIETIE. 74VLALANOY MO—
SHT777UYIICEBIMUL. 74V LRISATYNTRANDAVYR—F 4 VI EBEWICT 2 A%
ICDWTEREAL T,

Cisco DNA Center DESIGN poLiey ASSURANCIL s oo DNA Center DESIGN PoLICY PROVISION ASSURANCE

—
Devices v Fabric Services

Devices v Fabric Services

PLATFORM

2 2 All Fabrics } california
SD-Access Fabrics and Transit/Ped|raic-ensbied sites @ oma
Choose 3 Fabric of Transit/Peer Metwork below to manage, or add a new item by clicking 'A;
=Q
Fabrics @ v élﬁﬂ
B11
N 2 »
lﬁ c B
Default LAN Fabric @ e
sand-cp.sand.com sand=-br-2

.sand.com

ATFY 72  CiscoDNAC1.33 Tld. FILW VN ZERRLIIBE. 77 7YV Yy ZICFFHTEMT 2EBELAHD X
T, 1.33ICBI1TTREE. MRION—I a3 VICEELTWIRTD VN HBARAMDAVR—FT 1>
IR—ITHERTAREICBDET, RAMDAVR—FT 4 VIR—IT VN ZFHTERNGEEIE. ¥
1 MNDEICHD FE] PA4aAvE7 Uy ILT, 777Uy ZICVNZEBNMULET, /i, KRR
RDAYR—=FT 4 IR=IHSE VNZEMLET., BIMTZHULWINICTZT 7TV Yy IR—5F—h
SRESNIENVYRATLHD LR LET,
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Devices Fabric Services :
M Add Virtual Network
e All Fabrics > colarado
Fabric-Enabled Sites
CO‘radO Selected virtual network(s) will be used in the Fahric.
=q Find Hisrarchy @ Fabric Infrastructure ) Host On
v @ colrado
. Virtual Network «
~ %cmarada o > Authentication Template o vatetwar
— ADD VNs to a fabirc site 0O caweus
Add VN To Site @ '
v Virtual Networks
O DEFAULT_VN
Configure Multicast (@ Select a Virtual Network to assoclate one ¢
O guest

Critical Paal: Not Selected
Delete Site

GCisco DNA Center DESIGN POLICY PROVISION ASSURANCE @

All Fabnl’\gs » colarado

colrado
2 Fabric Infrastructure ) Host Onboarding Show Task Status

~ Mirtual Networks

Select a Virtual Network to associate one or more IP Pool{s) with the selected VN.

Critical Pool: Not Selected &) Add virtusl Network

o

Add Virtual Network

All Fabrice » colarado

colrado

Selectedt virtual network(s) will be used in the Fabric.

) Fabric Infrastructure

Host Onboarding

~ Virtual Networks

O Virual Network »
Select a Virtual Network to associate one or more IP Pool{s) with the selected VN.
O CAMPUS
Critical Paol: Not Selected
O DEFAULT_VN
_
O guest

ATFY T3 REXYNIT—IFHANIEBMULES, 777UV IRADISAT Y MNHBERTSZ VNITIP 7—)L
ZEMITDIUNELAHDET, VN (ROFITlEcorp) 22 Vv oL, ERARELRZ RLAT—ILHIS

TAVLRISAT7VYRDTZRLRAT—ILEERLET,
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BE:.JAVLRAIZFA TV M T=I%2FERT 20BN HZIHRIE. A7 3 [Wireless Pool] ZBRICLE T,

Edit Virtual Network: corp

Actions
P
Authentlcatlon
[l Address Poll
Poal - ¥

Advanced View & Reset [ Export

= Find
Traffic Layer-2
Tvpe Fiooding

23
Edit Virtual Network: corp

< Back

IP Address Pool
lan_pool _f1 {€.10.60.0/24)

Authentication

89 B0_0-coc Scalable Group

Traffic

Data

|:| Layer-2 Flooding I:‘ Critical Pool

[] comman Paol (@ Wireless Pool
Cancel

[Add] 27 Uy LT, 7—IL% VN [CBE&ERITXT, bF
TA49I94TDAT 3> ([Data] £7I& [Voice + Data])
& BRIV ATV MNMIOHEELET, T4V LRIFA
7y MW BEIEEREL. SSID LRILTERITENET,

Cisco DNA Center 1.3 BIfED 77 # )L b TlE, EBEIET—IL
Z74VLRALAN Oy bO—F (WLC) IE7v 229578
IC [Wireless Pool] A 72 a v EBMICT ZRELH D XTI,
Ihld, CiscoWLC IC7OEY 3=y ¥y EnfcL 14T 2VNID
ZERBEILT BTcHDIBETY . [Wireless Pool] A 7 3 v h'E
MB>TVWRBRWT—ILIF, ZhZhDL AT 2VNID T
WLC IC7OEY aZvJEhFEEA.

GE) 7547V bBAIO—BRELTVNID A—NN—5 1 K%
FHYT 258 E. A—/X\—F 4 K F—)L T [Wireless Pool]
ToavhBEMICE o TWS I EZERL TS,

ATvT4 PIRTICERE L= 7 —ILIC, SSID ZB&E[FITE T (WEICIHL T, D SSIDICEMT 2 ITXRTDI <
A7V NCEIDYTENDLSICSCGT ZEEMNITZIEBLTEEY) &

Wiremless 5510's

[ Enable Wireless Multicast

SS5ID
Type Securlt
Name vp v
sand-site1- WRAZ
Enterprise
1% Enterprise

Trafiic

Address Pool
Type

ZQ Find

Scalable Group

Choose Poal

Voice + Data | 9_10_80_0-

corp K] o Assign BGT
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AVR=TAVITTANIS547 Vb
TAKSSIDICEWNT, 2DDRETEZBERTEET (1RIC, TAMRFTDIRTS TS LR EMATJRERRFTOFFMAICD
WTHBALET) .

1. AN 749 PICALIVI—TS5AXTAMCP /—RA2FERALET, YANSSIDIFZ7 77Uy DER
AN VNICEEERIISN, 777Uy AV FT—3y (VNI SGT) 2FAULTTANNS 7490 %R
UL,

2. FANNS 74y 0ERAOFZANIYMO-ILTL—VER—5—%FALET,

MADT—ZICHWT, SSID ZRTET DHIC. VNZTARDENTHDEX—IFTZ2UNELAHDFET, Chic
D, ThHBEYICHESNDZIVNENH S MERI4] VNTH S &% Cisco DNA Center (@I D &ICHED
XY,

[Policy] > [Virtual Networks] DJEICFBEIL. #FL W VN ZERLE T, UTICRT &L SIC. [Guest Virtual Network]
FIvIRYIREAVICL, CORERXY NT—VICBT 2R T—5 7T IL—T%#EBMULEY,

Cisco DNA Center DESIGN PROVISION ASSURANCGE PLATFORM

Group-Based Access Control v IP Based Access Contral v Application v Traffic Copy v Virtual Network

=
e Create or Modify Virtual Network by selecting Available Scalable Groups.
B [ cuasc s naen |
| Gusst virua Nawor |
INFRA_VN (0) wManage VPN
Available Scalable Groups Groups in the Virtual Network
corp (2)
=Q Showe Unselected - =Q
guest (1)
AU BY CA co DE DS EM Gu
Auditors BYOD Cisco_A Contract Develop Develop Employe Guests
B Profli nrs ars menr & s
TS UN (2% we wi we WP
TrustSe Unknow Tlex_weir wired_c wireless wireless wirelss_
©_Devic... n sless orp _corp posture

VN ZH A MBI BICIE. 9547V N AVR—FT AV IDEDRATY T2 Z2LBL TS,

INT, AViR—FT4 Tty TSSIDZRETCEFT, —WBZIYO—IILTL—V /—RICDWTIE.
FElE., fthd SSID DH/RELRAFETT. YANIZAT7 Y MIERBLTWEA VN EZI Yy oL, ERAMEERTZ KL X
T=IDSTAVLRIZFATZVMNDTZRLAT—=ILZEIRLULE Y, [Updatel 27 Uy I LEXT, XOF%ESELT
<&,

[pai Fabries > B11
california

Fabric Infrastructure Host Onboarding Show Task ¢

> Authentication Template
~ Virtual Networks
Select a Virtual Network to associate one or more IP Pool{s) with the selected VM.

Critical Pool: Not Selected eAdd Virtual Network
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Edit Virtual Network: guest Edit Virtual Network: guest
< Back
Basic View G Reset M Export O ~ad
IP Address Pool
guest_pool (8.10.61.0/24)
Actions =Q Find
Authentication
By _s1_0-gu Scalable Group P
] Address Authentlcatlon Pollcy Traffic Scalabls
Pool « Type Group
Traffic
[[] Layer-2 Flooding [] critical Pact
|:| lguest_poo O_10_..guest Drata
[] comman Paol (D) Wireless Pool
Showing 1 of 1

DNAC 1.3 YUPETIE, [Wireless SSID’s]| 753>y TIDIP F—)L%E T4 L X SSID I[CEEERF T B ITIE.
[Wireless Pool]| Fx v IRy IRV VY I FT2MEBENHDET,

KIS, BEODIVY—TSAXSSIDICHULTRATY T4 TITo7=&DIC. X SSID % 7—)LICBEET T T [Save]
#IUy I ULEY,

v Wireless S51D's

[J Enable Wireless Multicast Reset | Save

§8ID Traffu
Nama Type Securlty T;:Jec Address Pool Scalable Group

sand-guest-
1

Guest Web Auth Data Choose Pool Assign 3GT

= |

sand-site1- WPAZ Voice + Data | 9_10_&1_0-guest | Assign 3GT
Enternrice

q Enterprise

TFAMNNZ 74y VERAODR—Y—L A b O-ILTL—VEFERTZEAIF. FYZANayrO—IILTL—Y ER—
=777V IICBMTEZUNEBELNHDET, TINARATZAAVE IV I ULTTINA ADFFAR—I & H &
9,

TEHDIVA4 VRO RYT7ZyvTRERESN, "—F—¢aArbO—-ITL—yOlmAOKEEZERTEET, Fi.
TFAMDEMTHBET—I LI VNHAZZICRRENET, HNEBHIIC Cisco DNA Center (37 7 7'V v 58 TE & WLIE
LTH A SSID #7—JLICEERF. Z207—IL&2T5A N2y bO—ILT7L—YBLUVR—F—-ICTYvEYTL
ia_c

FEITARZFELRAVIMNE, FYAMR—F =402 O-ILTL—VZ2RAUTNA RICERET 2 MRS
N3ETT, TAMKR—FT—HS5DN\YRATZRFFEHIOLRAT. BEEFINEBR AL VYAD/I\NY RA—N—%IT
FHOEZEO7ONINERETCEZET,
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e R sand-csr-2.sand.com (9.1.0.249)

colrado 3] @ Reachable Uptime: 30 days 5 hours 42 minutes

() Fabric Infrastructure
B Run Commands of View 39

® 2 evica(s) in this Site are not comy Details Port Channel Configuration Interfaces

Fabric

Click on the @ Edige Node
node

\ Border Mode
@ Control Plane

Guest Border / Cantrol Plane

ssna-csr 2 senacam

Enable Guest

Select the role(s) you intent to 3ssign

Control Plane [] Border

Routing Protocal

BGP o
(#) AsPLAIN - (T aspoT () ASDOT+

ROULNG AS number/process

65003

Select one guest virwal network
() guest |

ATFYT5 AT Y T 4TSSID % 7—)LICBEM T LIBEIE. WLC T. SSID @ [Admin Status] A% [Enabled] |
BOoTWB I ENERTEET,




il Ciseo Catalyst 9800-CL Wireless Controller # e B edec
B2t

cisco

Configuration™ > Tags & Profiles * > WLANs

) Monitoring Number of WLANs selected : O
'nnﬁgurati on Status v Mame ~ D ~ SSID v Security
0 sand-guest_Sanjos_F_327bb184 17 sand-guest-1 [open],MAC Filtering
iminiztration o sand-site1_Sanjos F_Gel15a102 15 sand-site1-1x [WPAz][502. 1x][AES]
1 10w

(F) LEOWLCORYY—v3avyhIHADHZEMELICBDTY, WLANZEEF2UT 4
(. CERADRETRIERBZGZENHDET,

AFYT6 INT. V747V MNET 7TV IRBDTA VL X SSID ICEFEAIRETT . WLC [CREENL, RS
NEOZ47Y FOFFZRETEET,
[Monitoring] > [Wireless] > [Clients] (CIBEIL £ 7,

sl Cisco Catalyst 9800-CL Wireless Controller Vielcome sand R [ o @
B2t

|Mamtnrmg' > Wireless~ > Clients I

Clisnts Sleeping Clients Excluded Clients

Total Client(s) in the Network: 2
Number of Client(s} selected: O

Client MAGC Address v IPva Address AP Name ~ SSID v WLAN ID v State v Protocol ~ User Name
1c36. bh00. 1704 81060204 sand-3800-site1 sand-site 1-1x 18 Run NMac sand
1c36. bbee. 0S4 9.10.61.200 sand-3800-site 1 sand-guest-1 20 Run 1ac

1 0 -

VATV 777V9 9 AT7—FRESGTHZIH. BEEIN—ILICEDWTISENS WLCICTyadhTWaZ
LEMERTEXT,
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R L
360 View General QOS5 Statistics ATF Statistics Iobility
Clients Sleeping Cliens Excluded Clients -
Client Properties AP Properties Security Infarmation Client St
. deam
Multicast VLAN 0
Server IP 8.1.0.20
Total Client(s) in the Metwork: 2 11v DMS Capable Ho
Number of Client(s) selected: O Q0% Map Capable Mo

Client MAC Address . IPva Address-  IPv6 Address AP Name - SSID Flextcannect Data Saftehing M

1c36. bh00. 1704 W 81060.204 feB0:6de7:cd22:das0i4472  sand-3800-site1 sand-site FIeX GO BaT ALTN eNTICAon A

1c36. bhee. 09k 9.10.61.200 NS sand-3800-site 1 sand-guest) FlexConnect Central Association MiA

1 0 Caontrol plane name default-contral-plane
antenna 0 85300 .eeee -36 dBm
antenna 1 Ssago -36 dBm
E0GRE Mo/Simple client
Type 55 17
Data 11
Fabric

Fabric Status Enabled
RLOC 9.254.254.70
WHID 8210
5GT 16
Assisted Roaming Meighbor List

RILFXv A MDRTE

TAVLATIINFFv ANZENCTSICE. ROICERRY N T TIILFFv AN ZRETIVENHDE
T, KROFIBTHIEIN TS ELSIC, CiscoDNA Center Ik D, MADRENIERICEHICEDET,

)

(£) TAVLATILFFr I NRIEEICHRFTIVENHD T,

RIWFFYAMIPRZ 74y IDNAPICEIET D E, ChoD/N\Ty MEI7O—RFv¥yAMLAT2T7L—AELT
BIRTREINTT. nid. BERNICA S 74 v IDREOVET—IL—F (BREINIXNTOIZ14 7V b
ICENETESLOIC) THEEFESINZIEZEKRL, mEZ7L—LANRBEINGW S, EETIVIavyIAREL.
TL—ALNERLET., Chid. BEENULEIILFFYANNTI 74 v VDERAIGERRIL—T Y MIREEEZ
F9. Wi-FiZBHTIILFFVYRAMNNS 749 IDNT A=YV RAEEFEEERLEIES/HIC. YZAOF AP TTIL
FEPYANTIL—AZIZF v AT L—AICEHRT S VideoStream BEEZFAF L. FHRDMEERRRLE L.
VideoStream (WILFF ¥ A Y— 12X v X MEEE LFE(ENS) (L. Cisco DNA Center 1.3 UIEOTFY L — k%
FEARALTYR=—rINET,
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FIE

[Fabric] > [San Jose] > [Floor 3] TH 4 FDBWEAZ21—%% ') v U, [Configure Multicast] % J v &
LET, chzoVvo9%E 77799 TRILVLFFv AN ZEBRICTBFIEBOD A —9 R)L—

PRRENET,

27Ty T1

Cisco DNA Cente DESIGN POLICY PROVISION ASSURANCE PLATFORM
Devices v Fabric Services
All Fabrics > Floord
~Enabled Site: 2. o
Fabric-Enabled Sites e San Jose
Fabric Infrastructure Host Onboarding

(i) Authentication on Extended Node and Critical VLAN features are not yet enabled, Do you want to enable those features?

¥ loor
> (<2

that reduces traffic by simultaneously delivering a single stream of information to multiple recipients.

Add VN To Site  puni ing is a fwidth nserving

Configure Multicast O
Delete Site

INT-BOR cisco.com CONTR...E.cisco.com

v v

@® ® 0]

WLC-3504 FE2-9...4.cisco.com FE1-9...3.cisco.com

ATv T2 [Enable Multicast] 7—% 7O—T, [Letsdoit] Z7 Uy I UT~NIFFTvAMZRELET,

Configure Multicast

Multicast helps streamline packet distribution without over-loading the network, beneficial
for your network users conducting realtime streaming or conferencing.

T i

[] bon't show this to me ag
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ATYv 73

ATv T4

[Native Multicast] & 7= (& [Headend Multicast] &R U, [Next] 22V v I LET,

Cisco DNA Cente DESIGN  POLIGY  PROVISION  ASSURANGE  PLATFORM

Enabling Multicast

Floor3 DY IILFF v A MNRETHERAT 2RERY hT7—U ZFEIRL.

[Next]| z2 Vv LET,

Cisco DNA Cente DESIGN poLICY PROVISION ASSURANCE PLATFORM
Virtual Networks
Select your virtual networks to use in your multicast setup for Floor3

Nam
] Compus
O ocerautww
=] Guest

] loT

Showing 4 of 4
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ATYv7TS [Multicast Pool mapping] R—I T, YILFFVYANNT T4 v I DXEICHERT S IP 7—ILZEIRL
9., VILFFvAMZBMICTRICE. IRXRTDT7 77UV I /—RTVNCEICIP 7 RL R
BICBDET, Next] ZZ Vv I LTROEI Va3 VICEHRET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

Multicast Pool mapping

Every Fabric node requires an IP Address per VN to enable multicast
Campus

Campus-Multicast-SJC (1.1.1.0)

Guest

IP Pools*

Guest-Multicast-SJC (2.2.2.0)

257y 76 [SSM] E£7z1F [ASM] Zi&IRL T,

Cisco DNA Cente DESIGN POLICY PROVISION ASSURANCE PLATFORM

Select SSM or ASM

ATy T SSM DIZFEIEETILFF vy AN IPEHEZERLET, RERXRYNT7T—0EICIPTIL—TDER%ZE
MmuUT, SMUZXMZEELEY,
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ATvT8

Cisco DNA Center DESIGN POLICY

PROVISION ASSURANCE

SSM

PLATFORM

Configure your SSM list by adding an IP group range for each virtual network.

Campus

Group Range

232.0.0.0

Guest

Group Range

232.0.0.0

€] Exit Al changes savec

Wildcard Mask

0.255.255.255

Wildcard Mask

0.255.255.255

Review

TARTDOVILFFr ANBELZEEL., [Finish) 27Uy ULTVILFFEr ANEZREBEALET,

Cisco DNA C T DESIGN poLicY PROVISION

ASSURANCE PLATFORM

Summary

Review your cast setting

Enabling Multicast

niation  Head-end replication

Virtual Networks

Campus
Guest

Multicast Pool mapping
Campus-Multicast-SJC (1.1.1.0)

Guest-Multicast-5JC (2.2.2.0)
Select SSM or ASM

SSM

232000  0.255.255.255

232000  0.255.255.255

INT, VILFFVvARERET—2770-HI%ETLXET,
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Cisco DESIGN BoLicY PROVISION ASSURANCE PLATFORM

Done! Multicast is initiated successfully!

H

ATv 79

ERI7I7TVIVIAVIZANTIFVICVILFE Y AN EZEBRLE, JILFFv XA M%E SD-

Access TAI VLR AV I ZANZOF v TEMIITEZVNELNHDET, T4 VLATIILFEF+ X+
EEMICTZATVaviE. RAMNDAYR—FT 4V IRXR=IDSSIDREICHDET,

Cisco DNA Center D/R—AXR—IHS5XD LS ICHEILET,

[Provision] > [Fabric] > 7 7 7\ w 244 N > [Host Onboarding] > [Wireless SSID's]

Cisco DNA Center DESIGN POLICY ASSURANCE PLATFORM
—
Devices v Fabric Services
e All Faprics > B11
Fabric-Enabled Sites Camforma
o @ Fabric Infrastructure ) Host Onboarding
~ @ california
> Authentication Template
| == o
> Virtual Networks
v Wirgless 5510's
Enable Wireless Multicast
SSID
Neme Type Securlty
sand-site1- WWPAZ
Enterprise
1% Enterprise

Traffic
Type

Vioice + Data

Show Task St:

Reset

e

ZQ Find

Address Pool Scalablke Group

Chonose Pool

9_10_80_0-corp Assign SGT
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SD-Access 714V L X : NESDLHHA

CDIETIE., SD-Access 74 VL ZAOERMGEEICDWTEAAL. Cisco DNA Center @ A E| THEARI ST
WBDOHL ZERREICIEEETZ S LS5ICLET, CO70—TIE, BEH7x—X%2RT L, EESLv7O0EYa=vy
TI—ADHCEREYHTTVEIEETIRELTVET,

777V IICWLC ZIENN

B15. 777Uy 2T WLC ZE/N

FE1

— SD-Access

@

@)

Fabric WLC

Cisco DNA Center Tld, |RIIICT7 77UV I RAALVICWLC 27OEY 3=V LTHSEMULEY,

1. 7277V IBENWLCICT Yy VadhEzd, WLCIE7 77U v 0B HBLET,. BRLEELI LIE.
777Uy AvbO=I) L= A\DtEF 17 REHEEZWEILTDHIC. WLC TOYV A VIERZERET
352&ETY,

2. WLC |E SD-Access 74 VL AANDSMMAAIEEICHEZD X T,

APEM7 0O—
X 16. AP D¥E# LR

B) Cisco DNA Center

5@

1. EMEFZEI—H(F. Cisco DNA Center N 7—)L% INFRA VN AD AP EF (ZThIZ7—ILEEARD [AP
Provisioning] /Ry V7 ZZF v I F2ILZBKRULET) ICEREULET, Cisco DNA Center (&, AP VLAN & B8:i&E
FYTL—rET777Uy Iy IICERMZ7OEY 3=V LET, Cisco DNA Center 1.3 BAFE T & Autoconf % {#
AU. YUU—X12TlE~¥70%2EHALET.

2. AP BERICEHRESNAVICHED T, FE DT/NA R FIF Cisco Discovery Protocol Z/1UT AP THBZ &%
BRHELU, 7Y 7L—FREZBERAULTRI Y FR—MZIELW VLAN [CEID Y TET,

3. APIZDHCPBATIP ZRLRAZEEBLET., AP . 777V v I ICHEREGE SN ERL] RXAMTY,

Fabric WLC

AP directly connected
: { 000000 |
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(F) Cisco DNA Center 1.3 DB TIE. TNARZ2T7 I ERARA Y NEUTHNT B7-8IC Autoconf KMFERS N E
9. Autoconf (&, 7R— M H'[No Authentication] E— RICERESNTVWDIBEICOHMMERELFT. XA v FR—
RTFYTL—MIRANAYVR—=FT 4 VI DREBFISEIRLET., XORIV—rray bESRBLTLE
AR

Devices Fabric

Diegem --

Select Devices Host Onboarding

Select Authentication template

) Closed Authentication O Easy Connect *! No Authentication () Open Authentication

ZOMORBIAT VL — b 2BIRT 2L, BEEEI—TIE. ADIP T—ILE AP DRAA v FR—MIEHICIYEY
TIBENENHDET, AP FVO—XRBIAR— b TEHR—bEShET, 7—270—-¢FEBIFIAP AVR—FT 4
VIDIETEEINTWVWEY,

17. AP AYR—F 4T

CAPWAP in VXLAN

[C)
Fevievineoss NMRA .‘@
AP EID register RSN

1. 777Uy Ty yTld, AvybO—ILTL—Y/—RKRTAPDIP 7RLANEFINET., ChT. APOY—
aviET7 77V I TREINSLSICBDE L,

2. AP FERDAE (DHCP A7 3> 43, DNS, 597V RTLA) ZFEHLTWLC ICDWTEEL. WLC
ICEHGELET, 777Uy I AP ZO—ANILE—R AP ELTEMLET,

CAPWAP Join

3. WLCIZAPA 777Uy ISt (DFD. Wave2 £/-ld Wave 1 AP) hESh 2ERELET,

4. AP EFIHYR—FENTWBZIES. WLCIECPICAPA 7 77Uy ICEHEINTLRIHAESI M EBVEDLE
9,
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18. RLOC & & U EID 155R D 38 #A

SDA Fabric

Le

; T
£ | AP L2EID register | Fabric WLC

5. CPIERLOCIEHRT WLC ICIELET., DD, APRE 777Uy IZICIEHRESINTED. WLC O AP ISR
777V RELTRRESNSESICHDET,

6. WLCIE. RABM FSYF VT F—HIR—RICAPDL AV 2LISPEFEITVET (ThiICkD, AP TR

Bl EXa2a79547YMELTERENET) . CNIEWLCHS FEANDEERAY F—HIEHROEIEICHEA
Inxd,

X 19. AP @ VXLAN b~ XILDOER

interface Tunnel &— R a— W ,...... . SDA Fabric

: c]
AP EID update

7. WLCICLKCn7AOFxVEFICKHELT, CPIRI777Vy I Ty IIBANLT, WLCHSRELIEAYT—F
ZELET (APTHBZEETRL. APOIP 7RLRA%IBHTZTSY) .

Fabric WLC

8. Z77VUw oIy IRBERELEL., CODUYSATYRNAP THBDIEEZTZHLT, IEESNIZIP 7RL A
D VXLAN f YR AV —T 24 AZEHLET (REL: R4y FRIE I 147V MERZFH#LTWS
1REE) .

9247 AVKR—FT4>7 70—

B 20. FEEEH LUK o —DEUF

Client in FWD
rerrssassananes SD-Access Fabric

- d @

m .’)) D Client MAC register

Fabric WLC

'
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L 95472083777V y I WLAN ICFUTRRREESNE T, WLCIFISENST T4 7> b SGT ZEFL
(WLAN A' 802 1X SREEAICERESI N TS L %FHREELET) . APEIVSATZYRDLAV2VNID LU
SGT TE#HULZXT., WLC ., (APADEHTOCRAPICEES L) BEOAZLL I—KH S AP D RLOC %52
HLTWET,

2. WLC 7Ax VIS4 7VMDLAV215HR%E CPICEHRLET., ChIZLISPEEAYE—ITHD, 75347
VN SGTREDEMEHREELET .

3. CPIXFEICEAUL. FEZVZSA4 7Y MDODMACT7RLRZELAV 28X T—7ILICIEBMU. SGT ICEDUWTISE
hoRU—EZREBELET,

21. DHCP 7 O—

DHCP flow f Pt
| ] . B/J

Fabric WLC

4. US54 7Y A DHCP ERZFIALET,
5. APIFL AV 2VNIEHRZFERALT. ZOEKXK%E VXLAN [CHA7EILILLET,

6 777Uy oI yIlFLAYT 2VNID Z VLAN & VLANA VY —T 1A RNV EYST L. IZ—FvAMNIP %
DHCP Y L—&ULTERALT, A—/N\—LADODHCP ZERELEYT (BR7 77V 00547V NDGFEERRR) .

2. AVR—F 47O ADET

Fabric WLC

7. 9547V MEIDHCPASIP 7PRLRAEZELET,

8. DHCP RX—EVY (R¥T4vIDIFBEARP X/=lFOmMmA) F. 777V I Ty IICEBRAMN FSyEx
VY TF=HIR=ZANDIZA TV EFENVA—-LET, CNT. 7547V AVviR—FT4v5 7OtERIG
ETULEY,
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9947y A0—3vJ 70—
®23. V547 MEROESH

AP2 B
EI— .’)) @/ SD-Access Fabric
v Wrauy FE2 Y
f LT 'C-
-_— San
i Client L2 MAC entry update

E .:)) @/ 6 Fabric WLC

1. 9247YMNIFE2DAP2ICA—SVIJLEYT (R4 Yy FREO—IVY) . AP2 [EWLC IEMULET,

FE1 client update to AP

2. WLCIE. 2547 ME R (SGT, RLOCIP 7 KL R) %#FHALTAP LOERET—7ILZEHLE T,
3. WLCIZ., FE2 DLW RLOC Z{EALTCTCP TLAV 2MACITY MY ZEHLET,

24, Ay kO—JL7L—ViEH

AP2

Client IP, L3 VNI, RLOC IP I . ri :
_I-_ﬂ _’)) SD-Access
N O B ) e~ E Fabric
s @
-
ro AP1 g @
ﬁ -1)) @/ Fabric WLC

FE1
4. CPIFRDLSICEAMULET,

» JFPTJYUYHYIYIFE2 (TO—IVJ5%] DAL YF) IC. VXLAN b XIS BI58EET—T7ILICY
FA4T7 VM MAC ZBMT5EL5ICBAULET.

» JFPJYYHIYIFE (TO—=IVT] DAAYF) IZ. FTA4VLRISGATZVNDI V=V Ty THR
T95L5I0BHMUET,

» 77TV IR=FT—IT. CDIVFA4T7 Y FDORAERLOC ZEFHITDLSICEAMULET,

5. FEZNT 74 v IDZERIC, CPTLAVY3IIVRY (IP7ZRLR) 28FHULET,
FE2 ICEU VLANA VP —T x4 X (Z=Z—FvAMNTF—bDxA) BHBEH, O—IvJFL1V2TT,

SD-Access D714V L A EDERET

BDRD EH D, SD-Access 777V v ITIAVLRAZREAT BICIE. RD2DDFENHD XY,

e Cisco Unified Wireless Network 74 ¥ L X OTT : SD-Access 777U v IIFIP FSVAKR—KEXY NT—9TH
D, 74VLARIE27BA—N—-L 1T,

e SD-Access 741V LR : T4V L AH SD-Access ICFEESh,. 777Uy IDIRTONEEFHTEEYT,
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Cisco Unified Wireless Network 71 ¥ L X OTT

CDGERIE. EERDTA VL AH SD-Access 77TV YT ETHRITEhFET, COE—KRIF, ARERYMTI—U LT
SD-Access ZERPICEE L. RICTAVL AHEZEFEL TWBEEHKAITOBITFIEE UTEETY,

25. Cisco Unified Wireless Network 74 Y7L X OTT

ISE / AD APIC-EM
@@» Egamaailﬁa

a1s Non-Fabric

A WLC
a
L
ot Bl 4
SD-Access @

Fabric
B B X
@ @ @ @ NonAl;aSbric

*« CAPWAP Z{EF 9 BHEREID Cisco Unified Wireless Network 7 —FF oI Fv A bO—-ILFL—vEF—45F
L—yTERIh, WLC THRIELEYT (FRE—K) .
*SD-Access 777UV UIE AP & WLC EDERA V7 TAN TV FrADGERICT EELZEA.

«CUWN 74 YL X OTT |d52 £ % SD-Access NEITT B D AT v T TI,

2ERORMOS LT HREEF LOERBIRZRIN T BRIIC. WLCDEDA VI —T x4 ANMERETNDZDH. &
RERZEFATEDLSICHERAShZ2DONZREICLEL & 5.

WLCAL V5 —T x4 R

EBE 5D SD-Access FAEE— KR TH, SD-Access 7T/ VL REOTTICERASND WLCA VY —T 14 RICDODNWTE
BULZEY,
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26 WLCA VP —T AR

Management Interface

Used to communicate to:
APs: if connected to Fabric, APs are in the overlay
Control Plane node
Other shared services (ex AAA, APIC-EM, CP)

Dynamic interfaces (only for OTT deployments):
Carry wireless client traffic
Need to be mapped to VLANs/subnets

*WLCIE, 777Uy IRy N T=00DT7vT—LAXy 7= (FO—=/NILI—FT4 VT T—TI)) Ik
meEnhZExd,

cTF7TIVVIRYRNT=TICEHRENTNVBS AP IF, A—N—LA XY NT—=TICHBEHRBENET, DX
D, 777V I TVIDR—KMEINTT 7TV Y IRBENSI T EICRDEY., A—/N—LAITR—bZH
L., 75 —LAICHDOR—b2EHRI B EFITEIEA.

cEEA VI T T—RIE, WLC & AP &M CAPWAP Y RO—JLF ¥ RJILE. AAA, Cisco DNA Center 1 & D+
EH—EREDBEICEEFRAINTVWET,

*SD-Access 71 VL XZERALTERLIESS. EBAVY—TJ x4 Ay bO=-IL7L—y /—KREDFES
ICHFERINZET,

+TEAR—bF (RP) @709 T4 7HLUVRYYVINA HAXRTREOEA AN (HA) BEICHERIh. Ry AEE
FlERYNT—BERICY—ALRATRAT—FIZIWBRA Y FA-—N—ZRHLET,

A FIVTAVI—T A RIE. TAVLABA—N—TF Ry TTEAINTWNS, DFEDT77T7VUv I 1Y
T2ANZ9FvH, EHRBUBDRHIC WLC [TRIES NS CAPWAP OV FO—=ILE LV T—FF v XILDIE
BRICTELRVSEOHMERAINET,

cH—EXAR—KMF. BEESD., 7UOMATNY RERICERASINET,

Cisco Unified Wireless Network 74 ¥ L X OTT Xv b 7 — 27 8%5t

FIEBH)IC. Cisco Unified Wireless Network 74 VL X OTT & IFfAITL & DD, COE—RTIFE. AP & WLC BIDiEFR
D CAPWAP FYRILD T 7TV IRYRNT—IANDA—=N—LAELTEITESNET, 2FD, 777U v0IE
CAPWAP D kS RR— KM &RD ET ., Cisco Unified Wireless Network 74 WL R OTT 28 A F HEHIFFIC2DHD
*9,
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L. OTTY Y a—YaviEBITORTY TERBBENHNET., BEREFIITERIVITANT UV F v % SD-
Access 777V v UICBITLU. TA4VLRARYNT—0% [ZOFF] ORETHIFIZVDENHDET, DX
D, BETAVLADVEMET 2 HEEEZFTEA. Chid, BRELUVTI VLR AV ISANI IV F v 2R
FTRIEITFERITARL—=—YaVF—A, BRIXYNT—0DT7 Y TITL—RZFRPITRET DS ETITHEA
HAVIHDNRERERZR>TWBAEELN DD F T, FLEFBRICITF—ANTA VL AR ZHET ZRIICETTER
RID7 77V BHMUIEVWERB->TWSZENERTHSAEEEDHDFT.

z.it TAVYLAOTT 2EBATZ/HDFDEBHELT, BEREIETAIVLADT7 77V y 7ICBITULIELLR
 FRETERVWAREENAH D ET ., Thid. FIAEL TLSKED AP H¥ SD-Access THR— M EhTLWVAEWNE
MAPQMJmum)T%é#\ﬂnmm$74Vbz.wsuL)%%ﬁ?ét@kﬁ%ﬁﬁbmw&cy7h
D7 DIAZEEVNEEL LU TWSAIEEMDLH D ET ., Tld, BICEEHENTAVLAD IZ0XF] DIREE
WL, ZEEZMALKBUVAEELHD T,

FAVR—XVMNDORIVEBRREIEZEREEEZEZTHEL & S,

WLC
27. WLC &t

C Mgmt Interface
192.168. 1 5

““”““”' _____IE,T - .II

EID prefix 10.1.0.0/20 ||-
—" 192.168.1.0/24
WLC Mgmt subnet

K27 ICRT LS. 777V IDNEBIC WLC (FHIETREDIHICERD WLC) Z2EHEIT L2 HRLE
9, WLC (&, CiscoSD-Access V) a—qVDR—F—/—RICEHRIZEHTEET, ZDOHDREI.
R——/—RTEITITOINELNHDET, BF. WLC XY NT—V DR (F—vtrvy—FfldhFmy—

A) ICEHEEINTWSH, WLC 7V EARAIYFTHZIEDEVNWTI 7TV I IyvI/—RICIEERSh
TLWRLWDOHEENTY,

10.1.0.200

WLCEZ7 77Uy I DNMAICRIBT %76, R—F—/—RIFEBA VY —T 1 ATy N (COHITIE
192.168.1.0/24) & APDIP 7—JL (ZDOFITIZ 10.1.0.0/16) FBIDEEATREMZIEM L. CAPWAP bV RILHTERR &
n. AP (3 WLC [CESRTZ £, Cisco DNA Center 1.3 Tld. APE. /O—=/NILIL—F 4 VT T=TIICIvTEh
TUWL 3 INFRA VRF [CH BT, IL—MU =V I EHD EHEA.

)

AR YZ3lE. SDA 777 Y wo %y kT —% TlZ Cisco Unified Wireless Network Centralized £— K & SD-Access
TJAVLADHEHTR—FMULTWET, Cisco FlexConnect® E— R (&, FRDOY Y —XTHR—bEhFET,

92



FIOEARSA Vb
28. AP VLAN

AP VLAN 'C
10.1.0.254/20 5 ~
N SD-Access Fabric e
5)—B=: i

10.1.0.200
AP VLAN
10.1.0.254/20

10.1.0201

TPOCARAVNEBRIZT7TIVI A VT ZANZIF Y DERRANTH B0, 77TV IIVIRAYF
DA —=IN—L A ZAR— zk%ﬁén\sz«—zW®ﬁm®7 IWHEDYTENET, 777V v 7ODFRD 1
D, IRTDAPZ 1 DOKRERBYTRXRY MIEIDYTZENTESRIETT, Chid. Frv VI X2ETHU
T. Y72y FOREIZ B L. AVR—FT 1 VI DBREEBRILLET,
APIERIFATVRDEIBELDRBOT, BHEINTWBE 77 TUYIIVIRAYFICE>T777Yv o O
yhO=)L FL—y /—RICEFINZH. 777UV IHNTZDMENDAD. APICHELE T, CORSR
T. CAPWAP bV XILIF. 777Uy o ENLTAPHS WLC ICFERShE T (K29 288) .

X 29. AP i*5S WLC AND CAPWAP kY XJL

oG Management Interface
e 192.168.1.5
B

B
D ‘__’ SD-Access Fabric
@_. IP Network

CAPWAP CAPWAP in VXLAN CAPWAP

714YL X LAN
X 30. 74 L X LAN &

Dynamic Interface
10.2.7.5/21

= SD-Access Fabric :
® -1 \ﬁ

10.2.7.254.35
| 10.2.7.254.0/21 00000
Wireless Clients Subnet

SIFEFBALEE, FAVLAD TZ0FE] ORETEMETZLELWSDIF. WLCDTAVYLRXSSIDHYTAFZIvy
AVI—=T 24 AR T WLC D VLAN 3 7Ry MIvvEY TSN, T4V LANT T4 9 I WLC D
BIRERXYNT—UICAD, ZCTIL—FT473n3dEWNDTETT,
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R=F—/—FRE. TAVLRIZA4T7V Y TRINET 7T IV IICTRNIAXFTBced. T77Vv IR
AMETAVLRI A7V MNEICERZEILITESDLDICRDET,

97478 37490 70—

TAVLRISATYMD T T4 v %&FEETDE., CAPWAP RV RILHD AP 'S WLC ICHBEINhFE T,
CAPWAP RS 74 v P1E. APHST7 7TV I ITvI ALYy FICEEL. VXLAN ICATEILIELL T, R—F—IC
XU X9, SMEID VXLAN ANy ¥ —(FHEIfRS ., BEFEERS CAPWAP /NI v ME WLC ICEXSINET,

X 31. CAPWAP bV RIVBHDI ZA4 7V N2 74y 70—

g Dynamic Interface

6 10.2.7.5/21

g - SD-Access Fabric

CAPWAP CAPWAP in VXLAN CAPWAP

Cisco Unified Wireless Network EE#EIC. 774 7Y NI WLC ICK > TEREEB KUV A VY R—F o v FEh, 74VL
ARIZAT7Y 8 8ZT74v 03777y 7DONEBICEEENET, K321F. TA4VLRIZ4T7veO—AI
D7 77VYIERBRANEDBENZ 74 v 70—%2RLTVET,

32 TA4AVLRISAZ7yEQ—HILDT7 7TV Y IERKRAMNEONZ 74y 70—

Dynamic Interface

(G
6 10.2.7.5/21
@ SD-Access Fabric

10.2.7.254.35

TAVLANST T4 v TE. WLCICEREFTEESh. WLCHAFIV I AU —T A AVLAN TTUwIEh,
R—F—BRTI7TIVVIISAT VNI —TFTavTa3nxd, $H. COHFETEEOEHRX Y M 7—7 (31aE
L. 749 VLATHRABETT., 777V IDFERIEF. 777V IRIAMDYT 77Uy INEOBEHDIEEICEEL
*9,

[ 000000

A—=I—=L14ELTDIALVLR (OTT) : BREFEREIR
OTT E— RDEEBERHRET LOEREFEOWVW DA ZEHNLET,

cINRTDAP & WLC E— R R—bENET, T4 VLA 777Uy 7ICHEESNTVRWN =S, /\—F
Jx7ELCYTRNITETFIVICETZEHIIHD EEA,

*WLC Z7 77Uy I ONEICEHKREIN, FEOI—RN—=YayvaEaHYR—FLTWET,
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« —E (VXLAN T CAPWAP) A7 ILICLZ/IT Yy bDT7 ST AV MEZEBLSI2HIC, IRRISA> TR KIGE
A=y bk (MTU) 2P 28O LET. Chid. NARDIXRTDRAA Y FHAIRAARBTHD., Iv
vk 7L—AL%HYR—KT2155F. BEWICITOIhET,

*FCS TlE. OTT&EULTHR—FENBZHE—DE—KRiF—lLIhTWET,
« FCS Tl& Cisco Prime ZfERAL. OTT 74 VLR Xy N T—02&BLET,

33. OTT E— RDRET LDEEEIE

External to Fabric
No need to upgrade
All APs model are code. All features

supported work as today

@ PUAE CAPWAP in VXLAN

Increase MTU along
Common subnet for the path to prevent
APs - ease AP fragmentation i
deployment Use Cisco Prime to

manage it

SD-Access 71 VL ARy N7 —0UfET

SD-Access 77 7V VI DIRTOFEZF5-HICIF. BESINERET. LA > T SD-Access T4 VLAY 12—
avEBRTZVENHDET, 7—FTI0FvORENS. fiBlE. XD3D20FHBIRZHLS5LET,

UVTINEBEBBLCOYMO—=ILTL— : Cisco DNA Center |. 777U o %RFL. HEIY v I T B
FTTI74 VL RAEE axﬁa“%)wtbudxgma@]ﬂs%ﬁ{,\L,ia“o EhEBEAIJAYLX OvbhO—)L FL—
(CAPWAP X—2) &, $H® Cisco Unified Wireless Network A FO—5 LRI UHBEE IR UL E T,

BEltENfTF—97TL—y  : FT—497TL—Vid. BEEULDMELRLUTHEENhET., 777Uy o0ENTS
T, BROT7 IV ECARALYFICEFRHSD VLAN B LGLLED, b7y MEABFRICED ET,
BESINARYVY—EIVRY—IVROEITAYT—Y 3y RUV—RFGRHRENLBLOTIELEL, 7—FF77

Fr A T—TTlHICHEESINTVWET, VXLANAY S —I[d. VRF (VNID) & SGT a)‘mﬁﬁ@'r%#ﬁ&{m_u T
RY—IY ROEBHLEIAYTF—yavaiRfLET,

34 (1, AR OFEEFEHIHDTT,
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X 34. $EEEREFTOF R

<EMBEEAJDLSYL X Qv MO—JL 7L — : Cisco Unified Wireless Network B ABIE TR S TS E2EHH
%X RF #8ED. SD-Access 74 VL ATHEASINE T, ITEAZMHRELIEIERY YV —IXEE (RRM) . 7
FATINAVYR=FT4VT. V347V FEEVTAREICEALT., 74T L XADEAIE Cisco Unified
Wireless Network Dig& &R LU TY,

BT TL—VORBIL: T L -V bIT T4V I ONBUICEERSNE (VLAN DZX/NZY
J. B7xy M, REEEBR7O-—RFvAMRASVRE) BUICRBRBRINT A —I VR EIEREEEFKIRT 2
DI, TYIRAYFICHRHESNET,

<BFRERDLBWY—ALZABLAV20—3IYY :SD-Access 77 7V v IIC&D, 9547V MNERAUIP 7R
LAZRFLEBASF Yy Y NR2HETY—ALRICO—I VI TEXT,

cHANBLUTEEYTAOMYRYVIOBRIL : 7VhH— 74 VLR OAYbO—35 (WLC) KRBT,
7A=Yy bO-FZRVEVIRTICTAN NS T4 v 02Xy NT—0 Ty (DMZ) ICEEXETE
9,

« RY—DBFEL : SD-Access Tld, RUY—EXY MT—UDERE (IP 7 KL X% VLAN) & OROIKER
BOBBEINDH. BRIV FATIVRNETAVLRIZATVRDRI) D—ZFEELVUERT D2AEN DY
TICRDET,

B TAVTF=a VORIt : EIAYT—VavRTFTIVIREIVRY—IY RTEESh. REXY
N7—2 1D (VNI) ERT—=F7IWNTIN—T5%7 (SGT) ICEDVWTHKELLINE T, BRETA VL AOEA
DIA—HFICRALEITAVT—Ya ViR I—DERINET,

TAVLAEEY ) 2a—YavORERZHRICMTILET,

dvh~AO-—3
B35 777Uy oI EMEGS D WLC

Fabric WLC

APs’ EID prefix 10.1.0.0/20

—I l&fgﬁ!aﬁ.om

amt subnet
B[50CRT LT, LIS T7F7TYU Y IICWLC (FIEFTRED-HITIERD WLC) %ZEHRT S E%FHEL
X7,

BE. WLCIZRY M7= (F—tyvy—FEHEFEY—ERXR) [CEHKEINhTWSH, WLCIZ7Z 7R
ALY FTHDZIEDENT 7TV IIT v/ —RICIHEHSNTOLWRVWDONIRENTT,

WLC 7 77V U DIMUICRET 57, R—F—/—REFBEASA VY —T A4 ATy b~ (COFITIZ
192.168.1.0/24) & AP D IP 7—)L (Z DHEITIL 10.1.0.0/16) FIDBLETTREMZIZM L. CAPWAP b Y RILHTERR S

N, AP I WLC [CBERTEE9, APIE, F7O—-NILIL—FT a4V T T—T7IICIYy TEN TS INFRA VRF IZH D
7=, IL—hVU—=TINBHD XA,
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Ffo. WLC 377 ARA Y NERUBRICEREBS 2UWENH D ET., T DEMHIF Cisco Unified Wireless Network 0D
O—AIE—K AP DIFEERUTY ., AP & WLC ORBIDRKEEIF 20 SUMKEICTZUENHD., ThiTEE.
WLC % AP h'5 WAN ZNUTCERETERVWCEZEKRLE T,

FOEARA VB
B 36. SD-Access 74 VL RICHIFTZT7IEARAV

AP VLAN (C
10.1.0.254/20 -

a B
D ‘—-’ SD-Access Fabric
A IP Network T (020808)
10.1.0.200

Pk Fabric WLC
EID prefix 10.1.0.0/20 ]-

o

10.1.0.201

SD-Access 74 VL ATId. APET777Uw oIy /—RICEEERTZIVDENHDET, 7IVEARSI VNI
T777VVI AVTZARNSIFvD AR BRRANTHBDH, 77TV IITVIRLYFDA—/IN\—L
A AR=RICEHREI N, EID AR—ZANDKED 7—ILHEIDYTENET, 777V v IDFRAD 1 DIF. IART
DAPZ 1 DDREBYFTRY MIEIDYETZIENTESIETY, Chid, FY VN R2BETRUT, ¥ 7xy
NDRETE B L. AVR—FT 4 v DBREEBRILLE T,

AP ZERBRI ATV IDEODIBEBDROT, EHEINTWE 77TV IITVIRAYFICL>TZ77Uy o O
vihO=IL L=y /—RIZEFINGH., 777V VY IRNTEDOMELNDHID. APICEELEXT., AP (. OTT
EHCOWTERAALABERUAZET, Ay bO—ILTL—VDEEEDT=HIC WLC AND CAPWAP b Y XJLEFE L
9.

J74Y L X LAN
37. SD-Access T4 VL RXICHEITHTA VL X LAN

Dynamic interface
Client VLAN 172.16.3.5/24
20.2.4.0/20 i
' BN

Fabric SSID . @
@ ' SDA Fabric B . = —
S B : IP Network

20.2.413

Q0000
J:ﬁ.
Non-Fabric SSID

B

172.16.3.80

777Uy UBEEIE WLAN BRI TEMICHRD T, 777Uy RGO WLAN DIgE. 7747V NNZ 7499
ENEiEh, ROy FO-SICIESREEAD. AP O VXLAN ICHTEILEESNTRIIOKRY TDRA v FIC
EEShET,
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—Jtit S iz CAPWAP WLAN (&, @D 7 77U v OIS WLC ZFEAL T, R—XIEERZ AP LEDT7 77Uy
XG0 WLAN EHETEET, chid DREET—R1 &ME(EN. Cisco DNA Center 1.1 T, BEFED 777V v I %/
(& Cisco Unified Wireless Network 74 WV L R Z1/-7a W0\ WLC BEZ Y R— ML TWSz0. HFHILLWERDIESEIC
DHMEATEZEY,

9247 h670—

777V Y IWIGSSID DIFE. TAVLAISATVMN S T74 903Xy FTHEESNS -6, dROY NO—F
ANDANTEZVTRHDFELTA, BRITATYVMDEEIR. 777V v I %ELTEETOh,. BELEINET,

38. SD-Access 71 VL RICHEIFTD V7147 70—

Client VLAN C)
20.2.4.0/20 \0
: g
B)
SD-Access Fabric
IP Network

Client VLAN

10.1.18.0/20 Fabric WLC

2

wired host
10.1.18.24

VA7V TRYNET7TVYVITYIRA Y FITHEESN, WLC TEINA VI —T A1 REVFAT Vb

B7XY N Z2EETZIVEEIHDEFRA, V747N FTRY NI IRTODT7T7TIVIIVIRALYFTI

ZI—F VYA =M A EFERAUTEESIN, VLANICYXYEYIENEYT, chid, 74 VLRISAT7 VD
ECIEHBLUTH, YTXRYMDEDICAILT =N I A EETEDNTEDELEZERLET., DED. 9547
YMIECIKTHITDIP PRLRAZRFETZET.,. EVWAZBRINE, 777V vy I0IXRTOITAVLZAO—3Y
JRELAV200-IVT7EVNSEHTELY,

¥ 39. SD-Access T4/ VL RICHBIFTBD 7547 TRy b

Client VLAN C
20.2.4.0/20 @
:
SD-Access Fabric s g
IP Network Q00000
JIK Fabric WLC

EID prefix 20.3.4.0/20 II-
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SD-Access 71 VL X7 XA N7 7 XA

TANESTZRETRER,. 777V I EDRBICED 3 DDERDY Y a—YavhiREEhET,
o JANFZVA—2AvbO—Z%FAITZOTTYVa1—-3YV

o HEFOITAMREXYNTI—Y

o BERHDTANTIFZFTIUYIRAASLY

Cisco Unified Wireless Network ¥ A M P h—%&FRHIT % 0TTYYUa1—Y 3y
B40. YAMZ7yvh—av b O—Z%FHITBHO0TTYYa—v3v

| %
SD-Access Fabric B S
= ‘ I;‘-.'}’,_ — | % S— Internet

Anchor WLC

Foreign WLC [af i

| 000000 |

TFANERRY M T—UZ0TT ELTRATSCEICED. FAMNTYA—OY bO—FA\OREZF|EHEZFAT
ZFEY, FAMAD WLAN (&, DMZ O A7V A—2Y b O—FIREEINBLOICHRESN. bFT710v0(F
T777VYIANDA—=INN—LAIZBDET, CDOEREDH S Cisco Unified Wireless Network ¥V U 12— 3 VIEEEHRD
BREZREL. HICT70V714—ILF (BBERIE) "\OEAICKETY., b55A. 2OV Ya1—3avITiE.
Cisco Unified Wireless Network ¥ J 12— 3 Y h SHE I WZHIRA H D £ 7.

cHZANMYRILEIZ 71 ICHIBRENTVWET,
CEHRT AN TBHDOY Y 2a—vavhHh, PYH— WLC EIREBSZFETERINET,

72 NER VN

41. EFHDOT XM VN

DA F2a
Guest VRF

DMZ _%_ Internet

10.10.10.40
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DRETTIE. TAMRYMNT =21 SD-Access 77TV IRADES 1 DD VN TH B0, TANT—5TL—
%%@I/@ TI2AZXRNZ T4V IDSRMTZHIC. TVRY—IVRDTZ 7TV ©TAVFTF—23Y
(VNI & SGT ZBICHUTERBSZ T A MO—)LICER) ZFALEY, AN VNZERL. IP 7—ILZEEL.
SSID %45 ZANA®D 1 DU EDT—)LICEIERIF B T &ICL > T, CiscoDNA Center ICk > THRESNET, D7
A—FHERDY U 12— 3V ERRTEBNRTVWSELGRAD 1 DIF. CThAIEREEROTIANI—HICE>T—EL
VYV a—2avERYY—THBIETT,

BRIDTZ7TVYIRALVELTDT X b

F=HTL—VbZ 749 0EFTHL, AvbO-—ILTL—VDEHITTR |\* yRID—U T2 IClRHT ZNE
H&H BI5E. Cisco DNA Center CIFEROS A I O—ILT7L—VER—5— (BXRNICERDZ7 77V v IR
ALV THD) 2RELT. YAMNI—HYE2EBEETEET,

CDYVa—3vTir, FIT7AVYITIEVXLANDAP TI7 77V VI Ty IRAYFICATRILIEEShTWET
M. FEFBIDOR—F —/—RZ2FHATILIICHRESNTVEYT, COR—F—/—RIEDMZ I[CEETE. YR+
POA=VYVa—ravERKRDTLBN I T4 v I NZIRELET., YAMNI—FEEACP ((R—F—tRUE
FRICESN2EEbINBNEELH D) ICEFRIN. DMZRTI—FICIP PRLAMEIDYETESNET,

K42 FZ2hAyrO=IL7L—rBLUVR—F—

WL Guest FB

FNRD VN Y Y 12— a3V EAERIC. CORTEIEREEROTANMNITLTRY V—0—EBEZRMHLET, IR
Oy bkO—IWTL—yER—F—DFERIE. YVVa1—avOiREEICE>TERDET,

TFAMKR=F =S5O\ RATZ7EFEFHT7OLRT. BEEIIDMZ AN/ —RADINY RA—=N—%{T57=%
DAI T4y 7I—h2ELENR7OMIIEEIRTEET,

SD-Access 71 VL ATORILFFVY A+

SD-Access T4 VL ATDVILFF Y AMIDWTHI D THLAREZFERAZXRICVWSDONMRLET,

RILFEYZAMNTTA49I@ BRIFATIYNETAVLRISATY MOBAICHLT, A—/N—=L 1D
EID AR—RCERIEEINE T,

cTDAVLATIILFF Y AR EBMICTBICIE. WLC TY/O—/VUL TILFF+ X~ E— R & Internet Group
Management Protocol (IGMP) A X—EV 7 &7 O—/NILICBMICT BN HD T,
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* Cisco DNA Center 1.3 Tld. 77 7V Y IRDIINFF Y AMNNTI T4 Y IEET. AYRIVR LTUT—23
VERATATEED 2 DOFENMERAEINE T, CNSDAETIE, 7YY —LATDOIILFFvIAMNS
T4V DEERTENEBDET, AYRIVR LFVT—3rTlE P59 —LAXYNT—0%TILF
FrAMHWICTZIRERHDEEA. 777V VY INEEINBZVILFEFYANNT 74 v I ERODIZ
F+ AN VXLAN bRV (—BDVILFF v ARLY—/\DEHRINTWE 777Uy I IvI/—RTEIC
1D) ICEREINZH., COFEEIRETIEHDERA. XK1 TATVILFFVYANDFE, 7V59—LA1%
RILVFFv ANFIRICTDRELAHDES, A—N—LADIILFFVvAMNNT T4V IR T7VT—LATILF
FrAMTEHEINSDH., COFEIMENTYT, /Ty bOERIE. BRIZLIY—/INOBFAICEDNT
XY RT—=UICL>TRITENhET,

ZCTlE. IILFFvAMDULKHICDOVWTEHRALET,
cVWILFFVvARNIZATZUE (LY=N) @A—N=LAICHDET., VILFFTvAMNEETE 777V oD
SMUICHA—N—LAANICHHDFT (K43 TREBTE 777V v IDOIMUICRREIAhTVWET) &

e A—/\—L A TPIM R/IN\—ZXE—RK (PIM-SM) /=l PIM EETHETILFX+ A~ (PIM-SSM) %#FE{T9 3
MENHDET (VRF SEICBMCTIRELNHDET) .

ATV MIFEDIILFEv AT IL—FITH L T IGMP Join ZXELE T,

* AP [FZFh%& VXLAN [CATEIEL., ZYTRAMNI—LARL Yy FICEELET,

777V IITvI/—RIEENEZZEL. 777Vv 0 VT T7—RA4 Vb (RP) IZXF L T PIM Join & E{T
LET (PIM-SMAMFERASNTWSERELETD) &
*RPIFIZVRRAVBNIP AR—ZAD—ZPE L TA—N—L A ICEETIVLELHDET,

X 43(C, LEEDFIEERLET,
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43. SD-Access 71 VL ATOVILFF+ X~

T 1 Fabrm ]

Multicast source

o ||

(B
FB
-
Fabric RP
Underlay
PIM join
- .
VXLAN

O IHEMPmm

s ZOFITIE. RILFEYANKETIE. 777V IDNIH B2, ZOEITAVNDRRIL—YTHZ7 7
TV IR=F—ICAFTA VI —T A RETINFF VY AN NI T4 v I EBEELET,

*FBIINZ 74 vV %&ZEL. RPICXHLTPIMJoin ZRITUET (PIM-SM AMEARSINTVWSERELET) .
cINT. RPICIF. ZDOVILFFvANTI—TDEETEZEABRNIAZLSICHED T U,
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44. SD-Access 71 VL ATOVILFF v A+
(deH 5m)

Multicast source

o |

(B 4icast traffic
FB
\ E Fabric RP
Underlay

PIM join
- -
VXLAN
@

@

«INT. RPICIF. HEDVILFFY AN JIL—TOEETEZEAUBERIASBLSICBRDE L.

*FB X VXLAN FYRILENUTIINFF Y AMNEETON T 74 v I %Z RPITHEEL. RPIFZFEDNT T4V Y

ZR|D VXLAN b ILENUTFE [CERXELE T,

*FEIZ VXLAN /Xy R &2ZREL., B 7 EILEBEBRUTRY >—%2@EHL. VXLAN bV RILENLUTBU AP IC

BELET,

+ AP [F., VXLANAY 5 —%HBIRL. BRICTOIPIILFFv ATy M EEELET,
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45. SD-Access 741 VL ATOVILFFv A~

Multicast source

Fabric RP
Underlay

RAIDRILFFY ATy MW FE [CEEIND E. &FFE/NRAT7 z—I)LA—/\— (SPT) KELEL. bFT74v
Y& FB & FE MICEEHREINX T,

*FE[F. ZELEBYIOVILFF v AT Y MIEDWTB AL FF v A MNEETEZFRELTVSE I %R
#FHU. ZOVILFFY AT IL—7 D FB [CEHE PIM Join ZXELE T,

s INTFBIIBEDIILFF Vv AN IIN—TE#BRUIV A7V N EHDFEERBHBTHLSICEDE L.

AYRIVRLIVG—=o3VERERATA7IILFF v AN EETLU, VXLANERILFF v ANMS
ZavI%h7EIEL., ZnzBHRI B FEICERELET,

cWILFFVYANNT T4V IDRA—N—LAICEETNET,

*FEIZ VXLAN N7y b Z2ZEL. h7EIVLEBRULTRY >—Z@ERAL. BUAPICERELEXT,

* AP (3. VXLANAY Y —ZHIBRL. BRICTTO P IILFFv ATy b ZXEELET,

SD-Access T4V L ADIN\NA TPRAZEYFT«

SD-Access 741 VLAYV Y a—YavorbEERIVAR—XV ML, WLC BLavy hO—-IL7L—Y /—KTY,
BRI777TIvII9S47MNEERRLT, A O=—ITL—VIET7TA4AVLATESICEERBEZR/-LET, ¥
ZAT7 AT =Y a VEREEHITSREERITD, 7547 O—-IVIICEWTEETY,

WLC £ CPIFEBLHNATRAFTEV T4 Z2YR—bLET,
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ayvhO—>oRnEM
AV MA—=ZDNATPRAZEVYT4 T, 777y oAy bA—ZI2 9 % N+1 & SSO OEADFEAHIY
R—r3IhTWET,

SSO AL RAT— M7 ILRERYE
46. AT7—R 7L A4 v FA—I)\—

Bl UPHEEE s T s s

*WLCSSORXRT7ZT777Uw 312D/ —KRERBLET,

«FUFT4T WLC DHHCP /—REBELET,

e TFTVYIREEL CPREEXT VT 47 WLC ERT VXA WLC DETHEEAEIhE T,

PEERE. FILWPITATWLCH T 7TV I IFAT Y RERAN RSV F VT T—HR—= /—R[C—

EEMLEXT (LISP &FH) .

AP LU TAT Y NIEREHIFLET.
FRETOIETHALIEL SIS, FCSTIE WLC A7 77V v I DNEBICERS TS 78, SSORTDERRICET S
BEOZEFEN,ERAINET., 2FH. 2203y NO—SHEOFEBIEE & OEIEEH (T Cisco Unified Wireless
Network 7 —F 79U F ¥ LREBTTY,

105



N+1ZERULIEXAT—ML ATTEM
47. N+1 TE

Primary Secondary

Clients

registrations

.

-~

:::;,,',’z{""ff.;PWAP Control
-, -

AT—RNZILHA 2B E URVMERIE. N+l OTTRELA Y R—MEhEzT . N+1 OTTRMEE Cisco DNA Center 1.3
FTHELEh TWETA, TOEEEDYR—NICDULVTIE. Cisco DNA Center DO— KTy 72 SBL TS
W, BEBREZEERFEIIXDESEDTT,

AP I TZARVEEHY T ) 2ERLTRESNET,

AP EEBLTWB Y ZA 7V MNIT AR VICERSNET,

< 734X DEER. AP [JERZH@IRL. EHhYFVICEMLEY.

cUIAT Y MLERERRL. EAYSVICSMULET,

cBAVTVRBRAN FZYF VT T—IR-RICHRDI Z47 Y FEFRETVET,

N

(F) N+1 OTTEME Cisco DNA Center 1.3 FTHEB{LEhTWEHA, COEEEDHYR—MIDULVTIE. Cisco
DNA Center DO— K<y 72 SBLTL SN,
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dvkO—I)L 7L—yOREYE
48. avbkO—J)L 7L—YOREMH

Client updates \

— LT ) -

«AvhO—-ILTL—Y /—ROREYIF. 7I9T47 /7974 7HRETHR—bEIhTWET, WLC (LU

T777YvoITyY) E2DDCP/—RTHRESh. MAICEREZRBEEI XTI,

*1DDCP/—RTEEHNEELIIZGE, IRXNTDISATYMERIIED 1 DD CP /—RTHERATEXT,
WLC DFRTE (Aire-0S DEERRIV—vav k) ZRICRLET,

CISCO MONTTOR  WIAMs  COMTRM TR
Controlier Fabric Gontral Plane Configuration
Cormeral
EE Faluic Enabiod .
Inventary
Tulerfuces
Tinlerface Croups Fribe i
Mulricast ;
£ zrimary 17 eddrezs [1rmasz.1€.2852
F Hebtwork Rontes
Jie Sl el Be g | -----
v [Nubriv Conligura Lines
-ant=ol ?lare —arnecton I
Interfacs
emnalutes F Zocerdare 17 Addrozs (1SS RRL1S
b Redundancy ore Sharcd Ecy |-++u
F Mnohility Mananemcat HEE TR TS S R BT

o

Catalyst 9800 WLC DEEHR YV U—>r 3y b :
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b el Gisco Catalyst 9800-CL Wireless Coniroller

CISCO o

Q

| Configuration™ > Wireless » > Fabric

IE“ Dashboard General Control Plane

) Monitoring

Profiles

Edit Contral Plane

Contral Plane Mame®

Control Plane Description

Welcome sand

default-control-plal

)

Control Plane Name Control F U GRS »
default-contral-plane 9.254.254.65
{38 : SD-Access 71 ¥ L A EE DFHAIEER
RENTWBEELRKED—EZRLET,

ROFIC, SD-Access T4 VL AP —F%F7 U F v THiR—

21 :SD-Access T T LXAT—F7 0 F+ TCHR—FSHh T EEELBE

*A—TV /XY T« v % Wired Equivalent Privacy (WEP) | H/R— MXig
ERHBF—ICLDTI VL RRETIEX (WPA- HR— b s
PSK)

802.1X (WPA/WPA2) HR— b Xds
MAC 74 ILZUVYT HR— h IS
O—AJLHRARATRERREE 7 O b JJL (EAP) HR— b g
AAA Override HR— S
RER/5HEB Web 323 HR— b
ERIRET /ROy O—=LY R~ (ACL) HR— M %

7547 bh®DIPv4 ACL

HR— M5 (SGT ZBEL. #3E)

Application Visibility and Control (AVC) HIR— b x5
O—AlL7a7749>v7 HIR— b xtg
RADIUS 7O7 71 )L HR— b &
QoS 7O7Z 74l HR— b
I-YHEUOFEHIEIV ST b HR— b5
T4V L ZEAMES X7 A (WIPS) HR— b s
Cisco Connected Mobile Experiences (CMX) #& HR— &
NetFlow T Z/R— K HR— b5
HA SSO HR— b5

*Wave 2 AP D d*»
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T, 777V9 IRy NT—U TOEMEERBIRT B1=DIC. W DO DEREICDWVWTEHBALE T,

AAA Override

ISE (& SD-Access 7TAVLASSIDDT7 77Uy A7 —T x4 AXE. ACL, QoS. SGTRED/INTA—F&H—
N—F 4 RTEET,

7277V AV7—=T 24 REDA—=I\—F14 K

V747 NDORBIAERENEDNT, EAUSSIDZERZT—ILFLEYTRYNMIIVEYITTREHEEST
NIEFELWTU &£ DH, Cisco Unified Wireless Network Tld, T D7 IC VLAN A—/\—F 4 K%Z{EAHL T, VLANID
(BRTEZIEIEE) &2 AAA Y —/\HS WLC ICRLE T,

777YVy U TlE. VLAN IZIEO—HILAA Y FEIFHHD., IP T=ILICXY TE2NZDIEL A1 2VNID TY,
nig., 97y MEEE7—ILICEBERITSh TS XY FT—J8BIFT. 74 VL XTIESSID ICEER TSN
TWET, LAV 2VNID IE, AP H'S VXLANAY T —D XA Y FICEREINET, L1V 2 VNID (F&REMIC.
777V I ITYyIRAALYFTVLANIC, ZhHSSVI (T=Z—F v ART—bhDxA) I, ZD%. L1YT3
VNID (VRF) [CO—AIYvEYITEInEd,

SD-Access 74/ VL ATlE. SEIERT—INZXFNTBHICL ATV 2VNID ZEITHENHDET, ISE £/-ldthd
AAA |3 VNID ZBE#E{HEA U U\/=8. Cisco Audio-Video Protocol (AVP) @ Aire-Interface-Name ZF 7= (3 Interface-Name %
FRALT. 77147V MBRIRICHRED AR ZIBLET ., 7747V MDOLAV2RIIFEICOY MO—-FTiThh3
e, ISELBELTZEDA VY —T 24 AZDMEZRIFL. LAV2VNIDICYYEYTFTSHDIEWLC T,

49. AAA Override

aliali,
cisco MOMITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT

/
o

Single SSID

ﬁ
8

Employee Supplier

ISE Tld. BEDTIN—TRIA7O7 7 IEZRELT. ROAIZV—=22 3y MIRTEIICHEDI VY —T
A 2AZERTVELNH B8, 1—HHEREET % & ISE [ RADIUS ACCEPT ACCEPT XY t—IYDEEDBM %R
LET.
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v Advanced Attributes Settings

- |Alrespace: Airespace-Interface-MNar | = |eid_9_6_53_D

» Attributes Details

Access Type = ACCESS_ACCEPT
Alrespace-Interface-Mame = eid_9_6_53_0

7770990 409—T x4 AZIE. ROLSBIVEVITZFEHALTILAV 24 VR VAIDICIVYEY TSN
9, EEE : Cisco DNA Center ZERXET D E. COVYEV T EREIFIIXRTEIFNICITONE T,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller Fabric Interface > New
General Fabric Interface Name eid_8_6_53_0
Icons L2 Instance ID 200
Inventory ‘\
Network IP
Interfaces

Subnet Mask
Interface Groups
% L3 Instance ID
Multicast

b Network Routes

w Fabric Configuration

LAV2A4AYVRAIVAIDIFAP [CEEET . VXLANAY S —[THEHIAEFNET,
ACLELT QoS 7OT7 7AILD AAA A—IX\—F A K

WLC D777 UwY ACLIZ AP ICERAENET, O—HILWLCACL 777U yT ACLDOEREWNE. 777U
2 ACL [FAR%ZEERITOENTVWRWNCETY, 777U w2 SSID Tld. Flex ACL A* SSID ICERESNET., AL
ACLOBA VI LREASA—T L AMAICEREINET,

ACL D AAA A—/)\—5 14 KDIFH :
*A—IN\—FARKRACLZAIFAPDT7 77U w4 ACL (Flex ACL) THDWEHLHHET,

cACLTY7L—RMFACLOAPADT YV a|ICERATEET,
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MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller Fabric ACL Template > Edit
General Fabric ACL Template
Noing ACL Template
Icons

Inventory Status Modified

Interfaces
Interface Groups
ACL - Add
Multicast —I
b MNetwork Routes
Fabric ACL
ca-redirect-acl

cwa-redirect-acl

test

P Redundancy

b Mobility Management
Ports

WLANs Ap Groups > Edit 'default-group’

v WLANs

| General | |
WLANS —

v Advanced
AP Groups

AP Group Name default-group

AP Group Description

NAS-ID nane

Enable Client Traffic QinG A

Enable DHCPv4 QinQ 2

QinQ Service Vlan Id 10 0

Fabric Flex ACL ACL Template -

N

() IPACLIFHR—BREIhTWETAH, SD-Access TEF a1 UTF 4R V—% BRI BHEAEIT SGT DFEA
Ta-o

QoS 7OA7 7AILEDA—IN\—F14 RDIFGE :
*QoS 7O7 7AINARFISENS Ty a1dhEd,
TV TAMN)—ABLUVTIVZARY—A QoS H AP THAZNET.
* VXLAN kY X)L QoS IEAREANY F—H5EFINE T,
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SGT2EAHUITIL—TR—ZADKR) &—

WLC &, V547 Y MDEHRULKRIC, 74V LRS54 7Y MIERTSSGT % AP ITEELET ., APIE. 74
VYLRISGATVIDETIEARALYFICVXLAN bV RIVBEBHTT—9 I\ vy b &EnX9 5 & =2, VXLAN
ANYFT—ICZDSCGT #EBMULEYT, COSCGTIR777UyvIENULTIVRY—IVRICEEEShET,

50. VXLANAY Y —[CIESGT B LU VNI AEFENET

IP | IPV6
Dest Port = 4789
UDP
GRRRIRRRRDRRARRR SGT
VXLAN
VNI / Instance ID Reserved
Destination MAC
Destination Mac Source MAC
Eth
Source Mac
Eth Type

IP | IPV6

A—TJLRATFIELARA Yy FTlE, SGT & DGT DR TEAT % SGACL #¥H|#fLE I, SGT F/N\r v MTEEN
THEDH. DGT IFFHWEARANDIP KAV RICETSVWTEINET,

TAVLRISAT Y NDIE=DIZT I ERAZA v FICSGACL 2 ERAT 28E (FPVEAAALYvF (VXLAN > XRIL
EET) OTAVLRAISATZYNMIANDI NS T4 v 7189 %8A) . 4% (SGT & DGT) (FRA v FTHES
nNaMEBENHDET,

RDFIEF., FI—TXR—=XKRY—D70—TYT,

VATV DL AV 2585 WLC THRELET,

*WLC &7 54 7> MEEGEFIC SGT Z AP ICIEELE Y.

*WLC (397 54 7> MESREFIC CP Z SGT TE#HL XTI,

*CPIIFEZBENIT—9 D SCGT Z2FERAULTEHMULE T, ZELLSGTICEDVT, XAy FIFISENSKRY
V—%4FovO—KRULEY,

«AP [FT D SGT % VXLAN AN & —[BMUL XY,

*SGTIELISPAY Y —DT7 77V v 0% LTIV RY—IVRTEHEEINET,

e A—JLARA Y FTIE. SGT & DGT DRFICL>TINT Y bAYHF—D SGT [ICEDLVT SGACL h ¥z hn
X9,
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E51. ZIL—F~R—ZKRY < —d SGT

Data Center

Shared Application
Services Servers

Remediation ? .‘-.iei \

Single SSID "+

.. Non-compliant  Employee Supplier -~

CWA & BYOD O ISE

CDIETIE, R Web FB5E (CWA) OEAWNLZ7O—ICDOVWTEHRAALEY., hid. Cisco DNA Center D HEML TH
7I_\° Féh'(b\%aﬂﬁ @E%EUDWeb unIE-Ca-o
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52. ISE ZfEF L 7= CWA

URL Redirect ACL
ISE URL
\\D

Enterprise

Single
Employee
ssip

LAV 2N ISE—NTERELET. MAC 74T UV TIE. WLC TRET Z2DENHD XY,
9547V REET7 T —XFIC, URLUSY ALY KNACL (Flex ACLYA ) EUSFALINURLAAPICT Y
Ya1Eh¥d,

ISA4T7YNNTT 49 0E VXLAN MY RILVTDTNA REFREXA( T« 7 YT VAY N 7OEY 3 =YY
DIHICISER—=FZILICVIAL I FENFET,

5§79 %&. ISEIFFRAIZE (CoA) & WLC ITEEL. WLCIE CoAZ APICT Yy a LETY,

RIZC V9747 MEEAP-TLS ZFERA U THBLE T, 7/ RIFISEH—NICE > THRAMER > /oo, &R
ENEINL. UEDTF—I ST A4 VT EAP DS VXLAN ESICT 7T UV I T YIICRLYFShET,

i
sl

70-@FRDEEDTY,

114

LAV 288%EA WLC THRAEL. 754 7> ME WEBAUTH_REQD JREEICEITLUEX T,

HTTP Y54 LI MH WLC TRELXT,

Web FREEA'AER (WLC TRA R E N2 Web R—Y) FE3NE (MY —/INTHRIA M E N2 Web R—Y) THRE
LE7.

NZ 747 E9NEBO—7)L Web SBEEDEFIFRAE ACL E— T % &. VXLAN RV R TRA Y FEIhFET., HEB
Web SREEDIZE. M T 74 v U1 CAPWAP ZN LT WLC IEEShET,

LAV3RANTTITSE, 9547 MERUNKREEICA D, EFIEEAE ACL IFHIBRENE T,
TJANT—=9K8Z7 4V VEFENS DMZADTARKR—=F—/—RIZAA Vv FEInFET, AZ Web FRAEDIHS.
NZ574v 713 CAPWAP Z/ LT WLC IS EES N X T,
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