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ZEALIR., TEDLEITLEITHEREEALET,
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All Unread search Current Mailbox (Ctrl=E) e
12 D@ | FROM SUBJECT AL
4  Date: Two Weeks Ago

H ive in Las Vegas! That is so awesome, I wish 1 could go. 1ha

Matt Matt Going to Cisco Live? 12 KB
ey Team, 1 hear that several of you are going to Cisco L nave alwa
egas a rake ne killer money at the card tables. [ found this ¢ site that has a bunt

Chuck Robber [SUSPICIOUS MESSAGE - This is a potential Phish] Here are the links to the work you must review 22 KB
ell team, It seems like the attachment [ sent is getting blocked. Here is a link to our dev site to check out the trainers we
ed to get evaluated ASAP
tage.secure-web isco.com/1-iLg0GSTSREGUBDOIZtZQVIKIQVpBa-RvWkgtCqR_XE
Chuck Robber [WARNING: MALWARE DETECTED - Attachment Dropped]Report Generator 9 KB

Mail System Admini... How is our service? 117 KB
Hi Devnet tean t wanted to check in and see how your e-mail is working. Please taket f t us kr

ZDEFA—IL VAT LALIE, URL DFHEBLERL ., Avt—UICRISAP T4V T DREFNTNEINESHERIB
H.URL DLEaAT—a & DWTEYLGTI2avERTLET . SV LD 7ICxT 5REERIE T DHICIE.
AvE—CDEBRIANINAEDAIVR TIONTLAY 40215 0=\ )LIZEEL. BFA—IL R —IZEBMLE
FNEEYERA TIRNILAY T4LAE FHILOWEBBOESEOKEIIHLLET , COTSILETIE. Z71LD
. D7MIWNEB . T7AIL AR AvtE—U RO URL A E 6 BN /NSA—2FEEICHASHETIL—ILERIT
THIENTEET,

Cisco Talos DEBAV TV RIE, PO T LAV DFHEMERIET HE. L—IILEEEL, TNICIGCTIRRE MR
Moy E—UFFZIETEET, TORTLAY T4 AIE SEHLLVWAYE—URD URL 2EEFMAHIEEHTEET,
ZDZEBITTIDUY POTAETAI1E. Web 120859330 bS9F 0 WITEZEMILTEHIETERTEET,
ZOHLL URL #91vo35E, ZIEEI(L Cisco Web £¥X 2T+« TOFIENLTIULALIRENET , BEZD
Web A bDAVTFUVIETITATIZAFT Yo SN, COHAMISUH LI 7E2ROv TS 58N H ST ILHT
TRIHRTOMF TYMNEFNTWBIER(X. 7O ILAY TR (CE>Ta—HFIZTOvIEENRTEINE
T o CcOAVTUYDRTHDGE X, B 9 ITRULE=KSITREA T av MR RENET,



B 9-Web 1245923y bouFx U T ICEoTRIRENDREA TLay

Cisco Security
Cisco

The requested web page may be dangerous

Previewing http://devnet.letmein.ml

Cisco Email and Web Secunty protects your organization's network from malicious software. Malware is designed to
look like a legitimate email or website which accesses your computer, hides itself in your system, and damages files.
Your email administrator has configured this prevention system to ensure against such damage.

A U .
¢ | don't trust blaCk

~— this site
/ ' Leave this h(
site and ace,
. report it as
Click

malicious. co1m hot deck

| trust this
| N — — site e

£ Leave
protected
area and visit
this site

directly.

ONLiNE SO TS

O NENERSIE@IRS)!

DNS %27«

DNS Fal)Ta(E. A2 3—RYb LDH—/NIZEET B-0OIZAFTE IP PRLRIZEBR T ERAS D RRRRTY
TTEFaUT45EIELET, 2D DNS LAY TOEF1YTAIZEY . Web HAREFTHL, TRTDEATDREIE
FZEBELTOSHBR YT —VRANTEA DT NARERETHEMNTEET , URL [CE>TA—HHEFETED &
SIZRZZYAMIFESNARIDIEE I EFZ(X. Umbrella A2 DNS ERkZJOvoL, A—HFNYoo%E5)y
JLEBEL. BESNHAMDBUTALIRINIEETEH. A— VDT SIOYNBEDH DT MMIIEHE T S0
2L HEEVTL—ALET (B 10 25 H]),
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asco JMbrella

This site is blocked due to a phishing threat.

internetbadguys.com

Phishing is a fraudulent attempt to get you to provide personal information under false
pretenses

Sorry, internetbadguys.com has been blocked by your network administrator

> Report an incorrect block

7TEBUSEIIE. FIL FI—VDREBICERDERLINACNY 2T —ONEEL(FEXRMN) . TRhETLD
FYRT—=IIZDNTEEIFLBULRILDEFHATID IV ADNRESNFET . BRIIDT1vP T HAMZIF, RS
NTHEBEIEBOSDFLVRA D EFERAINDIZENHYFETH. ZORFEFHAINIBEEDHEIIVITFANSY
FrlZlE. HAMSHBICHBMDOBELBEREERAFET HAERELHYET ., ¥IL Fr—2 ORI,
DNS £XaUTAICRLT. BENRETHRICDEEEFTOVIL. BENSI—TERET IHESFIRELET,
S5(2 Umbrella (&, BEENFKELIZIZEIC(EXH)  FRASNSR—LOTOrILERHTIZ C2 a—)L/\vIEE
IELFET, LEA2T, SV LIITIZRET7A/ILDORAY T O BELF—FIMBT 510D C2 a—/L/\vr%kh
T BENTEET,

TILYITREIZLBDEF1UTo

RAMR—=ZDTIILIT7 3K REDHEHBETHELEREEIC, ZLDHZBEIVRY—IURTHRE{LESNT=EIE
(ISRT—RTRESNT=7—HhAT . https/sftp, Fryb T7AILERELE) [T THME—DIFEITEHYET , R0
@ Advanced Malware Protection (AMP) [&, A—H DL AT AIZEIZET BT R TDI7AINESHLET . BEEDH
BI7AIEMESNF=T7AILIE. K 11 ITRIT KSICENEICfREEShE T,



11 - AMP D f@EE&E %N

3e-Cisco AMP
Q Warning!
, Threat Quarantined

profie-update-x86[1].exe has been detected as
W32.9633B8921B-95.SBX.TG. Quarantine was successful.

T7AIVDIRENMEN(T7MILBO TRESN -, FIXEBEERBHALZLNIEE. IJ74ILIER DI
Threat Grid ICBEIMIZ7YyTA—RENFET EMDBREESA U ANNKE) , Threat Grid [E, XA DREZF[EREL
=R TT7ERETALMNARRYTF4T X)) F4ERBIELET,

AMP (. 74 T 2F %, I74I LEaT—2ar  BARKE., YRRy IADMAEHEEERALT. 1D
IHRTAA S FYMRA—F DIV RTLTETSNDIEFBIEL, F-FOVYTEINE=50H LT I74ILDET
#EIELTHIBRT A5 ENTEFET,

SHIZAMP (X VRTLLEDTRTDI7AIV FOTAETA4%. 774 IV OHEEICEH LT RGO L TRRERL
FI . ZTDE.BEDFHLLLVIZAILARDONDE, AMP [ILMARRGTFATIZT7AILERE L, 75—FEEEL
F9,AMP (X, RYLT—VICRALI=FAE. G e, BAEDHEEEEZESH . REIMATILD T OEMEIC DT
WMEBEERELET RIZ. Yk RUD—IZESWT, BEMELIIFEHTEREHCIAD . BETHIENTE
FT.® 1212, AMP WU RTLRDI7AIVDT I AV E BT 5AEERLET,

12 -AMP DT /INA( R k5P HRY)

Jul 13 Jul 23

10:13 10:32 1606 801 1601 18:29

taskhost.exe [PE] ... O @ J.
iexplore_exe [PE]
email-survey.pdfex.. [PE] @@ @

iexplore.exe [PE]

BBAUTIDIVR

Cisco Talos Group (Cisco Threat Intelligence Group) [&. BHBBEEDIILILT YT IVERTINADT—42
ERWL. ZTDATIOIURE AMP [TEET DI EITKY, 24 B 365 BIREZRBELTCWET, T, BELY
Ry H ZBEREDY, 500 LU EDEMEIRIEIZH L TRAD IT7 ML DFRIEBR S E BBMIZETL. RTILAED
BRERRLET,



Talos & Threat Grid BE A IOVl AZHAEHEDIET. TOLLWEFA—ILRMAI7AILOT7AILEY

VRRYIRTHHL. 20 ~ 30 DEVNSERBTIIIL Iz T7EEFSUY LD TELTHETHIIENTEZT, =12

L. ILEUENMEV I 7 IILDISEICIE. S CRRENRET IR ERIERICINZ 51-H12, SHEHEICET

RUOBBAMNBIENAHBYET K13 (2. V) a—avDRIETAMCHERASINE=TILIT YT ILO L
—r&ERLET,

B 13- I7MIL AL AR—
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'3

Metadata Behavioral Indicators Network Activity Processes Artifacts Registry Activity File Activity

Analysis Report

ID 28cbeee15b1eadcB884edd8470d Filename fpzryrfexe
82054 Magic Type PE32 executable (GUI) Intel 80386, for MS Windows
os 7601.18798 amd64fre win7sp1_ Analyzed As exe
gdr.150316-1654 SHA256 e9cabBa3cc2f8c9748a9e9b304c915a16d8308066e5467d3dd5927be36Te
Started 7/29/16 18:44:43 cd7da
Ended 7/29/16 18:50:39 SHA1 a2deB5818fd5ebcf29dc5dabdd29ce@3478772ad
Duration 0:05:56 MD5 dd@7d778edfB8d581ffaadbl6l0aaabdos

Sandbox phl-work-02 (pilot-d)
Warnings

© Executable Failed Integrity Check

Behavioral Indicators

© CTRB Locker Detected Severity: 100 Confidence: 100
© Generic Ransomware Detected Severity: 100  Confidence: 85
© Excessive Suspicious Activity Detected Severity: 80  Confidence: 100
© Process Modified a File in a System Directory Severity: 80  Confidence: 100
© Large Amount of High Entropy Artifacts Written Severity: 100  Confidence: 80
Q ¢ : ) . Severity: 80 Confidence: 90
[+] Severity: 70 Confidence: 100
[+] : Severity: 60 Confidence: 100
© Process Modified File in a User Directory Severity: 70  Confidence: 80
© Windows Crash Tool Execution Detected Severity: 20  Confidence: 80
© Hook Procedure Detected in Executable Severity: 35  Confidence: 40
© Ransomware Queried Domain Severity: 25  Confidence: 25
© Executable Imported the IsDebuggerPresent Symbol Severity: 20  Confidence: 20

RODBEEZERBELIZIILDITOLIARRIT4T ¥ T4 412 T) PRI, Talos Threat Intelligence %
NLT.BFA—IL H—ERERAR T 7R EY—EROEAEEBEEINET , H5LEEEDHDIT7AILDIR
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(Stealthwatch) (FMC)
T—8tv8— Y4—EX

SEL Web £%21T+4

XM Web ¥ 21T 1(E. Web I4ILA) T EELD Web LEaAT—23> Ra7#ELT. 75 LDV Ty
ATIVICHEEINE T IIVEEERATHIET. 5 FHLULDOBEED Web Y AhADT IR EFIFELET . COH
. Web R—2 {HA D Web /83— (YT TV r—2a DT ILRITHIET 5186 (EERIFEEITH
BRYAMITIERTHIENTEEY, T, V=¥ RYRT—F 2T AR OZDOMD Y —ERGE | BEEID
BETELIRAMVTRRAMSN TSIV Y LT 7ICH L TEH M WHIHEEEZERALES .

o SATICAARLKIRTDI—YERETEITVF A—RFEFUTLIRED Web £Fa)71 F—hk
x4

e 100 AD5 10,000 AL EDA—HIZRIETEDRT—FE) T4

e Web t¥al)Ta . 7TV r—avilil, BB, LR—bEZLIHSE

e Talos Threat Intelligence MERAIZLD. EATABEN LD BIENEIRE

TIRTLA9 ATV R(E, Web R—PDaAVR—RUMEREEDEMRBEIZIAL—aVRIBETETTS
ZET AADAVR—RURDEMEEREREL. TV T EIESOH LYY T7ABNIEFNETOVILES,

T74)L LEAT—2a el DRy — 0% @B T ARICR I7AILD I A—T) UMD RBLET,
NEDIT4H—=TIVURMN AMP DO59K R—=ZADA TNV R FyhT—0(2EESh, LEaT—2arh
ESNFET WELRELIZL. T7MI/L LEARRI LI VBEEZFERALT. 77MILOHENRARICEDKIIZE
LU= E B CTEE T, TILVI T EHIBALIIGE X, ZOT7AILHNECHLRALTHREELECICERESATLSD
ZHEL. SEORAZHELTD-ODORMELZELET , (2, XD Cognitive Threat Analytics (CTA) #i &1



BEICKY IRABVLAHT. EERE., v UZBERAL TV 7 REDRKENEBHIFESINS=O . BREHF
EFTCORMZEREBTEEY .
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Cisco Stealthwatch (&, WERT. B P, SXUKEZIC B SKICAREEEX )T 1OT) OV RERE
LET AT RINT—OZFERL. SV LITTDTINILAIONRELI-BEIZIT )V TILIALTOEREH
BEUAVOTUMNHIRIA LSy isEeE 2 LE T,

Stealthwatch (&, FYrT—0%F o H—ELTERLT . AV IR IF Y ET—HYRT—2a0h5 NetFlow 7—
AEMELTHHFL., B EHEBRNI—TOEEDEEDR—RASAUEEBRLET , COR—RSA/UDHBNIE. T
ELREENRINT—IIZEAL. A OIU T LD T DEREERAEEZICTIEEINEHEITHEET HIEMNTE
FI,F . WIILIT . SRS —EXIHE (DDoS) E . ZMEKRE (APT) . NI BBIGEEHETEEY . /—

AY DR (A =2 EY—NBDIS T4 ) BLUVA—RID AN T =22 2—RHD Y —/\ S T1499) D
KRFERL., FERBICLEHLEHBFRELET,

Stealthwatch [&. Cisco Identity Services Engine (ISE) & & U Cisco TrustSec 79 /0 —&EEL THEELE T,
COMBERLT, A—HELRTLEREL, FHREROCATLOBEICEODVWTERELRYNI—VEEEE
NZE T AVMET HTENTEET,

ID R—XDET A T—3>

SUH LY ORI T SMBOEERKRICEHDIZIE BHEOEFITBELYY—REVRTL T7/IL
HEANDT7IEADHEL—HI(ZHRITINENHYET . SUH LI TICRELI-VRATLIE, BEDV AT LA
A—HOILTULvLEERAL T L E - (ERE TR, RyRT— RO D T7 A ILEHRS (T OB
AT LEBEETIELET, LT, RyrT— IR KIREBHICSUH LAY TEREL, BELET NI REES
AUMET BIENEDLHTEETT,

Cisco TrustSec & Cisco ISE (&, RyrT—9% 5 AUMEL, A—ILA—ZXDT7 IR FHEEI{TLET , Cisco
TrustSec T9/A0—%#FRATAET. RYNT—IDET AU OYY—RIZHRTET7I0ERE . BEOEX1) T
RYS—IZR->TAVTF RN KUV A—Y TNNA R B EIZHIETEE T,

Security Group Tag(SGT) DBERATIX . AT FURAFRAEEDIL TV IVERFDI—Y VAT LI, RybT—
9 bRADICEDLLT . FERYNT—IADT I ERICERITAVLADELLEFERAL TSN ESMICEHLT .
BT —2~DT7IERETAVIEINET,

Stealthwatch ED#FEIZKY ., FYRT—Y LD EELFHEIZEDNWTRERE AT LINEFESINT-HEIZIE, Cisco
ISE (ZZEL-COEICEDWTCERIINEEZRIAL. 2755 SGT R —%E@AL TNV AT LERERTEL.
FYRT—=O DR DER D ZENEIRETHENTEET .

AVITZARNIIF DT A T—aVER AL

NGFW [2&BtET A T—23ay

Cisco Firepower XERT7A4 70+ —IL(NGFW) (L. iGN - EBKEEZRAT-7ILMEE. EBRERE DX iH
RIFATIA—ILTT . RN T—IDSIVRRAVNETRIET DIT7AT oA=L TT)r—a 4. B
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BEICBEGHASNI—F DRTL TARINICAVITZFRN I FvERT AVMEL, T—E2~DEA. T—
SOER. TADER BSEF—OmE. RYFI—IANTOXFLIZEREN)Y—RETAYILET,

Firepower NGFW &, 77X Z§IHL THEZHEIEL, /LY 7L TRHET 28 EMLERY) L —EEBEEEL
F9. REAIMNBAICHTILTLESEED. REZXEBMLTHLAD  SOICHENSRET 520D Y—ILER
#HLFEd,

Firepower Management Center [Z&5 & IE

Firepower Management Center (&, #2ybT—2 X2 T1 V) a1—2a v DEEICEITAFIRELTHEELE T,
FTRTDI7AT VA= NERRELIZTRENDEIENLEI=T7AR IRDAVL, TTVr—a i, B A,
URL Z4JLRY) >4 ZLT Firepower 7S5Yh 74— L LD EERTIL I T HHMEERBLES, 7747 94—ILD
EBMNST TV —2av DFlHFETEBBEIZEELT. SOV LDITDTINILAIEREL. BETEET,
Cisco Firepower Management Center & Stealthwatch DiRDE WD HTHEEEICKY . EXa)Ta0 12TV R%E
HEL.ISEZELI-BROHLAHZEELTHEMNTEET,
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7x—X 1—1RGFLIE B RED ELE
KRIDERIX. SO LOITHEI)21—230DT—X 1 DBEIEETAMIEEZIWFELE UTOSRZDEY
DAVTIE. SV LI T7ICR T B EHERRRIZEOHS-OIZ. BEDAVA—ILRIZEDKSICThRETALXL
T:b‘%gﬁﬂﬂbgzj—o

xR 3-FmiESnzV)a—2avICEENSE A

TS5y TA—L

5K E A—)L £¥2) |AMP [2&KBEFA—IL £XaT+ 979k v10.0.0-071
T4

Umbrella Roaming & |#i##s00—3>4 1—F@EITO DNS £ |95 K/BA—325 954 |v2.0.189
BARYRT—IR—Z | F2UT4, TRTORBTNARBEVS |7k

DNS {Ri& ATLBDO YT —%- DNS,
Advanced Malware IRRAVRAIFTHRAMN—Z TIL9TT |959KRIOS54TF72r T |Vv4.4.2.10200
Protection (AMP) *ERE NI EIS

Cisco V59K E A—)L %215«

UTIZ.OTIR E A—)L X2 T4 H—EXDEHL. EFICHEL. A—IL TAER JO—LE2ITHEINT
BIZ. ST LI T RZDMDIZEMEIRE (APT) [CXT 5B EHERKRICEHZ1=OIZE A—IL ¥ T1%5%
EITEHEDBMEERLET . HF=IZCES ZAVARM—IILT BIHEE . TIHILE RS —I[EE 16 DESIZHYET,

ATvFA1 [A—JL7RY) <—(Mail Policies)] > [3{§ A—JLR1J < — (Incoming Mail Policies)] DIEIZZEIRLET

16 - FIIREABOT I4ILE R —

Add Policy...

Order | Policy Name | &nti-Spam AntiAvirus Advanced Malware Protection Graymail Content Filters | Outhreak Filters | Delete

Default Policy | IronPaort Anti-Spam Sophos File Reputation Mot &vailable | Disabled Retention Time:
Positive: Quarantine Encrypted: Deliver Unscannable: Deliver wirus: 1 day
Suspected; Quarantine | Unscannable: Deliver | Malware File: Drop
Wirus Positive: Drop Pending Analysis: Deliver
Mailbox Auto Remediation: Disabled

[2{E A—JL7R1) 2 — (Incoming Mail Policies)] T, [T 74 /L kK1) — (Default Policy)] Z%® [Advanced
Malware Protection], [3>T Y71 JLA (Content Filters)]. [F2hT L4497 4)LA2 (Outbreak Filters)] Z#m&ELET

Advanced Malware Protection

(=, Advanced Malware Protection Z{#EHL T, Z{EA—IL RYL—DITF7AIL LEAT—13Y RXv=U5ET7
1L HERELES . Advanced Malware Protection (&, BFA—ILDRMAT7AILIZEENSEOT AHELRER
MEDT7MI RA—RBEHNODBHEDI=HIZ. ROEEZRHELES

o BHMDIFAINDLEAT—aVERIBTT S

o LEaAT—ay —ERIFERBESATOVEVVEEDI7ZAIILOEEED TS



o HLWVEHMAFIARIARICLRYRE . HLOEBZMREAIZETMEL . DR YT —VIZRALZRICERT

HAHZENFBALI=T7AILIZCDOWNTERT S

NoDHEEE, RIEAYE—VICHLTOAERTETY  BEAYVE—VITHRHESNT7MILIFEHESNFE A

ATvF 2 [T 74 JLER1Y S —(Default Policy)] ® [Advanced Malware Protection] 5D > 9% 491)voLTE

ELFEY,
17 - [T 74 ILER1Y 2 — (Default Policy)] ® [Advanced Malware Protection]

Mail Policies: Advanced Malware Protection

Advanced Malware Protection Settings

Policy: | DEFAULT

Enable Advanced Malware Protection for This

O] i i
Policy: | Enable File Reputation

¥| Enable File Analysis
) No
Message Scanning

7] (recommended) Include an ¥X-header with the AMP results in messages

Unscannable Attachments:

Action Applied to Message: | | Deliver AsIs ¥

Archive Qriginal Message: | ) No = ® ves

Message Subject: | ') No L) Prepend ' Append

I[WARNING: ATTACHMENT UNSCANNED]

b Advanced | CPtional settings for custom header.

Messages with Malware Attachments:

Action Applied to Message: | | Drop Message ¥

Archive Original Message: | ) Mg ® Yes

Drop Malware Attachments: Mo ® Yesg

Modify Message Subject: No ® Prepend Append

I[WARNING: MALWARE DETECTED - Attachm

b Advanced | Optional settings for custom header.

Messages with File Analysis Pending:

Action Applied to Message:

Enable Mailbox Auto Remediation (MAR)

Mailbox Auto Remediation Actions apply only if Mailbox Settings are configured. See System Administration > Mailbox Settings .

Action to be taken on message(s) in user's
mailbox:

" Forward to:

) Forward to:
and Delete




AvE—CDFMTFAINDRAT—RRIZESNT, BEEFREEBF A /L AvE—DOHADRITEMT SDHRR
N TS3UT4RTY,

ATY73 [REF TNRELD R AT D74 )L (Unscannable Attachments)] & [Z7 4 LT R E F (File
Analysis Pending)] A IZxL T, [AytE—I# & FEIE (Modify Message Subject)] 588 ELET

[RILT 7 WNRfFEN TS AYE—2 (Messages with malware attachments)] (. /F 77 ILERET HH ., Z
HLEBITERIET DD EREROVTTHIENTEET . I —MBULDIL. AvE—T2FEDFOYTTT,

ATv7 4 [Ayt—UIZBRT 5793 (Action Applied to Message)] > [AvtE—Y DRAw 7 (Drop
Message)] ZEXELFT

[D7AILDHRE R D Ayt— (Message with File Analysis Pending)] &, BE2iE 3 5Lt lmEt I 526 TEET
CDEIBEFA—I AvtE—DIE PMIUOUNREREMBTIETRET DDONRR TSUTARTY,, Hft
T7AILDNEBEDHDHEDDZEX., [HFIFT74IL (Attachments)] FREICHWNET , EEATBHELTREN-IEE.
ZDAvE—IEEESNE TN, AvE—COBLORIIZZEEMEMENET,

ATYT5 [Avt—U BT 57233 (Action Applied to Message)] > [ (Quarantine)] Z%ELET .

[A—ILRwH 2D B EETE (Mailbox Auto Remediation (MAR) )] #8311t 3 %&. B TEBAIMNLABEDH ST
DIZEBINT=EEIC, A—HFDA—ILRYIRICEIEBFAH DAV E—CFHIBRTEET,

RATYT 6 [E%11t (Enable)] #FxvoL T MAR ZH®IZL. 7o a % [HIkk (Delete)] ITSRELET .
ATvT7 NHEDEENET LI=5, EE (Submit)] &91)vILET,

T74IL LEAT—2avBLUS T —ERIE. AMP TS U ERALT, LEORIS—THERMEENF=LSIZAY
t—UFRBREBELET . HLWEREDE S, 771X T I74ILFTERMESN TEHY .. Windows 8 KU DOS E47
ARET7AIDBREINTIT N, D TE2EMDI7AIL ZATEHEIRTIZDHELIHYET,

ATv7 8 [£F )71 —E X (Security Services)] > [771 ILLE 27— 3> &5 #7 (File Reputation and
Analysis)] #ZIRLET,

ATv79 [7'B—/\ LR EZ#RE (Edit Global Settings)] Z:&iRLE 3,

Z2Tv7 10 18 DESITEBMDIFAIL BATEEMIZLET , (£ (Submit)] 257y ILET,
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Edit File Reputation and Analysis Settings

Advanced Malware Protection services reguire network communication to the cloud servers on ports 32137 or 443 (for File Reputation) and 443 (for File Analysis). Please see the
Online Help for additional details.

File Reputation Filtering: | ¥/ Enable File Reputation

File Analysis: (2) | (¢ Enable File Analysis

File Types:

| 7 Adobe Portable Document Format (PDF)
¥ Microsoft Office 2007+ (Open XML)

¥ Microsoft Office 97-2004 (OLE)

#| Microsoft Windows / DOS Executable

¥ Other potentially malicious file types

b Advanced Settings for File Reputation | Advanced settings for File Reputation

b Advanced Settings for File Analysis | Advanced settings for File Analysis

AT TR

— BN LITTETIHIRTOA FYbE, ROV TRELTAYE—VITHMAINFET, TS5LERIVTREEE
T7AILDHTRESNEEADN, I —FHBKEV AT L ETO—AILTETEN, Web TS5HHDEF1UT1%
FERITDIENTEET . ARRNTSITARELT, AVTUY TV EZEFERLTINSDEATDRI) TR MAT7A
JL(js. .wsf, .vbs) ZHIBRT A EEHELET,

INEDRI) TG IN TS AYE—VF AT T HHLNREILTUY T4ILIEERLET,

ATv7 11 [A—JL7RY) > — (Mail Policies)] > [3{§a> 7>V 74JLA (Incoming Content Filters)] > [Z4 /LD
BN (Add Filter)] #2#IRLET,

ATYT 12 T4VBIZAFIEMST, BRBAZEMLES,
[4 81 (Name)]: BlockScriptAttachments
[£%BA (Description)]: RZUTRRFAT7AIL (js. .wsf, .vbs)FTOYIL T H LT Hhib1—
HYERETD

ATv7 13 (54 D3E N (Add Condition) ] > [# {77 4 JLIE$R (Attachment File Info)] > [jsT# T3 5771 )L
% (Filename Ends With .js)] #21voLEY,
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Edit Condition

Message Body or Attachment
Meszage Body

UEL Category

URL Reputation

Message Size

Message Language

Attachment Content

Attachment File Info

Attachment Protection
Subject Header

Dther Header

Envelope Sender
Envelope Recipient
Receiving Listener
Eemote IP/Hostname
Reputation Scare

DKIM Authentication
Forged Email Detection
SPF Yerification

S/MIME Gateway Message
S/MIME Gateway Yerified

Duplicate Boundaries Yerification

Cancel

Attachment File Info Help

Does the message contain an attachment of a filetype matching a
specific filename or pattern based on its fingerprint (similar to a
UMD file command)? Does the declared MIME type of an attachment
match, or does the IronPort Image Analysis engine find a suspect
or inappropriate image? Is the attachment corrupt?

® Filename;
| Ends with =l |is$ *

" Filename contains term in content dictionary:

Mo content dictionaries are defined. See Mall Policies =
Dictionaries,

" File type is:

|Is j |Compressed j
 MIME type is:

s =]

¢ Image analysis verdict:

This condition Is currently unavailable because the service is
not enabled, See Security Services > IronPort Image Analysis,

" Attachment is Corrupt

(*) accepts reguiar expression

Lok

ATv7 14 [OKI &0y ILFET,

ATvF 15 [793>?iBM(Add Action)] > [Z74 IVIERIZK > THMA T 74 ILEFR S (Strip Attachment by

File Info)] > [js$ T# T3 5774 JL% (Filename ends with .js$)] #2)vILET,



20-FLW a7y 4B 7oAy

Edit Action
Quarantine |
i i He
EerER e Dby Strip Attachment by File Info P
Strip Attachment by Content Drops all attachments on messages that match the specified

filemame, file type, or MIME type. Archive file attachments (zip, tar)
will be dropped if they contain a file that matches. IronFort Image
URL Categary Analysis will drop an attachment for images that match a specified
URL Reputation IronPort Image Analysis verdict,

Strip Attachment by File Info

&dd Disclaimer Text ® Filename;
Bypass Outhreak Filter Scanning fends with =] |.isl *
Bypass DKIM Signing O File size is greater than:
Send Copy (Bcc:) | Bytes
Motif:
oty " File type is:

Change Recipient to |CDmprESSEd =]

Send to alternate Destination Host
. MIME type is:

Strip Header I
add/Edit Header & Image Analysis Verdict is;

This action Is currently unavailable because the service is not
enabled. See Security Services = Iranfort Image Analysis,

Deliver from IP Interface

Forged Email Detection
Add Message Tag

Add Log Entry Feplacement Message (optional)

Hey, your message had a Script file attached, We removed it and saved
you!

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action) | (™) sccepis reguiar expression
Bounce (Final Action)

Skip Remaining Cantent Filters
(Final Action}

Drop {Final Action)

Cancel QK
ATv7 16 [OK] 99 ILET,

wsf BEW vbs T7AIL FATICRHLTHRTYT 13 ~ 16 #REYIRLET . REMLGTILAICIE B 21 [TRT &5
[26 DY RTDIAIIENEENET,



B 21-RDUT+ I7AIVEEIRRT B30TV T1LE

Edit Incoming Content Filter

Content Filter Settings

Mame: |BIDckScript&ttachments

Currently Used by Policies: | Default Policy

Description: | |Save people from Ransomware by hlocking script attachments: .js ar .wsf or whs

Add Condition... Apply rule: |I]c one or more conditions match ;I
Order Condition Rule Delete
1 Attachment File Info attachment-filename == ".js§" ]

2 a | sttachment File Info attachment-filename == " wsf§" ﬁ
3 4 | Attachment File Info attachment-filename == ".vbs{" ]

Add Action...

Order Action Rule Delete
’ ) drop-attachments-by-name(".js¢", "Hey, your message had a Script file

1 Strip Attachment by File Info attached. We removed it and saved youl') @
) - drop-attachments-by-name(" . wsft", "Hey, your message had a Script file

2 4 | Strip Attachment by File Info attached. We removed it and saved youl') @

3 a | strip Attachment by File Info drop-attachments-by-name(".vbst", "Hey, your message had a Script file @

attached, We removed it and saved youl™)

Subrmit

RAFYF 17T & T LIS, 5 (Submit)] #9UvsLET,
FIHILE RYS—TOFHLL AT T4ILEZDERIE

ATv7 18 [T 74 LR > — (Default Policy)] @ [3>T Y71 JL4A (Content Filter)] 5| M [A—JLKR1JL—
(Mail Policies)] > [Z{E »— /LK) > — (Incoming Mail Policies)] > [#£%h (Disabled)] #2')vYLTIEELEY .

ZFvF 19 ROYFEHUT[AVTFLYI IILEEERIZT S (Enable Content Filters)] #2IRL . $it=IZ#ERL
=24)L53® [E%11t (Enable)] BEFzvILET,

B 22 -aVTUY T4 RITETLILEADEHIE

Mail Policies: Content Filters

Content Filtering for: Default Policy

|Enab|e Content Filters (Customize settings) ;I

Content Filters

Order | Filker Mame Description Enahle

1 BlockScriptattachments | Save people from Fansomware by blocking script attachments: js or wsf or .whs v

Submit

ATv7T 20  #TLI=b, [EE (Submit)] 20w ILET,



TIRTLAY J41L48

T IRTLAY T4 REKRIBEL DA ILZADIRELO/NRIELIEDAIILAEDKHE (D1vP U T HBRELUTILDIIT
BfGE) AFRAELBICR YN T —H%BRELET, S ROE BT A7 I TILAYICEAT AT —2%INEL. U7
IWEAALTEBAVTIDIVAZEHTHEICKY B I—TFADINEDAYvE—DEIEFHIELET,

HMAVAR—ILDIZE . TIRTLAY T4V BETIHINTEMESNTOET A, Ayvt—2 D URL DEEH
ZEAREICT B, AvE—CDEBLEMET EDONRRE TI3VT4RTT . COBEEITEY . FEDAvE—T %R
S3ETHA—HITERT HEIIBHMESNETS

ATvT 21 [T 74 )LERY > —(Default Policy)] @ [7 2T LA 74)L% (Outbreak Filter)] 5 [A—JL7R1)
< — (Mail Policies)] > [3{E A—JL7R') > — (Incoming Mail Policies)] > [{&##if8 (Retention Time)] £ voL T
BELET,

B 23 -TFIRTLAY T4ILEDAyE—T @A

Mail Policies: Outbreak Filters

Outbreak Filtering for: Default Policy

Enable Outbreak Filtering (Customize settings) v
Outbreak Filter Settings
Quarantine Threat Level: (2) | [3 v

Maximum Quarantine Retention: | vira| Attachments: ll— Days v

Other Threats: |4 Hours ¥

|| Deliver messages without adding them to quarantine

Bypass Attachment Scanning: b | None configured
25 ae D 0 0
¥ Enable message modification. Required for non-viral threat detection (excluding attachments)

Message Moal!lcatlon II'Hreat Level: !3! 3w

Message Subject: | [prepend ¥ |[SUSPICIOUS MESSAGE - This is a potential $threat_category Insert Variables | Preview Text =

Include the X-IronPort-Outbreak-Status headers: | &, Enaple for all messages

' Enable only for threat-based outbreak

Disable

Include the ¥-IronPort-Outbreak-Description header:

®  Enable I
' Disable

Alternate Destination Mail Host (Other Threats only): I
(examples: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.
Enable only for unmgned messages (recommended)

®  Enable for all messages

' Disable

Bypass Domain Scanning ()

A
(examples: example.com, crm.example.com, 10.0.0.1, 10.0.0.0/24, 2001:420:80:1::5, 2001:db8::/32)
Threat Disclaimer: | | None v

Disclaimer text will be applied to the top of the message body for Suspicious and Quarantined messages. To create
custom disclaimers go to Mail Policies > Text Resources > Disclaimers

ATvT 22 Ayt—CDEEDEPEMNET LI=5, [EIE (Submit)] 0 vILET,



Web 4124593y Novx S

Web 4124543y hSyxoF 12kl BB E(L Cisco E A—)L X2 ToIck->TEZHZ 5N - URL 29y
JEBIUE A—HEBHTHIENTEEFT . BEEDHDIIFEDAVE—D%F FDUI%EI)vILTLEST:
A—HOZFDHERFEDOTEWITHIEELTEET,

TIHIVETIE Web 1085923 boyvFx U T EEMITESTOET 7ORTILAY J4ILRITESH]RZI 5N T
URL B BIZIE. Web 12450230 "vX T EAMTIBENHYET,

ATV 23 [¥a) T4 —E X (Security Services)] > [7 2T LA 974)L42 (Outbreak Filters)] > [/ B—/\
JLERXTE##RE (Edit Global Settings)] Z:&RLET .

24 - TORTLAID Web 1235923 hovFDY
Edit Outbreak Filters Settings

Outbreak Filters Global Settings

¥/ Enable Outbreak Filters

Adaptive Rules: | ¥ Enable Adaptive Rules

Maximum Message Size to Scan: |512|( Maximum

Add a traifing K or M to indicate units.
Emailed Alerts: (7) | ¥ Recejve Emailed Alerts

Web Interaction Tracking: () | @ Enable web Interaction Tracking

ATv7 24 [EFA—ILT7S5—k(Email Alerts)] & U [Web1 25255232 b5yx2 4 (Web Interaction
Tracking)] FTv ORI REAUIZLET . ZL T, [i%1E (Submit)] #0vILET,

R)O—CEE|ZA oM T URL LEHFT BHIZ(E, URL F4ILRYVTERETE Web 10450230 Movxoi%d
T IRENHYET .

ATy 25 [tF 21T 1Y —E X (Security Services)] > [URLZ1 /L% >4 (URL Filtering)] > [H%h (Enable)]
ZEIRLET,

25 - URL Z4J)LAMD Web 124854923y FSvx 4y

URL Filtering

URL Filtering Overview

¥/ Enable URL Category and Reputation Filters
Use a URL whitelist: (2) | [none *

Web Interaction Tracking: (2) | | Enable Web Interacticn Tracking

ATV 26 [URLATIVELUVLE2T—av D T4 LEDF L (Enable URL Category and Reputation
Filters)] FxzwoRy IR & [WebA 225932 b5vF 245 (Web Interaction Tracking)] #9JvoLET ., EL T,
(%45 (Submit)] #9)wILET,



FTARTOEENRT LI, EEZHELTINODHLVEREZANCTIBLEAHYET,

ATy 27 A LD [ZEEDOFETE (Commit Changes)] RAVEV) oL, BEEAANEAALI=6, [EBEDHE
7E (Commit Changes)] 2wy L TEELEY,

Cisco Umbrella [Z2&% DNS 2¥%a!)7«

Cisco Umbrella

SE27f Cisco Umbrella 4—E X[&, fybT—9 . O—329 BNAIL TNNARERETDHENTEET , DY —
EXIE. EEICEENLE—EDR)L— AT avEFRELTVWET, B0 Ty ATTIADTIAOINFIA
Tavid. S LTI RARSN TS A REE D H DR AL (Fr T IV, PPIO7AILEF  IBEB/EANGL)
[CHFBEINDVRIBEBTEETS  WRAFL RID—ZERT 5T TH REBRADEBOR) O —ZEEHRT S
EHTEFET K 26 12, RIET AR TERASN Tz Umbrella @& (High) RS —%RLET,

26 - Umbrella @& (High) RS —

Category Settings o

Policy Settings -
Category Settings

High-Palicy

® High MNews/Media
Mon-Profits

|| Nudity

+|| P2P/File sharing
Parked Domains

#|| Photo Sharing
Podcasts

Politics

«|| Pornography

HMBEDORERYET—2 DNS H—/N\Z#EALTWA B TIEL. Umbrella 2Ry —O£KICEBEIZEMETEET,
NEBRAS O DIL—MERZBE B TETTBRHYIZ, Umbrella H—/N\E 74T —5 ELTHERT 5L5IZ DNS H—
NEBJELET, ChIz&kY . BEARYET—4 S XTFTLIZ Umbrella 7547 ha B AT BRENLGLLY  RykD—
IRDITRTDEZFERET DIV TINEISAT U ABREAERLEY,



LUTFIZ, BEETRAMERFRIZ Windows DNS 747 —4 &L T Umbrella #ERT5L3(CKRET A HEDHEETRL
E3 I

259 F 1 Server Tools M T T, Windows DNS Manager #BZ%9,

27 - Windows DNS Manager

Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts

J SERVER MANAGER i )
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
) . Active Directory Users and Computers
0 Configure this [0{ | apgi i
Component Services

Computer Management
2 Add roles and fea| i
Defragment and Optimize Drives
DNS N

Embedded Lockdm'::“Manager

3 Add other servers

ATvT 2 WETHY—/N\EERL, RIZ [74T—4 (Forwarders)] #ERLFET,

28 - Windows DNS Manager—74+ "7 —4%

File Action View Help

o9 2@ Bz Hm § EE

é, DNS Name
4 5 WIN-AD ] Global Logs
b (£ Global Logs .| Forward Lookup Zones

p (-] Forward Lookup Zones || | Reverse Lookup Zones
p | Reverse Lookup Zones B8 Trust Points
b | Trust Points

= | Conditional Forwarders
i || Conditional Forwarders

7| Root Hints

T ——




ATv7 3 [#mEE (Edit)) &9y I LET,

29 - Windows DNS—27+ 7 —4 DiR&E

Debug Event | Mentoring |  Securty
Interfaces Forwardes | Advanced |  Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
gueries for records that this server cannot resolve.

|IP Address Server FQDN

[] Use roct hirts if no forwarders are available

Note: if conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Condttional Forwarders node in the scope tree.

[ ok [ Camed || ooy | [ Hep |

ATv7 4 Umbrella DNS H#—/\® 7KL X[208.67.220.220, 208.67.222.222 1% A L. [OK] #0')voL
FY,

30 - Windows DNS 747 —4% MiE 0

IP addresses of forwarding servers:
IP Address Server FQDN Validated Delete
<Click here to add an IP Address or DNS Name> |
208.67.222.222 resolver 1.opendns.com oK Up
@ 208.67.220.220 resolver2,opendns.com  OK )
Down

Number of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

|CK.,\Cmael




ATy 5 [OK] &0y L TEREREL. REV1FVERLET .

31 - Windows DNS Manager ~DZEED5E T

Debug Logging | _ Event | Montoing | Securty
Interfaces Forwarders Advanced | Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
queries for records that this server cannot resolve.

[V} Use root hints # no forwarders are available

Note: if conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

[ ok [{[ Concd || Aoy [[ Hep |

RIZ,DNS H—/\NMEATBH/8TUvY IP PRL X% Umbrella Dyt T—4 ID IZEBMNLET,
ATY7 6 [8%7E (Configuration)] > [ID (Identities)] > [y ;T —% (Networks)] #ZRLFET
RATYF T T+17430%0)9 L. FHLLWARYRT—OZEBMLETS,

32 - Umbrella DNS vk —-MIEMN

Policies NetWO rkS o 0
Identities - M

Roaming Computers

' A network may be single public IP address (static or dynamic) or a range of public IP
Mo Dericos addresses, depending on the size of your network. Add a network to Umbrella to extend
: protection to any device that connects to the internet from behind that IP's network space.

The public IP of your network is 31.220.65.225.

Internal Networks e

Networks

Network Devices



ATv78 TR RROEEBITRYNT =D INT )y IP PRLRZASLBE(L /32 DY TRuk) | 52
MmBAZERRLET  RIC [RF (Save)] €0y ILFET,

33 - FHLLRVFT—IDEERTE

Networks o e

Identities -
A network may be single public IP address (static or dynamic) or a range of public IP addresses, depending on the size of your
network. Add a network to Umbrella to extend protection to any device that connects to the intemet from behind that IP's network
Nehorks space. The public IP of your network is 31.220.65.225

Dy ‘
My DNS Server Public IP 31.220.65.225 | 32(1IP, ¥ 2 A,

Enable a daily stats email to

NT. RERYET—ID DNS H—NEZFERTEITRTOLRATLNMRESN ., TRTDTIT1ETA LIR—EM
RER DNS H— /Mo DERICEET HHDEFZHENTEET .

DT ITAETA LR—MIE, $RTHD DNS HERTVavhRREn, TAVIENSEER A& EDIRED
B9 ANhTIUAATREINET,

34 L. VY LIIT7DF I O—KR, £=3tD TV IR/EATIIDHAADT IR EHAI-EE(2TOY
DENFR AU DEERERLTULVET, ID 1EHIZIE. Umbrella B—324 9547k SR T LE. REF DNS H—/
NODBRENEENTNET,



34 - Umbrella 27Oy f=FAS & FE

Activity Search ~ N

e

Activity Search - All Identities - Al Destinations - All IPs - All Responses - Last 24 hours (UTC-07.00 Change time zone) - All Categories -

All Security Categories

- Ident‘tv Exlemal IP Intemal IP

Jul. 29, 2016 3:31:28 PM ssl.google-analytics.com Search Engines I3 Devnet-7 31.220.65.225

Jul. 29, 2016 3:31:28 PM js-agent.newrelic.com Software/Technology, Bu... | [T Devnet-7 31.220.65.225 NA
Jul. 29, 2016 3:31:28 PM bam.nr-data.net Software/Technology I3 Devnet-7 31.220.65.225 NA
Jul. 29, 2016 3:31:26 PM devnet.letmein.ml Malware [ Devnet-7 31.220.65.225 N/A
Jul 29,2016 [3:3125PM [ ww cisco.com | Software/Technology, Bu... | [Z] Devnet-7 3122065225  NIA
Jul: 29, 2016 3:31:25 PM devnet letmein.ml Malware O Devnet-7 31.220.65.225 WA
Jul. 29, 2016 3:31:06 PM c.global-ssl fastly.net ﬁ% My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:31:04 PM devnet.letmein.ml Malware ﬁ% My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:31:03 PM WWW.Cisco.com Software/Technology, Bu... ﬁ% My DNS Server .. 31.220.65.225 NA
Jul. 29, 2016 3:31:03PM devnet.letmein.ml Malware My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:30:24 PM whitehouse.com Parked Domains, Nudity,.. My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:30:14 PM I c.global-ssl fastly.net I ﬁ% My DNS Server ... 31.220.65.225 N/A
Jul. 29, 2016 3:30:12 PM pornhouse.com Pornography, Sexuality F My DNS Server ... 31.220.65.225 A
Jul: 29, 2016 32553 PM [ clients 1 google.com ['5earch Engines I ﬁ% My DNS Server 31.220.65.225 WA
Jul. 29, 2016 3:29:53 PM bam.nr-data.net Software/Technology ﬁ% My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:29:50 PM www.box.net File Storage. Business S... L% My DNS Server ... 31.220.65.225 NA
Jul. 29, 2016 3:29:44 PM [ ssl.google-analytics.com | Search Engines [ ﬁ% My DNS Server .. 31.220.65.225 NA

Cisco Umbrella A—324 95472k
Umbrella O—32% 9547 M., FREGT AU A—R VA DEGE A EZEZRHT I

DIZATUME A5

SvIbyTERE
—3 k@D DNS VL)%, #FHIZ5HEEN TL'S OpenDNS Global Network 7—4%+

ELFET,

UR—M 1 2% LT Umbrella Secure Cloud Gateway 2R £IZF ALIMLET, LIE=A> T, #EETEIRLE=AR

DO—IBITENTRENERINSGO. AVEA—I~NDREBFEZHLTEHIENTEET,

3G/AG TAXLR FxT RybT—0%0, Wi-Fi IRy RR Yk (2

WRybDT—oh 6, FFEBEEOESVRYENT— 55—

ARBERANSAVE—RYMITIERATHAVE1—FGEDVFIFBNHRRIZEYET,

SUY LI TIZRT S ED = IZHELE

VA AR—JLFIEIZDLNTIE,
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf & B L TLE&ELY,

BEFIBEEHYELEAL, A—IVT ISA4AT7UMDF I O—

BN RTIL. BERE) ENLEEEEDE

2445 Umbrella THRESIN =RV T—IEEDA T«

F&E&


http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf�

Cisco Umbrella Roaming

Cisco Umbrella Roaming DA DH—E X &, B 35 [TRT KIICEXRGEFA)T(DEREETOVITHIUT IV
RY—ZERALET,

35 - Cisco Umbrella Roaming ®avEa1—4% Ry —

PO| ICy Security Settings x

The default security settings are chosen to maximize protection while minimizing false positives. Selecting
additional categories may increase false positives, while deselecting default categories will increase your
threat exposure
Security Settings
U Malware, Phishing Attacks, Suspicious Response, Botnet, Drive-by e PREVENT
Downloads/Exploits, Dynamic DNS, Mobile Threats, and High-Risk v Malware
Sites and Locations will be blocked

# Drive-by Downloads/Exploits

U Allow Domains

No domains whitelisted @ Dynamic DNS

¢ Mobile Threats
U Block Page Appearance

¢ Suspicious Response

ADVANCED SETTINGS CONTAIN
¢ Botnet
® Log All Requests
¥ Phishing Attacks
Log Only Security Events

ADVANCED THREATS

Don't Log Any Requests ¥ High-Risk Sites and Locations

T2 RRA > kmlT Cisco Advanced Malware Protection (AMP)

AMP [£959ER—Z DI Software as a Service |V 1—3> T, Thoobewyb7yTLiz5, R —%%RE
L. RICTVFRAVMI AMP OB EORI2FEALFET, Y R—FIRDIURRAMIIE, Windows. Mac.
Linux. Android Y R TLRIFTARIINEENT T MBEDO TSA N\ —FIRABELWOVMEEDREBEAL T3V
(X AVTLERADIT7 XY YT AMP T5AR—k U5 HORRBT7ITSATUoRARHBYET . CORRIEZIDY) 21—
LAVIREEDEFES T,

=ANZ FireAMP 32— )L 1420 5E DO TOERIV4F—FDBRTREINET . SO HF—FIE,. DML
AR RERBDOBERADERK. TOFSDEILTI T RUS—DRE. TIL—TDERLE . FireAMP IREF T (£4<
BETEHEOOFIEZHALES . ChoDFIEIZ DL TIXIQuickStart Guide)[ZSE&H SN TLNSD T, CZTIEER
BREAMRLET,

LTIZERBATHEMDERE L. SoY LI T7ICHT B EHERARRICEOHZ-OIZBETT, —BOHREIEL. X
TL TI—TI2E&>THEASNDIRIS—ATITV., TRUNDEREIL AMP 7HDUMEE TITLVET . £9'. R
R EERELE T Execute E—FEEMIILT. RFVYUNTETTEETIZAINDERTEIOVILET , F1=.
AXNUET—NATETIT7AIL B4 XD LREZEBORBICADLETEOLES, 2OV a—La R TINE
L7z 1600 L EDSUHY LI T7 o TILD55, RE RS —DTIAHILEDRRRAFYY T7/4)L B4 XTHD
5MB LY KEM-ot=HFILIF 103 ETLI=(T&RXIE 51MB),

® https://docs.amp.cisco.com/FireAMPQuickStartGuide.pdf



BRATREMEAHYET  KERGHEBOBE X AU Y ANMIRFY=0) TITSATUREBAT HOMNEELLA
AVEVAGE I
2FvT1 AMP vy —LIzay 4ok, [ (Management)] > [R1) 2 — (Policies)] #:&RLE T,
ATvT 2 IURRAVMNIEAT DB RER) S —%RIRL . [#RE (Edi)] 299 LFET,
36 - AMP {REER) S —

Policies

All Products Android Mac | Linux

Audit Policy

FireAMP Windows

@ View Changes €A copy | | (& Edit | Tl Delete
Domain Controller Policy

FireAMP Windows

© View Changes €4 copy | | (& Edit | | T Delete
Protect Policy

FireAMP Windows

@ View Changes €4 copy | | (& Edit

ATY73 RYS—@ [Z74IL(File)] 27 (12# &)L . [On ExecuteE—FK (On Execute Mode)] & [7 VT4
(Active)] ICERELTHD . RRKI7AMI A REEHRELET .
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Cancel Update Policy

General File Network
Modes i I
File Conviction Mode Quarantine v
Maonitor File Copies and Moves 4
Monitor Process Execution
r

On Execute Mode Active v =
Maximum Scan File Size 50 MB v i
Maximum Archive Scan File Size 100 MB v i

TINAR 78— 3YL—23V (DFC)IZ&2 T SV LI TIZESA— L\ BIEEFRIETTHILELET I,
TERYNT—IDNEBIZH D) E—F TUFRAUADIA— LNV IR EIZHETY

RATv7 4 [ k7 —% (Network)] #7%#IRL. DFC 7o av% [JByF> % (Blocking)] IZEREL. [#T
L Ch=# (Terminate and Quarantine)] ZFxvoL% 3,

38-R)—DRYNT—IBHEDTHESE

Cancel Update Policy

General File Network
Device Flow Correlation (DFC) i I
Enable DFC ¥
Detection Action Blocking v i
Terminate and Quarantine # 0
Data Source Custom and Sourcefire v

B COMEEEAMICT AR BRERNTHAITA57IUr—2ay  BHICERIOYINITTOHREL VYD
FOZT7HRTAR) RMZBFZFIN TS EFEZRLET,



ATv75 BT LEL, [[RUL—DEH (Update Policy)] #2)voLET,

Cisco AMP Threat Grid APl Z{E AT 5&. AT DE=HICEBMIZTI7MIILERETEET, BEIDHERTET HAIIC.
TRTDA—HYDTHIVCD ZERBIZENTIDLENHYET , oSN TRTOI7AILIE, a>V—IL
TERESN-BEEA—H(CXE3T7IEANTRETHA=6H. CNIZE 2 TRELANILDTSAN\—%#EHELET,

THIVNCZERBIZANCLIS. THAVUMDEDRRABREEREL. T70IL YRDN) APl F—  EEHRE
ZAMLET,

ATYT 6 [ZH™92k(Accounts)] > [E X (Business)] > [#R& (Edit)] Z:&IRLET,

ATvT 7 [#8E (Features)] D T T, [TURRAUEDLDT7AILD) I TR FERE (Request and store files
from endpoints)] ZE#IZL. BDTHhOUEHHBIHEEE Threat Grid APl ¥—%%ELE T . [HEHHICERE

1€ (Daily submissions for Automatic Analysis)] Z#EYEL R ILICAZAR S, TURRAU MDD ZLITREEHT S

VM A A—U %8R ET , [IFIERTE D EH (Update Submission Settings)] #2')vILET .

39-AMP 7AVVRDE O RAKTE

Cancel
Features
Request and store files from endpoints Disable... n . 2 WO e
Two Step Verification
3rd Party AP| Access Configure APl Credentials oy et ;
&  Documentation

Cisco AMP Threat Grid API

APl key Use Default Key

Daily submissions for Automatic Analysis 80% (200 of 250)

VM image for analysis Windows 7x04 ¥

Update Submission Settings

ATv7 8 BT Lo, EABD [EH (Update)] &0y oL 7HIOUNREEEHLET

RIZ, BB HHEEN . BEDT V=TS T7A IS MITHLEEDIENEITAIRETI 7ML EEETEHLIITETE
L/ig-o

257979 [43#7 (Analysis)] > [#LEXE (Prevalence)] > [B 153 #T D &% 7 (Configure Automatic Analysis)] &
BEIRLET,

ATv7 10 BEAMERENCTHLATL JIIL—TEERL. [#E (Apply)] 20)vILET,
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Automatic Analysis Configuration

This enables automatic analysis for Low Prevalence Executables per group.
1 selected >

Audit
Domain Controller

Server

Triage

BN HERTET L. BILEEDRITAIRETI7AILH 4 BRI EIZTEIESNE T, FireAMP (L, FireAMP a4494%
DHERLIzI7MILOFIATRERIE S BIETDEIERLET , I7MIILHARMBEIN5T7MILAHTISEESIE
T, TDE. [F71IL 71 (File Analysis)] R—U THMBEREER TEE T, 77/ —EHRBERGING A o1
BEIE. T7AIL VRSP TIFAIVBRBRAT—AREHRTEET,

TJ1—RX 2 DEELKV)1— 3 0 NEE

R4 T BELGIVYLYITHEY ) a—SavIitRESN REETAMITONHEZRLTOET UTOE
HaDtEI VTR SV LIITICHT A HERKRRICEDE=DIZ. BEDAVA—ILRICEDLIIZTHA
BT A RXLI=-DEFRBALET,

% 4-BIESNFV1—Las BTN ERE

ToIhTH—L
Stealthwatch NetFlow DUREE & #T REFEIFTIZ4T7X(6.9.0
ISE TR =R T BT NAADRIE | REELFTTS4720X(2.2.0.470
ETAT7 4R
Cognitive Threat Analytics |SW ASDT7A—D 347 92K N—3070

Firepower Management Firepower Threat Defense Y AT LD |{REBFEFXF7IS/47X(6.2.0
Center &3m

Firepower Threat Defense | Firepower Threat Defense Y7k 7 |{R#EH KU 2100, 4100, |6.2.0
A A—CEERFTTEHEXa)T0 TS5y |9300
TA—L

ASA IFAT 94— ASA5500-X 9.7(1)4




ASA-ASDM O—hJL FW &IE ASA5500-X 7.7(1)
ASA E® NGIPS fREE LTI ASA3500-X 5.4.1.8+
AnyConnect X7 TEEUTA VSAT U FTRT 4.4.02039
Catalyst A vF FHYHF— 3y 6880 15.2(1)S
6807-XL 15.4(1)SY
7oA 3650, 3850 16.3.3

Cisco ldentity Services Engine (ISE)

FTIRT—=D AV TSRS IFADERHEOL—HETINA RDEEL. EEDHEHDE—RTT , RybT—I~
DEGET. RANDEZHILBMOERZ, EHETEHVERILEBETEIEZRE I AUMETEFYVATT,
CDIAVTHFRAMERIE. TELAEDMDZLDOR)—ERBEIETE, 7TAToT4T1LARIESNZEET7R—L
DOEEM FIZBERTEET,

CODHARTIX. SV LTI LDFHDI=H®D ISE DEFEELA—HFDOMEBICEAZTYTEITISEDEALE
IZBT 2IFHRE REBDREAEICDODLTIX, UTOULIESHELTIESL:
https://www.cisco.com/c/ja_jp/support/security/identity-services-engine/tsd-products-support-series-home.html

YR —DEEEDERTE
FYRT—HEBEIZESTEELILF. A— AT IERTEIEIEFLGARIMNLERDHT . Ry T—9IA4 R —
TAVTTBTINAREHANTHETT , A—FHER., B, T/2(X VPN EHGEZNLTT IR T BI85 TH.
A—HDEX1)T4 RID—DENEEMFTILENHYET . CORBETIL, AAA BIEZEL T, ISE [2&2T
tXal)T4 BTERELET,
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csco  1dentily Services Engine Home + Context Visibility } Operations } Policy » Administration ~ Work Centers

~ Network Access | » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

» Overview  » |dentities  |d Groups  Exild Sources  » Metwork Resources » Policy Elements  Policy Seis » Troubleshoot  Reports  » Seftings  Diclionaries
—
P'alicv Sets . Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order
| Search policy names & descriptions. O | For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
Status Name Description
e B [ peb [ %] o ;
Default Default Policy Set

=] sSummary of Policies
Alist of all your policies ¥ Authentication Policy

[ Global Exceptions

MAB : If Wired_MAB OR Allow Protocols : Default Network Access and Edit] +
Rules across entire deployment Wireless_MAB
Default E Default use Internal Endpoints
Default Policy Set
e R Dot1X CIf Wired_802.1X OR Allow Protocols @ Default Network Access and Edit] +
i Lo iR Wireless_802.1X
Default use All_User_ID_Stores
Default Rule (If no match)  :  Allow Protocols © Default Network Access and use . All_User_|D_Stores Edit| v

+ Authorization Policy


https://www.cisco.com/c/ja_jp/support/security/identity-services-engine/tsd-products-support-series-home.html�

ISE DT 74 ILLDEREER) S —TlE. £FT/NAAD MAC PRLRIZEEL., Bl 71— X4 @ B3 57-0IZEE4
DEETETRLAN =BT EINEZHERELET, BEEIL. 2 —FOT/NARZHERTHREARKELT, Dot1X £5%
ETEET,

ZOHITIE. 2 DD )L—T  TEmployee 1 &l Contractor1ZE L E LTz, ChoD{E(E. Active Directory D% JL—
TR EBEMITHENFET , Active Directory 2R ET HE. CNLDEES IL—TELTISE [T D20 O—RTEET,

IhslE, [BEHE (Administration)] > [7 4T T4 74D & (Identity Management)] > [(NEBT7 A T T4T4V—X
(External Identity Sources)] > [¥'JL—7 (Groups)] THHERTEET,

42 - NETFAToTAT4 V—R

aisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  ~Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentities ~ Groups  External Identity Sources  Identity Source Sequences  » Settings

External Identity Sources Connection Whitelisted Domains PassivelD Attributes Advanced Settings
BT = Edit {%Add - Delete Group  Update SID Values
» [ Cerlificale Authentication Profile
v = Active Directory D L = DL
< AD1 [ cisco-x.com/Users/Contractor 5-1-5-21-2911150674-668070521-1126188963-1110
[ fmp [J cisco-x.com/Users/Domain Admins §-1-5-21-2911159674-668070521-1126188963-512
& obsc [J cisco-x.com/Users/Domain Users $-1-5-21-2911159674-668070521-1126188963-513
| RADIUS Token [ cisco-x com/Users/Employee $-1-5-21-2911159674-668070521-1126188963-1109

(L] RSA SecurlD
] SAML Id Providers

ATvFTA1 Active Directory 7 )L—7% B3 5 K512 ISE #5XELI=#.. TrustSec X274 J)L—T 4%
VT (SGT) #ERLET . ZOHITIX. EmployeeSGT & ContractorSGT Z4EmLELT=, ;¥ :SGT ID (%,
Employee:SGTID 4. Contractor: SGTID 5 EL THEERSNET,

43 - TrustSec SGT

asco  ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers

» Network Access  » Guest Access  ~TrustSec | » BYOD  » Profiler » Posture  » Device Administration  » PassivelD

» Overview ~Components  » TrustSec Policy  Policy Sets  » SXP  » Troubleshoot Reports b Settings
C———

(<]
Security Groups Security Groups List > EmployeesSGT
Security Groups
IP SGT Static Mapping e
Security Group ACLs | EmploveessGTl |
Network Devices * lcon
Trustsec AAA Servers @ L el ™o
20 wma|]>a0
S E®™ @ 45
Description
Employee Security Group

Propagate to ACI
Security Group Tag (Dec / Hex): 4/0004
Generation Id: 33

Save Reset



cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access w TrustSec » BYOD » Profiler » Posture » Device Administration » PassivelD

» Overview ~Components  » TrustSec Policy  Policy Sets  » SXP  » Troubleshoot  Reports  » Setftings
I=—. |
<]
Security Groups Security Groups

For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
IP SGT Static Mapping

Security Group ACLs S Edit opAdd | @almport ElrExport v | Y Delete » () Push
Network Devices Icon | Name a | SGT (Dec / Hex) Description
LI @ BYUU 15/00UF B Y UL Securty Group
Trustsec AAA Servers [0 &= Communication_Systems 34/0022
[0 €@ ContractorsSGT 5/0005 Contractor Security Group
O @ Developers 8/0008 Developer Security Group
0 @ Development_Servers 12/000C Development Servers Security Group
O .g_ EmployeesSGT 410004 Employee Security Group
] 1 Executitives 32/0020
O @ Guests /0006 Guest Security Group
[0 & High_Security_System 36/0024
[J % Human_Resources 33/0021

ATvT 2 Employee # & U Contractor D EREEIL—ILEERL. 7O REFRIEEFa )T TIV—T 25%
BlYLHTET,

44 - BBEEIL—IL

cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ \Work Centers

~MNetwork Access = » GuestAccess » TrustSec » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

» Overview  » Identities  1d Groups Ext Id Sources » Nefwork Resources » Policy Elements  Policy Sets » Troubleshoot  Reports » Settings Dictionaries

_—
Default Standard
Default Policy Set
= . - Status Rule Name Conditions (identity groups and other conditions) Permissions
BOE U et Wireless Black List Defauit {  Blacklist AND Wireless_Access Blackhole_Wireless_Access
Profiled Cisco IP Phones I Cisco-P-Phone Cisco_|P_Phones
Profiled Non Cisco IP Phon Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones
es
Contractor i AD1:ExternalGroups EQUALS cisco- - ContractorsSGT PermitAccess
x.com/Users/Contractor
Employee AD1:ExternalGroups EQUALS cisco- EmployeesSGT PermitAccess
x.com/Users/Employee
IoTMAB i loTMAB t PermitAccess AND loT_DeviceSGT

Network_Access_Authentication_Passed

ZDIL—ILDEHETIE, SBEEAS Active Directory 4 —/N(AD1) IZ—EL ., DS =2 —H A Employee ZF1=
[ Contractor 7 IL—TICEFNTWSIZEEIZ. i 5 SGT #EIYH T, 7V ERZHFAILET,

RATvT 3 TINNAREA—YFRIT D ISE (2. RAYF . T7ATOA—IL IL—E3%EMLET, [T—V 1Y
4#—(Work Centers)] > [y +T—9 7+t X (Network Access)] > [RykT—%51)—X (Network Resources)] >
[ ykT—2T 7314 X (Network Devices)] DIEIZERLET , 1B (ADD)] =0y I LET, [&FT1(Name)]. [IP7F
L X (IP Address)]. [552BA (Description) ] (7L a>)Z A HLET . RADIUS £ EMEREHRELET .
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Identity Services Engine

»Network Access | P GuestAcocess b TrustSec P BYOD P Profiler b Posture b Device Administration b PassivelD
» Overview * Ident id Groups  Ext ld Sources » Netwark roos b Policy Demants  Policy Sets b Traubleshoot  Reporls  » Seflings  Dictionanes
L}
Netwark Devices List » S-CAMP-5

Netwnrk Devices
Network Devices
Devics Groups

* 1P Address: | 10.9.255.21

Defsull Device

Exierrml RADIUS Servers

RADIUS Server Sequences

Exierrml MDM Servers

* Device Prafile

Hme | unknown b4
..

* Netwark Devi

¥ [« RADIUS Auenticasan Setings
RADAUS UDP Settings

Pratocol  RADIUS

* Shared S

| Shiow

ATv7 4 FINARLEFEALT. TrustSec T/N( X ID #&/ELZET,
9, [{R%F (Save)| #0UvILET,

46 - TrustSec T/3f X ID DEKRE

bt |dentity Service:

RREEICEAT A/NNRT—FEERELE

P TrustSec  FBYOD b Profiler  » Posture b Device Adminstration b PassivelD

b Guest Acosss

¥ Network Access

» Overview » Identities d Groups Ext ld Souro v Metwark R » Policy Bements Palicy Sets # Traubleshoot Reparts b Seflings  Dictionanes
B ———
o ¥ w Advanced TrusiSec Sellings
Nelwork Devices
Device Groups . A 4
~ Device Authentication Settings
Default Device
e Divice 1D for TrusiSec | calion
Exiernal RADIUS Servers Use Device 1D for TrustSec identificasion
RADIUS Server Sequences Device id S-CAMP-5
Exieenal MDM Servers * Pa | Show
w TrustSec Notifications and Updates
* Dawnload ermironment [z ] [Boes___~]
* Download peor authanzation pokcy every | 1 | I'k.u': - I

* Reauthenti

* Downles

Ofher TrustSec devices o trust tis de

Sen:



AAYF DETE

BARAAVFIE RINT =0 TNAR, 21— ZOMDL AT LEFREET 5 ISE AAA H—/\EBIESHEIITERET
PBENHYFT . EHMICTIVFY—IVRTIOREZTL. FvbT—VICEBELTO O ERZAREMICBETE
BEINTTBDHBRR TSI T4RATY,

RADIUS ZRiE. Ful. 7HhOU T4V T DERTE

ATvT 1 SREEICERSNS IP PRLAMN ISE [CERESN TS A—TJI(RES O—/N\LIZEEELET,
dot1x control #A *—JJLIZLET  AAA T/ R—TILIZLFET,

ip radius source-interface LoopbackO
dotlx system-auth-control

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa session-id common

ATYT 2 RD RADIUS H—/N\EHFHRELET,

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 5 tries 3

ATv7 3 RADIUS H—/\[IP PRL R ISE [CAASN - HBMERERELFET,

radius server ISEQO1
address ipv4 10.9.10.51 auth-port 1812 acct-port 1813
pac key Ciscol234

ATv7 4 RADIUS @ AAA FIL—TR%EHREL. ATYT 3 TERLI=Y—/N\#BELET,

aaa group server radius ISE
server name ISEQOL

ATYT5 ATYT 4 THERLE=TIWN—T2FERT BT IHILEDEEEE., &Fal. 7H IOV T4V 0 &R ELET .

aaa authentication dotlx default group ISE

aaa authorization network default group ISE

aaa accounting update periodic 2880

aaa accounting dotlx default start-stop group ISE

ATv7 6 BRI EE (CoA) MELELIZEEIT, ISE DA RAYFIZEBMIZKR) O —BHEEETETLLIICEKTE
LEY . [EEATrustSecs%  (Advanced TrustSec Settings)] @ ISE T/A\f ARETIEEL=/S\RT—FZAHLE
o CNIZKY, RAYTF R—bD/RHU R BRI, ENIENBRZITHEYET,

aaa server radius dynamic-author
client 10.9.10.51 server-key Ciscol234



ATvTT AALYFH IP TRLR%Z ISE [SEETEDLIIC, RAVFITT NARBHAVUNEHRELET . T
NAZEBHAITURE RMYFDEBECAVAR—ILENTINS I0S D/N—V3v (Lo TEBHGENHYFET .

I0S 16.1.x KYHI:
ip device tracking all

5 0—/\)LarvIq¥al—i3r E—FTCERALET,

10S 16.1.x LA
FO—/\)L avUR:
device-tracking tracking
|

device-tracking policy IPDT
tracking enable

dotix f2B3—TA AT, L FZAALET,
device-tracking attach-policy IPDT

FHHICOWTIX. TIOS 16.1.x A T4Fal—2ay AARIESRLUTIIZEL,

T EEVATLATEASNARMVFDIGE . NV VABIVESEITURE LTOREICL>TLEELS LV
BRI HIENTEET,

authentication command bounce-port ignore

authentication command disable-port ignore ip device tracking
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/se
c-rad-coa.html| [# 55

/-I_\o_}\jto)/-l_f nlh\n].—to)ﬁ j]ﬂ:

AAYFTIF UTDEREIZEO>TR—I—IADEEE IP TNAADEBHREAETEE T, TURRAUS T34
ADEREINSGBT AV A—TIAREHRELET . MAB KU Dotix AXAHFL. BEBEYICHEET HICE. LT
D7 T)r—2ay /—MMIRBEINTVDELSIC, IEFEEBEIBRZEYICIEESTILEAHYET - TMAB DERE
http://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-service/applicati
on_note c27-573287.html [&EE

ATYT T BTINAR A B—DIARIZRDBEZEMLET,

interface GigabitEthernetl/1

device-tracking attach-policy IPDT

authentication event fail retry 0 action next-method
authentication host-mode multi-auth

authentication order mab dotlx

authentication priority dotlx mab

authentication port-control auto

mab

dotlx pae authenticator

port-control auto ($ERET7 V7471t 5T KT, TAMCILEBMT A ELBIBRTHELTEET,


https://www.cisco.com/c/ja_jp/td/docs/switches/lan/catalyst3650/software/release/16-1/configuration_guide/b_161_consolidated_3650_cg/b_161_consolidated_3650_cg_chapter_01001010.html�
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/sec-rad-coa.html�
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-sy/sec-usr-aaa-15-sy-book/sec-rad-coa.html�
http://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-service/application_note_c27-573287.html�
http://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/identity-based-networking-service/application_note_c27-573287.html�

TrustSec

TrustSec Z2HMICEHETAICIE ERDODRATYITEETITILENHYVET . RMDATYI X HEDBEEZEH
AISNBTIN—TERETEIRI—DEERTT , DX Ta JIL—TE#FEATERI—IL ISE LU
T7AT 24— K> — I 1+—T+ (Firepower Management Center, ASDM, CSM) DA TEAIZ{ERRLET
WYKL —FFE &L=, Security Exchange Protocol (SXP) Z{# L T SGT-to-IP 7RL R RwE LV 1&E#R%E &
FTBEIINEVATLERELET, —HDREBETIE,. SXP ADSMITIMA T, T ILDAUTA4Y BF 051
BITHYFES . REIC. RMVFBLUVIT7ATI4—IL AV 3—TzA A TEAZEHILET,

Cisco Platform Exchange Grid (pxGrid) (. 42T /AC—ETAVTI OV RAE XM T 50D EREIZEFa
T AT LERMLET , ISE. Firepower, $ XU Stealthwatch B pxGrid #E AT HE, CNHDU AT AL
FYRT—=DIHEHRLTWS A —FETNARICET S22 BV T AMERE X BF TEE T, pxGrid ZAVA—IL
9 HFIE(X. [Rapid Threat Containment &t HARIIZEBEH INTLNET,

ISE Ry — TR woI R

ISERYL— Th) v I RICEoTHIEEN , RAYFITE>TEITENDBEIX. —ARD, AT—FIILTIEGELERE
TY, L= o T, BYIER M RSN OMEEZ R T 5102 ERELBERMAZEET DV ENHYET B

ARRETDIDIE, TUVER RAYF R—rDBFET NAR/EF2 T4 TIL—ThMtmeshi=\rybthibLE

TY,

ISE & TrustSec [, A—RXAYF L. CILAFLFZEILED T NARABTRAYF LANILDEF1TAEZEET D
[CEENT, BEEY—V2KIBYL T Ao T—2a FERILET,

ISE 7R — RO R ([T—U+> 32— (Work Centers)] > [TrustSec] > [TrustSec7R!) < — (TrustSec Policy)] > [¥
O (Matrix)]) (&, ZIETE LVIEBE LX) T JIL—TETLHTRETHHREMICERETEST—TILTT,
TI—TRDBEEEBRELIEFRT BICIE. RIS — L ERELET . T IAHIILNTIEEEIEFAISINET,

47 - ISE RS — Th)w IR

~ Egraes Poucy Production Matrix . oputes el 51

&

i it feat desec | Woewr v | ) Desiny | @ Mortarai-of | goimpert hEwon [ Vew v | Show|RWD File

Source Tree
Destiration Tree

Network Device Authorization



https://www.cisco.com/c/ja_jp/products/security/pxgrid.html�
https://communities.cisco.com/docs/DOC-68293�

X :SGT Unknown MM B—RYrEBZLNDIEERT -ODAREL Ea— TAILAEERBLEL, HIET DB
E7O0—AR—THAHZENDLMYET, TrustSec RUS—(E, T7AT 04— ILDEIITHWARTIE G-, EA
MZHAEIIERTIRENDHYET,

ZDFITIE, [REET /N RZEBRLT RTD T /34 XA Unknown &B1E TEEF, Contractor KU Employee (.
Unknown 8L UEI—® SGT EDHBIETEET , Guest HEIETESDIEL. Unknown DHTY , BT/ N1 XX
HELBETEFEA (L RT—2REIRBERERR IIIBE T R —ZERLET ),

ATvT1 TNARBEDBIEEHAITHLIITR) O —ZH/ELET . LILEI)vIL. BILDELDRETA
a2% 7y LT SGACL #:&IRT BHM . [TRTDIL—ILZEF (Catch AllRule) | ZZEELE T, [fR7F (Save)] &7
YwoLET,

X 48 - EF Al DR

ruup ContractorsSGT (5/0005)
A Gruup  EmployeesSGT (4/0004)

RATYT 2 RIO—DEEMNTT L5, BB (Deploy)] RE2E)vIL ., RITEEMEEHD [Fv 2 (push)]
REVED I ILES [OK] &9') v LT, CoA BRZETEALET .

BB T BEE FET /A AN, TrustSec BARANEIIZSN TUWVENDRMYFITERKINTNSIGE . RUI—IZZ
DBEIEETOAVITBEIIRESNTNTH, /SARADMD T RTHO XA YFIZ TrustSec FHAMEREINTLVTH,
COBEFITOVIINFEREA, RUS—ICHEESNTVSIGE . ZETXT/N\ARICRSNDI TS 57499137
Ay TEEY,

Security Group Tag Exchange Protocol

SXP ZEAY %&. TrustSec M/N—FV 17 HR—bDBLENRYET—D T/INA R SGT ZGHETEFY . SXP &,
SGT BERYET—U TNARBTOIVRRAUED SGT & IP PRLADEREICFEAINE T, SXP M E5iEd 5
T—ARIE.IP-SGT RvEV T EEENF T TURRAUMET S SGT (F, EHIFEITBIMICEIY A TRIEET.
SGT [EARybT—9 RS —THEFELTHERTEET,

SXP (&, FZURAR—k TERIJLELTTCP Z2FEALT. 2 BDELD R YNT—9 TINAXE D SXP &L
FY, & SXP EMTIE. —ADETH SXP RE—H—ELTHEESIN. E5—ADETIE SXP YR F—ELTHRES
NFET, INLDETIE TNENDNRE—D—BLUVIRFT—OEAELTHBET DM ARE—RIZRETEET,



ERIIELLDETICE>THRIBTEET M TVEV T ERIEEICRE—HA—D D) R F—IEEINFET,

ZDV)a1—23r Tl SXP [INT-ZAR—IBATHESN ., TRTORYNT—T TN XM SXP HFED =81
ISE H—/NEETITENFE LIz, RAYTFEISE —/\HIZT7AT7 04— I 1 HHIHEEIF. FTD 8LU ASA 77
AT 2A—IViliAZELT SXP 2] I 51=-OIHFRGREEZEMT 2LENHYFES .

ASA #&ELUT- SXP OEZE

SXP #&flE. ROBIIRT £IIZ, ASA [ZE>THERE RSN 2 DD SXP E7RHI THHILIKREBDOFELLAYETS,
(SXP E7 A)----(ASA)---(SXP E7 B)

L7f=h¥>T. Cisco TrustSec L#iETHELIIT ASA #ET HIHE(L. SXP EHREEFHRET H-HIZ. ASA T,
no-NAT. no-SEQ-RAND, MD5-AUTHENTICATION TCP #7ava A #—JILICT BB ENRHYET,SXP ET
D SXP 7R—k TCP 64999 38 CH RS T4y 725t LT TCP REE/NA /SR RYL—ZERLET, LT, BYHA
UR—DIARITRY)—F@RALET,

FEZIE . RDATUR ybE, TCP RKEE/NA/RR RS —D ASA DFEEHEERLTVET,

access-1list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999 access-1list
SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow Ff=l& tcp-options range 19 19 allow

class—-map SXP-MD5-CLASSMAP
match access-1list SXP-MD5-ACL

policy-map type inspect dns preset dns map
parameters
message-length maximum 512
policy-map global policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global policy global

HMIZONWTIX, RO AL ESBLTESLY,
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/firewall/asa-96-firewall-config/access-tru
stsec.html| [E£EE

FTD &L= SXP OFXE

FTD TROBELZETLET,

1. Vb T—0 ATOxHR(RybD—oE&TaalL) DIER
2. #i3k ACL DERL

3. Flex-config # 7z IrDERK

4. FTD T/31ZXA~®D Flex config 77z H DB


http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/firewall/asa-96-firewall-config/access-trustsec.html�
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/firewall/asa-96-firewall-config/access-trustsec.html�

WART V2R YANMI, $RTOBUGERAYFD IP B&U ISE [TR—b 64999 A I 54T VbEBMLET .
COBITIE. SR IPTAVIADRINI—0 FT DU ERLELT =,

ATvF1 FMC T.[# 7Yz (Objects)] > [TV EE (Object Management)] > [y kT —%
(Network) ] ICBEILET . LD [RyrT—H%EM (Add Network) ] RZE 2 wHLET , [& T (Name)]. [EiBA
(Description)]. [yt —% (Network)] Z A HLFET , [(R¥F (Save) | 20y ILET,

49 - FYRT—Y 7TV DIRE

Edit Network Objects

RATvF 2 [# 72z /7 (Objects)] > [TV EHE (Object Management)] > [/k—b (Port)] IZ#8EILE T,
BLEO [R—rDEM (A Port) ] REV %)y ILET  [% R (Name)] [ZTSXPI ZA AL, [TCP] Z2#4RL. [R—h
(Port)] 12164999 # A ALET , [fR#F(Save) | &2y ILET,

50 - R—k AT 2z U DiR&E

Edit Port Objects

Mame: | sxe

Protocol: (® TCP UDP 1cMP IPVS-ICMP () Other

Port: | 64999

Allow Overrides: [ ]

RTY7 3 [A 72z (Objects)] > [TV MEE (Object Management)] > [7 7t X!) X+ (Access
List)] > [#3R (Extended) ] [CBBEILET . A LD [H:5ET VR ARDENM (Add Extended Access List)] R2%
9y ILET,



51 - YRR T7 VR YA+ DIEM

Overview Analysis Policies Devices Jelij{Jal} Deploy System Help v  bmecgloth v

Object Management Intrusion Rules

© Add Extended Access List | |
=8 Network Name | Valie |
&° Port kX
SXP-MDS-ACL X i lu |
@ Interface

£ Tunnel Zone
[ Application Filters
VLAN Tag
@ URL
Geolocation
Variable Set
4 =) security Intelligence
=) Network Lists and Feeds
G DNS Lists and Feeds
&) URL Lists and Feeds
@ sinkhole
File List
¥ Cipher Suite List
4 ] Distinguished Name
[5) Individual Objects
=, Object Groups
> ek
i SLA Monitor
4 5 Prefix List
5 1Pv4 Prefix List
[Eb 1Pv6 Prefix List

#TELe Map
4 | access List

[ Standard
[ Extended

£ Community List

ATv7 4 [& 81 (Name)] ZANLET , B (A ] ZHVVvIL. FOER VAL TUN) DERERIBLET .

52 - HILLMLERT7Z VX YR ATz ok

| New Extended Access List Object ? X

" SXP-MD5-ACL

Mame:
a Entries
Sequence i Action Source | Source Port Destination | Destination Port
|

No records to display

Allow Overrides:

Save | Cancel

ATY75 BIDATYT TR LIz @GR YT —) 7T VPEERL. BEVORBICEUGEETS &
VRAERYNT—IICCDFT oo BMLET  [R—k(Port)] #7409 ILET,



53 - #isR 7 V2R YRR TR DENM - R—F

Add Extended Access List Entry
Action:  Allow v
Logging: Default
Log Level: Informational

Log Interval: Sec.

@
Available Networks & Q Source Networks (1) Destination Networks (1)

|4 search by name or value | & LablP B |2 Labip &

2 1Pva-
2 1Pva-
2 TPV
B 1Pva-
2 1PV
2 1Pve-

(2 1Pv6-| ique

(o TPvE-toIPudaRa -

D Enter an IP address | Add | [EnteranIP address | ,a,dd;;
_add || cance |

ATYT 6 ERATREGR—FD REMBTSXP1Z:ERL . [FEFEIZIEN (Add to Destination)] #21v 2 LEY,
LCEM(ADD) ] E#9UvIL,. TOER VAR TN ETETLET .

54 - YRsR 7 VR AR TR DEN - SXP

Add Extended Access List Entry
Action: o Aliow 7
Logging: Default
Log Level: Informational

Log Interval: Sec.

Metwork m

Available Ports & @ Selected Source Ports (0) Selected Destination Ports (1)
& s &

| “4 Search by name or value !

& SMTP o
& SMTPS

[ capg — S -
& sump [ addeo |

&° TCP_high_ports

&° TELNET

& e

_‘15 Yahoo_Messenger_Messages . Protocol ¥ | Port i’i ‘ add Protocol

Cangel |

RATYTT [4 72k (Objects)] > [T Pz EHE (Object Management)] > [FlexConfig] > [FlexConfigZ
J< x4 (FlexConfig Object) ] [ EILE T, /LD [FlexConfig4 7 4 3B (Add FlexConfig Object)] R4
DED)9OLET [&ET(Name)] ZAALET, EZE(Z. tcp-map. tcp- options. class map Z8EY{TITET,

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options md5 allow multiple

class—-map SXP-MD5-CLASSMAP
match access-list Sacl



HEA (Insert)] 99 LT, AT7v7 4 THERLIIERT7 VX VRN ES $acl ELTEIY L TET, global
policy-map &4 Rl IERGA T av &Y ITET,

policy-map global policy
class SXP-MD5-CLASSMAP

set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW

[RF(Save) | &0)vILET,

55 - FlexConfig # 7z /b DR

Edit FlexConfig Object

P —
Name: Crosrepmzese )
—

Description: ‘Allow the MDS TCE option for multiple instances
Disable TCP Sequence Randomization which breaks the MDS checksum

| Show Possnrd: & Everytime 7| Type: |Append ¥

tep-Map SXP-MDS-OPTION-ALLOW
top-options mdS allow multiple

class-map SXP-MDS-Gld

match access-1ist @

policy-map global policy

class SKP-MDS-CLASSMAD

set connection random-sequence-number disable

set comnesction advanced-options SXP-MDS-OPTION-ALLOW

SINGLE SXP-MDS-ACL EXD_ACL:SXP-_  false

RTv7 8 FIRT—=IRDT 81 ZABIZHFHLLY FlexConfig IR —Z4ERLE T, [T/ 314 X (Devices)] >
[FlexConfig] ICFEILET ., AL D [FHLLVKR S —(New Policy)] RAVEVvILET,

56 - T/INAR

Overview Analysis Policies JelaH{dl Objects | AMP

Device Management NAT VPN

System Help v bmcgloth v

Cosmeny

[% 81 (Name)] & [EBA (Description) [ (A 73 ) & AALET  FRARELR T NS ZADSEZLUDT
INARZEZERL . [[R')—IZ1B 00 (Add to Policy)] IR22E 91w LET , [fRTF(Save) &9)vILET,

QoS Platform Settings FlexConfig Certificates

ATv7 8



57 - HiLLWRY > —

Mew Paolicy ? X
MName: SXP
Descri Allow SXP through FTD
Targeted Devics
Select devices to which you want to apply this policy.
Available Devices Selected Devices
L Search by name or value | E FTD-CAMP-HA a
| | Add to Poli
X ]
Save 1 Cancel |

ATv7T 9 ERDAZa—H D, F=IZEZINT= FlexConfig Z:ZRL . KENZEI) v L TR —ITEBMLE
. BLED [{RTE(Save)] 29V vHL., RIZ [HREDTLE 1—(Preview Config)] 29y L THERZHEALET,

58 - FlexConfig M3&1n

AMP Deploy System Help v bmcgloth v

Overview Analysis Policies JUSUIGEE Objects

Device Management NAT VPN Qos Platform Settings FlexConfig Certificates R
SXP ‘ (B

Allow SXP through FTD
[E] Policy Assignments (1)

Available FlexConfig ¢ | (& FlexConfig Object | ™| selected Prepend FlexConfigs
= #* Name Description

T User Defined

[ PSwaiem
] Default_Inspection_Protocol_Disable
- Selected Append FlexConfigs
[2] Default_Inspection_Protocol_Enable e =
# Name Description

[l Eigrp_Configure
[2] Eigrp_Interface_Configure 1 MDS-TCP-MAP-SXP L@
] Eigrp_UnConfigure

] Eigrp_Unconfigure_all

[£] 1515_Configure -

ATv7 10 (BB (Deploy)] #2Uv oL, Z7AT7 24— ILIZHLWEEEZ A A—ILLET,

http://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-quide-v62/flexconf

ig_policies.htm| [#EE]



http://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-v62/flexconfig_policies.html�
http://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-v62/flexconfig_policies.html�

ISE TD SXP T/AAR ET7DHRTE

& SXP R TIE. —ADETH SXP RE—A—,LTHREIN. L5—ADETIE SXP YRF—ELTHRESINET,
EFNEFNDETHRAE—D—ELVIRFT—DOEAELTHEEETEIMAME—RIZHRETIDHNRRE TS59T74RX
TY, BEfiEEBONETIZE>THRIATEE T, TVEV T BERITEICRAE—D—mD R F—IZERBEINFET,
Cisco ISE [ZIBIFEH D SXP ET7 T/ RERTFRT BIZIE, [T—Yt 42— (Work Centers)] > [TrustSec] > [SXP]
> [SXPT /34 X (SXP Devices)] DIBEIZERLETS

SXP AL TREIET S RYLT—Y T/INM A% ISE IZEBMLET,

ATvFA1 ISE T. [7—%t>%—(Work Centers)] > [TrustSec] > [SXP] > [SXPT /34 X (SXP Devices)] IZ
BELEY,

59 - SXP T/3( R

ihedhe  loentity Services Engine » Conbext Visibiity  » Operaions  + Poliy  » Administration
¥ Nohioti AbtEts b Coesf Accets | »TrstSec  » BYOD s Profier  » Potlure . & Devico Adminisiration  » PatsivalD
¢ Dvere + Compoments b TrustSec Polcy PoltoySets = 3SNF » Troubleshool  Reports ¢ Seftngs
m—
SXF Devics SXP Devices

All SXP MapDings

F RIS TBRYNT—Y TINARIZ SXP BEMNFLRESNTLVEMEE, AT—5X(F PENDING_ON &L TR
RENFEJ,

ATYT 2 DA+D EEIZHS [BM(ADD) ] REED IV ILET,

ATv7 3 SXP Z#{F AL T ISE IR T AERAYF XX T7ATo4+—ILD [& R (Name)]. [IPZRL X (IP
address)]. [E70—JL (Peer Role)]. [PSN]. [/SAJ—K (Password)] # AHLET,



60 - SXP T/A1R

5XP Devices = SXP Connection

» Upload from a CSV file

~ Add Single Device

Input fields marked with an asterisk (*) are required.
name |E4K-CAMP-1

IP Address * 10.9.255.16

Peer Role * BOTH -
Connected PSNs * ISE20
SXP Domain* | default N
Status * | Enabled M
Password Type * | DEFAULT N
Password

Version * V4 v

» Advanced Settings

Cancel

FETNARTEIZERLGDNRT—REFERTEHHEHYIC, SXP FA—/N)L TIHILE IRRT—REIEETEEFT Y
A—/NL NRIT—REHRET BICIE, [7—U 25— (Work Centers)] > [TrustSec] > [ER7E (Settings)] > [SXPE%E
(SXP Settings)] IZBELET,

ATv7 4 [Save (RTR)] &0V vILET,

FYRT—2 FINAAD SXP DEETE

LLTRIZ. SXP ZFHIZL. ISE PSN(RE—hH—) ERMyFEI=IL ASA(JRF—)RIZ SXP ET7 A RET A%
DHZERLFET

ATv7T 1 ISE TEREEL. PAC 774 IVEHEN T AHEZIZHERATDH. ZORAYFD Cisco TrustSec 7/31X ID
ENRRT—RERELET , cD/INRT—REID &, BIDRTYTTHREL- ISE R2ybT—9 TINARKREE—HT
BHENHYET, T/INAADAIXUE AT RDEIICAALET,

cts credentials id {switch ID} password CiscolZ3

ATvT 2 E7 D% TE I HRi1IZ. Cisco TrustSec SXP 24 R—JILIZCTBREMRHYET,

cts sxp enable

ATv7 3 RN TS5O9TARELT EET IP PRLREREL, T4 INRD—FEH/RELET,

cts sxp default source-ip {loopback or interface IP}
cts sxp default password CiscolZ3



E T IA4ILED SXP EETT IP PRLADNERESINTE LT . MDERHKD SXP EETTRLAMNEZESN TV
15& . Cisco TrustSec VI7bxz 7 I(XEEFEOO—AHIL IP 7I~I/Zf3\b SXP EETT IP PRLRZHHBLET, SXP &
ETXTTFLRIF RMyFHhLEIBENS TCP EHECEIZELDBENHYET,

RATvT 4 ISE PSN ~®M SXP E7HEMZHRELEY . T/NMANET E—F

BOTH ZHR—kLTULVEWMEEIE. E7%E SPEAKER ELTHRELET . LT HIVRIZEC/SRAT—RZFEALTL
&0y,

cts sxp connection peer ISEPSN password default mode peer both

EJ{e

cts sxp connection peer ISEPSN password default mode peer speaker

ATvFT5 SXP AL SN-ZEEHERLET,

show cts sxp connections

SXP AT —RRALEMICE T S MIFEHRERTLET .

IE4K-CAMP-2#sh cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: 10.9.255.17

Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer-Sequence traverse limit for export: Not Set
Peer-Sequence traverse limit for import: Not Set

Peer IP : 10.9.10.51

Source IP : 10.9.255.17

Conn status : On (Speaker) :: On (Listener)
Conn version : 4

Conn capability : IPv4-IPv6-Subnet

Speaker Conn hold time : 120 seconds

Listener Conn hold time : 120 seconds

Local mode : Both

Connection inst# : 1

TCP conn fd : 1(Speaker) 2 (Listener)

TCP conn password: default SXP password

Keepalive timer is running

Duration since last state change: 19:03:19:52 (dd:hr:mm:sec) :: 19:03:19:28
(dd:hr:mm:sec)

Total num of SXP Connections =1



TrustSec ERDE®E

LUTDOEREICEY. "My FIEAMEEEZEMLES,

RATY71 FTRTORYRT—IBED Y —E RERIZ RADIUS RBIIEFERTA5ESICRIVFERELET .
aaa authorization network cts-list group ISE

RTvT 2 cts FBEEIC TrustSec AAA H—/\ JIL—T#IBELET,

cts authorization list cts-list

ATY73 AAYFWEZT49 V(1 ERT S SGT 2HEELET .

cts sgt 2

ATv7 4 JE—/NLE XU VLAN TEDA—)LA—RDBERAZEAR—TILIZLET,

cts role-based enforcement
cts role-based enforcement vlan-list 115-117

ATv7T 5 RAYFDTA—NIVEN—T 10T EAF—TIVIZLET,
ip routing

ATY76 RAAYF AVB—TIARTAVTAY BFX T A F—T)LIZF BHIIZ. SDM E—FZrouting11Z%
BIH20LELHYET, show sdm prefer OAVUREFEALT. BEDE—FEHERELET,

IE4K-CAMP-2#sh sdm prefer

The current template is "default" template.

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 16K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 18K

=
[0))
=

number of directly-connected IPv4 hosts:
number of indirect IPv4 routes:

N
=~

number of IPv6 multicast groups:
number of IPv6 unicast routes:
number of directly-connected IPv6 addresses:
number of indirect IPv6 unicast routes:
.125k
.875k
.875k

number of IPv4 policy based routing aces:
number of IPv4/MAC gos aces:

number of IPv4/MAC security aces:

number of IPv6 policy based routing aces:
number of IPv6 gos aces:

O O O P OO o o O

number of IPv6 security aces:



ATYT T SDM E—RAMrouting JIZERESN TULVELMES . BEE—FICAY. ROYB—/\)L OTUREA
ALET,

sdm prefer routing

CDARVREANTHE ROBRHEZELFES .

Changes to the running SDM preferences have been stored, but cannot take effect until
the next reload.

Use 'show sdm prefer' to see what SDM preference is currently active.

ATv7 8 AAVFDREERTFL. A1V FE)O—FLFET,

Copy running-config startup-config
reload

ATy 9 AAyFRN)A—REnt=b, TYTUIO~NDFED TrustSec FX T F A R2—TILIZLET , FH
L7z SGT DIEBEEAF—TILIZL(TIAILER) . FREADIS T4V IIZEREHD SCGT 2FENTHEYFIFL, ZIELI=
BTFEQINTYREEFELET,

interface GigabitEthernetl/16
cts manual

propagate sgt

policy static sgt 37 trusted

ltrusted &, A2 B3—TzARED A AT T4V ITIK 2T E LEELTIXWNTHRNI EERLET,

3¥:ISE TlE. VAT LMEBET HAIREEN H D 2T 1L T4 v 0% HBANT 516D SCT R T 2LELAHYFE
T AT AX T %7558 1F. OTHER_UNTAGGED 57492 F®D SGT #EMLET . ZOHIDAES 37 (%,
ISE T— LS EIRIZENY B THNELT=, ISE T[T—Yt>%—(Work Centers)] > [TrustSec] > [A>R—HR b
(Components)] > [t¥2)T«%5 J)L—7 (Security Groups)] [CFEIL. LWL\ X2 Ta FIIL—TH#EBMLET,

ATv7 10 TrustSec WAL, T/INA ADEHNI=ALYTFDAAR—ITRET DO RMYFRIEKIV
7yFT) Trunk IR—b AU 3—DzAATIXEREEDTILENHBYET , RIZ, O—ILA—XDBEREEN
129 5Hl%RLET,

interface GigabitEthernetl/16

switchport trunk allowed vlan 115-117
switchport mode trunk

ip flow monitor StealthWatch Monitor input
cts manual

propagate sgt

policy static sgt 37 trusted

no cts role-based enforcement



TrustSec DS T I a—T429 AIVRIERDESY T,
show cts interface brief

sh cts sxp sgt-map brief

sh cts role-based counters

sh cts role-based permissions

show cts role-based sgt-map all

cts refresh policy

cts refresh environment-data

show authentication interface gigabitEthernet 2/1
show mab interface gigabitEthernet 2/1 details

[TrustSec kST I a—TFT429 HAK]
https://communities.cisco.com/docs/DOC-69479 [#EE]

pxGrid X 7E
pxGrid MREEBADARL TSI T4RI&, LT CTHRETEET,
e Cisco Platform Exchange Grid (pxGrid) &, %4477 /A —MTAUTID IV AR T 5O DIFEE

[CEFaTHEIRTLERBLET,
e Firepower—Z B D ARG CiA s [FKEE]

Firepower Threat Defense (FTD)7R!) S —

AT TEBL-TRELZRALIE ISUY LT PIEEY)a— 3> TlE. DNS & Web AN X F4D1=8IZ
Cisco Umbrella & AMP for Endpoint ZERLEL =, BEGI Y LI THEY ) a—avE, INH6DIURR
AUMREICIZ ., H5ESNT= URL I4ULE) T EELUY Talos EEH T EF1T1 ATV AREF AL
THryhT—9 Web Xl To&2HLET,

URL Z4ILBIDT TRYIIMABS9T4T7 TAvOEXa) T4 ATV R TOVIDEER

X2 T4 AOTID IV RIZKBHIEIL. NGFW TREVZETEINEIRTYTDOVEDTY, IP PRLR FALY
FIEURL DVWTFNTH->TH, BUEEFHICHEHM—T /7y REESN A EEHENATOvIEINET, URL 71
WA OFIZKBHIE X, TOERRFIEHAR) S —CERLET . CNIERETOERDEBRFDHEETHY . AC KR —
DR EICE > TRECRBDFEELNHBYET . URL I AT T—R2EeFa)To AOTIDIVR T—4RIE,
2 DOMEKRDT—F Y TT,URL Z4ILAR)UT T—RF. BEEBEVRI (XY TIL . THILL 1NvFT
Za—R YRMIBEETBVRIDLALGE) IZEDINTWET, FXal)Ta 1oTVPIVR T—4IE Talos [
FOTAHINTEY., BRIN-BHOBHEREIZLTVET,

ST I DR —TIlE. Employee [T EAR) S —TTOvIENTWSHATIY (XY TIL E7 Y—ETF. T
HIT . \YFUNERE. TRTOAUE—FR YN URL IZF7IEATEET, VATLL RSN TWNAIES. 0%
HiR—b S 1+ TH S cleanme.cisco-x.com1FETDEHDERRLT R TDEIE Web EFEATOVIINET , pxGrid
[C&kY.SCT #5744V IEETELTHERATELD T, FYNT—IBIUVTNAAD IP PRLADIEEEZDLELE
FIZ BT TGRSO —FERTEET,


https://communities.cisco.com/docs/DOC-69479�
https://www.cisco.com/c/ja_jp/products/security/pxgrid.html�
https://communities.cisco.com/docs/DOC-68293�

CCT TNARIZHTTP FIE HTTPS 2L TITVRRD B ET—F LA VIZTLAN) DREEEHFAITHIL—IL
ZEMLES,

Firepower Management Center Tl&, RERT7A 7 I+ —ILELUVRER IPS S RFLOR) D —(E, [R)—
(Policies)] > [7 7t R il (Access Control)] > [7 Y+ X #{#7R1) < — (Access Control Policy)] > [T 74 /L k
(Default)] Z:ZIRLTERELET .

ATV 1 BRIDIRMET (AT D)V ILTREDORI —ZHmET 50, HLOKRIS—ZERBLET .
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Overview Analysis EDIIWEER Devices Objects Deploy , System Help v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Object Management Intrusion Network Analysis Policy DNS Import/Export
(&) New Policy
Default Targeting 1 devices. 2017-09-20 07:08:43 & ] -
Default Up-to-date on all targeted devices Modified by "Firepower System ) ¢« 0
— [e] -~ p— -~ -~
ATvT 2 R)— IL—ILD LEBIZHD [JL—ILDEM (A Rule)] REVEI UV ILET,
o
62 - R ——IL—ILDIEM
(VPPN Dovicss Objects | AMP Depioy  ©, System relpv sdmin v
Access Control » Access Control Network Discovery Application Detadtors Corredation Actions v
Default [ @ cancel |
Prefitter Policy: Defau Fresi I SSL Policy s Igentity Policy: ISE

ATY7T 3 [T 74 JLERY & — (Default Policy)] TRD KSIZHR)—FERLET S

JT Sk ZJokaj

i

e | 7oAy eS|

Allow G| REE IV |REBEIVSHEY -2 | EE
Internal I —
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[ Z87R1) > — (Mandatory Policy) [( EAST) :
(BHELLT[SGT] #FIRT BITIL, ISE h5 SGT T—2ZEF T 5&K5IZ pxGrid Z/RET DIBHENHYET)

&l T7olay |smFEkR—k | URL ISE/SGT B4 E:
Monitor_for Bl HTTP/ Www.cisco.com/ Quarantined.System [$#%F® URL IZT7otX
Unquarantine HTTPS |cleanme.cisco-x.com FBHIEIZEY.
quarantined.system [Z
fmEt R Z A9 %
Quarantine_Block | JAwy%s  |HTTP/ TE Quarantined.System | quarantined.system [Z
HTTPS DT RTOIEEE
BIS
Block URLs Joyy |EE HT73Y):Fv>T I/ |EmployeeSGT Employee/Developer
E7 v—E7/ DevelopersSGT & Contractor SGT [Z,
QLY TTINyFy | ContractorSGT Sz URL FL—
Pk A=k )
HTTP Checks Sy T= T= EmployeeSGT HTTP/HTTPS £ Tith
DevelopersSGT DT RTHZEFHFT]
ContractorSGT 43
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2  Moniter_for_Unqurantine

4 BlockURLs

5 HTTP Checks

ATy 4

L—IL(Rule)] 2T DD [EF2)T144>T) Pz X (Security Intelligence)] 27 %:&RL. /R

L —(Policies)] > [7 7t Xl (Access Control)] > [7 2t X #l|f#7R') — (Access Control Policy)] > [T 74 )Lk
(Default)] D TFTEBATID IV R RS —EERRLET .

[ AT A4 T S ok (Available Object) ] RERY IR T, [RyhT—% (Networks)] A5 [CnC] & T [FA—/N
LT S5v91) Xk (Global Blacklist) | ##ZELE T, cbET SV IUARMIEMLET . [URL] M52 D URL #&8F%K
LET ., TS5y PJRMIEMLET (URL CnCl. [THARTAA kFvh (Exploitkit) ], [¥ /L2 7 (Malware)]. [F1vY
>4 (Phishing)]. [A7 X, (Spam)]. [84>L L\ (Suspicious)]. [URL®D4 O—/\ LT S5v%") X+ (Global Blacklist for

URL)] &9 RTOY—VITER)
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Overview Analysis zMIT«=08 Devices Objects y System Helpv admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Default [ B cancal
Default
prefilter Policy: Default Prefilter Bolicy SSL Policy: None Identity Policy: ISE
Inheritance Settings | [¥] P 9 t
GO Security Intelligence HTTP Responses Advanced
Available Objects € & Available Zones € DNS Policy | Default DNS Policy v| & H
d for = | 4§ Any Whitelist (2) Blacklist (9)
[ tetworks | uRLs - ebworks Networks |
B any % outside &' Global Whitelist (Any Zane) 8 @ cnC (Any Zone) X686
@ 1Pv4-Private-All-RFC1918 X0

XX XXX
(= = = = (=

Stealthwatch

Cisco Stealthwatch (&, NetFlow #ERALTRYNI =0, T—2E 32—  TSUF 74X V5V R L&A AR IEE
RELFET . ZOEELEX )T THITAORABEEICEKY  IRRVN TV LD RATIRB K BE=HR R TEET,
Stealthwatch &, BEFED v ED —0ZF ¥ Tq oY —BLU T TIx—HELTEAL. BRI T HHHER
BHICm LIS LTRILET,

EZEBATI)O T AN EHAAENT- Cisco Stealthwatch

Cisco Stealthwatch I&. NetFlow ®F—4% A ELTHEAL. Advanced Persistent Threat (APT) . 28 &4 —E
AIHE(DDoS) . [V HAMF—DEBELE ., SESFHREICEET I2BEDBRBEXZIELET,

AREORLEEITFRAMIGLEBRBAUT)OIVR

Cisco ISE [&. RyrT—U 7IOT4ETAICEAT SmELG A RELI THFAMERETIRELFE T, NetFlow & ISE @
O TF A T—4% Cisco Stealthwatch EHEFTAHET, BHDOBEEEMELET  EQI—HFEIET /A RAD,
WDESTEDKSITERLIZD . BLUVEDKSIZHRYET—T VY—RIZTIVERALEZMNZEDE IP TRLADIY
ELTDLEBDRNINLDIBEETITSENTEET,

DARARYNT =D AVTSANIVFNEX )T Y —ELTERT HIET, FHMG IR, GlE, 7F) T«
DAEAREIZT B/NTIIVTRY—FTNVIEY ) a—av b -E3nEzd,

SREALTZIREBIE. U I7LUR RURT—0 P—XTOF Y EEBR T DEHD R LEBEALTARICEDVTLET,
o [LROPAN—FBEXIE(v2.0)FHEHNAF] [EEE
[ISE 2 8UREBICE TS pxGrid SREH AR [HEE
[Cisco Stealthwatch 6.7.1 & KU Cisco pxGrid EAH ALK [REE
[TrustSec #FALI=A—HY DT =2 E—~DT7IERFIHBEALAF] [EEE]
[Stealthwatch ZF|ALIztH—ELTDORYET—I . BLIUVEBD A RILEBAEID F-8H D Stealthwatch
FERVRT—DBALAR] [REE



https://www.cisco.com/c/ja_jp/products/ios-nx-os-software/ios-netflow/index.html�
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/enterprise-network-security/net-sensor.html�
http://www.cisco.com/c/dam/en/us/td/docs/security/network_security/ctd/ctd2-0/design_guides/ctd_2-0_cvd_guide_jul15.pdf�
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf�
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-101-Deploying_Lancope_StealthWatch_with_pxGrid.pdf�
http://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Apr2016/User-to-DC_Access_Control_Using_TrustSec_Deployment_April2016.pdf�
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Feb2017/CVD-NaaS-Stealthwatch-SLN-Threat-Visibility-Defense-Dep-Feb17.pdf�
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Feb2017/CVD-NaaS-Stealthwatch-SLN-Threat-Visibility-Defense-Dep-Feb17.pdf�

LITFIZ. Cisco Catalyst 3850 R yF T® NetFlow La—FDREDHERLET
HMOTINAADFRFEIZDNTIL., NetFlow EZER—T [REE] S EBLTLEELY,

NetFlow La—KFZ#E&ET BIZIE. ROATKREFEALET,

flow record StealthWatch Record
description NetFlow record format to send to StealthWatch
match datalink mac source address input
match datalink mac destination address input
match datalink vlan input
match ipv4d ttl
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect interface output
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

NetFlow TR R—EEFEET HIZIF. ROATUFEFEALET

flow exporter StealthWatch Exporter
description StealthWatch Flow Exporter
destination <FlowCollector Address>
source <Loopback Interface>
transport udp 2055

NetFlow E=A2%E&H T AIZIEX. ROAVKREFEALET,

flow monitor StealthWatch Monitor
description StealthWatch Flow Monitor
record StealthWatch Record
exporter StealthWatch Exporter
cache timeout active 60

REICMSTaVIEBERT DT R TDAU2—TT A RIZ Flow E=2%EYHTET,

interface <Interface or VLAN>
ip flow monitor StealthWatch Monitor input


https://www.lancope.com/wiki/netflow-configuration�

Stealthwatch & ISE O #£4

pxGrid % ISE & Stealthwatch MEICEATSHIET, RYRT—IBEEE(L, ISE hoFEDI—H LK SCGT &%
EDEBEAFL, RAM—RADTITAETAZHEBRLTHMT HENTEES , FTIE, EDHOLLKRRDTH
TAETAERETHENTELDT, BEEEBFIHREBBICREEL. TNLURERYNT—ITEDERBZRHLTE
F9,

[E=% (Monitor)] > [/RXF (Hosts)] DT T, SMC &y aR—RZEHEET,

66 - [E=4 (Monitor)] > [k X~ (Hosts)]

'::Inls'::lc;f Stealthwatch a A4 #

Dashboards onit Configure Deploy
Hosts

L Hosts (244)

Host Groups

Users
H Host

No Filters Selected Sorted by overall severity @
Clear All 3 Host % Host - - — = - - : : — . - = = Location
Address Name First Last cC M RC C& EP DS DT DH EX PV AN
Sent Sent
Filter Results By- = :
10.9.99.103 32317 7H9MT | 3T 3% e
= 223 10:56 RFC
PM AM 1918
ALARMS e
10.9.115.31 70117 | THTIT | 12% =3

IP7RLR Yo IDUEDEFERL. RAMDYIY—IZT I RTBHE, RBERIVHARTEINET , CDORIZHER
T5H5E.SCTEHEFTHERE ISE ITHLTRHBTEET,



67 - [RALDHP<!)—(Host Summary)]

Host Summary

10.9.99.103 -

Flows Classify Histary

Status: Active
Hostname: -
Host Groups: Campus Devices Mgmt
Location: RFC 1918
Last Seen: 101317 9:24 AM
Policies: Inside
MAC Address: -

Quarantine Unquarantine

BEET Ak

COHRFDRIDIT—ADYV) 21— 3BT AMME A1V 3—FYEAD LG EREET D Windows H—/\&
DSATUN T—DRT—La3V TSN ERVN I —OFERLTERBLEL=,

TARTIE, Cisco 75DK E A—JL ¥ 21)7+«. Umbrella [2&% DNS &) 74, TURRAULE R AT AMP %
{iﬁﬁ L/il/f:o

SUYLDIT DY TINETRANG BRI, H—/NET—HURXT—30% B AL. Active Directory AS (2 ME
HHELIz, T—VRT—2avhoT7MIL Y—NADT7MIIVEBEHREL. FSATXFITTVEL T LELZ, BF
A— )L H—/\[Z[& Microsoft Exchange # 8 AL, &7 —YIRXT—3vD—EDA—HIZRHLTEFA—IL ThoY
FEERLELIZ D RTLAICIE. EASNTVS—BRNGHERDAV ISR IFrERBIKERTEEY I
T INT—2FAVAR—I)LL. R 5 ISR KIICEELFL -,



RE5-TAN SATLADYI 2T AVAM—)L

TR VAT ALIZAVRAR=ILENT=Y T T DIN—23 2!

XPsp3x86 | Win7sp1x64 | Win10x64 2008R2 | 2012R2 | 2012R2 | 2012R2
Enterprise Enterprise LOW-FS | HIGH-FS AD Exchange

Java Jre-6u45 Jre-7u80 Jre-8u91

MS Office 2007 2013 2016

Firefox 5 20 47

MS IE 8 10 11 8 11 11 11
Acrobat Reader 10 11 DC

Adobe Flash 12 18 21

MS .net 2 3.5 4.5 3.5 3.5+4.5 3.5+4.5
MS Silverlight 3 4 5.1

C++ 9.0.3 9.0.3 9.0.3

RAFW *2 *2 *7 *2 *2 *2 *2
DNS H\i5> AD O O O O @) O O
AD ~DE N O O O O O O @)
BRI IP B XEU GW O O O O O O O

FUYLIIT YUTILD 21 DI7IVEINLDVATLETETL. BRVRATL ELRICERETESUH LT,
EHEI—PHEROLEN., O—NILELVRINI—IHBOBESIEDT THRHEIDAN—R 512 ERLELT.

DRTLERSILT HEID DNS RFRERITT SO SV LIIT7 YUOTIVEBREHYELATLI, TDEH
(. FERASNBEHMOY T IVIE, C2 RAMUAT TIZU vy IV FEREBBSN TS T, ChodH¥r T
WIER—=RF5A40 VAT LTIIHEEET . TDRD TR SHIBRESNELT=,

FTARTOTAS YT ILIE Threat Grid 7ML TR ALEIGENF=f=8, ARV RIZES>TI7ZAILD
SHA-256 /\yY afENEHEESN, FIviEhdé, ThoDI74)LIE AMP [CENEIZRRE SN FEL-, TAMNED SV
Y LIITD—BEDN—3VEERT A0 B/ o A—T4) T4 FERAL T, EITRIEET7MIVELZEL.
BELGAR—ZART/T—2avERATEHIEICKY SV L7 YUTLDOBEICEEE5ATICHERE T 74
W N1z BEBLEL, CHICEY . TRTORBDEBILBEI 7LD BE 77/ LD HiEaEZ T AL ELT =,

BELSUYLYIT V) a1—3 DRIETAE

MRFELZIE 1S LD TRV 2—3> Tl Cisco ¥59K E A—JL 3% a1)F . Cisco Umbrella, TR
A kFIT Cisco AMP #ERLEL-MN. BELSUY LT Y)a—3avIZE, ESHIZR6 ISTRTIRETTSA47
VAR—ADY A XA T4EEIAVEERALEL.
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Stealthwatch NetFlow DULE L0 #r REFEEIEXT7ISATUR

ISE FURT VIR BT NARDOBEETD (REFEETISATUR
T7AIAERK
Cognitive Threat Analytics SW MsD7a—0 5t vl

Firepower Management Center | Firepower Threat Defense & X7 LD EE REFEEEXT7ISATUR

Firepower Threat Defense Firepower Threat Defense Y 7hx7 4 A— [{REFH LUV 2100, 4100,

CERITTHEFA)T1 TR TH—L 9300
ASA T27AT7 24— ASA5500-X
ASA-ASDM O—AJL FW B8 ASA5500-X
ASA L& NGIPS R & & il ASA5500-X
AnyConnect tXa7 EEUTA USAT UL IART
Catalyst R vF TV —ay 6880

6807-XL
TR 3650, 3850

Y)a—3y aUR—RUbORE
COBELII—XTIE. ROAVKR—RU b EHREE YN T YT LELT,
1. Firepower Threat Defense EBEA TP Ak
2. Cisco ldentity Service Engine (ISE)
3. Cisco TrustSec
4. Cisco Stealthwatch
BELESUYLDITDOTALTIE, Windows R—XD IS4 T e, A—IL, T7A )L, Active Directory H—/\%&
OVEDOY—N\THEREINDT IL—TEBELELIz, ShBHD Windows R—XNDI54 7 MIL, Windows XP,

Windows 7. Windows 10 AM&EENFELIz, BFA—ILETFAILEEEN LTS Y LI TEEET S=0HIZ.
Windows 2008 H—/38 & T Windows 2012 H—/\HiEELELT-,

TANDBEE

COBERBIVYLIIT I)a—2avDTAME BRISAT NS —NE RILITTOSUY LT, T
TINARIFYRT—VERBRESEHITHVRTOA FYMNEEDAVR—RUbERAN TS AT REENH DB
A=y B—NEDEBEDHLHRELTHEMICHI TEINEIRIT H-OITEEINFEL



SHIZ.ERBDOETAT—2a30 IRAUE LAVERELT, T—LR—ADSU Y LI THRRYNT—HODE LT A
UMIBSETEDOEBLELELT-,

TAMD YRV TELZAVR—RDEE|

FTD & ISE

FTD & ISE [F&bITEF T4 RS —BRAKRANTT FTID [ZIF HEDEEFEHICIELTRETELEELDZ
BIRETI/ERAFHEECERDT IR RID—Z2HRELELR FTD D7 VLR RUD—IZF EETE LV
%% ISE £Xa T4 4X ) TEETESR) OB EFENEL -, X 2T FF VT ER—RETHRYI—(F,
BEDHRALD ISE DIFEAIEE | (fRBEFHA) DRRICHoF-EE(C BRICEASNET,

E51Z, FTD 121 Talos Threat Intelligence #8e2FI AT 3R —Z R ELE Lz, COMEEIZKY, FTD (FEEX
AREED B BT R TDREEN T T4 (EIZHTTP & HTTPS) #BEtRT=E T,

ZEODERLGHCADBEEFIRM T H1-HIZ. FTD & ISE ORI pxGrid BFREHRTELELT-,

ISE £ KU TrustSec

ERDEX2)T4 TIN—T AXT w7 A0 T—2avE RS S1-OIZ ISE DtEFa T4 25T KL — wybzE
HR—,RHERD Cisco RAYFIZF O O—KFLELIz, Chio® SGACL &, RA/YFDEFSFLELAVICARICE
ELFEL=. ChiodD SGACL [Z(F, TTRBFH X ET2TbEFENFE LIz, D SGACL [E, BEARSN =47 FE/N
TYNDERESN TGS ICOABRNILYET,

ISE & Stealthwatch

FTD & ISE MR ERFRIZ. ISE & Stealthwatch EDREIIZEH PXGrid #5%ELE L=, cOREIZKY . BEE(E
Stealthwatch 57499 R HLR—FR T, REDISATUNBEEFAHD1I—H L (ISE T—EXR—ZAM5Tyda
BESNER) ZHERALTEETA IO INEHEINTEET, I, StealthWatch DFRRFDFEML R—R D5,
ISE ~ADRAERZRIRTHELTEET . TDR ISE (X, RRMD AT EIRBEEA IICEETEET,
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EHELE=TADE

CDTANME VY LDITIZRT HEIETELL AT X T+ BB OME L — BRI REZIRIIT 5 LZBH
ELTWFET  RIETOERADFEHF, R T—VENLTERASNS Y —EXDLAVIZEDINTULET,

UTORIZIREDRIMD=OIZEBLI-TANOBMEEZRLET,

&2 TR+ FYSL

TRk

Fi&

ISE ##ERLTEFxaUT1 T
W—T 35 ACL &R vFIZE
ALTEATS

RS —% ISE IZHERKL . B R—b &R D R0 R/ vFIZ SGACL
GBI 5, BRI EIY L TOT=HIZ SXP 2EHT 5,

ISE O—AhILEEFIZ#ERALTH
ERRRANMZIART 133

ISE [& Active Directory [CEDWNTA—HFEIEL. BHD=HIC
TEmployee |2 T #EIYH TS,

VPN 9547 hENLTRYRNT—DIZTOALFzgRTOHI1I—
HI1Z. TVPN User]ELTHY f41+5 %,

A—FHBEDHS C2 Web #
AMITIERALIZBED. ISE (2

FTD #2@FALT. EENOH D7 R/arka—)L Web YA/ kAD
RETNARADNLDTIEREERT S, FTD 1. 2D 7o 3V

&% COA #1&3E Y % 759 %ITHE.COA % ISE ITERT B, ISE (EHEDHRRLD
%47 % Employee | 5 Quarantine |[ICEE$ 5,
IRBtRREPR A IR EIREL T D WREET INARDT7 I EREHIBRT HR)—% FTD [CERET S, £

F= AEEL TRED Y AMIT IR T HI LI > ThRgtT /N 1
ADIREREE R T HRY S —% ISE [TRET .

Stealthwatch EEIY—IL D
RAR TINA R LiR—k R—D
AL T, FEIClREE/ RREAR
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2T HBMFFLNTNSRAMERFEL. SMC A ofmEE fREt IR T
avERTI S,

VPN 224

)E—k 791X VPN Ik >TRYNT—IIFoR—TFT 425
F51—HITtXaUTq YIN—T 4X 5 %ERT 5,

Cisco Identity Services Engine
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&3 BEOHE
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RERRRRAD AT T ISE. RADIUS, Active | 1—HI(XBEERFICIEEIZET FHEhELT

Directory

VPN 1—HA~AD4A5 T+

ISE. RADIUS, Active
Directory

A—HFEBERFICIEEICFT FIFENELE:

TrustSec Dt yh7v 7 (SGACL | ISE. Hih—hX&R X ISE @ SGACL FRE(L. U R—F{RDI R R/ YFIZIEE
ArHon—K) A49F IZ7y7Oo—kKanzEL-,

AAYF YT ITED SXP & |ISE. i R—Fxd &R X ISE H—/\[ZEEEENT= TrustSec R — =y ZE DT,
RS —E AYF FSDO4w %R E-IFEE TEELE:

FTD & ISE [2&% COA FTD. ISE FTID OZRAT) OV AEEZBLT. EEDHS C2 YA

MZF7HERLIZIS5A4TFT b TINAR% FTD & ISE [2&->THE
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ISE. FTD. f@at7/\
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FREEfERRD - D ISE R —IZ&FENSD Web HAKIT Y
TRIHIET. TNAREZERIC IR ERTEEL=,

StealthWatch a2V — L%
FARALE-FETOIRH/ REHAR

Stealthwatch &30
)—JL. ISE

StealthWatch A —ILWNSFETERIZT /NI RER
B /fmBtfERR CEFEL:

FEDH

SV LTI HEKRERTS, BRICE5X
RRAICKEGEBZEELOLET,

FEMNERLTVSHETYT  WBICHLE-REERG. Aoy

DY) a—2av i BOBBEEVSBRETERT HELLIC EEGVATLOHEZRL. ABIZERONHAEE

HER/NRICHZASZETRDREEZL-LLET,

DRADSU Y LI THE) ) 1—2a EERTHE HLLWEEDHLF Y UA—VDORENERAV TV
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4 http://www.cisco.com/c/m/ja_jp/offers/sc04/2016-annual-security-report/index.html?KeyCode=001031927
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ZEEREH

Cisco SAFE TtXalT«1&2 7))Lt :
www.cisco.com/jp/go/safe

Cisco V7K E A=)l £¥al)T«:
https://www.cisco.com/c/ja_jp/products/security/email-security/index.html

Cisco E A—JL £¥al)T+:

https://www.cisco.com/c/ja_jp/products/security/email-security/index.html

Cisco E A—)L URL VT2 TR T DARS TS539T14R:
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html

Cisco DNS a7« [3%3E]:
https://www.opendns.com/enterprise-security/threat-enforcement/

Cisco Umbrella B—32% 9547 DA X b—)L [HEE]:
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf
DNS ORX+ F50T4R [&EE]:
https://www.cisco.com/c/en/us/about/security-center/dns-best-practices.html

Windows Server 2012 &1 2012 R2 M DNS 747 —F 129 DERE [HEEE]:
https://support.opendns.com/entries/47071344-Windows-Server-2012-and-2012-R2

I RRA kAT Cisco AMP:
https://www.cisco.com/c/ja_jp/products/security/fireamp-endpoints/index.html

Cisco Advanced Malware Protection:
https://www.cisco.com/c/ja_jp/products/security/advanced-malware-protection/index.html

Cisco Talos - AEMLGERBAVTIOIVR:
https://www.cisco.com/c/ja_jp/products/security/talos.html

Cisco ThreatGrid:
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/amp-threat-grid/index.html

Cisco Web £&a!)7«:
https://www.cisco.com/c/ja_jp/products/security/web-security/index.html

Network as a Sensor:
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/enterprise-network-security/net-sensor.html
Cisco Stealthwatch:

https://www.cisco.com/c/ja_jp/products/security/stealthwatch/index.html

Cisco Identity Services Engine & TrustSec (Network as an Enforcer) :
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/enterprise-network-security/net-enforcer.html
Cisco Rapid Threat Containment ') 2—33> [EEE]:
https://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.html

Cisco Firepower Management Center:
https://www.cisco.com/c/ja_jp/products/security/firesight-management-center/index.html
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https://www.cisco.com/c/ja_jp/products/security/email-security/index.html�
https://www.cisco.com/c/ja_jp/products/security/email-security/index.html�
https://www.cisco.com/c/ja_jp/support/docs/security/email-security-appliance/118775-technote-esa-00.html�
https://www.opendns.com/enterprise-security/threat-enforcement/�
http://info.umbrella.com/rs/opendns/images/TD-Umbrella-Mobility-Roaming-Client-Guide.pdf�
https://www.cisco.com/c/en/us/about/security-center/dns-best-practices.html�
https://support.opendns.com/entries/47071344-Windows-Server-2012-and-2012-R2�
https://www.cisco.com/c/ja_jp/products/security/fireamp-endpoints/index.html�
https://www.cisco.com/c/ja_jp/products/security/advanced-malware-protection/index.html�
https://www.cisco.com/c/ja_jp/products/security/talos.html�
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/amp-threat-grid/index.html�
https://www.cisco.com/c/ja_jp/products/security/web-security/index.html�
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/enterprise-network-security/net-sensor.html�
https://www.cisco.com/c/ja_jp/products/security/stealthwatch/index.html�
https://www.cisco.com/c/ja_jp/solutions/enterprise-networks/enterprise-network-security/net-enforcer.html�
https://www.cisco.com/c/en/us/solutions/enterprise-networks/rapid-threat-containment/index.html�
https://www.cisco.com/c/ja_jp/products/security/firesight-management-center/index.html�
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