N
CISCO

RITA k RX—/{—

Deploy Cisco HyperFlex Edge systems in
the cloud with Cisco Intersight

T T e

Author: Hui Chen
Last Updated: April 10, 2018

Note: This document contains material and data with multiple dependencies. The information may be updated as and when
necessary and is subject to change without notice.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 1/45 X—



RTA b X—=/8—

R

A e s =) RSOSSN 3
DA e R I - PSSRSO 3
= g O ) USSR ROPS 3
(@7 TY ool 1Y oY= L= e o =Y AN 4
Cisco Intersight 7 7 K R—=ZDBIE T T B T 7 — Lottt ettt ettt e e et e e e e e e etee e e teeeeteeeanteeenseeens 7
B s N OSSOSO PPSP 10
F3 s N OSSOSO UP S 11
Installing Cisco HyperFlex Edge with the Cisco Intersight platform ....... ..o e e 14
S =Y o [ 71 14
Sample topology and pre-installation CRECKIIST ........ciiuiii i e e e e e et e e e e et e e ea e e e e eaaeeenns 16
Cisco Integrated Management Controller CONfIGUIAtioN ..........cicuuiiiiiiiiiii e e e e et e e e et e e e e e ea e e e eenas 17
Claiming devices in the Cisco INtersight Platform ... e e e e e et e e e e e e e e e e enas 21
Creating and installing CiscO HYpPerFIEX EAGE CIUSTEIS ......oiiuuuieiiii ettt et e et e e et et e e e e e s e e e e e e e eaeeeeeaans 24
Post-installation CONfIGUIAtION. ..........u e ettt e e et e e e e ea s e et e e e e e ea s e e eaan e e eeb e eeeaan e e neaneeeeennes 35
(O Toto J o 1Y o T g Lo gl [T =T o 1]V PR 37
(07 0] o 10153 o ) o PR RTRN 38
Lo T gl 0 a1 (=110 g 4= 1 o] o T PP 38
2 o] o 1T T 1) 39
Appendix A: Sample Cisco Nexus 3048TP Gigabit Ethernet switch configuration ..o 39
Appendix B: Sample script for VMware ESXi post-installation configuration..............oooiiiiiiiiiiiii e 42

HAGEISEDEIEROI;. EXIFREBEREBET T,
https://www.cisco.com/c/dam/en/us/products/collateral/hyperconverged-infrastructure/hyperflex-hx-series/whitepaper-c11-
740456.pdf

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 2/45 X—3


https://www.cisco.com/c/dam/en/us/products/collateral/hyperconverged-infrastructure/hyperflex-hx-series/whitepaper-c11-740456.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/hyperconverged-infrastructure/hyperflex-hx-series/whitepaper-c11-740456.pdf

RTA k R=/\—
CIsCO

T8I 74T ) —
Cisco HyperFlex™ > 2 7 L&, TLEAL « #EEMEAEZRE LT Cisco HyperFlex HX /1) — X x86 v o< k H—/NXD EIc, /\A
IN—INAH RA M 2y D=8k KIEEY—/NXML—I% 1 DDAV TS TREL. KYA— M TEND T ORI LT —
INTZw b T4—L%FRIBLET, Cisco HyperFlex™ > X7 L Cl&. Cisco Unified Computing System™ (Cisco UCS®) [c K%
AVEa—TFTa V7 ERY MT—F U TDREIC. IERNA/N—OVN=I R AML—I VT bI T HBHEDE DT ET.
FRERE2EZ 1 DOM—Y AT LRNTHRESE2OIRELRIYE1—T 4> 7 UV =X v bT—78k. A L—I
INAIS=INAT TSy T4 —LZRHELET,
Cisco HyperFlex 27 Lld. DK SBLZHDIT U RZ—T 54 X0 5 ADMEREHLE T,

s BRICOMLIEOIBET 7ML VAT L

e JovaTLY R T=FT U TFvICKBEN/NT + =V A LEEE

o EERBREEMICKD VIS Y T-2REL

e AVEI—T YT VY—REXML—T UV —RZABRICHER T E 2R

e N—=RTIT7R—XRDOBEEESILT + XY (SED) ICLBRET —2DES{E

e NVMe (Non-Volatile Memory Express) \N—XDV ) K XF7—F T4 X7 (SSD) DHR—H

o RIERYY Ay T3y bOXRAT 1 THEH
Cisco HyperFlex HX 7—% 75w b 73 —L 1) 1) —X 2.6 TEATNZEELHEEIL. Cisco Intersight™ 750 RRX—=X U E—
TRV IBIOEEDOYHE) ) —ADYR—FTT,
Cisco HyperFlex Edge I&. UE—F TA b TS50 F 774 R BRUOT v IVREBIFICRBE L ENTZH LU/ N—2 3 2D Cisco
HyperFlex ¥ X7 I\ C9, Cisco® N\A/\—OV/\—=I R V11— 3D/ T +— [ 77725 Cisco HyperFlex Edge (<
KW, CiscoUCS 777U v 422 —x7 MR L TH RERNA/—aVN=I K TS5 b T4+ —LDINTDEE
TIHME5NE T, Cisco HyperFlex Edge I 3 DD HX 1) —X OAVN\—I K /— RICKBEEBEBRH A TR — FLTOWETH
VAT LOBERICBRE R SA T ZBML (REEHET 2 EELETEET,
ZDV')a1— 3. Cisco UCS. Cisco HyperFlex ¥ X7 L, KU VMware V') 1—2 3 BOBFEO@ER]Y — )L AER L
T. ™E. B, 8. BXUTEZXTELT, Cisco HyperFlex 77 2 XA 2. VMware vSphere Web 75147 > k 7554V %
feld HTMLS RX—X DA 7 « 7 Cisco HyperFlex Connect B8 — LA ER L TEETEEY, /2 L. Cisco Intersight 7= v

FOA—LAEERINE. 7575V a—YavERREAL. BEBIBIENATEERY, TNICKY. BT MIRRESER
IT %2 v I7HhWE< TH. Cisco HyperFlex Y X7 LDEIRX F TCAZICERCES ) T— MNEEHEEEZ T Y VERIBICEATEX T,

Vi)a1— 3V iBE

IE &I

INAN=AVN=I R AV TSANS7FriE BRAZERIEL. BBZ—ubl. BEMZzRLEIEET, cnic&. BEHN
BITEBIXAMHIBENE T, TNTEH, TVA—T AR T2 2—D7—2EIF2BLTHEI. A1V TZANSIFv
OB AUEBHLE LI/ LTV S, MBREICHIT 27/« AOEED T EROMBLIE. kAR E L TEM CRERER
BEEOTVET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 3/45 X—2



RITA k RX—/{—
CISCO

ToTRRN=RDERTZY b7+~ LTI 7TV r—2 3 DT ICRE A VT ZANZVFYDEZZY VT RE.
BROFT—T A= 3 A\DT 7 ADEEENS e, IT EBOEMIONERIN. ZHOIT VY 7/\1 ADREMEEEE
BRI N. MEINE T, Cisco Intersight ¥V 1) 21—/ 3 Ik, Cisco UCS ¥ —/\&B KU Cisco HyperFlex ¥ X7 LD XD
FLWIRXFLEBT Y b 74—LTY (B1) , 2OV Ia—avickW, 770 REFRLIEA YT )Y TV RICKBERK
HEAvE1—T4 VIDRBENET, DIV TTRR—ADTZ v b T+—LlE. ROV —/VTIEARATRERE >z AETIT 4
BORBEZD. BRIL. BLUBITES—TTERMEEZIRELET, COMBBICKY. ITHEEIE. #ABEIX L (TCO) %=
KIECHEB L, 77U = avaERUERCREELT. HHLOEY X AEEAETIET ST EDFREICEY £9, Cisco Intersight ~°
Zvw T+ —=ALIZT 7 EATBIciE. https://intersight.com/ (CEEIL T LT W

CORFIAY MOEREESTIE. 727 REHIE Cisco HyperFlex Edge [CDWT DI+ R— b ENTULE T, Cisco HyperFlex
RET 7 I REORBEDOT R— E. 5% Cisco Intersight D) ) — XA TEEENZFETT,

1. Cisco HyperFlex Edge ¥ X7 s & Cisco Intersight D&

Cisco Intersight ‘ 5 5;?%?2%@@

Cisco HyperFlex Edge 7 2 A4
HX220c Bedce "fg‘a H)(22Dc o HX220c

=E1010)] [Of=WzE

— — — —
VMDK VMOK VMDK WMOK

Cisco HyperFlex HX 7—3 T 2w b 74 —L ORI 7110 2 AT L

Cisco HyperFlex Edge > A 7 L

Cisco HyperFIex Edge 7 5 A&I&. 3 DO Cisco HyperFlex HX /1) —X AV /N\=I K /— K (T4 R0 A ~L—I% &R THE
MENET, 7—21E 2 DD/ — RTEREEIN, 3FBED/ —FiEE—/— FORBERIGERZMTT 5 L TCHEICRVET, &
/= RIZiE 1 BUEDENTNT A=<V AD SSD RIATHMEHINTE Y. 7—42 Fv v a1 bETRAHFERNORREIG
& (ACK) ZAIBEICLTWET, £fe&/— Ficld. REBVGEA bL—DICHIST Bedic. 7oy b7+ —LOYEEAO Y M
I CTT 4 RV EBMEAIEET T,

Cisco HyperFlex Edge ¥ X7 A, UTFOOAVR—% > DBV ET,
e Cisco HyperFlex HX =X Zwv o> b H—/)\ RDO—EHLSEILCETIVZE 3 DER)
o Cisco HyperFlex HX220c M5SX ./ — R

o Cisco HyperFlex HX220c M5SX #—JU 75 v a1 /— R

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 4/45 R—


https://intersight.com/

N
CISCO

RTA b X—=/8—

o Cisco HyperFlex HX220c M4S / — R
o Cisco HyperFlex HX220c M4S #— )l 75w/ a1 /—R

o Cisco HyperFlex HX 7—2 72w b 74 —L VT~ 1T

e VMware vSphere ESXi Hypervisor

o VMware vCenter Server (L RI1—HHEH)
Cisco HyperFlex Edge &/ A 7 s lTldE. 3 DDFEE I NIz HX220c /\A T w K /—=RElEF—IL 75 v a /—RICEBEEY =
A2 YA ZXBHBYET, T—2t 2 —RD Cisco HyperFlex > A7 s EVE R Y Cisco HyperFlex Edge %7 & X 4 & Cisco UCS D 1>/
Eai—74>JVER/ —FEYR—FLTEST. VIRAZEEBMODOAY/N—=I K /= R THRTEE A, 2l ZLTW5S
RSAT XA WOTELRAML—VBREBEFVSAVTEMTEELY, NATUY K /—FRERIET7Zva /—FO#ERIE
BE. T7TVr—r3av, NT7+—X VA BLOFEICETEEEROBHICEDVTITONE T, 77—V 75 v ¥ 2@ TR
RIERTEED DFHRAIBE BN/ N\ T+ — XV ADEONEK T, T, 2<DT—2 v bERS Y FUA DEUBRETICZE
DT —ZERS V) ANRFITERE T, /N1 7w RIEAE. Cisco HyperFlex V 1) 21— 3 0D TV E % K& B ERIRFIC,
BEDFERZIIPTVY ) a1—avERBEL, FEE NI+ VADEELRZITPTNT T r— 3 2 OMALEEY
DIEVBERIGEL TWET,

~

Cisco HyperFlex Edge &/ 2 7 LODEEIFERIND HX220c \NA T v K /—RBXUA—IL 75 va /—Rlid Z%D

Cisco HyperFlex 7 5 X 2 DIERIERAIN S/ — KEBLTY, Cisco HyperFlex Edge ./ — REDER]DELTE ID (&Y T A,

fefel. CPU. TA RV Xy bND—0 TRETRZEED/ —RDIN—R7 17 AVR—22 FDERIEEGY T, PEFL

2 AOADRGESH HX-CPU-4114 LIFED 1 DD CPU %Z £ L T Cisco HyperFlex Edge / — R ZRRICHER CEEX T, X0
DHRFESHNZNLIEID HX-CPU-3106, HX-CPU-4108, HX-CPU-4110 /&M CPU I&. 7 2177/L CPU #&RM Cisco

HyperFlex Edge ¥ A7 L TCDHYR—FENET,

% 112, Cisco HyperFlex Edge > A7 LN EHZ#D Cisco HyperFlex 47— )L 75w a Y AT LB KON Ty K I RA7LDE
WEEEDHET,

Cisco HyperFlex > X 7 s & Cisco HyperFlex Edge ¥ X 7 LDEL

Cisco HyperFlex 2 —Jl 7 | Cisco HyperFlex /\1 7 Cisco HyperFlex Edge
Swy¥a )y F

aAVIN—IK /—FR HX220c M4S
HX240c M4SX X O FERTIE
HX220c M4S L0 X O
HX240c M4SX E X X
HX220c M5SX X O PO
HX240c M5SX X O FERTIE
HX220c M5SX L0 X O
HX240c M5SX [FAA X X

AYEa—F429 /—F S o R

Z77Vv I AVEZ—%TJ b SIS O eSS

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 5/45 X—3



RIA b R—)5— e

CISCO
H—/\EE Cisco UCS Manager Cisco UCS Manager IMC
Y—ER A7 7,V XS O FERITE
VSARE YA 3~16DIV/N\—=I R 3~8DAVN—=IFR 3DDIAVN=I K /=R
/J—k& J—FRE
0~16DAYE1—T>7 |0~8DIAYEa1—T 1V
/=K /—F
95 AR PN ©) FERITE
DFVr—2a>v 7794 2 ¥7eld 3 2 ¥2ld 3 2
IvVRITL—L HELZ HELZ FEHESE
/—F&fY 120 cPu X X O
/—FHlYDBRET « X9 DRI 6 6 3
NVMe SSD PO O FERITS
7—42BES1{t (SED) XS O FERIG
AT 4 TEH PN @) FERIIE
957 FOEA Rt sk fRasH

7= 2|2, Cisco HyperFlex Edge 7 2 AZDELEE BV T AR EMOMARIGEREZ. N1+ TL 71 v REEFERALTGRLE
I, TDINAF) TLT 4w ZMBlE. CiscoHyperFlex V7 b x 7. 771410 VAT L, FleldaXL—F 4 >0 Y AF LDE
2H5 RAW BEXLIIFHAIERELN RTINS TN COABIFEREINE T, NSk, BETH RAW 71 RV BEITHERAT S

0ETL 74V MELIEERZR Y ET, TO7 JO—Fid. I KI1—1HH Cisco HyperFlex @ VMware vCenter FE Web 752+ >
Cisco HyperFlex Connect GUI h*5 7 Z A2 DRz, BV HT. BLEEEEFR TSI, —BHEOHZ—BEDEZIRMET 518
IERTNE T, NS FEAEDARL—T 4 0T VAT LTERREINAETT, INSDIEIL. HHID Cisco HyperFlex
TS AZBADBN G AXE BET 4 AVZBMNT AT LICE>TRONIBEEYIIT 2ITRIIBE T,

Cisco HyperFlex Edge 77 2 A2 OFEA]

HX/') AY—NET | /—FE BRETARIDYALRX 5\5?4170)& (/—FdHhfz RF =2 DRD Y 5 A Z DFIRAAEE
EFhzh) RE

Hmlm

HX220c M5SX A —JL 7 |3 3878 3 14.5TiB
Syva 8 38.6 TiB
960 GB 3 3.6TiB
8 9.6 TiB
HX220c M4S 4 —JU 7 3 38718 3 14.5TiB
Syva 6 28.9 TiB
960 GB 3 3.6TiB
6 7.2TiB
HX220c M5SX 3 1.2TB 3 45TiB
8 12.1 TiB
HX220c M4S 3 1.2TB 3 45TiB
6 9.0 TiB

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 6/45 X—



RTA k R=/\—
CIsCO

Cisco HyperFlex Edge ¥ Y A r—JILDV 7 b7 VEY 3V HROT7—LT 17 I\—2 3 VDB, 1240 Cisco
HyperFlex ¥ A7 LDBHLFEICTT, YR—FENTWVWEOVR—XRY MORNT7—LT 17 /IN—2 3 DWW TIE. [Cisco
HyperFlex Installation Guide for Cisco Intersight] Z#Z8 LT <&,

Cisco Intersight 7 57 K R—ZXDEBTSSv b7 +—L

Cisco Intersight V') 12—/ 3> (https://intersight.com) &, API EREND Y 50 RR—X Y RAFLEEBTZ v b 74 —LTY (X
2) » COBEBT TV b7+ —Lld. BNEEML. BRI, BLICERDEELIRRIN T EBSLCERDOERELZZIET S
LI ENTLE T, Cisco UCS ¥ X7 LB KT Cisco HyperFlex ¥ A7 LREOHFHERD 7 O—/\VEEB Y —ILTHY. DEL
RIBLERIBZEIET 3OO TENGHRE T TO—FHREINE . Cisco Intersight 75w b7+ —ALlICKYU, 71V TR
FSOFvDEA TRV NI a—FT42T Ty TIL—F BLKOYR— b TOCLAHERILENET, <h
IKE ) UTOR R RHENE T,

o U5 RR—ZXMEHE : Cisco UCS AT & Cisco HyperFlex Y AT L&V 50 RHOSEET HHREIC LY, T—2t
R=PYE—M YA NITSZUVF T T4 ARNDA VTSR0 F v A RRH DBRZICEBS L UNRTEE T,

o HBEL : Cisco UCS ¥ X7 L& Cisco HyperFlex ¥ A7 DA API (LKLY, 41V TS A7 F v DR —X—2ADFH
EEBEEHRIBINE T, Ffe. Cisco Intersight 75w h 74 —LEFNICTEGINT/N\AAD. ZRICTOY S LBJRE
T DevOps 7L RUGBEDITIEYIET,

o DHTET LA KM I CiscoIntersight 75w h 74+ —Aldk. SXTOYIEA VT SA NSO F v AVER—% 2 b EAREA >~
T2ANZ0F v AVR-—ZY FOBREBRELBEREZE=2 VI LET, £ YRAIOBEREF 21U 7 EHITRE
CTI2Y N TH—LDAVTII IV RERET 206D T LA M BRUREBRENELE T,

o BEGYR— I : Cisco Technical Assistance Center (TAC)& DEEEMAICK Y. KUIENCTIO7 274 T =
HIV HR— MHRBENE T, Cisco Intersight 7o k74 —LAld. 77 AIVEREERRILT ST LICE > TERDBEENL
HEELLET, TNUCEY. Iy a—T 0 7 OBBAIERBINE D,

o WBT VI DIFLHEMFEICL > CERENT D Cisco Intersight OHER T > I ik, BAENT 5Ly IN—X &,

AT LEFEHNSFBENZRENTARZBEC T, IT EREBEOOORANGA VT I AERELET,

o Management as a Service (MaaS) : Cisco Intersight 75w k7 4+ —LAld. EFEHEH—E X & LT (Management as a
Service) #HLET, COTS v b T4—LAld. ERICHETE. BRICRETEDLDICHRFAEINTVET, ThlcLY,
VATLEBY T MU ITBRUN— R I T EMER T 28I EINE T,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 7/45 X—


https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight.pdf
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight.pdf
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight.pdf
https://intersight.com/

TIHIT
CISCO

RTA b X—=/8—

X 2. Cisco Intersight 75w F 7+ —L

INTERSIGHT

Leam more about Cisco Intersight at

Cisco Intersight 75 k7 4 —LOFJEA) 1) — ALK, FXTD Cisco HyperFlex 7 S X Z2& T2 7 L. LR— MEERT
DIEREDBEHENTEEL LIcH. SIEl. Cisco HyperFlex HX220c M5 < v %7 Hf—/\% 1§/ L fc Cisco HyperFlex Edge </ A7 LD
750 RR—XDEFENEIEEICE Y £ LTz, Cisco Intersight D Web 1 b & T L—LT—71%,. BEGROEZE ($IRT LzH
WEED LUMGRIEEEL v MK TT v T I L—RTESD. A0V ZALPIY FI—HICKE7 v T/ L— Rz LICEZHDH
HERENNRIHE EMNE §, Cisco HyperFlex & A7 LDIFHED ) 1) — X Tld. Cisco Intersight 7 L—LT—o7 D7 v 75 L— Rl
AT, BAIDKENRIBENEFECTT, COMFAFHT Y/ AIEFVSA Y 77 /AIDREOEHFEDLEICEY . BEHS
BEZEFX CDOTA T A7 ILEIKITHTz o 7T Cisco HyperFlex Y AT LEBBTES. B"EBETV T RRN—AOEEY ) 1— 3>
DMEHEINET,

Cisco Intersight 72w b 74 —LAZRITT BHHICHR— FENTWVD Web 770 FDFR/NNN—T 3 VIERDESY T,

e Google Chrome : 'J 1) —X 62.0.3202.94

e Firefox : J1J—X 57.0.1

o Microsoft Edge : ') 1) —X 40.15063.674.0

e Safari: 1J1J—2X10.1.1
Cisco Intersight 7> v k 7+ —Alc & > TREBEEN 5 Cisco HyperFlex Edge Y AT LD R—rENTWEEB/NT 7—LT T T
IN=2 A VNEIRDEBY T,

e CiscolMC VY7 Dz 1 1)IJ—2Z3.1 (2d)

e Cisco HyperFlex 7—42 72w b7+ —/L 1 J1J—X 2.6.1b

o TINAR xR 1)1 —21.0.4-10 L%

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 8/45 X—3



RIA Rk =) — |l||||||l
CISCO

Cisco Intersight [Cl&. Base T7 13> & Essentials T7 43D 2 DDSA VA T4 avyhbUEYT (K3) .

3. Cisco Intersight D> At X 3>
Base Essentials
HeeE Hee
» Cisco UCS ¥ AT Is& HyperFlex ¥/ A7 LD R— = Base DT N TDHEE
= FO—Nb ARV PUBEUANIVZ AT —42 R # Cisco UCS C ¥/ ) —XDEE
» AT ELUEREARTO—/NLEBE s H—FPR FOTFAIILEBR) Y—R—ADRE
* Element Manager @ 1> 7% X k28 o BEA N PIBEUY—IS T3y
* Cisco HyperFlex D& A s 77— LUTT7ER
¢ A—HFITLBHRAEIAXBERER Xy aRh—F s REF—R—F EFE YT (VKVM)

- S N (E L S e e A e )

SV AEER

Base T7 4 ¥ a3 IEBIMNOX ML THBTEX T, Thid. XTD Cisco UCS H KU Cisco HyperFlex & X7 LD AICE
HICEENE T, Cisco Intersight Base T7 1 > 3 VIIEPRDERPEANGTERE Y AT LDA VRV M 27T Lg%
SHHBBOEE. B K UCisco UCS Manager & Cisco HyperFlex Connect &G %A 74 JOIY RRA > hEEA VA2 —T 14
REHCENT DIRAEERIRT 5 R—2)INADT7 VL A ERHLET,

Essentials T7 1> 3 &, Base T7+ ¥ 3 Y CIRHINZEDITENMDMERIRE LE T, Essentials T7 1> 3 VICEENS
BEElCK Y. i—ENnfe R Y— IV I VAN L THEREREEZ —mt L. Cisco UCS D/\— R T 7E#MEU X b (HCL) &3
VISAT VRN L. T LU I T DTy T T — N EBIRTEE Y, Essentials T7 1> 3 Vi REF—R— K ETH
B LU Cisco Intersight 75w b 7+ —LDSEHET TR (WKWM) OV — )V ARENTT DHEDH L T2 V7. B, LU
YEDTcODE—DA > 72— T T4 A%RM#LE T, Cisco Intersight Essentials T7 > 3 &, 1 F/f. 3 F/. HXU 5 EFD
HYITR0 )T a VR TEN CEEZ T, Cisco Intersight 725w b 74 —LDSA VA RXR=IDhoH A7y TFEBT Elck.
Essentials T7 > 3 >0 90 HEDER i A= CEX T,

Cisco HyperFlex 77 27 RMDERE. Cisco HyperFlex v 18— K, 2 HEDEZZU VT, —mibEdN/z77Z>— L. Cisco
HyperFlex 7 2 A2 —&E 21—, vKVM D& (Cisco HX &) —X H—/\Dd+) . H KT Cisco HyperFlex Connect D7 O X F2E)
&, INCT Base T7 ¥ aVICEENTWETY, Essentials T7 > 3>D HCL #geEBA L THERT5&. 7770w T 4>
2—%7 N L TESIE NI Cisco HyperFlex Y AT LD/N\—R> 77, 0S. R4/, BLUAVR—%F T7—LDx
TDIN—=I3>DAV T oA TV ABREBREETEE T, Cisco HyperFlex Edge T HCL MY 7R— M. KD 1) — X THIABRIREIC
BAHFECT, Essentials L7143 VNCKBT7—LDULT 7V 77— hO#BEIE CiscoUCSC > )—X Zwv o H—/\IcDWL
TOHFYR—EEINTEHY. Cisco Intersight DIFTED ) 1) — ATl Cisco HyperFlex Edge &BH#ET 2K DICERETINTUOEH A,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 9/45 X—



o],
CISCO

RITA k RX—/{—

WE~ROY

Cisco HyperFlex Edge X7 LD FRADVIFEF T, TDOVATLIE. 77 RXARZTEIT 3 BD Cisco HyperFlex HX220c M4 %
feld M5 2w o> b H—/)NTHEBREINE T, HX ¥ —XDaV/\—T K H—/\&. F>7R— F LAN-on-motherboard (LOM)
R—bh&KEF T3>0 7)V®i350-T4 777y KR— bk PCle xv b T =0 A22—T 14X A—F (NIC) ZENLTHE
ROy M — 7 ICEFEEFENE I, Cisco IMC VLAN & Cisco HyperFlex & VLAN (i, Cisco Intersight 75w k7 #— /s
ICEET ADICT I MNT Y R AR —2y b 7 UEADRETT,

HTTPS 7O+ (4. WS Tld. Cisco HyperFlex 757 KEBIEAE CIIERATEE Eh,

HX V=X H—=NET Y TR =L Xy bT—=T DT, 270 A4y FERET 271V A1 v FERD 2 DOYE b
RAVHYR—bENTOVET, COFERIE. FEDA VA M—ILDBHE, N—FD I T7EL0ORY FT—7 )Y —ADEAM
IikFLE T,

VI AAyFHES (B 4) TlE T—N\TEIC 1 DRFDRAAYyFE2DUED 1 FAEY b 4A—T Ry b R— b EpnEL

TREHE FROVHERENET, VYT ER Y FOREME, CORE FROYTEREENE LA, FH—FTNTLS 2
DDRY RTI—y K- FEEE. TOER K—hERTVY K= FTT,

4. Cisco HyperFlex Edge D> IV XA v FHER,
g . Cisco Nexus®, Cisco Catalyst®,
[ R b b A R O P F 37T D/D 1 GE ToR
772y (BHIMC £—  HFBEGEE) AAYvF

x 3 Cisco HyperFlex Edge ./ — K

wswitch-hx-storage-data
Y

| vswitch-hx-inband-mgmt |

I A F bROYICE, BERAXY FT—7 (FAMRERY Y Ry bT—2 & VMware vMotion ~Z 7 4 v I EEE)
ET—=2 Ry NT=0 (A=Y :Z T4 v A ODECEE 2 DDERIZRY FT—UHREBETY, FH—/\EITiE 2 DD 1
FHEY b /=Ry b R—EBRETT, TNH5D 2 DDR— D 1 DI Cisco HyperFlex A hL—3 b ST 4w VEBTY,

Ty TARN) =Ly NTO—=27ZlE. ROBHELRSHY £,

o VLAN #EERBA e R—Y K A1 Y FHRETY,

e 3 DD Cisco HyperFlex ./ — RFBIC 6 DU EDYIE 1 FAHAE Y b /1 —H X v b R— EDRETY (1> K Cisco IMC
PHEE—FRD1FHEY F /=Ry F LOM R— F EITEREINTWBIEES) . REITSLCT LOM A— K EDEHH
R—brEFERLTT I TNYRIMC ZRET BT EETEET, TDFEIE. F—/\TEITEND 1 FHEY kb 1 —
Yxv b XAV F R— EHDRETT,

. VvVR TL—LEFRETY,

o PortFast £/zld PortFast b 5> 7 %&, FARIDEL IMC 77 L ABICRET 2UEBEHH YU T,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 10/45 X—2



RIA Rk =) — ||||||I||
CISCO

Ta7I ALy FiERE (®5) Kl R4y FOBEE, U2 IHK0R— FDOEE, LOM BEKU PCle NIC D/\— R 1 7EEH
SIRET DREBTIREABA . P ULEMG M ROVASENE T, ThclE 2 DDRA v F (RZ2Y R70Y A1 vF £k
G RZ Y TBREDAA v FREBARE) « 4 DD 1 FHEY b 41— v b R— b BROT—N\H2W 1 DOBMNDA > T
i350 PCle NIC BMAETY, bT>T R—bE BE—TFR—bEINTWEXRY bT—7 R—bHRETT,

5. Cisco HyperFlex Edge D7 177/ XA v FHER

Cisco Nexus®, Cisco Catalyst®.
F i3 Z DD 1 GE ToR
AAYF

7 FH> 47l i350-T4
277w FR— b pcle NIC

. Al R

3% 8% g! 3 2 -] x 3 Cisco HyperFlex Edge ./ — F
L’ =)

il - )
el o

vmnicD

viwitch-hx-storage-data

4 A
| vawitch-hx-inband-mgmt I

TaA7IV AAvF bRAYVICEH, BEBARXY FI—7 (FTAMREIY Y 2y bI—0%88) &7 —2 xv 7= (X b
L—I8 &0 VMware vMotion 57 v ZF) D 2 DOERIRY b T —UHRETY, &FTF—/\EIKiZ4 DD 1 FAEY b
A=Y b R—EHARETT, TNS5D 4 DDR—ME VA=K LOM A— RH5D 2 DDOR— k& PCle 7 KA > NIC H
502 DDKR—FTT, 1 DEBDLOM & 1 DED PCle R— MEIEBROEE NS T 4 v 7 ERIERY Y T AN bS5 T710v 7
ICEREN. 2 DED LOM & 2 DE®D PCle R— MIMESLUO— R NS UYVIRBROA ML —Y T—42 ST 4v 0 &
vMotion k57 1 v JIERENE T,

TwTAR) =2y FT—=7ITld. ROBHELH D £,

o VIAN #EEREBA T 2 DDORR—Y FRA v FHARETY,

e 3 DO Cisco HyperFlex ./ — FRBIT 12 LU ED¥E 1 FAHE Y b 41— X b R— bHIRETY (/> K Cisco IMC
MBEE—FD 1 FHAEY b /=Xy F LOM R— F EITREINTVBIEE) » BEBITSLCT. LOM A— R EDEA
R—brEFERALTCT I NF TN RIMC ZRET AT EETELTT, TDFAIK. FT—/\TEITEND 1 FHEY b 14—
YRy b XAV F R—bHDRETT,

o Vv R TJL—LIEFRETY,

e PortFast FZ 0%, DL IMC 77t ABIGRET HAEHH U E T,

F L TDRFIAY MIRENTWAERAEE. > T)0 XA vF FRAJICEDVTWVE T,

WRE~ROY

Cisco HyperFlex ¥ 27 Lld. BBV —>, 7—42 AL —I V=2 vMotion V—> FAMREI Y V=D 4 DDV —
VNCHDEEINDBERENDVET, CO7TO—F Tl B—DRY b T—0 ETCINTD ST 4 v I HZEENZDTlEE
CBERBDNZ T4 vy ZATTEERDZ Y FD—T7HMREENE T, TDIER. Cisco HyperFlex 1 A b—Zlc &>
T. IXTD HX-Series /— R Elc, ZNZTNEGH Y bT—7ICHIGT 5 4 DORIEAA v F (vSwitch) HMERENE T,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 11/45 X—2



RIA R Ry il
CISCO
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TREYINA INADIHCT T—)VA—IN—ENE T,

2 DO vSwitch TZIFHMER TN, 3 VMNIC A& HTH5N 518, vswitch-hx-vm-network & vmotion O vSwitch |£FE1 TH|
[RCEET, BB postinstall A7 T+ ERITTBHE. 7T A2 ENTcT RXTD Cisco HyperFlex Edge ./ — RH'5
vswitch-hx-vm-network & vmotion vSwitch HBEEIICHIBREINE T, £iz. post_install A7 ) T FTld. 7270 XAy Fig
F%®D vMotion VMkernel IR— MBI L THBYIG Y T —ILA —/\—EFHABFNICEHREEINE T,

NROVRICT 7T vy A 2—027 D EWEE. Cisco Intersight 7> k7 #+— LA Cisco HyperFlex F—/\& @59 5
Bid. 77— LD 7ICHIAENTE. CiscoMC Y 7 M I T7HOSEBMCTESD T /AR AR ZAPMERAEINE T, IMC (&, #
FAF T —/NEIE% Cisco UCS C ) —X Sw o H—/\& Cisco HyperFlex HX /1) —X w7 H—/\ITIRET 2= R— K
BB FO—FTY, chUck. INTORELBEELALEICHEY . I—IHY—/N\ZRL2CHETEEL T, IMC & EF
E-FCEMFI 2D HEBE-FCIMET BDZRECEET ., ERE—FTIE A 2AR—F LOM A— FOERBER— bHMEAE
nNEY, HEE—F TR EFED LOM R— b EIFRBA > 2—T 24X AH—F (VIC) 72 T2 R—hr=ZERALTIMCIZT Y
CRATEELT, HEE— FITE. B LOM E— K, 5 LOM 10 FHEY b /=YX k =K, Cisco VIC E— F. HKXUH
B LOM R E— FAEENT T,

T TAN) = AA v FEET I A TN FEBR Ay FICHIARIRRGR Y b T—7 R— DB +RICH5HE1E. EA IMC
BER—FERET D LZLEOLET, fcl. TOBRTIE. KWELDRAYF R—EHVEEBEN. BINDT— 7 VHEH#T.
BR. BLUOREMVEICEVET, I-—YREDORY hT—F>7 UY—XDOBEBARIIECT, £5 LOM E— FEidHE
LOM R E— RZ®AT 2 &£ T BRHLBERILEN. BBERA v F R— b ET—TIVEEROBDEIRENE T, H5 LOM
E— FTIE BYE VLAN ZFFa] LT INTDRA b R—hHAELCEBY TRy h @B TCEDLDICT HIHEL DV ET,

Cisco HyperFlex v kDU —3 > 7 DiaIERET & U —/\EEB A E IMC @515 U C. Cisco HyperFlex Edge & A7 LCHEED
VLAN ZERET B =P LET EF3EZ8HR) .

© 2018 Cisco and/or its affiliates.All rights reserved.This document is Cisco Public Information. 11/45 X—2



RIA Rk =) — ||I|||I||

CISCO
% 3. Cisco HyperFlex Edge O VLAN &7
CiscoIMC 271w | BEED CiscoUCS A2V R7AY H—/\DIMC A >2—T 114 D VLAN &, Jb—F 1 2 JERETH Y. Cisco

= HyperFlex Intersight 725w b 7+ —LICT7 7 AT
EDHENBHYIET,

VMware ESXi & Cisco | HEKD | ESXi KA MNEEEA >V 2—T 114X Z®d VLAN (. Ib—F 1 > J8EETHY . Cisco
HyperFlex DEE ~ = R Cisco HyperFlex 2 k L— > F A—SDfpia<> > & > | HyperFlex Intersight ToY b TA—LITT VAT
Ty A—TIAR EBRENDYET, <D VLAN & IMC VLAN £[F]

> Fal 8744 CRECEET,
Cisco HyperFlex A b L—2 V2 A ZDO—I 2V JEEA V32— CemrErE s elehd sy

TIARA
Cisco HyperFlex DX b | BEHED |ESXi RA PDA FL— VMkernel 12— 14 X TDVLAN I, A=Y FS 70w PICATN
L=y b 270wy et Cisco HyperFlex Z b L— OV bFO—SDA M L— 2w b Y, LAV 2EGLITHINETY, BEVLAN &

. BN .
Cisco HyperFlex A N L— 72 220D0O0—=20 A ML— VERIET BEDSUET

ARA—=T 1A R
VMware vMotion k= BEFED | ESXi 78 X kD vMotion VMkernel 4 > &Z—7 1 X T D VLAN I[FBEE VLAN LRICICT BT ENTER
TAVY et ITH TDRZT 1w 7 E—EDVLAN [TDBT B
TIO—FEHEIDHLET,
TRMRIERY Y RS PEHD | T A MBI VBEDORY fT—5 Bir57 75— 3 VBITERD VLAN R—~ J
PR b W—THEERTELT,

6ld. V2TV AAvF PRAYOZRY FT—UBHORERNERLTVET,

X 6. Cisco HyperFlex Edge kA8 kT—2 1 VT I0 AA v F

A B

\ [ Lo
| Cisco HyperFlex ... b P - u. n |
! \ | |
} Edge /— K1 | [ | | }-n.ul | i
I [ b |
| | |
* — NI ;e
| . . . Szl aaaE® | | |
| vSwitch o R A P N Lo :
} hx-inband-mgmt PXS10raBeqaNa  hyrmmetwork vmotion | | CIsco HyperF!'ex . Cisco HyperF“lex !
| ‘ . Edge /— F2 | | Edge /— '3 |
| | |
| | |
| vmnic | : i !
‘L [ : I :
L

Tomx-+ W B W BN

AbL—=Y F—%&
7w s

BE, SRR VM,
vMotion R 371w

1FHEY b A—FRY FTRASYF

© 2018 Cisco and/or its affiliates.All rights reserved.This document is Cisco Public Information. 12/45 X—2



e,
CISCO

RTA b X—=/8—

70 7TV AAvF PRAYVOXR Y T ERORERNERL TVET,

7. Cisco HyperFlex Edge k8% FT7—2 : 7217 )V AL v F
O 1l - T —"—7= ':
| " | |

Cisco HyperFlex I | 1
! > | I | Y
Edge /— K1 | :-Ilﬂ: :-Il |
! [ : I :
I . ! | |
| NN [
I vSwitch Lo [ |
: || Cisco HyperFlex | : Cisco HY.DEfF:'eX :
I | Edge /—F2 : | Edge /—F'3 !
' P i
| H | |
| vmnic A 8 c D o L |
' P |

I |

I 1 o |

NI NEEER

j
._ Lom o ecenc B
F—t H— I

TFEBLUFA LW T 710 (RE2I)

21wl
(vMotion R >/3)

ERELUS R
WM kST
AbL—Y F—%

vMoation k57 1w 47
(R L= 7—%
Aa A

1FAHEY b 1—HRY FToRAAYF 1FAEY b A1—HRw FToRAMYF

F D CDORFIAY MIRENTVAIERAIE. HE LOM £— R TOA /> K IMC OfERZRIRE LTWET,

© 2018 Cisco and/or its affiliates.All rights reserved.This document is Cisco Public Information. 13/45 X—



e,
CISCO

RTA b R—=/{—

Installing Cisco HyperFlex Edge with the Cisco Intersight platform

Cisco HyperFlex systems are ordered with a factory preinstalled configuration. With this factory integration, the Cisco HyperFlex
servers are delivered with the proper firmware revisions preset, a copy of the VMware ESXi hypervisor software preinstalled, and
some components of the Cisco HyperFlex software already prestaged. When the system arrives onsite, the customer thus needs
to perform fewer final steps and the installation process is simplified as a result of the work already completed at the factory. The
Cisco HyperFlex system is normally installed using a deployable Cisco HyperFlex installer virtual machine from an OVA file.
Another option for installing a Cisco HyperFlex system is to use the Cisco Intersight cloud management platform. With this option,
the installer function is delivered from the cloud, with no need for the user to have an installer virtual machine.

A Cisco HyperFlex Edge installation with the Cisco Intersight platform is supported only for completely new factory-shipped
Cisco HyperFlex M5 rack-mount servers. Therefore, the setup process described in this document assumes that the factory
preinstallation work has been completed, using the tools and processes developed by Cisco to simplify the process and
dramatically reduce the deployment time. This document follows the same out-of-the-box experience that customers encounter
with a new cluster purchase.

Prerequisites
Prior to beginning the installation activities, you must set up a Cisco Intersight account. You also should gather all the
configuration settings contained in the preinstallation checklist.

A Cisco Intersight account is required for this solution. To create your account you must first have a valid Cisco ID. If you do not
yet have a Cisco ID, the account can be generated in this way:

1. Visit https://intersight.com from your workstation.
2. Click Sign In with Cisco ID.

3. On the Cisco Log In page, you can either choose to log into an existing account or click Register Now to create a new
account.

N
cisco Products & Services ~ Support  HowtoBuy  Training & Events  Partners

Log In

Language: | United Stales - English M

% . ge Ci te A N A it
Log into an Existing Account A

‘There are various levels of access depending on your
relationship with Cisco. Review the benefits of registration and
User Name find the level that is most appropriate for you.

| huich|
Password Register Now

Forgot your user ID andior password?

Contacts ' Feedback | Help Site Map | Terms & Conditions | Privacy Statement | Cookie Policy = Trademarks

4. Click Register Now and provide the requested information to create a Cisco.com account.

5. After a valid account has been created, use it to log in to the Cisco Intersight platform.
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To install the Cisco HyperFlex HX Data Platform from Cisco Intersight platform, you need to allocate some IP addresses. The
Cisco UCS IMC IP addresses and HX Data Platform management IP addresses must allow communication with the Cisco
Intersight platform. Additional IP addresses for the Cisco HyperFlex Edge system need to be allocated from the appropriate
subnets and VLANSs to be used. IP addresses that are used by the system include addresses for Cisco UCS IMC, Cisco
HyperFlex and VMware ESXi management, Cisco HyperFlex storage, and VMware vMotion. The IMC IP addresses and Cisco
HyperFlex and ESXi management IP addresses can either come from the same subnet or be separate, as long as the Cisco
HyperFlex management subnet permits outbound access to the Cisco Intersight platform.

By default, the Cisco HyperFlex installation will assign a static IP address to the management interface of the ESXi servers. The
use of Dynamic Host Configuration Protocol (DHCP) for automatic IP address assignment is not recommended for Cisco
HyperFlex and ESXi management, Cisco HyperFlex storage, or vMotion networks. For the IMC network, either DHCP or static
assignment can be used to ease the configuration process.

DNS servers should be configured to query fully qualified domain names (FQDNSs) in the Cisco HyperFlex and ESXi management
group. DNS forward and reverse lookup records need to be created prior to beginning the installation. In addition, all device
connectors on the Cisco HyperFlex nodes and all Cisco HyperFlex controller virtual machines must properly resolve public
domains through DNS and permit outbound-initiated HTTPS connections on port 443 so that the latest Cisco HyperFlex software
packages can be automatically downloaded and the Cisco HyperFlex Edge cluster can be fully deployed from the Cisco
Intersight platform.

Consistent time clock synchronization is required across the components of the Cisco HyperFlex system, provided by reliable
Network Time Protocol (NTP) servers, accessible to the IMC management network group and the Cisco HyperFlex and ESXi
management group. NTP is used by the IMC, vCenter, ESXi hypervisor hosts, and Cisco HyperFlex storage platform controller
virtual machines. The use of public NTP servers is highly discouraged; instead, you should use a reliable internal NTP server.

Prior to performing the installation, you need to document and create the required VLAN IDs in the upstream network as
necessary. At a minimum, you need to trunk two VLANS to the upstream network: a VLAN for the Cisco HyperFlex and ESXi
management group and a VLAN for the Cisco HyperFlex storage group. Following Cisco best practices, you can add two more
VLANSs: a VLAN for the vMotion group and at least one VLAN for the guest virtual machine traffic. The VLAN for vMotion can be
the same as the management VLAN, but this setup is not recommended. During the installation process, only the VLAN ID for the
management network and the VLAN ID for the storage network are required inputs.

Several user names and passwords need to be defined or known as part of the Cisco HyperFlex installation process: Cisco
Intersight account, Cisco UCS IMC administrator, VMware ESXi administrator, Cisco HyperFlex administrator, and VMware
vCenter administrator.

The physical layout of the Cisco HyperFlex system was previously described in the “Physical Topology” section. The HX-Series

rack servers need to be cabled properly to the customer’s upstream networking switches before the start of installation activities.

Depending on the availability of the upstream switches or switch ports, you can choose a single-switch or dual-switch topology
and with the IMC NIC policy (shared LOM or dedicated ports). After these decisions have been made, the nodes can be cabled
appropriately.

The cabling for a single-switch topology is simple:

¢ Cable both LOM ports on each HX-Series server to the same top-of-rack (ToR) switch.

e |f you choose to access the IMC through the dedicated management port, cable that management port on each server to
the same switch or to an out-of-band management switch.
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Cable a dual-switch topology as follows:

e Cable both LOM ports on each HX-Series server to the same ToR switch.

e Cable any two of the four ports on the Intel PCle NIC on each server to the second ToR switch. Do not connect more than
two PCle NIC ports prior to the installation. After the Cisco HyperFlex cluster has been created, you can freely use the
remaining ports.

e |f you choose to access the IMC through the dedicated management port, cable that management port on each server to
the same switch to which the LOM ports connect or to an out-of-band management switch.

Do not use the 10 Gigabit Ethernet ports on the Cisco VIC to connect to the upstream switch in either the single-switch or dual-
switch topology.

Sample topology and pre-installation checklist

Figure 8 shows the sample topology validated for this document. It demonstrates the cabling of a Cisco HyperFlex Edge system
in a single-switch topology.

X 8. Cisco HyperFlex Edge cabling example

Cisco HyperFlex Edge cabling example:
* Single-switch topology
# |MCin LOM shared mode

Cisco HyperFlex installer

Lab netwaork

+++++ T L Cisco Nexus 3048TP 1 Gigabit
Ethernet ToR switch

T ]
- 1O ﬂ! 3 8

Cisco HyperFlex HX220¢
MS55X All Flash Node

* (smepansaseaacs)

000

Cisco HyperFlex HX220¢
MS55X All Flash Node

Ciseo HypaerFlex HX220¢
M55X All Flash Node

LOPA sharad mode for IO

The sample configuration for the Cisco Nexus 3048TP 1 Gigabit Ethernet ToR switch is provided in Appendix A.

Table 4 is an example of a completed pre-installation checklist for a Cisco HyperFlex Edge system.
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* 4. Pre-installation checklist
VMware vCenter | Cisco HyperFlex cluster HX3Edge Data center name: HUIDC
name:
VMware vCenter server hx3-vcenter.hx.lab.cisco.com Single-sign-on server: (Optional)
FQDN or IP address:
VMware vCenter huich@hx ZAQ!2wsx
administrator:
Network services DNS server 1: 10.29.133.61 DNS server 2: 171.70.168.183
NTP server 1: 10.81.254.202 NTP server 2: 72.163.32.44
Time zone: America/Los_Angeles PST -8
User name and Cisco Intersight account huich XXXXXX VMware ESXi host root Cisco123
password administrator:
Cisco UCS IMC admin Cisco123 Cisco HyperFlex root Clsco12345
administrator: controller
administrator:
Address group Cisco UCS IMC Cisco HyperFlex and VMware ESXi Cisco HyperFlex storage VMware vMotion
interfaces management
VLAN ID 41 41 42 43
Subnet 10.29.145.0 10.29.145.0 169.254.1.0 169.254.2.0

Subnet mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0

Gateway 10.29.145.1 10.29.145.1
Devices Cisco UCS VMware ESXi Storage VMware ESXi Storage controller VMotion VMkernel
management addresses | management controller hypervisor storage storage interface interface
interface management VMkernel interface
interface
Cisco HyperFlex 10.29.145.162 169.254.1.20
cluster
Cisco HyperFlex 10.29.145.154 10.29.145.157 | 10.29.145.163 169.254.1.11 169.254.1.21 169.254.2.11
node 1
Cisco HyperFlex 10.29.145.155 10.29.145.158 | 10.29.145.164 169.254.1.12 169.254.1.22 169.254.2.12
node 2
Cisco HyperFlex 10.29.145.156 10.29.145.159 | 10.29.145.165 169.254.1.13 169.254.1.23 169.254.2.13
node 3

Note: Table cells shaded in yellow have auto-assigned IP addresses and don't require user configuration.

Cisco Integrated Management Controller configuration

The Cisco Intersight cloud-based management platform provides remote management of Cisco HyperFlex Edge servers through
a device connector that is embedded in and can be enabled through Cisco IMC software. The Cisco UCS device connector
provides access to Cisco UCS server management functions built in to the server. By pointing the device connector to the Cisco
Intersight platform, Cisco UCS servers and Cisco HyperFlex clusters can be claimed as serviceable devices and easily remotely
managed.

The Cisco Intersight platform needs access to the IMC and to the Cisco HyperFlex management network.

To enable the device connector on the Cisco HyperFlex nodes and the Cisco Intersight platform to communicate, the IMC
interface needs to be configured on each server. Two options are available for setting the IP address for the IMC: DHCP or static
configuration. If you already have a DHCP server set up in your environment, DHCP assignment will be the simplest approach.
Otherwise, you can assign a static IP address to the IMC.
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The following steps guide you through a static configuration:

—_

Attach the VGA dongle to the new Cisco HyperFlex server and connect to a monitor and USB keyboard.
2. Power on the server.

3.  Wait for some minutes until the screen with the Cisco logo is displayed.

4

When prompted for boot options, press the F8 key to enter the Cisco IMC configuration utility.

Entering CIMC Configuration Utility...

5. For a first-time configuration, you will be prompted for a new IMC password. Enter the default password password as the
current IMC password and then set a new IMC password. The configuration described here uses Cisco123 as the new
password.

CIMC User Details (Press Enter to Save / Continue)

Enter current CIMC password
Enter new CIMC password
Re-Enter new CIMC password

6. Inthe Cisco IMC configuration utility window, choose the desired NIC mode. Select Dedicated if you want to access the IMC
through the dedicated management port. Select Shared LOM if you want to access the IMC through any LOM port. Select
Shared LOM Ext mode if you want to access the IMC through any LOM or adapter port.

7. Deselect the "“DHCP enabled” option and select IPV4 to set a static IP address.

8. Enter IPv4 settings for the CIMC IP, Prefix/Subnet, and Gateway options.

9. Leave NIC redundancy set to Active-active.

10. Select the “VLAN enabled” option and enter the VLAN ID for IMC management.
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11. Press F10 to save the configuration and then press Esc to exit the utility. The server will reload and may boot into the ESXi
operating system preloaded at the factory. Do not worry if the server does not fully boot into an OS at this point. The
installation workflow will modify the boot order automatically at the correct stage of deployment, so do not make manual
configuration changes in the IMC utility outside the steps listed here.

dpOR R RO ¥

NIC mode NIC redundancy

VLAN (Advanced)

12. Ping the IMC IP address that was just set to validate the configuration.
13. Open a web browser with https://<CIMC-IP-Address> to the IMC management GUI. Log in as admin with the configured

password.

hx3-c220-2
Cisco Integrated Management Controller

Version: 3.1(2c)

@ 2017 Gisco Systems, Inc. Gisco, Cisco Systems and Cisco Systems kogo are registered trademarks of Cisco Systems, Inc. and/or its affiiates in the U1.S. and cartain other countries
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14. On the Summary page, check the running versions of the BIOS and IMC firmware to verify that these versions meet the
requirements for Cisco HyperFlex and Cisco Intersight deployment. The factory-shipped systems should already have the
recommended firmware preloaded. If an IMC upgrade is needed, go to the Cisco website to download the latest Host
Upgrade Utility (HUU) and use that utility to upgrade the firmware to a compatible version.

ent Controller

A / Chassis / Summary

Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name: HXAF 220C MSSX Hostname:  hx3.c220-32
Serial Number:  WZP21500BDJ IP Address:  10.29.145.158
PID:  HXAF220C-M5SX MAC Address:  4C:77:8D:98:DD:A1
UUID:  S2EDOTAT-OFES-436C-8FEG-ACCTAFUS3821
CEIOS Version: C220M5.2.1.25.0.1025170315 ) Current Time (UTC):  Wed Mar 7 00:19:57 2018
Description: Local Time:  Tue Mar € 16:19:57 2018 PST -0800
AssetTag: | Unknown Timezone: America/los_Angeles
Chassis Status Server Utilization
Power State: @ on %
Overall Server Status: 103 B o nizann (%)
) .
Temperature: [ cou usizatin (%)
L Memory URliization (%)
Overall DIMM Status: LE B 1o vazaton (%
Power Supplies: =
@3
Fans:
i
Locator LED: off 04
Overall Storage Status: Good 04
104
a T
0 Sener

15. If desired, click Select Timezone to set the correct time zone for the server.

16. From the navigation pane, choose Compute and then click the Power Policies tab. Change the Power Restore Policy from
the default Power Off to the desired action.

sthail - Cisco Integrated Management Controller

A / Compute /| Power Policies

Chassis ot BIOS Remote Management Troubleshooting PID Catalog

] v Power Restore Policy
Inveniory (Puwer Restore Policy: | Power On v ]
Sensors Power Delay Type: Fixed v

P : Mari = Power Delay Value: (0-240) seconds | 0

Faults and Logs » Configured Fan Policy

Compute Fan Policy: | Balanced v

Applied Fan Policy: Balanced

Ne[wol’kil"]g > Configuration Status  SUCCESS £2]
Storage -
Admin >
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17. From the navigation pane, expand Admin. Then click Networking, under the Network tab, review the IMC IP settings, add an
alternative DNS server here if desired. You can change the host name here as well.

| R

A / ... / Networking / Network

Chassis > Network ) Network Security NTP Setting
Compute
+ NIC Properties: + Port Properties
Netwworking 4 NIC Mode: | Shared LOM ”; FPort Frofile:
NIC Redundancy: | active-active v
Storage > v Auto Negotiation

MAC Address:  4G:77:6D:98:F7:7D
Auto Negotiation:

Admi
Admin Mode Operation Mode

User Management

Network Port Speed: Network Port Speed:  NA

Duplex: Duplex: N
‘Communication Services

Security Management v Common Properties * VLAN Properties
Event Management (Managecngm Hostname: | hx3-c220-2 ) Enable VLAN:
Firmware Management Dyriest: DN S b
Dynamic DN Update Domain Priority: | 0
Utilities
Device Connector v |Pv4 Properties w |Pv6 Properties
Enable IPv4; Enable IPvs: ||
Use DHCP: Use DHCP:
Management IP Address 10.29.145.155 Management IP Address:
Subnet Mask: | 255.255.255.0 Prefix Length:
Gateway: 10.29.145.1 Gateway:
Obtain DN S Server Addresses From DHCP: Obtain DNS Server Addresses From DHCP:
Preferred DNS Server: | 10.28.132.61 Preferred DNS Server:
Alternate DNS Server: | 171.70.168.183 Alternate DS Server:

Link Local Address:

SLAAC Address:

18. Click the NTP Setting tab. Then add your NTP server information.

= Aol : ment Controller

A / ... / Networking / NTP Setting

Chassis » | Network = Network Security | ( NTP Setting

Compute
NTP Properties
Networking > e
Server 1: | 10.81.254.202
Storage >

Server2: | 72.163.32.44

dmin - Server 3:

Server 4.

User Management =
synchronised to NTP server (RefID: H Py

Status: 163.32.44) st stratum 2

Communication Services

w

Security Management

Event Management

Firmware Management

Utilities

Device Connector
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19. After making the changes you want, click Save Changes to save and apply the changed values. A host-name change will
create a new certificate for the web browser and require you to log in again to the web GUI. The system may take several
minutes to commit the changes.

20. Repeat the preceding steps for all three Cisco HyperFlex Edge servers.

Claiming devices in the Cisco Intersight platform

Now you can enable the device connector on the Cisco HyperFlex servers and let the Cisco Intersight platform claim them for
cloud management:

1. Log in to the IMC web management GUI with https://<CIMC-IP-Address>.

2. From the navigation pane, expand Admin. Then click Device Connector and enable Cisco Intersight management on the
device connector using Allow Control as the access mode (this option may already be set). This configuration enables the
IMC to establish a connection to the Cisco Intersight platform.

= b Ciseo Integrated Management Controller

CISCco

A / Admin / Device Connector

INTERSIGHT MANAGEMENT CONNECTION HTTPS PROXY SETTINGS

Status: Device ID:
Establishing Connection WZP21500BDJ

Enabled o

Access Mode
O Read-only
@ Allow Control

3. Wait until the connection succeeds and a claim code has been generated for this device. Note that the device is not claimed
yet. Write down the device ID (server system number) and claim code as they will be needed in a subsequent step.

Al Cisco Integrated Management Controller

A / Admin / Device Connector

INTERSIGHT MANAGEMENT CONNECTION HTTPS PROXY SETTINGS

Status: Device ID:
Not Claimed wzpz-
Claim Code:
Enabled o B61D2
Access Mode
(O Read-only

(® Allow Control
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4. Repeat steps 1 through 3 for all three Cisco HyperFlex Edge servers to gather all device IDs and claim codes. Note that
each claim code has an expiration time as indicated by the colored bar under the claim code. Be sure to claim the servers
before the codes expire.

5. Go to Cisco Intersight Cloud Management platform: https://intersight.com/.

6. Log in with your Cisco ID and password. If this is your first time using the Cisco Intersight platform, you should take a site

tour to learn about some of the platform’s main features.

WELCOME TO CISCO INTERSIGHT

Take a Site Tour

Learn How to Claim a New Device

Learn How to Add a New User

7. To claim a new device, in the Navigation pane at the left, click Devices. Then, at the top right corner of the Devices window,
click Claim a New Device.

* Intersight Devices

25Rows

Fabric

Service Profiles

Policies

Devices
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8. Enter the device ID and claim code obtained from the IMC management GUI. Use copy and paste for accuracy. Click Claim.

CLAIM A NEW DEVICE

To claim your device, you must have the Device ID and Claim Code.

Device ID *

Claim Code *

Cancel

9. Wait until the device has been claimed successfully.

10. Go to the server's IMC page to verify the claim. The Device Connector page should now show that this device has been

claimed.

cisco

A / Admin / Device Connector

INTERSIGHT MANAGEMENT CONNECTION

Status:
Claimed
¥ | byhuichonTue Feb 13 18:51:35 2018

Enabled .

Access Mode
(O Read-only
@® Allow Control

HTTPS PROXY SETTINGS

Device ID:
WZP21500BJ0

11. Repeat steps 7 through 10 to claim all three Cisco HyperFlex servers on the Cisco Intersight platform.

12. Review the Device window again. The three Cisco HyperFlex nodes should now be listed as connected devices.

25Rows 1-7of7
Device IP

HX4Edge Connected HyperFlex C... 10.29.145.208 edee51fa-1213-432b-a5a5-ebbacs3z2ds1e 1.0.51001 HX220C-M4S

HX3-D25-FI Connected UCS Domain 10.29.145.134 SSI1911095X & SSI1911099Y 1.0.52000 UCS-FI-6248UP

hx3-c2201 Connected Standalone..  10.29.145.154 WZP21500BJ0 10410 HXAF220C-MSSX

hx3-c220-3 Connected Standalone 10.29.145.156 WZP21500BDJ 1.0410 HXAF220C-M58X

hx3-c220-2 Connected Standalone . 10.29.145.155 WZP2150086U 10410 HXAF220C-M5SX

HuiEdge Not Connected HyperFlexC_  10.29.145.162 f2bc8798-984d-4341-989b- 1e3c2aefe095 103827 HXAF220C-MSSX

HX3Edge Connected HyperFlex C 10.29.145.162 0c38d590-c1b1-460e-acfb-0fc33d9cd6ab 1.0.3-827 HXAF220C-M55X

© 2018 Cisco and/or its affiliates.All rights reserved.This document is Cisco Public Information.
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13. You now have the option to launch the IMC management GUI directly from the Cisco Intersight platform. If you want to do so,
click Launch IMC.

25 Rows 1-70f7
Name Status ype Device IP ) t Product ID
HX4Edge Connected HyperFlex C 10.29.145.208 edee511a-f219-432b-a5a5-ebbac832d81e 1.0.51001 HX220C-M4S
HX3-D25F1 Connected UCS Domain 10.29.145.134 SS1191109SX & SS11911099Y 1.0.5-2000 UCS-FI6248UP
] hx3-c220-1 Connected Standalone ... 10.29.145.154 WZP21500B.J0 1.0.410 HXAF220C-M5SX @
hx3-¢220-3 Connected Standalone 10.29.145.156 WZP21500BDJ 10410 HXAF220C-M58X
hx3<220-2 Connected Standalone 10.29.145.155 WZP21500BGU 1.0.410 HXAF220C-M55X
HuiEdge Not Connected HyperFlex C 10.29.145.162 12bcB8798-9844-4341-989b-1e3c2aefe095 1.0.3-827 HXAF220C-M5SX
HX3Edge Connected HyperFlex C_. 10.29.145.162 0c38d590-c1b1-460e-acfb-0fc33d9cd6ab 1.0.3-827 HXAF220C-M58X

14. To unclaim (remove) a device from the Cisco Intersight platform, select the device and click the trash icon. On the pop-up
confirmation page, click Remove to confirm the removal.

25Rows 1-70f7

HX4Edge Connected HyperFlex C 10:29.145.208 edee517a-1219-432b-a5a5-ebbacBI2dble 1.0.51001 HXZ20C-M4s
HX3-D25FI Connected UCS Domain 1029145134 S511911095X & 5511911099Y 1.0.5-2000 UCS-FI-6248UP
x3-c220-1 Connected Standalone 10.29.145.154 WZP21500BJ0 1.0.410 HXAF220C-M55X
hx3-c220-3 Connected Standalone _ 10.29.145.156 WZP21500BDJ 10410 HXAF220C-M558X
hx3-c220-2 Connected Standalone 10.29.145.155 WZP21500BGU 10410 HXAF220C-M55X
o HuiEdge Not Connected HyperFlex C_ 10.29.145.162 2bc8798-9844-4341-9890- 1e3c2aefe095 103827 HXAF220C-M55X
HX3Edge Connected HyperFlex C 10.29.145.162 0c38d590-c1b1-460e-acfb-0fc33d9cd6ab 1.0.3-827 HXAF220C-M58X

O 2 1-7of7

Creating and installing Cisco HyperFlex Edge clusters

The Cisco Intersight platform provides an installation wizard to install, configure, and deploy Cisco HyperFlex Edge clusters. The
wizard constructs a preconfiguration definition of an Edge cluster called a Cisco HyperFlex cluster profile. The cluster profile is
policy-based, with administrator-defined sets of rules and operating characteristics such as the node identity, interfaces, and
vCenter connectivity. Every active node in the Edge cluster must be associated with a Cisco HyperFlex cluster profile. After the
user enters all the configuration settings, the installation wizard will validate and deploy the cluster profile on the Cisco HyperFlex
Edge nodes. You can clone a successfully deployed Cisco HyperFlex cluster profile and then use that copy as a template to
easily create many more new clusters.

To install and configure a Cisco HyperFlex Edge cluster with the Cisco Intersight platform, complete the following steps:

1. Log in to the Cisco Intersight cloud management platform at https://intersight.com/ with your Cisco ID and password.

2. In the navigation pane at the left, choose Service Profiles. On the Service Profiles page, click the HX Cluster Profile tab and
click Create HX Cluster Profile.

thele Intersight Service Profiles A v Q, @ Hui Chen 0,

1l HX Cluster Profile | Server Prof Create HX Cluster Profile
=

Search 25 Rows 1-10f1
L O Description Status Last Update
= HuiEdge HX Edge M5 Profile Not Assigned 3 few seconds ago

1-10f1

)
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3. The HX Cluster Profile installation wizard is displayed. Proceed through the installation steps. First, on the General page,

enter a cluster name under HX Cluster Name. This cluster name must be unique and will be used as the HX Data Platform

cluster name, vCenter cluster name, and Cisco Intersight cluster name. Under HX Cluster Type, select Cisco HyperFlex Edge.

Add the necessary description and tags for this cluster for reference.

‘dsds’ Intersight Create HX Cluster Profile

I | New features have recently been added! Learn More

]

Cluster Configuration

Nodes Assignment

Nodes Configuration

Summary

Resuits

4. Click Next to move to the Cluster Configuration page.

Intersight Create HX Cluster Profile

New features have recently been added! Leam More

General

Cluster Configuration

* Nodes Assignment

* Nodes Configuration

o Summary

* Results

© 2018 Cisco and/or its affiliates.All rights reserved.This document is Cisco Public Information.

HX Cluster Name *

HuiEdge

HX Cluster Type

*) Cisco HyperFlex Edge

Description

HX Edge M5 Profile

HX M5 Edge Enter Tag K

Security

DNS, NTP and Timezone

vCenter (optional

Storage Configuration (0ptio

Auto Support (optional

IP & Hostname

Network Configuration

HyperFlex Storage Network

al

Hui Chen Q.

Hui Chen O
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5. Click the + sign to expand the Security configuration. Enter root as the hypervisor administration user name and enter
Cisco0123 as the default hypervisor password in Cisco HyperFlex 2.6. Enter a user-supplied password for the Cisco
HyperFlex controller virtual machine and then confirm that password in the second text field.

Security [3

Hypervisor Admin *

root ©

Hypervisor Password * Hypervisor Password Confirmation *

........ @ (@D TETTErT @ @

Admin Password Confirmation *

.......... @ @ | > N0

6. When you close the Security configuration page, the settings are automatically saved to a policy named <HX-Cluster-
Name>- local-credential-policy. This policy is reusable and can be selected when you create your next Cisco HyperFlex
cluster profile.

7. (Optional) To choose an existing policy for your cluster profile, at the policy line click the Select Policy button. Choose the
desired policy from the available policy list and click Select.

General [ | Security Select Policy [‘_'J
o

DNS, NTP and Timezone /
Cluster Configuration

vCenter (optional)

Security
Storage Configuration (optional) S
Policies
Auto Support (optional)
Nodes Configuration
IP & Hostname ( huiedge-local-credential-policy Select | @ ]
Network Configuration r 5
Summary | helocal-credential-policy

HyperFlex Storage Network

Results

8. Click the + sign to expand the DNS, NTP and Timezone configuration page. Choose a time zone from the drop-down list
and enter DNS server and NTP server information. Click the + sign to enter secondary DNS and NTP servers.

DNS, NTP and Timezone g
Timezone * DNS Servers * NTP Servers *
America/Los_Angeles v @ 10.29.133.61 o 4 10.81.254.202 @

9. After you close the DNS, NTP and Timezone configuration page, the settings are automatically saved to a reusable policy
named <HX-Cluster-Name>-sys-config-policy.
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10. Click the + sign to expand the vCenter configuration page. Enter the vCenter Server FQDN or IP address, administration user
name, and password. Enter the data center name for the vCenter hosting the Cisco HyperFlex Edge cluster. Leave the
vCenter Single Sign-On Server field blank unless instructed otherwise by the Cisco Technical Assistance Center (TAC). If
you are deploying your system in a nested vCenter configuration, you can leave the vCenter fields blank and register the
cluster to vCenter after it has been deployed on the cluster. For help, see the guide How to Deploy vCenter on the HX Data

Platform.
— vCenter (optional) huiedge-vcenter-config-policy (5]
vCenter Server FQDN or IP * vCenter Username * vCenter Password *
10.29.133.79 0] huich@hx @  wseseems @ 0

vCenter Datacenter Name *

HUIDC @ VCenter Single-Sign-On Server o)

11. After you close the vCenter configuration, the settings are automatically saved to a reusable policy named <HX-Cluster-
Name>-vcenter-config-policy.

12. Click the + sign to expand the Storage configuration page. Select Clean Up Disk Partitions if you are performing a
reinstallation on top of an existing deployment. If you are deploying a virtual desktop infrastructure (VDI) environment on a
hybrid Cisco HyperFlex cluster, select the box to enable file system optimization.

—  Storage Configuration (optional) g

E] Clean up Disk Partitions © Vdi Optimization @

13. After you close the Storage configuration, the settings are automatically saved to a reusable policy named <HX-Cluster-
Name>-cluster-storage-policy.

14. Click the + sign to expand the Auto Support configuration page. Select the box to enable Auto-Support. Enter your email
address for service ticket notification.

~  Auto Support (optional) Select Policy E]

E\ Auto-Support © Send Service Ticket Notification to
hx3edge@cisco.com o}

15. After you close the Auto Support configuration, the settings are automatically saved to a reusable policy named <HX-
Cluster- Name>-auto-support-policy.
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16. Click the + sign to expand the IP & Hostname configuration page. Enter a host-name prefix. In a later step, host names will
be sequentially assigned to hosts using this prefix. Enter the starting IP address, ending IP address, netmask, and gateway
for the management IP address pool. IP addresses from this range will automatically be assigned to hosts in the node
configuration step. If you enter only the management network IP addresses, the same range will be used for both ESXi
management and Cisco HyperFlex controller virtual machine management IP addresses. If you want to use a second,
noncontiguous range of IP addresses for the Cisco HyperFlex controller virtual machines, you may optionally enter the
starting IP address, ending IP address, netmask, and gateway for the controller virtual machine management IP address pool.
Note that these two IP ranges must fall within the same IP subnet and VLAN.

—  IP&Hostname 2 huiedge-node-config-policy
Hostname Prefix *
hx3edge
Management Network Starting P * Management Network Ending IP *
10.29.145.157 0] 10.29.145.159
tanagement Network Subnet Mask * Management Network Gatewsa
255.255.255.0 D 10.29.1451
Controller VM Management Network Starting [P Controller VM Management Network Ending IP
10.29.145.163 D 10.29.145.165

Controller VM M

255.255.255.0

nt Network Subnet Mask Controller VM Management Network Gateway

10.29.145.1

17. After you close the IP & Hostname configuration, the settings are automatically saved to a reusable named <HX-Cluster-
Name>-node-config-policy.

18. Click the + sign to expand the Network configuration page. Enter the VLAN ID for the management network. Leave the
Jumbo Frames checkbox unselected for Cisco HyperFlex Edge deployments.

~—  Network Configuration @ huiedge-cluster-network-policy @

Management Metwork VLAN ID *
1 o]

Jumbo Frames @

19. After you close the Network configuration, the settings are automatically saved to a reusable policy named <HX-Cluster-
Name>-cluster-network-policy.

20. Click the + sign to expand the HyperFlex Storage Network configuration page. Enter the VLAN ID for the data storage
network. As a best practice, use a unique storage VLAN for each cluster if you are deploying multiple clusters in the same
network.

~  HyperFlex Storage Network @

Storage Network VLAN ID
42 o}
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21. Click Next to move to the Nodes Assignment page. Select three available Cisco HyperFlex Edge nodes. You also have the
option to assign nodes later, saving the Cisco HyperFlex cluster profile now and returning when the hardware is available to
assign after it has been claimed in the Cisco Intersight platform.

) Cisco HyperFlex Edge cluster only allows 3 nodes.

(3) Assign Nodes Assign Nodes Later

Cluster Configuration

Show selected(3)

Nodes Assignment
25 Rows 1-30f3

Serial

Nodes Configuration

]  hx3c2201 Not Assigned HXAF220C-M5SX WZP21500BJ0
Summary [+] mac2203 Not Assigned HXAF220C-M5SX WZP215008DJ
5] madc2202 Not Assigned HXAF220C-M5SX WZP21500BGU

Results
1-30f3

22. Click Next to navigate to the Nodes Configuration page. Review the node configuration for all three Cisco HyperFlex Edge
nodes. You can freely modify the host name defined by automatic IP address assignment if desired. Enter the cluster
management IP address within the same IP management subnet.

IP & Hostname Settings
Hostname Prefix hx3edge Management Subnet Mask 255.255.255.0 ment Network 10.29.1451
Cluster Configuration 10.29.145.157 Management Network 10.29.145.159
E IP Controller VM Subnet 255.255.255.0
Mask
u 10.29.145.1 Controller VM Starting IP 10.29.145.163
Nodes Assignment Controller VM Ending IP 10.29.145.165
Nodes Cnnf\guraliun (1) Above shown IP & Hostname settings were used for nodes configuration auto-complete. You can change configuration manually.

Cluster Mana

® Summary 10.29.145.162

Nodes (3) [] Expand All

WZP21500B.J0

Storage Controller IP *

* Results

Hostname * Hype P*

hx3edge-1 ( 10.29.145.157 ©  10.29.145.163

WZP21500BDJ

WZP21500BGU

i martsoas itz | “
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23. Click Next to move to the Summary page. Review the Cluster Configuration and Nodes Configuration pages. Check for

errors.
-
General
General
HX Cluster Name HuiEdge Assigned Nodes 3
HX Cluster Type EDGE Cluster Management IP Address 10.29.145.162

Cluster Configuration

Nodes Assignment
Cluster Configuration ~ Nodes Configuration ~ Errors

Nodes Configuration Security ypervisor Adm root

Summary Contralle

® Results DNS, NTP and Timezone 1ezone America/Los_Angeles

vCenter vCenter Usemame huich@hx
huiedge-vcenter-config-polic
Password  sstmess
Dat: N HUIDC
an
Storage Configuration Vdi Opt atiol No
2 huiedge-cluster-storage-
Yes -

Save And Close | ‘ Previous | Validate & Deploy

24. Click Validate to validate the Cisco HyperFlex Edge cluster configuration, without starting deployment. This selection will
start a series of hardware, software, and environmental checks that will take a few minutes to complete. Alternatively, click
Validate & Deploy to complete validation and deployment together. This document performs an explicit validation first,
followed by the start of the actual deployment.

(O Running Validation...

HX Cluster Name HuiEdge HX Cluster Type EDGE Assigned Nodes 3
Progress — 4% Start Time Feb 14,2018 433 PM Duration 2m 50s
Node 1 10.29.145.157 @ Controller Data IP resolvability check
Node 2 10.29.145.158 ( 7 ) @ Controller Data IP resolvability check
Node 3 10.29.145.159 _ @ Controller Data IP resolvability check
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25. Wait until validation succeeds. Fix any errors found and note any warnings before continuing.

Al intersight Edit HX Cluster Profile  HuiEdge

T] New features have recently been added! Learm More

0o
o
em HuiEdge HX Cluster Type ~ EDGE Assigned Nodes 3

General

— 1% Start Time Feb 19,2018 252 PM Duration 5m39s

= Cluster Configuration HX Cluster HuiEdge © DNS reachability
= Node 110.29.145.157 © Controller Data IP resolvability check
® Nodes Assignment
a Node 2 10.29.145.158 © Controller Data IP resolvability check

Nodes Configuration

Node310.29.145.159 © Controller Data IP resalvability check

Summary

Results

‘ . ‘ ——" m

26. On the Results page for the validation process, click Deploy to install the Cisco HyperFlex Edge cluster. Optionally, you can
click Save and Close to complete deployment later. Installation time will vary based on network bandwidth, but typically
takes about one hour. You can remain on the Results page to watch the cluster deployment progress in real time.
Alternatively, you can click Close to send the task to the background and navigate elsewhere within the Cisco Intersight
platform. To return to the results view, navigate back to the Service Profiles > HX Cluster Profile list view and select the

cluster name.

il Intersight Edit HX Cluster Profile  HuiEdge

New features have recently been added! Learn More

1o
£m
=
Cereml (@ Cluster HuiEdge was created successfully )
HX Cluster Name HuiEdge HXCluster Type  EDGE Assigned Node 3
= Cluster Configuration 100% Start Time Feb 19,2018 3:11PM 59m 16s
E". Nodes Assignment HX Cluster HuiEdge © Node disk summary: 3a696a49-afBa-8b48-bce5-99ba09ect5d1
E Node110.29145157 (& © Host data subnet check
Nodes Configuration
Node 2 10.29.145.158 © Host data subnet check
Summary
Node310.29.145.159 (& © Host data subnet check

27. After the deployment has completed successfully, click OK.
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28. When you are back on the Service Profiles > HX Cluster Profile page, find the newly deployed Cisco HyperFlex cluster

profile with a status of OK.

‘il Intersight Service Profiles

HX Cluster Profile

L}

25 Rows 1-20f2

HX Edge M5 Profile Not Assigned an howrago

> HuiEdge HX Edge MS Profile ok Feb 27,2018 453 PM O
rl':J

Unassign
,‘ Clone

29. You can clone and modify the cluster profile to quickly create many new cluster profiles. To clone a cluster profile, select the
profile that you want to clone, in the Settings column click ..., and then click Clone.

30. In the pop-up Clone window, enter the name for the cloned cluster and choose the number of clones. Click Clone.

Clone HX Cluster Profile X

Clone Mame *

HUIEdge_CLONE

Number of Clones *

1

For multiple clones of a profile, a consecutive index is appended to the given

clons name

31. Before deploying the new copy of the cloned cluster profile, review the configuration and make any necessary changes to
the policies.

32. To unassign the servers from the selected cluster profile, in the Settings column click ... and then click Unassign and
Unassign again.

Note: Unassigning will remove all assigned servers from the cluster profile. This action is specific to the Cisco Intersight platform

and will not result in a factory reset or affect the operation of the running cluster. To completely clean up this cluster from the
Cisco Intersight platform, unclaim the cluster and associated servers. Contact the TAC for return materials authorization (RMA)

support or cluster reinstallation procedures.

33. Verify the Cisco HyperFlex Edge cluster information on the Cisco Intersight platform. In the navigation pane, go to the
HyperFlex Clusters page and click the hyperlinked cluster name.

Gty Intersight HyperFlex Chusters

il : 25Rows 1-30f3

& HyperFlex Hybrid ~ 25.1-26284 9 . 209 124%
HuiEdge o HyperFlex All Flash  2.6.10-26700 72 - 1% 5 3
13Edge HyperFlex AllFlash 261026700 72 - 1% 4 3

1-30f3
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34. On the HyperFlex Clusters page, on the General tab, review summary information about the new cluster: health state,

storage capacity, node count, etc. Check for any critical alarms requiring your attention.

et Intersight

HyperFlex Cluster  HX3Edge

Healthy & )

HX3Edge

Viware ESXi 6.0.0 build-5572656 h3c220-1
26.10-267C
KTE0m0 hx3-c220-3
aa%
hx3-c220-2
1%

Server Nodes 3

9 days 16 hours 19 minutes 19 seconds

1)

0

HX3Edge

HX3Edge

HX3Edge

25Rows 1-30f3

Converged HXAF2200-M5SX

Converged HXAFZ20C-M5SX

Converged HXAF220C-M5SX
1-30f3

Al (3)

Hui Chen 2,

Mar7. 2018632 PM

Mar7,2018632PM

Mar 7, 2018 6:32PM

Critical (0) ~ Wamning (3)

35. On the same page, click the Profile tab, which allows you to review the newly created HX Cluster Profile information. Under

Cluster Configuration, you can review the details of the policies you just configured.

e Intersight

HX Cluster Profile  HX3Edge

Configuration

HX M5 Edge

vCenter
HX3Edge
instance Auto Support
3 Security
Cisco HyperFlex Edge
Network Configuration
Feb 27,2018 459 PM
IP & Hostname

DNS, NTP and Timezone

Storage Configuration

36. Review the Nodes configuration.

sl
cisco

Intersight

=1 Details
=)
o, otatus
8%
= Name
3 gned Nodes

E uster Type
=]

La: aate
=

HX M5 Edge

HX Cluster Profile HX3Edge

Configuration

0k

HX3Edge

instance

3

Cisco HyperFlex Edge

Feb 27,2018 4:59 PM

hx3edge-1

hx3edge-2

hx3edge-3

huiedge-veenter-config-policy
huiedge-auto-support-policy
huiedge-local-credential-policy
huiedge-cluster-network-policy
huieage-node-config-policy
huiedge-sys-config-policy

huiedge cluster-storage-policy

ontroller IP
Storage Controller IP
Hypervisor [P
Storage Controller [P
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37. Review the details of the installation process under Results. Click the + sign at the top of each panel to expand the detailed

information.
il Intersight HX Cluster Profile  HX3Edge
0o General
= Details Configuration
=

Status ok Cluster Nodes

= Name HX3Edge HX Cluster Name  HX3Edge HXCluster Type EDGE Assigned Nodes 3
Type instance Progress = 100% Start Time Feb 27,2018 413 PM  Duration 46m11s
Assigned Nodes 3
ster HX3E: © Disk Prepare /dev/sdf - Disk Prepare Used solid state drive /dev/sdf
g Cluster Type Cisco HyperFlex Edge ux_merdge_\-’
Last Update Feb 27,2018 4:59 PM Tt
Node 1 10.29.145.157 v © Host data subnet check
=]
HX M5 Eﬂge Nod821029145159 (-] Host data subnet check © Disk Prepare /dev/sdf - Disk Prepare Used solid state drive /dev/sdf
& Disk Prepare /dev/sdb - Disk Prepare Ignored solid state drive /dev/sdb
Node 3 10.29.145.158 © Host data subnet check

© VirtNode

38. You can review more detailed status information for the new Cisco HyperFlex Edge cluster in the Cisco HyperFlex Connect
management GUI. Cisco HyperFlex Connect can be directly launched from the Cisco Intersight platform. To find the cross-
launch feature, first navigate back to the cluster list view by selecting HyperFlex Clusters in the navigation pane at the left.

39. Find the desired cluster in the list, in the Settings column click ..., and then click Launch HyperFlex Connect. The native
Cisco HyperFlex Connect user interface will launch in a new browser tab. You can easily manage large-scale Cisco
HyperFlex deployments directly from the Cisco Intersight platform.

All Cisco HyperFlex functions are available through cross-launch except cluster upgrade, support bundle download, and HX
Data Platform device connector settings. These operations must be performed by directly launching Cisco HyperFlex
Connect over the local network.

® OPERATIONAL STATUS
' 2
"~/ Online
A RESILIENCY HEALTH
A o + 1 Node failure can be tolerated
Healthy
*
© T~  cAPaCITY T STORRGE "N Compression _ P
(2 240%] |
7.2T8 50.4.GB Use oPTIMZATION §__J/ Dedupiication l#
=m  NODES 3 HXAF220C-M5SX
|k = \
== 3 Converged
%)) I0PS Lot 1 hour Last Read 18.30 (Max 34.70 Min 7.50 Avg 15.95) Last Writs 0.40 (Max 20,30 Min 0.40 Avg 3.52)
43
g e et S S e S B e el 1 T T
053000 05-33:20 053640 05-40-00 05:43:20 0%:46:40 055000 03:53:20 055640 10-00-00 10:03:20 10:06:40 10-10:00 101320 10-16:40 10:20-00 10:23:20
Throughput (MBps) Last 1 hour Last Read 1.15 (Max 2.19 Min 0.47 Avg 1.00) Last Write 0.00 (Max 0.08 Min 0.00 Avg 0.02)
= 27
o 00 — — — — —_ — — — — — — —
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- 358
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33
NN Vs " A~ p A
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Post-installation configuration

Prior to putting your Cisco HyperFlex Edge cluster into production, you should complete a few post-installation tasks. To
automate the post-installation procedures and verify the Cisco HyperFlex cluster configuration, a script is provided on the Cisco
HyperFlex controller virtual machines. These steps can also be performed manually or with a Power CLI script in vCenter if
preferred (a sample script is shown in Appendix B).

The following procedure uses the post_install script. To run this script, complete the following steps:

1. Use SSH to go to the cluster management IP address and log in using the <root> user name and the controller virtual
machine password provided during installation. Verify that the cluster is online and healthy by using the stcli cluster info or
stcli cluster storage-summary command.

2. Type the following command in the shell and press Enter to update to the latest post-installation script. Look for the
message " Scripts successfully updated.”

curl -L http://cs.co/hxupdate | sh

root@ip-10-29-145-164:~# curl -L http://cs.co/hxupdate | sh
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
188 25 ¢] 25 ¢] ¢] 3 B o--i--:-- HEE HEE 37

8 e o e o 8 G @ --i--i-- 8

188 3 168 3 ¢] ¢] . B B9:80:01 0:00:0 2
458 188 458 a a 328 B B8:80:81

s succesfully updated

3. Type the following command in the shell and press Enter:

/usr/share/springpath/storfs-misc/hx-scripts/post_install.py

4. Enter the Cisco HyperFlex storage controller virtual machine root password for the Cisco HyperFlex cluster (use the
password entered during the Cisco HyperFlex cluster installation). Also enter the vCenter user name and password. You
must license the vSphere hosts through the script or complete this task in vCenter before continuing. Failure to apply a
license will result in an error when you attempt to enable VMware High Availability (HA) or Distributed Resource Scheduler
(DRS) in subsequent steps.

root@ip-10-29-145-164:-# fusr/share/springpath/storfs-misc/hx-scripts/post_install.py
Logging in to controller localhost

HX CVM root password:

Getting ESX hosts from HX cluster...

vCenter URL: 10.29.133.79

Enter vCenter username (user@domain): huich@hx

vCenter Password:

Found datacenter HUIDC

Found cluster HX3Edge

HX Edge configuration detected

Enter wSphere license key? (y/n) n

5. Entery to enable HA/DRS.

Enable HA/DRS on cluster? (y/n) y

6. Entery to disable the ESXi hosts’ SSH warning. SSH running in ESXi is required in HX Data Platform 2.6.

Disable SSH warning? (y/n) y
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Add the vMotion VMkernel interfaces to each node by entering y. Enter the netmask, the vMotion VLAN ID, and the vMotion
IP addresses for each of the hosts as prompted. vMotion will be configured using best practices according to the choice of
a single- or dual-switch configuration. In the case of single-switch configuration, a traffic shaper will automatically be

applied to the VMkernel port to help ensure that vMotion does not consume all the bandwidth available on the shared uplink
port.

Add vmotion interfaces? (y/n) y
Netmask for vMotion: 255.255.255.0
VLAN ID: (0-4096) 43
vMotion IP for hx3edge-1.hx.lab.cisco.com: 169.254.2.11
Adding vmotion-43 to hx3edge-1.hx.lab.cisco.com
Adding vmkernel to hx3edge-1.hx.lab.cisco.com
Updating portgroup vmotion-43 on hx3edge-1.hx.lab.cisco.com
vMotion IP for hx3edge-2.hx.lab.cisco.com: 169.254.2.12
Adding vmotion-43 to hx3edge-2.hx.lab.cisco.com
Adding vmkernel to hx3edge-2.hx.lab.cisco.com
Updating portgroup vmotion-43 on hx3edge-2.hx.lab.cisco.com
vMotion IP for hx3edge-3.hx.lab.cisco.com: 169.254.2.13
Adding vmotion-43 to hx3edge-3.hx.lab.cisco.com
Adding vmkernel to hx3edge-3.hx.lab.cisco.com
Updating portgroup vmotion-43 on hx3edge-3.hx.lab.cisco.com

8. You can add virtual machine network port groups for guest virtual machine traffic. Enter n to skip this step and create the

port groups manually in vCenter. Alternatively, you can create virtual machine network port groups and add them to the
virtual machine vSwitch. This step will add the same network configuration to all nodes in the cluster.

Add VM network VLANs? (y/n) y

Port Group Name to add (VLAN ID will be appended to the name): VM Network
VLAN ID: (0-4096) 44

Adding VM Network-44 to hx3edge-1.hx.lab.cisco.com

Adding VM Network-44 to hx3edge-2.hx.lab.cisco.com
Adding VM Network-44 to hx3edge-3.hx.lab.cisco.com
Add additional VM network VLANS? (y/n) n

After the post-installation script is complete, a vMotion VMkernel port and virtual machine network port groups are visible for
each host in vCenter:

Virtual switches

BelE3 S X0

£1 vswitch-hx-inband-mgmt -

§it vewitch-hx-storage-data

Standard switch: vswitch-hx-inband-mgmt (Management Network)

& K

VLAMN 1L —
Wirtual Machines (0)

(@ VM Network-44 N\ ©

VLAM ID: 44
\' Virtual Machines (1)

(@ vmotion-43

e
VLAN ID: 43
¥ VWMkernel Ports (1)
vmk2 : 169.254.2.11 [ 1
\ J
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9. Enter n to skip the testing of the autosupport email function.
10. A summary of the cluster will be displayed upon completion of the script. Verify that the cluster is healthy.

You should enable a syslog destination for permanent storage of the ESXi host logs. The configuration can be performed
manually in vCenter or through a Power CLI script.

Cisco HyperFlex licensing

Cisco HyperFlex 2.5 and later uses Cisco Smart Licensing, which communicates with a Cisco Smart Account to validate and
check out Cisco HyperFlex licenses to the nodes from the pool of available licenses in the account. At the beginning, Smart
Licensing is enabled, but the Cisco HyperFlex storage cluster is unregistered and in a 90-day evaluation period, or Eval Mode.
For the Cisco HyperFlex storage cluster to start reporting license consumption, it must be registered with the Cisco Smart
Software Manager (SSM) through a valid Cisco Smart Account. Before beginning, verify that you have a Cisco Smart Account
and that valid Cisco HyperFlex licenses are available to be checked out by your Cisco HyperFlex cluster.

To create a Smart Account, see Cisco Software Central > Request a Smart Account at
https://webapps.cisco.com/software/company/smartaccounts/home?route=module/accountcreation.

To activate and configure Smart Licensing, complete the following steps:

1. Log in to a controller virtual machine. Confirm that your Cisco HyperFlex storage cluster is in Smart Licensing mode.

# stcli license show status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED

Export-Controlled Functionality: Not Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 79 days, 8 hr, 52 min, 57 sec

Last Communication Attempt: NONE

Feedback will show that Smart Licensing is Enabled, with Status: Unregistered, and the amount of time left during the 90-day
evaluation period (in days, hours, minutes, and seconds).

Navigate to Cisco Software Central (https://software.cisco.com/) and log in to your Smart Account.

From Cisco Smart Software Manager, generate a registration token.
In the License pane, click Smart Software Licensing to open Cisco Smart Software Manager.

Click Inventory.

o g~ D

From the virtual account in which you want to register your Cisco HyperFlex storage cluster, click General; then click New
Token.
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7. In the Create Registration Token dialog box, add a short description for the token, enter the number of days that you want
the token to be active and available for use on other products, and allow export-controlled functions on the products
registered with this token.

8. Click Create Token.
9. From the New ID Token row, click the Actions drop-down list and click Copy.
10. Log into a controller virtual machine.

11. Register your Cisco HyperFlex storage cluster, where idtoken-string is the new ID token from Cisco Smart Software
Manager.

# stcli license register --idtoken idtoken-string
12. Confirm that your Cisco HyperFlex storage cluster is registered.

# stcli license show summary

The cluster is now ready. You can now run any other preproduction tests that you want to run.

Conclusion

Cisco HyperFlex Edge is optimized for remote-office and branch-office (ROBO) and edge environments. The Cisco Intersight
cloud management platform is designed to deploy, monitor, manage, and provide additional value-added services with
strengthened security to Cisco UCS and Cisco HyperFlex products. All of these functions can be performed remotely without
requiring IT staff to be physically present near the hardware.

As described in this document, Cisco HyperFlex Edge systems also can be remotely deployed from the cloud with the Cisco
Intersight platform. This is a big step forward in Cisco’s strategy to build cloud-managed, on-premises, intelligent infrastructure.
In the future, Cisco Intersight capabilities will continue to improve, with the end goal of providing customers with the industry’s

lowest operating costs, greatest scale, and fastest time to value. The Cisco Intersight platform combined with Cisco HyperFlex
systems will completely transform the way that IT infrastructure is managed in the future.

For more information

e Cisco HyperFlex Installation Guide for Cisco Intersight:
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Inst

allation_Guide_for_lIntersight/b_HyperFlex_Installation_Guide_for_Intersight.pdf

e Cisco HyperFlex 2.6 for Virtual Server Infrastructure Deployment Guide:
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/hyperflex_26_vsi.html
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Appendix

Appendix A: Sample Cisco Nexus 3048TP Gigabit Ethernet switch configuration

!'Time: Tue Mar 6 22:00:50 2018

version 5.0 (3)U2(2b)
feature telnet

feature 1lldp

username admin password 5 $1SNnbI43MTS$w.3G70kndrYkU4jtNARUL. role network-admin
no password strength-check

ip domain-lookup

switchname HX4N3K

snmp-server user admin network-admin auth md5 0x9bb06bfe292d2c5b0da33e0581b5a74d priv
0x9bb06bfe292d2c5b0da33e0581b5a74d localizedkey

ntp server 10.81.254.202 use-vrf management

vrf context management
ip route 0.0.0.0/0 10.29.145.1
vlian 1
vlan 41
name hx-mgmt
vlan 42
name hx-data
vlan 43
name hx-vmotion
vlan 44

name hx-vmnet

interface Ethernetl/1

negotiate auto

interface Ethernetl/2

negotiate auto
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interface Ethernetl/13
switchport mode trunk
switchport trunk allowed vlan 41,43-44
spanning-tree port type edge trunk
speed 1000

negotiate auto

interface Ethernetl/14
switchport mode trunk
switchport trunk allowed vlan 41-42
spanning-tree port type edge trunk
speed 1000

negotiate auto

interface Ethernetl/15
switchport mode trunk
switchport trunk allowed vlan 41,43-44
spanning-tree port type edge trunk
speed 1000

negotiate auto

interface Ethernetl/16
switchport mode trunk
switchport trunk allowed vlan 41-42
spanning-tree port type edge trunk
speed 1000

negotiate auto

interface Ethernetl/17
switchport mode trunk
switchport trunk allowed vlan 41,43-44
spanning-tree port type edge trunk
speed 1000

negotiate auto
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interface Ethernetl/18
switchport mode trunk
switchport trunk allowed vlan 41-42
spanning-tree port type edge trunk
speed 1000

negotiate auto

interface Ethernetl/19

negotiate auto

interface Ethernetl/20

negotiate auto

interface Ethernetl/47

negotiate auto

interface Ethernetl/48
switchport access vlan 41
spanning-tree port type network
speed 1000

negotiate auto

interface Ethernetl/49

interface Ethernetl/50

interface Ethernetl/51

interface Ethernetl/52

interface mgmtO

ip address 10.29.145.141/24

line console

line vty
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boot kickstart bootflash:/n3000-uk9-kickstart.5.0.3.U2.2b.bin

boot system bootflash:/n3000-uk9.5.0.3.02.2b.bin

Appendix B: Sample script for VMware ESXi post-installation configuration

# Configure ESX post install.psl

Description: Configures ESXi options and settings after HyperFlex installation.
Usage: Modify the variables to specify the ESXi root password, the servers to be

configured, the guest VLAN ID, and the IP addresses used for the vMotion vmkernel

e N

interfaces.

Set-PowerCLIConfiguration -InvalidCertificateAction Ignore -Confirm:$false | Out-Null

Sdomainname ="hx.lab.cisco.com"

Sary="hx3edge-1.hx.lab.cisco.com","hx3edge-2.hx.lab.cisco.com", "hx3edge-3.hx.lab.cisco.com"

$ip=11

Foreach ($i in $Sary)

{

Connect-VIServer -server $i -user root -password Ciscol23

$vh=Get-VMHost -Name $i

#disable shell warning

Svh | Set-VMHostAdvancedConfiguration UserVars.SuppressShellWarning 1

#Configuring default DNS suffix
#Write-Host "Configuring DNS and Domain Name on $vmhost" -ForegroundColor Green

#Get-VMHostNetwork -VMHost $vmhost | Set-VMHostNetwork -DomainName S$domainname -hostName S$myarray2
-DNSAddress $dnsip -Confirm:S$false

Get-VMHostNetwork -VMHost $vh | Set-VMHostNetwork -SearchDomain $domainname -Confirm:S$false

#configure syslog traffic to send to vCenter or syslog server

Set-VMHostSysLogServer -SysLogServer '10.29.133.63:514' -VMHost $vh

#add port groups to VM-Network
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Svsw0 = Get-VirtualSwitch -VMHost $vh -Name "vswitch-hx-inband-mgmt"
write-host $vsw0
Svpg = Get-VirtualPortGroup -VirtualSwitch $vsw0 -Name "VM Network"

Set-VirtualPortGroup -VirtualPortGroup $vpg -VLanID 44

Svmip="169.254.2."+S$ip
New-VirtualPortGroup -VirtualSwitch $vswO -Name "VMotion" -VLanID 43

New-VMHostNetworkAdapter -VMHost $vh -VirtualSwitch $vsw0O -PortGroup "VMotion" -VMotionEnabled
Strue -IP $vmip -SubnetMask 255.255.255.0 -Confirm:$false

Sip=Sip+1

Disconnect-VIServer -server S$server -Confirm:S$SFalse

}
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