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—DHON=_a7)LIZTDUT

DRORIEFEHTH A2 (CVD) (X, —REGFERAMCREDIV S _7I)0Y AT LOEBERBEICEDNTY
AT LERETEITOIRDEBELZYET, CVD [ZIE, BEHD=—XIZEAD=OIC BILEWNTY/00— #HE.
FI)r—av M FHRAENTOET, D RADIVCZ7IE, YR EEHEOE ., BETELINETEAT
EHE512. % CVD OEFEMLTAMNXELZEHBLTNET,
TAMKRIENTETLTWSERSIVEADFMEIRETE=0IZ. CVD 121 2 BEOAAENEENTULET,

- TO/OO—BEAAFIZE EAOHM. BAEFARBBLVYIFIITITONTOER, BIUTHED
TO/AC—IZETHERRE TIVTAADNRHEEINTVET,

- Y )a—2aViRRHAARIZE BEFED CVD DFEEHPSROEFL, D RAIR G OMHEOHEELREESN
TWEY, Tz Y= =T BITOVTORHREEENT T,

DRANN—F—OBEREINS 2 FEED CVD ZFAL. TANFADHERICE DT, B DRFELHERMT
VAT LRETEEAERIBTEEY

L L S==
AR RDEHEAS
CVD M LIS, FYbT—D TNARERET B=HODATYURFAY 412 3—TxA X (CLI) DERAAEIGBEIN
TWFET, ST ANTIREDHLHAV R EREH T AEDORERAMNIDOVTEHRALET .
CLITANTBIATURIE RDKIIZRELET,
configure terminal
EHRICEEIBET DT URIE. ROKSICREBLET,
ntp server 10.10.48.17
A—HRITERTIEHREEIOATURIE ROKSIZREBLET .
class-map [highest class name]
CLI #fzIEXH) T+ TRV TR TOATURIE, RO KSIZRELET .
Router# enable
TIHHFYRSNARVITURICETRNBIDNTNET . Chngd 1 DDATURELTAALET,

police rate 10000 pps burst 10000 packets conform-action set-discard-
class- transmit 48 exceed-action transmit

DRATLENERETNAR A0 74F2L—230 T7MILDEEREH DL ROLSITRFARTINTNET,
interface Vlan64

ip address 10.5.204.5 255.255.255.0

aAVREER

TARICODWTIAAVRLEBAHDIGE X, T4—F/\wY TA—LZEFERAL TS,
BHD CVD HAAKRIZDONWTIX, RO AL ESBLTLIESLY,
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CVD Navigator IZI&, EAB. 72/00—DORREH . #HESNLIEAELCREER. KAMFIZEET S CVD GEAFELHL
NTWEDT, KAAREBRTESHNESHEHII T DIRICERIEET, COEIIIVIE. 9499 UITFLURELGSDTVE

T, FHMIZDOLTIE, TIELHIZIFSHL TS,

{5 A1

AAARTIF. ROTV/8o—FRBZEHR->TVET,

- Mobile & Remote Access &, TRV TELUEBRIIL—L
2 XTIk Business-to-Business (B2B) 35— 3y -
M@, TTARY—TzARADA)yhEERSIZ LML UE—FD
AEDSFEOEEEDA) YN EBDIEXZLEATHNET, it
28N E—FTHBEITDIRIZ. B TS ERDPYLEY
FREBEPLBEERDEIERHMELATNET , £, 35K
L—2av DR EAENRREL T, A= —/HTSA VY PEEED
Business-to-Business(B2B) DX &N R AIIZITUN =L\ EE
ATWET,

HHIOWTIE, RAIFOIERBIIESRELTIZEL,

x} R i B
COAARTIE LTORHEOTI/OO—LERERVET,
- AZTJ7AR 3—)L -k
- TRYUMT ETH TURRAUREENAIL I54T Uk
- ZEMIIL—L VRTL
- ATRL—3r TyY VAT L
- Session Initiation Protocol(SIP) &4 414
BMITOVNTIE, AH AR OTRE OBE I EBELTLEE,

B

AAARE, ROBATHIBRE, F-EENITHATHEREFOA
EHRELTVET,

- CCNA Video: EEFT/N\AAB LV 1 BHRETH TURKRAY
FDERTE. TLIA=——BIVETADT T r—arnH
A=k . BLUFST I a—TAU T DIRER 1 ~ 3 4,

- CCNA Voice: BEFEHLVL=T74(4F 222 =4—>3>D
FrI)r—oay  TIA R BEUVRYRNT—DI1ZBEF 5K,
AVAR—IL . BEVrSTIL a—T10 T DEER 1 ~ 3 &,

BE#9 5 CVD AAF

[Cisco Preferred
Architecture for
Collaboration (> Xah
#ETHaTRL— a3y
B7—%79F%)l

[Unified Communications
Using Cisco BE6000
Technology Design

Guide (Cisco BE6000 %
ERALz1=J74F J32
—ir—3ay T /AV—8%
ETAAR)]

[Cisco BE 6000 % {5 F
LIzET A =]

B&Ed S CVD HAFEFERT HITIE. &RAMLE
DU $BHh. LT A ESRLTZE,
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EEYTADEREBIZKY, F—L HEE. BEHELEWNZDEAY, aS5KL—2ar T 50O DH-LFENEE
NTWET, COFHFLWEHRTRINZNROHDBIE, EOISBRIBTEA—ToT7I/ERALPT NVIZ2=Sr— 3>
FHENLTHILETYT . MEBHWEA T4 R, TJIARY—DIARDE TABEE. SFR@EE. Cisco Jabber Iz k514
DVFNIZHHHSNENENEETY, S EOMBBIZIE. TN T—Hh—DHR—rELT, EEYTaZHID
[ZERstanf-a5RL—ay 79/00 % TERTENROLNET,

aASHRL—avICETAZHAEDOEDIET. AI—FOEBRBREDLAILNEFTYET . 15— VrEFIALT
CDEILHEEEETNAIL A—HFITIRITHFEN, CCHETRELTOET, ZLOHHEICE- T, EHEMEE.
HEEXEBEZXTTH5OATORRMLGEEHIZE>TWET , SHIZ, BENMIL T—H—PYE—F YA+ T—h—f
T, FERAORELTERE. ABHIE R R BIZEZERTH-OITRIMEHEEREELGTO>TNET,

S Z2aAM)ETE—b D—h—mIFV)a—avlE LIS VPN 9547 EFIFAL T, ©ERYET—D(22F27
BhORIIVERBLTEE L, CORURILTIE, SESFELTOL N EZ Y —ERRBED ISV RR—F AH=ZX LI
ExtT BHIENTRETT,

52, VPN A WEEEFHEE L. Cisco TelePresence T/NA REFEHAL T, BETHEA I/ RICWBEELEE DD
HWNNFEEE(ZaSRL— 30 TEE T, Cisco Expressway &2 TIVR 2—H THARY IV AN EER{ESHh.,
#HATOIAZRL—2ar R DGHEELERLKBBITHEYET , Jabber E/31/ )L 1—H (&, Transport Layer
Security (TLS) EAR—RIZLI=EF a1 T7HENAIL TOEREFERALTLST=6, VPN [ZHS5EBMEFIELZL T,
Ho B35 RL—ay J—U0—R(ETAH. BE.AVTIUV AVREIUE Avt—2  BXUTLEVR)IZTY
TRTE MDD T4V IIEA A= INEN L TEBIL—T(2J TELEHMEEEZTEET,

DFY., 2 —HF. BROHZEZTEHI LMK PR ATRL—230 Y—ILDT R TITHEFICT VX TE, 332
=3y DRAE—RENERE LIFHIEATEDSNTY,

T9/00—0ERH

Cisco Collaboration Edge &, £E 7747 0+—ILONIZHFTIETA. BE. ATV AVREUE Ayt—
D.BIUVTLEVRADV VTV TEEREF2T 7IORREMREIZLET, BBREOIS2=—T4Z 2L DITHR
SDFEIFTELUE—F T—H—OFNA)L T—h—(ZEBR TEAEZT/NAXT Cisco Jabber ZERALTIIH
L—2avDNREEHHITENTEET,

{£ A : Mobile & Remote Access &, TRV TE LUV Z BMIIL—L S XTLIZLSD Business-
to-Business(B2B) aS5HL— 3>

[FLHIC

L, TTARY—TIAADA)YMIFDFEIZ. VE—FDAEISTEOEEMICE TEA)INEBDHIEE
BATWET . EEN)E—FTRFEZIT DRI B TSR EXDOPYEYVERBEPL LT EXHE DR
BATWET . SEZE. REE.BE. TOMOEERIETHD, A5RL—30 THRARYIVADHELEZA T
F9, RICEATECHE(C—TEETE, N DYE—~ HAMNIEEEIVR—R N EEHLTEBITINE
AN 1—2 3V EBATNETS,
COERFAHARIZEST, UTERRLET,

- REEFHD. SELEXLT I7AT7IA—IBATY/O0—%FRATHIET, aASHRL—Lar &8

SRICBFRIENTEET,
- Business-to-Business (B2B) & ETEET,

- B VPN 934 TF7UNEREELGWD, VE—F D—hA—[FEFEHIZHRL—arvADtyiay R—
ATIERERBELFET,

- RAT—hIF2 BTy TRIMYTREITD Cisco Jabber SEHEL ST NAREHHR—FLET,
- ERIDENAIL T—H—RITD. BAFREDOFHELIAHT/NA X (BYOD) Eil&Z#{RELE T,
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SRETOBE
IVRY—IUR® Cisco Collaboration Edge Y a— 3zl TURRAUM AV TSRS IF ¥ aVR—
PR BEU—TEEY—ILAHARAENTNOET,

Y)a—3v DA
Z D[ Cisco BE600O [ZkB Collaboration Edge 72/ —3REA1RFIZIE. UTOAVKR—R U EENT
WEJ,
- Cisco Unified Communications Manager (CUCM) , a— /L& SIP TV RRA &8 H
- Cisco Expressway-C 8 &V Cisco Expressway-E, VPN Zf# B L% LY Mobile & Remote Access A
- Cisco Expressway-E, Business-to-Business (B2B)aZRL—avH
- RyhT—4 B4 L FORIL(NTP) H—/8, YAy YRR
- NI IIBIVHRRASY 2—L AT L(DNS) H—/\, TURRA A Cisco Expressway
Y—N\ERETIRIFERTHRANEIS P ADOFERBLY SRV La—FHA

&1 -#HEITOy R
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ISR 3900 AD. DNS,

#H&U Syslog DH—/3
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Cisco Unified Communications Manager

CUCMU(IB#F Cisco Unified CallManager) l&, Vb7 N—XDEFIEZEEEL THRELET . CUCM (X,
TEDTFLIA=—#EEE. P BELED/INTYE TLIAZ— RYNT—9 FINA R ATATRIBTINA R,
Voice-over-IP(VoIP) 5—k x4, RIVFATAT TV —2avITHsRLET . A AvE—D0 T TILF A
TATRE. AZRL—T47 AV AV B RA— AV BF9T47 RIVFATAT LRARUVR DRTLIEED . BN
DT—H. BE.ETH Y—ERIE CUCM QA =T 7F)r—ay FAT 5L A28—Tz( X (AP %
BLTEIELET,

CUCM &, 2 CVD 2B +BEELMEH|EREE T, CUCM L Session Initiation Protocol (SIP) &4 HR—k3-
Bz ARF1AVMADERETIE. TURRAUbDL S F) 05 TabajLeLT SIP 2FERALTVVET,

SRADETH TURRA B LY TelePresence TURRA Uk

RADETA TURRAUME P FLIAZ—IZ8= IP ETA FL A —HEEEIZHLET, —F IR Ak
Y—RAVRBEVRAUNY—TIILFRACDETA a—ILEFIBATEET, S RADETFTA TURRAUME,
TN R—NTBHEE. N—FO7EEO YA X, BEUVEASNBIRBICEDWNTI7ZIRITEINTLET,

IREF 5 T Mobile & Remote Access ZHi—kLTLVEM (. Jabber for Windows &1 Jabber for i0S D& T
T, GHED TC 7.x J)—ATIE, TC YIrDTT7EHR—LF 5T RXTHT /31X T Mobile & Remote Access
MY R—FENBFETT,

ARFAAVITIE. 2 BEDIURFRAVMIERLTUVET,

- FROMT ETFH TURRA U — Cisco Jabber for Windows #E @ Cisco Jabber Y7k 7 A—
A TFTRIMNT HSATURTIE. ABDOEIEAATHS USB #HEDNHHASEERALTETAEZEIETE
F 9, Cisco TelePresence System EX )—X ET4 TURRAUME, 7L HD DETA a—ILEY
R—bFBFEM, AVTUoVHELREDHEEL Y R— SN, /A=Y FIL TRIMT Y)a1—3>DTYH
ARYIVRERDLANILAEEHTLET , EX D—XDETILIZIE, Cisco TelePresence System
EX60 KUV EX90 BNHBYFET , EX0 IFEEM LK. VILF YA MEREEZ Y R— L TWVET, TaT7ILE
EEEE Y R—FLTLVDA . OV TUOVEGR P S ARG AE TA7IVEEICRRSE ST EAATHE
[ZHE->TULVET,

- aSRb—iay JL—L TURRA 2k — Cisco TelePresence SX20 Quick Set &, ZLD TS5 yk/ %)L
FARTL A% N7 Cisco TelePresence Y AT LIZEZ B ENTEAERHIED TV AT LTI, SX20
Quick Set (X, ZJL HD ETA B LUV B R RBRAICHREI SN TOET  SESFLEREZSDEEICH IS
TEORUMEHRATVET,

Cisco Expressway-E & U Expressway-C

Cisco Expressway 1J—X[&, CUCM ~®M Mobile & Remote Access ZRIREIZT BIT7A T I 4+—IL hT/3—
YL Y1)a—32TY, Cisco Jabber A—H(&, 2DV a—3 EE LT, VPN N ST I A EDERH A A
RELBYFET  EEHFE (L. VPN BTH, AT RICWSEELRILESIZ, BARD TelePresence TURAR
AVNEFERTEET, £z, 2OV 1—30Tld B2B #EfitHiTAE T, Cisco Expressway 1) —X[&, Cisco
Expressway-E & Cisco Expressway-C THERINTWVET,

Cisco Expressway-E [EbZ/3—H )L H—/NELTHEEL. EPRRAICEX 27 HBEFERT HEEEIC.
DNS SRV Lo 7y FTHEDHY—ERLIRHFLET,

Cisco Expressway-C [& Cisco Expressway-E D;5/8—H )L 95447 rELTHERELET (FRTD Cisco
Expressway E BABIEIHE) , £RIZED H.264 SVC, H.323. AVC DY —K/S—FA BT /INA AP RT
s (Microsoft Lync 2013 &) EDALA—T—F U H#RBTIETH b/ DEEEER-LET,

ZDERET T, Mobile & Remote Access Fi& Business-to-Business(B2B)a3a=4—S 3> AIZEFhENRS
IN—H)L HSATr =0 BEUENSN—S )L H—N =2 FERLET,
KAL) R—L VAT L H—N

ZOEBEHZIL. 2 DD DNS H—/3hSEYET . FER DNS H—/ 3 (47 DNS H—/%) [+ 192.168.1.10, /5T s
DNS #—/\[% 192.168.6.5 T9,
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Cisco Adaptive Security Appliance (ASA)

COEEHTIE. EX 1) T4 7TS5A4T7 2 ARELT Cisco Adaptive Security Appliance (Cisco ASA) ZERLEY,
ZDTTSATVRIE,. 3 R—b 77479 4+—IL E—RFTERBEAINE T, R—tD55 1 DIFAREBRYET—HIZ,
35 1 DIEHNEAE—TARIZ,. 3 DBIE DMZ 42— A RIZHEHKELET , Cisco Expressway-E (&,
Cisco ASA @ DMZ 48— x4 RIZHEHELET . Expressway-C B UMhDaSHRL—ay avR—RUb
(. Cisco ASA 7TSAT U AD AZFITBEBESNET , Expressway-E [E/8T) w4 IP [CRAT4v9 NAT &
BALT#ERINFET , Expressway-E ~DBIEILT R T NAT EHFEH IP #X—X[ZLFET, 2FY. Cisco
ASA TlE. RENSDRZT1099H NAT ZBHEH IP ZEHALT DMZ (CEBRELES , COFEIE NAT YL 2
S ltEENTNVETD,

Cisco Expressway-E EDRTRYRT—Y bS5 T1499%1%%2{5F 5 Cisco ASA FTSA4 7V ATl SIP ALG
BEU H323 ALG ZEMICLTWET . ChbZEEMITT HE. Cisco Expressway-E [THARAEN TSNS
IN—HIVEEEICEEZENRATLDREFINZRONTVET, Thik, SIP Ayt—CDEMESLEN TS
Y, Cisco ASA BIRAA—FEZRE CEHHEZHTT,

LI TS5

COREHE B— TR AERERIBET ILICELTOET , TURRAUITIK, FAVI T2 7 D EEES
MMERSNET, ChICKY HFT IV T LAY R—LTWVENT NS RN oDI—/)LEEIEH{EFETE
ia-o %%li;ﬂwlﬁg—“/[:ﬂuafj'o

800xxxx

URI ZALX) T2 T, TURRAUMILUTORRT UR ARV LB TOAET,
800xxxx@cisco.local

COFRETIE. LUTOYUTIL FASUEFERALET,
cisco.local

Business-to-Business(B2B) 3—JLIZ DWW TIE. LT H U T ILANERR AA U EFEARALET,

cisco.com
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CUNOE S

BADEFH

CDHARIE, B—/N 42X +— )L Mobile & Remote Access ME A . Business-to-Business(B2B) aS5HRL—
AVDEBEAEVSTEBH DI AV INTWET . K72V VAT LERVIDLERET H-ODFIE
ERTYTNEBHINTLET,

AZ%FFAL T, Mobile & Remote Access &. Business-to-Business(B2B)aSRL—a>v Dl AEEATEE
9, 1=fZL. Mobile & Remote Access AT HIHE L. LTDTALRIZH>TLZELY,
- Cisco Expressway-C DRE
- Cisco Expressway-E DRE&E
- CUCM DT
- Mobile & Remote Access MEA
Business-to-Business(B2B) DA EBA T HHE L. LTOTAERITHS>TIZELY,
- Cisco Expressway-C DR E
- Cisco Expressway-E D&
- CUCM DR E
- B2B MEA

Cisco Expressway-C DEHRE

1. IRARA~D OVA EA

VM # R DERTE

SAtEADEA

VAT L% DNS. BKU NTP DERE

e N

FIEZFET DEIIC. BET LV AMNIBEBDFEREFORETILEAHYFET . L TOREEH TSN,
UTOFIETEFELTUTDOERD CVD BEDEEZANELLTERELTLET,

Z 1:Cisco Expressway-C Z#RET BDIZHELIE#

HE CVD &7 YA FEF O HIFR
IPV4 7RL R 192.168.1.29

IPV4 BTk 255.255.255.0

IPV4A 24Uk F—kozA 192.168.1.1

DRT LA EXPc1

DNS #—/\ 7EL X 192.168.1.10

DNS O—#JL "R+ EXPc1

DNS FAf> % cisco.local

NTP H—/\DF7KL R 192.168.1.1

BALYT—> Asia/Calcutta
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BADEFH

AWML A U AR—ILEIEZRLET , [Deploy OVF Template (OVF T FL—rDER)] 1Z. RRAFDHREER
BRLCEIRIIZEIELET .

2797 1:vSphere A4S A2 L., ESXi (RAMZIT7VE€ALET .

ATwF 2:[File(F74IL)] > [Deploy OVF Template (OVF T FL—rDER) ] DIEIZERLET .

File | Edit View Inventory Administration Plug-ins Help

|
New }tﬂl"f F] @ Inventory

Deploy OVF Template... _ :
HEIEK

| Export »
Report »
Browse VA Marketplace... Summa

2Tw7 3:[Browse (B8) ] #5)vILT .ova Z7AILEIEL. [Open(Bi) ] 91w LTH B [Next (R~)]
#=J)voLET,

ATYT 4:[Next(RN)] &0 I LET,

Source
OVF Template Details
Name and Location
Host / Cluster
Resource Pool
Disk Format Deploy from a file or URL

Ready to Complete

|C: Wsers\administrator \Desktop\Abhijt BESKWCS 5427005 v | Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

ATv7 5:[OVF Template Details(OVF 7oL —t D) | R—I T, [Next(RA~N) ] E9UvILET,

ATwF 6:[End User License Agreement(TR1—H SA U RAZH) | R—UMNRREINT=5, EULA Z5HA
T.[Accept(BET B)] #0)vIL. [Next(RN) ] E91)voLET,

ATvF 7:[Name and Location (A RIEZAT) ] R—U T, EXPe1 EAAL, RIS UEERETHIUAUR)D
BEEELET,

Source Name:
W_’@i |EKP: 1]

End User License Agreement

Name and Location The name can contain up to 80 char

Deployment Configuration

Host [ Cluster :
; Inventory Location:
Fesource Pool

Disk Format H (2 192.168.1.31
Properties == CVD Datacenter

Ready to Complets

2014 % 4 A H



BADEFH

ATy 8:[Storage (RhL—) ] R—I T, Expressway-C VM ¥ RLEEAT 5T —2 AN T7ERRL.
[Next(mRA~)]&0)vILET,

AT7v7 9:[Deployment Configuration CEA D) ] R— T, A T3> &L T [Small(e.g. BE 6000)
(/NR#& (5] : BE 6000))] 2= IRLET S

Source
OVF Template Details
End User License Agreement Configuration:
Name and Location Small (e.g. BE 6000) v
Deploy t Configuratior
Disk Format
Network Mapping Cisco TelePresence Video Communication Server small configuration (for example BE 6000 platform))
Properties Details:
Ready to Complete CPU: 2 vCPU with 3600 MHz reservation
Memory: 4 GB with 4 GB reservation

7w 10:[Disk Format(TA4RID 74— Yr) | R—D T, T IHILEDT 4R T4—= vk [Thick Provision Lazy
Zeroed (w9 FOED3=% (Lazy Zeroed)) ] hABEIRSNTLNVD I LEERERL. [Next(RN)] #5)vILET,

source Datastore: Idamslnrel
OVF Template Details
End User License Agreement :
Available space (GE): | 1159.5
Mame and Location (GB)
Deployment Confiquration
Host [ Cluster
Disk Formsak ¥ Thick Provision Lazy Zeroed
Metwork Mapping
Properties (" Thick Provision Eager Zeroed
Ready to Complete " Thin Provision

i i BT

IN—T4230 HAZXDEERIZ VM DINTA—IVAPMET T BN HB1-0.
Thin Provision (Z#REEhFEE A,

AT7v7 11:[Network Mapping (YT —oDTvELS) ] RRFRSNTWSBAF. ThEHREL. FAHTSA
VISANSOFRICEBRAT BRI T—Y TIELT (TIHILEE VM Network) Z:#IRL T, [Next(GRN)] &5y
ILET,

ATvF 12:[Ready to Complete (# T#HEDET)] R—U T, BARTEEHERALET,

ATw7 13:[Power on after deployment (BRI IZHEE)) | 2:&RL . [Finish(8T) ] &#0)vILET,
N T, Expressway-C OVA i VM RRF LD ARELTEASNKET,

ATv7 1:VM FR+EED) L. [Open Console (@ry—ILERE) ] &9y I LET VM Z ALDFEE)IZ 1T
DLERAMIYET,

ATYF 2:2 DEDN—F TARY N—T42a & EBLTIT—bLFET . AT 12 TOVTIARTENET,

ATy F 3054 TAVTRT, 2—H% admin &/8AT7—K TANDBERG ZAHILEY,
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ATFYT 4 AV R—IL 94 F—FDTOVTTy #AAL. Enter ZHLET,

ATYT 5 AVAR—=IL V4P —FT LT OEREANILES  TOMD TN EREITECTEELET
+ Run install wizard (A > Ab—)L D4 HF—FDEFT) 1y
- Do you wish to change the system password (AT L ISAT—REZEBLET M) :y
- Password (/XRAT—R) :[/3RT—F]
- IP Protocol (IP ZBka/L) :1Pv4
- IP Address LANT(IP 7FL X LANT) :192.168.1.29
- Subnet Mask LAN1 (#7xwk ¥X% LAN1) :255.255.255.0
- Default Gateway Address (T4 )Lk =k /D F7KLR):192.168.1.1
- Ethernet Speed (4 —H Ry hEE) :auto (B Eh)

- Run ssh daemon(ssh T—EVDETT) :y

BEABERASN., Expressway-C MoAT 7orEhET,

ATy 6:Expressway-C IZ admin ELTRST AL, UTFDAYUREEAALT. VM FRAREYT—FLET,
Xcommand boot

Expressway-C [Z Web T HEERALTT7 V2R TESLIITHYET,

AT7w7 1:[Maintenance (A>T 7+ R)] > [Option keys (A Far £—)] 2L, BiftShi=-))—R F+—%
AALT, [Setrelease key(U)—R F—DHRE) ] &0V ILET,

ATy 2: RSN =4 T30 F—TEI1Z, [Add option key (AT ar F—maEM)] (TATLay F—DEEZEAAL.
[Add option (AT a2 zEMTB)] E0vILET,

Software option Ii

Add option key i i

Add option

Release key Ii

Release key i

Set release key |

27y 3:[Maintenance (AT F > R)] > [Restart options (AT ar D B#EH)) ] IZFEEIL . [Restart (B2 E)) |
=9 ILET,
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$ 25 1% . DNS. #EU NTP D5

ATvF 1:[System (P AFL)] > [DNS] [ZFEEIL . [DNS settings(DNS %E)] 223> T LTDEZA AL
FI. TDMDT—ILFRIE. ZDTIHIMEDEEICLET,

- System host name (L X7 L RA+4) :EXPc1

- Domain name (K442 %) : cisco.local

RATw7 2:[Default DNS servers (T4 JLk DNS H4—/\) ] €53 T UTDEZAALET, TDHD
T4—ILRIE. ZDTIHIMEDEEICLET,

- Address 1(ZFL'X 1):192.168.1.10
DNS
_I DNS settings |

System host | EXPcl |
name

Domain name idsm.lncal |

DNS requests [ Use the ephemeral port range  + ] i
port range

4 Default DNS servers

Address 1 | 192.168.1.10

ATv7 3:[Save (R &0V ILET,

ATy 4:[System (AT L)] > [Time (BfE) ] ICBBEIL. LTFEZADLET,
- NTP server 1(NTP #—/\ 1):192.168.1.1

Time You are here: Sy

NTP servers !

NTP server 1 Addressi 102.168.1.1
Time zone !
Time zone [ Asia/Calcutta - ]

ATy 5:[Save RTE) ] &0 woLET,
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Cisco Expressway-E D% E

1. IRRARAD OVA BA

2. VM R DEERTE

3. A RADEA

4. DRTL%B DNS, KU NTP DERFE
5. RAT19%9 NAT DERTE

FIEZFET SEIIC. BET LV AMNIEABDEREFORETILEAHYET . L TOREEH TSN,

Expressway-E &, DMZ #ybD—YRIZEESN ., N TV DI —T42J AIEER IP [ NAT S FET,
Expressway-E [Z NAT AEESN 5L, Expressway-E EDRBID T RTODRIET NAT ZTHFEH P AMEAS
nEd,

Expressway-E [, 4128 —R vk ED/NT)v9 DNS H—/N\HREICEIToNFET U TOFIETIHHELTL
TOERD CVD BREDEFANELLTRELTNET,

Z 2.:Cisco Expressway-E Z#RE T BDIZHELIEER

b= CVD %7 YA EE O FHMIER
IPV4 7RL R 192.168.4.18
IPV4 NAT Z#iE A IP 192.168.6.18
IPV4 By 255.255.255.252
IPV4 TI4ILE —bDxA 192.168.4.17
DRT LA EXPel

DNS #—/\N 7RL R 192.168.6.5

DNS B—7#JL RR+ 4 EXPel

DNS RAS 4 cisco.local

NTP H—/AD 7KL R 192.168.1.1

B LT —> TOTAIAE

T AR—ILFIEERLET , [Deploy OVF Template (OVF 7o FL—rDER) ] 1. RAFDHREE
RERLTEIRIICEEIELE T,

ZATv7 1:vSphere [zAT 4L, ESXi RAMZ7 2t ALET,

2014 % 4 R



ATwF 2:[File(F74IL)] > [Deploy OVF Template (OVF T FL—rDER)] DIEIEIRLET,

File | Edit View Inventory Administration Plug-ins Help

New r htory b @ Inventory
Deploy OVF Template... | - -

% ;
e s B2 @
Report 4
Browse VA Marketplace... Summatr

2T7v7 3:[Browse (BH)] #5')voLT .ova F74ILEIEL. [Open (B ] &9 voLTH B [Next (R~A)]
#=9)vILET,

RATYT 4:[Next(R~N)] &V ILES,

Source
OVF Template Details
Name and Location
Host / Cluster
Resource Pool
Disk Format Deploy from a file or URL

Ready to Complete

|C: Wsers\administrator \Desktop\Abhijt BESKWCS 5427005 v | Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

ATw7 5:[OVF Template Details (OVF T2 T L—rDEEH#) | R—2 T, [Next(RAN) ] 9 voLET,

ATw7 6:[End User License Agreement(T K 21— SR | R—UhRRSN =5, EULA Z5RAT.
[Accept(BIETH)] &2y, [Next(R~) ] E0)vILET,

ATwF 7:[Name and Location (A RIEBAT) ] R—U T, &HIELT EXPel EAAL, RETUUEEET 54
RN DIEFREEELET

Source Mame:

OWF Template Details IE)[P' =4

End Liser License Agreement

B e B et The name can contain up to 80 d

Deployment Configuration
B Host j Cluster

Resource Pool

Digk Format

Properties

Ready to Complete

Inventory Location:
H [ 192.168.1.31

ATv7 8:[Storage (RkL—) ]| R—U T, Expressway-E VM FAMEEB AT HT—2 A7 EZIRL. [Next(RA)]
=) ILES,

BADEM 2014 & 4 A .
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AT7v7 9:[Deployment Configuration CEA D) ] R— T, A T3> &L T [Small(e.g. BE 6000)
(/MEFE (] : BE 6000))] Z#IRLFET,

Source
OVF Template Details
End User License Agreement Configuration:
Name and Location Small (e.g. BE 6000) =
Deployment Configuratior
Disk Format
Network Mapping Cisco TelePresence Video Communication Server small configuration (for example BE 6000 platform)
Properties Details:
Ready to Complete CPU: 2 vCPU with 3600 MHz reservation
Memory: 4 GB with 4 GB reservation

AT7v7 10:[Disk Format(FT4RIDT+—IYR) | R—U T, TIHILLDT4RY 74— vk [Thick Provision Lazy
Zeroed (3rv9 TAEY3=2% (Lazy Zeroed) )] BEIRSN TS EEFEAL . [Next (RN &0 vILET,

Source Datastore: Idamslnrel
OVF Template Details

End User License Agreement . .

i e Available space (GE): | 1159.5
Deployment Configuration
Host [ Cluster

Disk Format

Metwork Mapping
Properties " Thick Provision Eager Zeroed

Ready to Complete C T Provison

:ﬂ L=

IN—T4230 A ZXDEFERIZ VM D/TA—T U AMNMET T HATEEEN HBT1-65.
Thin Provision [Z#REhFEE A,

{* Thick Provision Lazy Zeroed

ATy 11:[Network Mapping (RybT—oDIVELS )] MBREINTLDBEIL. ThEREL. FRTS
AV TSRV FYITERT SRV T—0 TIED T (TI4ILRE VM Network) ZZIRL T, [Next(R~)] &
2 ILET,

RTv7 12:[Ready to Complete (8 TEHEDFTET)] R—I T, BAREEHERELET,

ATy 13:[Power on after deployment (BRZIZES)) ] #RIRLET,

RTYF 14:[Finish(8&T)] &#0)vILET,
N T, Expressway-E OVA A VM FRRAF EDZ ARELTEASKET,

2TvT 1: VM HFRAREED) L. [Open Console (A —IILER) ] 29Uy LET VM FARDEZENZIEL
B AMMYET,

ATYT 2:2 DEDN—F TARY N"—T42a & ERLTIT—rLET, AT (Y TOVTIARIRENEFT,

ATy 7 30540 TAVTRT, —H% admin &/8XTJ—K TANDBERG ZAHLEY,
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ATFYT 4 AR =)L 94 F—KDTAV T+ Ty EAAL, Enter ZHLET,

ATV 5:AVAR—=IL D4 F—FIZHST P BEHREAALET . ZHBTDT1—ILRIZRDKSIZAALET,
ZOMDTUN)IEIBHEICECTHRELET .

- Run install wizard (/2> ZXb—JL D4 HF—FDELT) 1y

- Do you wish to change the system password (L X7 L /ISRT—REZEBLETH) 1y
- Password (/SR —FR) :[/SRX7—F]

- |P Protocol(IP ZEka/L) :IPv4

- IP Address LANT(IP 7FL X LAN1):192.168.4.18

- Subnet Mask LANT(# 7 xyk ¥X% LAN1) : 255.255.255.252

- Default Gateway Address(T7#4J)Lk =k A DF7KLX):192.168.4.17

- Ethernet Speed (f —H Ry hEE) :auto (B E))

- Run ssh daemon(ssh T—EYMDEIT) :y

HEMBEHASN., Expressway-E A5 T7HIrENET,

ATv7 6:Expressway-E [T admin ELTAY AL, UTOaAYUREAALT. VM R EYT—RLET,
Xcommand boot

Expressway-E [Z Web TS0 HE#FERALTT VLR TESLSITHYET,

ATy 1:[Maintenance (A>T F>R)] > [Option keys (AT a3y F—)] IZBEIL. BitSn=-U)—X F—%
AALT. [Set release key (W) —R F—DHRE)| &0)vILET,

ATvT 22 tEn =4 T3y £—T¢1Z, [Add option key (A T3y F—mEM)] T4—ILRIZA T ay
F—mfEZAAL.[AdD option(FATLavEEBMTS)] #0)vILET,

Software option Ii

Add option key i i

Add option

Release key Ii

Release key I I i

Set release key |

2T7v7 3:[Maintenance (A T+ R)] > [Restart options (AT 3> DOBE#EE) | IZFEEIL. [Reboot(YT—R) ] &
JUvILET,

BADEM 2014 & 4 A .
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$ 25 1% . DNS. #EU NTP D5

ATwT 1:[System (AT L)] > [DNS] [ZFEIL . [DNS settings (DNS B E)] o3> T LTFEAHILET,
FRMDT4—ILRIF, FOTIAHILMEDTEIZLET,

- System host name (L X7 L RAL4) :EXPel

- Domain name (K442 %) : cisco.local

ATw7 2:[Default DNS servers(T74JLk DNS —/\) | €523 T ULTFEAALET , FDHMDT4—ILE
X EDTIAHIMEDFEFIZLET,

- Address 1 (7KL X 1) :192.168.6.5

DNS
_| DNS settings
Systemn host name | EXPel
Domain name | cisco.local
DNS requests port | Use the ephemeral port range  + |
range
_| Default DNS servers
Address 1 1 192.168.6.5

ATy 3:[Save (RE) ] &0 vILET,

ATvT 4:[System (VAT L)] > [Time (BR) | (2#EIL. L TFEAHILET .
- NTP server 1(NTP #—/\ 1) :192.168.1.1

Time You are here: Syst

NTP servers !

NTP server 1 Address| 192.168.1.1

Time zone !

Time zone [ AsiafCalcutta s ]

ATv7 5:[Save (RTR) ] &V ILET,

B AN 2014 % 4 A .
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X877 NAT O

Expressway-E T NAT #Eex BT BICIE. BELRRYNT—Y F—HARBETT,

ATv7 1:[System(P AT L)] > [IP] IZREEIL. 3ZE T HT4—ILRICLUTZEAALET . ZDMD T —ILRIE,

ZFOTIHILMEDEFEIZLET,

- Use Dual Network Interfaces(Ta7IL RYcT—9 48—z A A% EHAT 3) :No

- IPv4 static NAT mode (IPv4d Z&F 495 NAT E—K) :On(EZ)
- |Pv4 static NAT address (IPv4d 27499 NAT 7KL X):192.168.6.18

IPv4 subnet mask

IPv4 subnet range

IPv4 static NAT mode
IPv4 static NAT address

IPv6 address

P

‘I Configuration !
IP protocol | 1Pva ¢ | L
Use dual network interfaces Ne = t,
IPvd4 gateway | 192.168.4.17
IPvG6 gateway |

[ |
IPv4 address | 152.168.4.18

| 255.255.255.252

192.168.4.16 - 192.168.4.19

On *|(i)

o)

| 192.168.6.18

_Save |

ATy 2:[Save R &0V vHLET,
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CUCM D& TE

1 EFAOU—UavERETS

2. CUCM TEFARDT AR T—LEREL, EFFDU—SavEemss
3 FRTOETH IVERAUMHLTERDTAIR T—LERIRT S

Cisco Unified Communications Manager (CUCM) DA > A+—)JLEREREZFEIZDULVTIL, [Unified Communications
Using Cisco BE6000 Technology Design Guide (Cisco BEGO0O ZEARALf=2=774(4K a3a=4~—>3> T49/AY
—EETAAR) JZBBLTZELY,

ZO7O+tXI%. Mobile & Remote Access 1=l Business-to-Business(B2B)a3a=4— 3> DR EZ A
T 502 CUCM THELLIFMHREHDHREEFRLTLET,

EFAOY—aERETS

%9, [Cisco Unified Communications Manager Administration (Cisco Unified Communications Manager
DEBE) | R—2I12AJ 4oL, )—2avRa— L) =23 Ba— )L O FEIREE Z<HERTEDLIICETH
FSO4vORADY)—2a v EERLET

ATy 1:[System (AT L)] > [Region Information (1) — 3 4&%R) ] > [Region (J—23) ] 1ZF8EL .
[Add New (F#RIZEMM ] 0V ILET,

ATvT 2:UTFEABLET,
o Name (£ Hi) :Video_Reg

Region Configuration Related Links: ==l Q0 Y0 E

Q Save

"Region Information

Name* |Video_Reg

ATy 3:[Save (RE) | 20w oLET,
2ATFyT 4:[Region(l)—23>)] T[REG_HQ1] Z#ZEIRLET,

ATYT 5 UTEANLETS,
- Maximum Session Bit Rate for Video Calls(ET#4 a—J/LO®&E Kty 3> Evk L—F) 32256

[ Modify ip to other Region:
Maximum Session

‘Maximum Session Bit Rate

Regions ‘Audio Codec Preference List Maximum Audio Bit Rate Bit Rate for Video T ive Video Calls

Default
REG_Site01
Video_Reg
test | Keep Current Setting % | (0 Keep Current (® Keep Current Setting

| Keep Current Setting #|  Setting () Use System Default

kbps () Use System ONone
i o} Kbps
e

(=) 32256 kbps

ATy 6:[Save (R &0V ILET,

ATy 7:[Region(l)—L3>)] T[REG_Site01] Z:#IRLET,

BADEM 2014 & 4 A .
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BADFMH

ATvT 8 LUTFEANLET,

- Maximum Session Bit Rate for Video Calls(ET#4 a—I/LO&x KXty ar Evk L—k) 132256

[ Modify ionship to other Region:

Regions. Audio Codec Preference List Maximum Audio Bit Rate

Default
REG_HQ1

Video_Reg
test

| Keep Current Setting 2 (O Keep Curren
| Keep Current Setting 4| Setting
= Kbps (JUse System

() None
(@ 32256 kbps

Maximum Session Bit Rate
for Immersive Video Calis

(@) Keep Current Setting
(_)Use System Default
(ONone

= kbps

ATv7 9:[Save (RT)] &V ILET,

CUCM TETFARDT/ AR T—ILEREL, ETHDI—Ua BT S

ATFvF 1:[System (AT L) ] > [Device Pool (F/8A R F—)L) ] [ZFEIL . [Add New (FFHRIZEMN) ] 5wy

LET.

RATYT 2: BB T HT4—IILRICUTEAAL, TOMDI4—ILRETIHILMEDFEICLET,

- Device Pool Name (T/Af R F—)L %) :Video_DP
- Date/Time Group (B {/8§fE4 )L—7) :CMLocal
- Region(1)—>3>) :Video_Reg

— Device Pool Information

Device Pool: Video_DP (8 members**)

r Device Pool Settings

Device Pool Name™* Video DP

Cisco Unified Communications Manager Group*| Subl_Publ

Calling Search Space for Auto-registration | < None > =
Adjunct CSS | < None > :
Reverted Call Focus Priority | Default :
Intercompany Media Services Enrolled Group | < None =

r Local Route Group Settings

Standard Local Route Group | < MNone >

— Roaming Sensitive Settings

Date/Time Group™ | cMLocal

Region * | video_Reg

Media Resource Group List | MRGL-1-cond-1

ATy 3:[Save R 0w HLET,

FRTOETH TORHEAUNHLTLERDT AR T—LEERT S

2797 1:[Device (T/ALR)] > [Phone (BEE)] IZ#HEIL. [Find(@&K)]| #42)vILT. ETAH TURKRAUME

EIRLET
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27w 2:[Device Pool (F/AAL A F—)JL)] T [Video_DP] &:&IRLET .

| Device Pool * | Video_DP ¢

ATy 3:[Save (RE) ] &0 vILET,

ATy 4:[Apply Config(FREZER) ] Z0)vILET,

Mobile & Remote Access ME A

=

TF7ATIA—INEHET D

CUCM AIZ Expressway-C #%E 9 %

Expressway-C T Unified CM & IM&P H—/\F&RH T3
Unified CM RIZ Expressway-E #5&XE 3 5

H—/\GIBAE L CA SEAEERET S

Expressway-C ThI/IN\—H )L HSATUL V=% RET S
Expressway-E T Expressway-C LT % ILERET S
10. Expressway-E ThI/N\—H )L —N\ VY —2FRTETH

© o N o o B~ W N

BEEY 5 SRV La—KE A LO—FRZFEALTHA DNS —N\ZHRETH
B89 % SRV La—KRE A LO—FEFEARALT/ATYYY DNS —/N\E%ET D

LR AZT74AK 222 =45 —23> M Mobile & Remote Access ZFIAT HZ&T. Cisco Jabber HEDT
URIRAVIIEERYET =I5 ZH BB EIZ. Cisco Unified Communications Manager ~®MD & §% ., 41

TOE =T AvtE—UUT BEUTLEV RDBEEEFERTHIENTESKSITHEYET , Expressway-C
B LU Expressway-E &, Unified CM BERICEF 1 T7HEIT7A T O4+—IL b3 —H JLEERAIYR—Z12

HLFT UTOFIETTS ANEBBEIIANFELGYVET,

iR EE

VPN R—ZXDJE—b+ 7OLRIZDWTIE. [Cisco Validated Designs for Enterprise
WAN(Z2A2—TZ54 X WAN [IF® Cisco Validated Designs) JCVD T VPN BEE®D
BUGEREESETEEY,

2014 % 4 R
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B85 SRV LO—KE ALI—FEERLTHR DNS $—/ SERET 5

Mobile & Remote Access TURRAURTIX, 954 TR ERNDEESICHEINEFHIBT BIZHT=Y. KA
A2 =L Y—N\EFRALET . TURRAVEDHAIZH DG EIEIREBR—L —\% 0 HBIGE T ER
F—L —NERRLEFT, oD FR—L H—/\ T LT, TURKRAURE, SRV La—FE#BLEHhE T, #l
ATESY—EREHELET . TVRRAUI R RNIZHSIHE . _cisco-uds. Y—ERXZFKRELT. CUCM &
KW IMRP H—\ZERHELET,

IURRAUMY CUCM ZARH T 57=0I1Z(E. A—HJL DNS H—/NZUTFOFID K512 SRV La—KREA La—F
AERESNTVEIBEAHYET,

_cisco-uds. tcp.cisco.local. SRV 10 10 8443 CUCM-Pub.cisco.local
_cuplogin. tcp.cisco.local. SRV 10 10 8443 CUCM-IMP1.cisco.local
CUCM-Pub.cisco.local. IN A 192.168.1.16

CUCM-IMPl.cisco.local. 1IN A 192.168.1.27

BIiET 5 SRV LO—KR& A La—F&FERLT/STUvs DNS H—/\E8ET 3
IVRRAUED N HBIEE . _collab-edge. H—E RZF®RFL T, JE—F 7OEAE®D Expressway-E
FRELET,

IURARA2 A Mobile & Remote Access AIZ Expressway-E Z#&H 351612, /8T w%s DNS H—/8([Z
LUTOHIDESIZ SRV La—FE A LaA—RHBRESNTOEIBELHYET,

_collab-edge. tls.cisco.local. SRV 10 10 8443 EXPel.cisco.local
EXPel.cisco.local. IN A 192.168.6.18

IPATIA—NERETS

A&y kT —% (Expressway-C H3dHSI5FT) & DMZ (Expressway-E B3 SI5FT) . &V DMZ /871w
A=Y D U T DR—F TS T4 IR DL T7ATI+—IVERELET,

7 3 :Expressway-C (JAZ5) V5 Expressway-E (DMZ) ~ D& S

Expressway-C Expressway-E
B Zakan GEfEE) (UR=2H)
XMPP(IM 8&UTLE | TCP 7400 7400
VR)
SSH(HTTP/S b x)L) | TCP ITTAZ)L R—hk 2222
rSN—H )L J—> SIP | TLS 25000 ~ 29999 7001
STFYLY
rS/\—H )L J—> SIP | UDP 36012 ~ 59999 36000 ~ 36011
ATAT

BADEEM 2014 % 4 A .
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2 4 :Expressway-E (DMZ )06/ XT 1) 42 8—F DS

Expressway-C Expressway-E
E & Zakan (%5 (YR=24)
SIP AT47 uDP 36012 ~ 59999 UDP 7R—
SIPSTF)vy TLS 25000 ~ 29999 TLS YRZ=VH R—b

F5: /Yyl 12 8—F k55 Expressway-E (DMZ) ~DEE

Expressway-C Expressway-E
ELY) Zakan (%fE7) (YR=24)
XMPP(IM 8&UTLEVR) | TCP TCP #{ETAR— 5222
UDS(FRE 3=>% /EEMR) | TCP TCP #{ETR— 8443
ATAT UDP UDP #fg stR—Fh 36012 ~ 59999
SIP LT FYvy TLS TLS #ETTAR—b+ 5061
HTTPS(BE7V+EX) TCP TCP % {ETiR— 443

:ﬂ Biffi ot b

FIHILED AT AT R—k LD 36000 ~ 59999 (&, FHi-IZTAVA—ILEN 3D
X8.0 URITEAINE T, LUDHDRAD 2 DDR—ME, BEILNS T4V IERE
LTHEAShEY (KEELS VM BRBRETE., LOCHORIO 12 BDHR—F 36000 ~
36011 AMERAINET), X8.0 UEINFTE. TI4ILEDL U TIE 50000 ~ 54999
T9,

L

—k 8191/8192 TCP &V 8883/8884 TCP £, VCS 74— 3> DNERT.
VCS Control & VCS Expressway D BEIZERASINET, 747 04+—ILIZETS
BEHEHYFEEAN. INoDR—bEMO BMICEIYVETAHILETEEE AL

FIE 4 CUCM A< Expressway-C #&E$ %

ATv7 1:[Configuration (B%%E)] > [Unified Communications(L=774K a3a=4—33>)] >
[Configuration (&%) ] IZ# &1L . [Mobile and Remote Access] & [On(B#%h) ] ICRELET,

Unified Communications Youare

’_‘ Configuration

[on ¢

Mobile and remote access

ATy 2:[Save BRI ] &0 voLET,

AT7v7 3:[Configuration (3%5E)] > [Domains (KAL) ] IZFEEIL. [New (FT3R) ]| £y o LET .
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ATYT 4. ZETEI— LRI UTOEEZAALET,
- Domain name (FA{>4) : cisco.local
- SIP registrations and provisioning on Unified CM (Unified CM @ SIP &§&&TREYa=2>%) :On(FH%h)
- IM and Presence services on Unified CM (Unified CM @ IM 8&UTLELR H—ERX) :On(H%h)

Domains You are here: Col

| Configuration |

Domain name #* | cisco.local I

_I Supported services for this domain |

SIP registrations and | On = | i

provisioning on Unified CM

IM and Presence services on [ On
Unified CM

ATv7 5:[Create Domain(RAL> DERR) | 0y LET,

FIE5 Expressway-C T Unified CM & IM&P H—/\Z1&H 95

ATw7 1:[Configuration (8%5%E)] > [Unified Communications(L=774AK a3a=4—33>)] > [Unified CM
Servers(Unified CM H—/30)] [ZF8EIL . [New (FT#R) ] 20U voLET,

ATYT 2: BB TE5T—ILRIZ. U TDEEZAALET,
- Unified CM publisher address (Unified CM 7871)w< 4 7KL X) : CUCM-Pub.cisco.local
- Username (1—%'4) : CUCMAdmin
- Password (/SR —FK) :[/SRT7—F]
- TLS verify mode (TLS #&REFE—F) : Off (£&%h)

Unified CM servers You are here: Configuration * Unified Communicad
_I Unified CM server lookup |

I

Unified CM publisher address * | CUCM-Pub.cisco.local i
Username * | CUCMAdmIn i
Password  [—

TLS verify mode | OfF +| (i

27y 3:[Add Address (FRLAMIEM)] #5)voLET,
RIZ)E—F 7OEXAIZ IMP H—NEBELET,

AT 4:[Configuration (%5E)] > [Unified Communications(A=274K a3a2=4—<3>)] > [IM and
Presence servers(IM 8&XUVTLEUR H—/\)] IZBEIL. [New (FTHR) ] &0V voLET,
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ATYT 5: LT EH5I4—ILRIZ. LTOEEZEADLET,

- IM and Presence publisher address (IM 8 XUV TLELZAD /T )wivx FRLRA):
CUCM-IMP1.cisco.local

- Username (—%4) : CUCMAdmin
- Password (/SR —FR) :[/SRX7—F]
- TLS verify mode (TLS #REEE—F) : Off (£&%h)

IM and Presence servers You are here: Configuration * Unified Commur

_I IM and Presence server discovery !

IM and Presence publisher address * iCUCM—IMF'l.cism.Iocal |

Username *| CUCMAdmiIn |

Password * | LTI TR T ] [
TLS verify mode Off = I'_;

AT 6:[Add Address(FPRLRADEBM) ] &9y ILET,

mENDEVH
IM&P DEEMIZDULTIZL, [Unified Communications Using Cisco BEG0O0OO Technology

Design Guide (Cisco BE6000 ZEALfz2=T74/F a3a=4—>3> 79/00—&3
AHAR) 1ZSRLTIZEL,

FIE 6 Unified CM AIZ Expressway-E #3%E9 %

ATFw7 1:[Configuration (3%5E)] > [Unified Communications(A=2774F a3a1=4—>3>)] > [Configuration
(%) ] I=#EL . [Mobile and Remote Access] & [On(B#)] ICEEELET,

Unified Communications Youare
Configuration

Maobile and remote access | On = .

ATvF 2:[Save (R &0V ILET,
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+—/ GEBREL CA EERBERET S

JE—F 95ATUREERNAIL D54TUME EHRED Expressway-E DT AT T4T14% (H—/\SEBHED
BREICED O HERTILENDHYET, TDT=HIZIX. Expressway-E DY —/\SIBREIZE LT AMRICFEHS
NI=RIERA. V54TV rDIEEENT- CA DYAMIEENTVWAIREAHYET,

CDEEETTIE. Expressway-C & Expressway-E DREIZHA T, Expressway-E EfHMIHEHITURRA M
L3 EFaT7HBENLETT,

ATv7 1:CSR DEMA® Expressway-C/E ~DHY—/\FEBAZD 7Yy TA—F%ERITT BIZIE. [Maintenance

(A TF2RA)] > [Security certificates (%2 T45EBAE) ] [C# &)L [Generate CSR(CSR MARL)] %
2)vILET,

Certificate signing request {(CSR) !
Certificate request There is no certificate signing request in
progress
Generate CSR

ATvT 2:{58BEN =525 H (CA) SEFAZE# Expressway-C/E [Z7vFO—K 9 3IZ1E. [Maintenance (A T3
2 R)] > [Security certificates (¥ a) F4EEBAE)] > [Trusted CA certificate ({S#E&h 1= CA SEBAE) | IZ#E)
LET,

Upload |—

Select the file containing | Browse... | No file selected.
trusted CA certificates

FBENDEVE

M= DULTIX, [Cisco Expressway Certificate Creation and Use Deployment Guide
(Cisco Expressway DFEFAEDEREFEAICETH2EAAAR) IZSBL T,

FIE8 Expressway-C ThI/N\—H)L HSATU V=V %RETH

ATw7 1:[Configuration (F%5€)] > [Zones (J—)] > [Zones (V' —) ] IZFEEIL . [New (FriR) | &0 v o LET,
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RATYT 2: BT BT —ILRIZUTEAAL, ERMDTA— IR TIHIMEDEEIILET,
- [Configuration (%) ] €93 :
> Name (% i) : TraversalClient(MRA)
o Type (24 7) :Traversal Client(FS5/3\—H )L 54T )
- [Connection credentials $&#EILToovIL)] O3>
o Username (—#'4) :admin
o Password (/SR —RK) :[/13 A7 —F]
- [H.323] o3y
o Mode (E—F) : Off (#&%h)
- [SIP] 523y
> Mode (E—F) :On(F%h)
o Port(7R—F) : 7001
o Transport(k5>X7R—bk) : TLS
> Mobile and remote access:Yes(I&LY)
o TLS verify mode (TLS #&EFE—F) :On(H%h)
> Media encryption mode (AT« 7lg51tE—F) :Force Encrypted G&#IFES1t)
o ICE support(ICE H7R—F) : Off (%&%h)
> Poison mode (Poison E—F) : Off (#&3h)
- [Location(35FT)] £93>
o Peer 1 address(E7 1 7KL X):EXPe1l.cisco.local

- Configuration
Name * | TraversalClient (MRA)
Type Traversal client
Hop count *|15 [ ()

_| Connection credentials

Username * | admin '

PaSSlHﬂI"d & i [TTYIIIL] i
- H.323

Mode [off +] i

Protocol | Assent +| 1
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| s I

Mode [ on %] i)
Port * | 7001 | L&
Transport TS )

Mobile and remote access Yes * | i)
TLS verify mode | on 4] ij
Media encryption mode [ Force encrypted 5 5
ICE support off  + | ;}

Poison mode Off 3| i)

| Authentication |

Authentication policy Do not check credentials  + | i

‘I Client settings

|

Retry interval *| 120 i)
|
I

| Location

Peer 1 address | EXPel.cisco.local

ATy 3:[Create zone (V—2DER) | 0w ILET,

FIE9 Expressway-E T Expressway-C LT % LERET S

Z7v7 1:[Configuration (% 3€)] > [Authentication (F8&E) ] > [Local database (A—HJL T—2R—X)] [ZFEEIL .
[New (FT#) | 0w I LET,

ATYT 2:BUTBIT4—ILRIZ. UTDEFAALET,
- Name (& #1) :admin
- Password (/SR —F) :[EXPc1.cisco.local M /XA —FK]

Local authentication database  You are here: Configuration » Auth
Configuration !
Name * | admin |
Password * | ........ ‘
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AT 3:[Create credential (LT ovIILDER) ] #0')vILFET .

=|E 10 Expressway-E ThI/N\—H )L H—/N\ Y —2FRFET D

ATv7 1:[Configuration (%) ] > [Zones (V' —>)] > [Zones (V=) ] IZFEBIL . [New (FFiR) ] #0)vILET,

ATYT 2: BB TBET1—IRITUTEAAL, ZOMDT4—ILRIETIHILMEDFEIZLET,
- [Configuration (&%) ] £ ax:
> Name (% #il) : TraversalServer(MRA)
o Type (B4 7) :Traversal Server(F5/3—HJL H—/\)
- [Connection credentials #&#EIL T ¥IL) ] O3V
> Username (1—44) :admin
- [H.323] o3y
o Mode (E—F) : Off (#&%h)
- [SIP] &Y 3y
> Mode (E—F) :On(H&%h)
o Port(7R—Fk) : 7001
o Transport(k5>X7R—bk) : TLS
> Mobile and remote access:Yes(I&LY)
o TLS verify mode (TLS #EFE—F) :On(H%h)
o TLS verify subject name (TLS #&RiEHY 72U +4) :EXPc1.cisco.local
> Media encryption mode (A T4 7r&51tE—F) :Force Encrypted G&#IFES1t)
o |ICE support (ICE H7R—F) : Off (F&%h)
o Poison mode (Poison E—F) : Off (#&%h)
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- Configuration

Name * | TraversalServer (MRA)
Type Traversal server
Hop count *115 L

_| Connection credentials

Username = admin

Password Add/Edit local authentication datakl
- H.323

Mode off +| i

Protocol L

H.460.19 Off 3| i)

demultiplexing mode

IS |
Mode Y
Port x[7000 | (@
Transport TS | (i)
Mecbile and remote access Yes =+ | i)
TLS verify mode i)
TLS verify subject name * ‘ EXPcl.cisco.local
Media encryption mode [ Force encrypted + ] y

ICE support

Off =
Poison mode i)

ATv7 3:[Create zone(V—2DERK) | 0 vILET,
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|
Sie) HE~DEUH
BHOD Expressway [CKBITRAEHRELT., Zz—ILA—N—(TEMN) U R— &Rt
L. #L5RMEZE R ETEE T, Expressway 97 R FDHRFEIZEAT B5EMIZDULVTIX, [Cisco
Expressway cluster creation and maintenance deployment guide (Cisco Expressway
DIREDEREAVTFUORICETHEBEALAR) [#SBLTIZSLY,

Jabber TUFRAUEE LY DNS DEFFFEDEFFMIZDULTIE. [Configure DNS for Cisco
Jabber (Cisco Jabber [E1F7® DNS D E) I#SBLTLIEEL,

ZMT. Mobile & Remote Access MEEFESNELT-, VPN ZEHEE T2, Jabber TURARA & CUCM [Z&
$FCEEY,

B2B ME A

CUCM T Cisco Expressway-C RIZ SIP 7RAI77(IILERET S

CUCM T Cisco Expressway-C AIZ SIP k529 £Fa) T4 TOT7MIVERET S
CUCM T Expressway-C [Z SIP FSU9%RET S

CUCM T B2B AIZ SIP Jb—k /\3—2 %R TET D

T7ATIA—IERET S

Expressway-C T CUCM RBIZRA/N\— Y —%RETS

Expressway-C T Expressway-E BIZcS/8A—H )L USATF b J—2%%ET D
Expressway-C THREIL—ILEHRET S

Expressway-C ThIURIT+—LEHET D

10. Expressway-E T Expressway-C RBIZFS/N\—H )L $—/N\ V-2 %R TET S

11. Expressway-E T DNS YV —U %% ET S

12.Expressway-E THREIL—ILEHRET S

13.Expressway-E ThIURITA—LZEETET S

14.7871)w% DNS 4 —/\T SRV La—KFZH%XET D

5

© o N o o~ W N

FIE 1 CUCM T Cisco Expressway-C FHIZ SIP 7O77/ILERET S

ZTwF 1:[Device (T/ 1 R)] > [Device Settings (T/ 34 RE&FE)] > [SIP Profile (SIP Z7AZ74JL)] IZFEEIL.
[Add New (BifRIZiBND ] 0w ILET,
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ATYT 2: BB T BT—ILRIZUTEAAL, FDOMD I —ILRIET IAILMEDFFEIZLET .

- Name (£ i) : Custom SIP Profile For Cisco Expressway-C (Cisco Expressway-C FHDARX 2L
SIP Z7Aa774JL)

- Description (§88) : Custom SIP Profile For Cisco Expressway-C Server(Cisco Expressway-C
Y—/IADARXAL SIP FOT7A)IL)

- Enable OPTIONS Ping to monitor destination status for Trunks with Service Type " None (Default) "
(Y—ERBATTIEL(TIAIR) D) DERFEARAT—ERAEE=29 51612 OPTIONS Ping #F
Mz B) FEIRTS

- Allow Presentation Sharing using BFCP(BFCP B3 57 T—ar £E %) EIRT S

- Allow iX Application Media(iX 77 r—a> AT4T7ZEA) SE&IRT S

- Allow multiple codecs in answer SDP ([&% SDP TE#OI—TvI% ) B IRTD

—SIP Profile Information

3

Name Custom SIP Profile For Cisco Expressway-C

Description Custom SIP Profile For Cisco Expressway-C Server

—SIP OPTIONS Ping

™ Enable OPTIONS Ping to monitor destination status for Trunks with Service
Type "Mone (Default)"

—SDP Information

Send send-receive SOP in mid-call INVITE
™ Allow Presentation Sharing using BFCP
M Allow i¥ Application Media

™ Allow multiple codecs in answer SDP

ATy 3:[Save R ] &0 voLET,

CUCM T Cisco Expressway-C AIZ SIP k529 £F% a7« TO77(ILEERTET D

B2B a—IL&EIL—T125 3 154 . CUCM & Expressway-C DREIZ SIP FSUOFERT ARENHYET,

ZDEXETTIE. Expressway-C [£9 TIZ Mobile & Remote Access FAMEEEMFA TLVET , Mobile & Remote
Access F A TIL, R—k 5060 MIURRA U LD EIFEBID B EKICEHRAINET , CUCM TIXRILT/NA XD
FECAR—rEERALERAEE SN VEIRIELT Z AL D T, Expressway-C & CUCM DT 5060 #
FALTSIP FSUOBRTAHIEETEEE A,

ZD1=8. Expressway-C M5 CUCM ~AD SIP 529 TlE, CUCM DOZERIZHID SIP FR—rEERT 5
BENHYET , COERETIE. SIP b5 DZER—ELT 5560 ZERALET, SIP ZIER—FEEE TSI,
#HLWL SIP MUY X)) T4 TOT7/ILEERML. CUCM & Expressway-C MRIZHERLT= SIP bS5 412
ZDTOT7AINEEYLETET,

ATv7 1:[System (P AT L)] > [Security (2F 21T +)] > [SIP Trunk Security Profile (SIP k524 %217+«
Ta774IL)] IZFEIL. [Add New (BFHRIZEBM) ] #0voLET,
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ATvT 2: BB TBHIT1— RIS LTDEZAALETS,

- Name (& #1) : Non Secure SIP Trunk Profile port 5560 (¥ T RESh TV SIP M52
7a774 )L R—F 5560)

- Description (§%88) : SIP Profile with listening port 5560 (') =>4 ;R—k 5% 5560 O SIP 70277
1)

- Incoming Port(Z{§7R—F) : 5560

- Accept presence subscription(FLE> XM SUBSCRIBE MEFHA]) (1 EIRT S
- Accept out-of-dialog refer (Out-of-Dialog REFER M EF7]) ::&IR3 3

- Accept unsolicited notification (Unsolicited NOTIFY MEFa]) :#IRT S

- Accept replaces header (Replaces N4 —MEFH]) 3EIRT S

—SIP Trunk Security Profile Information

£ |
Name |Non Secure SIP Trunk Profile port 5560
Description 'SIP Profile with listening port 5560
Device Security Mode | Non Secure :
Incoming Transport Type | TCP+UDP ]
%
Outgoing Transport Type | TCP :

|| Enable Digest Authentication

Nonce Validity Time 600
(mins)*
X.509 Subject Name

Incoming Port™® |5560

|| Enable Application level authorization
[Q Accept presence subscription
™ Accept out-of-dialog refer™*

™ Accept unsolicited notification

# Accept replaces header

ATy 3:[Save RTF) ] 20w oLET,

FIg3 CUCM T Expressway-C [Z SIP bS5 9% R ET S

ATvF 1:[Device (F/ALR)] > [Trunk(F5292)] [ZFEEIL . [Add New (Fr#REMM) ] &0y oLET,
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RATYT 2: BT BT —ILRIZ. LTOEEXEANLET,
- Trunk Type (k5% 24 7F) :SIP Trunk (SIP k52%)
- Device Protocol (T/34 X ZBka)L) :SIP
- Trunk Service Type (b4 H—E R 24 7) :None(Default) (2L (T 7#4/LK))

Trunk Information

Trunk Type® | SIP Trunk :
Device Protocol ® [ g1p :
Trunk Service Type® | None(Default) a

ATv7 3:[Next(RA) ] #0)voLET,

ATYT 4: 3BT BHT4—ILFIZ UTOEEZANLET . ZOMD T —ILRIE, EDTIHILMEDFFIZLET,
- Device Name (T /814X 4) : SIP_Trunk_ExpC
- Description(£E8) : SIP_Trunk_ExpC for B2B Calls (B2B 3—)LFH® SIP_Trunk_ExpC)
- Device Pool (7 /34 & F—)L) :Video_DP

- Calling and Connected Party Info Format (FFFRIE & U R RITEEHRRAZ =) : Deliver URI only in
connected party, if available (3 AIIZD & URI ZE2E(EATEEAISS))

- Destination Address (3857 KL X):192.168.1.29

- SIP Trunk Security Profile (SIP k524 3% a1)57« 7R774)L) :Non Secure SIP Trunk Profile port
5560 (X 1) FARESNTLVEL SIP 5249 FOT774)L 1i—k 5560)

- SIP Profile(SIP B 274 JL) : Custom SIP Profile For Cisco Expressway-C (Cisco Expressway-C
BHDOAARAL SIP 7AT7A)L)

- DTMF Signaling Method (DTMF 1§85 A=) :RFC 2833
- Normalization Script(IE}#1E X2 F'F) :ves-interop

r Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type None(Default)

Device Name™* 'SIP_Trunk_ExpC

Description |SIP_Trunk_ExpC for B2B Calls

Device Pool * | video_DP =
|| Calling and Connected Party Info Format™ | Deliver URI only in connected party, if available s |

=

[ Destination Address is an SRV

Destination Address Destination Address IPv6 Destination Port
1% 192.168.1.29 5060
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MTP Preferred Originating Codec*® 71lulaw

BLF Presence Group™ | Standard Presence group |
SIP Trunk Security Profile * | Non Secure SIP Trunk Profile port 5560 |
Rerouting Calling Search Space | < None > |
Out-Of-Dialog Refer Calling Search Space | < None = t
SUBSCRIBE Calling Search Space | < MNone > |
SIP Profile® | Custom SIP Profile For Cisco Expressway-C |
DTMF Signaling Method * | RFC 2833 |

Normalization Script
(Normall‘zation Script| ves-interop s

ATy 5:[Save RTE) ] &0 woLET,

CUCM T B2B AIZ SIP JL—k /13— ZEEET

FRTO B2B a3—/)L% Expressway-C [SIL—T 425§ B8, LLTD SIP JL—k /18M3—U DR ESNFET A,
BBEDIL—k R—2blE—HLER A,

ATw7 1:[Call Routing(@—JL JL—FT4>%)] > [SIP Route Pattern(SIP JL—k /8%—2)] [Z#8E)L . [Add New
(B ] E2)vILET,

ATYT 2:HETHTA—IRIZUTEAAL. TRMD T —ILRETIHILMEDFEFITLET,
- Pattern Usage (/X3—> D fE f /%) : Domain Routing(RAS> JL—F42%)
- IPv4 Pattern(IPv4 7/832—>)) - *
- SIP Trunk/Route List(SIP kZ2%2/)L—k JAR) : SIP_Trunk_ExpC

— Pattern Definition

Pattern Usage Domain Routing
IPv4 Pattern® [ =

IPvE Pattern

Description i

Route Partition | < None =

SIP Trunk/Route List® | SIP_Trunk_ExpC

ATy 3:[Save R & 0w oLET,
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ITATIA—NERETS

A&y kT —%4 (Expressway-C h&hS57T) & DMZ (Expressway-E H&B5FT) 6. S KU DMZ /871w
A=Y DU T DR—F TS T4 IR T DRI TFATI+—IVERTET IDELHYET,

7 6 :Expressway-C (JAZ8) V5 Expressway-E (DMZ) ~DE (S

H.245

B rFSoRAR—k FARIJL | EETHA—F sERAR—k
T TCP >=1024 80/443/22/23
SNMP =414 UDP >=1024 161

RTP Assent UbP 36002 ~ 59999 36000

RTCP Assent UDP 36002 ~ 59999 36001

SIP TCP/TLS TCP 25000 ~ 29999 7011

H.323 RAS Assent UDP 1719 6011
Q.931/H.225 &V TCP 15000 ~ 19999 2776

:ﬂ HifiE >

AT4T R—REER D 36000 ~ 59999 M35, YD 2 DDHR—KE, BEILIS T4y
SERELTHERSINET (KIREL VM BRBRETIK. SSERNORKRID 12 BDR—k
36000 ~ 36011 AMERAINET),

2 7 :Expressway-E (DMZ) V5 Expressway-C (A1E5) ~ DEE

B FSURBR—k Tarail | EETKR—F FEER—F
=E %2 uDP 30000 ~ 35999 514
& TCP >=1024 80/443
LDAP(RY A1 F. BT | TCP 30000 ~ 35999 389/636
5E)
NTP (BffE D =) UDP 123 123
DNS uDP >=1024 53
Z 8.:Expressway-E (DMZ) 35/ XT 1) w0 42 B—FrADE(E
B FSURR—k Tarail | EETKR—F FEER—F
SIP TCP 8&U TLS TCP 25000 ~ 29999 >=1024
SIP UDP UDP 5060 >=1024
RTP & U RTCP UDP 36000 ~ 59999 >=1024
DNS uDP >=1024 53
NTP (BRI EHA) UDP 123 123
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F9: /Tl 12 8—F YRV 5 Expressway-E (DMZ) ~DEE

B FSURE—FFOra | EETR—+ SEER—k

SIP UDP UDP >=1024 5060

SIP TLS TCP >=1024 5061

RTP & U RTCP UDP >=1024 36002 ~ 59999

FIE 6 Expressway-C T CUCM RIZRA/N— Y — %% TETH

AFw7 1:[Configuration G&5E)] > [Zones (V' —>)] > [Zones (V' —2) ] IZFEEIL . [New (FFFR) ] &0 voLET,

RATYT 2: BT BT —ILRIZ. LTDEEZADLETS,
- Name (£ &) : CUCM Neighbor Zone (B2B) (CUCM A /3— /—> (B2B))
- Type (24 7) :Neighbor (%4 73—)
- H.323 Mode (H.323 &—F) : Off (#&%h)
- SIP Mode (SIP E—F) :On(&%h)
- Port(FR—)-5560
+ Transport(k5> R7R—k) : TCP
- Peer 1 Address(E7 1 7FL'X):192.168.1.16
- Peer 2 Address(E7 1 7KL X):192.168.1.17
- Zone Profile(J—> 02774 JL) : Cisco Unified Communications Manager

_I Configuration !
Name *| CUCM Neighbor Zone (B2B) |
Type MNeighbor
Hop count * (15 | i
[ H.323 !
Mode [off +] (i)
s |
Mode On_ *| i)
Port * | 5560 | @
Transport | TCP ¢] i
Media encryption mode l Auto - J i
ICE support off = ;J
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_I Location !
Peer 1 address | 192.168.1.16 |
Peer 2 address |192.168.1.17 |
_I Advanced !
Zone profile [ Cisco Unified Communications Manager

ATv7 3:[Create zone(V—2DIERK) | &0 ILET,

=g 7 Expressway-C T Expressway-E BIZcS/N\—H )L 95A4TF7 Uk V=% RET S

ATv7 1:[Configuration (BXE)] > [Zones(J—>)] > [Zones (V=) ] IZFEBIL . [New (FFIR) | #0)vILET,

RATYT 2: BB T BHT4—ILRITUTEAAL, TRMDIT—ILRETIHILMEDFEICLET,
- Name (& #i) : TraversalClient(B2B)
- Type (B4 7) :Traversal Client(kS/8\—H )L 54T k)
- Username (1—%4) :b2badmin
- Password (/SR —R) :[13A7—F]
- H.323 Port(H.323 7R—F) :6011
- SIP Port(SIP /R—F) : 7011
- Mobile and remote access:No(LMWYZ)
- Transport(FS2 RFR—F) : TLS
- Peer 1 Address(E7 1 7FL'X):192.168.6.18
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4 Configuration

Name

Type

Hop count

* | TraversalClient (BZB)

Traversal client

_ Connection credentials

B AN

Username Lad
Password &
| H.323 |
Mode On = | i)
Protocol i
- SCramg
[s |
ods )
- ]
Transport s =] (i)
Mabile and remote access [ N0 %] i)
TLS verify mode iy
Media encryption mode l Auto B

ICE support v
Poison mode iy
Location

Peer 1 address
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ATy 3:[Create zone (J—2DER) | 9w oILET,

FIE8 Expressway-C THRZFEIL—ILEHRET D

ATw7 1:[Configuration (%) ] > [Dial Plan(# 4L 75>)] > [Search Rules (#&FJL—JL)] IZ#5EIL .
[New (Fi#) ] &0 v LET,

ATYT 2: 3BT BHT4—ILFITUTEAAL, TOMDTA— LR ETIAHILMEDFEICLET,
- Rule Name (JL—JL4) :B2B-to-cisco.com
- Description (§%B8) : cisco.com ~® B2B O—JL
- Priority (FZ44)T4):101
- Mode (£—F) : Alias Pattern Match(ZA 7 AD /32— IYF)
- Pattern type (/32— 44 7) :Regex (IEFKRIR)
- Pattern String (/X3 —>XF31) : (?L.*@%localdomains%.*$) (.*)
- Pattern Behavior (/33— B{E) : Leave (EE4L)
+ On Successful Match(IEEIZ—# ¥ 515&) : Stop (fF1k)
- Target(4—*4"wk) : TraversalClient (B2B)
- State (4K#&) :Enabled (%)

<‘ Configuration !
Rule name Ll B2B-to-cisco.com '
Description | B2B calls to cisco.com |
Priority * 101 | (@
Protocol |Wl i
Source (any 3] 4
Request must be authenticated | No =& ] L
Mode | Alias pattern match  *| 1@
Pattern type [Re—gex= | (g
Pattern string ® | (?I.f@%lacaldomains‘}ﬁ.*m(.*} '
Pattern behavior (Leave 3] (i
On successful match | Stop = (&
Target | TraversalClient (B2B) ) (@
State | Enabled 3| ©

ATw7 3:[Create Search Rule H@FIL—ILDIERK) | 0w ILFET,

ATv7 4:[New (F#R) ] &0y ILET,
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RATYT 5B THT—ILRIZUTEAAL, ERH-DTA— IR TIHIMEDEEIILET,
- Rule Name (JL—JL4) :B2B-to-cisco.local
- Description (§iBA) : cisco.local ~® B2B a—)L
- Priority(F544)74) : 100
- Mode (£—F) : Alias Pattern Match(ZA 7 AD/\3—> IYF)
- Pattern type (/33— 44 7) :Regex (IEFHFKRIR)
- Pattern String (/\2—> X 31) : (.*) (@cisco.local).*
- Pattern Behavior (/32— &%) : Replace (Eift)
- Replace String (B#23XF51) :\1\2
+ On Successful Match(IEEIZ—# ¥ 5154&) : Stop (F1k)
- Target(4—*4"wk) : CUCM Neighbor Zone (B2B) (CUCM #4/\— Y/ —> (B2B))
- State (4K#8) :Enabled (%)

4 Configuration !
Rule name * | B2B-to-cisca.local I
Description iBZB calls to cisce.local
Priority * 100 | (B
Protocol [Any #| (@)
Source Any =) L)
Request must be authenticated | No % | i
Mode | alias pattern match | ij
Pattern type | Regex | i
Pattern string * | (. =){@cisco.local).= I
Pattern behavior | Replace +| (i
Replace string (4172
On successful match | stop 2] (@)
Target | CUCM Neighbor Zone (B2B)  * | i
State [ Enabled | i)

ATv7 6:[Create Search Rule (#8FRIJL—ILDYERK) | 9w ILET,

Expressway-C ThSURIA—LEHRET D

AT7v7 1:[Configuration (%) ] > [Dial Plan(Z 4L F5>)] > [Transforms (S R T+—L) ] IZFEEIL .
[New (#7FR) | &0 v o LET,

2014 F 4 R



RATYT 2: BT BT —ILRIZ. LTOEEXEANLET,
+ Priority ({B%FE) :1
- Description (§5tBA) : Striping out port info from URI(URI M SHR—MEHRZERE)
- Pattern type (/X42—> 44 7) :Regex (IEHKIH)
- Pattern string (/X32—>3F35) : ([*@]*@[*@]*) \:\d\d\d\d.*
- Pattern Behavior (/32— &%) : Replace (&)
- Replace String (E#23XF %)) :\1
- State (4K#8) :Enabled (%)

4 Configuration !
Priority * |1 |
Description | Striping out port info from URI
L
Pattern type | Regex | 1
Pattern string = ([~@]*@[~@]*)\:\d\d\dvd.* |
Pattern behavior | Replace $) i
Replace string [\ |
State | Enabled #| @

ATy 3:[Create Transform(FS2 R I+ —LDYER) | 0 )woLET,

FIE 10 Expressway-E T Expressway-C BIZrS/N—H )L H—NN V-2 %FHRTET S

AT7w7 1:[Configuration (%% )] > [Authentication (§85F)] > [Local Database (A—#JL T—2R—X)] [ZFH)
L.[New(@FHFR)] &0 vILET,

ATV 2:BUTBIT4—ILRIZ. UTDIEZAALET,
- Name (£ 8il) :b2badmin
- Password (/SR —R) :[/3A7—FK]

Configuration !
Name * | b2badmin '
Password " |

ATv7 3:[Create credential (FLToo¥ ILDER) | 0V LET,

AT 4:[Configuration (BX5E) ] > [Zones (J—)] > [Zones (V' —) ] IZBEEIL . [New (##R) ] 20w oL ET,
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ATvT 5:

- Name (£ #i) : TraversalServer(B2B)

- Type (44 7) :Traversal Server (k5/3—H )L H—/\)
- Username (1—44) :b2badmin

- H.323 Port(H.323 /R—F) :6011

- SIP Port(SIP /R—F) : 7011

- Mobile and remote access:No(LMWYZ)

- Transport(FS2 RFR—F) : TLS

4 Connection credentials

Username * | b2badmin

Password Add/Edit local authentication datah
| H.323 |

Mode [ on 3 i)

Protocol | Assent ¢ L

Port *| 6011 i

H.460.19 demultiplexing mode [ Off % i)
| stp |

Mode | on 3 iy

Port *|?ﬂ11 | (@)
Transport [ TGt i

Mobile and remote access | No ¢ i)
TLS verify mode | off ;, J
Media encryption mode [ Auto :] 5
ICE support [.off 2] (@)
Poison mode | Off : i

BADFH

ATv7 6:[Create zone(V—2DERK) | &0 vILET

U TBI—ILRIZUTZAAL. FRMD T4 —IILRIZT IAHILMEDFFIZLET .
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FIE 11 Expressway-E TDNS YV—2 %% ET 5

B2B a—IL M5 E . Expressway-E [EBEERAS VIR T Ha—ILDIL—T1420 T EBHMYER A,
Expressway-E Tl&. ZDORASVRBIZRAN—DMERESNER A, TDT=8 . Expressway-E [FFRXTHI—)L
%Z/NTJ1)v DNS H—NIZ)L—TFT42 5 LFET,

ATv7 1:[Configuration (%) ] > [Zones(J—>)] > [Zones (V=) ] IZFEEIL . [New (FTiR) ] #0)vILET,

RATYT 2: BT BT —ILRIZUTEANL. ERHDTA— LR TIHIMEDEEIZLET,
- Name (£ i) : DNS Zone (B2B) (DNS ¥/ —/ (B2B))
- Type(247) :DNS
- H.323 Mode (H.323 £—F) :On(H%h)
- SIP Mode (SIP €—F) :On(F%h)
- Fallback Transport Protocol (Z#4—JL/\w% kS AR—k FOk3a)L) : TCP

_I Configuration !
Mame * | DNS Zone (B2B)
Type DNS
Hop count #|18 | ;,J
| H.323 |
Mede On ¢ i
| s |
Mode [on %) i
TLS verify mode | off % i
Fallback transport protocol [ TCP - J
Media encryption mode l Auto s i)
ICE support | off %] i

ATy 3:[Create zone (J—2DER) | 0 )woLET,

Expressway-E CTHRZREIL —ILEZERET S

ATv7 1:[Configuration (8%%E)] > [Dial Plan(Z 4L 75>)] > [Search Rules (#&FJL—/L)] IZ#5EIL .
[New (Fi#) ] &0 v LET,

A D 20145 4 R .
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ATYT 2: BB T BT—ILRIZUTEAAL, FDOMD I —ILRIET IAILMEDFFEIZLET .

- Rule Name (JL—JL4) :B2B-to-cisco.com

- Description (%B8) : cisco.com ~® B2B a—)L

- Priority (75474 74) : 101

- Mode (£—F) : Alias Pattern Match(ZA 7 AD/\3—> IYF)

- Pattern type (/33— 44 7) :Regex (IEFHFKRIR)

- Pattern String (/X2—> X 3l) : (?21.*@%localdomains%.*$S) (.*)
- Pattern Behavior (/\32—>2&{F) : Leave (EEAL)

- On Successful Match(IEEIZ—¥ ¥ %158&) : Stop (F1t)

- Target(#—4"wk) :DNS Zone (B2B) (DNS ¥ —>/(B2B))

- State (4K7%&) :Enabled (%)

_‘ Configuration !
Rule name * | B2B-to-cisco.com
Description | B2B calls to cisco.com
Priority 101 | (8
Protocol (any 3] (i
Source (Any  #]0d
Request must be authenticated [ No % | L
Mode | Alias pattern match 3| | i
Pattern type |7R_eg_ex=] i
Pattern string * | (?!.*@%llocaldomains%.*s)(.*)
Pattern behavior [Leave 3] i
On successful match |W| i
Target | DNS Zone (B2B) $) L
State | Enabled 3| i

ATw7 3:[Create Search Rule HFIL—ILDIERK) | #0')vILFET .

ATY7T 4:[New(FHR)] 00 ILET,

2014 & 4 B



BADHH

ATYT 5: 3BT BT—ILRIZUTEAAL, FDOMD T4 —ILRIET IAILMEDFFEIZLET .

- Rule Name (JL—JL4) :B2B-to-cisco.local

- Description (§%B8) : cisco.local ~®M B2B O—JL

- Priority(F544)74) : 100

- Mode (£—F) : Alias Pattern Match(ZA 7 AD/\3—> IYF)
- Pattern type (/33— 44 7) :Regex (IEFHFKRIR)

- Pattern String (/\2—> X 31) : (.*) (@cisco.local).*

- Pattern Behavior (/32— &{E) : Replace (E#2)

- Replace String (B#23XF51) :\1\2

+ On Successful Match (IE&IZ—E9 5354 ) : Stop (B 1k)
- Target(#—4"vhk) : TraversalServer (B2B)

- State (4K#8) :Enabled (%)

4 Configuration !
Rule name * | B2B-to-cisco.local
Description i_EEB calls to cisco.local
Priority *1100 | (i)
Protocol | Any % | i
Source Any 2] i)
Request must be authenticated Ne  #] (@)
Mode | Alias pattern match | i
Pattern type | Regex * i
Pattern string * | {.*)(@cisco.local).*®
Pattern behavior | Replace + | i)
Replace string i'\l"ﬂ
On successful match | Stop * | L)
Target [ TraversalServer (B2B)  + |
State | Enabled % | i)

AT7v7 6:[Create Search Rule (BFEIL—ILDERK) ] 0y ILET,
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Expressway-E ThSURTA—LEHRET D

ATFw7 1:[Configuration (%5E)] > [Dial Plan(ZF A4 )L F52)] > [Transforms (F 52 R T4+—L)] [CFEEIL.

[New (#i&R) ] &0 v ILFET,

ATYT 2:ZLTE574—ILRIZ. UTDEEZAALET,
- Priority (B%E) :1

- Description (§#BA) : Striping out port info from URI(URI » >R—ME#RZKRE)

- Pattern type (/\3—> 44 7) :Regex (IEFREI)

- Pattern string (/32— 3CF3) : ([*@]*@[*@]*) \:\d\d\d\d.*
- Pattern Behavior (/32— k) : Replace (E#)

- Replace String (B#2X=F5) :\1

- State (4K#&) :Enabled (%)

_I Configuration !

Priority * |1 [ (i)

Description ' Striping out port info from URI
L

Pattern type | Regex +| @

Pattern string = ([(~@]=@[~@]*)\:\d\d\d\d.*

Pattern behavior | Replace $)

Replace string i 1%

State | Enabled :| i

ATw7 3:[Create Transform (S R 7+ —LDERK) | 0w ILET,

/8914 DNS #—/3T SRV La—R&%ET 2

IURRAU A Expressway-E Z#&H LT Business-to-Business (B2B) a— L& I —FT 42 F TEB K5I,
INT)w9 DNS H—/N[ZLUTF M SRV La—KRE A La—RARESNTWNDIEEERLET,

_sip. tcp.cisco.local. SRV 10 10 5060 expel.cisco.local
_sip. udp.cisco.local. SRV 10 10 5060 expel.cisco.local

expel.cisco.local. IN A 192.168.6.18
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