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Prepare industrial operations for the future
with Cisco and Rockwell Automation

Market pressures put productivity and profitability at risk
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Manufacturers are embracing modernization of their industrial operations as the

Rapid globalization .
An increasingly competitive market e

Cyber threats and attacks

way to address these challenges.

Unpredictable maintenance costs

Growing number of lloT devices

Modernization must address numerous pain points

A simplified modern solution is required that provides end-to-end visibility and

Maintenance of aging equipment is increasingly difficult

Personnel need to be skilled in using modern solutions

Outdated security principals, like “security through obscurity’, are not effective

control across OT and IT assets.

Together, Cisco and Rockwell Automation can help with a

holistic blueprint for your digital transformation

Deploy a converged network architecture that makes networks data-ready

Collect and analyze network data to get ahead of the maintenance curve, keep

systems secure, and accelerate responsiveness

Increase profitability

87%
of manufacturing
executives report that

aging infrastructure
impacts their operations’
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28%

of manufacturing
organizations reporting
a loss of revenue due
to security incidents 2
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Leading digital transformation for The

Connected Enterprise with industrial

ready, world-class control, power
and information systems and IT
networking and security technologies
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Trusted domain experts

with a strategic alliance
12+ years of
experience together
Jointly developed and
validated lloT solutions

Committed to driving
industry success
Workforce training and
enablement
Leader in manufacturing
and industry standards

Dedicated to developing
ground-breaking solutions
Versatile and future-

ready solutions
Products that are easy
to deploy and manage

The Economist, The impact of ageing infrastructure in process manufacturing industries, 2013

Cisco, Midyear Cybersecurity Report, 2017


https://www.chemengonline.com/Assets/whitepapers/Oracle_PPM_US_EN_WP_TheImpactofAgeing.pdf
https://engage2demand.cisco.com/cisco_2017_midyear_cybersecurity_report?CAMPAIGN=SC-04&COUNTRY_SITE=US&POSITION=link&REFERRING_SITE=cisco.com+blogs&CREATIVE=2017+MCR+Blogs&CCID=cc000153&DTID=esootr000515&OID=tlpsc000841
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Prepare industrial operations for the future with the Converged Plantwide Ethernet Solution (CPWE), network architectures from
Cisco and Rockwell Automation that connects production systems to business systems.

( User Access and Control \

E ‘ =

I . | | . | .
| Productions Systems \ \ Business Systems } I Hybrid-Cloud :
! | | ! | |
} Site B I I } | :

. - |
& we g 0m o .
|
| OEM Convergence . Ind.ustrial | - | Business Office | - : |
| Ready Security/Safety } = } Systems Applications | = | |
| Smart lloT — ! :( | |
\ <D Deices = — seoreand ) 4 seaure H |
| . { eliable
} EtherNet/IP / industrial € Data sharing ‘—> Internetworking Data Sharing | :
OPC UA Data Center | !
‘ Ly | o] = LAy |
} D Unified é} } ] | = — I ] | |
Wireless | |
| Identity/Mobility Network/Security I ‘ Dashboards DEBRERES | : |
| Services Standards | | | | |
e _____ \ ] \ N I
o)k & S B a8

\ Smart Devices Edge Data Storage Datacenter Cloud J

Figure 1: CPwE Architecture Diagram

Key Features

Connectivity

Enable business agility * Incorporate a breadth of hardware and software offerings for a
holistic, end-to-end network and security architecture

* Connect industrial operations to business systems using
EtherNet/IP™, Stratix® industrial switch, and Catalyst switch
lines to enable extensive interconnectivity and interoperability

Increase connectivity and interoperability
to securely connect disparate data sources
and derive insights across the enterprise

Optimize production yield Manageability

Drive greater manufacturer efficiencies °  Ease setup and deployment of devices and networks across the
by connecting operational and business enterprise with FactoryTalk® Network Manager

systems for end-to-end visibility and *  Maintain industrial network availability and troubleshoot network
control of industrial operations issues quickly with integrated tools and applications

Minimize risk Security and Safety

Protect physical and network assets, * Automate and enforce access control, provide identity services
intellectual property, and workers with by user, device, and location with Cisco Identity Service Engine
a comprehensive security and safety * Integrate and secure data into a single information management
architecture and decision support system with real-time visibility

*  Align to industrial security and worker safety standards

Next Steps

Design and Implementation Guides can be found at the following URLs:

Rockwell Automation alliance and joint wmmmmmwg
validated designs, like CPWE, visit: - lseo Jesion Zons

www.cisco.com/go/rockwellautomation For purchase information, reach out to your local sales office or distributor

To learn more about the Cisco and
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http://www.rockwellautomation.com/global/products-technologies/network-technology/architectures.page
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-manufacturing/landing_ettf.html
https://locator.rockwellautomation.com/SalesOffice
https://locator.rockwellautomation.com/Distributor

