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1.1 Apache Commons Compress 1.8.1

1.1.1 Available under license :
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).
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"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
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as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
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the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.
To apply the Apache License to your work, attach the following

boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include

Open Source Used In Network Insights Advisor 1.0.0



the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Apache Commons Compress
Copyright 2002-2014 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Thefilesin the package org.apache.commons.compress.archivers.sevenz
were derived from the LZMA SDK, version 9.20 (C/ and CPP/7zip/),
which has been placed in the public domain:

"LZMA SDK isplaced in the public domain." (http://www.7-zip.org/sdk.html)

1.2 asnlcrypto 0.24.0

1.2.1 Available under license :
Copyright (c) 2015-2017 Will Bond <will @wbond.net>

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the " Software"), to deal in
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
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IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.3 atomicwrites 1.3.0
1.3.1 Available under license :

Copyright (c) 2015-2016 Markus Unterwaditzer

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the " Software"), to deal in
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.4 attrs 19.1.0

1.4.1 Available under license :

License and Credits

“attrs’ islicensed under the "MIT <https://choosealicense.com/licenses/mit/>"__license.
The full license text can be also found in the “source code repository <https://github.com/python-
attrs/attrs/blob/master/LICENSE>" .

..include:: ../AUTHORS.rst
The MIT License (MIT)

Copyright (c) 2015 Hynek Schlawack

13
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Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.5 autoprefixer 7.1.6

1.5.1 Available under license :

MIT License

SPDX short identifier: MIT

Copyright <YEAR> <COPYRIGHT HOLDER>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.6 avro 1.8.2

14
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1.6.1 Available under license:

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
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the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:
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(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.
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7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]
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Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Apache Avro
Copyright 2009-2017 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

1.7 avro-python3 1.8.2

1.7.1 Available under license :

Apache Avro
Copyright 2010-2015 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
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otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
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worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
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of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.8 axios 0.18.0

1.8.1 Available under license :
Copyright (c) 2014-present Matt Zabriskie

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
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to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.9 babel-core 6.26.0

1.10 babel-eslint 7.2.3

1.10.1 Available under license :

Copyright (c) 2014-2016 Sebastian M cK enzie <sebmck@gmail.com>

MIT License

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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1.11 babel-jest 20.0.3

1.11.1 Available under license :
The 3-Clause BSD License

SPDX short identifier: BSD-3-Clause

Note: This license has also been called the "New BSD License" or "Modified BSD License". See also the 2-clause
BSD License.

Copyright <YEAR> <COPYRIGHT HOLDER>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS"ASIS' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.12 babel-loader 7.1.2

1.12.1 Available under license :
Copyright (c) 2014-2016 L us Couto <hello@l uiscouto.pt>

MIT License

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
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distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.13 babel-polyfill 6.26.0

1.14 babel-preset-es2015 6.24.1

1.15 babel-preset-react 6.24.1

1.16 babel-preset-react-app 3.1.2

1.16.1 Available under license :

MIT License

SPDX short identifier: MIT

Copyright <YEAR> <COPYRIGHT HOLDER>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit

persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
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THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.17 babel-runtime 6.26.0

1.18 case-sensitive-paths-webpack-plugin

2.1.1

1.18.1 Available under license :

MIT License
SPDX short identifier: MIT
Copyright <YEAR> <COPYRIGHT HOLDER>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.19 certifi 2019.3.9

1.19.1 Available under license :

This packge contains a modified version of ca-bundle.crt:

ca-bundle.crt -- Bundle of CA Root Certificates
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Certificate datafrom Mozillaas of: Thu Nov 3 19:04:19 2011#

Thisisabundle of X.509 certificates of public Certificate Authorities

(CA). These were automatically extracted from Mozilla's root certificates

file (certdatatxt). Thisfile can befound in the mozilla source tree:
http://mxr.mozilla.org/mozill a/source/security/nss/lib/ckfw/builting/certdata. txt raw=1#
It contains the certificates in PEM format and therefore

can be directly used with curl / libcurl / php_curl, or with

an Apache+mod_ssl webserver for SSL client authentication.

Just configure thisfile as the SSLCACertificateFile.#

*xxxx BEGIN LICENSE BLOCK *****

This Source Code Form is subject to the terms of the Mozilla Public License,
v. 2.0. If acopy of the MPL was not distributed with thisfile, Y ou can obtain
one at http://mozilla.org/MPL/2.0/.

**x%x END LICENSE BLOCK *****
@(#) SRCfile: certdatatxt,v $ $Revision: 1.80 $ $Date: 2011/11/03 15:11:58 $

1.20 chalk 1.1.3

1.20.1 Available under license :

The MIT License (MIT)

Copyright (c) Sindre Sorhus <sindresorhus@gmail.com> (sindresorhus.com)

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.
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1.21 css-loader 0.28.7

1.21.1 Available under license :
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.22 Data Mapper for Jackson 1.9.13 :ASL

License
1.22.1 Available under license :

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMSAND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
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control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
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documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
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work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
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of this license document, but changing it is not allowed.

[Thisisthefirst released version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the
softwareisfreefor al its users.

Thislicense, the Lesser General Public License, applies to some specially designated software packages--typicaly
libraries--of the Free Software Foundation and other authors who decide to useit. Y ou can use it too, but we suggest
you first think carefully about whether this license or the ordinary General Public License is the better strategy to
use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if
you wish); that you receive source code or can get it if you want it; that you can change the software and use pieces
of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to
surrender these rights. These restrictions transate to certain responsibilities for you if you distribute copies of the
library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for afee, you must give the recipients al the
rights that we gave you. Y ou must make sure that they, too, receive or can get the source code. If you link other code
with the library, you must provide complete object files to the recipients, so that they can relink them with the
library after making changes to the library and recompiling it. And you must show them these terms so they know
their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which
givesyou legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the freelibrary. Also, if the
library is modified by someone else and passed on, the recipients should know that what they have is not the original
version, so that the original author's reputation will not be affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a
company cannot effectively restrict the users of afree program by obtaining arestrictive license from a patent
holder. Therefore, we insist that any patent license obtained for aversion of the library must be consistent with the
full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This

license, the GNU Lesser General Public License, appliesto certain designated libraries, and is quite different from
the ordinary General Public License. We use thislicense for certain librariesin order to permit linking those libraries
into non-free programs.
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When aprogram is linked with alibrary, whether statically or using a shared library, the combination of thetwo is
legally speaking a combined work, a derivative of the original library. The ordinary General Public License
therefore permits such linking only if the entire combination fits its criteria of freedom. The Lesser General Public
License permits more lax criteriafor linking other code with the library.

We call thislicense the "L esser" General Public License because it does Lessto protect the user's freedom than the
ordinary General Public License. It also provides other free software developers Less of an advantage over
competing non-free programs. These disadvantages are the reason we use the ordinary General Public License for
many libraries. However, the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library,
so that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A
more frequent caseis that afreelibrary does the same job aswidely used non-free libraries. In this case, there is
little to gain by limiting the free library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use
alarge body of free software. For example, permission to use the GNU C Library in non-free programs enables
many more people to use the whole GNU operating system, aswell asits variant, the GNU/Linux operating system.

Although the Lesser General Public Licenseis Less protective of the users freedom, it does ensure that the user of a
program that is linked with the Library has the freedom and the wherewithal to run that program using a modified
version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
difference between a "work based on the library" and a"work that uses the library". The former contains code
derived from the library, whereas the latter must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement appliesto any software library or other program which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General Public
License (also called "this License"). Each licensee is addressed as "you'".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with
application programs (which use some of those functions and data) to form executables.

The"Library", below, refersto any such software library or work which has been distributed under these terms. A
"work based on the Library" means either the Library or any derivative work under copyright law: that isto say, a
work containing the Library or aportion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation isincluded without limitation in the term
"modification".)

"Source code" for awork means the preferred form of the work for making modificationsto it. For alibrary,
complete source code means all the source code for all modulesit contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running a program using the Library is not restricted, and output from such a program is covered
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only if its contents constitute awork based on the Library (independent of the use of the Library in atool for writing
it). Whether that is true depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and distribute a copy of this License along with the Library.

Y ou may charge afee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for afee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming awork based on the
Library, and copy and distribute such modifications or work under the terms of Section 1 above, provided that you
also meet all of these conditions:

a) The modified work must itself be a software library.

b) Y ou must cause the files modified to carry prominent notices stating that you changed the files and the date of
any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

d) If afacility in the modified Library refersto afunction or atable of datato be supplied by an application program
that uses the facility, other than as an argument passed when the facility isinvoked, then you must make a good faith
effort to ensure that, in the event an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, afunction in alibrary to compute square roots has a purpose that is entirely well-defined independent
of the application. Therefore, Subsection 2d requires that any application-supplied function or table used by this
function must be optional: if the application does not supply it, the square root function must still compute square
roots.)

These requirements apply to the modified work as awhole. If identifiable sections of that work are not derived from
the Library, and can be reasonably considered independent and separate works in themselves, then this License, and
its terms, do not apply to those sections when you distribute them as separate works. But when you distribute the
same sections as part of awhole which is awork based on the Library, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather,
the intent isto exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with awork based on
the Library) on avolume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this Licenseto agiven
copy of the Library. To do this, you must ater all the notices that refer to this License, so that they refer to the
ordinary GNU General Public License, version 2, instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify that version instead if you wish.) Do not
make any other change in these notices.
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Once this change is made in agiven copy, it isirreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not alibrary.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you accompany it with the complete
corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above
on amedium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place satisfies the requirement to distribute the source code, even
though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by
being compiled or linked withit, is called a"work that uses the Library". Such awork, inisolation, isnot a
derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a"work that uses the Library" with the Library creates an executable that is a derivative of the
Library (becauseit contains portions of the Library), rather than a"work that uses the library". The executableis
therefore covered by this License. Section 6 states terms for distribution of such executables.

When a"work that uses the Library" uses material from a header file that is part of the Library, the object code for
the work may be a derivative work of the Library even though the source code is not. Whether thisistrueis
especialy significant if the work can be linked without the Library, or if the work isitself alibrary. The threshold
for thisto be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether
itislegally aderivative work. (Executables containing this object code plus portions of the Library will still fall
under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms
of Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked directly
with the Library itself.

6. As an exception to the Sections above, you may also combine or link a"work that uses the Library" with the
Library to produce awork containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer's own use and reverse engineering for
debugging such modifications.

Y ou must give prominent notice with each copy of the work that the Library is used in it and that the Library and its
use are covered by this License. Y ou must supply acopy of this License. If the work during execution displays
copyright notices, you must include the copyright notice for the Library among them, as well as areference directing
the user to the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including
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whatever changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work
is an executable linked with the Library, with the complete machine-readable "work that usesthe Library", as object
code and/or source code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of definitions filesin the
Library will not necessarily be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at
run time a copy of the library already present on the user's computer system, rather than copying library functions
into the executable, and (2) will operate properly with amodified version of the library, if the user installs one, as
long as the modified version is interface-compatible with the version that the work was made with.

¢) Accompany the work with awritten offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to
copy the above specified materials from the same place.

€) Verify that the user has already received a copy of these materials or that you have aready sent this user a copy.
For an executable, the required form of the "work that uses the Library" must include any data and utility programs
needed for reproducing the executable from it. However, as a special exception, the materials to be distributed need
not include anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself
accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not
normally accompany the operating system. Such a contradiction means you cannot use both them and the Library
together in an executable that you distribute.

7. You may place library facilities that are awork based on the Library side-by-side in asingle library together with
other library facilities not covered by this License, and distribute such a combined library, provided that the separate
distribution of the work based on the Library and of the other library facilities is otherwise permitted, and provided
that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any other
library facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it isawork based on the Library, and
explaining where to find the accompanying uncombined form of the same work.

8. Y ou may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or rights, from
you under this License will not have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Library or its derivative works. These actions are prohibited by law if you do
not accept this License. Therefore, by modifying or distributing the Library (or any work based on the Library), you
indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or
modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a
license from the original licensor to copy, distribute, link with or modify the Library subject to these terms and
conditions. Y ou may not impose any further restrictions on the recipients' exercise of the rights granted herein. You
are not responsible for enforcing compliance by third parties with this License.
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11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited
to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as
to satisfy simultaneously your obligations under this License and any other pertinent obligations, then asa
consequence you may not distribute the Library at all. For example, if a patent license would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section isintended to apply, and the section as awhole isintended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software
distribution system which isimplemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application of
that system; it is up to the author/donor to decide if he or sheiswilling to distribute software through any other
system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies aversion number of this License
which appliesto it and "any later version", you have the option of following the terms and conditions either of that
version or of any later version published by the Free Software Foundation. If the Library does not specify alicense
version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision
will be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY ISLICENSED FREE OF CHARGE, THERE ISNO WARRANTY FOR THE
LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "ASIS'
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
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PARTICULAR PURPOSE. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE
LIBRARY ISWITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY ASPERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN |IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Your New Libraries

If you develop anew library, and you want it to be of the greatest possible use to the public, we recommend making
it free software that everyone can redistribute and change. Y ou can do so by permitting redistribution under these
terms (or, aternatively, under the terms of the ordinary General Public License).

To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source
file to most effectively convey the exclusion of warranty; and each file should have at least the "copyright” line and
a pointer to where the full noticeis found.

one lineto give the library's name and an idea of what it does.
Copyright (C) year name of author

Thislibrary is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

Thislibrary is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. Seethe GNU
Lesser General Public License for more details.

Y ou should have received a copy of the GNU Lesser General Public

License along with thislibrary; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Also add information on how to contact you by electronic and paper mail.

Y ou should also get your employer (if you work as a programmer) or your school, if any, to sign a"copyright
disclaimer” for the library, if necessary. Here is a sample; ater the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in
thelibrary 'Frob' (alibrary for tweaking knobs) written
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by James Random Hacker.

signature of Ty Coon, 1 April 1990
Ty Coon, President of Vice

That's al thereistoit!

/* Jackson JSON-processor.

*

* Copyright (c) 2007- Tatu Saloranta, tatu.sal oranta@iki.fi
*
* Licensed under the License specified in file LICENSE, included with
* the source code and binary code bundles.
* Y ou may not use thisfile except in compliance with the License.
*
* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "ASIS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*
/

1.23 date-input-polyfill 2.14.0

1.23.1 Available under license :
The MIT License (MIT)

Copyright (c) 2016 liorwohl

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.
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1.24 dotenv 4.0.0

1.24.1 Available under license :
The 2-Clause BSD License

SPDX short identifier: BSD-2-Clause

Note: Thislicense has also been called the "Simplified BSD License" and the "FreeBSD License". See aso the 3-
clause BSD License.

Copyright <YEAR> <COPYRIGHT HOLDER>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.25 dotenv-expand 4.2.0

1.25.1 Available under license :
Copyright (c) 2016, Scott Motte
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
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and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.26 elasticsearch 6.3.1

1.26.1 Available under license :

Mozilla Public License Version 2.0

1. Definitions

1.1. "Contributor"
means each individual or legal entity that creates, contributesto
the creation of, or owns Covered Software.

1.2. "Contributor Version"
means the combination of the Contributions of others (if any) used
by a Contributor and that particular Contributor's Contribution.

1.3. "Contribution"
means Covered Software of a particular Contributor.

1.4. "Covered Software"
means Source Code Form to which the initial Contributor has attached
the notice in Exhibit A, the Executable Form of such Source Code
Form, and Modifications of such Source Code Form, in each case
including portions thereof.

1.5. "Incompatible With Secondary Licenses'
means

(a) that the initial Contributor has attached the notice described
in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of
version 1.1 or earlier of the License, but not also under the
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terms of a Secondary License.

1.6. "Executable Form"
means any form of the work other than Source Code Form.

1.7. "Larger Work"
means awork that combines Covered Software with other material, in
aseparatefile or files, that is not Covered Software.

1.8. "License"
means this document.

1.9. "Licensable"
means having the right to grant, to the maximum extent possible,
whether at the time of the initial grant or subsequently, any and
all of the rights conveyed by this License.

1.10. "Modifications"
means any of the following:

(a) any file in Source Code Form that results from an addition to,
deletion from, or modification of the contents of Covered
Software; or

(b) any new file in Source Code Form that contains any Covered
Software.

1.11. "Patent Claims" of a Contributor
means any patent claim(s), including without limitation, method,
process, and apparatus claims, in any patent Licensable by such
Contributor that would be infringed, but for the grant of the
License, by the making, using, selling, offering for sale, having
made, import, or transfer of either its Contributions or its
Contributor Version.

1.12. "Secondary License"
means either the GNU General Public License, Version 2.0, the GNU
Lesser General Public License, Version 2.1, the GNU Affero General
Public License, Version 3.0, or any later versions of those
licenses.

1.13. "Source Code Form"
means the form of the work preferred for making modifications.

1.14."You" (or "Your")
means an individual or alegal entity exercising rights under this
License. For legal entities, "You" includes any entity that
controls, is controlled by, or is under common control with Y ou. For
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purposes of this definition, "control” means (a) the power, direct
or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license:

(a) under intellectual property rights (other than patent or trademark)
Licensable by such Contributor to use, reproduce, make available,
maodify, display, perform, distribute, and otherwise explait its
Contributions, either on an unmodified basis, with Modifications, or
as part of aLarger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer
for sale, have made, import, and otherwise transfer either its
Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution
become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under
this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License.
Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software;
or

(b) for infringements caused by: (i) Y our and any other third party's
modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor
Version); or

(c) under Patent Claims infringed by Covered Software in the absence of
its Contributions.
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This License does not grant any rightsin the trademarks, service marks,
or logos of any Contributor (except as may be necessary to comply with
the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as aresult of Y our choice to
distribute the Covered Software under a subseguent version of this
License (see Section 10.2) or under the terms of a Secondary License (if
permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believesits
Contributions are its original creation(s) or it has sufficient rights
to grant the rights to its Contributions conveyed by this License.

2.6. Fair Use

This Licenseis not intended to limit any rights Y ou have under
applicable copyright doctrines of fair use, fair dealing, or other
equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted
in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any
Modifications that Y ou create or to which Y ou contribute, must be under
the terms of this License. Y ou must inform recipients that the Source
Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. Y ou may not
attempt to alter or restrict the recipients' rightsin the Source Code

Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code
Form, as described in Section 3.1, and Y ou must inform recipients of
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the Executable Form how they can obtain a copy of such Source Code
Form by reasonable meansin atimely manner, at a charge no more
than the cost of distribution to the recipient; and

(b) You may distribute such Executable Form under the terms of this
License, or sublicense it under different terms, provided that the
license for the Executable Form does not attempt to limit or alter
the recipients rights in the Source Code Form under this License.

3.3. Digtribution of aLarger Work

Y ou may create and distribute a Larger Work under terms of Y our choice,
provided that Y ou also comply with the requirements of this License for

the Covered Software. If the Larger Work is a combination of Covered
Software with awork governed by one or more Secondary Licenses, and the
Covered Software is hot Incompatible With Secondary Licenses, this
License permits Y ou to additionally distribute such Covered Software

under the terms of such Secondary License(s), so that the recipient of

the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary
License(s).

3.4. Notices

Y ou may not remove or ater the substance of any license notices
(including copyright notices, patent notices, disclaimers of warranty,
or limitations of liability) contained within the Source Code Form of
the Covered Software, except that Y ou may alter any license noticesto
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Y ou may choose to offer, and to charge a fee for, warranty, support,
indemnity or liability obligationsto one or more recipients of Covered
Software. However, Y ou may do so only on Y our own behalf, and not on
behalf of any Contributor. Y ou must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by

Y ou alone, and Y ou hereby agree to indemnify every Contributor for any
liability incurred by such Contributor as a result of warranty, support,
indemnity or liability terms Y ou offer. Y ou may include additional
disclaimers of warranty and limitations of liability specific to any
jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it isimpossible for Y ou to comply with any of the terms of this
License with respect to some or all of the Covered Software due to
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statute, judicial order, or regulation then Y ou must: (a) comply with
the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must
be placed in atext file included with al distributions of the Covered
Software under this License. Except to the extent prohibited by statute
or regulation, such description must be sufficiently detailed for a
recipient of ordinary skill to be able to understand it.

5. Termination

5.1. Therights granted under this License will terminate automatically

if You fail to comply with any of its terms. However, if Y ou become
compliant, then the rights granted under this License from a particular
Contributor are reinstated (@) provisionally, unless and until such
Contributor explicitly and finally terminates Y our grants, and (b) on an
ongoing basis, if such Contributor failsto notify You of the
non-compliance by some reasonable means prior to 60 days after Y ou have
come back into compliance. Moreover, Y our grants from a particular
Contributor are reinstated on an ongoing basisif such Contributor
notifies Y ou of the non-compliance by some reasonable means, thisisthe
first time 'Y ou have received notice of non-compliance with this License
from such Contributor, and Y ou become compliant prior to 30 days after
Y our receipt of the notice.

5.2.1f Youinitiate litigation against any entity by asserting a patent
infringement claim (excluding declaratory judgment actions,
counter-claims, and cross-claims) alleging that a Contributor Version
directly or indirectly infringes any patent, then the rights granted to

Y ou by any and all Contributors for the Covered Software under Section
2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all

end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Y our distributors under this License
prior to termination shall survive termination.

hhkkkhkkhkkhhkkkhhkhhkkhhhhhkhhhhhhhhkkhhhhhkhhhkhhhkhhhhhkhhhhhhhhhhhdhhhhkkhhhkdhkhkhxkxx*x

* *

* 6. Disclaimer of Warranty *
* *

* *

* Covered Software is provided under thisLicenseon an "asis'  *
* basis, without warranty of any kind, either expressed, implied, or *
* statutory, including, without limitation, warrantiesthat the ~ *

* Covered Software is free of defects, merchantable, fit for a *

* particular purpose or non-infringing. The entirerisk astothe  *

* quality and performance of the Covered Software iswith Y ou. *
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*

Should any Covered Software prove defective in any respect, You *
* (not any Contributor) assume the cost of any necessary servicing, *

* repair, or correction. This disclaimer of warranty constitutesan *

* essential part of this License. No use of any Covered Softwareis *

* authorized under this License except under this disclaimer. *

* *
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* *

* 7. Limitation of Liability *

* *

* *

* Under no circumstances and under no legal theory, whether tort ~ *

* (including negligence), contract, or otherwise, shall any *
* Contributor, or anyone who distributes Covered Software as *
* permitted above, be liable to Y ou for any direct, indirect, *

* gpecial, incidental, or consequential damages of any character  *

* including, without limitation, damages for lost profits, lossof  *

* goodwill, work stoppage, computer failure or malfunction, or any *
* and all other commercial damages or losses, even if such party  *
* ghall have been informed of the possibility of such damages. This *
* |imitation of liability shall not apply to liability for death or *

* personal injury resulting from such party's negligencetothe  *

* extent applicable law prohibits such limitation. Some *

* jurisdictions do not allow the exclusion or limitation of *

* incidental or consequential damages, so this exclusion and *
* limitation may not apply to Y ou. *

* *
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8. Litigation

Any litigation relating to this License may be brought only in the
courts of ajurisdiction where the defendant maintains its principal
place of business and such litigation shall be governed by laws of that
jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party's ability to bring
cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject
matter hereof. If any provision of this Licenseisheld to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. Any law or regulation which provides

Open Source Used In Network Insights Advisor 1.0.0



that the language of a contract shall be construed against the drafter
shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section
10.3, no one other than the license steward has the right to modify or
publish new versions of this License. Each version will be given a
distinguishing version number.

10.2. Effect of New Versions

Y ou may distribute the Covered Software under the terms of the version
of the License under which Y ou originally received the Covered Software,
or under the terms of any subsequent version published by the license
steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to
create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove
any references to the name of the license steward (except to note that
such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary
Licenses

If Y ou choose to distribute Source Code Form that is Incompatible With
Secondary Licenses under the terms of this version of the License, the

notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public
License, v. 2.0. If acopy of the MPL was not distributed with this
file, You can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular

file, then Y ou may include the notice in alocation (such asa LICENSE
filein arelevant directory) where arecipient would be likely to look
for such anotice.

Y ou may add additional accurate notices of copyright ownership.
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Exhibit B - "Incompatible With Secondary Licenses' Notice

This Source Code Form is "Incompatible With Secondary Licenses', as
defined by the Mozilla Public License, v. 2.0.
This product includes software devel oped by
The Apache Software Foundation (http://www.apache.org/).
Except where otherwise noted in the source code (e.g. the files hash.c,
list.c and the trio files, which are covered by a similar licence but
with different Copyright notices) all thefiles are:

Copyright (C) 1998-2003 Daniel Veillard. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is fur-
nished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FIT-
NESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
DANIEL VEILLARD BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CON-
NECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of Daniel Veillard shall not
be used in advertising or otherwise to promote the sale, use or other deal-
ings in this Software without prior written authorization from him.
name,version,revision,url,license,copyright
Visual Studio 2013 Express Runtime Libraries,12.0,,https://www.visual studio.com,Custom; https://s3-eu-west-
1.amazonaws.com/prel ert-artifacts/dependencies/License Visua Studio 2013 Express English_b8a9dbcl-1fd4-
4103-a33b-a2896f 193ea0.htm,Copyright (C) Microsoft Corporation
Copyright (C) 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is, without any express or implied
warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

51

Open Source Used In Network Insights Advisor 1.0.0



1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler

jloup@gzip.org madl er@al umni.caltech.edu

name,version,revision,url,license,copyright

RapidXml,1.13,,http://rapidxml.sourceforge.net, MI T," Copyright (c) 2006, 2007 Marcin Kalicinski"
name,version,revision,url,license,copyright

Apache Portable Runtime Library,1.5.2,,https://apr.apache.org,Apache-2.0,Copyright (c) 2000-2015 The Apache
Software Foundation

The Moby lexicon project is complete and has

been place into the public domain. Use, sdll,

rework, excerpt and use in any way on any platform.

Placing this material on internal or public serversis
also encouraged. The compiler is not aware of any
export restrictions so freely distribute world-wide.

Y ou can verify the public domain status by contacting

Grady Ward

3449 Martha Ct.

Arcata, CA 95521-4884

daedal @myreal box.com >>

Tencent is pleased to support the open source community by making

RapidJSON available.

Copyright (C) 2015 THL A29 Limited, a Tencent company, and Milo Yip.
All rights reserved.

Terms of the MIT License:

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the " Software"),
to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software.
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THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGSIN THE SOFTWARE.

Use of this software is granted under one of the following two licenses,

to be chosen freely by the user.

1. Boost Software License - Version 1.0 - August 17th, 2003

Copyright (c) 2006, 2007 Marcin Kalicinski

Permission is hereby granted, free of charge, to any person or organization
obtaining a copy of the software and accompanying documentation covered by
thislicense (the " Software") to use, reproduce, display, distribute,

execute, and transmit the Software, and to prepare derivative works of the
Software, and to permit third-parties to whom the Software is furnished to

do so, all subject to the following:

The copyright notices in the Software and this entire statement, including
the above license grant, this restriction and the following disclaimer,

must be included in all copies of the Software, in whole or in part, and

all derivative works of the Software, unless such copies or derivative

works are solely in the form of machine-executable object code generated by
a source language processor.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT
SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE SOFTWARE BE LIABLE
FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGSIN THE SOFTWARE.

2. The MIT License

Copyright (c) 2006, 2007 Marcin Kalicinski

Permission is hereby granted, free of charge, to any person obtaining a copy

of this software and associated documentation files (the " Software"), to deal

in the Software without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do so,
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subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL

THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS

IN THE SOFTWARE.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
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Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work
(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
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or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
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by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.
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To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Of the two options provided, Elastic chooses to license RapidXml under the
MIT License.
The collective work is Copyright 2000-2011 by Kevin Atkinson as well
as any of the copyrights mentioned below:

Copyright 2000-2011 by Kevin Atkinson

Permission to use, copy, modify, distribute and sell these word

lists, the associated scripts, the output created from the scripts,

and its documentation for any purpose is hereby granted without fee,
provided that the above copyright notice appearsin all copies and
that both that copyright notice and this permission notice appear in
supporting documentation. Kevin Atkinson makes no representations
about the suitability of this array for any purpose. It is provided
"asis' without express or implied warranty.

Alan Beale <biljir@pobox.com> also deserves specia credit as he has,
in addition to providing the 12Dicts package and being a major
contributor to the ENABLE word list, given me an incredible amount of
feedback and created a number of special lists (those found in the
Supplement) in order to help improve the overall quality of SCOWL.

The 10 level includes the 1000 most common English words (according to
the Moby (TM) Words || [MWords] package), a subset of the 1000 most
common words on the Internet (again, according to Moby Words 1), and
frequently class 16 from Brian Kelk's "UK English Wordlist
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with Frequency Classification".
The MWords package was explicitly placed in the public domain:

The Moby lexicon project is complete and has
been place into the public domain. Use, sell,
rework, excerpt and use in any way on any platform.

Placing this material on internal or public serversis
also encouraged. The compiler is not aware of any
export restrictions so freely distribute world-wide.

Y ou can verify the public domain status by contacting

Grady Ward
3449 Martha Ct.
Arcata, CA 95521-4884

grady @netcom.com
grady @northcoast.com

The"UK English Wordlist With Frequency Classification" isalso in the
Public Domain:

Date: Sat, 08 Jul 2000 20:27:21 +0100
From: Brian Kelk <Brian.Kelk@cl.cam.ac.uk>

> | was wondering what the copyright status of your "UK English
> Wordlist With Frequency Classification” word list asit seemsto
> be lacking any copyright notice.

There were many many sourcesin total, but any text marked
"copyright" was avoided. Locally-written documentation was one
source. An earlier version of thelist resided in afilespace called
PUBLIC on the University mainframe, because it was considered public
domain.
Date: Tue, 11 Jul 2000 19:31:34 +0100
> So are you saying your word list is also in the public domain?
That isthe intention.
The 20 level includes frequency classes 7-15 from Brian'sword list.
The 35 level includes frequency classes 2-6 and words appearing in at

least 11 of 12 dictionaries as indicated in the 12Dicts package. All
words from the 12Dicts package have had likely inflections added via
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my inflection database.
The 12Dicts package and Supplement isin the Public Domain.

The WordNet database, which was used in the creation of the
Inflections database, is under the following copyright:

This software and database is being provided to you, the LICENSEE,
by Princeton University under the following license. By obtaining,
using and/or copying this software and database, you agree that you
have read, understood, and will comply with these terms and
conditions.:

Permission to use, copy, modify and distribute this software and
database and its documentation for any purpose and without fee or
royalty is hereby granted, provided that you agree to comply with
the following copyright notice and statements, including the
disclaimer, and that the same appear on ALL copies of the software,
database and documentation, including modifications that you make
for internal use or for distribution.

WordNet 1.6 Copyright 1997 by Princeton University. All rights
reserved.

THIS SOFTWARE AND DATABASE ISPROVIDED "ASIS" AND PRINCETON
UNIVERSITY MAKES NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED. BY WAY OF EXAMPLE, BUT NOT LIMITATION, PRINCETON

UNIVERSITY MAKES NO REPRESENTATIONS OR WARRANTIES OF MERCHANT-
ABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE
LICENSED SOFTWARE, DATABASE OR DOCUMENTATION WILL NOT INFRINGE ANY
THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

The name of Princeton University or Princeton may not be used in
advertising or publicity pertaining to distribution of the software
and/or database. Title to copyright in this software, database and
any associated documentation shall at all times remain with
Princeton University and LICENSEE agrees to preserve same.

The 40 level includes words from Alan's 3ed list found in version 4.0
of his 12dicts package. Like his other stuff the 3edl listisalsointhe
public domain.

The 50 level includes Brian's frequency class 1, words words appearing
in at least 5 of 12 of the dictionaries as indicated in the 12Dicts
package, and uppercase words in at least 4 of the previous 12
dictionaries. A decent number of proper namesis also included: The
top 1000 male, female, and Last names from the 1990 Census report; a
list of names sent to me by Alan Bedle; and afew namesthat | added
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myself. Finally asmall list of abbreviations not commonly found in
other word listsisincluded.

The name files form the Census report is a government document which |
don't think can be copyrighted.

The file specia-jargon.50 uses common.lst and word.Ist from the
"Unofficial Jargon File Word Lists' which is derived from "The Jargon
File". All of which isin the Public Domain. Thisfile also contain
afew extra UNIX terms which are found in the file "unix-terms" in the
special/ directory.

The 55 level includes words from Alan's 2of4brif list found in version
4.0 of his 12dicts package. Like his other stuff the 2of4brif is also
in the public domain.

The 60 level includes all words appearing in at least 2 of the 12
dictionaries as indicated by the 12Dicts package.

The 70 level includes Brian's frequency class 0 and the 74,550 common
dictionary words from the MWords package. The common dictionary words,
like those from the 12Dicts package, have had all likely inflections

added. The 70 level also included the 5desk list from version 4.0 of

the 12Dics package which is the public domain.

The 80 level includes the ENABLE word list, all thelistsin the

ENABLE supplement package (except for ABLE), the "UK Advanced Cryptics
Dictionary" (UKACD), thelist of signature wordsin from Y AWL package,

and the 10,196 places list from the MWords package.

The ENABLE package, mainted by M\Cooper <thegrendel @theriver.com>,
isin the Public Domain:

The ENABLE master word list, WORD.LST, is herewith formally released
into the Public Domain. Anyoneisfreeto useit or distributeit in

any manner they see fit. No fee or registration isrequired for its

use nor are "contributions" solicited (if you feel you absolutely

must contribute something for your own peace of mind, the authors of
the ENABLE list ask that you make a donation on their behalf to your
favorite charity). Thisword list is our gift to the Scrabble

community, as an aternate to "official" word lists. Game designers

may feel freeto incorporate the WORD.L ST into their games. Please
mention the source and credit us as originators of the list. Note

that if you, as a game designer, use the WORD.L ST in your product,

you may still copyright and protect your product, but you may * not*
legally copyright or in any way restrict redistribution of the

WORD.LST portion of your product. This*may* under law restrict your
rightsto restrict your users' rights, but that is only fair.
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UKACD, by JRoss Beresford <ross@bryson.demon.co.uk>, is under the
following copyright:

Copyright (c) J Ross Beresford 1993-1999. All Rights Reserved.

The following restriction is placed on the use of this publication:

if The UK Advanced Cryptics Dictionary is used in a software package
or redistributed in any form, the copyright notice must be

prominently displayed and the text of this document must be included
verbatim.

There are no other restrictions: | would like to see the list
distributed as widely as possible.

The 95 level includes the 354,984 single words, 256,772 compound

words, 4,946 female names and the 3,897 male names, and 21,986 names

from the MWords package, ABLE.LST from the ENABLE Supplement, and some
additional words found in my part-of-speech database that were not

found anywhere else.

Accent information was taken from UKACD.

My VARCON package was used to create the American, British, and
Canadian word list.

Since the original word lists used used in the VARCON package came
from the Ispell distribution they are under the Ispell copyright:

Copyright 1993, Geoff Kuenning, Granada Hills, CA
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All modifications to the source code must be clearly marked as
such. Binary redistributions based on modified source code
must be clearly marked as modified versions in the documentation
and/or other materials provided with the distribution.

(clause 4 removed with permission from Geoff Kuenning)

5. The name of Geoff Kuenning may not be used to endorse or promote
products derived from this software without specific prior
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written permission.

THIS SOFTWARE ISPROVIDED BY GEOFF KUENNING AND CONTRIBUTORS “AS
IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL GEOFF
KUENNING OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

Apache Portable Runtime Utility Library

Copyright (c) 2009 The A pache Software Foundation.

This product includes software devel oped by
The Apache Software Foundation (http://www.apache.org/).

Portions of this software were developed at the National Center
for Supercomputing Applications (NCSA) at the University of
Illinois at Urbana-Champaign.

This software contains code derived from the RSA Data Security

Inc. MD5 Message-Digest Algorithm, including various

modifications by Spyglass Inc., Carnegie Mellon University, and

Bell Communications Research, Inc (Bellcore).

name,version,revision,url,license,copyright

GCC Runtime Library,6.2.0,6ac74a62ba7258299cf 85f bef 9bf45333ddf 10c0, https://gcc.gnu.org,GPL-3.0 WITH
GCC-exception-3.1,"Copyright (C) 2016 Free Software Foundation, Inc."

The msinttypes r29

Copyright (c) 2006-2013 Alexander Chemeris

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

* Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of copyright holder nor the names of its contributors may
be used to endorse or promote products derived from this software without
specific prior written permission.
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THIS SOFTWARE ISPROVIDED BY THE REGENTS AND CONTRIBUTORS "ASIS'

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,

THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS AND CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,

OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

name,version,revision,url,license,copyright

The msinttypes,r29,,https://code.googl e.com/archive/p/msinttypes/,BSD-3-Clause,Copyright (c) 2006-2013
Alexander Chemeris

name,version,revision,url,license,copyright

Boost C++ Libraries,1.65.1,,http://www.boost.org,BSL-1.0,

Copyright (c) 1997, 1998, 2005, 2008 The NetBSD Foundation, Inc.

All rights reserved.

This code was contributed to The NetBSD Foundation by Klaus Klein.
Heavily optimised by David Laight

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS
TASIS' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

name,version,revision,url,license,copyright

Libxml2,2.9.4, http://xmlsoft.org/,MIT,Copyright (C) 1998-2012 Daniel Veillard

Boost Software License - Version 1.0 - August 17th, 2003

Permission is hereby granted, free of charge, to any person or organization
obtaining a copy of the software and accompanying documentation covered by
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thislicense (the " Software") to use, reproduce, display, distribute,
execute, and transmit the Software, and to prepare derivative works of the
Software, and to permit third-parties to whom the Software is furnished to
do so, all subject to the following:

The copyright notices in the Software and this entire statement, including
the above license grant, this restriction and the following disclaimer,

must be included in all copies of the Software, in whole or in part, and

all derivative works of the Software, unless such copies or derivative

works are solely in the form of machine-executable object code generated by
a source language processor.

THE SOFTWARE ISPROVIDED "ASIS*', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. IN NO EVENT

SHALL THE COPYRIGHT HOLDERS OR ANYONE DISTRIBUTING THE SOFTWARE BE LIABLE

FOR ANY DAMAGES OR OTHER LIABILITY, WHETHER IN CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGSIN THE SOFTWARE.

name,version,revision,url,license,copyright

Apache Portable Runtime Utility Library,1.5.4,,https://apr.apache.org,A pache-2.0,Copyright (c) 2000-2014 The
Apache Software Foundation

name,version,revision,url,license,copyright

SCOWL,7.1,,http://wordlist.aspell.net,Custom; https://raw.githubusercontent.com/en-wl/wordli st/scowl -
7.1/scowl/Copyright,Copyright 2000-2011 by Kevin Atkinson

name,version,revision,url,license,copyright

Eigen,3.2.5,bdd17ee3blb3al66cd5ec36dcad4fclf 3faf 774a,http://eigen.tuxfamily.org, MPL-2.0,
name,version,revision,url,license,copyright

RapidJSON,1.1.0,f05edc9296507a9864d99931e203631c2ffd8d4a, http://rapidjson.org,MIT," Copyright (C) 2015
THL A29 Limited, a Tencent company, and Milo Yip"

name,version,revision,url,license,copyright

Apache Portable Runtime Iconv Library,1.2.1,,https://apr.apache.org,Apache-2.0,Copyright (c) 2000 Konstantin
Chuguev

name,version,revision,url,license,copyright

strptime, 1.35,, http://cvsweb.netbsd.org/bsdweb. cgi/src/lib/libe/time/strptime.c,BSD-2-Clause-NetBSD, " Copyright
(c) 1997, 1998, 2005, 2008 The NetBSD Foundation, Inc."

name,version,revision,url,license,copyright

Zlib,1.2.8,,http://zlib.net,Zlib,Copyright (C) 1995-2013 Jean-loup Gailly and Mark Adler

Apache Portable Runtime

Copyright (c) 2009 The A pache Software Foundation.

This product includes software devel oped by
The Apache Software Foundation (http://www.apache.org/).

Portions of this software were developed at the National Center
for Supercomputing Applications (NCSA) at the University of
Illinois at Urbana-Champaign.

65

Open Source Used In Network Insights Advisor 1.0.0



This software contains code derived from the RSA Data Security
Inc. MD5 Message-Digest Algorithm.

This software contains code derived from UNIX V7, Copyright(C)

Caldera International Inc.

name,version,revision,url,license,copyright

log4cxx,0.10.0,,https://logging.apache.org/l ogdcxx,Apache-2.0,Copyright 2004-2007 The Apache Software
Foundation

name,version,revision,url,license,copyright

Moby lexicon project,1,,http://icon.shef.ac.uk/Moby/,Public-Domain; http://icon.shef .ac.uk/Moby/,

GCC RUNTIME LIBRARY EXCEPTION

Version 3.1, 31 March 2009

Copyright (C) 2009 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this
license document, but changing it is not allowed.

This GCC Runtime Library Exception ("Exception") is an additional
permission under section 7 of the GNU General Public License, version
3 ("GPLv3"). It appliesto agiven file (the "Runtime Library") that
bears a notice placed by the copyright holder of the file stating that
thefileis governed by GPLv3 along with this Exception.

When you use GCC to compile a program, GCC may combine portions of
certain GCC header files and runtime libraries with the compiled
program. The purpose of this Exception isto allow compilation of
non-GPL (including proprietary) programsto use, in thisway, the

header files and runtime libraries covered by this Exception.

0. Definitions.

A fileisan "Independent Module" if it either requires the Runtime
Library for execution after a Compilation Process, or makes use of an
interface provided by the Runtime Library, but is not otherwise based
on the Runtime Library.

"GCC" means aversion of the GNU Compiler Collection, with or without
modifications, governed by version 3 (or a specified later version) of

the GNU General Public License (GPL) with the option of using any
subsequent versions published by the FSF.

"GPL-compatible Software" is software whose conditions of propagation,
modification and use would permit combination with GCC in accord with

the license of GCC.

"Target Code" refers to output from any compiler for areal or virtual
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target processor architecture, in executable form or suitable for

input to an assembler, loader, linker and/or execution

phase. Notwithstanding that, Target Code does not include datain any
format that is used as a compiler intermediate representation, or used
for producing a compiler intermediate representation.

The "Compilation Process' transforms code entirely represented in
non-intermediate languages designed for human-written code, and/or in
JavaVirtual Machine byte code, into Target Code. Thus, for example,
use of source code generators and preprocessors heed not be considered
part of the Compilation Process, since the Compilation Process can be
understood as starting with the output of the generators or
preprocessors.

A Compilation Processis"Eligible" if it is done using GCC, alone or

with other GPL-compatible software, or if it is done without using any
work based on GCC. For example, using non-GPL -compatible Software to
optimize any GCC intermediate representations would not qualify as an
Eligible Compilation Process.

1. Grant of Additional Permission.

Y ou have permission to propagate awork of Target Code formed by
combining the Runtime Library with Independent Modules, even if such
propagation would otherwise violate the terms of GPLVv3, provided that
all Target Code was generated by Eligible Compilation Processes. Y ou
may then convey such a combination under terms of your choice,
consistent with the licensing of the Independent Modules.

2. No Wesakening of GCC Copyleft.

The availability of this Exception does not imply any general
presumption that third-party software is unaffected by the copyleft
requirements of the license of GCC.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO EXPRESS 2013 FOR WINDOWS DESKTOP

These license terms are an agreement between Microsoft Corporation (or based
on where you live, one of its affiliates) and you. Please read them. They

apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft

* updates,

* supplements,

* Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those

terms apply.
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BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO
NOT USE THE SOFTWARE.

AS DESCRIBED BELOW, USING SOME FEATURES ALSO OPERATES AS YOUR CONSENT TO THE
TRANSMISSION OF CERTAIN STANDARD COMPUTER INFORMATION FOR INTERNET-BASED
SERVICES.

If you comply with these license terms, you have the rights below.

1. INSTALLATION AND USE RIGHTS.

a. Instalation and Use. One user may install and use any number of
copies of the software on your devices to design, develop and test your
programs.

b. Tria Edition. Theinitial installation of the softwareis atrial
edition. The length of thetrial period isthirty (30) days. Y ou may
convert your trial rights at any time to the full-use rights described
below by registering with Microsoft.  After the expiration of the 30-
day trial period, without registering, the trial edition will stop

running. Y ou may not be able to access data used with the trial edition
when it stops running.

¢. Included Microsoft Programs. The software contains other Microsoft
programs. The license terms with those programs apply to your use of
them.

d. Third Party Notices. Additional copyright notices and license terms
applicable to portions of the software are set forth in the
ThirdPartyNotices file accompanying the Microsoft software. In
addition to any terms and conditions of any third party license
identified in the ThirdPartyNoticesfile, the disclaimer of warranty

and limitation on and exclusion of remedies and damages provisions of
this agreement shall apply to all software in this distribution.

e. Additiona Licensing Requirements and/or Distribution Rights for Features
Made Available with the Software:

* Windows Phone Store. If you intend to make your program
available in the Windows Phone Store, you will need to comply with
the terms and conditions of the Windows Phone Store Application
Provider Agreement.

* Bing Maps. The software may include features that retrieve
content such as maps, images and other data through the Bing Maps

(or successor branded) application programming interface (the "Bing
Maps API") to create reports displaying data on top of maps, aerial

and hybrid imagery. If these features are included, you may use

these features to create and view dynamic or static documents only

in conjunction with and through methods and means of access
integrated in the software. Y ou may not otherwise copy, store,

archive, or create a database of the entity information including
business names, addresses and geocodes available through the Bing
Maps API Y ou may not use the Bing Maps API to provide sensor based
guidance/routing, nor use any Road Traffic Data or Bird's Eye
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Imagery (or associated metadata) even if available through the Bing
Maps API for any purpose. Y our use of the Bing Maps APl and
associated content is al so subject to the additional terms and

conditions at http://go.microsoft.com/fwlink/?Linkld=21969.

* Additional Mapping APIs. The software may include application
programming interfaces that provide maps and other related mapping
features and services that are not provided by Bing (the "Additional
Mapping APIS"). These Additional Mapping APIs are subject to
additional terms and conditions and may require payment of feesto
Microsoft and/or third party providers based on the use or volume of

use of such Additional Mapping APIs. These terms and conditions

will be provided when you obtain any necessary license keysto use

such Additional Mapping APIs or when you review or receive
documentation related to the use of such Additional Mapping APIs.

* Push Natifications. The Microsoft Push Notification Service may
not be used to send notifications that are mission critical or

otherwise could affect matters of life or death, including without
limitation critical notifications related to amedical device or

condition. MICROSOFT EXPRESSLY DISCLAIMS ANY WARRANTIES THAT THE USE
OF THE MICROSOFT PUSH NOTIFICATION SERVICE OR DELIVERY OF MICROSOFT
PUSH NOTIFICATION SERVICE NOTIFICATIONS WILL BE UNINTERRUPTED, ERROR
FREE, OR OTHERWISE GUARANTEED TO OCCUR ON A REAL-TIME BASIS.
* Windows.Phone.Speech namespace API. Using speech recognition
functionality via the Windows.Phone.Speech namespace APIsin a
program requires the support of a speech recognition service. The
service may require network connectivity at the time of recognition

(e.g., when using a predefined grammar). In addition, the service

may also collect speech-related data in order to provide and improve

the service. The speech-related data may include, for example,
information related to grammar size and string phrases in a grammar.
Also, in order for a user to use speech recognition on the phone

they must first accept certain terms of use. The terms of use notify

the user that data related to their use of the speech recognition

service will be collected and used to provide and improve the

service. If auser does not accept the terms of use and speech

recognition is attempted by the application, the operation will not

work and an error will be returned to the application.

* L ocation Framework. The software may contain alocation
framework component that enables support of location servicesin
programs. In addition to the other limitationsin this agreement,

you must comply with all applicable local laws and regulations when
using the location framework component or the rest of the software.

* DeviceID Access. The software may contain a component that
enables programs to access the device ID of the devicethat is

running the program. In addition to the other limitationsin this
agreement, you must comply with all applicable local l1aws and
regulations when using the device | D access component or the rest of

the software.
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* PlayReady Support. The software includes the Windows Phone
Emulator, which contains Microsoft's PlayReady content access
technology. Content owners use Microsoft PlayReady content access
technology to help protect their intellectual property, including
copyrighted content. This software uses PlayReady technology to
access PlayReady-protected content and/or Microsoft Digital Rights
Management (DRM) protected content. Microsoft may decide to revoke
the software's ability to consume PlayReady-protected content for
reasons including but not limited to (i) if abreach or potential

breach of PlayReady technology occurs, (ii) proactive robustness
enhancement, and (iii) if content owners require the revocation
because the software fails to properly enforce restrictions on

content usage. Revocation should not affect unprotected content or
content protected by other content access technol ogies. Content
owners may require you to upgrade PlayReady to access their content.
If you decline an upgrade, you will not be able to access content

that requires the upgrade and may not be able to install other

operating system updates or upgrades.

* Microsoft Advertising SDKs. If you pass precise location data

or other user related data (e.g., user identifier, profile data,

behaviorally tracked user data) to the Microsoft Advertising SDK for
Windows and Windows Phone or the Microsoft Advertising SDK, then
your program must (a) notify end usersthat it will be collecting

and using user related information and providing this information to
Microsoft for Microsoft's advertising use, and (b) explicitly obtain
affirmative user consent (e.g. the user must click an "Accept" or
continue "Install" button) for this upon download of the software
and/or application. In addition, you agree to: (a) comply with
certification and other requirements for Windows and Windows Phone
and Windows Store; (b) comply with Microsoft's privacy and other
policiesin your collection and use of any user data; (c) not

collect or use any user identifier created or provided to you by
Microsoft for any purpose other than passing such identifier to a
Microsoft advertising service as part of your use of the service;

and (d) provide in your privacy policy and/or terms of use alink

that provides users with the ability to opt out of Microsoft

interest based advertising at the following location
https://choice.live.com/AdvertisementChoice/.

2. ADDITIONAL LICENSING REQUIREMENTS AND/OR USE RIGHTS.
a. Distributable Code. The software contains code that you are permitted
to distribute in programs you develop if you comply with the terms
below. (For this Section the term "distribution™ aso means deployment
of your programs for third parties to access over the Internet.)

i. Right to Use and Distribute. The code and text files listed below
are "Distributable Code."

* REDIST.TXT Files. You may copy and distribute the object code
form of code listed on the REDIST list located at
go.microsoft.com/fwlink/?Linkld=313603.
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* Sample Code Y ou may modify, copy and distribute the source and
object code form of code marked as "sample."

* Third Party Distribution. Y ou may permit distributors of your
programs to copy and distribute the Distributable Code as part of
those programs.

ii. Distribution Requirements. For any Distributable Code you
distribute, you must

* add significant primary functionality to it in your

programs;

*  for any Distributable Code having a filename extension of .lib,
distribute only the results of running such Distributable Code
through a linker with your program;

* distribute Distributable Code included in a setup program only
as part of that setup program without modification;

* require distributors and external end users to agreeto
termsthat protect it at least as much as this agreement;

* display your valid copyright notice on your programs; and

* indemnify, defend, and hold harmless Microsoft from any
claims, including attorneys fees, related to the distribution or

use of your programs.

iii. Distribution Restrictions. Y ou may not

* alter any copyright, trademark or patent notice in the
Distributable Code;

* use Microsoft's trademarks in your programs namesor in a
way that suggests your programs come from or are endorsed by
Microsoft;

* distribute Distributable Code to run on aplatform other

than Microsoft operating systems, run-time technologies, or
application platforms;

* include Distributable Code in malicious, deceptive or
unlawful programs; or

* modify or distribute the source code of any Distributable
Code so that any part of it becomes subject to an Excluded
License. An Excluded License is one that requires, as a condition
of use, modification or distribution, that

* the code be disclosed or distributed in source code form;

or
* others have the right to modify it.
3. DATA.

a. Consent for Internet-Based Services. The software features described

below and in the Visua Studio 2013 privacy statement connect to

Microsoft or service provider computer systems over the Internet. In

some cases, you will not receive a separate notice when they connect.

Y ou may switch off these features or not use them. For more information

about these features, see http://go.microsoft.com/fwlink/?Linkld=286720

.BY USING THESE FEATURES, YOU CONSENT TO THE TRANSMISSION OF THIS
INFORMATION. Microsoft does not use the information to identify or

contact you.
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* Extensions and Updates; and New Project Dialog. Extensions and
Updates; and New Project Dialog can retrieve other software through
the Internet from Visual Studio Gallery, Microsoft Download Center
and MSDN Samples websites. To provide this other software,
Extensions and Updates and; and New Project Dialog send to
Microsoft the name and version of the software you are using and
language code of the device where you installed the software. In
addition, Extensions and Updates also contains an automatic update
feature that is on by default.

? For more information about this feature, including instructions

for to turning it off, see
http://go.microsoft.com/fwlink/?Linkld=286720 . Y ou may turn

off this automatic update feature while the softwareis

running ("opt out"). Unlessyou expressly opt out of this

feature, the feature will (a) connect to Microsoft or service

provider computer systems over the Internet, (b) use Internet
protocols to send to the appropriate systems standard computer
information, such as your computer's I nternet protocol

address, operating system, the name and version of the

software you are using and language code of the device where

you installed the software, and (c) prompt you to download

and/or install, current updates to the software or other third

party software. In some cases, you will not receive a separate

notice before this feature takes effect. By installing the

software, you consent to the transmission of standard computer
information.

* Notification Tool Window. The software includes a notification
tool window. When connected to the Internet, technol ogies that use
the notification tool window may provide information related to
extensions and other software or services that you have installed

or opted into and display those updates to you. For more information
please see the privacy statement
http://go.microsoft.com/fwlink/?Linkld=286720 .

* Digital Certificates. The software uses digital certificates.
These digital certificates confirm the identity of Internet users
sending X.509 standard encrypted information. They also can be used
to digitally sign files and macros to verify the integrity and

origin of the file contents. The software retrieves certificates and
updates certificate revocation lists using the Internet, when

available.

* Really Simple Syndication ("RSS") Feed. This software start
page contains updated content that is supplied by means of an RSS
feed online from Microsoft.

* Package Manager Features. For more information about these
features, see the privacy statement available at
go.microsoft.com/fwlink/?Linkld=205205. With respect to these
package manager features, we or the third party service provider may
use the computer information obtained through your use of these
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features, to improve our or their software and services. We or they

may also share it with others, such as hardware and software

vendors. They may use the information to improve how their products
run with Microsoft software.

0 Open Data Protocol (OData) Service. The Microsoft NuGet-Based
Package Manager and the package manager feature of Microsoft
ASP.NET Web Pages will access alist of packagesthat is supplied

by means of an OData service online from Microsoft or athird-

party service provider, located at

go.microsoft.com/fwlink/?Linkl D=206669. Y ou may change the feed
URL that the package manager feature initially pointsto at any

time at your discretion.

Misuse of Internet-based Services. Y ou may not use these servicesin any
way that could harm them or impair anyone else's use of them. Y ou may not
use the services to try to gain unauthorized access to any service, data,
account or network by any means.

b. Computer Information. The following features use Internet protocols,
which send to the appropriate systems computer information, such as
your Internet protocol address, the type of operating system, browser

and name and version of the software you are using, and the language
code of the device where you installed the software. Microsoft uses
thisinformation to make the Internet-based services available to you.

* Visua Studio Experience Improvement Program. This software uses
the Visual Studio Experience Improvement Program ("V SEIP") which ison
by default. VSEIP helps Microsoft collect information about problems
that you have while using the software. Microsoft also uses VSEIP
Information to improve its software and services. Microsoft may also
share V SEIP data with others, such as agents acting on Microsoft's
behalf and hardware and software vendors to improve how their products
run with Microsoft software. To learn more about V SEIP, including how
you can opt out, see go.microsoft.com/fwlink/?Linkld=286720 .

* Data Collected Automatically. Microsoft automatically collects
information identifying your installed Microsoft product, the operating
system of the device, the CPU architecture of the operating system and
data regarding the success or failure of the installation of the

software, dataidentifying the cause of a crash in the product and
information about the product license which isin use. Microsoft does
not use this information to identify or contact you. For more

information about privacy, see
http://go.microsoft.com/fwlink/?Linkld=286720 .

c. Microsoft Accountsin Visual Studio. If you are running the software
on Windows 8, Windows 7 with sign-in assistant, or any other version of
Windows that supports providing a Microsoft account directly to the
software and you are signed into a Microsoft account in those versions

of Windows, you may automatically be signed into the software and
Visual Studio services accessed by the software using the same
Microsoft account. This allows you to access services within the
software and roam the software's settings without being asked to
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reenter your Microsoft account credentials each time you start the

software. For more information about signing into the software and the

services available therein with a Microsoft Account, see the privacy

statement http://go.microsoft.com/fwlink/?Linkld=286720 .

d. Useof Information. Microsoft may use the computer and services

information to improve its software and services. Microsoft may also

share it with others, such as hardware and software vendors. They may

use the information to improve how their products run with Microsoft

software.

4. Windows Components. The software may include Microsoft .NET Framework
software, certain .dll's related to Microsoft Build technologies and packaging
technologies, Windows controls, resource resolution and rendering

technologies, Windows Identity Foundation, Windows Web Services (WWS) for
Windows 2008 and Windows Library for JavaScript components. These software
components are part of Windows and are licensed to you under separate Windows
license terms or as a supplement to a Windows license. The product lifecycle
support and license terms for the applicable Windows product apply to your use

of these Windows components.

5. Microsoft .NET Framework Benchmark Testing. The software includes one or
more components of the .NET Framework (".NET Components"). Y ou may conduct
internal benchmark testing of those components. Y ou may disclose the results

of any benchmark test of those components, provided that you comply with the
conditions set forth at http://go.microsoft.com/fwlink/?Linkl D=66406.
Notwithstanding any other agreement you may have with Microsoft, if you
disclose such benchmark test results, Microsoft shall have theright to

disclose the results of benchmark tests it conducts of your products that

compete with the applicable .NET Component, provided it complies with the same
conditions set forth at http://go.microsoft.com/fwlink/?Linkl D=66406.

6. SQL SERVER SOFTWARE AND WINDOWS SOFTWARE DEVELOPMENT KIT (WINDOWS
SDK). The softwareis also accompanied by Microsoft SQL Server Software

and Windows SDK which are licensed to you under their own terms. The

license terms for the SQL Server Software and Windows SDK are located in

the "Licenses' folder of the software installation directory. If you do

not agree to the components' license terms, you may not use them.

7. PACKAGE MANAGER AND THIRD PARTY SOFTWARE INSTALLATION FEATURES. The software
includes the following features (each a"Feature"), each of which enables you

to obtain software applications or packages through the Internet from other
sources: Extension Manager, New Project Dialog, Web Platform Installer, and
Microsoft NuGet-Based Package Manager. Those software applications and
packages are offered and distributed in some cases by third parties and in

some cases by Microsoft, but each such application or package is under its own
license terms. Microsoft is not developing, distributing or licensing any of

the third-party applications or packages to you, but instead, as a

convenience, enables you to use the Features to access or obtain those

applications or packages directly from the third-party application or package
providers. By using the Features, you acknowledge and agree that:

* you are obtaining the applications or packages from such third

parties and under separate license terms applicable to each application
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or package (including, with respect to the package-manager Features, any

terms applicable to software dependencies that may be included in the

package);

MICROSOFT MAKES NO REPRESENTATIONS, WARRANTIES OR GUARANTEES AS TO THE FEED
OR GALLERY URL, ANY FEEDS OR GALLERIES FROM SUCH URL, THE INFORMATION
CONTAINED THEREIN, OR ANY SOFTWARE APPLICATIONS OR PACKAGES REFERENCED IN
OR ACCESSED BY YOU THROUGH SUCH FEEDS OR GALLERIES. MICROSOFT GRANTS YOU
NO LICENSE RIGHTS FOR THIRD-PARTY SOFTWARE APPLICATIONS OR PACKAGES THAT
ARE OBTAINED USING THE FEATURES.

8. SCOPE OF LICENSE. The softwareislicensed, not sold. This agreement only

gives you some rights to use the software. Microsoft reserves al other

rights. Unless applicable law gives you more rights despite this limitation,

you may use the software only as expressly permitted in this agreement. In

doing so, you must comply with any technical limitations in the software that

only alow you to useit in certain ways. Y ou may not

* disclose the results of any benchmark tests of the software to any

third party without Microsoft's prior written approval, however, this

does not apply to the Microsoft .NET Framework (see Section 5);

* work around any technical limitationsin the software;

* reverse engineer, decompile or disassemble the software, or

otherwise attempt to derive the source code for the software except,

and solely to the extent: (i) permitted by applicable law, despite this

limitation; or (ii) required to debug changesto any libraries licensed

under the GNU L esser General Public License which are included with and

linked to by the software;

* make more copies of the software than specified in this agreement

or alowed by applicable law, despite this limitation;

* publish the software for others to copy;

* rent, lease or lend the software;

* transfer the software or this agreement to any third party; or

* use the software for commercial software hosting services.

9. BACKUP COPY. Y ou may make one backup copy of the software. Y ou may use
it only to reinstall the software.

10. DOCUMENTATION. Any person that has valid access to your computer or
internal network may copy and use the documentation for your internal,

reference purposes.

11. EXPORT RESTRICTIONS. The software is subject to United States export laws
and regulations. Y ou must comply with al domestic and international export

laws and regul ations that apply to the software. These laws include

restrictions on destinations, end users and end use. For additional

information, see www.microsoft.com/exporting .

12. SUPPORT SERVICES. Because this software is"asis," we may not provide
support servicesfor it.

13. ENTIRE AGREEMENT. This agreement, and the terms for supplements, updates,
Internet-based services and support services that you use, are the entire

agreement for the software and support services.

14. APPLICABLE LAW.
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a. United States. If you acquired the software in the United States,

Washington state law governs the interpretation of this agreement and

appliesto claimsfor breach of it, regardless of conflict of laws

principles. The laws of the state where you live govern all other

claims, including claims under state consumer protection laws, unfair

competition laws, and in tort.

b. Outside the United States. If you acquired the software in any other

country, the laws of that country apply.

15. LEGAL EFFECT. This agreement describes certain legal rights. Y ou may have

other rights under the laws of your country. Y ou may aso have rights with

respect to the party from whom you acquired the software. This agreement

does not change your rights under the laws of your country if the laws of

your country do not permit it to do so.

16. DISCLAIMER OF WARRANTY. THE SOFTWARE ISLICENSED "AS-IS." YOU BEAR THE

RISK OF USING IT. MICROSOFT GIVES NO EXPRESS WARRANTIES, GUARANTEES OR
CONDITIONS. YOU MAY HAVE ADDITIONAL CONSUMER RIGHTS OR STATUTORY GUARANTEES
UNDER YOUR LOCAL LAWSWHICH THIS AGREEMENT CANNOT CHANGE. TO THE EXTENT
PERMITTED UNDER YOUR LOCAL LAWS, MICROSOFT EXCLUDES THE IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.
FOR AUSTRALIA - YOU HAVE STATUTORY GUARANTEES UNDER THE AUSTRALIAN CONSUMER
LAW AND NOTHING IN THESE TERMSISINTENDED TO AFFECT THOSE RIGHTS.

17. LIMITATION ON AND EXCLUSION OF REMEDIES AND DAMAGES. YOU CAN RECOVER FROM
MICROSOFT AND ITS SUPPLIERS ONLY DIRECT DAMAGESUP TO U.S. $5.00. YOU

CANNOT RECOVER ANY OTHER DAMAGES, INCLUDING CONSEQUENTIAL, LOST PROFITS,
SPECIAL, INDIRECT OR INCIDENTAL DAMAGES.

Thislimitation appliesto

* anything related to the software, services, content (including

code) on third party Internet sites, or third party programs; and

* claimsfor breach of contract, breach of warranty, guarantee or

condition, strict liability, negligence, or other tort to the extent

permitted by applicable law.

It also applies even if Microsoft knew or should have known about the

possibility of the damages. The above limitation or exclusion may not

apply to you because your country may not allow the exclusion or

limitation of incidental, consequential or other damages.

EULAID: VS2013 RTM_SS EXPDesktop.1 ENU
Apache log4cxx
Copyright 2004-2007 The Apache Software Foundation

This product includes software devel oped by
The Apache Software Foundation (http://www.apache.org/).

The Netty Project

Please visit the Netty web site for more information:
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* http://netty.io/

Copyright 2011 The Netty Project

The Netty Project licenses thisfile to you under the Apache License,
version 2.0 (the "License"); you may not use thisfile except in compliance
with the License. Y ou may obtain a copy of the License at:

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS 1S BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations

under the License.

Also, please refer to each LICENSE.<component>.txt file, which islocated in
the 'license' directory of the distribution file, for the license terms of the
components that this product depends on.

This product contains the extensions to Java Collections Framework which has
been derived from the works by JSR-166 EG, Doug L ea, and Jason T. Greene:

* LICENSE:
* license/LICENSE.jsr166y.txt (Public Domain)
* HOMEPAGE:
* http://gee.cs.oswego.edu/cgi-bin/viewcvs.cgi/jsr166/
* http://viewvc.jboss.org/cgi-bin/viewvc.cgi/jbosscache/experimental /jsr166/

This product contains a modified version of Robert Harder's Public Domain
Base64 Encoder and Decoder, which can be obtained at:

* LICENSE:
* license/L I CENSE.base64.txt (Public Domain)
* HOMEPAGE:
* http://iharder.sourceforge.net/current/javalbase64/

This product contains a modified version of 'JZlib', a re-implementation of
Zlib in pure Java, which can be obtained at:

* LICENSE:

* license/LICENSE.jzlib.txt (BSD Style License)
* HOMEPAGE:

* http://lwww.jcraft.com/jzlib/

This product contains a modified version of 'Webbit', a Java event based
WebSocket and HTTP server:
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* LICENSE:

* license/L I CENSE.webbit.txt (BSD License)
* HOMEPAGE:

* https.//github.com/joewal nes/webbit

This product optionally depends on 'Protocol Buffers, Google's data
interchange format, which can be obtained at:

* LICENSE:

* license/LI CENSE.protobuf.txt (New BSD License)
* HOMEPAGE:

* http://code.google.com/p/protobuf/

This product optionally depends on 'Bouncy Castle Crypto APIS to generate

atemporary self-signed X.509 certificate when the JVM does not provide the
equivalent functionality. It can be obtained at:

* LICENSE:

* license/LI CENSE.bouncycastle.txt (MIT License)
* HOMEPAGE:

* http://lwww.bouncycastle.org/

This product optionally depends on 'SLF4J, asimple logging facade for Java,
which can be obtained at:

* LICENSE:

* license/LICENSE.dIf4j.txt (MIT License)
* HOMEPAGE:

* http://www.sIf4j.org/

This product optionally depends on 'Apache Commons Logging', alogging
framework, which can be obtained at:

* LICENSE:

* license/LI CENSE.commons-logging.txt (Apache License 2.0)
* HOMEPAGE:

* http://commons.apache.org/logging/

This product optionally depends on ‘Apache Log4J, alogging framework,
which can be obtained at:

* LICENSE:

* license/LI CENSE.logdj.txt (Apache License 2.0)
* HOMEPAGE:

* http://logging.apache.org/log4j/

This product optionally depends on 'JBoss Logging', alogging framework,
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which can be obtained at:

* LICENSE:
* license/LI CENSE.jboss-logging.txt (GNU LGPL 2.1)
* HOMEPAGE:
* http://anonsvn.jboss.org/repos/common/common-logging-spi/

This product optionally depends on 'Apache Felix', an open source OSGi
framework implementation, which can be obtained at:

* LICENSE:
* license/LICENSE.felix.txt (Apache License 2.0)
* HOMEPAGE:
* http://felix.apache.org/
Copyright (c) 2012 France Tlcom
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met;

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holders nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS"ASIS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

[The"BSD license"]

Copyright (c) 2015 Terence Parr, Sam Harwell

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
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1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE AUTHOR TASIS' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright 2010 RightTime, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Apache Lucene
Copyright 2014 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Includes software from other Apache Software Foundation projects,
including, but not limited to:

- Apache Ant

- Apache Jakarta Regexp

- Apache Commons

- Apache Xerces

ICU4J, (under analysis/icu) islicensed under an MIT styleslicense
and Copyright (c) 1995-2008 I nternational Business Machines Corporation and others

Some data files (under analysis/icu/src/data) are derived from Unicode data such
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as the Unicode Character Database. See http://unicode.org/copyright.html for more
details.

Brics Automaton (under core/src/javalorg/apache/lucene/util/automaton) is
BSD-licensed, created by Anders Mller. See http://www.brics.dk/automaton/

The levenshtein automata tables (under core/src/javalorg/apache/lucene/util/automaton) were
automatically generated with the moman/finenight FSA library, created by

Jean-Philippe Barrette-LaPierre. Thislibrary is available under an MIT license,

see http://sites.google.com/site/rrettesite/moman and
http://bitbucket.org/jpbarrette/moman/overview/

The class org.apache.lucene.util.Weakl dentityM ap was derived from
the Apache CXF project and is Apache License 2.0.

The Google Code Prettify is Apache License 2.0.
See http://code.google.com/p/google-code-prettify/

JUnit (junit-4.10) is licensed under the Common Public Licensev. 1.0
See http://junit.sourceforge.net/cpl-v10.html

This product includes code (Jaspell TernarySearchTrie) from Java Spelling Checkin
g Package (jaspell): http://jaspell.sourceforge.net/
License: The BSD License (http://www.opensource.org/licenses/bsd-li cense.php)

The snowball stemmersin

analysis/common/src/javal/net/sf/snowbal

were developed by Martin Porter and Richard Boulton.

The snowball stopword listsin
analysis/common/src/resources/org/apache/lucene/analysis/snowball
were developed by Martin Porter and Richard Boulton.

The full snowball package is available from

http://snowball .tartarus.org/

The KStem stemmer in

analysis/common/src/org/apache/lucene/analysis/en
was developed by Bob Krovetz and Sergio Guzman-Lara (ClIR-UMass Amherst)
under the BSD-license.

The Arabic,Persian,Romanian,Bulgarian, Hindi and Bengali analyzers (common) come with a default
stopword list that is BSD-licensed created by Jacques Savoy. Thesefilesresidein:
analysis/common/src/resources/org/apache/lucene/analysis/ar/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/falstopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysi s/ro/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/bg/stopwords.txt,
analysis/common/src/resources/org/apache/l ucene/analysi s/hi/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/bn/stopwords.txt

See http://members.unine.ch/jacques.savoy/clef/index.html.
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The German,Spanish,Finnish,French,Hungarian,ltalian,Portuguese, Russian and Swedish light stemmers
(common) are based on BSD-licensed reference implementations created by Jacques Savoy and
Ljiljana Dolamic. Thesefilesresidein:
analysis/common/src/javalorg/apache/lucene/analysis/de/GermanLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/de/GermanMinimal Stemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/es/Spani shLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/fi/FinnishLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysi s/fr/FrenchLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/fr/FrenchMinimal Stemmer java
analysis/common/src/javalorg/apache/lucene/analysis’hu/HungarianLightStemmer.java
analysis’common/src/javalorg/apache/lucene/anaysis/it/lItalianLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/pt/Portuguesel ightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/ru/RussianLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/sv/SwedishLightStemmer.java

The Stempel analyzer (stempel) includes BSD-licensed software devel oped
by the Egothor project http://egothor.sf.net/, created by Leo Galambos, Martin Kvapil,
and Edmond Nolan.

The Polish analyzer (stempel) comes with a default

stopword list that is BSD-licensed created by the Carrot2 project. The file resides
in stempel/src/resources/org/apache/lucene/analysis/pl/stopwords.txt.

See http://project.carrot2.org/license.html.

The SmartChineseAnalyzer source code (smartcn) was
provided by Xiaoping Gao and copyright 2009 by www.imdict.net.

WordBreakTestUnicode *.java (under modules/analysis'’common/src/test/)
is derived from Unicode data such as the Unicode Character Database.
See http://unicode.org/copyright.ntml for more details.

The Morfologik analyzer (morfologik) includes BSD-licensed software
developed by Dawid Weiss and Marcin Mikowski (http://morfol ogik.blogspot.comy/).

Morfologik uses data from Polish ispell/myspell dictionary
(http://lwww.gjp.pl/slownik/en/) licenced on the terms of (inter aia)
LGPL and Creative Commons ShareAlike.

Morfologic includes data from BSD-licensed dictionary of Polish (SGJP)
(http://sgjp.pl/morfeusz/)

Servlet-api.jar and javax.servlet-* .jar are under the CDDL license, the original
source code for this can be found at http://www.eclipse.org/jetty/downl oads.php

Kuromoji Japanese Morphological Analyzer - Apache Lucene Integration
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This software includes a binary and/or source version of datafrom

mecab-ipadic-2.7.0-20070801

which can be obtained from

http://atilika.com/rel eases/mecab-ipadi c/mecab-ipadic-2.7.0-20070801.tar.gz

or

http://jai st.dl.sourceforge.net/project/mecab/mecab-ipadi c/2.7.0-20070801/mecab-ipadic-2.7.0-20070801.tar.gz

mecab-ipadic-2.7.0-20070801 Notice

Nara Institute of Science and Technology (NAIST),

the copyright holders, disclaims all warranties with regard to this
software, including all implied warranties of merchantability and
fitness, in no event shall NAIST beliable for

any special, indirect or consequential damages or any damages
whatsoever resulting from loss of use, data or profits, whether in an
action of contract, negligence or other tortuous action, arising out
of or in connection with the use or performance of this software.

A large portion of the dictionary entries
originate from ICOT Free Software. The following conditions for ICOT
Free Software applies to the current dictionary as well.

Each User may aso freely distribute the Program, whether in its

original form or modified, to any third party or parties, PROVIDED

that the provisions of Section 3 ("NO WARRANTY") will ALWAY S appear
on, or be attached to, the Program, which is distributed substantially

in the same form as set out herein and that such intended

distribution, if actually made, will neither violate or otherwise

contravene any of the laws and regulations of the countries having
jurisdiction over the User or the intended distribution itself.

NO WARRANTY

The program was produced on an experimental basis in the course of the
research and development conducted during the project and is provided
to users as so produced on an experimental basis. Accordingly, the
program is provided without any warranty whatsoever, whether express,
implied, statutory or otherwise. The term "warranty" used herein
includes, but is not limited to, any warranty of the quality,

performance, merchantability and fitness for a particular purpose of
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the program and the nonexistence of any infringement or violation of
any right of any third party.

Each user of the program will agree and understand, and be deemed to
have agreed and understood, that there is no warranty whatsoever for
the program and, accordingly, the entire risk arising from or
otherwise connected with the program is assumed by the user.

Therefore, neither ICOT, the copyright holder, or any other
organization that participated in or was otherwise related to the
development of the program and their respective officials, directors,
officers and other employees shall be held liable for any and all
damages, including, without limitation, general, special, incidental
and consequential damages, arising out of or otherwise in connection
with the use or inability to use the program or any product, material
or result produced or otherwise obtained by using the program,
regardless of whether they have been advised of, or otherwise had
knowledge of, the possibility of such damages at any time during the
project or thereafter. Each user will be deemed to have agreed to the
foregoing by his or her commencement of use of the program. Theterm
"use" as used herein includes, but is not limited to, the use,
modification, copying and distribution of the program and the
production of secondary products from the program.

In the case where the program, whether in its original form or
modified, was distributed or delivered to or received by a user from
any person, organization or entity other than ICOT, unless it makes or
grants independently of ICOT any specific warranty to the user in
writing, such person, organization or entity, will also be exempted
from and not be held liable to the user for any such damages as noted
above as far as the program is concerned.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
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control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.
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2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
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documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
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work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil.java was
derived from unicode conversion examples available at
http://www.unicode.org/Public/PROGRAMS/CVTUTF. Hereisthe copyright
from those sources:
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/*

* Copyright 2001-2004 Unicode, Inc.

*

* Disclaimer

*

* This source code is provided asis by Unicode, Inc. No claims are
* made asto fitness for any particular purpose. No warranties of any
* kind are expressed or implied. The recipient agrees to determine
* applicability of information provided. If thisfile has been

* purchased on magnetic or optical mediafrom Unicode, Inc., the
* sole remedy for any claim will be exchange of defective media

* within 90 days of receipt.

*

* Limitations on Rights to Redistribute This Code

*

* Unicode, Inc. hereby grants the right to freely use the information
* supplied in thisfile in the creation of products supporting the

* Unicode Standard, and to make copies of thisfile in any form

* for internal or external distribution as long as this notice

* remains attached.

*/

Some code in core/src/javalorg/apache/lucene/util/ArrayUtil .java was
derived from Python 2.4.2 sources available at
http://www.python.org. Full licenseis here:

http://www.python.org/download/rel eases/2.4.2/license/

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil.java was
derived from Python 3.1.2 sources available at
http://www.python.org. Full licenseis here:

http://www.python.org/download/rel eases/3.1.2/license/

Some code in core/src/javalorg/apache/lucene/util/automaton was
derived from Brics automaton sources available at
www.brics.dk/automaton/. Here is the copyright from those sources:

/*

* Copyright (c) 2001-2009 Anders Moeller

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright
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* notice, thislist of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

*  documentation and/or other materials provided with the distribution.

* 3. The name of the author may not be used to endorse or promote products

*  derived from this software without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR “"ASIS' AND ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

*/

The levenshtein automata tables in core/src/javalorg/apache/l ucene/util/automaton
were automatically generated with the moman/finenight FSA package.
Here isthe copyright for those sources:

# Copyright (c) 2010, Jean-Philippe Barrette-L aPierre, <jpb@rrette.com>

#

# Permission is hereby granted, free of charge, to any person

# obtaining a copy of this software and associated documentation

#files (the " Software"), to deal in the Software without

# restriction, including without limitation the rightsto use,

# copy, modify, merge, publish, distribute, sublicense, and/or sell

# copies of the Software, and to permit persons to whom the

# Software is furnished to do so, subject to the following

# conditions:

#

# The above copyright notice and this permission notice shall be

#included in all copies or substantial portions of the Software.

#

# THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,
# EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
# OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
#NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
#HOLDERSBE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
#WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
#FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
# OTHER DEALINGS IN THE SOFTWARE.

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil.java was
derived from ICU (http://www.icu-project.org)

90
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Thefull licenseis available here:
http://source.icu-project.org/repos/icu/icu/trunk/license.html

/*

* Copyright (C) 1999-2010, International Business Machines

* Corporation and others. All Rights Reserved.

*

* Permission is hereby granted, free of charge, to any person obtaining a copy

* of this software and associated documentation files (the " Software"), to deal

* in the Software without restriction, including without limitation the rights

* to use, copy, modify, merge, publish, distribute, and/or sell copies of the

* Software, and to permit persons to whom the Software is furnished to do so,

* provided that the above copyright notice(s) and this permission notice appear

* in al copies of the Software and that both the above copyright notice(s) and

* this permission notice appear in supporting documentation.

*

* THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

* IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

* FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS.
* IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THISNOTICE BE
* LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR
* ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
* IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT

* OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*

* Except as contained in this notice, the name of a copyright holder shall not

* be used in advertising or otherwise to promote the sale, use or other

* dealingsin this Software without prior written authorization of the

* copyright holder.

*/

The following license applies to the Snowball stemmers:

Copyright (c) 2001, Dr Martin Porter
Copyright (c) 2002, Richard Boulton
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

* thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* Neither the name of the copyright holders nor the names of its contributors
* may be used to endorse or promote products derived from this software

* without specific prior written permission.
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THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS"ASIS'

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The following license applies to the K Stemmer:

Copyright 2003,

Center for Intelligent Information Retrieval,
University of Massachusetts, Amherst.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. The names "Center for Intelligent Information Retrieval" and

"University of Massachusetts' must not be used to endorse or promote products
derived from this software without prior written permission. To obtain
permission, contact info@ciir.cs.umass.edu.

THIS SOFTWARE ISPROVIDED BY UNIVERSITY OF MASSACHUSETTS AND OTHER CONTRIBUTORS
"ASIS' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,

THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

The following license applies to the Morfologik project:
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Copyright (c) 2006 Dawid Weiss
Copyright (c) 2007-2011 Dawid Weiss, Marcin Mikowski
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of Morfologik nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The dictionary comes from Morfologik project. Morfologik uses data from
Polish ispell/myspell dictionary hosted at http://www.gjp.pl/slownik/en/ and
islicenced on the terms of (inter alia) LGPL and Creative Commons
ShareAlike. The part-of-speech tags were added in Morfologik project and
are not found in the data from gp.pl. The tagset issimilar to Pl PAN
tagset.

The following license applies to the Morfeusz project,
used by org.apache.lucene.analysis.morfologik.

BSD-licensed dictionary of Polish (SGJP)
http://sgjp.pl/morfeusz/

Copyright 2011 Zygmunt Saloni, Wodzimierz Gruszczyski,
Marcin Woliski, Robert Woosz
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All rights reserved.

Redistribution and usein source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the
distribution.

THIS SOFTWARE ISPROVIDED BY COPYRIGHT HOLDERSASISAND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL COPYRIGHT HOLDERSOR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Elasticsearch X-Pack

Copyright 2009-2017 Elasticsearch

import org.elasticsearch.gradle.test. ClusterConfiguration

import org.elasticsearch.gradle.test. ClusterFormationTasks

import org.elasticsearch.gradle.test.Nodel nfo

apply plugin: 'elasticsearch.standal one-test'
apply plugin: 'elasticsearch.standal one-rest-test'
apply plugin: 'elasticsearch.rest-test'

dependencies {
testCompile project(path: :modules:tribe’, configuration: ‘runtime’)
testCompile project(path: xpackProject(‘plugin’).path, configuration: 'testArtifacts)

// TODO: remove al these test deps, thisis completely bogus, guavais being force upgraded
testCompile project(path: xpackM odul e('deprecation’), configuration: ‘runtime')

testCompile project(path: xpackM odule('graph'), configuration: 'runtime’)

testCompile project(path: xpackM odule('logstash’), configuration: 'runtime’)

testCompile project(path: xpackModule('ml*), configuration: "runtime’)

testCompile project(path: xpackM odule('monitoring'’), configuration: 'runtime’)

testCompile project(path: xpackM odul e('security"), configuration: 'runtime’)

testCompile project(path: xpackM odule('upgrade’), configuration: 'runtime’)
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testCompile project(path: xpackM odule(‘watcher"), configuration: 'runtime’)
testCompile project(path: xpackM odule(‘core’), configuration: ‘testArtifacts)
testCompile project(path: xpackM odule('monitoring’), configuration: 'testArtifacts)

}

compileTestJava.options.compilerArgs << "-Xlint:-rawtypes,-unchecked"
namingConventions.skiplntegTestInDisguise = true

test {
/*
* We have to disable setting the number of available processors astests in the same JVM randomize processors and
will step on each
* other if we allow them to set the number of available processors asit's set-once in Netty.
*/
systemProperty 'es.set.netty.runtime.available.processors, 'false
include "** /* Tests.class

}

String licensePath = xpackProject('license-tools).projectDir.toPath().resol ve('src/test/resources)).toString()
sourceSets {
test {

resources {

sreDirs += [licensePath]

}
}
}

project.forbiddenPatterns {
exclude **/* key'

}

task setupClusterOne {}

ClusterConfiguration cluster1Config = new ClusterConfiguration(project)
cluster1Config.clusterName = 'clusterl'
cluster1Config.setting('node.name’, ‘cluster1-nodel’)

/I x-pack

cluster1Config.setting("xpack.monitoring.enabled’, false)
cluster1Config.setting("xpack.security.enabled', false)
cluster1Config.setting('xpack.watcher.enabled', false)
cluster1Config.setting('xpack.graph.enabled’, false)
cluster1Config.setting("xpack.ml.enabled’, false)

List<Nodelnfo> clusterlNodes = ClusterFormationTasks.setup(project, ‘clusterOne’, setupClusterOne,
cluster1Config)

task setupClusterTwo {}
ClusterConfiguration cluster2Config = new ClusterConfiguration(project)
cluster2Config.clusterName = 'cluster?'
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cluster2Config.setting('node.name’, 'cluster2-nodel’)

/I x-pack
cluster2Config.setting("xpack.monitoring.enabled', false)
cluster2Config.setting("xpack.monitoring.enabled’, false)
cluster2Config.setting('xpack.security.enabled', false)
cluster2Config.setting('xpack.watcher.enabled', false)
cluster2Config.setting('xpack.graph.enabled’, false)
cluster2Config.setting("xpack.ml.enabled’, false)

List<Nodelnfo> cluster2Nodes = ClusterFormationTasks.setup(project, 'clusterTwo', setupClusterTwo,
cluster2Config)

integTestCluster {

dependsOn setupClusterOne, setupClusterTwo

setting 'node.name’, 'tribe-node’

setting 'tribe.on_conflict', 'prefer_clusterl'

setting 'tribe.clusterl.cluster.name, ‘clusterl'

setting 'tribe.clusterl.discovery.zen.ping.unicast.hosts, "'${ -> cluster1Nodes.get(0).transportUri()} "
setting 'tribe.clusterl.http.enabled’, 'true’

setting 'tribe.cluster1.http.port', '0'

setting 'tribe.clusterl.transport.tcp.port’, '0'

setting 'tribe.cluster1.xpack.monitoring.enabled, false

setting 'tribe.cluster1l.xpack.monitoring.enabled, false
setting 'tribe.cluster1.xpack.security.enabled', false

setting 'tribe.clusterl.xpack.watcher.enabled', false

setting 'tribe.clusterl.xpack.graph.enabled', false

setting 'tribe.clusterl.xpack.ml.enabled’, false

setting 'tribe.clusterl.xpack.license.self _generated.type, ‘tria’
setting 'tribe.cluster2.cluster.name’, 'cluster2'

setting 'tribe.cluster2.discovery.zen.ping.unicast.hosts, "'${ -> cluster2Nodes.get(0).transportUri()} "
setting 'tribe.cluster2.http.enabled', 'true’

setting 'tribe.cluster1.http.port', '0'

setting 'tribe.clusterl.transport.tcp.port’, '0'

setting 'tribe.cluster2.xpack.monitoring.enabled’, false

setting 'tribe.cluster2.xpack.monitoring.enabled’, false

setting 'tribe.cluster2.xpack.security.enabled', false

setting 'tribe.cluster2.xpack.watcher.enabled', false

setting 'tribe.cluster2.xpack.graph.enabled', false

setting 'tribe.cluster2.xpack.ml.enabled’, false

setting 'tribe.cluster2.xpack.license.self _generated.type, ‘tria’
Il x-pack

setting 'xpack.monitoring.enabled’, false

setting 'xpack.monitoring.enabled’, false

setting 'xpack.security.enabled', false

setting 'xpack.watcher.enabled', false

setting "xpack.graph.enabled', false

setting 'xpack.ml.enabled', false

setting 'xpack.license.self_generated.type', ‘trial’
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waitCondition = { node, ant ->
File tmpFile = new File(node.cwd, 'wait.success)
/I 5 nodes: tribe + clusterOne (1 node + tribe internal node) + clusterTwo (1 node + tribe internal node)
ant.get(src: "http://${ node.httpUri()}/_cluster/health?wait_for_nodes=>=5& wait_for_status=yellow",
dest: tmpFile.toString(),
ignoreerrors: true,
retries: 10)
return tmpFile.exists()
}
}

integTestRunner {
/*
* We have to disable setting the number of available processors astestsin the same JVM randomize processors and
will step on each
* other if we allow them to set the number of available processors asit's set-once in Netty.
*/
systemProperty 'es.set.netty.runtime.available.processors, 'false
systemProperty ‘tests.cluster’, "${ -> cluster1Nodes.get(0).transportUri()} "
systemProperty 'tests.cluster2', "${-> cluster2Nodes.get(0).transportUri()} "
systemProperty ‘tests.tribe’, "${ -> integTest.nodes.get(0).transportUri()} "
finalizedBy 'clusterOnetstop’
finalizedBy 'clusterTwotstop'
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.test;

import org.elasticsearch.Build;

import org.elasticsearch.common.bytes.BytesArray;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.transport. TransportAddress;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.license.GetL icenseResponse;

import org.elasticsearch.license.License;

import org.elasticsearch.license.LicensesStatus;

import org.elasticsearch.license.LicensingClient;

import org.elasticsearch.license.PutL icenseResponse;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X PackPlugin;

import org.elasticsearch.xpack.core. X Pack Settings;

import org.junit.AfterClass;

import java.io.| OException;
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import java.net.InetAddress;

import java.net.InetSocketAddress;
import java.net.URL;

import java.nio.charset.StandardCharsets;
import java.util.Collection;

import java.util.Collections;

import static org.hamcrest.CoreM atchers.equal To;

public class LicensingTribel T extends ESIntegTestCase {
private static TestCluster cluster2;
private static TestCluster tribeNode;

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Collections.singletonList(X PackPlugin.class);

@Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return Collections.singletonList(L ocal StateCompositeX PackPlugin.class);

@0Override
public void setUp() throws Exception {
super.setUp();
if (cluster2 ==null) {
cluster2 = buildExternal Cluster(System.getProperty ("tests.cluster2"));
}
if (tribeNode == null) {
tribeNode = buildExternal Cluster(System.getProperty(“tests.tribe"));

@Override

protected Settings nodeSettings(int nodeOrdinal) {
Settings.Builder builder = Settings.builder();
builder.put(super.nodeSettings(nodeOrdinal));
return builder.build();

@ATfterClass
public static void tearDownExternal Clusters() throws |OException {
if (cluster2 !'=null) {
try {
cluster2.close();
} finaly {
cluster2 = null;
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}
if (tribeNode !=null) {
try {
tribeNode.close();
} finally {
tribeNode = null;
}
}
}
@0Override

protected Settings external ClusterClientSettings() {
Settings.Builder builder = Settings.builder();
builder.put(X PackSettings.SECURITY _ENABLED.getKey(), false);
builder.put(X PackSettings.MONITORING_ENABLED.getKey(), fase);
builder.put(X PackSettings. WATCHER_ENABLED.getKey(), false);
builder.put(X PackSettings. GRAPH_ENABLED.getKey(), false);
builder.put(X PackSettings.MACHINE_LEARNING_ENABLED.getKey(), fase);
return builder.build();

private External TestCluster buildExternal Cluster(String clusterAddresses) throws | OException {
String[] stringAddresses = clusterAddresses.split(",");
TransportAddress]] transportAddresses = new TransportAddress]stringAddresses.length];
inti=0;
for (String stringAddress : stringAddresses) {
URL url = new URL("http://" + stringAddress);
InetAddress inetAddress = InetAddress.getByName(url.getHost());
transportAddresseg[i++] = new TransportAddress(new |netSocketAddress(inetAddress, url.getPort()));
}
return new External TestCluster(createTempDir(), external ClusterClientSettings(), transportClientPlugins(),
transportAddresses);

}

public void testLicensePropagateToTribeNode() throws Exception {
assumeTrue("License isonly valid when tested against snapshot/test keys', Build. CURRENT.isSnapshot());
/I test that auto-generated basic license propagates to tribe
assertBusy(() -> {
GetL icenseResponse getl icenseResponse = new
LicensingClient(tribeNode.client()).prepareGetLicense().get();
assertNotNull(getLicenseResponse.license());
assertThat(getLicenseResponse.license().operationMode(), equal To(License.OperationMode.BASIC));
b

/I test that signed license with higher operation mode takes precedence
LicensingClient cluster2Client = new LicensingClient(cluster2.client());
PutL icenseResponse licenseResponse = cluster2Client
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.preparePutL icense(License.fromSource(new
BytesArray(PLATINUM_LICENSE.getBytes(StandardCharsets.UTF_8)), X ContentType.JSON))
.setAcknowledge(true).get();
assertThat(licenseResponse.isAcknowledged(), equal To(true));
assertThat(licenseResponse.status(), equal To(LicensesStatus.VALID));
assertBusy(() -> {
GetL icenseResponse getLicenseResponse = new
LicensingClient(tribeNode.client()).prepareGetLicense().get();
assertNotNull (getLicenseResponse.licens());
assertThat(getL icenseResponse.license().operationM ode(), equal To(License.OperationMode.PLATINUM));

s

/I test removing signed license falls back works

assertTrue(cluster2Client.prepareDel etel icense().get().isAcknowledged());

assertBusy(() -> {
GetL icenseResponse getl icenseResponse = new

LicensingClient(tribeNode.client()).prepareGetLicense().get();

assertNotNull(getLicenseResponse.license());
assertThat(getLicenseResponse.license().operationMode(), equal To(License.OperationMode.BASIC));

b

}

public void testDummy() throws Exception {
/ thistest is here so that testLicensePropagateToTribeNode's assumption
/l doesn't result in this test suite to have no tests run and trigger a build failure

}

private static final String PLATINUM_LICENSE = "{\"license\":{\"uid\":\"1\" \"type\":\"platinum\"," +
"\"issue_date in_millis\":1411948800000,\"expiry_date in _millis\":1914278399999 \"max_nodes\":1," +
"\"issued to\":\"issuedTo\" \"issuer\":\"issuer\"," +

"\"signature\":\"AAAAAWAAAA2hWIkvK cxQl pdvV WACtAAABMCIZNOhjZDBGY nVyRX pCOW5Bb3F ZDAXO
WpSbTVoMV ZwUzRxVk1" +

"PSmkxakxZdW5IMIh THNoN1N2M X MVRFk4d3JTZEx3R3RRZ0pzU3lobWJIK ZnQvSEFvaOpp THBkWkprzWz
SQi9%NMRQNkw1SIpLNOI" +

"DaZCS095M XRGN1I1ZIpY cVV TTnFrcTE2dzhdZmZrdFQrN3JQeGwxbOUOM X ZO0dDJIHSERIZTVLOHNzSDBY
WnpoZEphZHBEZjUrTVB" +

"XRENNSXNsWWJjZIlaODdzV mEzUjNiWktINWGM 5T UhQV 2plal04Q1J0UmI4M X NuL OpSOEhQaV B2azhmU
k9QV zhFeTFOM 1QORNJIX SG5" +

"3MWKk2K 055¢28zSmRnV kF1b2JSQKFLV 2V XUmVHNDZ2R302V E1gbVNQS2IXOHN5SbUErZINIWkZSV mZ|
WEtaSUOWTTJIENDVVTINCYkIa" +

"cUY yK2FWwRW9xa0t6dldM bmM zSGtQc3FWOTgzZ3ZUcX MvQkt2RUZWM FInZzlvL 2d2bDRWUZzh6UG5pdEN
GWFRreXNKNKE9PQAAAQBWg" +

"u3yZpO0K OBG//92X4Y V mau3P5asvx0FA PD X 2Z€734T ap/nc30X 6Rt4y EEm+6bCQr/ibBOgWhoJK RbbTZL BQfY
FmL1ZqvAY 3bJJ/Xs' +

"8NyDfxK GztlUt/11 OzHPzxs0f8Bv40JeK 48vjovWaDclV mo4nl1SGyyL 0JcEbOWC6A 3U3mBsWn7wL Ue+hWo+
akVAY OO5TIcm60ub7k" +

"H/LIZNOhvGglSV DblI3p8EBKNMyYOCV 7urQOwdG1nL Cnvf8/Bi T 15 C5nLrM 9Dt5w3pzci Pl A SzwdiksW/CzvY'y5
tjOOWKENXi2EZOB" +
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"9dKyT4mTdvyBOrTHLdgr4lmHd3gY AEgcTCaQ\" \"start_date_in_millis\":-1}}";
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.monitoring;

import org.elasticsearch.action.admin.cluster.node.info.Nodel nfo;

import org.elasticsearch.action.admin.cluster.node.info.Nodesl nfoResponse;
import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.env.Environment;

import org.elasticsearch.node.M ockNode;

import org.elasticsearch.node.Node;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.plugins.Plugininfo;

import org.elasticsearch.test.ESIntegTestCase.ClusterScope;

import org.elasticsearch.test.discovery. TestZenDiscovery;

import org.elasticsearch.tribe. TribePlugin;

import org.elasticsearch.xpack.core. X Pack Settings;

import org.el asticsearch.xpack.monitoring.test.Monitoringl ntegTestCase;

import java.nio.file.Path;

import java.util ArrayList;

import java.util.Collection;

import java.util.function.Function;

import static org.elasticsearch.test. ESIntegTestCase.Scope. TEST;
import static org.hamcrest.Matchers.equal To;

@ClusterScope(scope = TEST, transportClientRatio = 0, numClientNodes = 0, numDataNodes = 0)
public class MonitoringPluginTests extends Monitoringl ntegTestCase {

public MonitoringPluginTests() throws Exception {
super();

@Override
protected void startM onitoringService() {
/I do nothing as monitoring is sometime unbound

@0Override
protected void stopMonitoringService() {
/I do nothing as monitoring is sometime unbound

}
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@Override
protected boolean addTestZenDiscovery() {
return false;

public static class TribeAwareTestZenDiscoveryPlugin extends TestZenDiscovery.TestPlugin {

public TribeAwareTestZenDiscoveryPlugin(Settings settings) {
super(settings);

@0Override
public Settings additional Settings() {
if (settings.getGroups(“tribe", true).isEmpty()) {
return super.additional Settings();
}else{
return Settings.EMPTY;

public static class MockTribePlugin extends TribePlugin {

public MockTribePlugin(Settings settings) {
super(settings);

protected Function<Settings, Node> nodeBuilder(Path configPath) {
return settings -> new MockNode(new Environment(settings, configPath), internal Cluster().getPlugins());

@0Override

protected Collection<Class<? extends Plugin>> nodePlugins() {
ArrayList<Class<? extends Plugin>> plugins = new ArrayList<>(super.nodePlugins());
plugins.add(MockTribePlugin.class);
plugins.add(TribeAwareTestZenDiscoveryPlugin.class);
return plugins;

@0Override
protected Settings nodeSettings(int nodeOrdinal) {
return Settings.builder()
.put(super.nodeSettings(nodeOrdinal))
.put(MonitoringService.INTERVAL.getKey(), "-1")
Jput(XPackSettings.SECURITY ENABLED.getKey(), false)
put(XPackSettings WATCHER_ENABLED.getKey(), false)
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build();

@0Override
protected Settings transportClientSettings() {
return Settings.builder()
.put(super.transportClientSettings())
put(XPackSettings.SECURITY _ENABLED.getKey(), false)
Jbuild();

public void testMonitoringEnabled() {
internal Cluster().startNode(Settings.builder()
put(XPackSettings. MONITORING_ENABLED.getKey(), true)
Jbuild());
assertPluginl sL oaded();
assertServicel sBound(M onitoringService.class);

public void testMonitoringDisabled() {
internal Cluster().startNode(Settings.builder()
.put(X PackSettings. MONITORING_ENABLED.getKey(), false)
Jbuild());
assertPluginl sL oaded();
assertServicel sSNotBound(MonitoringService.class);

public void testMonitoringEnabledOnTribeNode() {
internal Cluster().startNode(Settings.builder()
put(XPackSettings. MONITORING_ENABLED.getKey(), true)
Jput("tribe.name”, "t1")
build());
assertPluginl sL oaded();
assertServicel sBound(M onitoringService.class);

}

public void testMonitoringDisabledOnTribeNode() {
internal Cluster().startNode(Settings.builder().put("tribe.name”, "t1").build());
assertPluginl sl oaded();
assertServicel SNotBound(M onitoringService.class);

}

private void assertPluginlsLoaded() {
Nodesl nfoResponse response = client().admin().cluster().prepareNodesl nfo().setPlugins(true).get();
for (Nodelnfo nodelnfo : response.getNodes()) {
assertNotNull (nodel nfo.getPlugins());

boolean found = falsg;
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for (Plugininfo plugin : nodelnfo.getPlugins().getPlugininfos()) {
assertNotNull (plugin);

if (Local StateMonitoring.class.getName().equal s(plugin.getName())) {
found = true;
break;

}
assertThat("xpack plugin not found", found, equal To(true));

private void assertServicel sBound(Class<?> klass) {
try {
Object binding = internal Cluster().getDataN odel nstance(kl ass);
assertNotNull(binding);
assertTrue(klass.islnstance(binding));
} catch (Exception €) {
fail("no service bound for class" + klass.getSimpleName());

private void assertServicel sNotBound(Class<?> klass) {
try {
/I it should be bound, but directly as null
assertNull(internal Cluster().getDataN odel nstance(kl ass));
} catch (Exception ce) {
assertThat (" message contains error about missing implementation: " + ce.getM essage(),
ce.getMessage().contains(" Could not find a suitable constructor"), equalTo(true));
}
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.monitoring;

import org.elasticsearch.client.Client;

import org.elasticsearch.license. TribeTransportTestCase;

import org.elasticsearch.xpack.core. X PackField;

import org.elasticsearch.xpack.core.monitoring.action.MonitoringBulkAction;
import org.el asticsearch.xpack.core.monitoring.action.MonitoringBulkRequest;

import java.util.Collections;
import java.util.List;
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public class MonitoringTribeT ests extends TribeTransportTestCase {

@Override
protected List<String> enabledFeatures() {
return Collections.singletonList(XPackField. MONITORING);

@0Override
protected void verifyActionOnClientNode(Client client) throws Exception {
assertMonitoringTransportActionsworks(client);

@Override
protected void verifyActionOnMasterNode(Client masterClient) throws Exception {
assertMonitoringTransportActionsworks(masterClient);

@0Override
protected void verifyActionOnDataNode(Client dataNodeClient) throws Exception {
assertMonitoringTransportActionsWorks(dataNodeClient);

private static void assertM onitoringTransportActionsWorks(Client client) throws Exception {
client.execute(MonitoringBulkAction.INSTANCE, new MonitoringBulkRequest());

@Override
protected void verifyActionOnTribeNode(Client tribeClient) {
fail Action(tribeClient, MonitoringBulkAction.INSTANCE);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.license.LicenseService;

import org.elasticsearch.license. X PackLicenseState;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core.ssl.SSL Service;

import org.el asticsearch.xpack.deprecation.Deprecation;

import org.elasticsearch.xpack.graph.Graph;

import org.elasticsearch.xpack.logstash.L ogstash;

import org.elasticsearch.xpack.ml.Machinel earning;

import org.el asticsearch.xpack.monitoring.Monitoring;
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import org.elasticsearch.xpack.security.Security;
import org.elasticsearch.xpack.watcher.Watcher;

import java.nio.file.Path;
public class CompositeTestingX PackPlugin extends L ocal StateCompositeX PackPlugin {

public CompositeTestingX PackPlugin(final Settings settings, final Path configPath) throws Exception {
super(settings, configPath);
CompositeTestingX PackPlugin thisVar = this;
plugins.add(new Deprecation());
plugins.add(new Graph(settings));
plugins.add(new L ogstash(settings));
plugins.add(new Machinel earning(settings, configPath) {
@Override
protected X PackLicenseState getL icenseState() {
return super.getLicenseState();
}
b
plugins.add(new M onitoring(settings) {
@Override
protected SSL Service getSslService() {
return thisVar.getSsl Service();

@0Override
protected LicenseService getLicenseService() {
return thisvar.getLicenseService();

@Override
protected X PackLicenseState getL icenseState() {
return thisVar.getLicenseState();
}
b
plugins.add(new Watcher(settings) {
@Override
protected SSL Service getSslService() {
return thisVar.getSsl Service();

@0Override
protected X PackLicenseState getLicenseState() {
return thisv ar.getLicenseState();
}
b
plugins.add(new Security(settings, configPath) {
@Override
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protected SSL Service getSslService() { return thisVar.getSslService(); }

@Override
protected X PackLicenseState getLicenseState() { return thisVar.getLicenseState(); }
b
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.client.Client;
import org.elasticsearch.common.unit. TimeValue;

import static org.elasticsearch.license. TestUtils.generateSignedL icense;

public class LicenseTribeTests extends TribeTransportTestCase {

@0Override
protected void verifyActionOnClientNode(Client client) throws Exception {
assertLicenseTransportActionsWorks(client);

@Override
protected void verifyActionOnMasterNode(Client masterClient) throws Exception {
assertLicenseTransportActionsWorks(masterClient);

@0Override
protected void verifyActionOnDataNode(Client dataNodeClient) throws Exception {
assertL icenseT ransportActionsWorks(dataNodeClient);

private static void assertLicenseTransportActionsWorks(Client client) throws Exception {
client.execute(GetLicenseAction.INSTANCE, new GetLicenseRequest()).get();
client.execute(PutLicenseAction.INSTANCE, new PutLicenseRequest()
Jicense(generateSignedLicense(TimeVaue.timeVaueHours(1))));
client.execute(DeleteLicenseAction.INSTANCE, new DeletelicenseRequest());

@0Override

protected void verifyActionOnTribeNode(Client tribeClient) throws Exception {
/I The get licence action should work, but everything else should fail
tribeClient.execute(GetLicenseAction.INSTANCE, new GetLicenseRequest()).get();
fail Action(tribeClient, PutLicenseAction.INSTANCE);
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fail Action(tribeClient, DeletelicenseAction.INSTANCE);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.Action;

import org.elasticsearch.action.admin.cluster.health.ClusterHeal thResponse;
import org.elasticsearch.action.admin.cluster.node.info.Nodel nfo;
import org.elasticsearch.action.admin.cluster.node.info.Nodesl nfoResponse;
import org.elasticsearch.anaysis.common.CommonAnalysisPlugin;
import org.elasticsearch.client.Client;

import org.elasticsearch.client.Requests;

import org.elasticsearch.cluster.health.ClusterHeal thStatus;
import org.elasticsearch.cluster.node.DiscoveryNode;

import org.elasticsearch.cluster.node.DiscoveryNodes,

import org.elasticsearch.common.Priority;

import org.elasticsearch.common.UUIDs;

import org.elasticsearch.common.network.NetworkM odul €;
import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.transport. TransportAddress;
import org.elasticsearch.discovery.zen.UnicastZenPing;

import org.elasticsearch.env.Environment;

import org.elasticsearch.node.M ockNode;

import org.elasticsearch.node.Node;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test. ESIntegTestCase;

import org.elasticsearch.test.ESIntegTestCase.ClusterScope;
import org.elasticsearch.test.ESIntegTestCase. Scope;

import org.elasticsearch.test.Internal TestCluster;

import org.elasticsearch.test.NodeConfigurationSource;

import org.elasticsearch.test. TestCluster;

import org.elasticsearch.test.discovery. TestZenDiscovery;

import org.elasticsearch.tribe. TribePlugin;

import org.elasticsearch.xpack.CompositeT estingX PackPlugin;
import org.elasticsearch.xpack.core. X PackClientPlugin;

import org.elasticsearch.xpack.core. X PackPlugin;

import org.el asticsearch.xpack.core. X Pack Settings;

import org.elasticsearch.xpack.core. X PackField;

import org.el asticsearch.xpack.deprecation.Deprecation;

import org.elasticsearch.xpack.graph.Graph;

import org.elasticsearch.xpack.logstash.L ogstash;

import org.elasticsearch.xpack.ml.Machinel earning;

import org.elasticsearch.xpack.core.ml.Machinel earningField;
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import org.elasticsearch.xpack.monitoring.Monitoring;
import org.elasticsearch.xpack.security.Security;
import org.elasticsearch.xpack.upgrade.Upgrade;
import org.elasticsearch.xpack.watcher.Watcher;

import java.nio.file.Path;

import java.util ArrayList;

import java.util Arrays,

import java.util.Collection;

import java.util.Collections;
import java.util.List;

import java.util .function.Function;

import static org.elasticsearch.test.hamcrest.Elasti csearchA ssertions.assertAcked;
import static org.hamcrest.Matchers.anyOf;

import static org.hamcrest.Matchers.containsString;

import static org.hamcrest.Matchers.equal To;

@ClusterScope(scope = Scope. TEST, transportClientRatio = 0, numClientNodes = 1, numDataNodes = 2)
public abstract class TribeTransportTestCase extends ESIntegTestCase {

protected List<String> enabledFeatures() {
return Collections.emptyList();

@0Override
protected final Settings nodeSettings(int nodeOrdinal) {
final Settings.Builder builder = Settings.builder()
.put(NetworkModule. HTTP_ENABLED.getKey(), fase)
put("transport.type”, getTestTransportType());
List<String> enabledFeatures = enabledFeatures();
builder.put(X PackSettings.SECURITY _ENABLED.getKey(),
enabledFeatures.contains(X PackField.SECURITY));
builder.put(X PackSettings.MONITORING_ENABLED.getKey(),
enabl edFeatures.contains(X PackField. MONITORING));
builder.put(X PackSettings. WATCHER_ENABLED.getKey(),
enabl edFeatures.contains(X PackField WATCHER));
builder.put(X PackSettings. GRAPH_ENABL ED.getK ey(), enabledFeatures.contains(X PackField. GRAPH));
builder.put(X PackSettings.MACHINE_LEARNING_ENABLED.getKey(),
enabledFeatures.contains(X PackField. MACHINE_LEARNING));
builder.put(MachineL earningField. AUTODETECT _PROCESS.getKey(), false);
return builder.build();

@Override
protected boolean ignoreExternal Cluster() {
return true;
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@0Override
protected boolean addTestZenDiscovery() {
return false;

public static class TribeAwareTestZenDiscoveryPlugin extends TestZenDiscovery.TestPlugin {

public TribeAwareTestZenDiscoveryPlugin(Settings settings) {
super(settings);
}

@Override
public Settings additional Settings() {
if (settings.getGroups(“tribe", true).isEmpty()) {
return super.additional Settings();
} elsef
return Settings.EMPTY;;

public static class MockTribePlugin extends TribePlugin {

public MockTribePlugin(Settings settings) {
super(settings);
}

protected Function<Settings, Node> nodeBuilder(Path configPath) {
return settings -> new MockNode(new Environment(settings, configPath), internal Cluster().getPlugins());

@Override

protected Collection<Class<? extends Plugin>> nodePlugins() {
ArrayList<Class<? extends Plugin>> plugins = new ArrayList<>();
plugins.add(MockTribePlugin.class);
plugins.add(TribeAwareTestZenDiscoveryPlugin.class);
plugins.add(CompositeT estingX PackPlugin.class);
plugins.add(CommonAnalysisPlugin.class);
return plugins;

@Override

protected final Collection<Class<? extends Plugin>> transportClientPlugins() {
ArrayList<Class<? extends Plugin>> plugins = new ArrayList<>();
plugins.add(MockTribePlugin.class);
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plugins.add(TribeAwareTestZenDiscoveryPlugin.class);
plugins.add(X PackClientPlugin.class);
plugins.add(CommonAnalysisPlugin.class);
return plugins;
}
public void testTribeSetup() throws Exception {
NodeConfigurationSource nodeConfigurationSource = new NodeConfigurationSource() {
@Override
public Settings nodeSettings(int nodeOrdinal) {
return TribeTransportTestCase.this.nodeSettings(nodeOrdinal);

@Override
public Path nodeConfigPath(int nodeOrdinal) {
return null;

@0Override
public Collection<Class<? extends Plugin>> nodePlugins() {
return TribeTransportTestCase.this.nodePlugins();

@Override
public Settings transportClientSettings() {
return TribeTransportTestCase.this.transportClientSettings();

@0Override
public Collection<Class<? extends Plugin>> transportClientPlugins() {
return TribeTransportTestCase.this.transportClientPlugins();

b

final Internal TestCluster cluster2 = new Internal TestCluster(
randomLong(), createTempDir(), true, true, 2, 2,
UUIDs.randomBase64UUI D(random()), nodeConfigurationSource, 1, false, "tribe_node2",
getMockPlugins(), getClientWrapper());

cluster2.beforeTest(random(), 0.0);

logger.info("create 2 indices, test1 on t1, and test2 on t2");
assertAcked(internal Cluster().client().admin().indices().prepareCreate("test1").get());
assertAcked(cluster2.client().admin().indices().prepareCreate("test2").get());
ensureY ellow(internal Cluster());
ensureY ellow(cluster?2);
/ Map<String,String> asMap = internal Cluster().getDefaul tSettings().getAsMap();
Settings.Builder tribelDefaults = Settings.builder();
Settings.Builder tribe2Defaults = Settings.builder();
internal Cluster().getDefaultSettings().key Set().forEach(k -> {
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if (k.startsWith("path.") == false) {
tribelDefaults.copy(k, internal Cluster().getDefaultSettings());
tribe2Defaults.copy(k, internal Cluster().getDefaultSettings());

}
b
tribelDefaults.normalizePrefix("tribe.t1.");
tribe2Defaults.normalizePrefix("tribe.t2.");
/I give each tribeit's unicast hosts to connect to
tribelDefaults.putList("tribetl.” +
UnicastZenPing.DISCOVERY_ZEN_PING_UNICAST_HOSTS SETTING.getKey(),
getUnicastHosts(internal Cluster().client()));
tribelDefaults.putList("tribet2." +
UnicastZenPing.DISCOVERY_ZEN_PING_UNICAST_HOSTS_SETTING.getKey(),
getUnicastHosts(cluster2.client()));

Settings merged = Settings.builder()
Jput("tribe.tl.cluster.name", internal Cluster().getClusterName())
Jput("tribe.t2.cluster.name", cluster2.getClusterName())
Jput("tribe.t1.transport.tcp.port”, 0)
put("tribe.t2.transport.tcp.port”, 0)
Jput("tribe.t1.transport.type", getTestTransportType())
Jput("tribe.t2.transport.type”, getTestTransportType())
Jput("tribe.blocks.write", false)
.put(tribelDefaults.build())
Jput(tribe2Defaults.build())
.put(NetworkModulee HTTP_ENABLED.getKey(), false)
.put(internal Cluster().getDefaul tSettings())
Jput(XPackSettings.SECURITY _ENABLED.getKey(), false) // otherwise it conflicts with mock transport
.put(X PackSettingsMACHINE_LEARNING_ENABLED.getKey(), false)
.put(MachineL earningField AUTODETECT_PROCESS.getKey(), false)
Jput("tribetl." + XPackSettings.SECURITY ENABLED.getKey(), false)
Jput("tribet2." + XPackSettings.SECURITY _ENABLED.getKey(), false)
Jput("tribetl." + XPackSettings WATCHER_ENABLED.getKey(), false)
put("tribet2." + XPackSettings WATCHER_ENABLED.getKey(), false)
Jput("tribetl.” + XPackSettings. MACHINE_LEARNING_ENABLED.getKey(), false)
Jput("tribet2." + XPackSettings.MACHINE_LEARNING_ENABLED.getKey(), false)
Jput("tribetl." + MachinelL earningField AUTODETECT PROCESS.getKey(), false)
Jput("tribet2." + Machinel earningField AUTODETECT _PROCESS.getKey(), false)
.put("node.name", "tribe_node") // make sure we can identify threads from this node
put("transport.type”, getTestTransportType())
build();

final List<Class<? extends Plugin>> mockPlugins = Arrays.asList(MockTribePlugin.class,
TribeAwareT estZenDiscoveryPlugin.class,
getTestTransportPlugin(), Deprecation.class, Graph.class, L ogstash.class, Machinel earning.class,
Monitoring.class,
Security.class, Upgrade.class, Watcher.class, XPackPlugin.class);
final Node tribeNode = new MockNode(merged, mockPlugins).start();
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Client tribeClient = tribeNode.client();

logger.info("wait till tribe has the same nodes as the 2 clusters');
assertBusy(() > {

DiscoveryNodes tribeNodes = tribeNode.client().admin().cluster().prepareState().get().getState() .getNodes();

assertThat(countDataNodesForTribe("t1", tribeNodes),

equal To(internal Cluster().client().admin().cluster().prepareState().get().getState()
.getNodes().getDataNodes().size()));
assertThat(countDataNodesFor Tribe("t2", tribeNodes),
equal To(cluster2.client().admin().cluster().prepareState() .get().getState()
.getNodes().getDataNodes().size()));

b
logger.info(" --> verify transport actions for tribe node");
verifyActionOnTribeNode(tribeClient);
logger.info(" --> verify transport actions for data node");
verifyActionOnDataNode((randomBoolean() ? internal Cluster() : cluster2).dataNodeClient());
logger.info(" --> verify transport actions for master node");
verifyActionOnMasterNode((randomBoolean() ? internal Cluster() : cluster2).masterClient());
logger.info(" --> verify transport actions for client node");
verifyActionOnClientNode((randomBoolean() ? internal Cluster() : cluster2).coordOnlyNaodeClient());
try {

cluster2.wipe(Collections.<String>empty Set());
} finaly {

cluster2.afterTest();
}
tribeNode.close();
cluster2.close();

/* *

* Verify transport action behaviour on client node

*/

protected abstract void verifyActionOnClientNode(Client client) throws Exception;

/**

* Verify transport action behaviour on master node

*/

protected abstract void verifyActionOnMasterNode(Client masterClient) throws Exception;

/* *

* Verify transport action behaviour on data node

*/

protected abstract void verifyActionOnDataNode(Client dataNodeClient) throws Exception;

/* *

* Verify transport action behaviour on tribe node

*/

protected abstract void verifyActionOnTribeNode(Client tribeClient) throws Exception;
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protected void fail Action(Client client, Action action) {
try {
client.execute(action, action.newRequestBuilder(client).request());
fail("expected [" + action.name() + "] to fail");
} catch (I1legal StateException €) {
assertThat(e.getM essage(), containsString(“failed to find action"));

private void ensureY ellow(TestCluster testCluster) {
ClusterHealthResponse actionGet = testCluster.client().admin().cluster()
.health(Requests.clusterHeal thRequest().waitForY ellowStatus()
.waitForEvents(Priority.L ANGUID).waitForNoRel ocatingShards(true)).actionGet();
if (actionGet.isTimedOut()) {
logger.info("ensureGreen timed out, cluster state\n{}\n{}", testCluster.client().admin().cluster()
.prepareState().get().getState(),
testCluster.client().admin().cluster().preparePendingCluster Tasks().get());
assertThat("timed out waiting for yellow state", actionGet.isTimedOut(), equal To(false));
}
assertThat(actionGet.getStatus(), anyOf (equal To(ClusterHeal thStatus.Y EL LOW),
equal To(ClusterHeal thStatus. GREEN)));

}

private int countDataNodesForTribe(String tribeName, DiscoveryNodes nodes) {
int count = 0;
for (DiscoveryNode node : nodes) {
if (!node.isDataNode()) {
continue;
}
if (tribeName.equal s(node.getAttributes().get("tribe.name™))) {
count++;

}

return count;

private static String[] getUnicastHosts(Client client) {
ArrayList<String> unicastHosts = new ArrayList<>();
Nodesl nfoResponse nodel nfos = client.admin().cluster().prepareNodesi nfo().clear().set Transport(true).get();
for (Nodelnfo info : nodelnfos.getNodes()) {
TransportAddress address = info.get Transport().getAddress().publishAddress();
unicastHosts.add(address.getAddress() + ;" + address.getPort());

}
return unicastHosts.toArray(new String[unicastHosts.size()]);
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apply plugin: 'easticsearch.build'

dependencies {

compile project(xpackModul e('core’))

compile "org.elasticsearch: el asticsearch: ${ version} "
testCompile "org.€elasticsearch.test:framework: ${ version} "

}

project.forbiddenPatterns {
exclude **/* key'

}

dependencyLicenses.enabled = false

task buildZip(type: Zip, dependsOn: jar) {
String parentDir = "license-tools-${ version} "
into(parentDir + '/lib") {
from jar
from configurations.runtime
}
into(parentDir + '/bin’) {
from 'bin’
}
}

assembl e.dependsOn buildZip
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log4j.logger.org.elasticsearch.license=TRACE
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log4j.appender.out.layout=org.apache.log4j.PatternL ayout
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license.licensor;

import org.elasticsearch.common.unit. TimeValue;
import org.elasticsearch.license.DateUtils;

import org.elasticsearch.license.License;

import org.elasticsearch.license.LicenseVerifier;
import org.elasticsearch.test. ESTestCasg;

import org.junit.After;

import org.junit.Before;

import java.nio.file.Files;
import java.nio.file.Path;

public class LicenseV erificationTests extends ESTestCase {

protected Path pubK eyPath = null;
protected Path priKeyPath = null;

@Before

public void setup() throws Exception {
pubK eyPath = getDataPath("/public.key");
priKeyPath = getDataPath("/private.key");

@After

public void cleanUp() {
pubKeyPath = null;
prikeyPeath = null;

public void testGeneratedL icenses() throws Exception {
final TimeVaue fortyEightHours = TimeVa ue.timeVaueHours(2 * 24);
final Licenselicense =
TestUtils.generateSignedL icense(fortyEightHours, pubKeyPath, prikeyPath);
assertTrue(LicenseVerifier.verifyLicense(license, Files.readAllBytes(pubK eyPath)));

public void testLicenseTampering() throws Exception {
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final TimeVaue twoHours = TimeVauetimeVaueHours(2);
License license = TestUtils.generateSignedL icense(twoHours, pubK eyPath, priKeyPath);

final License tamperedLicense = License.builder()
fromLicenseSpec(license, license.signature())
.expiryDate(license.expiryDate() + 10 * 24 * 60 * 60 * 1000L)
validate()
build();

assertFal se(LicenseVerifier.verifyLicense(tamperedLicense, Files.readAllBytes(pubK eyPath)));

public void testRandomL icenseV erification() throws Exception {
TestUtils.LicenseSpec licenseSpec = TestUtils.generateRandomL i censeSpec(
randomintBetween(License.VERSION_START, License.VERSION_CURRENT));
License generatedLicense = generateSignedLicense(licenseSpec, pubKeyPath, priK eyPath);
assertTrue(LicenseVerifier.verifyLicense(generatedLicense, Files.readAllBytes(pubK eyPath)));

private static License generateSignedL icense(

TestUtils.LicenseSpec spec, Path pubKeyPath, Path priK eyPath) throws Exception {
LicenseSigner signer = new LicenseSigner(prikeyPath, pubKeyPath);
License.Builder builder = License.builder()

.uid(spec.uid)

feature(spec.feature)

type(spec.type)
.subscriptionType(spec.subscriptionType)
.IssuedTo(spec.issuedTo)
.issuer(spec.issuer)
.maxNodes(spec.maxNodes);

if (spec.expiryDate !=null) {
builder.expiryDate(DateUtils.endOf TheDay(spec.expiryDate));
} else{
builder.expiryDate(spec.expiryDatel nMillis);
}
if (spec.issueDate!= null) {
builder.issueDate(DateUtil s.beginningOf TheDay(spec.issueDate));
} else{
builder.issueDate(spec.issueDatel nMillis);
}
builder.version(spec.version);
return signer.sign(builder.build());

}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
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* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

*/

package org.el asticsearch.license.licensor;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.joda.DateM athParser;
import org.elasticsearch.common.joda.FormatDateTimeFormatter;
import org.elasticsearch.common.joda. Joda;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.common.xcontent. ToX Content;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.el asticsearch.common.xcontent. X ContentType;
import org.elasticsearch.license.DateUtils;

import org.elasticsearch.license.License;

import org.elasticsearch.test. ESTestCasg;

import org.hamcrest.MatcherAssert;

import org.joda.time.format.DateTimeFormatter;

import java.io.| OException;
import java.nio.file.Path;
import java.util.UUID;

import static com.carrotsearch.randomizedtesting. RandomizedTest.randomBool ean;
import static com.carrotsearch.randomizedtesting.RandomizedTest.randomint;

import static com.carrotsearch.randomizedtesting.RandomizedTest.randoml ntBetween,;
import static org.elasticsearch.common.xcontent. X ContentFactory.jsonBuil der;

import static org.elasticsearch.test. ESTestCase.randomFrom;

import static org.hamcrest.core.lsEqual.equal To;

public class TestUtils {

public static final String PUBLIC_KEY_RESOURCE = "/public.key";
public static final String PRIVATE_KEY_RESOURCE = "/private key";

private static final FormatDateTimeFormatter formatDateTimeFormatter =
JodaforPattern("yyyy-MM-dd");

private static final DateMathParser dateM athParser =
new DateM athParser(formatDateTimeFormatter);

private static final DateTimeFormatter dateTimeFormatter = formatDateTimeFormatter.printer();

public static String dumpLicense(License license) throws Exception {
XContentBuilder builder = X ContentFactory.contentBuilder(X ContentType.JSON);
builder.startObject();
builder.startObject("license");
license.tol nnerX Content(builder, ToX Content. EMPTY _PARAMYS);
builder.endObject();
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builder.endObject();
return Strings.toString(builder);

public static String dateM athString(String time, final long now) {
return dateTimeFormatter.print(dateM athParser.parse(time, () -> now));

public static long dateM ath(String time, final long now) {
return dateM athParser.parse(time, () -> now);

public static LicenseSpec generateRandomLicenseSpec(int version) {
boolean datesinMillis = randomBoolean();
long now = System.currentTimeMillis();
String uid = UUID.randomUUID().toString();
String issuer = "issuer__ " + randomint();
String issuedTo = "issuedTo__" + randomint();

String type = version < License VERSION_NO_FEATURE_TYPE ?
randomFrom("subscription”, "interna", "development") :
randomFrom("basic", "silver", "dev", "gold", "platinum™);

final String subscriptionType;

final String feature;

if (version < License VERSION_NO_FEATURE_TYPE) {

subscriptionType = randomFrom("gold", "silver", "platinum");
feature = "feature__" + randomint();

} else{
subscriptionType = null;
feature = null;

}

int maxNodes = randomlntBetween(5, 100);
if (dateslnMillis) {
long issueDatelnMillis = dateMath(" now", now);
long expiryDatelnMillis = dateMath("now+10d/d", now);
return new LicenseSpec(
version,
uid,
feature,
issueDatelnMillis,
expiryDatelnMillis,
type,
subscriptionType,
issuedTo,
issuer,
maxNodes);
} else{
String issueDate = dateMathString("now", now);
String expiryDate = dateM athString(" now+10d/d", now);
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return new LicenseSpec(
version,
uid,
feature,
issueDate,
expiryDate, type,
subscriptionType,
issuedTo,
issuer,
maxNodes);

public static String generatel icenseSpecString(LicenseSpec licenseSpec) throws | OException {
XContentBuilder licenses = jsonBuilder();
licenses.startObject();
licenses.startObject("license")
field("uid", licenseSpec.uid)
field("type", licenseSpec.type)
field("subscription_type", licenseSpec.subscriptionType)
field("issued_to", licenseSpec.issuedTo)
field("issuer”, licenseSpec.issuer)
field("feature", licenseSpec.feature)
field("max_nodes', licenseSpec.maxNodes);

if (licenseSpec.issueDate != null) {
licenses.field("issue _date", licenseSpec.issueDate);
} else{
licenses.field("issue date in_millis', licenseSpec.issueDatelnMillis);
}
if (licenseSpec.expiryDate !=null) {
licenses.field("expiry_date", licenseSpec.expiryDate);
} else{
licenses.field("expiry_date in_millis*, licenseSpec.expiryDatelnMillis);
}
licenses.field("version", licenseSpec.version);
licenses.endObject();
licenses.endObject();
return Strings.toString(licenses);

public static void assertL icenseSpec(LicenseSpec spec, License license) {
MatcherAssert.assertThat(license.uid(), equal To(spec.uid));
MatcherAssert.assertThat(license.issuedTo(), equal To(spec.issuedTo));
MatcherAssert.assertThat(license.issuer(), equal To(spec.issuer));
MatcherAssert.assertThat(license.type(), equa To(spec.type));
MatcherAssert.assertThat(li cense.maxNodes(), equal To(spec.maxNodes));
if (spec.issueDate !=null) {
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MatcherAssert.assertThat(
license.issueDate(),
equal To(DateUtils.beginningOf TheDay(spec.issueDate)));
} else{
MatcherAssert.assertThat(license.issueDate(), equal To(spec.issueDatel nMillis));
}
if (spec.expiryDate !=null) {
MatcherAssert.assertThat(
license.expiryDate(),
equal To(DateUtils.endOf TheDay(spec.expiryDate)));
} else{
MatcherAssert.assertThat(license.expiryDate(), equal To(spec.expiryDatel nMillis));

public static License generateSignedLicensg(
TimeValue expiryDuration, Path pubK eyPath, Path priKeyPath) throws Exception {
long issue = System.currentTimeMillis();
int version = ESTestCase.randomintBetween(License.VERSION_START, License. VERSION_CURRENT);
String type = version < License VERSION_NO_FEATURE_TYPE ?
randomFrom("subscription”, "interna", "development") :
randomFrom("trial”, "basic", "silver", "dev", "gold", "platinum");
final License.Builder builder = License.builder()
.Uid(UUID.randomUUID().toString())
.expiryDate(issue + expiryDuration.getMillis())
.IssueDate(issue)
.version(version)
type(type)
JIssuedTo("customer™)
.Issuer("elasticsearch")
.maxNodes(5);
if (version == License VERSION_START) {
builder.subscriptionType(randomFrom("dev", "gold", "platinum", "silver"));
builder.feature(EST estCase.randomA| phaOfL ength(10));
}
LicenseSigner signer = new LicenseSigner(prikeyPath, pubKeyPath);
return signer.sign(builder.build());

public static class LicenseSpec {
public final int version;
public final String feature;
public final String issueDate;
public final long issueDatelnMillis;
public final String expiryDate;
public final long expiryDatelnMillis;
public final String uid;
public final String type;
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public final String subscriptionType;
public final String issuedTo;

public final String issuer;

public final int maxNodes;

public LicenseSpec(
int version,
String uid,
String feature,
long issueDatelnMillis,
long expiryDatelnMillis,
String type,
String subscriptionType,
String issuedTo,
String issuer,
int maxNodes) {
this.version = version;
this.feature = feature;
this.issueDatel nMillis = issueDatelnMillis;
this.issueDate = nulll;
this.expiryDatelnMillis = expiryDatel nMillis;
this.expiryDate = null;
this.uid = uid;
this.type = type;
this.subscriptionType = subscriptionType;
this.issuedTo = issuedTo;
this.issuer = issuer;
this.maxNodes = maxNodes;

public LicenseSpec(

int version,

String uid,

String feature,

String issueDate,

String expiryDate,

String type,

String subscriptionType,

String issuedTo,

String issuer,

int maxNodes) {
this.version = version;
this.feature = feature;
thisissueDate = issueDate;
this.issueDatelnMillis = -1;
this.expiryDate = expiryDate;
this.expiryDatelnMillis = -1;
this.uid = uid;
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this.type = type;

this.subscriptionType = subscriptionType;
this.issuedTo = issuedTo;

this.issuer = issuer;

this.maxNodes = maxNodes;

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.€lasticsearch.license.licensor.tools;

import org.elasticsearch.cli.Command;

import org.elasticsearch.cli.CommandTestCase;
import org.elasticsearch.cli.ExitCodes;

import org.elasticsearch.cli.UserException;
import org.elasticsearch.common.unit. TimeValue;
import org.elasticsearch.license.License;

import org.elasticsearch.license.licensor. TestUtils;
import org.junit.Before;

import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Path;

public class LicenseV erificationTool Tests extends CommandTestCase {
protected Path pubK eyPath = null;
protected Path priKeyPath = null;

@Before

public void setup() throws Exception {
logger.error("project.basedir [{}]", System.getProperty("project.basedir"));
pubKeyPath = getDataPath(TestUtils.PUBLIC_KEY_RESOURCE);
prikeyPath = getDataPath(TestUtils.PRIVATE_KEY_RESOURCE);

@Override
protected Command newCommand() {
return new LicenseVerificationTool();

public void testMissingK eyPath() throws Exception {
Path pub = createTempDir().resolve("pub");
UserException e = expectThrows(
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UserException.class,

() -> execute("--publicKeyPath", pub.toString()));
assertTrue(e.getMessage(), e.getM essage().contains(" pub does not exist"));
assertEqual s(ExitCodes.USAGE, e.exitCode);

}

public void testMissingLicenseSpec() throws Exception {
UserException e = expectThrows(UserException.class, () -> {
execute("--publicKeyPath", pubK eyPath.toString());
b
assertTrue(
e.getMessage(),
e.getMessage().contains("Must specify either --license or --licenseFile"));
assertEqual s(ExitCodes.USAGE, e.exitCode);
}

public void testBrokenLicense() throws Exception {
final TimeVaue oneHour = TimeVaue.timeVaueHours(1);
License signedLicense = TestUtils.generateSignedLicense(oneHour, pubK eyPath, priK eyPath);
License tamperedLicense = License.builder()
fromLicenseSpec(signedLicense, signedLicense.signature())
.expiryDate(signedLicense.expiryDate() + randomlntBetween(1, 1000)).build();
UserException e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
pubK eyPath.toString(),
"--license",
TestUtils.dumpLicense(tamperedLicense)));
assertEquals("Invalid License!", e.getMessage());
assertEquals(ExitCodes. DATA_ERROR, e.exitCode);

public void testLicenseSpecString() throws Exception {
final TimeVaue oneHour = TimeVaue.timeVaueHours(1);
License signedLicense = TestUtils.generateSignedLicense(oneHour, pubKeyPath, priK eyPath);
String output = execute(
"--publicK eyPath",
pubK eyPath.toString(),
"--license",
TestUtils.dumpLicense(signedLicense));
assertFal se(output, output.isEmpty());

}

public void testLicenseSpecFile() throws Exception {
final TimeVaue oneHour = TimeVaue.timeVaueHours(1);
License signedLicense = TestUtils.generateSignedLicense(oneHour, pubK eyPath, priK eyPath);
Path licenseSpecFile = createTempFile();
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Files.write(
licenseSpecFile,
TestUtils.dumpLicense(signedLicense).getBytes(StandardCharsets.UTF_8));
String output = execute(
"--publicK eyPath",
pubK eyPath.toString(),
"--licenseFile",
licenseSpecFile.toString());
assertFal se(output, output.isEmpty());

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.el asticsearch.license.licensor.tools;

import org.elasticsearch.cli.Command;

import org.elasticsearch.cli.CommandTestCase;

import org.elasticsearch.cli.ExitCodes;

import org.elasticsearch.cli.UserException;

import org.elasticsearch.common.bytes.BytesArray;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.license.License;

import org.elasticsearch.license.licensor. TestUtils;

import org.junit.Before;

import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Path;

public class LicenseGenerationT ool Tests extends CommandTestCase {

protected Path pubK eyPath = null;
protected Path priKeyPath = null;

@Before

public void setup() throws Exception {
pubKeyPath = getDataPath(TestUtils.PUBLIC_KEY_RESOURCE);
prikeyPath = getDataPath(TestUtils.PRIVATE_KEY_RESOURCE);

@Override
protected Command newCommand() {
return new LicenseGeneratorTool();
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public void testMissingK eyPaths() throws Exception {
Path pub = createTempDir().resolve("pub");
Path pri = createTempDir().resolve("pri");
UserException e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
pub.toString(),
"--privateK eyPath",
pri.toString()));
assertTrue(e.getMessage(), e.getMessage().contains("pri does not exist™"));
assertEqual s(ExitCodes.USAGE, e.exitCode);

Files.createFile(pri);
e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
pub.toString(),
"--privateK eyPath",
pri.toString()));
assertTrue(e.getMessage(), e.getM essage().contains(" pub does not exist"));
assertEqual s(ExitCodes.USAGE, e.exitCode);

public void testMissingLicenseSpec() throws Exception {
UserException e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
pubK eyPath.toString(),
"--privateK eyPath",
priKeyPath.toString()));
assertTrue(
e.getMessage(),
e.getMessage().contains("Must specify either --license or --licenseFile"));
assertEqual s(ExitCodes.USAGE, e.exitCode);

}

public void testLicenseSpecString() throws Exception {

TestUtils.LicenseSpec inputLicenseSpec =

TestUtils.generateRandomL icenseSpec(License.VERSION_CURRENT));
String licenseSpecString = TestUtils.generatel icenseSpecString(inputL icenseSpec);
String output = execute(

"--publicK eyPath",

pubK eyPath.toString(),

"--privateK eyPath",
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priKeyPath.toString(),

"--license",

licenseSpecString);
final BytesArray bytes = new BytesArray(output.getBytes(StandardCharsets.UTF_8));
License outputLicense = License.fromSource(bytes, X ContentType.JSON);
TestUtils.assertLicenseSpec(inputLicenseSpec, outputLicense);

public void testLicenseSpecFile() throws Exception {

TestUtils.LicenseSpec inputLicenseSpec =

TestUtils.generateRandomL icenseSpec(License.VERSION_CURRENT));
String licenseSpecString = TestUtils.generatel icenseSpecString(inputL icenseSpec);
Path licenseSpecFile = createTempFile();
Files.write(licenseSpecFile, licenseSpecString.getBytes(StandardCharsets.UTF_8));
String output = execute(

"--publicK eyPath",

pubK eyPath.toString(),

"--privateK eyPath",

priKeyPath.toString(),

"--licenseFile",

licenseSpecFile.toString());
final BytesArray bytes = new BytesArray(output.getBytes(StandardCharsets.UTF_8));
License outputLicense = License.fromSource(bytes, X ContentType.JSON);
TestUtils.assertL icenseSpec(inputLicenseSpec, outputLicense);

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.€lasticsearch.license.licensor.tools;

import org.elasticsearch.cli.Command;

import org.elasticsearch.cli.CommandTestCase;

import org.elasticsearch.cli.ExitCodes;

import org.elasticsearch.cli.UserException;

import java.nio.file.Files;
import java.nio.file.Path;

import static org.hamcrest.CoreM atchers.containsString;
public class KeyPairGenerationTool Tests extends CommandTestCase {

@Override
protected Command newCommand() {
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return new KeyPairGeneratorTool();

public void testMissingK eyPaths() throws Exception {
Path exists = createTempFile("", "existing");
Path dne = createTempDir().resolve("dne");
UserException e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
exists.tostring(),
"--privateK eyPath",
dne.toString()));
assertThat(e.getMessage(), containsString("existing"));
assertEqual s(ExitCodes.USAGE, e.exitCode);
e = expectThrows(
UserException.class,
() -> execute(
"--publicK eyPath",
dne.toString(),
"--privateK eyPath",
exists.toString()));
assertThat(e.getMessage(), containsString("existing"));
assertEqual s(ExitCodes.USAGE, e.exitCode);

public void testTool () throws Exception {
Path keysDir = createTempDir();
Path publicK eyFilePath = keysDir.resolve("public");
Path privateK eyFilePath = keysDir.resolve("private");

execute(

"--publicK eyPath",

publicK eyFilePath.toString(),

"--privateK eyPath",

privateK eyFilePath.toString());
assertTrue(publicK eyFilePath.toString(), Files.exists(publicK eyFilePath));
assertTrue(privateK eyFilePath.toString(), Files.exists(privateK eyFilePath));

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license.licensor;
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import org.apache.lucene.util.BytesRef;

import org.apache.lucene.util.BytesRefIterator;

import org.elasticsearch.common.bytes.BytesReference;
import org.elasticsearch.common.xcontent. ToX Content;
import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.license.CryptUTtils;

import org.elasticsearch.license.License;

import java.io.| OException;

import java.nio.ByteBuffer;

import java.nio.file.Files;

import java.nio.file.Path;

import java.security.InvalidK eyException;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import java.security.Signature;

import java.security.SignatureException;
import java.util.Base64;

import java.util.Collections;

import java.util.Map;

/**

* Responsible for generating alicense signature according to the signature spec and sign it with
* the provided encrypted private key

*/

public class LicenseSigner {

private static final int MAGIC_LENGTH = 13;

private final Path publicKeyPath;

private final Path privateK eyPath;

public LicenseSigner(final Path privateKeyPath, final Path publicKeyPath) {
this.publicK eyPath = publicK eyPath;
this.privateK eyPath = privateK eyPath;

/**

* Generates a signature for the { @code licenseSpec} . Signature structure:

* <code>

* | VERSION | MAGIC | PUB_KEY_DIGEST | SIGNED_LICENSE_CONTENT |
* </code>

*

* @return asigned License

*/
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public License sign(License licenseSpec) throws | OEXxception {
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
final Map<String, String> licenseSpecViewMode =
Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true");
licenseSpec.toX Content(contentBuilder, new ToX Content.MapParams(licenseSpecViewMaode));
final byte[] signedContent;
try {
final Signature rsa = Signature.getlnstance(" SHA512withRSA");
rsa.initSign(CryptUtils.readEncryptedPrivateK ey(Files.readAll Bytes(privateK eyPath)));
final BytesReflterator iterator = BytesReference.bytes(contentBuilder).iterator();
BytesRef ref;
while((ref = iterator.next()) != null) {
rsa.update(ref.bytes, ref.offset, ref.length);
}
signedContent = rsa.sign();
} catch (InvalidKeyException
| IOException
| NoSuchAlgorithmException
| SignatureException €) {
throw new Illegal StateException(e);
}
final byte[] magic = new byte]f MAGIC_LENGTH];
SecureRandom random = new SecureRandom();
random.nextBytes(magic);
final byte[] hash = Base64.getEncoder().encode(Files.readAllBytes(publicK eyPath));
assert hash !=null;
byte[] bytes = new byte[4 + 4 + MAGIC_LENGTH + 4 + hash.length + 4 + signedContent.lengthl];
ByteBuffer byteBuffer = ByteBuffer.wrap(bytes);
byteBuffer.putlnt(licenseSpec.version())
.putlnt(magic.length)
.put(magic)
.putint(hash.length)
.put(hash)
.putint(signedContent.length)
.put(signedContent);

return License.builder()
fromLicenseSpec(licenseSpec, Base64.getEncoder().encodeT oString(bytes))
build();
}

}
COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.1

1. Definitions.

1.1. "Contributor" means each individual or entity that creates or
contributes to the creation of Modifications.
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1.2. "Contributor Version" means the combination of the Original
Software, prior Modifications used by a Contributor (if any), and
the Modifications made by that particular Contributor.

1.3. "Covered Software" means (a) the Original Software, or (b)
Modifications, or (c) the combination of files containing Original
Software with files containing Modifications, in each case including
portions thereof.

1.4. "Executable" means the Covered Software in any form other than
Source Code.

1.5. "Initial Developer" means theindividual or entity that first
makes Original Software available under this License.

1.6. "Larger Work" means awork which combines Covered Software or
portions thereof with code not governed by the terms of this License.

1.7. "License" means this document.

1.8. "Licensable" means having the right to grant, to the maximum
extent possible, whether at the time of theinitial grant or
subsequently acquired, any and all of the rights conveyed herein.

1.9. "Modifications' means the Source Code and Executable form of
any of the following:

A. Any file that results from an addition to, deletion from or
maodification of the contents of afile containing Original Software
or previous Modifications;

B. Any new file that contains any part of the Original Software or
previous Modification; or

C. Any new filethat is contributed or otherwise made available
under the terms of this License.

1.10. "Original Software" means the Source Code and Executable form
of computer software code that is originally released under this
License.

1.11. "Patent Claims" means any patent claim(s), now owned or
hereafter acquired, including without limitation, method, process,
and apparatus claims, in any patent Licensable by grantor.

1.12. "Source Code" means (a) the common form of computer software
code in which modifications are made and (b) associated
documentation included in or with such code.
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1.13."You" (or "Your") means an individual or alegal entity
exercising rights under, and complying with all of the terms of,

this License. For legal entities, "You" includes any entity which
controls, is controlled by, or is under common control with Y ou. For
purposes of this definition, "control" means (a) the power, direct

or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants.

2.1. Thelnitial Developer Grant.

Conditioned upon Y our compliance with Section 3.1 below and subject
to third party intellectual property claims, the Initial Devel oper
hereby grants Y ou aworld-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or
trademark) Licensable by Initial Developer, to use, reproduce,
modify, display, perform, sublicense and distribute the Original
Software (or portions thereof), with or without Modifications,
and/or as part of aLarger Work; and

(b) under Patent Claims infringed by the making, using or selling of
Original Software, to make, have made, use, practice, sell, and
offer for sale, and/or otherwise dispose of the Original Software

(or portions thereaf).

(c) Thelicenses granted in Sections 2.1(a) and (b) are effective on
the date Initial Developer first distributes or otherwise makes the
Original Software available to athird party under the terms of this
License.

(d) Notwithstanding Section 2.1(b) above, no patent license is
granted: (1) for code that Y ou delete from the Original Software, or
(2) for infringements caused by: (i) the modification of the
Original Software, or (ii) the combination of the Original Software
with other software or devices.

2.2. Contributor Grant.
Conditioned upon Y our compliance with Section 3.1 below and subject
to third party intellectual property claims, each Contributor hereby

grants Y ou aworld-wide, royalty-free, non-exclusive license:

() under intellectual property rights (other than patent or
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trademark) Licensable by Contributor to use, reproduce, modify,
display, perform, sublicense and distribute the Modifications
created by such Contributor (or portions thereof), either on an
unmodified basis, with other Modifications, as Covered Software
and/or as part of aLarger Work; and

(b) under Patent Claims infringed by the making, using, or selling

of Modifications made by that Contributor either alone and/or in
combination with its Contributor VVersion (or portions of such
combination), to make, use, sell, offer for sale, have made, and/or
otherwise dispose of: (1) Modifications made by that Contributor (or
portions thereof); and (2) the combination of Modifications made by
that Contributor with its Contributor Version (or portions of such
combination).

(c) Thelicenses granted in Sections 2.2(a) and 2.2(b) are effective
on the date Contributor first distributes or otherwise makes the
Modifications available to athird party.

(d) Notwithstanding Section 2.2(b) above, no patent license is
granted: (1) for any code that Contributor has deleted from the
Contributor Version; (2) for infringements caused by: (i) third

party modifications of Contributor Version, or (ii) the combination
of Modifications made by that Contributor with other software
(except as part of the Contributor Version) or other devices; or (3)
under Patent Claims infringed by Covered Software in the absence of
Modifications made by that Contributor.

3. Distribution Obligations.

3.1. Availahility of Source Code.

Any Covered Software that Y ou distribute or otherwise make available
in Executable form must also be made available in Source Code form
and that Source Code form must be distributed only under the terms

of this License. Y ou must include a copy of this License with every
copy of the Source Code form of the Covered Software Y ou distribute
or otherwise make available. Y ou must inform recipients of any such
Covered Software in Executable form as to how they can obtain such
Covered Software in Source Code form in a reasonable manner on or
through a medium customarily used for software exchange.

3.2. Modifications.

The Modifications that Y ou create or to which Y ou contribute are
governed by the terms of this License. Y ou represent that You
believe Y our Modifications are Y our original creation(s) and/or Y ou
have sufficient rights to grant the rights conveyed by this License.
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3.3. Required Notices.

Y ou must include a notice in each of Y our Modifications that
identifies Y ou as the Contributor of the Modification. Y ou may not
remove or alter any copyright, patent or trademark notices contained
within the Covered Software, or any notices of licensing or any
descriptive text giving attribution to any Contributor or the

Initial Developer.

3.4. Application of Additional Terms.

Y ou may not offer or impose any terms on any Covered Software in
Source Code form that alters or restricts the applicable version of
this License or the recipients' rights hereunder. Y ou may choose to
offer, and to charge a fee for, warranty, support, indemnity or
liability obligations to one or more recipients of Covered Software.
However, you may do so only on Y our own behalf, and not on behalf of
the Initial Developer or any Contributor. Y ou must make it
absolutely clear that any such warranty, support, indemnity or
liability obligation is offered by Y ou alone, and Y ou hereby agree
to indemnify the Initial Developer and every Contributor for any
liability incurred by the Initial Developer or such Contributor as a
result of warranty, support, indemnity or liability terms Y ou offer.

3.5. Distribution of Executable Versions.

Y ou may distribute the Executable form of the Covered Software under
the terms of this License or under the terms of alicense of Y our
choice, which may contain terms different from this License,

provided that Y ou are in compliance with the terms of this License
and that the license for the Executable form does not attempt to

limit or alter the recipient's rights in the Source Code form from

the rights set forth in this License. If Y ou distribute the Covered
Software in Executable form under adifferent license, Y ou must make
it absolutely clear that any terms which differ from this License

are offered by Y ou alone, not by the Initial Developer or

Contributor. Y ou hereby agree to indemnify the Initial Developer and
every Contributor for any liability incurred by the Initial

Developer or such Contributor as aresult of any such termsY ou offer.

3.6. Larger Works.

Y ou may create a Larger Work by combining Covered Software with
other code not governed by the terms of this License and distribute
the Larger Work as asingle product. In such acase, Y ou must make
sure the requirements of this License are fulfilled for the Covered
Software.
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4. Versions of the License.

4.1. New Versions.

Oracleistheinitia license steward and may publish revised and/or
new versions of this License from time to time. Each version will be
given adistinguishing version number. Except as provided in Section
4.3, no one other than the license steward has the right to modify

this License.

4.2. Effect of New Versions.

Y ou may always continue to use, distribute or otherwise make the
Covered Software available under the terms of the version of the
License under which Y ou originally received the Covered Software. If
the Initial Developer includes a notice in the Original Software
prohibiting it from being distributed or otherwise made available
under any subsequent version of the License, Y ou must distribute and
make the Covered Software available under the terms of the version
of the License under which Y ou originally received the Covered
Software. Otherwise, Y ou may also choose to use, distribute or
otherwise make the Covered Software available under the terms of any
subsequent version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and Y ou want to create a new
license for Your Original Software, Y ou may create and use a
modified version of this Licenseif You: (a) rename the license and
remove any references to the name of the license steward (except to
note that the license differs from this License); and (b) otherwise
make it clear that the license contains terms which differ from this
License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE ISPROVIDED UNDER THISLICENSE ON AN "ASIS' BASIS,
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,

INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE COVERED SOFTWARE
IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A PARTICULAR PURPOSE OR
NON-INFRINGING. THE ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF
THE COVERED SOFTWARE ISWITH YOU. SHOULD ANY COVERED SOFTWARE PROVE
DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY

OTHER CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING,
REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY CONSTITUTES AN
ESSENTIAL PART OF THISLICENSE. NO USE OF ANY COVERED SOFTWARE IS
AUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.
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6. TERMINATION.

6.1. This License and the rights granted hereunder will terminate
automatically if You fail to comply with terms herein and fail to
cure such breach within 30 days of becoming aware of the breach.
Provisions which, by their nature, must remain in effect beyond the
termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding
declaratory judgment actions) against Initial Developer or a
Contributor (the Initial Developer or Contributor against whom Y ou
assert such claimis referred to as "Participant”) alleging that the
Participant Software (meaning the Contributor Version where the
Participant is a Contributor or the Original Software where the
Participant is the Initial Developer) directly or indirectly

infringes any patent, then any and al rights granted directly or
indirectly to Y ou by such Participant, the Initial Developer (if the
Initial Developer is not the Participant) and all Contributors under
Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice
from Participant terminate prospectively and automatically at the
expiration of such 60 day notice period, unless if within such 60
day period Y ou withdraw Y our claim with respect to the Participant
Software against such Participant either unilaterally or pursuant to
awritten agreement with Participant.

6.3. If You assert a patent infringement claim against Participant
alleging that the Participant Software directly or indirectly
infringes any patent where such claim is resolved (such as by
license or settlement) prior to theinitiation of patent

infringement litigation, then the reasonable value of the licenses
granted by such Participant under Sections 2.1 or 2.2 shall be taken
into account in determining the amount or value of any payment or
license.

6.4. In the event of termination under Sections 6.1 or 6.2 above,
all end user licenses that have been validly granted by You or any
distributor hereunder prior to termination (excluding licenses
granted to Y ou by any distributor) shall survive termination.

7. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT
(INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOU, THE
INITIAL DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF
COVERED SOFTWARE, OR ANY SUPPLIER OF ANY OF SUCH PARTIES, BE LIABLE
TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT
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LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR
LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED OF THE

POSSIBILITY OF SUCH DAMAGES. THISLIMITATION OF LIABILITY SHALL NOT
APPLY TOLIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM SUCH
PARTY'SNEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH
LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THISEXCLUSION
AND LIMITATION MAY NOT APPLY TO YOU.

8. U.S. GOVERNMENT END USERS.

The Covered Softwareisa'commercial item," asthat term is defined
in 48 C.F.R. 2.101 (Oct. 1995), consisting of "commercial computer
software" (asthat termis defined at 48 C.F.R.

252.227-7014(a)(1)) and "commercial computer software documentation”
assuchtermsareused in 48 C.F.R. 12.212 (Sept. 1995). Consistent
with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4
(June 1995), al U.S. Government End Users acquire Covered Software
with only those rights set forth herein. This U.S. Government Rights
clauseisin lieu of, and supersedes, any other FAR, DFAR, or other
clause or provision that addresses Government rightsin computer
software under this License.

9. MISCELLANEOQOUS.

This License represents the complete agreement concerning subject
matter hereof. If any provision of thisLicenseisheld to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. This License shall be governed by
the law of the jurisdiction specified in a notice contained within

the Original Software (except to the extent applicable law, if any,
provides otherwise), excluding such jurisdiction's conflict-of-law
provisions. Any litigation relating to this License shall be subject

to the jurisdiction of the courtslocated in the jurisdiction and

venue specified in a notice contained within the Original Software,
with the losing party responsible for costs, including, without
limitation, court costs and reasonable attorneys fees and expenses.
The application of the United Nations Convention on Contracts for
the International Sale of Goods is expressly excluded. Any law or
regulation which provides that the language of a contract shall be
construed against the drafter shall not apply to this License. Y ou
agree that Y ou alone are responsible for compliance with the United
States export administration regulations (and the export control

laws and regulation of any other countries) when Y ou use, distribute
or otherwise make available any Covered Software.

10. RESPONSIBILITY FOR CLAIMS.
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As between Initial Developer and the Contributors, each party is
responsible for claims and damages arising, directly or indirectly,
out of its utilization of rights under this License and Y ou agree to
work with Initial Developer and Contributors to distribute such
responsibility on an equitable basis. Nothing herein isintended or
shall be deemed to constitute any admission of liability.

NOTICE PURSUANT TO SECTION 9 OF THE COMMON DEVELOPMENT AND DISTRIBUTION
LICENSE (CDDL)

The code released under the CDDL shall be governed by the laws of the
State of California (excluding conflict-of-law provisions). Any
litigation relating to this License shall be subject to the jurisdiction

of the Federal Courts of the Northern District of Californiaand the
state courts of the State of California, with venue lying in Santa Clara
County, California.

The GNU General Public License (GPL) Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor

Boston, MA 02110-1335

USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to
share and change it. By contrast, the GNU General Public Licenseis
intended to guarantee your freedom to share and change free software--to
make sure the software is free for all its users. This General Public
License applies to most of the Free Software Foundation's software and
to any other program whose authors commit to using it. (Some other Free
Software Foundation software is covered by the GNU Library General
Public License instead.) Y ou can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price.
Our Genera Public Licenses are designed to make sure that you have the
freedom to distribute copies of free software (and charge for this

service if you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces of it in new
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free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone
to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsihilities for you if you

distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis
or for afee, you must give the recipients all the rights that you have.

Y ou must make sure that they, too, receive or can get the source code.
And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain
that everyone understands that there is no warranty for thisfree
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors reputations.

Finally, any free program is threatened constantly by software patents.
We wish to avoid the danger that redistributors of afree program will
individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License appliesto any program or other work which contains a
notice placed by the copyright holder saying it may be distributed under
the terms of this General Public License. The "Program"”, below, refers
to any such program or work, and a "work based on the Program" means
either the Program or any derivative work under copyright law: that is
to say, awork containing the Program or a portion of it, either

verbatim or with modifications and/or translated into another language.
(Hereinafter, trandation isincluded without limitation in the term
"modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program
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(independent of having been made by running the Program). Whether that
is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source
code as you receiveit, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the noticesthat refer to

this License and to the absence of any warranty; and give any other
recipients of the Program a copy of this License along with the Program.

Y ou may charge afee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for afee.

2. You may modify your copy or copies of the Program or any portion of
it, thus forming awork based on the Program, and copy and distribute
such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

a) You must cause the modified filesto carry prominent notices
stating that you changed the files and the date of any change.

b) Y ou must cause any work that you distribute or publish, that in
whole or in part contains or is derived from the Program or any part
thereof, to be licensed as awhole at no charge to all third parties
under the terms of this License.

¢) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such

interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice
that there is no warranty (or else, saying that you provide a

warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not

normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as awhole. If
identifiable sections of that work are not derived from the Program, and
can be reasonably considered independent and separate worksin
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of awhole which isawork based on
the Program, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
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your rights to work written entirely by you; rather, the intent isto
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with awork based on the Program) on avolume of a
storage or distribution medium does not bring the other work under the
scope of this License.

3. You may copy and distribute the Program (or awork based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections 1
and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with awritten offer, valid for at least three

years, to give any third party, for a charge no more than your cost
of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

¢) Accompany it with the information you received asto the offer to
distribute corresponding source code. (This alternative is alowed
only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in
accord with Subsection b above.)

The source code for awork means the preferred form of the work for
making modificationsto it. For an executable work, complete source code
means all the source code for all modulesit contains, plus any

associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a specia
exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access
to copy from a designated place, then offering equivalent access to copy
the source code from the same place counts as distribution of the source
code, even though third parties are not compelled to copy the source
along with the object code.

4. Y ou may not copy, modify, sublicense, or distribute the Program
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except as expressy provided under this License. Any attempt otherwise
to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties
who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such partiesremain in

full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all
its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives alicense from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. Y ou may not impose any further restrictions
on the recipients' exercise of the rights granted herein. Y ou are not
responsible for enforcing compliance by third parties to this License.

7. 1f, as a conseguence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute
so asto satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license would

not permit royalty-free redistribution of the Program by all those who
receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section isheld invalid or unenforceable under
any particular circumstance, the balance of the section isintended to
apply and the section as awholeis intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any

such claims; this section has the sole purpose of protecting the

integrity of the free software distribution system, which isimplemented
by public license practices. Many people have made generous
contributions to the wide range of software distributed through that
system in reliance on consistent application of that system; it isup to
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the author/donor to decide if he or sheiswilling to distribute
software through any other system and a licensee cannot impose that choice.

This section isintended to make thoroughly clear what is believed to be
a consequence of therest of this License.

8. If the distribution and/or use of the Program isrestricted in

certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries

not thus excluded. In such case, this License incorporates the

limitation asif written in the body of this License.

9. The Free Software Foundation may publish revised and/or new
versions of the General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies aversion number of this License which appliesto it and "any
later version”, you have the option of following the terms and

conditions either of that version or of any later version published by

the Free Software Foundation. If the Program does not specify aversion
number of this License, you may choose any version ever published by the
Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the
author to ask for permission. For software which is copyrighted by the
Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the
two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE ISNO

WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "ASIS' WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK ASTO THE QUALITY AND PERFORMANCE OF THE PROGRAM ISWITH
YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
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WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY
AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGESARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM

(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN |IF SUCH HOLDER OR
OTHER PARTY HASBEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Termsto Y our New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve thisisto make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to
attach them to the start of each source file to most effectively convey
the exclusion of warranty; and each file should have at |east the
"copyright" line and a pointer to where the full notice is found.

Oneline to give the program's name and a brief idea of what it does.
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful, but

WITHOUT ANY WARRANTY ; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

Y ou should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1335 USA

Also add information on how to contact you by electronic and paper mail.

If the program isinteractive, make it output a short notice like this
when it startsin an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comeswith ABSOLUTELY NO WARRANTY:; for details type
“show w'. Thisis free software, and you are welcome to redistribute

it under certain conditions; type “show c' for details.
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The hypothetical commands “show w' and “show c¢' should show the
appropriate parts of the General Public License. Of course, the commands
you use may be called something other than “show w' and “show c'; they
could even be mouse-clicks or menu items--whatever suits your program.

Y ou should also get your employer (if you work as a programmer) or your
schooal, if any, to sign a"copyright disclaimer" for the program, if
necessary. Here is a sample; ater the names:

Y oyodyne, Inc., hereby disclaims all copyright interest in the
program “Gnomovision' (which makes passes at compilers) written by
James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program
into proprietary programs. If your program is a subroutine library, you
may consider it more useful to permit linking proprietary applications
with thelibrary. If thisis what you want to do, use the GNU Library
General Public License instead of this License.

Certain source files distributed by Oracle America, Inc. and/or its
affiliates are subject to the following clarification and special
exception to the GPLVv2, based on the GNU Project exception for its
Classpath libraries, known as the GNU Classpath Exception, but only
where Oracle has expressly included in the particular source file's
header the words "Oracle designates this particular file as subject to
the "Classpath" exception as provided by Oracle in the LICENSE file
that accompanied this code."

Y ou should also note that Oracle includes multiple, independent

programs in this software package. Some of those programs are provided
under licenses deemed incompatible with the GPLv2 by the Free Software
Foundation and others. For example, the package includes programs
licensed under the Apache License, Version 2.0. Such programs are
licensed to you under their original licenses.

Oracle facilitates your further distribution of this package by adding

the Classpath Exception to the necessary parts of its GPLv2 code, which
permits you to use that code in combination with other independent
modules not licensed under the GPLv2. However, note that this would
not permit you to commingle code under an incompatible license with
Oracle's GPLV2 licensed code by, for example, cutting and pasting such
code into afile also containing Oracle's GPL V2 licensed code and then

Open Source Used In Network Insights Advisor 1.0.0
145



distributing the result. Additionally, if you were to remove the
Classpath Exception from any of the files to which it applies and
distribute the result, you would likely be required to license some or
all of the other code in that distribution under the GPLv2 aswell, and
since the GPLv2 isincompatible with the license terms of some items
included in the distribution by Oracle, removing the Classpath
Exception could therefore effectively compromise your ability to
further distribute the package.

Proceed with caution and we recommend that you obtain the advice of a
lawyer skilled in open source matters before removing the Classpath
Exception or making modifications to this package which may
subsequently be redistributed and/or involve the use of third party
software.

CLASSPATH EXCEPTION

Linking thislibrary statically or dynamically with other modulesis
making a combined work based on thislibrary. Thus, the terms and
conditions of the GNU Genera Public License version 2 cover the whole
combination.

Asaspecia exception, the copyright holders of thislibrary give you
permission to link this library with independent modules to produce an
executable, regardless of the license terms of these independent
modules, and to copy and distribute the resulting executable under
terms of your choice, provided that you also meet, for each linked
independent module, the terms and conditions of the license of that
module. An independent module is a module which is not derived from or
based on thislibrary. If you modify thislibrary, you may extend this
exception to your version of the library, but you are not obligated to
do so. If you do not wish to do so, delete this exception statement
from your version.

Y ou may use under either the Apache License Version 2.0 or the BSD
3-Clause License.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMSAND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
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"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
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designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
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include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
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negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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Copyright (c) 2011, Mike Samuel
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"ASIS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;, LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
COMMON DEVELOPMENT AND DISTRIBUTION LICENSE (CDDL) Version 1.0

1. Definitions.

1.1. Contributor means each individual or entity that creates or contributes to the creation of Modifications.

1.2. Contributor Version means the combination of the Original Software, prior Modifications used by a Contributor
(if any), and the Modifications made by that particular Contributor.

1.3. Covered Software means (@) the Original Software, or (b) Modifications, or (c) the combination of files
containing Original Software with files containing Modifications, in each case including portions thereof.

1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer meansthe individual or entity that first makes Original Software available under this License.

1.6. Larger Work means awork which combines Covered Software or portions thereof with code not governed by
the terms of this License.

1.7. License means this document.

1.8. Licensable means having the right to grant, to the maximum extent possible, whether at the time of the initial
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grant or subsequently acquired, any and all of the rights conveyed herein.

1.9. Modifications means the Source Code and Executable form of any of the following:

A. Any file that results from an addition to, deletion from or modification of the contents of afile containing
Original Software or previous Modifications;

B. Any new file that contains any part of the Original Software or previous Modification; or

C. Any new filethat is contributed or otherwise made available under the terms of this License.

1.10. Original Software means the Source Code and Executable form of computer software code that is originally
released under this License.

1.11. Patent Claims means any patent claim(s), now owned or hereafter acquired, including without limitation,
method, process, and apparatus claims, in any patent Licensable by grantor.

1.12. Source Code means (&) the common form of computer software code in which modifications are made and (b)
associated documentation included in or with such code.

1.13. You (or Your) means an individual or alegal entity exercising rights under, and complying with all of the
terms of, this License. For legal entities, Y ou includes any entity which controls, is controlled by, or is under
common control with Y ou. For purposes of this definition, control means (a)the power, direct or indirect, to cause
the direction or management of such entity, whether by contract or otherwise, or (b)ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants.

2.1. Thelnitial Developer Grant.

Conditioned upon Y our compliance with Section 3.1 below and subject to third party intellectual property claims,
the Initial Developer hereby grants Y ou aworld-wide, royalty-free, non-exclusive license:

() under intellectual property rights (other than patent or trademark) Licensable by Initial Developer, to use,
reproduce, modify, display, perform, sublicense and distribute the Original Software (or portions thereof), with or
without Modifications, and/or as part of aLarger Work; and

(b) under Patent Claims infringed by the making, using or selling of Origina Software, to make, have made, use,
practice, sell, and offer for sale, and/or otherwise dispose of the Original Software (or portions thereof).

(c) Thelicenses granted in Sections2.1(a) and (b) are effective on the date Initial Developer first distributes or
otherwise makes the Original Software available to athird party under the terms of this License.

(d) Notwithstanding Section2.1(b) above, no patent license is granted: (1)for code that Y ou delete from the Original
Software, or (2)for infringements caused by: (i)the modification of the Original Software, or (ii)the combination of
the Original Software with other software or devices.

2.2. Contributor Grant.

Conditioned upon Y our compliance with Section 3.1 below and subject to third party intellectual property claims,
each Contributor hereby grants Y ou aworld-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by Contributor to use, reproduce,
modify, display, perform, sublicense and distribute the M odifications created by such Contributor (or portions
thereof), either on an unmodified basis, with other Modifications, as Covered Software and/or as part of aLarger
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Work; and

(b) under Patent Claims infringed by the making, using, or selling of Modifications made by that Contributor either
alone and/or in combination with its Contributor Version (or portions of such combination), to make, use, sell, offer
for sale, have made, and/or otherwise dispose of: (1)M odifications made by that Contributor (or portions thereof);
and (2)the combination of Modifications made by that Contributor with its Contributor Version (or portions of such
combination).

(c) Thelicenses granted in Sections2.2(a) and 2.2(b) are effective on the date Contributor first distributes or
otherwise makes the Modifications available to a third party.

(d) Notwithstanding Section2.2(b) above, no patent license is granted: (1)for any code that Contributor has del eted
from the Contributor Version; (2)for infringements caused by: (i)third party modifications of Contributor Version, or
(iN)the combination of Modifications made by that Contributor with other software (except as part of the Contributor
Version) or other devices; or (3)under Patent Claimsinfringed by Covered Software in the absence of Modifications
made by that Contributor.

3. Distribution Obligations.

3.1. Availahility of Source Code.

Any Covered Software that Y ou distribute or otherwise make available in Executable form must also be made
available in Source Code form and that Source Code form must be distributed only under the terms of this License.
Y ou must include a copy of this License with every copy of the Source Code form of the Covered Software Y ou
distribute or otherwise make available. Y ou must inform recipients of any such Covered Software in Executable
form as to how they can obtain such Covered Software in Source Code form in a reasonable manner on or through a
medium customarily used for software exchange.

3.2. Modifications.

The Modifications that Y ou create or to which Y ou contribute are governed by the terms of this License. You
represent that Y ou believe Y our Modifications are Y our original creation(s) and/or Y ou have sufficient rightsto
grant the rights conveyed by this License.

3.3. Required Notices.

Y ou must include a notice in each of Y our Modifications that identifies Y ou as the Contributor of the Modification.
Y ou may not remove or alter any copyright, patent or trademark notices contained within the Covered Software, or
any notices of licensing or any descriptive text giving attribution to any Contributor or the Initial Developer.

3.4. Application of Additional Terms.

Y ou may not offer or impose any terms on any Covered Software in Source Code form that alters or restricts the
applicable version of this License or the recipients rights hereunder. Y ou may choose to offer, and to charge afee
for, warranty, support, indemnity or liability obligations to one or more recipients of Covered Software. However,
you may do so only on Y our own behalf, and not on behalf of the Initial Developer or any Contributor. Y ou must
make it absolutely clear that any such warranty, support, indemnity or liability obligation is offered by Y ou alone,
and Y ou hereby agree to indemnify the Initial Developer and every Contributor for any liability incurred by the
Initial Developer or such Contributor as aresult of warranty, support, indemnity or liability terms Y ou offer.

3.5. Distribution of Executable Versions.
Y ou may distribute the Executable form of the Covered Software under the terms of this License or under the terms
of alicense of Y our choice, which may contain terms different from this License, provided that You arein
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compliance with the terms of this License and that the license for the Executable form does not attempt to limit or
alter the recipients rights in the Source Code form from the rights set forth in this License. If Y ou distribute the
Covered Software in Executable form under a different license, Y ou must make it absolutely clear that any terms
which differ from this License are offered by Y ou alone, not by the Initial Developer or Contributor. Y ou hereby
agree to indemnify the Initial Developer and every Contributor for any liability incurred by the Initial Developer or
such Contributor as aresult of any such terms 'Y ou offer.

3.6. Larger Works.

Y ou may create a Larger Work by combining Covered Software with other code not governed by the terms of this
License and distribute the Larger Work as a single product. In such a case, Y ou must make sure the requirements of
this License are fulfilled for the Covered Software.

4. Versions of the License.

4.1. New Versions.

Sun Microsystems, Inc. istheinitial license steward and may publish revised and/or new versions of this License
from time to time. Each version will be given a distinguishing version number. Except as provided in Section 4.3, no
one other than the license steward has the right to modify this License.

4.2. Effect of New Versions.

Y ou may always continue to use, distribute or otherwise make the Covered Software available under the terms of the
version of the License under which Y ou originally received the Covered Software. If the Initial Developer includes a
noticein the Original Software prohibiting it from being distributed or otherwise made available under any
subsequent version of the License, Y ou must distribute and make the Covered Software available under the terms of
the version of the License under which Y ou originally received the Covered Software. Otherwise, Y ou may also
choose to use, distribute or otherwise make the Covered Software available under the terms of any subsequent
version of the License published by the license steward.

4.3. Modified Versions.

When You are an Initial Developer and Y ou want to create a new license for Your Original Software, Y ou may
create and use a modified version of this Licenseif You: (a)rename the license and remove any references to the
name of the license steward (except to note that the license differs from this License); and (b)otherwise make it clear
that the license contains terms which differ from this License.

5. DISCLAIMER OF WARRANTY.

COVERED SOFTWARE ISPROVIDED UNDER THISLICENSE ON AN ASISBASIS, WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
WARRANTIES THAT THE COVERED SOFTWARE IS FREE OF DEFECTS, MERCHANTABLE, FIT FOR A
PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK ASTO THE QUALITY AND
PERFORMANCE OF THE COVERED SOFTWARE ISWITH YOU. SHOULD ANY COVERED SOFTWARE
PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY OTHER
CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING, REPAIR OR CORRECTION.
THIS DISCLAIMER OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF THISLICENSE. NO USE
OF ANY COVERED SOFTWARE ISAUTHORIZED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

6. TERMINATION.
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6.1. This License and the rights granted hereunder will terminate automatically if Y ou fail to comply with terms
herein and fail to cure such breach within 30 days of becoming aware of the breach. Provisions which, by their
nature, must remain in effect beyond the termination of this License shall survive.

6.2. If You assert a patent infringement claim (excluding declaratory judgment actions) against Initial Devel oper or
a Contributor (the Initial Developer or Contributor against whom Y ou assert such claim is referred to as Participant)
alleging that the Participant Software (meaning the Contributor Version where the Participant is a Contributor or the
Original Software where the Participant is the Initial Developer) directly or indirectly infringes any patent, then any
and all rights granted directly or indirectly to Y ou by such Participant, the Initial Developer (if the Initial Devel oper
is not the Participant) and all Contributors under Sections2.1 and/or 2.2 of this License shall, upon 60 days notice
from Participant terminate prospectively and automatically at the expiration of such 60 day notice period, unlessif
within such 60 day period Y ou withdraw Y our claim with respect to the Participant Software against such
Participant either unilaterally or pursuant to a written agreement with Participant.

6.3. In the event of termination under Sections6.1 or 6.2 above, all end user licenses that have been validly granted
by Y ou or any distributor hereunder prior to termination (excluding licenses granted to Y ou by any distributor) shall
survive termination.

7.LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT (INCLUDING
NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER
CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED SOFTWARE, OR ANY SUPPLIER OF ANY OF
SUCH PARTIES, BE LIABLE TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOST PROFITS, LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH
PARTY SHALL HAVE BEEN INFORMED OF THE POSSIBILITY OF SUCH DAMAGES. THISLIMITATION
OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING
FROM SUCH PARTYSNEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH
LIMITATION. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THISEXCLUSION AND LIMITATION MAY NOT
APPLY TOYOU.

8. U.S. GOVERNMENT END USERS.

The Covered Software isacommercial item, as that term is defined in 48C.F.R.2.101 (Oct. 1995), consisting of
commercial computer software (as that term is defined at 48 C.F.R. 252.227-7014(a)(1)) and commercial computer
software documentation as such terms are used in 48C.F.R.12.212 (Sept. 1995). Consistent with 48 C.F.R. 12.212
and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End Users acquire Covered
Software with only those rights set forth herein. This U.S. Government Rights clause isin lieu of, and supersedes,
any other FAR, DFAR, or other clause or provision that addresses Government rights in computer software under
this License.

9. MISCELLANEOQOUS.

This License represents the complete agreement concerning subject matter hereof. If any provision of thisLicenseis
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held to be unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. This
License shall be governed by the law of the jurisdiction specified in a notice contained within the Original Software
(except to the extent applicable law, if any, provides otherwise), excluding such jurisdictions conflict-of-law
provisions. Any litigation relating to this License shall be subject to the jurisdiction of the courts located in the
jurisdiction and venue specified in a notice contained within the Original Software, with the losing party responsible
for costs, including, without limitation, court costs and reasonable attorneys fees and expenses. The application of
the United Nations Convention on Contracts for the International Sale of Goods is expressly excluded. Any law or
regulation which provides that the language of a contract shall be construed against the drafter shall not apply to this
License. You agree that Y ou alone are responsible for compliance with the United States export administration
regulations (and the export control laws and regulation of any other countries) when Y ou use, distribute or otherwise
make available any Covered Software.

10. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims and damages arising,
directly or indirectly, out of its utilization of rights under this License and Y ou agree to work with Initial Devel oper
and Contributors to distribute such responsibility on an equitable basis. Nothing herein is intended or shall be
deemed to constitute any admission of liability.

NOTICE PURSUANT TO SECTION 9 OF THE COMMON DEVELOPMENT AND DISTRIBUTION LICENSE
(CDDL)
The GlassFish code released under the CDDL shall be governed by the laws of the State of California (excluding
conflict-of-law provisions). Any litigation relating to this License shall be subject to the jurisdiction of the Federal
Courts of the Northern District of California and the state courts of the State of California, with venue lying in Santa
Clara County, California.
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean anindividual or Lega Entity

156

Open Source Used In Network Insights Advisor 1.0.0



exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.
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3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
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that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
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or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

This project includes Public Suffix List copied from
<https://publicsuffix.org/list/effective_tld_names.dat>
licensed under the terms of the Mozilla Public License, v. 2.0

Full license text: <http://mozilla.org/MPL/2.0/>

MozillaPublic License Version 2.0

1. Definitions

1.1. "Contributor"
means each individual or legal entity that creates, contributesto
the creation of, or owns Covered Software.

1.2. "Contributor Version"
means the combination of the Contributions of others (if any) used
by a Contributor and that particular Contributor's Contribution.

1.3. "Contribution"
means Covered Software of a particular Contributor.

1.4. "Covered Software"
means Source Code Form to which the initial Contributor has attached
the notice in Exhibit A, the Executable Form of such Source Code
Form, and Modifications of such Source Code Form, in each case
including portions thereof.

1.5. "Incompatible With Secondary Licenses'
means

(a) that the initial Contributor has attached the notice described
in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of

Open Source Used In Network Insights Advisor 1.0.0
160



version 1.1 or earlier of the License, but not also under the
terms of a Secondary License.

1.6. "Executable Form"
means any form of the work other than Source Code Form.

1.7. "Larger Work"
means awork that combines Covered Software with other material, in
aseparatefile or files, that is not Covered Software.

1.8. "License"
means this document.

1.9. "Licensable"
means having the right to grant, to the maximum extent possible,
whether at the time of theinitial grant or subsequently, any and
all of the rights conveyed by this License.

1.10. "Modifications'
means any of the following:

(a) any file in Source Code Form that results from an addition to,
deletion from, or modification of the contents of Covered
Software; or

(b) any new file in Source Code Form that contains any Covered
Software.

1.11. "Patent Claims" of a Contributor
means any patent claim(s), including without limitation, method,
process, and apparatus claims, in any patent Licensable by such
Contributor that would be infringed, but for the grant of the
License, by the making, using, selling, offering for sale, having
made, import, or transfer of either its Contributions or its
Contributor Version.

1.12. "Secondary License"
means either the GNU General Public License, Version 2.0, the GNU
Lesser General Public License, Version 2.1, the GNU Affero General
Public License, Version 3.0, or any later versions of those
licenses.

1.13. "Source Code Form"
means the form of the work preferred for making modifications.

1.14."You" (or "Your")
means an individual or alegal entity exercising rights under this
License. For legal entities, "Y ou" includes any entity that
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controls, is controlled by, or is under common control with Y ou. For
purposes of this definition, "control” means (a) the power, direct

or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license:

() under intellectual property rights (other than patent or trademark)
Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its
Contributions, either on an unmodified basis, with Modifications, or
as part of aLarger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer
for sale, have made, import, and otherwise transfer either its
Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution
become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under
this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License.
Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software;
or

(b) for infringements caused by: (i) Y our and any other third party's
modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor
Version); or

(c) under Patent Claims infringed by Covered Software in the absence of
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its Contributions.

This License does not grant any rightsin the trademarks, service marks,
or logos of any Contributor (except as may be necessary to comply with
the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as aresult of Y our choice to
distribute the Covered Software under a subseguent version of this
License (see Section 10.2) or under the terms of a Secondary License (if
permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believesits
Contributions are its original creation(s) or it has sufficient rights
to grant the rights to its Contributions conveyed by this License.

2.6. Far Use

This Licenseis not intended to limit any rights Y ou have under
applicable copyright doctrines of fair use, fair dealing, or other
equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted
in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any
Modifications that Y ou create or to which Y ou contribute, must be under
the terms of this License. Y ou must inform recipients that the Source
Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. Y ou may not
attempt to alter or restrict the recipients' rightsin the Source Code

Form.

3.2. Distribution of Executable Form

If Y ou distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code
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Form, as described in Section 3.1, and Y ou must inform recipients of
the Executable Form how they can obtain a copy of such Source Code
Form by reasonable meansin atimely manner, at a charge no more
than the cost of distribution to the recipient; and

(b) Y ou may distribute such Executable Form under the terms of this
License, or sublicense it under different terms, provided that the
license for the Executable Form does not attempt to limit or alter
the recipients' rights in the Source Code Form under this License.

3.3. Digtribution of aLarger Work

Y ou may create and distribute a Larger Work under terms of Y our choice,
provided that Y ou also comply with the requirements of this License for

the Covered Software. If the Larger Work is a combination of Covered
Software with awork governed by one or more Secondary Licenses, and the
Covered Software is not Incompatible With Secondary Licenses, this
License permits Y ou to additionally distribute such Covered Software

under the terms of such Secondary License(s), so that the recipient of

the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary
License(s).

3.4. Notices

Y ou may not remove or alter the substance of any license notices
(including copyright notices, patent notices, disclaimers of warranty,
or limitations of liability) contained within the Source Code Form of
the Covered Software, except that Y ou may alter any license noticesto
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Y ou may choose to offer, and to charge a fee for, warranty, support,
indemnity or liability obligationsto one or more recipients of Covered
Software. However, Y ou may do so only on Y our own behalf, and not on
behalf of any Contributor. Y ou must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by
You aone, and Y ou hereby agree to indemnify every Contributor for any
liability incurred by such Contributor as aresult of warranty, support,
indemnity or liability terms Y ou offer. Y ou may include additional
disclaimers of warranty and limitations of liability specific to any
jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it isimpossible for Y ou to comply with any of the terms of this

Open Source Used In Network Insights Advisor 1.0.0
164



License with respect to some or all of the Covered Software due to
statute, judicial order, or regulation then Y ou must: (a) comply with
the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must
be placed in atext file included with al distributions of the Covered
Software under this License. Except to the extent prohibited by statute
or regulation, such description must be sufficiently detailed for a
recipient of ordinary skill to be able to understand it.

5. Termination

5.1. Therights granted under this License will terminate automatically

if You fail to comply with any of its terms. However, if Y ou become
compliant, then the rights granted under this License from a particular
Contributor are reinstated (@) provisionally, unless and until such
Contributor explicitly and finally terminates Y our grants, and (b) on an
ongoing basis, if such Contributor failsto notify Y ou of the
non-compliance by some reasonable means prior to 60 days after Y ou have
come back into compliance. Moreover, Y our grants from a particular
Contributor are reinstated on an ongoing basisif such Contributor
notifies Y ou of the non-compliance by some reasonable means, thisisthe
first time Y ou have received notice of non-compliance with this License
from such Contributor, and Y ou become compliant prior to 30 days after
Your receipt of the notice.

5.2. If Youinitiate litigation against any entity by asserting a patent
infringement claim (excluding declaratory judgment actions,
counter-claims, and cross-claims) alleging that a Contributor Version
directly or indirectly infringes any patent, then the rights granted to

You by any and al Contributors for the Covered Software under Section
2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all

end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Y our distributors under this License
prior to termination shall survive termination.

khkkhkkhkhkhhkhkhkhkkkhkhkhkhkhhhhhhhhhhhkhhhhhhhhhhhhhkhkhkhhhhdhhhhhrrhkhkhkhkhdhhhhrrrrrrixk

* *

* 6. Disclaimer of Warranty *
* *

* *

* Covered Software is provided under thisLicense on an "asis'  *
* basis, without warranty of any kind, either expressed, implied, or *
* gtatutory, including, without limitation, warrantiesthat the ~ *

* Covered Software isfree of defects, merchantable, fitfora — *

* particular purpose or non-infringing. The entirerisk astothe  *
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* quality and performance of the Covered Softwareiswith Y ou. *

* Should any Covered Software prove defective in any respect, You  *
* (not any Contributor) assume the cost of any necessary servicing, *

* repair, or correction. This disclaimer of warranty constitutesan *

* essential part of this License. No use of any Covered Softwareis *

* authorized under this License except under this disclaimer. *

* *
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* *

* 7. Limitation of Liability *
* *

* *

* Under no circumstances and under no legal theory, whether tort ~ *

* (including negligence), contract, or otherwise, shall any *
* Contributor, or anyone who distributes Covered Software as *
* permitted above, be liable to Y ou for any direct, indirect, *

* gpecial, incidental, or consequential damages of any character  *

* including, without limitation, damages for lost profits, lossof  *

* goodwill, work stoppage, computer failure or malfunction, or any *
* and all other commercial damages or losses, even if such party  *
* shall have been informed of the possibility of such damages. This *
* limitation of liability shall not apply to liability for death or *

* personal injury resulting from such party's negligencetothe  *

* extent applicable law prohibits such limitation. Some *

* jurisdictions do not allow the exclusion or limitation of *

* incidental or consequential damages, so this exclusion and *

* |imitation may not apply to You. *

* *
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8. Litigation

Any litigation relating to this License may be brought only in the
courts of ajurisdiction where the defendant maintains its principal
place of business and such litigation shall be governed by laws of that
jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party's ability to bring
cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject
matter hereof. If any provision of this Licenseisheld to be
unenforceable, such provision shall be reformed only to the extent
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necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter
shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section
10.3, no one other than the license steward has the right to modify or
publish new versions of this License. Each version will be given a
distinguishing version number.

10.2. Effect of New Versions

Y ou may distribute the Covered Software under the terms of the version
of the License under which Y ou originally received the Covered Software,
or under the terms of any subsequent version published by the license
steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to
create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove
any references to the name of the license steward (except to note that
such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary
Licenses

If Y ou choose to distribute Source Code Form that is Incompatible With
Secondary Licenses under the terms of this version of the License, the

notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public
License, v. 2.0. If acopy of the MPL was not distributed with this
file, Y ou can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular

file, then Y ou may include the notice in alocation (such asa LICENSE
filein arelevant directory) where arecipient would be likely to look
for such anotice.

Open Source Used In Network Insights Advisor 1.0.0
167



Y ou may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses" Notice

This Source Code Form is "Incompatible With Secondary Licenses’, as
defined by the Mozilla Public License, v. 2.0.
UnboundID LDAP SDK Free Use License

THISISAN AGREEMENT BETWEEN YOU ("YOU") AND UNBOUNDID CORP. ("UNBOUNDID")
REGARDING YOUR USE OF UNBOUNDID LDAP SDK FOR JAVA AND ANY ASSOCIATED
DOCUMENTATION, OBJECT CODE, COMPILED LIBRARIES, SOURCE CODE AND SOURCE FILESOR
OTHER MATERIALS MADE AVAILABLE BY UNBOUNDID (COLLECTIVELY REFERRED TO IN THIS
AGREEMENT AS THE ("SDK").

BY INSTALLING, ACCESSING OR OTHERWISE USING THE SDK, YOU ACCEPT THE TERMS OF
THISAGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO NOT
INSTALL, ACCESS OR USE THE SDK.

USE OF THE SDK. Subject to your compliance with this Agreement, UnboundI D
grantsto Y ou a non-exclusive, royalty-free license, under UnboundID's
intellectual property rightsin the SDK, to use, reproduce, modify and

distribute this release of the SDK; provided that no license is granted herein
under any patents that may be infringed by your modifications, derivative works
or by other works in which the SDK may be incorporated (collectively, your
"Applications"). Y ou may reproduce and redistribute the SDK with your
Applications provided that you (i) include this license file and an

unmodified copy of the unboundid-Idapsdk-se.jar file; and (ii) such
redistribution is subject to alicense whose terms do not conflict with or
contradict the terms of this Agreement. Y ou may also reproduce and redistribute
the SDK without your Applications provided that you redistribute the SDK
complete and unmodified (i.e., with all "read me" files, copyright notices, and
other legal notices and terms that UnboundI D has included in the SDK).

SCOPE OF LICENSES. This Agreement does not grant Y ou the right to use any
UnboundID intellectual property which is not included as part of the SDK. The
SDK islicensed, not sold. This Agreement only gives Y ou some rights to use
the SDK. UnboundID reserves all other rights. Unless applicable law gives You
more rights despite this limitation, Y ou may use the SDK only as expressly
permitted in this Agreement.

SUPPORT. UnboundID is not obligated to provide any technical or other support
("Support Services') for the SDK to Y ou under this Agreement. However, if
UnboundID chooses to provide any Support Servicesto You, Y our use of such
Support Services will be governed by then-current UnboundI D support policies.

TERMINATION. UnboundID reserves the right to discontinue offering the SDK and
to modify the SDK at any time in its sole discretion. Notwithstanding anything
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contained in this Agreement to the contrary, UnboundID may also, in its sole
discretion, terminate or suspend access to the SDK to You or any end user at
any time. In addition, if you fail to comply with the terms of this Agreement,
then any rights granted herein will be automatically terminated if such failure
is not corrected within 30 days of theinitial notification of such failure.

Y ou acknowledge that termination and/or monetary damages may not be a
sufficient remedy if Y ou breach this Agreement and that UnboundID will be
entitled, without waiving any other rights or remedies, to injunctive or
equitable relief as may be deemed proper by a court of competent jurisdiction
in the event of abreach. UnboundID may also terminate this Agreement if the
SDK becomes, or in Unboundl D?s reasonable opinion is likely to become, the
subject of aclaim of intellectual property infringement or trade secret
misappropriation. All rights and licenses granted herein will simultaneously
and automatically terminate upon termination of this Agreement for any reason.

DISCLAIMER OF WARRANTY. THE SDK ISPROVIDED "ASIS' AND UNBOUNDID DOES NOT
WARRANT THAT THE SDK WILL BE ERROR-FREE, VIRUS-FREE, WILL PERFORM IN AN
UNINTERRUPTED, SECURE OR TIMELY MANNER, ORWILL INTEROPERATE WITH OTHER
HARDWARE, SOFTWARE, SYSTEMS OR DATA. TO THE MAXIMUM EXTENT ALLOWED BY LAW,
ALL

CONDITIONS, REPRESENTATIONS AND WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY
OR OTHERWISE INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE (EVEN IF UNBOUNDID HAD BEEN
INFORMED OF SUCH PURPOSE), OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS ARE HEREBY
DISCLAIMED.

LIMITATION OF LIABILITY. IN NO EVENT WILL UNBOUNDID OR ITS SUPPLIERSBE LIABLE
FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST PROFITS,
REVENUE, DATA OR DATA USE, BUSINESS INTERRUPTION, COST OF COVER, DIRECT,
INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND)
ARISING OUT OF THE USE OF OR INABILITY TO USE THE SDK OR IN ANY WAY RELATED TO
THISAGREEMENT, EVEN IF UNBOUNDID HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

ADDITIONAL RIGHTS. Certain states do not allow the exclusion of implied
warranties or limitation of liability for certain kinds of damages, so the
exclusion of limited warranties and limitation of liability set forth above may
not apply to You.

EXPORT RESTRICTIONS. The SDK is subject to United States export control laws.
Y ou acknowledge and agree that Y ou are responsible for compliance with all
domestic and international export laws and regulations that apply to the SDK.

MISCELLANEOUS. This Agreement constitutes the entire agreement with respect to
the SDK. If any provision of this Agreement shall be held to beinvalid,

illegal or unenforceable, the validity, legality and enforceability of the

remaining provisions shall in no way be affected or impaired thereby. This
Agreement and performance hereunder shall be governed by and construed in
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accordance with the laws of the State of Texas without regard to its conflict
of lawsrules. Any disputes related to this Agreement shall be exclusively
litigated in the state or federal courts located in Travis County, Texas.
Apache Commons Codec

Copyright 2002-2014 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

src/test/org/apache/commons/codec/l anguage/DoubleM etaphoneTest.java
contains test data from http://aspell.net/test/orig/batchO.tab.
Copyright (C) 2002 Kevin Atkinson (kevina@gnu.org)

The content of package org.apache.commons.codec.language.bm has been trandlated

from the original php source code available at http://stevemorse.org/phoneticinfo.htm

with permission from the original authors.

Original source copyright:

Copyright (c) 2008 Alexander Beider & Stephen P. Morse.

Copyright (c) 2000-2015 The Legion of the Bouncy Castle Inc. (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software

and associated documentation files (the " Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR

PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE

LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR

OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER

DEALINGSIN THE SOFTWARE.

Apache HttpComponents Client

Copyright 1999-2016 The Apache Software Foundation

This product includes software developed at

The Apache Software Foundation (http://www.apache.org/).

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
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* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

package org.el asticsearch.xpack.core.security .authz.permission;

import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.test. ESTestCasg;

import java.util ArrayList;
import java.util Arrays,
import java.util.Collections;
import java.util.List;

public class FieldPermissionsCacheTests extends ESTestCase {

public void testFieldPermissionsCaching() {

Fiel dPermissionsCache fiel dPermissionsCache = new FieldPermissionsCache(Settings. EMPTY);
String[] alowed = new String[]{ randomAlphaOfLength(5) + "*", randomAlphaOfLength(5) + "*",

randomAlphaOfLength(5) + "*"};

String[] denied = new String[]{ allowed[0] + randomAlphaOfLength(5), allowed[1] +

randomAIphaOfLength(5),

alowed[2] + randomAlphaOfLength(5)};
Fiel dPermissions fiel dPermissions = fiel dPermissionsCache.getFi el dPermissions(allowed, denied);
assertNotNull(fiel dPermissions);
final String[] allowed2 = randomBoolean() ? alowed : Arrays.copyOf(allowed, allowed.length);
final String[] denied2 = randomBoolean() ? denied : Arrays.copyOf(denied, denied.length);
assertSame(fieldPermissions, fieldPermissionsCache.getFiel dPermissions(allowed?2, denied?));

public void testMergeFieldPermissions() {

Fiel dPermissionsCache fiel dPermissionsCache = new FieldPermissionsCache(Settings. EMPTY);
String allowedPrefix1 = randomAlphaOfL ength(5);

String allowedPrefix2 = randomAlphaOfL ength(5);

String[] allowedl = new String[]{ alowedPrefix1 + "*"};

String[] allowed2 = new String[]{ alowedPrefix2 + "*"};

String[] denied1 = new String[]{ allowedPrefix1 + "a'};

String[] denied2 = new String[]{ allowedPrefix2 + "a'};

FieldPermissions fieldPermissionsl = randomBoolean() ?

fieldPermissionsCache.getFieldPermissions(allowedl, deniedl) :

new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));
FieldPermissions fieldPermissions2 = randomBoolean() ?

fieldPermissionsCache.getFiel dPermissions(allowed?2, denied?) :

new FieldPermissions(fiel dPermissionDef (allowed2, denied?));
Fiel dPermissions mergedFieldPermissions =
fieldPermi ssionsCache.getFiel dPermi ssions(Arrays.asList(fiel dPermissionsl, fieldPermissions2));
assertTrue(mergedFiel dPermissions.grantsAccessT o(allowedPrefix1 + "b"));
assertTrue(mergedFiel dPermissions.grantsAccessT o(allowedPrefix2 + "b'"));
assertFal se(mergedFiel dPermissions.grantsAccessTo(denied1[0]));
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assertFal se(mergedFiel dPermissions.grantsAccessTo(denied2[0]));

allowedl = new String[]{ randomAlphaOfLength(5) + "*", randomAlphaOfLength(5) + "*"};

allowed2 = null;

deniedl = new String[]{ allowed1[0] + "a", dllowed1[1] + "a'};

denied2 = null;

fieldPermissionsl = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowedl, deniedl) :
new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));

fieldPermissions2 = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowed2, denied?) :
new FieldPermissions(fiel dPermissionDef (allowed?2, denied?));

mergedFieldPermissions =
fieldPermissionsCache.getFi el dPermi ssions(Arrays.asList(fiel dPermissionsl, fieldPermissions?));

assertFal se(mergedFi el dPermissions.hasFiel dL evel Security());

allowedl = new String[]{};
allowed2 = new String[]{ randomAlphaOfLength(5) + "*", randomAlphaOfLength(5) + "*"};
deniedl = new String[]{};
denied2 = new String[]{ alowed2[0] + "a", allowed2[1] + "&"};
fieldPermissionsl = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowedl, deniedl) :
new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));
fieldPermissions2 = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowed2, denied?) :
new FieldPermissions(fiel dPermissionDef (allowed?2, denied?));
mergedFieldPermissions =
fieldPermi ssionsCache.getFi el dPermissions(Arrays.asList(fiel dPermissionsl, fieldPermissions?));
for (String field : allowed?2) {
assertTrue(mergedFiel dPermissions.grantsAccessT o(fiel d));
}
for (String field : denied?2) {
assertFal se(mergedFi el dPermissions.grantsAccessTo(field));

allowedl = randomBoolean() ? null : new String[]{"*"};

allowed2 = randomBoolean() ? null : new String[]{"*"};

deniedl = new String[]{"a"};

denied2 = new String[]{"b"};

fieldPermissionsl = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowedl, deniedl) :
new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));

fieldPermissions2 = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowed?2, denied?) :
new FieldPermissions(fiel dPermissionDef (allowed2, denied?));

mergedFieldPermissions =
fieldPermissionsCache.getFiel dPermi ssions(Arrays.asList(fiel dPermissionsl, fieldPermissions2));

assertTrue(mergedFiel dPermissions.grantsAccessTo("a"));

assertTrue(mergedFiel dPermissions.grantsAccessTo("b"));

/I test merge does not remove _all
allowedl = new String[]{"_all"};
allowed2 = new String[]{};
deniedl = null;
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denied2 = null;

fieldPermissionsl = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowedl, deniedl) :
new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));

fieldPermissions2 = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowed?2, denied?) :
new FieldPermissions(fiel dPermissionDef (allowed2, denied?));

mergedFieldPermissions =
fieldPermissionsCache.getFiel dPermissions(Arrays.asList(fiel dPermissionsl, fieldPermissions2));

assertTrue(fieldPermissionsl.grantsAccessTo("_all™));

assertFal se(fieldPermissions2.grantsAccessTo("_al"));

assertTrue(mergedFiel dPermissions.grantsAccessTo("_al™));

allowedl = new String[] { "a*" };

allowed2 = new String[] { "b*" };

deniedl = new String[] { "aa*" };

denied2 = null;

fieldPermissionsl = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowedl, deniedl) :
new FieldPermissions(fiel dPermissionDef (allowed1, deniedl));

fieldPermissions2 = randomBoolean() ? fiel dPermissionsCache.getFiel dPermissions(allowed?2, denied?) :
new FieldPermissions(fiel dPermissionDef (allowed2, denied?));

mergedFieldPermissions =
fieldPermissionsCache.getFiel dPermissions(Arrays.asList(fiel dPermissionsl, fieldPermissions2));

assertTrue(mergedFiel dPermissions.grantsAccessTo("a"));

assertTrue(mergedFiel dPermissions.grantsAccessTo("b"));

assertFal se(mergedFi el dPermissions.grantsAccessTo("ad"));

assertFal se(mergedFi el dPermissions.grantsAccessTo("aal"));

assertTrue(mergedFiel dPermissions.grantsAccessTo("al"));

public void testNonFIsAndFIsMerging() {
List<FieldPermissions> permissionsList = new ArrayList<>();
permissionsList.add(new FieldPermissions(fieldPermissionDef(new String[] {"field1"}, null)));
permissionsList.add(new FieldPermissions(fiel dPermissionDef(new String[] {"field2", "query*"}, null)));
permissionsList.add(new FieldPermissions(fieldPermissionDef(new String[] { "field1", "field2"}, null)));
permissionsList.add(new FieldPermissions(fiel dPermissionDef(new String[] {}, null)));
permissionsList.add(new FieldPermissions(fieldPermissionDef(null, null)));

Fiel dPermissionsCache cache = new FieldPermissionsCache(Settings. EMPTY);
for (inti = 0; i < scaledRandomintBetween(1, 12); i++) {
Collections.shuffle(permissionsList, random());
FieldPermissions result = cache.getFi el dPermissions(permissionsList);
assertFalse(result.hasFiel dL evel Security());

private static FieldPermissionsDefinition fieldPermissionDef(String[] granted, String[] denied) {
return new FieldPermissionsDefinition(granted, denied);
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.anaysis.common.CommonAnalysisPlugin;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.Nullable;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test.ESIntegTestCase;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X PackClientPlugin;

import org.elasticsearch.xpack.core. X Pack Settings;

import java.util Arrays,
import java.util.Collection;
import java.util.concurrent.CountDownL atch;

public abstract class AbstractLicensesl ntegrationTestCase extends ESIntegTestCase {

@Override
protected Settings nodeSettings(int nodeOrdinal) {
return Settings.builder().put(X PackSettings.SECURITY _ENABLED.getKey(), false).build();

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Arrays.asL ist(L ocal StateCompositeX PackPlugin.class, CommonAnalysisPlugin.class);

@Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return Arrays.asList(XPackClientPlugin.class, CommonAnalysisPlugin.class);

@0Override

protected Settings transportClientSettings() {
// Plugin should be loaded on the transport client as well
return nodeSettings(0);

protected void putLicense(final License license) throws InterruptedException {
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final CountDownL atch latch = new CountDownL atch(1);
ClusterService clusterService = internal Cluster().getl nstance(ClusterService.class,
internal Cluster().getMasterName());
clusterService.submitStateUpdateTask (" putting license", new ClusterStateUpdateTask() {
@Override
public void cluster StateProcessed(String source, ClusterState ol dState, ClusterState newState) {
latch.countDown();

@0Override

public ClusterState execute(ClusterState currentState) throws Exception {
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
mdBuilder.putCustom(LicensesMetaData. TY PE, new LicensesM etaData(license, null));
return ClusterState.builder(currentState). metaData(mdBuilder).build();

@Override

public void onFailure(String source, @Nullable Exception €) {
logger.error("error on metaData cleanup after test", €);

}

9k
latch.await();

protected void putLicenseTombstone() throws I nterruptedException {
putLicense(LicensesMetaData.L ICENSE_TOMBSTONE);

protected void wipeAllLicenses() throws InterruptedException {
final CountDownL atch latch = new CountDownL atch(1);
ClusterService clusterService = internal Cluster().getl nstance(ClusterService.class,
internal Cluster().getM asterName());

clusterService.submitStateUpdateTask (" del ete licensing metadata’, new ClusterStateUpdateTask() {
@0Override
public void clusterStateProcessed(String source, ClusterState oldState, ClusterState newState) {

latch.countDown();

@Override

public ClusterState execute(ClusterState currentState) throws Exception {
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
mdBuilder.removeCustom(LicensesMetaData. TY PE);
return ClusterState.builder(currentState). metaData(mdBuilder).build();

@0Override
public void onFailure(String source, @Nullable Exception €) {
logger.error("error on metaData cleanup after test”, €);
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}
b
latch.await();

protected void assertLicenseActive(boolean active) throws InterruptedException {
boolean success = awaitBusy(() -> {
for (XPackLicenseState licenseState : internal Cluster().getDataN odel nstances(X PackL icenseState.class)) {
if (licenseState.isActive() == active) {

return true;
}
}
return false;
b
assertTrue(success);
}
}
/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.Version;

import org.elasticsearch.cluster.ClusterChangedEvent;
import org.elasticsearch.cluster.ClusterName;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;
import org.elasticsearch.cluster.metadata. M etaData;
import org.elasticsearch.cluster.node.DiscoveryNode;
import org.elasticsearch.cluster.node.DiscoveryNodes,
import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.common.unit. TimeValue;
import org.junit.After;

import org.junit.Before;

import org.mockito.ArgumentCaptor;

import static java.util.Collections.emptyMap;
import static java.util.Collections.empty Set;
import static org.hamcrest.Matchers.equal To;
import static org.mockito.Matchers.any;
import static org.mockito.Mockito.times;
import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

public class LicenseClusterChangeT ests extends AbstractL icenseServiceTestCase {
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private TestUtils. AssertingLicenseState licenseState;

@Before

public void setup() {
licenseState = new TestUtils.AssertingLicenseState();
setlnitial State(null, licenseState, Settings. EMPTY);
licenseService.start();

@After
public void teardown() {
licenseService.stop();

public void testNotificationOnNewLicense() throws Exception {

ClusterState oldState = ClusterState.builder(new ClusterName("a")).build();
final License license = TestUtils.generateSignedLicense(TimeVa ue.timeVaueHours(24));
MetaData metaData = MetaData.builder().putCustom(LicensesMetaData. TY PE, new

LicensesMetaData(license, null)).build();
ClusterState newState = ClusterState.builder(new ClusterName("'a")).metaData(metaData).build();
licenseService.clusterChanged(new ClusterChangedEvent("simulated”, newState, oldState));
assertThat(licenseState.activeUpdates.size(), equal To(1));
assertTrue(licenseState.activeUpdates.get(0));

public void testNoNoatificationOnExistingLicense() throws Exception {

final License license = TestUtils.generateSignedLicense(TimeVa ue.timeVaueHours(24));
MetaData metaData = MetaData.builder().putCustom(LicensesMetaData. TY PE, new

LicensesMetaData(license, null)).build();
ClusterState newState = ClusterState.builder(new ClusterName("'a")).metaData(metaData).build();
ClusterState oldState = ClusterState.builder(newState).build();
licenseService.clusterChanged(new ClusterChangedEvent("simulated”, newState, oldState));
assertThat(licenseState.activeUpdates.size(), equal To(0));

public void testSelfGeneratedL i censeGeneration() throws Exception {
DiscoveryNode master = new DiscoveryNode("b", buildNewFakeTransportAddress(), emptyMap(), emptySet(),
Version.CURRENT);
ClusterState oldState = ClusterState.builder(new ClusterName("'a"))
.nodes(DiscoveryNodes.builder().masterNodel d(master.getl d()).add(master)).build();
when(discoveryNodes.isL ocal NodeEl ectedM aster()).thenReturn(true);
ClusterState newState = ClusterState.buil der(oldState).nodes(discoveryNodes).build();

licenseService.clusterChanged(new ClusterChangedEvent("simulated”, newState, oldState));
ArgumentCaptor<ClusterStateUpdateTask> stateUpdater =
ArgumentCaptor.forClass(Cluster StateUpdateT ask.class);
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verify(clusterService, times(1)).submitStateUpdateTask(any(), stateUpdater.capture());
ClusterState stateWithLicense = stateUpdater.getV alug() .execute(newState);
LicensesMetaData licenseM etaData = stateWithL icense.metaData().custom(LicensesMetaData. TY PE);
assertNotNull(licenseMetaData);
assertNotNull(licenseM etaData.getLicens());
assertEquals(licenseType, licenseM etaData.getl icense().type());
long expiration;
if (licenseType.equals("basic")) {
expiration = LicenseService. BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS;
} else{
expiration = LicenseService NON_BASIC_SELF_GENERATED_LICENSE_DURATION.millis() +
clock.millis();
}
assertEqual s(expiration, licenseM etaData.getL i cense().expiryDate());
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.license.License.OperationMode;
import org.elasticsearch.test. ESTestCasg;

import org.elasticsearch.xpack.core. X PackField;

import org.el asticsearch.xpack.core. X Pack Settings;

import java.util Arrays,
import java.util.function.Predicate;
import java.util .stream.Collectors;

import static org.elasticsearch.license.License.OperationMode.BASIC;
import static org.elasticsearch.license.License.OperationM ode.GOLD;
import static org.elasticsearch.license.License.OperationMode.MISSING;
import static org.elasticsearch.license.License.OperationMode.PLATINUM;
import static org.elasticsearch.license.License.OperationMode.STANDARD;
import static org.elasticsearch.license.License.OperationMode. TRIAL;
import static org.hamcrest.Matchers.is;

/**

* Unit tests for the { @link X PackLicenseState}

*/

public class X PackLicenseStateTests extends ESTestCase {

[** Creates alicense state with the given license type and active state, and checks the given method returns
expected. */
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void assertAllowed(OperationM ode mode, boolean active, Predicate<X PackL icenseState> predicate, boolean

expected) {

XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);
licenseState.update(mode, active);
assertEqual s(expected, predicate.test(licenseState));

/* *

* Checks the ack message going from the {@code from} license type to { @code to} license type.

* TODO: check the actual messages, not just the number of them! Thiswas copied from previous license tests...

*/

void assertAckM esssages(String feature, OperationM ode from, OperationM ode to, int expectedM essages) {
String[] gotMessages = X PackLicenseState ACKNOWLEDGMENT _MESSAGES.get(feature).apply(from, to);
assertEqual s(expectedM essages, gotM essages.|ength);

}

static <T> T randomFrom(T[] values, Predicate<T> filter) {
return randomFrom(Arrays.stream(val ues).filter(filter).collect(Collectors.toList()));

static OperationM ode randomM ode() {
return randomFrom(OperationM ode.values());

public static OperationM ode randomTrial StandardGol dOrPlatinumM ode() {
return randomFrom(TRIAL, STANDARD, GOLD, PLATINUM);

public static OperationM ode randomTrial OrPlatinumMode() {
return randomFrom(TRIAL, PLATINUM);

public static OperationM ode randomTrial Basi cStandardGol dOrPlatinumM ode() {
return randomFrom(TRIAL, BASIC, STANDARD, GOLD, PLATINUM);

public static OperationM ode randomBasicStandardOrGold() {
return randomFrom(BASIC, STANDARD, GOLD);

public void testSecurityDefaults() {
XPackLicenseState licenseState =
new X PackL icenseState(Settings.builder().put(X PackSettings. SECURITY ENABLED.getKey(),

true).build());

assertThat(licenseState.isAuthAllowed(), is(true));
assertThat(licenseState.isl pFilteringAllowed(), is(true));
assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
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assertThat(licenseState.isDocumentAndFiel dL evel SecurityAllowed(), is(true));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType. ALL));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(true));

licenseState =
new X PackL icenseState(Settings.builder().put(X PackSettings. TRANSPORT_SSL._ ENABLED.getKey(),

true).build());

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));

assertThat(licenseState.isAuditingAllowed(), is(true));

assertThat(licenseState.isStatsAndHealthAllowed(), is(true));

assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(true));

assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType. ALL));

assertThat(licenseState.isCustomRol eProvidersAllowed(), is(true));

licenseState = new X PackL icenseState(Settings. EMPTY);
assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));
assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(true));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType. ALL));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(true));

public void testSecurityBasic() {
XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(BASIC, true);

assertThat(licenseState.isAuthAllowed(), is(false));

assertThat(licenseState.islpFilteringAllowed(), is(false));
assertThat(licenseState.isAuditingAllowed(), is(false));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType.NONE));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurityBasi cExpired() {
XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X Pack Settings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(BASIC, false);

assertThat(licenseState.isAuthAllowed(), is(false));
assertThat(licenseState.isl pFilteringAllowed(), is(false));
assertThat(licenseState.isAuditingAllowed(), is(false));
assertThat(licenseState.isStatsAndHealthAllowed(), is(fal se));

Open Source Used In Network Insights Advisor 1.0.0
180



assertThat(licenseState.isDocumentAndFiel dL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType.NONE));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurity Standard() {

XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(STANDARD, true);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(false));
assertThat(licenseState.isAuditingAllowed(), is(false));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType.NATIVE));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurity StandardExpired() {

XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(STANDARD, false);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.islpFilteringAllowed(), is(false));
assertThat(licenseState.isAuditingAllowed(), is(false));
assertThat(licenseState.isStatsAndHealthAllowed(), is(fal se));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(XPackLicenseState. AllowedRealmType.NATIVE));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurityGold() {

XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(GOLD, true);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));

assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType.DEFAULT));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurityGoldExpired() {
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XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,,
Settings.builder().put(X Pack Settings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(GOLD, false);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));

assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(fal se));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(false));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType.DEFAULT));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurityPlatinum() {
XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(PLATINUM, true);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));
assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(true));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(true));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType. ALL));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(true));

public void testSecurityPlatinumExpired() {
XPackLicenseState licenseState = new X PackL icenseState(randomFrom(Settings. EMPTY,
Settings.builder().put(X PackSettings. SECURITY_ENABLED.getKey(), true).build()));
licenseState.update(PLATINUM, false);

assertThat(licenseState.isAuthAllowed(), is(true));

assertThat(licenseState.isl pFilteringAllowed(), is(true));
assertThat(licenseState.isAuditingAllowed(), is(true));
assertThat(licenseState.isStatsAndHealthAllowed(), is(fal se));
assertThat(licenseState.isDocumentAndFieldL evel SecurityAllowed(), is(true));
assertThat(licenseState.allowedRealmType(), is(X PackLicenseState. AllowedRealmType. ALL));
assertThat(licenseState.isCustomRol eProvidersAllowed(), is(false));

public void testSecurityAckBasicToNotGoldOrStandard() {
OperationM ode toM ode = randomFrom(OperationM ode.values(), mode -> mode != GOLD && mode !=
STANDARD);
assertAckM esssages(X PackField. SECURITY, BASIC, toMode, 0);

public void testSecurityAckAnyToTrial OrPlatinum() {
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assertAckM esssages(X PackField. SECURITY, randomMode(), randomTrial OrPlatinumMode(), 0);

public void testSecurityAckTria StandardGol dOrPlatinumToBasic() {
assertAckM esssages(X PackField.SECURITY,, randomTrial StandardGoldOrPlatinumMode(), BASIC, 3);

public void testSecurityAckAnyToStandard() {
OperationMode from = randomFrom(BASIC, GOLD, PLATINUM, TRIAL);
assertAckM esssages(X PackField. SECURITY, from, STANDARD, 4);

public void testSecurityAckBasicStandardTrial OrPlatinumToGol d() {
OperationM ode from = randomFrom(BASIC, PLATINUM, TRIAL, STANDARD);
assertAckM esssages(X PackField. SECURITY,, from, GOLD, 2);

public void testMonitoringAckBasicToAny() {
assertAckM esssages(X PackField. MONITORING, BASIC, randomMode(), 0);

public void testMonitoringAckAnyToTrial GoldOrPlatinum() {
assertAckM esssages(X PackField. MONITORING, randomM ode(),
randomTrial StandardGol dOrPlatinumMode(), 0);

}

public void testMonitoringAckNotBasicToBasic() {
OperationM ode from = randomFrom(STANDARD, GOLD, PLATINUM, TRIAL);
assertAckM esssages(X PackField. MONITORING, from, BASIC, 2);

public void testMonitoringAllowed() {
assertAllowed(randomMode(), true, X PackLicenseState::isMonitoringAllowed, true);
assertAllowed(randomMode(), false, X PackLicenseState::isMonitoringAllowed, false);

public void testMonitoringUpdateRetention() {
assertAllowed(STANDARD, true, XPackLicenseState::isUpdateRetentionAllowed, true);
assertAllowed(GOLD, true, X PackLicenseState::isUpdateRetentionAllowed, true);
assertAllowed(PLATINUM, true, X PackLicenseState::isUpdateRetentionAllowed, true);
assertAllowed(TRIAL, true, X PackL icenseState::isUpdateRetentionAllowed, true);
assertAllowed(BASIC, true, X PackL icenseState::isUpdateRetentionAllowed, false);
assertAllowed(MISSING, false, X PackLicenseState::isUpdateRetentionAllowed, false);

public void testWatcherPlatinumGoldTrial Standard() throws Exception {
assertAllowed(TRIAL, true, XPackLicenseState::iswatcherAllowed, true);
assertAllowed(GOLD, true, X PackLicenseState::isWatcherAllowed, true);

Open Source Used In Network Insights Advisor 1.0.0
183



assertAllowed(PLATINUM, true, X PackLicenseState::iswWatcherAllowed, true);
assertAllowed(STANDARD, true, XPackLicenseState::isWatcherAllowed, true);

public void testWatcherBasicLicense() throws Exception {
assertAllowed(BASIC, true, X PackL icenseState::isWatcherAllowed, false);

public void testWatcherlnactive() {
assertAllowed(BASIC, false, XPackLicenseState::iswWatcherAllowed, false);

public void testWatcherl nactivePlatinumGoldTrial () throws Exception {
assertAllowed(TRIAL, false, X PackLicenseState::isWatcherAllowed, false);
assertAllowed(GOLD, false, X PackLicenseState::isWatcherAllowed, false);
assertAllowed(PLATINUM, false, XPackLicenseState::isWatcherAllowed, false);
assertAllowed(STANDARD, false, XPackLicenseState::isWatcherAllowed, false);

public void testGraphPlatinumTrial () throws Exception {
assertAllowed(TRIAL, true, X PackL icenseState::isGraphAllowed, true);
assertAllowed(PLATINUM, true, XPackLicenseState::isGraphAllowed, true);

public void testGraphBasic() throws Exception {
assertAllowed(BASIC, true, XPackL icenseState::isGraphAllowed, false);

public void testGraphStandard() throws Exception {
assertAllowed(STANDARD, true, XPackLicenseState::isGraphAllowed, false);

public void testGraphl nactiveBasic() {
assertAllowed(BASIC, false, X PackLicenseState::isGraphAllowed, false);

public void testGraphl nactivePlatinumTrial () throws Exception {
assertAllowed(TRIAL, false, X PackLicenseState::isMachinelearningAllowed, false);
assertAllowed(PLATINUM, false, XPackLicenseState::isMachinel earningAllowed, false);

public void testMachinelearningPlatinumTrial () throws Exception {
assertAllowed(TRIAL, true, X PackL icenseState::isMachinel earningAllowed, true);
assertAllowed(PLATINUM, true, XPackLicenseState::isMachinelearningAllowed, true);

public void testMachinel earningBasic() throws Exception {
assertAllowed(BASIC, true, XPackL icenseState::isMachinel earningAllowed, false);
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public void testMachinel earningStandard() throws Exception {
assertAllowed(STANDARD, true, XPackLicenseState::isMachinel earningAllowed, false);

public void testMachinel earningl nactiveBasic() {
assertAllowed(BASIC, false, X PackLicenseState::isMachinelearningAllowed, false);

public void testM achinel earningl nactivePlatinumTrial () throws Exception {
assertAllowed(TRIAL, false, X PackLicenseState::isMachinelearningAllowed, false);
assertAllowed(PLATINUM, false, XPackLicenseState::isMachinel earningAllowed, false);

public void testL ogstashPlatinumGol dTrial Standard() throws Exception {
assertAllowed(TRIAL, true, X PackL icenseState::isL ogstashAllowed, true);
assertAllowed(GOLD, true, X PackLicenseState::isL ogstashAllowed, true);
assertAllowed(PLATINUM, true, X PackLicenseState::isL ogstashAllowed, true);
assertAllowed(STANDARD, true, XPackLicenseState::isl ogstashAllowed, true);

public void testL ogstashBasicLicense() throws Exception {
assertAllowed(BASIC, true, XPackL icenseState::isL ogstashAllowed, false);

public void testL ogstashlnactive() {
assertAllowed(BASIC, false, X PackLicenseState::isL ogstashAllowed, false);
assertAllowed(TRIAL, false, X PackLicenseState::isl ogstashAllowed, false);
assertAllowed(GOLD, false, X PackLicenseState::isL ogstashAllowed, false);
assertAllowed(PLATINUM, false, XPackLicenseState::isL ogstashAllowed, false);
assertAllowed(STANDARD, false, XPackLicenseState::isL ogstashAllowed, false);

public void testSglDefaults() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
assertThat(licenseState.isSglAllowed(), is(true));
assertThat(licenseState.isJdbcAllowed(), is(true));

public void testSglBasic() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(BASIC, true);

assertThat(licenseState.isSglAllowed(), is(true));
assertThat(licenseState.isidbcAllowed(), is(false));
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public void testSglBasicExpired() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(BASIC, false);

assertThat(licenseState.isSqlAllowed(), is(false));
assertThat(licenseState.isldbcAllowed(), is(false));

public void testSgl Standard() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(STANDARD, true);

assertThat(licenseState.isSqlAllowed(), is(true));
assertThat(licenseState.isidbcAllowed(), is(false));

public void testSgl StandardExpired() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(STANDARD, false);

assertThat(licenseState.isSqlAllowed(), is(false));
assertThat(licenseState.isldbcAllowed(), is(false));

public void testSglGold() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(GOLD, true);

assertThat(licenseState.isSqlAllowed(), is(true));
assertThat(licenseState.isidbcAllowed(), is(false));

public void testSglGoldExpired() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(GOLD, false);

assertThat(licenseState.isSqlAllowed(), is(false));
assertThat(licenseState.isidbcAllowed(), is(false));

public void testSglPlatinum() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(PLATINUM, true);

assertThat(licenseState.isSglAllowed(), is(true));
assertThat(licenseState.isJdbcAllowed(), is(true));
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public void testSglPlatinumExpired() {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
licenseState.update(PLATINUM, false);

assertThat(licenseState.isSqlAllowed(), is(false));
assertThat(licenseState.isldbcAllowed(), is(false));

public void testSglAckAnyToTria OrPlatinum() {
assertAckM esssages(X PackField.SQL , randomMode(), randomTrial OrPlatinumMode(), 0);

public void testSglAckTrial OrPlatinumToNotTrial OrPlatinum() {
assertAckM esssages(X PackField.SQL, randomTrial OrPlatinumM ode(), randomBasi cStandardOrGold(), 1);

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.client.Response;

import org.elasticsearch.client.ResponseException;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.common.io.Streams;

import org.elasticsearch.common.network.NetworkM odul €;
import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test.ESIntegTestCase;

import org.elasticsearch.transport.Netty4Plugin;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X PackClientPlugin;

import java.io.lnputStreamReader;
import java.nio.charset.StandardCharsets;
import java.util Arrays,

import java.util.Collection;

import static org.elasticsearch.test.ESIntegTestCase.Scope.SUITE;

@ESIntegTestCase.Cluster Scope(scope = SUITE)
public class StartTrialLicenseTests extends AbstractL icensesl ntegrationTestCase {

@Override
protected Settings nodeSettings(int nodeOrdinal) {
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return Settings.builder()
.put(super.nodeSettings(nodeOrdinal))
.put("node.data", true)
.put(LicenseService.SELF_GENERATED_LICENSE_TY PE.getKey(), "basic")
.put(NetworkModule. HTTP_ENABLED.getKey(), true).build();

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Arrays.asL ist(L ocal StateCompositeX PackPlugin.class, Netty4Plugin.class);

@Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return Arrays.asList(X PackClientPlugin.class, Netty4Plugin.class);

public void testStartTrial () throws Exception {
LicensingClient licensingClient = new LicensingClient(client());
ensureStartingWithBasic();

RestClient restClient = getRestClient();

Response response = restClient.performRequest("GET", "/_xpack/license/trial_status');

String body = Streams.copy ToString(new InputStreamReader(response.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(200, response.getStatusLine().getStatusCode());

assertEquals("{\"eligible to_start_trial\":true}", body);

/I Test that starting will fail without acknowledgement

Response response? = restClient.performRequest("POST", "/_xpack/license/start_trial");

String body2 = Streams.copy ToString(new | nputStreamReader(response2.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual (200, response2.getStatusl ine().getStatusCode());

assertTrue(body?2.contains("\"trial_was_started\":false"));

assertTrue(body?2.contains("\"error_message\":\" Operation failed: Needs acknowledgement.\""));

assertTrue(body?2.contains("\"acknowledged\":false™));

assertBusy(() -> {
GetL icenseResponse getLicenseResponse = licensingClient.prepareGetLicense().get();
assertEquals("basic", getLicenseResponse.license().type());

b

String type = randomFrom(LicenseService VALID_TRIAL_TYPES);

Response response3 = restClient.performRequest("POST",
"/ xpack/license/start_trial 7acknowledge=true& type=" + type);

String body3 = Streams.copy ToString(new | nputStreamReader(response3.getEntity().getContent(),
StandardCharsets.UTF_8));
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assertEqual s(200, response3.getStatusline().getStatusCode());
assertTrue(body3.contains("\"trial_was_started\":true"));
assertTrue(body3.contains("\"type\":\"" + type + "\""));
assertTrue(body3.contains("\"acknowledged\":true"));

assertBusy(() -> {
GetL icenseResponse postTria LicenseResponse = licensingClient.prepareGetLicense().get();
assertEquals(type, postTrialLicenseResponse.license().type());

b

Response response4 = restClient.performRequest("GET", "/_xpack/license/trial_status');

String body4 = Streams.copy ToString(new | nputStreamReader(response4.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(200, responsed.getStatusl ine().getStatusCode());

assertEquals("{\"eligible to_start_trial\":false}", body4);

String secondAttemptType = randomFrom(LicenseService VALID_TRIAL_TYPES);

ResponseException ex = expectThrows(ResponseException.class,
() -> restClient.performRequest("POST", "/_xpack/license/start_trial 7acknowledge=true& type=" +

secondAttemptType));

Response response5 = ex.getResponse();

String body5 = Streams.copy ToString(new | nputStreamReader(responses.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(403, responseb.getStatuslineg().getStatusCode());

assertTrue(body5.contains("\"trial_was_started\":false"));

assertTrue(body5.contains("\"error_message\":\"Operation failed: Trial was already activated.\""));

public void testinvalidType() throws Exception {
ensureStartingWithBasic();

ResponseException ex = expectThrows(ResponseException.class, () ->
getRestClient().performRequest("POST", "/ _xpack/license/start_trial ?type=basic"));
Response response = ex.getResponse();
String body = Streams.copy ToString(new InputStreamReader(response.getEntity().getContent(),
StandardCharsets.UTF_8));
assertEqual s(400, response.getStatusLine().getStatusCode());
assertTrue(body.contains("\"type\":\"illegal_argument_exception\""));
assertTrue(body.contains("\"reason\":\" Cannot start trial of type [basic]. Valid trial typesare["));
}

private void ensureStartingWithBasic() throws Exception {
LicensingClient licensingClient = new LicensingClient(client());
GetLicenseResponse getLicenseResponse = licensingClient.prepareGetLicense().get();

if ("basic".equals(getLicenseResponse.license().type()) == false) {
licensingClient.preparePostStartBasi c().setAcknowledge(true).get();
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assertBusy(() -> {
GetLicenseResponse postTria LicenseResponse = licensingClient.prepareGetLicense().get();
assertEquals("basic”, postTrialLicenseResponse.license().type());
b
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.anaysis.common.CommonAnalysisPlugin;
import org.elasticsearch.common.network.NetworkM odul g;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.env.Environment;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test.ESIntegTestCase.ClusterScope;

import org.elasticsearch.transport.Netty4Plugin;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X PackPlugin;

import java.nio.charset. StandardCharsets;
import java.nio.file.Files;

import java.nio.file.Path;

import java.util Arrays,

import java.util.Collection;

import static org.elasticsearch.test. ESIntegTestCase.Scope. TEST;
import static org.hamcrest.CoreM atchers.equal To;
import static org.hamcrest.CoreM atchers.nullValue;

@ClusterScope(scope = TEST, numDataNodes = 0, numClientNodes = 0, maxNumDataNodes = 0,
transportClientRatio = 0)
public class LicenseServiceCluster Tests extends AbstractLicensesl ntegrationTestCase {

@Override
protected Settings nodeSettings(int nodeOrdinal) {
return nodeSettingsBuilder(nodeOrdinal).build();

private Settings.Builder nodeSettingsBuilder(int nodeOrdinal) {
return Settings.builder()
.put(super.nodeSettings(hodeOrdinal))
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put("node.data", true)
.put("resource.reload.interval .high", "500ms") // for license mode file watcher
.put(NetworkModule. HTTP_ENABLED.getKey(), true);

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Arrays.asList(L ocal StateCompositeX PackPlugin.class, CommonAnalysisPlugin.class,
Netty4Plugin.class);
}

@0Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return nodePlugins();

public void testClusterRestartWithLicense() throws Exception {
wipeAllLicenses();

int numNodes = randomIntBetween(1, 5);
logger.info("--> starting {} node(s)", numNodes);
internal Cluster().startNodes(numNodes);
ensureGreen();

logger.info("--> put signed license");

LicensingClient licensingClient = new LicensingClient(client());

License license = TestUtils.generateSignedLicense(TimeVaue.timeVaueMinutes(1));
putLicense(license);

assertThat(licensingClient.prepareGetLicense().get().license(), equal To(license));
assertOperationM ode(license.operationM ode());

logger.info("--> restart al nodes");

internal Cluster().ful|Restart();

ensureY ellow();

licensingClient = new LicensingClient(client());

logger.info("--> get and check signed license");
assertThat(licensingClient.prepareGetLicense().get().license(), equal To(license));
logger.info("--> remove licenses');

licensingClient.prepareDel etel icense().get();

assertOperationM ode(L icense.OperationM ode.MISSING);

logger.info("--> restart al nodes");

internal Cluster().ful|Restart();

licensingClient = new LicensingClient(client());

ensureY ellow();
assertThat(licensingClient.prepareGetLicense().get().license(), nullValue());
assertOperationM ode(L icense.OperationMode.MISSING);
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wipeAllLicenses();
}

public void testCloudInternal License() throws Exception {
wipeAllLicenses();

int numNodes = randomIntBetween(1, 5);
logger.info("--> starting {} node(s)", numNodes);
internal Cluster().startNodes(numNodes);
ensureGreen();

logger.info("--> put signed license");

LicensingClient licensingClient = new LicensingClient(client());

License license = TestUtils.generateSignedLicense("cloud _internal”, License.VERSION_CURRENT,
System.currentTimeMillis(),

TimeVauetimeVaueMinutes(1));

putLicense(license);

assertThat(licensingClient.prepareGetLicense().get().license(), equal To(license));

assertOperationM ode(L icense.OperationM ode.PLATINUM);

writeCloudInternalMode("gold");

assertOperationM ode(L icense.OperationM ode.GOL D);

writeCloudInternal Mode("basic");

assertOperationM ode(L icense.OperationM ode.BASIC);

public void testClusterRestartWhileEnabled() throws Exception {
wipeAllLicenses();
internal Cluster().startNode();
ensureGreen();
assertLicenseActive(true);
logger.info("--> restart node");
internal Cluster().ful|Restart();
ensureY ellow();
logger.info("'--> await node for enabled");
assertLicenseActive(true);

public void testClusterRestartWhileGrace() throws Exception {
wipeAllLicenses();
internal Cluster().startNode();
assertLicenseActive(true);
putLicense(TestUtils.generateSignedLicense(TimeVa ue.timeVaueMillis(0)));
ensureGreen();
assertLicenseActive(true);
logger.info("--> restart node");
internal Cluster().ful|Restart();
ensureY ellow();
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logger.info("--> await node for grace period");
assertLicenseActive(true);

public void testClusterRestartWhileExpired() throws Exception {

wipeAllLicenses();
internal Cluster().startNode();
ensureGreen();
assertLicenseActive(true);
putLicense(TestUtils.generateExpiredNonBasi cLicense(System.currentTimeMillis() -

LicenseService. GRACE_PERIOD DURATION.getMillis()));
assertLicenseActive(false);
logger.info("--> restart node");
internal Cluster().ful|Restart();
ensureY ellow();
logger.info("'--> await node for disabled");
assertLicenseActive(fase);

private void assertOperationM ode(License.OperationM ode operationM ode) throws InterruptedException {
boolean success = awaitBusy(() -> {
for (XPackLicenseState licenseState : internal Cluster().getDataN odel nstances(X PackL icenseState.class)) {
if (licenseState.getOperationMode() == operationMode) {
return true;

}
return false;
b

assertTrue(success);

private void writeCloudInternal M ode(String mode) throws Exception {
for (Environment environment : internal Cluster().getDataOrMasterNodel nstances(Environment.class)) {
Path licenseM odePath = X PackPlugin.resolveConfigFile(environment, "license_mode");
Files.createDirectories(licenseM odePath.getParent());
Files.write(licenseM odePath, mode.getBytes(StandardCharsets.UTF_8));

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.El asti csearchSecurity Exception;
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import org.elasticsearch.test. ESTestCasg;

import java.util Arrays,

import static org.hamcrest.Matchers.contains;
import static org.hamcrest.Matchers.equal To;
import static org.hamcrest.Matchers.hasSize;

public class LicenseUtilsTests extends ESTestCase {

public void testNewEXxpirationException() {
for (String feature : Arrays.asList("feature", randomAlphaOfLength(5), null, "")) {
ElasticsearchSecurityException exception = LicenseUtils.newComplianceException(feature);
assertNotNull (exception);
assertThat(exception.getM etadatak eys(), contains(LicenseUtils.EXPIRED FEATURE _METADATA));
assertThat(exception.getM etadata(L icenseUtilSEXPIRED_FEATURE_METADATA), hasSize(1));
assertThat(exception.getM etadata(L icenseUtils. EXPIRED_FEATURE_METADATA).iterator().next(),
equal To(feature));

}

public void testlsLicenseExpiredException() {
ElasticsearchSecurityException exception = LicenseUtils.newComplianceException("feature");
assertTrue(LicenseUtils.isLicenseExpiredException(exception));

exception = new ElasticsearchSecurityException("msg");
assertFalse(LicenseUtil s.isLicenseExpiredException(exception));
}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.test. ESTestCasg;

import org.el asticsearch.watcher.FileWatcher;

import org.elasticsearch.watcher.ResourceWatcherService;
import org.junit.Before;

import java.nio.file.Path;

import static org.hamcrest.Matchers.equal To;
import static org.mockito.Matchers.any;
import static org.mockito.Matchers.eq;
import static org.mockito.Mockito.mock;
import static org.mockito.Mockito.times;
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import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.verifyZerolnteractions,

public class LicenseOperationM odeUpdateT ests extends ESTestCase {

private OperationM odeFileWatcher operationM odeFileWatcher;
private Path licenseModeFile;
private ResourceWatcherService resourceWatcherService;

@Before
public void init() throws Exception {
licenseModeFile = createTempFile();
resourceWatcherService = mock(ResourceWatcherService.class);
operationModeFileWatcher = new OperationM odeFileWatcher(resourceWatcherService, licenseM odeFil e,
logger, () ->{});
}

public void testLicenseOperationM odeUpdate() throws Exception {

String type = randomFrom(“trial", "basic", "standard", "gold", "platinum");
License license = License.builder()

uid(tid®)

.expiryDate(0)

.issueDate(0)

.IssuedTo("elasticsearch")

Jissuer("issuer")

type(type)

.maxNodes(1)

build();

assertThat(license.operationMode(), equal To(License.OperationM ode.resolve(type)));
OperationM odeFileWatcherTests.writeM ode(" gold”, licenseM odeFile);
license.setOperationM odeFileWatcher(operationM odeFileWatcher);
verifyZerolnteractions(resourceWatcherService);

assertThat(license.operationMode(), equal To(License.OperationM ode.resolve(type)));

public void testCloudI nternal LicenseOperationM odeUpdate() throws Exception {
License license = License.builder()
uid("id")
.expiryDate(0)
.issueDate(0)
.IssuedTo("elasticsearch")
Jissuer("issuer")
type("cloud_internal")
.maxNodes(1)
Jbuild();

assertThat(license.operationMode(), equal To(License.OperationMode.PLATINUM));
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OperationM odeFileWatcherTests.writeM ode(" gold”, licenseM odeFile);
license.setOperationM odeFileWatcher(operationM odeFileWatcher);
verify(resourceWatcherService, times(1)).add(any(FileWatcher.class),

eq(ResourceWatcherService.Frequency.HIGH));
assertThat(license.operationMode(), equal To(License.OperationM ode.GOL D));

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.test. ESTestCasg;

import org.elasticsearch.xpack.core.schedul er.Schedul erEngine;
import org.junit.Before;

import static org.hamcrest.Matchers.equal To;
public class LicenseScheduleTests extends ESTestCase {

private License license;
private Schedul erEngine.Schedule schedule;

@Before

public void setuo() throws Exception {
license = TestUtils.generateSignedLicense(TimeVaue.timeVaueHours(12));
schedule = LicenseService.nextLicenseCheck(license);

}

public void testEnabl edLicenseSchedul &) throws Exception {
int expiryDuration = (int) (license.expiryDate() - license.issueDate());
long triggeredTime = license.issueDate() + between(0, expiryDuration);
assertThat(schedule.nextScheduledTimeAfter(license.issueDate(), triggeredTime),
equal To(license.expiryDate()));
}

public void testGracel icenseSchedul &() throws Exception {
long triggeredTime = license.expiryDate() + between(1,
((int) LicenseService. GRACE_PERIOD_DURATION.getMillis()));
assertThat(schedule.nextScheduledTimeAfter(license.issueDate(), triggeredTime),
equal To(license.expiryDate() + LicenseService. GRACE_PERIOD_DURATION.getMillis()));

public void testExpiredLicenseSchedul &) throws Exception {
long triggeredTime = license.expiryDate() + LicenseService. GRACE_PERIOD_DURATION.getMillis() +
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randomIntBetween(1, 1000);
assertThat(schedul e.nextScheduledTimeAfter(license.issueDate(), triggeredTime),
equal To(-1L));

public void testinvalidLicenseSchedul () throws Exception {
long triggeredTime = license.issueDate() - randomlntBetween(1, 1000);
assertThat(schedule.nextScheduledTimeAfter(triggeredTime, triggeredTime),
equal To(license.issueDate()));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€elasticsearch.license;

import org.elasticsearch.common.unit. TimeValue;
import org.elasticsearch.test. ESTestCasg;

import static org.elasticsearch.common.unit. TimeValue.timeValueMillis;
import static org.hamcrest.Matchers.equal To;
import static org.hamcrest.Matchers.nullValue;

public class ExpirationCallback Tests extends ESTestCase {

public void testPostExpirationDelay() throws Exception {

TimeValue expiryDuration = TimeV alue.timeV al ueSeconds(randoml ntBetween(5, 10));

TimeValue min = TimeValue.timeVaueSeconds(1);

TimeValue max = TimeVaue.timeVaueSeconds(4);

TimeValue frequency = TimeVa ue.timeVa ueSeconds(1);

NoopPostExpirationCallback post = new NoopPostExpirationCallback(min, max, frequency);

long now = System.currentTimeMillis();

long expiryDate = now + expiryDuration.getMillis();

assertThat(post.delay(expiryDate, now),

equal To(TimeVaue.timeVaueMillis(expiryDuration.getMillis() + min.getMillis()))); // before license

expiry

assertThat(post.del ay(expiryDate, expiryDate), equa To(min)); // on license expiry

int latestValidTriggerDelay = (int) (expiryDuration.getMillis() + max.getMillis());

int earliestValidTriggerDelay = (int) (expiryDuration.getMillis() + min.getMillis());

assertExpirationCallbackDelay(post, expiryDuration.millis(), latestValidTriggerDelay,
earliestValidTriggerDelay);

}

public void testPreExpirationDelay() throws Exception {
TimeValue expiryDuration = TimeV alue.timeV al ueSeconds(randoml ntBetween(5, 10));
TimeValue min = TimeValue.timeValueSeconds(1);
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TimeValue max = TimeVaue.timeVaueSeconds(4);

TimeValue frequency = TimeVa ue.timeVa ueSeconds(1);

NoopPreExpirationCallback pre = new NoopPreExpirationCallback(min, max, frequency);

long now = System.currentTimeMillis();

long expiryDate = now + expiryDuration.getMillis();

assertThat(pre.delay(expiryDate, expiryDate), nullValue()); // on license expiry

int latestValidTriggerDelay = (int) (expiryDuration.getMillis() - min.getMillis());

int earliestValidTriggerDelay = (int) (expiryDuration.getMillis() - max.getMillis());

assertExpirationCallbackDelay(pre, expiryDuration.millis(), latestVaidTriggerDelay,
earliestValidTriggerDelay);

}

public void testPostExpirationWithNullMax() throws Exception {
int postExpirySeconds = randomlIntBetween(5, 10);
TimeValue postExpiryDuration = TimeV a ue.timeV a ueSeconds(postExpiry Seconds);
TimeValue min = TimeValue.timeV al ueSeconds(postExpiry Seconds - randomintBetween(1, 3));

final ExpirationCallback.Post post = new NoopPostExpirationCallback(min, null, timeVaueMillis(10));
long now = System.currentTimeMillis();
assertThat(post.delay(now - postExpiryDuration.millis(), now), equal To(TimeV alue.timeVaueMillis(0)));

public void testPreExpirationWithNullMin() throws Exception {
int expirySeconds = randoml ntBetween(5, 10);
TimeValue expiryDuration = TimeV alue.timeV al ueSeconds(expiry Seconds);
TimeValue max = TimeVa ue.timeV a ueSeconds(expirySeconds + randomintBetween(1, 10));

final ExpirationCallback.Pre pre = new NoopPreExpirationCallback(null, max, timeVaueMillis(10));
long now = System.currentTimeMillis();
assertThat(pre.delay(expiryDuration.millis() + now, now), equal To(TimeVaue.timeVaueMillis(0)));

public void testPreExpirationScheduleTime() throws Exception {

TimeValue expiryDuration = TimeV alue.timeV alueSeconds(randoml ntBetween(5, 10));
TimeValue min = TimeValue.timeValueSeconds(1);
TimeValue max = TimeVaue.timeV aueSeconds(4);
TimeValue frequency = TimeVaue.timeVa ueSeconds(1);
NoopPreExpirationCallback pre = new NoopPreExpirationCallback(min, max, frequency);
int latestValidTriggerDelay = (int) (expiryDuration.getMillis() - min.getMillis());
int earliestValidTriggerDelay = (int) (expiryDuration.getMillis() - max.getMillis());
assertExpirationCallback Schedul eTime(pre, expiryDuration.millis(), latestVaidTriggerDelay,

earliestValidTriggerDelay);

}

public void testPostExpirationSchedul eTime() throws Exception {
TimeValue expiryDuration = TimeV alue.timeV alueSeconds(randoml ntBetween(5, 10));
TimeValue min = TimeValue.timeValueSeconds(1);
TimeValue max = TimeVaue.timeV a ueSeconds(4);
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TimeValue frequency = TimeVa ue.timeVa ueSeconds(1);

NoopPostExpirationCallback pre = new NoopPostExpirationCallback(min, max, frequency);

int latestValidTriggerDelay = (int) (expiryDuration.getMillis() + max.getMillis());

int earliestValidTriggerDelay = (int) (expiryDuration.getMillis() + min.getMillis());

assertExpirationCallback Schedul eTime(pre, expiryDuration.millis(), latestVaidTriggerDelay,
earliestValidTriggerDelay);

}

private void assertExpirationCallbackDel ay(ExpirationCallback expirationCallback, long expiryDuration,
int latestValidTriggerDelay, int earliestValidTriggerDelay) {
long now = System.currentTimeMillis();
long expiryDate = now + expiryDuration;
// bounds
assertThat(expirationCallback.delay(expiryDate, now + earliestValidTriggerDelay),
equal To(TimeVauetimeVaueMillis(0)));
assertThat(expirationCallback.delay(expiryDate, now + latestValidTriggerDelay),
equal To(TimeVauetimeVaueMillis(0)));
/[ in match
assertThat(expirationCallback.delay(expiryDate,
now + randomintBetween(earliestValidTriggerDelay, latestValidTriggerDelay)),
equal To(TimeVauetimeVaueMillis(0)));
/l out of bounds
int deltaBeforeEarliestMatch = between(1, earliestValidTriggerDelay);
assertThat(expirationCallback.delay(expiryDate, now + deltaBeforeEarliestMatch),
equal To(TimeVauetimeVaueMillis(earliestValidTriggerDelay - deltaBeforeEarliestMatch)));
int deltaAfterL atestMatch = between(latestValidTriggerDelay + 1, Integer. MAX_VALUE); // after expiry and
after max
assertThat(expirationCallback.delay(expiryDate, expiryDate + deltaAfterL atestMatch), nullValue());
}

public void assertExpirationCallback Schedul eTime(ExpirationCallback expirationCallback, long expiryDuration,
int latestValidTriggerDelay, int earliestVaidTriggerDelay) {

long now = System.currentTimeMillis();

long expiryDate = now + expiryDuration;

int validTriggerinterval = between(earliestValidTriggerDelay, latestValidTriggerDelay);

assertThat(expirationCallback.nextScheduledTimeForExpiry(expiryDate,
now + validTriggerinterval, now + validTriggerinterval),
equal To(how + validTriggerinterval));

assertThat(expirationCallback.nextSchedul edTimeForExpiry(expiryDate, now, how + validTriggerinterval),
equal To(now + validTriggerinterval + expirationCallback.getFrequency()));

int deltaBeforeEarliestMatch = between(1, earliestValidTriggerDelay - 1);
assertThat(expirationCallback.nextScheduled TimeForExpiry(expiryDate, now, how +
deltaBeforeEarliestMatch),
equal To(now + deltaBeforeEarliestMatch +
expirationCallback.delay(expiryDate, now + deltaBeforeEarliestMatch).getMillis()));
assertThat(expirationCallback.nextScheduledTimeForExpiry(expiryDate,
now + deltaBeforeEarliestMatch, now + deltaBeforeEarliestMatch),
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equal To(now + deltaBeforeEarliestMatch +
expirationCallback.delay(expiryDate, now + deltaBeforeEarliestMatch).getMillis()));

int deltaAfterL atestMatch = between(latestValidTriggerDelay + 1, Integer. MAX_VALUE); // after expiry and
after max
assertThat(expirationCallback.nextScheduledTimeForExpiry(expiryDate, now, now + deltaAfterl atestMatch),
equalTo(-1L));
assertThat(expirationCallback.nextScheduledTimeForExpiry(expiryDate,
now + deltaAfterLatestMatch, now + deltaAfterL atestMatch),
equal To(-1L));

private static class NoopPostExpirationCallback extends ExpirationCallback.Post {
NoopPostExpirationCallback(TimeVaue min, TimeVaue max, TimeValue frequency) {

super(min, max, frequency);

@Override
public void on(License license) {}
private static class NoopPreExpirationCallback extends ExpirationCallback.Pre {

NoopPreExpirationCallback(TimeVaue min, TimeVaue max, TimeVaue frequency) {
super(min, max, frequency);

}
@Override
public void on(License license) {}
}
}
/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import com.carrotsearch.randomizedtesting.RandomizedTest;
import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.joda.DateM athParser;

import org.elasticsearch.common.joda. FormatDateTimeFormatter;
import org.elasticsearch.common.joda.Joda;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;
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import org.elasticsearch.common.xcontent. ToX Content;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.license.licensor.LicenseSigner;
import org.hamcrest.MatcherAssert;

import org.joda.time.format.DateTimeFormatter;

import org.junit.Assert;

import java.io.| OException;

import java.io.lnputStream;

import java.nio.file.Files;

import java.nio.file.Path;

import java.nio.file.StandardCopyOption;

import java.util ArrayList;

import java.util.List;

import java.util.UUID;

import java.util.concurrent.CountDownL atch;

import java.util.concurrent.atomic.AtomicReference;

import static com.carrotsearch.randomizedtesting. RandomizedTest.randomBool ean;
import static com.carrotsearch.randomizedtesting.RandomizedTest.randomint;
import static org.apache.lucene.util.LuceneTestCase.createTempkile;

import static org.elasticsearch.common.xcontent. X ContentFactory.jsonBuil der;
import static org.elasticsearch.test. ESTestCase.randomA | phaOfL ength;

import static org.elasticsearch.test. ESTestCase.randomFrom;

import static org.elasticsearch.test. ESTestCase.randomlintBetween;

import static org.hamcrest.core.lsEqual.equal To;

import static org.junit.Assert.assertThat;

public class TestUtils {

private static final FormatDateTimeFormatter formatDateTimeFormatter = Joda.forPattern("yyyy-MM-dd");
private static final DateM athParser dateM athParser = new DateM athParser(formatDateTimeFormatter);
private static final DateTimeFormatter dateTimeFormatter = formatDateTimeFormatter.printer();

public static String dateM athString(String time, final long now) {
return dateTimeFormatter.print(dateM athParser.parse(time, () -> now));

public static long dateM ath(String time, final long now) {
return dateM athParser.parse(time, () -> now);

public static LicenseSpec generateRandomLicenseSpec(int version) {
boolean datesinMillis = randomBoolean();
long now = System.currentTimeMillis();
String uid = UUID.randomUUID().toString();
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String feature = "feature_ " + randomint();
String issuer = "issuer__ " + randomint();
String issuedTo = "issuedTo__ " + randomint();
final String type;
final String subscriptionType;
if (version < License VERSION_NO_FEATURE_TYPE) {
subscriptionType = randomFrom("gold", "silver", "platinum");
type = "subscription”;//randomFrom(" subscription”, "internal”, "development™);
} else{
subscriptionType = null;
type = randomFrom("basic", "dev", "gold", "silver", "platinum");
}
int maxNodes = RandomizedTest.randomintBetween(5, 100);
if (dateslnMillis) {
long issueDatelnMillis = dateMath(" now", now);
long expiryDatelnMillis = dateMath("now+10d/d", now);
return new LicenseSpec(version, uid, feature, issueDatelnMillis, expiryDatelnMillis, type, subscriptionType,
issuedTo, issuer,
maxNodes);
} else{
String issueDate = dateM athString("now", now);
String expiryDate = dateM athString("now+10d/d", now);
return new LicenseSpec(version, uid, feature, issueDate, expiryDate, type, subscriptionType, issuedTo,
issuer, maxNodes);

}

public static String generatel icenseSpecString(LicenseSpec licenseSpec) throws | OException {
XContentBuilder licenses = jsonBuilder();
licenses.startObject();
licenses.startArray("licenses");
licenses.startObject()
field("uid", licenseSpec.uid)
field("type", licenseSpec.type)
field("subscription_type", licenseSpec.subscriptionType)
field("issued_to", licenseSpec.issuedTo)
field("issuer", licenseSpec.issuer)
field("feature", licenseSpec.feature)
field("max_nodes", licenseSpec.maxNodes);

if (licenseSpec.issueDate != null) {
licenses.field("issue_date", licenseSpec.issueDate);
} else{
licenses.field("issue_date in_millis", licenseSpec.issueDatelnMillis);
}
if (licenseSpec.expiryDate != null) {
licensesfield("expiry_date", licenseSpec.expiryDate);
} else{
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licenses.field("expiry_date in_millis", licenseSpec.expiryDatelnMillis);

}

licenses.field("version", licenseSpec.version);
licenses.endObject();

licenses.endArray();

licenses.endObject();

return Strings.toString(licenses);

public static License generatel icenses(LicenseSpec spec) {
License.Builder builder = License.builder()

.uid(spec.uid)
feature(spec.feature)
type(spec.type)
.subscriptionType(spec.subscriptionType)
.IssuedTo(spec.issuedTo)
.issuer(spec.issuer)
.maxNodes(spec.maxNodes);

if (spec.expiryDate !=null) {
builder.expiryDate(DateUtils.endOf TheDay(spec.expiryDate));
} else{
builder.expiryDate(spec.expiryDatel nMillis);
}
if (spec.issueDate !=null) {
builder.issueDate(DateUtil s.beginningOf TheDay(spec.issueDate));
} else{
builder.issueDate(spec.issueDatel nMillis);

}
return builder.build();

public static void assertLicenseSpec(LicenseSpec spec, License license) {

MatcherAssert.assertThat(license.uid(), equal To(spec.uid));
MatcherAssert.assertThat(li cense.issuedTo(), equal To(spec.issuedTo));
MatcherAssert.assertThat(license.issuer(), equal To(spec.issuer));
MatcherAssert.assertThat(license.type(), equal To(spec.type));
MatcherAssert.assertThat(license.maxNodes(), equal To(spec.maxNodes));
if (spec.issueDate !=null) {

MatcherAssert.assertThat(license.issueDate(), equal To(DateUtils.beginningOf TheDay(spec.issueDate)));
} else{

MatcherAssert.assertThat(license.issueDate(), equal To(spec.issueDatel nMillis));
}
if (spec.expiryDate !=null) {

MatcherAssert.assertThat(license.expiryDate(), equal To(DateUtils.endOf TheDay(spec.expiryDate)));
} else{

MatcherAssert.assertThat(license.expiryDate(), equa To(spec.expiryDatelnMillis));
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public static class LicenseSpec {
public final int version;
public final String feature;
public final String issueDate;
public final long issueDatelnMillis;
public final String expiryDate;
public final long expiryDatelnMillis;
public final String uid;
public final String type;
public final String subscriptionType;
public final String issuedTo;
public final String issuer;
public final int maxNodes;

public LicenseSpec(String issueDate, String expiryDate) {

this(License.VERSION_CURRENT, UUID.randomUUID().toString(), "feature", issueDate, expiryDate,

"tria", "none", "customer",
"elasticsearch", 5);

public LicenseSpec(int version, String uid, String feature, long issueDatelnMillis, long expiryDatelnMillis,

String type,
String subscriptionType, String issuedTo, String issuer, int maxNodes) {

this.version = version;
this.feature = feature;
this.issueDatelnMillis = issueDatel nMillis;
this.issueDate = null;
this.expiryDatelnMillis = expiryDatel nMillis;
this.expiryDate = nulll;
this.uid = uid;
this.type = type;
this.subscriptionType = subscriptionType;
this.issuedTo = issuedTo;
this.issuer = issuer;
this.maxNodes = maxNodes;

public LicenseSpec(int version, String uid, String feature, String issueDate, String expiryDate, String type,

String subscriptionType, String issuedTo, String issuer, int maxNodes) {
this.version = version;
this.feature = feature;
this.issueDate = issueDate;
this.issueDatelnMillis = -1;
this.expiryDate = expiryDate;
this.expiryDatelnMillis = -1;
this.uid = uid;
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this.type = type;

this.subscriptionType = subscriptionType;
this.issuedTo = issuedTo;

this.issuer = issuer;

this.maxNodes = maxNodes;

public static Path getTestPriK eyPath() throws Exception {
return getResourcePath("/private.key");

public static Path getTestPubK eyPath() throws Exception {
return getResourcePath("/public.key");

public static String dumpLicense(License license) throws Exception {
XContentBuilder builder = X ContentFactory.contentBuilder(X ContentType.JSON);
builder.startObject();
builder.startObject("license");
license.tol nnerX Content(builder, ToXContent. EMPTY _PARAMYS);
builder.endObject();
builder.endObject();
return Strings.toString(builder);

public static License generateSignedLicense(TimeV alue expiryDuration) throws Exception {
return generateSignedLicense(null, -1, expiryDuration);

public static License generateSignedLicense(String type, TimeVaue expiryDuration) throws Exception {
return generateSignedL icense(type, -1, expiryDuration);

public static License generateSignedLicense(long issueDate, TimeVaue expiryDuration) throws Exception {
return generateSignedLicense(null, issueDate, expiryDuration);

public static License generateSignedLicense(String type, long issueDate, TimeValue expiryDuration) throws
Exception {
return generateSignedL icense(type, randomlntBetween(License.VERSION_START,
License.VERSION_CURRENT), issueDate, expiryDuration);

}

/**

* This method which chooses the license type randomly if the typeis null. However, it will not randomly
* choosetrial or basic types as those types can only be self-generated.
*/
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public static License generateSignedLicense(String type, int version, long issueDate, TimeV alue expiryDuration)
throws Exception {
long issue = (issueDate !=-1L) ?issueDate : System.currentTimeMillis() -
TimeValuetimeVaueHours(2).getMillis();
final String licenseType;
if (version < License VERSION_NO_FEATURE_TYPE) {
licenseType = randomFrom("subscription”, "internal”, "development");
} else{
licenseType = (type != null) ? type : randomFrom("silver", "dev", "gold", "platinum");
}
final License.Builder builder = License.builder()
.Uid(UUID.randomUUID().toString())
.version(version)
.expiryDate(System.currentTimeMillis() + expiryDuration.getMillis())
.ssueDate(issue)
type(licenseType)
JIssuedTo("customer™)
.Issuer("elasticsearch")
.maxNodes(5);
if (version == License VERSION_START) {
builder.subscriptionType((type ! = null) ? type : randomFrom(“dev", "gold", "platinum", "silver"));
builder.feature(randomAlphaOfL ength(10));
}
LicenseSigner signer = new LicenseSigner(getTestPriKeyPath(), getTestPubK eyPath());
return signer.sign(builder.build());

public static License generateSignedLicense(License.Builder builder) throws Exception {
LicenseSigner signer = new LicenseSigner(getTestPrikeyPath(), getTestPubK eyPath());
return signer.sign(builder.build());

public static License generateExpiredNonBasi cLicense(long expiryDate) throws Exception {
return generateExpiredNonBasi cLicense(randomFrom("silver”, "dev", "gold", "platinum"), expiryDate);

public static License generateExpiredNonBasicLicense() throws Exception {
return generateExpiredNonBasi cLicense(randomFrom("silver”, "dev", "gold", "platinum"));

public static License generateExpiredNonBasi cLicense(String type) throws Exception {
return generateExpiredNonBasi cLicense(type,
System.currentTimeMillis() - TimeValue.timeValueHours(randomintBetween(1, 10)).getMillis());

public static License generateExpiredNonBasi cLicense(String type, long expiryDate) throws Exception {
final License.Builder builder = License.builder()
.Uid(UUID.randomUUID().toString())
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.version(License.VERSION_CURRENT)

.expiryDate(expiryDate)

.issueDate(expiryDate - TimeV aue.timeVaueMinutes(10).getMillis())

type(type)

JIssuedTo("customer™)

.ssuer("elasticsearch")

.maxNodes(5);
LicenseSigner signer = new LicenseSigner(getTestPriKeyPath(), getTestPubK eyPath());
return signer.sign(builder.build());

private static Path getResourcePath(String resource) throws Exception {
Path resourceFile = createTempFile();
try (InputStream resourcel nput = TestUtils.class.getResourceAsStream(resource)) {
Files.copy(resourcel nput, resourcerile, StandardCopyOption.REPLACE_EXISTING);
}

return resourceFile;

public static void registerAndAckSignedLicenses(final LicenseService licenseService, License license,
final LicensesStatus expectedStatus) {
PutLicenseRequest putLicenseRequest = new PutLicenseRequest().license(license).acknowledge(true);
final CountDownL atch latch = new CountDownL atch(1);
final AtomicReference<LicensesStatus> status = new AtomicReference<>();
licenseService.registerLicense(putLicenseRequest, new ActionListener<PutLicenseResponse>() {
@0Override
public void onResponse(PutLicenseResponse li censesUpdateResponse) {
status.set(licensesUpdateResponse.status());
latch.countDown();

@0Override
public void onFailure(Exception €) {
latch.countDown();
}
b
try {
latch.await();

} catch (InterruptedException €) {
Assert.fail (e.getMessage());

}
assertThat(status.get(), equal To(expectedStatus));

public static class AssertingL icenseState extends X PackLicenseState {
public final List<License.OperationMode> modeUpdates = new ArrayList<>();
public final List<Boolean> activeUpdates = new ArrayList<>();

Open Source Used In Network Insights Advisor 1.0.0
207



public AssertingLicenseState() {
super(Settings. EMPTY);

@Override

void update(License.OperationMode mode, boolean active) {
modeU pdates.add(mode);
activeUpdates.add(active);

/* *
* A license state that makes the { @link #update(License.OperationMode, boolean)}
* method public for usein tests.
*/
public static class Updatablel icenseState extends X PackLicenseState {
public Updatabl el icenseState() {
this(Settings.EMPTY);

public Updatabl el icenseState(Settings settings) {
super(settings);

@Override
public void update(License.OperationM ode mode, boolean active) {
super.update(mode, active);

public static void putLicense(MetaData.Builder builder, License license) {
builder.putCustom(LicensesMetaData. TY PE, new LicensesMetaData(license, null));

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.action.ActionL istener;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;
import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.common.unit. TimeValue;

import static org.elasticsearch.common.unit. TimeValue.timeVaueHours;
import static org.hamcrest.Matchers.equal To;
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import static org.hamcrest.Matchers.not;
import static org.mockito.Matchers.any;
import static org.mockito.Mockito.times;
import static org.mockito.Maockito.verify;

public class LicensesAcknowledgementTests extends AbstractLicenseServiceTestCase {

public void testAcknowledgment() throws Exception {
XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);

setlnitial State(TestUtils.generateSignedLicense("gold”, timeVaueHours(2)), licenseState, Settings.EMPTY);
licenseService.start();

/I try installing a signed license

long issueDate = System.currentTimeMillis() - TimeVaue.timeVaueHours(24 * 2).getMillis();

License signedLicense = TestUtils.generateSignedLicense("trial", License.VERSION_CURRENT, issueDate,
timeValueHours(10));

PutLicenseRequest putLicenseRequest = new PutLicenseRequest().license(signedLicense);

/I ensure acknowledgement message was part of the response

licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(fal se,
LicensesStatus.VALID, true));

assertThat(licenseService.getLicense(), not(signedLicense));

verify(clusterService, times(0)).submitStateUpdateT ask (any(String.class), any(ClusterStateUpdateT ask.class));

I/ try installing a signed license with acknowledgement
putLicenseRequest = new PutLicenseRequest().license(signedL icense).acknowledge(true);
/I ensure license was installed and no acknowledgment message was returned
licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(true,
LicensesStatus.VALID, false));
verify(clusterService, times(1)).submitStateUpdateT ask(any(String.class), any(ClusterStateUpdateT ask.class));
}

public void testRej ectUpgradeToProductionWithout TLS() throws Exception {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);

setlnitial State( TestUtils.generateSignedLicense("trial", timeValueHours(2)), licenseState, Settings.EMPTY);
licenseService.start();

[/l try installing a signed license

License signedLicense = TestUtils.generateSignedLicense(" platinum", timeV alueHours(10));

PutLicenseRequest putLicenseRequest = new PutLicenseRequest().license(signedLicense);

/I ensure acknowledgement message was part of the response

I11egal StateException ise = expectThrows(l11egal StateException.class, () ->

licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(fal se,

LicensesStatus.VALID, true)));

assertEquals("Cannot install a[PLATINUM] license unless TLS is configured or security is disabled",
ise.getM essage());

}

public void testUpgradeToProductionWithoutTL SAndSecurityDisabled() throws Exception {
XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);
setlnitial State(TestUtils.generateSignedLicense("trial”, timeValueHours(2)), licenseState, Settings.builder()
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Jput("xpack.security.enabled”, false).build());
licenseService.start();
[/l try installing a signed license
License signedLicense = TestUtils.generateSignedLicense(" platinum", timeV alueHours(10));
PutLicenseRequest putLicenseRequest = new PutLicenseRequest().license(signedLicense);
licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(fal se,

LicensesStatus.VALID, true));

assertThat(licenseService.getLicense(), not(signedLicense));
verify(clusterService, times(1)).submitStateUpdateT ask (any(String.class), any(ClusterStateUpdateT ask.class));

I/ try installing a signed license with acknowledgement

putLicenseRequest = new PutLicenseRequest().license(signedL icense).acknowledge(true);

/I ensure license was installed and no acknowledgment message was returned
licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(true,

LicensesStatus.VALID, false));

verify(clusterService, times(2)).submitStateUpdateT ask(any(String.class), any(ClusterStateUpdateT ask.class));

public void testUpgradeToProductionWithTL SAndSecurity() throws Exception {

XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
setlnitial State(TestUtils.generateSignedLicense("trial", timeValueHours(2)), licenseState, Settings.builder()
Jput("xpack.security.enabled”, true)
Jput("xpack.security.transport.ssl.enabled”, true).build());
licenseService.start();
[/l try installing a signed license
License signedLicense = TestUtils.generateSignedLicense(" platinum", timeV alueHours(10));
PutLicenseRequest putLicenseRequest = new PutLicenseRequest().license(signedLicense);
licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(fal se,

LicensesStatus.VALID, true));

assertThat(licenseService.getLicense(), not(signedLicense));
verify(clusterService, times(1)).submitStateUpdateT ask (any(String.class), any(ClusterStateUpdateT ask.class));

I/ try installing a signed license with acknowledgement

putLicenseRequest = new PutLicenseRequest().license(signedL icense).acknowledge(true);

/I ensure license was installed and no acknowledgment message was returned
licenseService.registerLicense(putLicenseRequest, new AssertingLicensesUpdateResponse(true,

LicensesStatus.VALID, false));

verify(clusterService, times(2)).submitStateUpdateT ask(any(String.class), any(ClusterStateUpdateT ask.class));

private static class AssertingLicensesUpdateResponse implements ActionListener<PutL icenseResponse> {

private final boolean expectedAcknowledgement;
private final LicensesStatus expectedStatus;
private final boolean expectAckM essages;

AssertingL i censesUpdateResponse(bool ean expectedAcknowledgement, LicensesStatus expectedStatus,
boolean expectAckMessages) {
this.expectedA cknowledgement = expectedA cknowledgement;
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this.expectedStatus = expectedStatus;
this.expectAckM essages = expectAckM essages;

@Override

public void onResponse(PutL icenseResponse licensesUpdateResponse) {
assertThat(licensesUpdateResponse.isA cknowledged(), equal To(expectedA cknowledgement));
assertThat(licensesUpdateResponse.status(), equal To(expectedStatus));
assertEqual (li censesU pdateResponse.acknowl edgeM essages().isSEmpty(), expectAckM essages == false);

@0Override
public void onFailure(Exception throwable) {
throw new RuntimeException(throwable);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.ack.Cluster StateUpdateResponse;
import org.elasticsearch.cluster.service.ClusterService;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test. ESSingleNodeT estCase;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X Pack Settings;

import org.junit.Before;

import java.util.Collection;

import java.util.Collections;

import java.util.concurrent.CountDownL atch;
import java.util.concurrent.atomic.AtomicBool ean;

import static org.hamcrest.Matchers.equal To;
import static org.hamcrest.Matchers.not;

public class LicensesM anagerServiceT ests extends ESSingleNodeTestCase {
@0Override

protected Collection<Class<? extends Plugin>> getPlugins() {
return Collections.singletonList(L ocal StateCompositeX PackPlugin.class);
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@Override
protected Settings nodeSettings() {
return Settings.builder()

.put(super.nodeSettings())
Jput(X PackSettings. SECURITY_ENABLED.getKey(), false)
.put(XPackSettings. MONITORING_ENABLED.getKey(), false)
Jput(X PackSettings WATCHER_ENABLED.getKey(), false)
put(X PackSettings. GRAPH_ENABLED.getKey(), false)
.put(XPackSettings.MACHINE_LEARNING_ENABLED.getKey(), false)
build();

@Override
protected boolean resetNodeAfter Test() {
return true;

@Before
public void waitForTrial LicenseToBeGenerated() throws Exception {
assertBusy(() ->
assertNotNull(getl nstanceFromNode(Cluster Service.class).state().metaData().custom(LicensesM etaData. TY PE)));

}

public void testStoreAndGetL icenses() throws Exception {
LicenseService licenseService = getlnstanceFromNode(L icenseService.class);
ClusterService clusterService = getlnstanceFromNode(ClusterService.class);
License goldLicense = TestUtils.generateSignedLicense("gold”, TimeValue.timeVaueHours(1));
TestUtils.registerAndAckSignedLicenses(licenseService, goldLicense, LicensesStatus.VALID);
License silverLicense = TestUtils.generateSignedLicense("silver”, TimeVaue.timeVaueHours(2));
TestUtils.registerAndAckSignedLicenses(licenseService, silverLicense, LicensesStatus.VALID);
License platinumLicense = TestUtils.generateSignedLicense("platinum", TimeVaue.timeVaueHours(1));
TestUtils.registerAndAckSignedLicenses(licenseService, platinumLicense, LicensesStatus.VALID);
LicensesMetaData licensesM etaData = clusterService.state(). metaData().custom(LicensesM etaData. TY PE);
assertThat(licensesM etaData.getL icense(), equal To(platinumLicense));
final License getLicenses = licenseService.getLicense();
assertThat(getLicenses, equal To(platinumLicense));

// TODO: Add test/feature blocking the registration of basic license

public void testEffectivelicenses() throws Exception {
final LicenseService licenseService = getlnstanceFromNode(LicenseService.class);
final ClusterService clusterService = getInstanceFromNode(ClusterService.class);
License goldLicense = TestUtils.generateSignedLicense("gold”, TimeVa ue.timeVaueSeconds(5));
/l put gold license
TestUtils.registerAndAckSignedLicenses(licenseService, goldLicense, LicensesStatus.VALID);
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LicensesMetaData licensesM etaData = clusterService.state(). metaData().custom(LicensesM etaData. TY PE);
assertThat(LicenseService.getLicense(licensesM etaData), equal To(goldLicense));

License platinumLicense = TestUtils.generateSignedLicense("platinum™, TimeV alue.timeV alueSeconds(3));
/l put platinum license

TestUtils.registerAndAckSignedLicenses(licenseService, platinumLicense, LicensesStatus.VALID);
licensesM etaData = clusterService.state(). metaData().custom(LicensesM etaData. TY PE);
assertThat(LicenseService.getLicense(licensesMetaData), equal To(platinumLicense));

public void testInvalidLicenseStorage() throws Exception {
LicenseService licenseService = getlnstanceFromNode(L i censeService.class);
ClusterService clusterService = getlnstanceFromNode(ClusterService.class);
License signedLicense = TestUtils.generateSignedLicense(TimeValue.timeVaueMinutes(2));

/I modify content of signed license

License tamperedLicense = License.builder()
.fromLicenseSpec(signedLicense, signedLicense.signature())
.expiryDate(signedLicense.expiryDate() + 10 * 24 * 60 * 60 * 1000L)
.validate()
build();

TestUtils.registerAndAckSignedLicenses(licenseService, tamperedLicense, LicensesStatus.INVALID);

/I ensure that the invalid license never made it to cluster state
LicensesMetaData licensesM etaData = clusterService.state(). metaData().custom(LicensesMetaData. TY PE);
assertThat(licensesM etaData.getLicense(), not(equal To(tamperedLicense)));

public void testRemovel icenses() throws Exception {
LicenseService licenseService = getlnstanceFromNode(L icenseService.class);
ClusterService clusterService = getlnstanceFromNode(ClusterService.class);

/I generate signed licenses

License license = TestUtils.generateSignedLicense(TimeVaue.timeVaueHours(1));
TestUtils.registerAndAckSignedLicenses(licenseService, license, LicensesStatus.VALID);

LicensesM etaData licensesM etaData = clusterService.state(). metaData().custom(LicensesM etaData. TY PE);
assertThat(licensesM etaData.getLicense(), not(LicensesMetaData.L ICENSE_TOMBSTONE));

/I remove signed licenses

removeAndAckSignedLicenses(licenseService);

licensesM etaData = clusterService.state().metaData().custom(LicensesMetaData. TY PE);
assertThat(licensesM etaData.getLicense(), equal To(LicensesMetaData.LICENSE_ TOMBSTONE));

private void removeAndAckSignedLicenses(final LicenseService licenseService) {
final CountDownL atch latch = new CountDownL atch(1);
final AtomicBoolean success = new AtomicBoolean(false);
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licenseService.removelicense(new Deletel icenseRequest(), new
ActionListener<Cluster StateUpdateResponse>() {
@Override
public void onResponse(Cluster StatelU pdateResponse cluster StateU pdateResponse) {
if (clusterStateUpdateResponse.isAcknowledged()) {
success.set(true);

}

latch.countDown();

@Override
public void onFailure(Exception throwable) {
latch.countDown();

}
b
try {
latch.await();
} catch (InterruptedException €) {
fail(e.getM essage());
}
assertThat("'remove license(s) failed", success.get(), equal To(true));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.test. ESTestCasg;

import org.elasticsearch.threadpool . TestThreadPoal;
import org.elasticsearch.watcher.ResourceWatcherService;
import org.junit.After;

import org.junit.Before;

import java.io.| OException;

import java.nio.charset. StandardCharsets;

import java.nio.file.Files;

import java.nio.file.Path;

import java.nio.file.StandardOpenOption;

import java.util.concurrent.CountDownL atch;

import java.util.concurrent. TimeUnit;

import java.util.concurrent.atomic.AtomicReference;

import static org.hamcrest.Matchers.equal To;
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public class OperationM odeFileWatcher Tests extends ESTestCase {
private ResourceWatcherService watcherService;
private TestThreadPool threadPoal;
private Path licenseM odePath;
private OperationM odeFileWatcher operationM odeFileWatcher;
private AtomicReference<CountDownL atch> onChangeCounter;

@Before
public void setup() throws Exception {
threadPool = new TestThreadPool ("license mode file watcher tests");
Settings settings = Settings.builder()
.put("resource.reload.interval .high", "10ms")
build();
watcherService = new ResourceWatcher Service(settings,
threadPool);
watcherService.start();
licenseModePath = createTempFile();
onChangeCounter = new AtomicReference<>(new CountDownL atch(1));
operationM odeFileWatcher = new OperationM odeFileWatcher(watcherService, licenseModePath, logger,
() -> onChangeCounter.get().countDown());

@After

public void shutdown() throws InterruptedException {
terminate(threadPool);
watcherService.stop();

}

public void testInit() throws Exception {

onChangeCounter.set(new CountDownL atch(2));
writeMode("gold");
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(),

equal To(License.OperationMode.PLATINUM));
operationM odeFileWatcher.init();
assertTrue(onChangeCounter.get().await(5, TimeUnit. SECONDS));
assertThat(operationM odeFileWatcher.getCurrentOperationM ode(), equal To(L i cense.OperationM ode.GOL D));

public void testUpdateM odeFromFile() throws Exception {

Files.del ete(licenseM odePath);
operationM odeFileWatcher.init();
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(),

equal To(License.OperationMode.PLATINUM));
writeMode("gold");
assertTrue(onChangeCounter.get().await(5, TimeUnit. SECONDS));
assertThat(operationM odeFileWatcher.getCurrentOperationM ode(), equal To(L i cense.OperationM ode.GOL D));
onChangeCounter.set(new CountDownL atch(1));
writeMode("basic");
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assertTrue(onChangeCounter.get().await(5, TimeUnit. SECONDS));
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(), equal To(License.OperationM ode.BASIC));

public void testDeleteM odeFromFile() throws Exception {
Files.del ete(licenseM odePath);
operationM odeFileWatcher.init();
writeMode("gold");
assertTrue(onChangeCounter.get().await(5, TimeUnit. SECONDS));
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(), equal To(L i cense.OperationM ode.GOL D));
onChangeCounter.set(new CountDownL atch(1));

Files.del ete(licenseM odePath);

assertTrue(onChangeCounter.get().await(5, TimeUnit.SECONDS));

assertThat(operationM odeFileWatcher.getCurrentOperationM ode(),
equal To(License.OperationMode.PLATINUM));

}

public void testInvalidModeFromFile() throws Exception {
writeMode("invalid");
operationM odeFileWatcher.init();
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(),
equal To(License.OperationMode.PLATINUM));
operationM odeFileWatcher.onFileChanged(licenseM odePath);
assertThat(operationM odeFileWatcher.getCurrentOperationM ode(),
equal To(License.OperationMode.PLATINUM));

}

public void testLicenseModeFilel sDirectory() throws Exception {
licenseM odePath = createTempDir();
operationM odeFileWatcher.init();
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(),
equal To(License.OperationMode.PLATINUM));
operationM odeFileWatcher.onFileChanged(licenseM odePath);
assertThat(operationM odeFileWatcher.getCurrentOperationM ode(),
equal To(License.OperationMode.PLATINUM));

}

public void testLicenseM odeFileCreatedAfterlnit() throws Exception {
Files.del ete(licenseM odePath);
operationM odeFileWatcher.init();
assertThat(operationM odeFileéWatcher.getCurrentOperationM ode(),

equal To(License.OperationMode.PLATINUM));

onChangeCounter.set(new CountDownL atch(1));
Path tempFile = createTempFile();
writeMode("gold", tempFile);
licenseM odePath = tempFile;
assertTrue(onChangeCounter.get().await(5, TimeUnit.SECONDS));
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assertThat(operationM odeFileWatcher.getCurrentOperationM ode(), equal To(License.OperationM ode.GOL D));

private void writeM ode(String mode) throws |OException {
writeMode(mode, licenseM odePath);

static void writeM ode(String mode, Path file) throws |OException {
Files.write(file, mode.getBytes(StandardCharsets.UTF_8), StandardOpenOption.CREATE);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€elasticsearch.license;

import org.elasticsearch.test. ESTestCasg;
import java.util.Locale;

import static org.elasticsearch.license.License.OperationMode;
import static org.hamcrest.Matchers.equal To;

/**
* Tests{ @link License.OperationMode} for correctness.
* <p>
* |f you change the behavior of these tests, then it means that licensing changes across the products!
*/
public class LicenseOperationM odeT ests extends ESTestCase {
public void testResolveTria () {
/l assert 1.x BWC
assertResolve(OperationMode. TRIAL, "nONE", "DEV", "devel opment");
/I assert expected (2.x+) variant
assertResolve(OperationMode. TRIAL, "tRIAI", "tria");

public void testResolveBasic() {
/I assert expected (2.x+) variant (note: no 1.x variant of BASIC)
assertResolve(OperationMode.BASIC, "bAslc", "basic");

public void testResolveStandard() {
/I assert expected (2.x+) variant (note: no 1.x variant of STANDARD)
assertResolve(OperationM ode.STANDARD, "StAnDARJd", "standard");
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public void testResolveGold() {
/I assert expected (2.x+) variant (note: no different 1.x variant of GOLD)
assertResolve(OperationMode.GOLD, "SILVEr", "gOID", "silver", "gold");

public void testResolvePlatinum() {
/I assert 1.x BWC
assertResolve(OperationMode.PLATINUM, "iNtErNaL");
/I assert expected (2.x+) variant
assertResolve(OperationMode.PLATINUM, "PIAtINum", "platinum");

}

public void testResolveUnknown() {
/[ 'enterprise’ is atype that exists in cloud but should be rejected under normal operation
/I See https://github.com/el asti ¢/x-pluging/issues/3371
String[] types = { "unknown", "fake", "enterprise” };

for (String type : types) {

try {
OperationM ode.resol ve(type);

fail (String.format(Locale.ROOT, "[%s] should not be recognized as an operation mode", type));
}
catch (lllegal ArgumentException €) {

assertThat(e.getMessage(), equal To("unknown type [ + type + "1"));

private static void assertResolve(OperationM ode expected, String... types) {
for (String type : types) {
assertThat(OperationM ode.resolve(type), equal To(expected));

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.analysis.common.CommonAnalysisPlugin;
import org.el asticsearch.common.network.NetworkM odul e;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test. ESIntegTestCase;

import org.el asticsearch.transport.Netty4Plugin;
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import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;

import java.util Arrays,
import java.util.Collection;

import static org.elasticsearch.test.ESIntegTestCase.Scope. TEST;

@ESIntegTestCase.Cluster Scope(scope = TEST, numDataNodes = 0, numClientNodes = 0, maxNumDataNodes =
0, transportClientRatio = 0,

autoMinMasterNodes = false)
public class LicenseServiceClusterNotRecoveredTests extends AbstractLicenses| ntegrationT estCase {

@Override
protected Settings nodeSettings(int nodeOrdinal) {
return nodeSettingsBuilder(nodeOrdinal).build();

private Settings.Builder nodeSettingsBuilder(int nodeOrdinal) {
return Settings.builder()
.put(super.nodeSettings(nodeOrdinal))
put("node.data", true)
.put("resource.reload.interval .high", "500ms") // for license mode file watcher
put(NetworkModule. HTTP_ENABLED.getKey(), true);

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Arrays.asL ist(L ocal StateCompositeX PackPlugin.class, CommonAnalysisPlugin.class,
Netty4Plugin.class);
}

@0Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return nodePlugins();

public void testClusterNotRecovered() throws Exception {
logger.info("--> start one master out of two [recovery state]");
internal Cluster().startNode(nodeSettingsBuilder(0).put("discovery.zen.minimum_master_nodes",
2).put("node.master", true));
logger.info("'--> start second master out of two [recovered state]");
internal Cluster().startNode(nodeSettingsBuilder(1).put(" discovery.zen.minimum_master_nodes",
2).put("node.master", true));
assertLicenseActive(true);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
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* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.Version;

import org.elasticsearch.cluster.ClusterModul g;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.cluster.metadata. RepositoriesM etaData;
import org.el asticsearch.cluster.metadata.RepositoryM etaData;
import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.common.xcontent.NamedX ContentRegistry;
import org.elasticsearch.common.xcontent. ToX Content;

import org.elasticsearch.common.xcontent. ToX Content.Params;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.el asticsearch.common.xcontent. X ContentParser;
import org.elasticsearch.test. ESTestCasg;

import java.util.Collections;
import java.util.UUID;

import java.util .stream.Collectors;
import java.util.stream.Stream;

import static org.hamcrest.Matchers.equal To;
import static org.hamcrest.Matchers.notNullValue;
import static org.hamcrest.Matchers.nullValue;

public class LicensesMetaDataSerializationTests extends ESTestCase {

public void testX ContentSerializationOneSignedLicense() throws Exception {
License license = TestUtils.generateSignedLicense(TimeVaue.timeVaueHours(2));
LicensesMetaData licensesMetaData = new LicensesMetaData(license, null);
XContentBuilder builder = X ContentFactory.jsonBuilder();
builder.startObject();
builder.startObject("licenses");
licensesM etaData.toX Content(builder, ToX Content. EMPTY_PARAMYS);
builder.endObject();
builder.endObject();
LicensesM etaData licensesM etaDataFromX Content =

getLicensesM etaDataFromX Content(createParser (buil der));

assertThat(licensesM etaDataFromX Content.getLicense(), equal To(license));
assertNull(licensesM etaDataFromX Content.getM ostRecent Trial VVersion());

public void testX ContentSerializationOneSignedLicenseWithUsedTrial () throws Exception {
License license = TestUtils.generateSignedLicense(TimeV aue.timeV aueHours(2));
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LicensesMetaData licensesMetaData = new LicensesM etaData(license, Version.CURRENT);
XContentBuilder builder = X ContentFactory.jsonBuilder();
builder.startObject();
builder.startObject("licenses");
licensesM etaData.toX Content(builder, ToX Content. EMPTY_ _PARAMYS);
builder.endObject();
builder.endObject();
LicensesMetaData licensesM etaDataFromX Content =
getLicensesM etaDataFromX Content(createParser (builder));
assertThat(licensesM etaDataFromX Content.getL icense(), equal To(license));
assertEqual s(licensesM etaDataFromX Content.getM ostRecent Trial Version(), Version.CURRENT);

public void testLicenseM etadataParsingDoesNotSwallowOtherM etaData() throws Exception {
new Licensing(Settings.EMPTY); // makes sure LicensePlugin is registered in Custom MetaData
License license = TestUtils.generateSignedLicense(TimeV aue.timeV aueHours(2));
LicensesMetaData licensesMetaData = new LicensesM etaData(license, Version.CURRENT);
RepositoryMetaData repositoryM etaData = new RepositoryMetaData("repo”, "fs", Settings. EMPTY);
RepositoriesM etaData repositoriesM etaData = new RepositoriesM etaData(repositoryM etaData);
final MetaData.Builder metaDataBuilder = MetaData.builder();
if (randomBoolean()) { // random order of insertion
metaDataBuilder.putCustom(licensesM etaData.get\WriteableName(), licensesM etaData);
metaDataBuilder.putCustom(repositoriesM etaData.getWriteableName(), repositoriesM etaData);
} else{
metaDataBuilder.putCustom(repositoriesM etaData.getWriteableName(), repositoriesM etaData);
metaDataBuilder.putCustom(licensesM etaData.get\WriteableName(), licensesM etaData);
}
/I serialize metadata
XContentBuilder builder = X ContentFactory.jsonBuilder();
Params params = new
ToX Content.MapParams(Collections.singletonM ap(MetaData. CONTEXT_MODE_PARAM,
MetaData. CONTEXT_MODE_GATEWAY));
builder.startObject();
builder = metaDataBuilder.build().toX Content(builder, params);
builder.endObject();
/I deserialize metadata again
MetaData metaData = MetaData.Builder.fromX Content(createParser (buil der));
/I check that custom metadata still present
assertThat(metaData.custom(licensesM etaData.getWriteableName()), notNullValue());
assertThat(metaData.custom(repositoriesM etaData.getWriteableName()), notNullValue());

public void testX ContentSerializationOneTrial () throws Exception {
long issueDate = System.currentTimeMillis();

License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.IssuedTo("customer™)

.maxNodes(5)
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.issueDate(issueDate)
.type(randomBoolean() ? "trial" : "basic")
.expiryDate(issueDate + TimeValue.timeVaueHours(2).getMillis());
final License trialLicense = SelfGeneratedL icense.create(specBuilder);
LicensesMetaData licensesMetaData = new LicensesMetaData(trialLicense, Version. CURRENT));
XContentBuilder builder = X ContentFactory.jsonBuilder();
builder.startObject();
builder.startObject("licenses");
licensesM etaData.toX Content(builder, ToX Content. EMPTY_ _PARAMYS);
builder.endObject();
builder.endObject();
LicensesMetaData licensesM etaDataFromX Content =
getLicensesM etaDataFromX Content(createParser (builder));
assertThat(licensesM etaDataFromX Content.getLicense(), equal To(trialLicense));
assertEqual s(licensesM etaDataFromX Content.getM ostRecent Trial Version(), Version.CURRENT);

public void testLicenseTombstoneFromX Context() throws Exception {
final X ContentBuilder builder = X ContentFactory.jsonBuilder();
builder.startObject();
builder.startObject("licenses");
builder.nullField("license");
builder.endObject();
builder.endObject();
LicensesM etaData metaDataFromX Content = getLicensesM etaDataFromX Content(createParser (builder));
assertThat(metaDataFromX Content.getL icense(), equal To(LicensesMetaData.L ICENSE_TOMBSTONE));

public void testLicenseTombstoneWithUsedTrial FromX Context() throws Exception {
final X ContentBuilder builder = X ContentFactory.jsonBuilder();
builder.startObject();
builder.startObject("licenses");
builder.nullField("license");
builder.field("trial_license", Version.CURRENT .toString());
builder.endObject();
builder.endObject();
LicensesM etaData metaDataFromX Content = getLicensesM etaDataFromX Content(createParser (builder));
assertThat(metaDataFromX Content.getL icense(), equal To(LicensesMetaData.L ICENSE_TOMBSTONE));
assertEqual s(metaDataFromX Content.getM ostRecentTrial Version(), Version.CURRENT);

private static LicensesMetaData getL icensesM etaDataFromX Content(X ContentParser parser) throws Exception {
parser.nextToken(); // consume null
parser.nextToken(); // consume "licenses'
LicensesM etaData licensesM etaDataFromX Content = LicensesM etaData.fromX Content(parser);
parser.nextToken(); // consume endObject
assertThat(parser.nextToken(), nullVaue());
return licensesM etaDataFromX Content;
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@Override
protected NamedX ContentRegistry xContentRegistry() {
return new NamedX ContentRegistry(Stream.concat(
new Licensing(Settings.EMPTY').getNamedX Content().stream(),
ClusterM odule.getNamedX Writeabl es().stream()
).collect(Collectors.toList()));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.cluster.ClusterName;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;
import org.elasticsearch.cluster.metadata. M etaData;
import org.elasticsearch.common.settings. Settings;
import org.mockito.ArgumentCaptor;

import org.mockito.Maockito;

import java.util.UUID;

import static org.elasticsearch.license. TestUtils.dateMath;
import static org.mockito.Matchers.any;

import static org.mockito.Maockito.verify;

import static org.mockito.Mockito.when;

public class LicenseRegistrationTests extends AbstractLicenseServiceT estCase {

public void testSelfGeneratedTrialLicense() throws Exception {
XPackLicenseState licenseState = new X PackL icenseState(Settings.EMPTY);
setlnitial State(null, licenseState, Settings. EMPTY,, "tria");
when(discoveryNodes.isL ocal NodeEl ectedM aster()).thenReturn(true);
licenseService.start();

ClusterState state = ClusterState.builder(new ClusterName("a")).build();

ArgumentCaptor<ClusterStateUpdateT ask> stateUpdater =
ArgumentCaptor.forClass(ClusterStateUpdateT ask.cl ass);

verify(clusterService, Mockito.times(1)).submitStateUpdateTask(any(), stateUpdater.capture());

ClusterState stateWithLicense = stateUpdater.getV alue().execute(state);

LicensesMetaData licenseM etaData = stateWithL icense.metaData().custom(LicensesMetaData. TY PE);

assertNotNull(licenseMetaData);

assertNotNull(licenseM etaData.getL icense());
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assertFal se(licenseM etaData.isEligibleForTrial ());
assertEquals(“trial”, licenseM etaData.getLicense().type());
assertEquals(clock.millis() +

LicenseService NON_BASIC_SELF GENERATED_LICENSE_DURATION.millis(),

licenseM etaData.getLicense().expiryDate());

public void testSelfGeneratedBasicLicense() throws Exception {

XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);
setlnitial State(null, licenseState, Settings.EMPTY , "basic");
when(discoveryNodes.isL ocal NodeEl ectedM aster()).thenReturn(true);
licenseService.start();

ClusterState state = ClusterState.builder(new ClusterName("a")).build();
ArgumentCaptor<ClusterStateUpdateTask> stateUpdater =

ArgumentCaptor.forClass(Cluster StateUpdateT ask.class);

verify(clusterService, Mockito.times(1)).submitStateUpdateTask(any(), stateUpdater.capture());
ClusterState stateWithLicense = stateUpdater.getV alue().execute(state);

LicensesMetaData licenseM etaData = stateWithL icense.metaData().custom(LicensesMetaData. TY PE);
assertNotNull(licenseMetaData);

assertNotNull(licenseM etaData.getLicense());

assertTrue(licenseMetaData.isEligibleForTrial());

assertEquals("basic”, licenseM etaData.getLicense().type());

assertEquals(LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS,

licenseM etaData.getLicense().expiryDate());

public void testNonSelfGeneratedBasi cL i censel sSReplaced() throws Exception {

long now = System.currentTimeMillis();

String uid = UUID.randomUUID().toString();

final License.Builder builder = License.builder()
.uid(uid)
.version(License.VERSION_CURRENT)
.expiryDate(dateM ath("now+2h", now))
.StartDate(now)
.IssueDate(now)
type("basic")
.IssuedTo("customer™)
.issuer("elasticsearch")
.maxNodes(5);

License license = TestUtils.generateSignedL icense(builder);

XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);
setlnitial State(license, licenseState, Settings.EMPTY);
when(discoveryNodes.isL ocal NodeEl ectedM aster()).thenReturn(true);
licenseService.start();

MetaData.Builder mdBuilder = MetaData.builder();
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mdBuilder.putCustom(LicensesMetaData. TY PE, new LicensesMetaData(license, null));
ClusterState state = ClusterState.builder(new ClusterName("a")).metaData(mdBuilder.build()).build();
ArgumentCaptor<ClusterStateUpdateTask> stateUpdater =

ArgumentCaptor.forClass(Cluster StateUpdateT ask.class);

verify(clusterService, Mockito.times(1)).submitStateUpdateTask(any(), stateUpdater.capture());
ClusterState stateWithLicense = stateUpdater.getV alue().execute(state);

LicensesMetaData licenseM etaData = stateWithL icense.metaData().custom(LicensesMetaData. TY PE);
assertNotNull(licenseMetaData);

assertNotNull(licenseM etaData.getLicense());

assertTrue(licenseMetaData.isEligibleForTrial());

assertEquals("basic”, licenseM etaData.getLicense().type());

assertEquals(LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS,

licenseM etaData.getLicense().expiryDate());

assertEquals(uid, licenseM etaData.getLicense().uid());

public void testExpiredSelf GeneratedBasi cL icensel sExtended() throws Exception {

long now = System.currentTimeMillis();
String uid = UUID.randomUUID().toString();
License.Builder builder = License.builder()
.uid(uid)
.IssuedTo("name")
.maxNodes(1000)
.issueDate(dateM ath("now-10h", now))
type("basic")
.expiryDate(dateM ath("now-2h", now));
License license = SelfGeneratedL icense.create(builder);

XPackLicenseState licenseState = new X PackL icenseState(Settings. EMPTY);
setlnitial State(license, licenseState, Settings.EMPTY);
when(discoveryNodes.isL ocal NodeEl ectedM aster()).thenReturn(true);
licenseService.start();

MetaData.Builder mdBuilder = MetaData.builder();

mdBuilder.putCustom(LicensesMetaData. TY PE, new LicensesMetaData(license, null));

ClusterState state = ClusterState.builder(new ClusterName("a")).metaData(mdBuilder.build()).build();
ArgumentCaptor<ClusterStateUpdateTask> stateUpdater =

ArgumentCaptor.forClass(Cluster StateUpdateT ask.class);

verify(clusterService, Mockito.times(1)).submitStateUpdateTask(any(), stateUpdater.capture());
ClusterState stateWithLicense = stateUpdater.getV alue().execute(state);

LicensesMetaData licenseM etaData = stateWithL icense.metaData().custom(LicensesMetaData. TY PE);
assertNotNull(licenseMetaData);

assertNotNull(licenseM etaData.getLicense());

assertTrue(licenseMetaData.isEligibleForTrial());

assertEquals("basic”, licenseM etaData.getLicense().type());

assertEquals(LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS,

licenseM etaData.getLicense().expiryDate());

assertEquals(uid, licenseM etaData.getLicense().uid());
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.bytes.BytesReference;
import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.common.xcontent. ToX Content;
import org.elasticsearch.common.xcontent.X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.test. ESTestCasg;

import java.io.| OException;
import java.nio.ByteBuffer;
import java.util.Base64;
import java.util.Collections;
import java.util.UUID;

import static org.elasticsearch.license.CryptUtils.encrypt;
import static org.hamcrest.Matchers.equal To;

public class SelfGeneratedL icenseTests extends ESTestCase {

public void testBasic() throws Exception {
long issueDate = System.currentTimeMillis();
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUuUID().toString())
.IssuedTo("customer™)
.maxNodes(5)
.type(randomBoolean() ? "trial" : "basic")
.issueDate(issueDate)
.expiryDate(issueDate + TimeValue.timeVaueHours(2).getMillis());
License trialLicense = Self GeneratedLicense.create(specBuilder);
assertThat(SelfGeneratedL icense.verify(trialLicense), equal To(true));

public void testTampered() throws Exception {
long issueDate = System.currentTimeMillis();
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.IssuedTo("customer™)
.type(randomBoolean() ? "trial" : "basic")
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.maxNodes(5)
.IssueDate(issueDate)
.expiryDate(issueDate + TimeValue.timeVaueHours(2).getMillis());

License trialLicense = Self GeneratedL i cense.create(specBuilder);

final String original Signature = trialLicense.signature();

License tamperedLicense = License.builder().fromLicenseSpec(trialLicense, original Signature)
.expiryDate(System.currentTimeMillis() + TimeVaue.timeVaueHours(5).getMillis())
Jbuild();

assertThat(SelfGeneratedLicense.verify(tria License), equal To(true));

assertThat(SelfGeneratedL icense.verify(tamperedLicense), equal To(false));

public void testFrom1x() throws Exception {
long issueDate = System.currentTimeMillis();
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
JIssuedTo("customer™)
.type("subscription™)
.subscriptionType("trial")
.ssuer("elasticsearch")
feature("™)
.version(License VERSION_START)
.maxNodes(5)
.IssueDate(issueDate)
.expiryDate(issueDate + TimeValue.timeVaueHours(2).getMillis());
License pre20TrialLicense = specBuilder.build();
Licenselicense =
SelfGeneratedL i cense.create(License.builder().fromPre20LicenseSpec(pre20TrialLicense).type("trial™));
assertThat(SelfGeneratedLicense.verify(license), equal To(true));

public void testTrialLicenseVerifyWithOlderVersion() throws Exception {
long issueDate = System.currentTimeMillis();
License.Builder specBuilder = License.builder()
JIssuedTo("customer™)
.maxNodes(5)
.issueDate(issueDate)
.expiryDate(issueDate + TimeValue.timeValueHours(2).getMillis())
feature("™)
.SubscriptionType("trial")
.version(1);
LicensetrialLicenseV 1 = createTrialLicense(specBuilder);
assertThat(SelfGeneratedLicense.verify(trial LicenseV 1), equa To(true));

private static License createTrialLicense(License.Builder specBuilder) {
License spec = specBuilder
.type(randomBoolean() ? "trial" : "basic")
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.issuer("elasticsearch")
.Uid(UUID.randomUUID().toString())
Jbuild();
final String signature;
try {
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
spec.toX Content(contentBuilder, new
ToX Content.M apParams(Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true")));
byte[] encrypt = encrypt(BytesReference.toBytes(BytesReference.bytes(contentBuil der)));
byte]] bytes = new byte[4 + 4 + encrypt.length];
ByteBuffer byteBuffer = ByteBuffer.wrap(bytes);
byteBuffer.putlnt(-spec.version())
.putint(encrypt.length)
.put(encrypt);
signature = Base64.getEncoder().encodeT oString(bytes);
} catch (I0Exception €) {
throw new Illegal StateException(e);
}
return License.builder().fromLicenseSpec(spec, signature).build();
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionFuture;

import org.elasticsearch.common.bytes.BytesArray;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.common.xcontent. X ContentType;

import org.elasticsearch.node.Node;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test. ESSingleNodeT estCase;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.el asticsearch.xpack.core. X Pack Settings;

import java.nio.charset.StandardCharsets;
import java.util.Collection;

import java.util.Collections;

import java.util.UUID;

import static org.elasticsearch.license. TestUtils.dateMath;

import static org.elasticsearch.license. TestUtils.generateExpiredNonBasicLicense;
import static org.elasticsearch.license. TestUtils.generateSignedL icense;

import static org.hamcrest.CoreM atchers.equal To;
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import static org.hamcrest.CoreM atchers.not;

public class LicensesTransportTests extends ESSingleNodeTestCase {

@Override
protected boolean resetNodeAfterTest() {
return true;

@0Override
protected Collection<Class<? extends Plugin>> getPlugins() {
return Collections.singletonList(L ocal StateCompositeX PackPlugin.class);

@Override
protected Settings nodeSettings() {
Settings.Builder newSettings = Settings.builder();
new Settings. put(super.nodeSettings());
newSettings.put(X PackSettings.SECURITY _ENABLED.getKey(), false);
I newSettings.put(X PackSettings.MONITORING_ENABLED.getKey(), fase);
/ newSettings.put(X PackSettings WATCHER_ENABLED.getKey(), false);
newSettings.put(Node.NODE_DATA_SETTING.getKey(), true);
return newSettings.build();

public void testEmptyGetL icense() throws Exception {
/I basic license is added async, we should wait for it
assertBusy(() > {
try {
final ActionFuture<GetL icenseResponse> getL icenseFuture =
new GetLicenseRequestBuilder(client().admin().cluster(), GetLicenseAction.INSTANCE).execute();
final GetLicenseResponse getL icenseResponse;
getLicenseResponse = getLicenseFuture.get();
assertNotNull(getLicenseResponse.license());
assertThat(getLicenseResponse.license().operationMode(), equal To(License.OperationMode.BASIC));
} catch (Exception €) {
throw new RuntimeException("unexpected exception”, €);
}
b

public void testPutLicense() throws Exception {
License signedLicense = generateSignedL icense(TimeV alue.timeVaueMinutes(2));

/Il put license
PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE).setLicense(signedLicense)
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.setAcknowledge(true);
PutL icenseResponse putL icenseResponse = putLicenseRequestBuilder.get();
assertThat(putLicenseResponse.isAcknowledged(), equal To(true));
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));

/I get and check license

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getL icenseResponse.license(), equal To(signedLicense));

public void testPutLicenseFromString() throws Exception {
License signedLicense = generateSignedL icense(TimeV alue.timeVaueMinutes(2));
String licenseString = TestUtils.dumpLicense(signedLicense);

/I put license source
PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(), PutLicenseAction.INSTANCE)
.setLicense(new BytesArray(licenseString.getBytes(StandardCharsets.UTF_8)),
XContentType.JSON)
.setAcknowledge(true);
PutL icenseResponse putL icenseResponse = putLicenseRequestBuilder.get();
assertThat(putLicenseResponse.isAcknowledged(), equal To(true));
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));

/I get and check license

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getLicenseResponse.license(), equal To(signedLicense));

public void testPutinvalidLicense() throws Exception {
License signedLicense = generateSignedL icense(TimeV alue.timeVaueMinutes(2));

/I modify content of signed license

License tamperedLicense = License.builder()
fromLicenseSpec(signedLicense, signedLicense.signature())
.expiryDate(signedLicense.expiryDate() + 10 * 24 * 60 * 60 * 1000L)
validate()
Jbuild();

PutLicenseRequestBuilder builder = new PutLicenseRequestBuilder(client().admin().cluster(),

PutLicenseAction.INSTANCE);
builder.setLicense(tamperedLicense);

/I try to put license (should be invalid)
final PutLicenseResponse putLicenseResponse = builder.get();
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.INVALID));
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[/l try to get invalid license

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getL icenseResponse.license(), not(tamperedLicense));

public void testPutBasicL icensel sinvalid() throws Exception {
License signedLicense = generateSignedLicense("basic", License VERSION _CURRENT, -1,
TimeValuetimeVaueMinutes(2));

PutLicenseRequestBuilder builder = new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE);
builder.setLicense(signedLicense);

/I try to put license (should be invalid)
I1legal ArgumentException iae = expectThrows(llegal ArgumentException.class, builder::get);
assertEqual s(iae.getM essage(), "Registering basic licensesis not allowed.");

[/l try to get invalid license

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getL icenseResponse.license(), not(signedLicense));

public void testPutExpiredLicense() throws Exception {

License expiredLicense = generateExpiredNonBasicLicense();

PutLicenseRequestBuilder builder = new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE);

builder.setLicense(expiredLicense);

PutL icenseResponse putLicenseResponse = builder.get();

assertThat(putLicenseResponse.status(), equal To(LicensesStatus.EXPIRED));

/I get license should not return the expired license

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getL icenseResponse.license(), not(expiredLicense));

public void testPutLicensesSimple() throws Exception {
License goldSignedLicense = generateSignedLicense("gold", TimeValue.timeVaueMinutes(5));
PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE).setLicense(goldSignedLicense)
.setAcknowledge(true);

PutL icenseResponse putLicenseResponse = putLicenseRequestBuilder.get();

assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));

GetLicenseResponse getLicenseResponse = new GetlLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();
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assertThat(getL icenseResponse.license(), equal To(goldSignedLicense));

License platinumSignedLicense = generateSignedLicense("platinum”, TimeVaue.timeVaueMinutes(2));
putLicenseRequestBuilder.setLicense(platinumSignedLicense);
putLicenseResponse = putLicenseRequestBuilder.get();
assertThat(putLicenseResponse.isAcknowledged(), equal To(true));
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));
getLicenseResponse = new GetL icenseRequestBuilder(client().admin().cluster(),

GetLicenseAction.INSTANCE).get();
assertThat(getL icenseResponse.license(), equal To(platinumSignedLicense));

}

public void testRemoveL.icensesSimple() throws Exception {
License goldLicense = generateSignedLicense("gold”, TimeVa ue.timeVaueMinutes(5));
PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE).setLicense(goldLicense)
.setAcknowledge(true);

PutL icenseResponse putLicenseResponse = putLicenseRequestBuilder.get();

assertThat(putLicenseResponse.isAcknowledged(), equal To(true));

assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));

GetLicenseResponse getLicenseResponse = new GetlL icenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertThat(getL icenseResponse.license(), equal To(goldLicense));

/l delete dl licenses

Deletel icenseRequestBuilder deletel icenseRequestBuilder =

new DeletelicenseRequestBuilder(client().admin().cluster(), DeleteLicenseAction.INSTANCE);

Deletel icenseResponse deletel icenseResponse = del etelicenseRequestBuilder.get();

assertThat(del etel i censeResponse.isA cknowledged(), equal To(true));

/I get licenses (expected no licenses)

getLicenseResponse = new GetLicenseRequestBuilder(client().admin().cluster(),
GetLicenseAction.INSTANCE).get();

assertNull (getLicenseResponse.license());

public void testLicensel sSRejectWhenStartDatel aterThanNow() throws Exception {

long now = System.currentTimeMillis();

final License.Builder builder = License.builder()
.Uid(UUID.randomUuUID().toString())
.version(License.VERSION_CURRENT)
.expiryDate(dateM ath("now+2h", now))
StartDate(dateM ath("now+1h", now))
.issueDate(now)
.type(License.OperationMode. TRIAL.toString())
.IssuedTo("customer™)
.Issuer("elasticsearch")
.maxNodes(5);

License license = TestUtils.generateSignedL icense(builder);
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PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE).setL icense(license)
.setAcknowledge(true);
PutL icenseResponse putL icenseResponse = putLicenseRequestBuilder.get();
assertThat(putLicenseResponse.isAcknowledged(), equal To(true));
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.INVALID));

public void testLicensel sAcceptedWhenStartDateBeforeThanNow() throws Exception {

long now = System.currentTimeMillis();

final License.Builder builder = License.builder()
.Uid(UUID.randomUUID().toString())
.version(License.VERSION_CURRENT)
.expiryDate(dateM ath("now+2h", now))
.StartDate(now)
.IssueDate(now)
type(License.OperationMode. TRIAL .toString())
.IssuedTo("customer™)
.issuer("elasticsearch")
.maxNodes(5);

License license = TestUtils.generateSignedL icense(builder);

PutLicenseRequestBuilder putLicenseRequestBuilder =
new PutLicenseRequestBuilder(client().admin().cluster(),
PutLicenseAction.INSTANCE).setLicense(license)
.setAcknowledge(true);
PutLicenseResponse putL icenseResponse = putLicenseRequestBuilder.get();
assertThat(putLicenseResponse.isAcknowledged(), equal To(true));
assertThat(putLicenseResponse.status(), equal To(LicensesStatus.VALID));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.Version;

import org.el asticsearch.action.support.PlainActionFuture;
import org.elasticsearch.cluster.ClusterStateUpdateT ask;
import org.elasticsearch.cluster.node.DiscoveryNode;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.transport. TransportAddress;
import org.elasticsearch.common.unit. TimeValue;
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import java.net.InetAddress;

import static java.util.Collections.emptyMap;
import static java.util.Collections.empty Set;

import static org.hamcrest.Matchers.containsString;
import static org.mockito.Matchers.any;

import static org.mockito.Mockito.times;

import static org.mockito.Maockito.verify;

public class LicenseTL STests extends AbstractLicenseServiceT estCase {
private InetAddress inetAddress,

public void testApplyLicenselnDevM ode() throws Exception {
License newL icense = TestUtils.generateSignedLicense(randomFrom(“gold", "platinum™),
TimeValuetimeVaueHours(24L));
PutLicenseRequest request = new PutLicenseRequest();
request.acknowledge(true);
request.license(newLicense);
Settings settings = Settings.builder().put("xpack.security.enabled", true).build();
XPackLicenseState licenseState = new X PackL icenseState(settings);
inetAddress = InetAddress.getL oopbackAddress();

setlnitial State(null, licenseState, settings);

licenseService.start();

PlainActionFuture<PutL icenseResponse> responseFuture = new PlainActionFuture<>();
licenseService.registerLicense(request, responseFuture);
verify(clusterService).submitStateUpdateTask(any(String.class), any(ClusterStateUpdateTask.class));

inetAddress = TransportAddressMETA_ADDRESS;
settings = Settings.builder()
Jput("xpack.security.enabled”, true)
.put("discovery.type", "single-node")
build();
licenseService.stop();
licenseState = new X PackL icenseState(settings);
setlnitial State(null, licenseState, settings);
licenseService.start();
licenseService.registerLicense(request, responseFuture);
verify(clusterService, times(2)).submitStateUpdateT ask(any(String.class), any(ClusterStateUpdateT ask.class));

public void testApplyLicensel nProdM ode() throws Exception {
final String licenseType = randomFrom("GOLD", "PLATINUM");
License newLicense = TestUtils.generateSignedLicense(licenseType, TimeVauetimeVaueHours(24L));
PutLicenseRequest request = new PutLicenseRequest();
request.acknowledge(true);
request.license(newLicense);
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Settings settings = Settings.builder().put("xpack.security.enabled", true).build();
XPackLicenseState licenseState = new X PackL icenseState(settings);
inetAddress = TransportAddressMETA_ADDRESS;

setlnitial State(null, licenseState, settings);

licenseService.start();

PlainActionFuture<PutL icenseResponse> responseFuture = new PlainActionFuture<>();

I11egal StateException e = expectThrows(111egal StateException.class, () ->
licenseService.registerLicense(request, responsefuture));

assertThat(e.getM essage(),

containsString("Cannot install a[" + licenseType + "] license unless TLS s configured or security is

disabled"));

settings = Settings.builder().put("xpack.security.enabled", false).build();

licenseService.stop();

licenseState = new X PackL icenseState(settings);

setlnitial State(null, licenseState, settings);

licenseService.start();

licenseService.registerLicense(request, responseFuture);
verify(clusterService).submitStateUpdateTask(any(String.class), any(ClusterStateUpdateTask.class));

settings = Settings.builder()
Jput("xpack.security.enabled”, true)
.put("xpack.security.transport.ssl.enabled”, true)
build();
licenseService.stop();
licenseState = new X PackL icenseState(settings);
setlnitial State(null, licenseState, settings);
licenseService.start();
licenseService.registerLicense(request, responseFuture);
verify(clusterService, times(2)).submitStateUpdateT ask (any(String.class), any(ClusterStateUpdateT ask.class));

@0Override
protected DiscoveryNode getl ocalNode() {
return new DiscoveryNode("localnode”, new TransportAddress(inetAddress, randomintBetween(9300, 9399)),
emptyMap(), emptySet(), Version.CURRENT);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.bytes.BytesArray;
import org.elasticsearch.common.bytes.BytesReference;
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import org.elasticsearch.common.xcontent. ToX Content;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.el asticsearch.common.xcontent. X ContentHel per;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.test. ESTestCasg;

import java.nio.charset.StandardCharsets;
import java.util.Collections;

import java.util.Map;

import java.util.UUID;

import static org.hamcrest.core.lsEqual.equal To;
import static org.hamcrest.core.IsNull.notNullVValue;
import static org.hamcrest.core.IsNull.nullValue;

public class LicenseSerializationTests extends ESTestCase {
public void testSimplel ssueExpiryDate() throws Exception {
long now = System.currentTimeMillis();
String issueDate = TestUtils.dateMathString(*now", now);
String expiryDate = TestUtils.dateM athString("now+10d/d", now);
String licenseSpecs = TestUtils.generatel icenseSpecString(new TestUtils.LicenseSpec(issueDate, expiryDate));
License generatedLicense = License.fromSource(new
BytesArray(licenseSpecs.getBytes(StandardCharsets.UTF_8)), X ContentType.JSON);
assertThat(generatedL icense.issueDate(), equal To(DateUtils.beginningOf TheDay(issueDate)));
assertThat(generatedL icense.expiryDate(), equal To(DateUtils.endOf TheDay(expiryDate)));

public void testLicensesFields() throws Exception {
TestUtils.LicenseSpec randomLicenseSpec =
TestUtils.generateRandomL icenseSpec(License.VERSION_START);
String licenseSpecsSource = TestUtils.generatel icenseSpecString(randomL i censeSpec);
final License fromSource =
License.fromSource(new BytesArray(licenseSpecsSource.getBytes(StandardCharsets.UTF_8)),
XContentType.JSON);
TestUtils.assertLicenseSpec(randomLicenseSpec, fromSource);

public void testLicenseRestView() throws Exception {
long now = System.currentTimeMillis();
String expiredLicenseExpiryDate = TestUtils.dateM athString(" now-1d/d", now);
String validLicensel ssueDate = TestUtils.dateM athString("now-10d/d", now);
String invalidLicensel ssueDate = TestUtils.dateM athString(" now+1d/d", now);
String validLicenseExpiryDate = TestUtils.dateM athString("now+2d/d", now);

License license = TestUtils.generatelicenses(new TestUtils.LicenseSpec(validLicensel ssueDate,
expiredLicenseExpiryDate));
XContentBuilder builder = X ContentFactory.contentBuilder(X ContentType.JSON);
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license.toX Content(builder, new

ToX Content.MapParams(Collections.singletonM ap(License.REST_VIEW_MODE, "true")));

builder.flush();
Map<String, Object> map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), fal se,

builder.contentType()).v2();

/Il should have an extra status field, human readable issue_data and expiry_date
assertThat(map.get("status"), notNullValue());

assertThat(map.get("issue_date"), notNullValue());

assertThat(map.get("expiry_date"), notNullValue());

assertThat(map.get("status"), equal To("expired"));

builder = X ContentFactory.contentBuilder(X Content Type.JSON);

license.toX Content(builder, ToX Content. EMPTY_PARAMS);

builder.flush();

map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();
assertThat(map.get("status"), nullValue());

license = TestUtils.generatel icenses(new TestUtils.LicenseSpec(validLicensel ssueDate,

validLicenseExpiryDate));

builder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(builder, new

ToX Content.MapParams(Collections.singletonMap(License.REST_VIEW_MODE, "true")));

builder.flush();
map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();

/Il should have an extra status field, human readable issue_data and expiry_date
assertThat(map.get("status"), notNullValue());

assertThat(map.get("issue_date"), notNullValue());

assertThat(map.get("expiry_date"), notNullValue());

assertThat(map.get("status"), equal To("active"));

builder = X ContentFactory.contentBuilder(X ContentType.JSON);

license.toX Content(builder, ToX Content. EMPTY_PARAMYS);

builder.flush();

map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();
assertThat(map.get("status'), nullValue());

license = TestUtils.generatelicenses(new TestUtils.LicenseSpec(invalidLicensel ssueDate,

validLicenseExpiryDate));

builder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(builder, new

ToX Content.MapParams(Collections.singletonM ap(License.REST_VIEW_MODE, "true")));

builder.flush();
map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();

/Il should have an extra status field, human readable issue_data and expiry_date
assertThat(map.get("status"), notNullValue());
assertThat(map.get("issue_date"), notNullValue());
assertThat(map.get("expiry_date"), notNullValue());
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assertThat(map.get("status"), equal To("invalid"));

builder = X ContentFactory.contentBuilder(X Content Type.JSON);

license.toX Content(builder, ToX Content. EMPTY_ _PARAMS);

builder.flush();

map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();
assertThat(map.get("status"), nullValue());

public void testLicenseRestViewNonExpiringBasic() throws Exception {
long now = System.currentTimeMillis();

License.Builder specBuilder = License.builder()
.Uid(UUID.randomUuUID().toString())
dssuedTo("test")
.maxNodes(1000)
.IssueDate(now)
type("basic")
.expiryDate(LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS);
License license = SelfGeneratedL icense.create(specBuilder);
XContentBuilder builder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(builder, new
ToX Content.MapParams(Collections.singletonMap(License.REST_VIEW_MODE, "true")));
builder.flush();
Map<String, Object> map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), fal se,
builder.contentType()).v2();

/I should have an extra status field, human readable issue_data and no expiry_date
assertThat(map.get("status"), notNullValue());
assertThat(map.get("type"), equa To("basic"));
assertThat(map.get("issue_date"), notNullValue());
assertThat(map.get("expiry_date"), nullValue());
assertThat(map.get("expiry_date in_millis"), nullValue());
assertThat(map.get("status"), equal To("active"));
builder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(builder, ToX Content. EMPTY_ _PARAMS);
builder.flush();
map = X ContentHel per.convertToM ap(BytesReference.bytes(builder), false, builder.contentType()).v2();
assertThat(map.get("status"), nullValue());
}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.client.Response;
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import org.elasticsearch.client.ResponseException;

import org.elasticsearch.client.RestClient;

import org.elasticsearch.common.io.Streams;

import org.el asticsearch.common.network.NetworkM odul e;
import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;

import org.elasticsearch.plugins.Plugin;

import org.elasticsearch.test.ESIntegTestCase;

import org.elasticsearch.transport.Netty4Plugin;

import org.elasticsearch.xpack.core.L ocal StateCompositeX PackPlugin;
import org.elasticsearch.xpack.core. X PackClientPlugin;

import java.io.lnputStreamReader;
import java.nio.charset.StandardCharsets;
import java.util Arrays,

import java.util.Collection;

import static org.elasticsearch.test.ESIntegTestCase.Scope.SUITE;

@ESIntegTestCase.Cluster Scope(scope = SUITE)
public class StartBasicLicenseTests extends AbstractLicensesl ntegrationTestCase {

@Override
protected Settings nodeSettings(int nodeOrdinal) {
return Settings.builder()
.put(super.nodeSettings(nodeOrdinal))
put("node.data", true)
.put(LicenseService.SELF_ GENERATED_LICENSE_TY PE.getKey(), "basic")
.put(NetworkModule. HTTP_ENABLED.getKey(), true).build();

@0Override
protected Collection<Class<? extends Plugin>> nodePlugins() {
return Arrays.asL ist(L ocal StateCompositeX PackPlugin.class, Netty4Plugin.class);

@Override
protected Collection<Class<? extends Plugin>> transportClientPlugins() {
return Arrays.asList(X PackClientPlugin.class, Netty4Plugin.class);

public void testStartBasicLicense() throws Exception {
LicensingClient licensingClient = new LicensingClient(client());
License license = TestUtils.generateSignedLicense("trial", License VERSION_CURRENT, -1,
TimeValuetimeVaueHours(24));
licensingClient.preparePutL icense(license).get();

assertBusy(() -> {
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GetL icenseResponse getLicenseResponse = licensingClient.prepareGetLicense().get();
assertEquals("trial”, getLicenseResponse.license().type());
b

/I Testing that you can start a basic license when you have no license
if (randomBoolean()) {
licensingClient.prepareDel etelicense().get();
assertNull(licensingClient.prepareGetLicense().get().license());

RestClient restClient = getRestClient();

Response response = restClient.performRequest("GET", "/_xpack/license/basic_status');

String body = Streams.copy ToString(new InputStreamReader(response.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(200, response.getStatusLine().getStatusCode());

assertEquals("{\"eligible to_start_basic\":true}", body);

Response response? = restClient.performRequest("POST", "/_xpack/license/start _basi c?acknowledge=true");

String body2 = Streams.copy ToString(new |nputStreamReader(response2.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(200, response2.getStatusl ine().getStatusCode());

assertTrue(body?2.contains("\"acknowledged\":true"));

assertTrue(body?2.contains("\"basic_was_started\":true"));

assertBusy(() -> {
GetLicenseResponse currentLicense = licensingClient.prepareGetLicense().get();
assertEquals("basic”, currentLicense.license().type());

s

long expirationMillis = licensingClient.prepareGetLicense().get().license().expiryDate();
assertEquals(LicenseService. BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS,
expirationMillis);

Response response3 = restClient.performRequest("GET", "/_xpack/license");

String body3 = Streams.copy ToString(new | nputStreamReader(response3.getEntity().getContent(),
StandardCharsets.UTF_8));

assertTrue(body3.contains("\"type\" : \"basic\""));

assertFal se(body3.contains("expiry_date"));

assertFal se(body3.contains("expiry_date in_millis"));

Response response4 = restClient.performRequest("GET", "/_xpack/license/basic_status'");

String body4 = Streams.copy ToString(new | nputStreamReader(response4.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual (200, response3.getStatusl ine().getStatusCode());

assertEquals("{\"eligible_to_start_basic\":false}", body4);

ResponseException ex = expectThrows(ResponseException.class,
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() -> restClient.performRequest("POST", "/_xpack/license/start_basic"));

Response response5 = ex.getResponse();

String body5 = Streams.copy ToString(new | nputStreamReader(responses.getEntity().getContent(),
StandardCharsets.UTF_8));

assertEqual s(403, responseb.getStatusl ineg().getStatusCode());

assertTrue(body5.contains("\"basic_was_started\":false"));

assertTrue(body5.contains("\" acknowledged\":true"));

assertTrue(body5.contains("\"error_message\":\"Operation failed: Current license is basic.\""));

public void testUnacknowledgedStartBasi cLicense() throws Exception {
LicensingClient licensingClient = new LicensingClient(client());
License license = TestUtils.generateSignedLicense("tria"”, License VERSION CURRENT, -1,
TimeValuetimeVaueHours(24));
licensingClient.preparePutLicense(license).get();

assertBusy(() -> {
GetL icenseResponse getl icenseResponse = licensingClient.prepareGetL icense().get();
assertEquals("trial”, getLicenseResponse.license().type());

b

Response response? = getRestClient().performRequest("POST", "/_xpack/license/start_basic");
String body2 = Streams.copy ToString(new | nputStreamReader(response2.getEntity().getContent(),
StandardCharsets.UTF_8));
assertEqual (200, response2.getStatusl ine().getStatusCode());
assertTrue(body?2.contains("\"acknowledged\":false™));
assertTrue(body?2.contains("\"basic_ was_started\":false"));
assertTrue(body?2.contains("\"error_message\":\" Operation failed: Needs acknowledgement.\""));
assertTrue(body?2.contains("\"message\":\" This license update requires acknowledgement. To acknowledge the
license, " +
"please read the following messages and call /start_basic again, thistime with the
\\"acknowl edge=true\\""));

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.io.stream.BytesStreamOutput;
import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.xcontent. ToX Content;

import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.el asticsearch.common.xcontent. X ContentHel per;
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import org.elasticsearch.test. ESTestCasg;

import java.io.| OException;
import java.util.HashMap;
import java.util.List;

import java.util.Locale;
import java.util.Map;

import static org.hamcrest.Matchers.equal To;
import static org.hamcrest.Matchers.not;
import static org.hamcrest.Matchers.samel nstance;

public class PutLicenseResponseTests extends ESTestCase {
@SuppressWarnings("unchecked")
public void testSerialization() throws Exception {
boolean acknowledged = randomBoolean();
LicensesStatus status = randomFrom(LicensesStatus.VALID, LicensesStatus.INVALID,
LicensesStatus.EXPIRED));
Map<String, String[]> ackM essages = randomA ckM essages();

PutLicenseResponse response = new PutLicenseResponse(acknowledged, status, ", ackM essages);

XContentBuilder contentBuilder = X ContentFactory.jsonBuilder();
response.toX Content(contentBuilder, ToXContent. EMPTY _PARAMYS);

Map<String, Object> map = X ContentHel per.convertToM ap(BytesReference.bytes(contentBuilder), fal se,
contentBuilder.contentType()).v2();

assertThat(map.containsK ey("acknowledged"), equal To(true));

boolean actual Acknowledged = (boolean) map.get("acknowledged");

assertThat(actual Acknowledged, equal To(acknowledged));

assertThat(map.containsKey("license_status"), equal To(true));
String actual Status = (String) map.get("license_status');
assertThat(actual Status, equal To(status.name().toL owerCase(L ocale.ROOT)));

assertThat(map.containsK ey("acknowledge™), equal To(true));
Map<String, List<String>> actual AckM essages = (Map<String, List<String>>) map.get("acknowledge");
assertTrue(actual AckM essages.containsK ey (" message'));
actual AckM essages.remove("message');
assertThat(actual AckM essages.key Set(), equal To(ackM essages.key Set()));
for (Map.Entry<String, List<String>> entry : actual AckM essages.entrySet()) {
assertArrayEqual s(entry.getValue().toArray(), ackMessages.get(entry.getKey()));

public void testStreamSerialization() throws | OException {
boolean acknowledged = randomBoolean();
LicensesStatus status = randomFrom(LicensesStatus.VALID, LicensesStatus.INVALID,
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LicensesStatus.EXPIRED);
Map<String, String[]> ackM essages = randomA ckM essages();

I/l write the steam so that we can attempt to read it back
BytesStreamOQutput output = new BytesStreamOutput();

PutLicenseResponse response = new PutLicenseResponse(acknowledged, status, ", ackM essages);
/I write it out
response.writeTo(output);

Streaml nput input = output.bytes().streamlnput();

/I read it back in
response.readFrom(input);

assertThat(response.isAcknowledged(), equal To(acknowledged));
assertThat(response.status(), equal To(status));

assertThat(response.acknowledgeM essages(), not(samel nstance(ackM essages)));
assertThat(response.acknowledgeM essages().size(), equal To(ackM essages.siz()));

for (String key : ackMessages.keySet()) {
assertArrayEqual s(ackM essages.get(key), response.acknowl edgeM essages().get(key));

private static Map<String, String[]> randomA ckM essages() {
int nFeatures = randomintBetween(1, 5);

Map<String, String[]> ackM essages = new HashMap<>();

for (inti = 0; i < nFeatures; i++) {
String feature = randomAlphaOfL engthBetween(9, 15);
int nM essages = randomIntBetween(1, 5);
String[] messages = new String[nM essages);
for (intj = 0; ] < nMessages; j++) {
messageq[j] = randomA|phaOfL engthBetween(10, 30);

}
ackM essages.put(feature, messages);

return ackM essages,

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
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package org.€elasticsearch.license;

import org.elasticsearch.Version;

import org.elasticsearch.cluster.ClusterName;

import org.elasticsearch.cluster.Cluster State;

import org.elasticsearch.cluster.block.ClusterBlocks;
import org.elasticsearch.cluster.metadata. M etaData;
import org.elasticsearch.cluster.node.DiscoveryNode;
import org.elasticsearch.cluster.node.DiscoveryNodes,
import org.elasticsearch.cluster.service.ClusterService;
import org.elasticsearch.common.component.Lifecycle;
import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.env.Environment;

import org.elasticsearch.test. ESTestCasg;

import org.elasticsearch.watcher.ResourceWatcherService;
import org.elasticsearch.xpack.core. X PackPlugin;

import org.elasticsearch.xpack.core.watcher.watch.ClockM ock;
import org.junit.After;

import org.junit.Before;

import java.nio.file.Path;
import java.util Arrays;

import static java.util.Collections.empty Set;
import static java.util.Collections.singletonMap;
import static org.mockito.Mockito.mock;
import static org.mockito.Mockito.when;

public abstract class AbstractLicenseServiceTestCase extends ESTestCase {

protected LicenseService licenseService;

protected ClusterService clusterService;

protected ResourceWatcherService resourceWatcherService;
protected ClockMock clock;

protected DiscoveryNodes discoveryNodes;

protected Environment environment;

protected String licenseType;

@Before

public void init() throws Exception {
clusterService = mock(ClusterService.class);
clock = ClockMock.frozen();
discoveryNodes = mock(DiscoveryNodes.class);
resourceWatcherService = mock(ResourceWatcherService.class);
environment = mock(Environment.class);

protected void setInitial State(License license, X PackLicenseState licenseState, Settings settings) {
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setlnitial State(license, licenseState, settings, randomBoolean() ? "trial" : "basic");

protected void setlnitial State(License license, X PackLicenseState licenseState, Settings settings, String
selfGeneratedType) {
Path tempDir = createTempDir();
when(environment.configFile()).thenReturn(tempDir);
licenseType = selfGeneratedType;
settings =
Settings.builder().put(settings).put(LicenseService. SELF_GENERATED_LICENSE_TY PE.getKey(),
licenseType).build();
licenseService = new LicenseService(settings, clusterService, clock, environment, resourceWatcherService,
licenseState);
ClusterState state = mock(Cluster State.class);
final ClusterBlocks noBlock = ClusterBlocks.builder().build();
when(state.blocks()).thenReturn(noBlock);
MetaData metaData = mock(MetaData.class);
when(metaData.custom(LicensesM etaData. TY PE)).thenReturn(new LicensesM etaData(license, null));
when(state.metaData()).thenReturn(metaData);
final DiscoveryNode mockNode = getL ocalNode();
when(discoveryNodes.getMasterNode()).thenReturn(mockNode);
when(discoveryNodes.spliterator()).thenReturn(Arrays.asList(mockNode).spliterator());
when(discoveryNodes.isL ocal NodeEl ectedM aster()) .thenReturn(fal se);
when(state.nodes()).thenReturn(discoveryNodes);
when(state.getNodes()).thenReturn(discoveryNodes); // it is really ridiculous we have nodes() and getNodes()...
when(clusterService.state()).thenReturn(state);
when(clusterService.lifecycleState()).thenReturn(Lifecycle. State. STARTED);
when(clusterService.getClusterName()).thenReturn(new ClusterName("'a"));
when(clusterService.localNode()).thenReturn(mockNode);

protected DiscoveryNode getl ocalNode() {
return new DiscoveryNode("b", buildNewFakeTransportAddress(),
singletonM ap(X PackPlugin. XPACK_INSTALLED_NODE_ATTR, "true"),
emptySet(), Version.CURRENT);

@After

public void tearDown() throws Exception {
super.tearDown();
licenseService.stop();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/

245

Open Source Used In Network Insights Advisor 1.0.0



package org.€lasticsearch.xpack.core.security .authz.permission;

import org.elasticsearch.xpack.core.security.authz.privilege.Privilege;

import java.util.function.Predicate;

/* *

* A permissions that is based on agenera privilege that contains patterns of usersthat this
* user can execute arequest as

*/

public final class RunAsPermission {

public static final RunAsPermission NONE = new RunAsPermission(Privilege.NONE);

private final Predicate<String> predicate;

RunAsPermission(Privilege privilege) {
this.predicate = privilege.predicate();

/**

* Checks if this permission grants run asto the specified user
*/
public boolean check(String username) {

return predicate.test(username);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€lasticsearch.xpack.core.security .authz.permission;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.util .set. Sets;

import org.elasticsearch.xpack.core.security.authz.Rol eDescriptor;

import org.elasticsearch.xpack.core.security.authz.accesscontrol .1 ndicesA ccessControl;
import org.elasticsearch.xpack.core.security.authz.privilege.ClusterPrivilege;

import org.el asticsearch.xpack.core.security.authz.privilege.IndexPrivilege;

import org.elasticsearch.xpack.core.security.authz.privilege.Privilege;

import java.util ArrayList;
import java.util.Collections;
import java.util.List;

import java.util.Map;

246

Open Source Used In Network Insights Advisor 1.0.0



import java.util.Objects;
import java.util.Set;

public final class Role{

public static final Role EMPTY = Role.builder("__empty").build();

private final String[] names;

private final ClusterPermission cluster;
private final IndicesPermission indices;
private final RunAsPermission runAs;

Role(String[] names, ClusterPermission cluster, IndicesPermission indices, RunAsPermission runAs) {
this.names = names,
this.cluster = Objects.requireNonNull(cluster);
this.indices = Objects.requireNonNull(indices);
this.runAs = Objects.requireNonNull (runAs);

public String[] names() {
return names,

public ClusterPermission cluster() {
return cluster;

public IndicesPermission indices() {
return indices;

public RunAsPermission runAs() {
return runAs,

public static Builder builder(String... names) {
return new Builder(names, null);

public static Builder builder(String[] names, Fiel dPermissionsCache fiel dPermissionsCache) {
return new Builder(names, fieldPermissionsCache);

public static Builder builder(RoleDescriptor rd, FieldPermissionsCache fiel dPermissionsCache) {
return new Builder(rd, fieldPermissionsCache);

/**
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* Returns whether at least one group encapsulated by this indices permissions is authorized to execute the
* gpecified action with the requested indices/aliases. At the same timeif field and/or document level security
* is configured for any group aso the allowed fields and role queries are resolved.
*/
public IndicesAccessControl authorize(String action, Set<String> requestedindicesOrAliases, MetaData
metaData,
FieldPermissionsCache fiel dPermissionsCache) {
Map<String, IndicesAccessControl.IndexAccessControl> indexPermissions = indices.authorize(
action, requestedi ndicesOrAliases, metaData, fieldPermissionsCache

/I At least onerole/ indices permission set need to match with all the requested indices/aliases:
boolean granted = true;
for (Map.Entry<String, IndicesAccessControl.|ndexAccessControl> entry : indexPermissions.entrySet()) {
if (lentry.getValue().isGranted()) {
granted = false;
break;
}
}

return new |ndicesA ccessControl (granted, indexPermissions);

public static class Builder {

private final String[] names;

private ClusterPermission cluster = ClusterPermission.NONE;
private RunAsPermission runAs = RunAsPermission.NONE;

private List<IndicesPermission.Group> groups = new ArrayList<>();
private FieldPermissionsCache fiel dPermissionsCache = nulll;

private Builder(String[] names, FieldPermissionsCache fiel dPermissionsCache) {
this.names = names,
this.fieldPermissionsCache = fieldPermissionsCache;

private Builder(RoleDescriptor rd, @Nullable FieldPermissionsCache fiel dPermissionsCache) {
this.names = new String[] { rd.getName() };
this.fieldPermissionsCache = fieldPermissionsCache;
if (rd.getClusterPrivileges().length == 0) {
cluster = ClusterPermission.NONE;
} else{
this.cluster(ClusterPrivilege.get(Sets.newHashSet(rd.getClusterPrivileges())));
}
groups.addAll(convertFromlndicesPrivileges(rd.getl ndicesPrivileges(), fieldPermissionsCache));
String[] rdRunAs = rd.getRunAs();
if (rdRunAs!=null && rdRunAs.length > 0) {
this.runAs(new Privilege(Sets.newHashSet(rdRunAs), rdRunAs));
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public Builder cluster(ClusterPrivilege privilege) {
cluster = new ClusterPermission(privilege);
return this;

public Builder runAs(Privilege privilege) {
runAs = new RunAsPermission(privilege);
return this;

public Builder add(IndexPrivilege privilege, String... indices) {
groups.add(new I ndicesPermission.Group(privilege, FieldPermissions. DEFAULT, null, indices));
return this;

public Builder add(FieldPermissions fieldPermissions, Set<BytesReference> query, IndexPrivilege privilege,
String... indices) {
groups.add(new | ndicesPermission.Group(privilege, fieldPermissions, query, indices));
return this;

public Role build() {
IndicesPermission indices = groups.isEmpty() ? IndicesPermission.NONE :
new | ndicesPermission(groups.toArray(new IndicesPermission.Group[groups.size()]));
return new Role(names, cluster, indices, runAs);

static List<IndicesPermission.Group> convertFromlndicesPrivileges(RoleDescriptor.IndicesPrivilegeq]
indicesPrivileges,
@Nullable Fiel dPermissionsCache fiel dPermissionsCache) {
List<IndicesPermission.Group> list = new ArrayList<>(indicesPrivileges.length);
for (RoleDescriptor.IndicesPrivileges privilege : indicesPrivileges) {
final FieldPermissions fieldPermissions;
if (fieldPermissionsCache !=null) {
fieldPermissions = fieldPermissionsCache.getFiel dPermissions(privilege.getGrantedFiel ds(),
privilege.getDeniedFields());
} else{
fieldPermissions = new Fiel dPermissions(
new FieldPermissionsDefinition(privilege.getGrantedFields(), privilege.getDeniedFields()));
}
final Set<BytesReference> query = privilege.getQuery() == null ? null :
Collections.singleton(privilege.getQuery());
list.add(new IndicesPermission.Group(IndexPrivilege.get(Sets.newHashSet(privilege.getPrivileges())),
fieldPermissions,
query,
privilege.getindices()));
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}
return list;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.util.automaton.Automaton;

import org.elasticsearch.ElasticsearchException;

import org.elasticsearch.common.cache.Cache;

import org.elasticsearch.common.cache.CacheBuil der;

import org.el asticsearch.common.settings. Setting;

import org.elasticsearch.common.settings. Setting. Property;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.xpack.core.security.authz.permission.Fiel dPermissionsDefinition.Fiel dGrantExcludeGroup;
import org.el asticsearch.xpack.core.security.support. Automatons;

import java.util.Collection;

import java.util.List;

import java.util.Optional;

import java.util.Set;

import java.util.concurrent.ExecutionException;
import java.util.function.Predicate;

import java.util .stream.Collectors;

import static org.elasticsearch.xpack.core.security.SecurityField.setting;

/**

* A service for managing the caching of { @link FieldPermissions} as these may often need to be combined or
created and internally they

* use an { @link org.apache.lucene.util.automaton.Automaton}, which can be costly to create once you account for
minimization

*/

public final class FieldPermissionsCache {

public static final Setting<Long> CACHE_SIZE SETTING = Setting.longSetting(
setting("authz.store.roles.field_permissions.cache.max_size in_bytes"), 100 * 1024 * 1024, -1L,
Property.NodeScope);
private final Cache<Fiel dPermissionsDefinition, FieldPermissions> cache;

public FieldPermissionsCache(Settings settings) {
this.cache = CacheBuilder.<FieldPermissionsDefinition, FieldPermissions>builder()
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setMaximumWeight(CACHE_SIZE SETTING.get(settings))
.weigher((key, fieldPermissions) -> fiel dPermissions.ramBytesUsed())

build();

/**

* Getsa{ @link FieldPermissions} instance that corresponds to the granted and denied parameters. The instance

may come from the cache
* orif it gets created, the instance will be cached

*/
FieldPermissions getFieldPermissions(String[] granted, String[] denied) {
return getFiel dPermissions(new FieldPermissionsDefinition(granted, denied));

/**

* Getsa{ @link FieldPermissions} instance that corresponds to the granted and denied parameters. The instance

may come from the cache
* or if it gets created, the instance will be cached

*/
public FieldPermissions getFi el dPermissions(Fiel dPermissionsDefinition fiel dPermissionsDefinition) {

try {
return cache.computel f Absent(fiel dPermissionsDefinition,

(key) -> new FieldPermissions(key, FieldPermissions.initializePermittedFieldsAutomaton(key)));

} catch (ExecutionException €) {
throw new ElasticsearchException("unable to compute field permissions’, €);

/**

* Returns afield permissions object that corresponds to the merging of the given field permissions and caches the

instance if one was
* not found in the cache.

*/
FieldPermissions getFiel dPermissions(Coll ection<Fiel dPermissions> fiel dPermissionsCollection) {

Optional <FieldPermissions> allowAll FieldPermissions = fiel dPermissionsColl ection.stream()
filter(((Predicate<FieldPermissions>) (FieldPermissions::hasFiel dL evel Security)).negate())

findFirst();

return allowAllFieldPermissions.orElseGet(() -> {
final Set<FieldGrantExcludeGroup> fieldGrantExcludeGroups = fiel dPermissionsCollection.stream()

flatM ap(fieldPermission ->
fieldPermission.getFiel dPermissi onsDefinition().getFiel dGrantExcludeGroups().stream())

.collect(Collectors.toSet());
final FieldPermissionsDefinition combined = new FieldPermissionsDefinition(fiel dGrantExcludeGroups);

try {
return cache.computel fAbsent(combined, (key) -> {

List<Automaton> automatonL ist = fieldPermissionsColl ection.stream()
.map(FieldPermissions::getl ncludeA utomaton)
.collect(Collectors.toList());
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return new FieldPermissions(key, Automatons.unionAndMinimize(automatonList));
b
} catch (ExecutionException €) {
throw new ElasticsearchException("unable to compute field permissions’, €);
}
b
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.util.automaton.Automaton;

import org.apache.lucene.util.automaton. TooComplexToDeterminizeException;
import org.el asticsearch.El asti csearchSecurity Exception;

import org.elasticsearch.cluster.metadata. AliasOrlndex;

import org.elasticsearch.cluster.metadata.IndexM etaData;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.logging.Loggers;

import org.elasticsearch.xpack.core.security.authz.accesscontrol.IndicesA ccessControl;
import org.elasticsearch.xpack.core.security.authz.privilege.IndexPrivilege;
import org.el asticsearch.xpack.core.security.support. Automatons;

import java.util ArrayList;

import java.util Arrays,

import java.util.HashMap;

import java.util.HashSet;

import java.util.Iterator;

import java.util.List;

import java.util.Map;

import java.util.Objects;

import java.util . Set;

import java.util.SortedMap;

import java.util.concurrent. ConcurrentHashMap;
import java.util.function.Function;
import java.util.function.Predicate;

import static java.util.Collections.unmodifiableMap;
import static java.util.Collections.unmodifiabl eSet;

/**

* A permission that is based on privileges for index related actions executed
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* on specific indices
*/
public final class IndicesPermission implements I terabl e<IndicesPermission.Group> {

public static final IndicesPermission NONE = new IndicesPermission();

private final Function<String, Predicate<String>> |oadingFunction;

private final ConcurrentHashMap<String, Predicate<String>> allowedlndicesMatchersForAction = new
ConcurrentHashMap<>();

private final Group[] groups;

public IndicesPermission(Group... groups) {
this.groups = groups;
loadingFunction = (action) -> {
List<String> indices = new ArrayList<>();
for (Group group : groups) {
if (group.actionMatcher.test(action)) {
indices.addAll(Arrays.asList(group.indices));

}

return indexMatcher(indices);

static Predicate<String> indexMatcher(List<String> indices) {
try {
return Automatons.predicate(indices);
} catch (TooComplexToDeterminizeException €) {
L oggers.getL ogger (I ndicesPermission.class).debug("Index pattern automaton [{}] istoo complex", indices);
String description = Strings.collectionToCommaDelimitedString(indices);
if (description.length() > 80) {
description = Strings.cleanTruncate(description, 80) + "...";
}
throw new ElasticsearchSecurityException("The set of permitted index patterns[{}] istoo complex to
evaluate", e, description);
}
}

@Override
public Iterator<Group> iterator() {
return Arrays.asList(groups).iterator();

public Group[] groups() {
return groups;
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/**

* @return A predicate that will match al the indices that this permission
* has the privilege for executing the given action on.
*/
public Predicate<String> allowedl ndicesM atcher(String action) {
return allowedl ndicesM atchersForA ction.computel f Absent(action, loadingFunction);

/**

* Checks if the permission matches the provided action, without looking at indices.
* To be used in very specific cases where indices actions need to be authorized regardless of their indices.
* The usecase for thisis composite actions that are initially only authorized based on the action name (indices are
not
* checked on the coordinating node), and properly authorized |ater at the shard level checking their indices as
well.
*/
public boolean check(String action) {
for (Group group : groups) {
if (group.check(action)) {
return true;

}

return false;

public Automaton allowedA ctionsMatcher(String index) {
List<Automaton> automatonList = new ArrayList<>();
for (Group group : groups) {
if (group.indexNameM atcher.test(index)) {
automatonL ist.add(group.privilege.getAutomaton());

}
return automatonList.isEmpty() ? Automatons.EMPTY : Automatons.unionAndMinimize(automatonList);

/* *
* Authorizes the provided action against the provided indices, given the current cluster metadata
*/
public Map<String, IndicesAccessControl.IndexAccessControl > authorize(String action, Set<String>
requestedindicesOrAliases,
MetaData metaData, FieldPermissionsCache fiel dPermissionsCache) {

/I now... every index that is associated with the request, must be granted
/I by at least one indices permission group

SortedM ap<String, AliasOrlndex> all AliasesAndIndices = metaData.getAliasAndl ndexL ookup();
Map<String, Set<FieldPermissions>> fieldPermissionsBylndex = new HashMap<>();
Map<String, DocumentL evel Permissions> roleQueriesBylndex = new HashMap<>();
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Map<Sitring, Boolean> grantedBuilder = new HashMap<>();

for (String indexOrAlias : requestedindicesOrAliases) {
boolean granted = false;
Set<String> concretel ndices = new HashSet<>();
AliasOrIndex aliasOrIndex = all AliasesAndIndices.get(indexOrAlias);
if (aiasOrindex !'= null) {
for (IndexMetaData indexMetaData : aliasOrlndex.getlndices()) {
concretel ndices.add(indexM etaData.getl ndex().getName());

for (Group group : groups) {
if (group.check(action, indexOrAlias)) {
granted = true;
for (String index : concretel ndices) {
Set<FieldPermissions> fieldPermissions = fiel dPermissionsByl ndex.computel fAbsent(index, (k) ->
new HashSet<>());
fieldPermissionsBylndex.put(indexOrAlias, fieldPermissions);
fieldPermissions.add(group.getFieldPermissions());
DocumentL evel Permissions permissions =
roleQueriesBylndex.computel fAbsent(index, (k) -> new DocumentL evel Permissions());
roleQueriesBylndex.putlfAbsent(indexOrAlias, permissions);
if (group.hasQuery()) {
permissions.addAll (group.getQuery());
}else{
/1 if more than one permission matches for a concrete index here and if
/l asingle permission doesn't have arole query then DLS will not be
/1 applied even when other permissions do have arole query
permissions.setAllowAll(true);

if (concretel ndices.isEmpty()) {
grantedBuilder.put(indexOrAlias, granted);
}else{
grantedBuilder.put(indexOrAlias, granted);
for (String concretelndex : concretel ndices) {
grantedBuilder.put(concretelndex, granted);

Map<String, IndicesAccessControl.IndexAccessControl> indexPermissions = new HashMap<>();
for (Map.Entry<String, Boolean> entry : grantedBuilder.entrySet()) {
String index = entry.getKey();
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DocumentL evel Permissions permissions = roleQueriesByl ndex.get(index);
final Set<BytesReference> roleQueries,
if (permissions!= null && permissions.isAllowAll() == fase) {
roleQueries = unmodifiableSet(permissions.queries);
}else{
roleQueries = null;

final FieldPermissions fieldPermissions;

final Set<FieldPermissions> indexFiel dPermissions = fieldPermissionsBylndex.get(index);

if (indexFieldPermissions != null && indexFieldPermissions.isEmpty() == false) {
fieldPermissions = indexFieldPermissions.size() == 1 ? indexFieldPermissions.iterator().next() :

fiel dPermi ssionsCache.getFiel dPermi ssions(indexFi el dPermissions);

}else{
fieldPermissions = FieldPermissions. DEFAULT;

}

indexPermissions.put(index, new IndicesAccessControl.|ndexAccessControl (entry.getV a ue(),

fieldPermissions, roleQueries));
}

return unmodifiableM ap(indexPermissions);

public static class Group {
private final IndexPrivilege privilege;
private final Predicate<String> actionMatcher;
private final String[] indices;
private final Predicate<String> indexNameMatcher;

public FieldPermissions getFieldPermissions() {
return fieldPermissions;

private final FieldPermissions fieldPermissions;
private final Set<BytesReference> query;

public Group(IndexPrivilege privilege, FieldPermissions fiel dPermissions, @Nullable Set<BytesReference>

query, String... indices) {

assert indices.length 1= 0;

this.privilege = privilege;

this.actionMatcher = privilege.predicate();

this.indices = indices;

thisindexNameMatcher = indexMatcher(Arrays.asList(indices));

this.fieldPermissions = Objects.requireNonNull (fiel dPermissions);

this.query = query;

public IndexPrivilege privilege() {
return privilege;
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public String[] indices() {
return indices;

@Nullable
public Set<BytesReference> getQuery() {
return query;

private boolean check(String action) {
return actionMatcher.test(action);

private boolean check(String action, String index) {
assert index = null;
return check(action) & & indexNameM atcher.test(index);

}
boolean hasQuery() {
return query !'=null;
}
}

private static class DocumentL evel Permissions {

private Set<BytesReference> queries = null;
private boolean allowAll = falsg;

private void addAll (Set<BytesReference> query) {
if (alowAll ==fase) {
if (queries==null) {
queries = new HashSet<>();
}
queries.addAll(query);

}

private boolean isAllowAll() {
return allowAll;

private void setAllowAll(boolean allowAll) {
this.alowAll = allowAll;
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.el asticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.index.DirectoryReader;

import org.apache.lucene.util .Accountable;

import org.apache.lucene.util.RamUsageEstimator;

import org.apache.lucene.util.automaton.Automata;

import org.apache.lucene.util.automaton.Automaton;

import org.apache.lucene.util.automaton.CharacterRunAutomaton;

import org.apache.lucene.util.automaton.MinimizationOperations;

import org.apache.lucene.util.automaton.Operations;

import org.el asticsearch.El asti csearchSecurity Exception;

import org.elasticsearch.common.Strings;

import org.el asticsearch.common.regex.Regex;

import org.elasticsearch.index.mapper.AllFieldM apper;

import org.el asticsearch.xpack.core.security.authz.accesscontrol . Fiel dSubsetReader;
import org.elasticsearch.xpack.core.security.authz.permission.Fiel dPermissionsDefinition.Fiel dGrantExcludeGroup;
import org.el asticsearch.xpack.core.security.support. Automatons;

import java.io.| OException;
import java.util Arrays,

import java.util.HashMap;

import java.util.HashSet;

import java.util.List;

import java.util.Set;

import java.util .stream.Collectors;

import static org.apache.lucene.util.automaton.Operations.subsetOf;

/**

* Stores patterns to fields which access is granted or denied to and maintains an automaton that can be used to check
if permissionis

* alowed for a specific field.

* Field permissions are configured via alist of strings that are patterns afield has to match. Two lists determine
whether or

* not afield is granted access to:

* 1. It has to match the patternsin grantedFieldsArray

* 2. it must not match the patterns in deniedFieldsArray

*/

public final class FieldPermissions implements Accountable {

public static final FieldPermissions DEFAULT = new FieldPermissions();

private static final long BASE_FIELD_PERM_DEF BY TES = RamUsageEstimator.shallowSizeOf (new
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FieldPermissionsDefinition(null, null));
private static final long BASE_FIELD_GROUP_BY TES = RamUsageEstimator.shallowSizeOf (new
FieldGrantExcludeGroup(null, null));
private static final long BASE_ HASHSET _SIZE = RamUsageEstimator.shallowSizeOf I nstance(HashSet.class);
private static final long BASE HASHSET ENTRY_SIZE;
static {
HashMap<String, Object> map = new HashMap<>();
map.put(Fiel dPermissions.class.getName(), new Object());
long mapEntryShallowSize = RamUsageEsti mator.shallowSizeOf (map.entry Set().iterator().next());
/I assume aload factor of 50%
/I for each entry, we need two object refs, one for the entry itself
/I 'and one for the free space that is due to the fact hash tables can
/I not be fully loaded
BASE HASHSET_ENTRY_SIZE = mapEntryShallowSize + 2 *
RamUsageEstimator. NUM_BYTES_OBJECT_REF;

}

private final FieldPermissionsDefinition fieldPermissionsDefinition;

[/ an automaton that represents a union of one more sets of permitted and denied fields
private final CharacterRunAutomaton permittedFiel dsAutomaton;

private final boolean permittedFieldsAutomatonisTotal;

private final Automaton original Automaton;

private final long ramBytesUsed;

[** Constructor that does not enable field-level security: al fields are accepted. */
public FieldPermissions() {
this(new FieldPermissionsDefinition(null, null), Automatons.MATCH_ALL);

[** Constructor that enables field-level security based on include/exclude rules. Exclude rules
* have precedence over include rules. */
public FieldPermissions(Fiel dPermissionsDefinition fieldPermissionsDefinition) {
this(fiel dPermissionsDefinition, initializePermittedFiel dsA utomaton(fiel dPermissionsDefinition));

[** Constructor that enables field-level security based on include/exclude rules. Exclude rules
* have precedence over include rules. */
Fiel dPermi ssions(Fi el dPermi ssionsDefinition fiel dPermissionsDefinition, Automaton permittedFi el dsA utomaton)

if (permittedFieldsAutomaton.isDeterministic() == false & & permittedFiel dsAutomaton.getNumStates() > 1) {
/I we only accept deterministic automata so that the CharacterRunAutomaton constructor
/I directly wraps the provided automaton
throw new Illegal ArgumentException("Only accepts deterministic automata’);

}

this.fieldPermissionsDefinition = fiel dPermissionsDefinition;

this.original Automaton = permittedFieldsAutomaton;

this.permittedFiel dsAutomaton = new CharacterRunAutomaton(permittedriel dsAutomaton);
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/I we cache the result of isTotal since this might be a costly operation
this.permittedFieldsAutomatonl sTotal = Operations.isTotal (permittedFiel dsAutomaton);

long ramBytesUsed = BASE_FIELD_PERM_DEF _BYTES;

for (FieldGrantExcludeGroup group : fieldPermissionsDefinition.getFieldGrantExcludeGroups()) {
ramBytesUsed += BASE_FIELD_GROUP_BYTES + BASE_HASHSET_ENTRY_SIZE;
if (group.getGrantedFields() != null) {
ramBytesUsed += RamUsageEstimator.shallowSizeOf (group.getGrantedFiel ds());
}
if (group.getExcludedFields() != null) {
ramBytesUsed += RamUsageEstimator.shallowSizeOf (group.getExcludedFields());

}

ramBytesUsed += permittedFieldsAutomaton.ramBytesUsed();
ramBytesUsed += runAutomatonRamBytesUsed(permittedFiel dsA utomaton);
thisramBytesUsed = ramBytesUsed;

/**

* Return an estimation of the ram bytes used by a{ @link CharacterRunAutomaton}
* that wraps the given automaton.
*/
private static long runAutomatonRamBytesUsed(Automaton a) {
return a.getNumStates() * 5; // wild guess, better than 0

public static Automaton initializePermittedFiel dsA utomaton(Fiel dPermissionsDefinition
fieldPermissionsDefinition) {
Set<FieldGrantExcludeGroup> groups = fieldPermissionsDefinition.getFi el dGrantExcludeGroups();
assert groups.size() > 0 : "there must always be a single group for field inclusion/exclusion”;
List<Automaton> automatonList =
groups.stream()
.map(g -> FieldPermissions.initializePermittedFiel dsAutomaton(g.getGrantedFields(),
g.getExcludedFields()))
.collect(Collectors.toList());
return Automatons.unionAndMinimize(automatonList);

private static Automaton initializePermittedFieldsAutomaton(final String[] grantedFields, final String[]
deniedFields) {

Automaton grantedFiel dsAutomaton;

if (grantedFields == null || Arrays.stream(grantedFields).anyMatch(Regex::isMatchAll Pattern)) {
grantedFieldsAutomaton = Automatons.MATCH_ALL;

} else{
/I an automaton that includes metadata fields, including join fields created by the _parent field such
/[ as _parent#type
Automaton metaFiel dsAutomaton = Operations.concatenate(Automata.makeChar(’ "),
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Automata.makeAnyString());
grantedFieldsA utomaton = Operations.union(A utomatons.patterns(grantedriel ds), metaFiel dsAutomaton);
}

Automaton deniedFieldsA utomaton;

if (deniedFields == null || deniedFields.|ength == 0) {
deniedFieldsAutomaton = Automatons.EMPTY ;

} else{
deniedFieldsAutomaton = Automatons.patterns(deniedrFiel ds);

grantedFiel dsAutomaton = MinimizationOperati ons.minimize(grantedFi el dsA utomaton,
Operations. DEFAULT_MAX_DETERMINIZED_STATES);

deni edFieldsA utomaton = MinimizationOperati ons.minimize(deni edFiel dsAutomaton,
Operations. DEFAULT_MAX_DETERMINIZED_STATES);

if (subsetOf(deniedFieldsAutomaton, grantedFieldsAutomaton) == false) {
throw new ElasticsearchSecurity Exception(" Exceptions for field permissions must be a subset of the " +
"granted fields but " + Strings.array ToCommaDelimitedString(deniedFields) + " is not a subset of " +
Strings.array ToCommaDelimitedString(grantedFiel ds));

if (IcontainsAllField(grantedFields) & & !containsAllField(deniedFields)) {

/'t isnot explicitly stated whether _all should be allowed/denied

/I Inthat case we automatically disable _all, unless all fields would match

if (Operations.isTotal (grantedFieldsAutomaton) & & Operations.isEmpty(deniedFieldsAutomaton)) {
I/ all fields are accepted, sousing _all isfine

} else{
deni edFieldsA utomaton = Operations.union(deni edFieldsAutomaton,

Automata.makeString(AllFieldM apper.NAME));

}

grantedFiel dsAutomaton = Automatons.minusAndMinimize(grantedFiel dsAutomaton,
deni edFieldsA utomaton);
return grantedFiel dsAutomaton;

private static boolean containsAllField(String[] fields) {
return fields '= null && Arrays.stream(fields).anyMatch(AllFieldMapper.NAME::equals);

/**
* Returns true if thisfield permission policy allows access to the field and false if not.
* fieldName can be awildcard.
*/
public boolean grantsAccessTo(String fieldName) {
return permittedFiel dsAutomatonl sTotal || permittedFieldsAutomaton.run(fieldName);
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FieldPermissionsDefinition getFieldPermissionsDefinition() {
return fieldPermissionsDefinition;

[** Return whether field-level security is enabled, ie. whether any field might be filtered out. */
public boolean hasFieldL evel Security() {
return permittedFieldsAutomatonlsTotal == false;

/** Return awrapped reader that only exposes alowed fields. */
public DirectoryReader filter(DirectoryReader reader) throws |OException {
if (hasFieldLevel Security() == false) {
return reader;

}
return Fiel dSubsetReader.wrap(reader, permittedFieldsA utomaton);

/l for testing only
Automaton getlncludeAutomaton() {
return original Automaton;

@Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0==null || getClass() != o.getClass()) return false;

FieldPermissions that = (FieldPermissions) o;

if (permittedFieldsAutomatonisTotal != that.permittedFieldsAutomatonisTotal) return false;
return fieldPermissionsDefinition != null ?

fieldPermissionsDefinition.equal s(that.fiel dPermissionsDefinition) : that.fiel dPermissionsDefinition ==
null;

}

@0Override

public int hashCode() {
int result = fieldPermissionsDefinition != null ? fieldPermissionsDefinition.hashCode() : 0;
result = 31 * result + (permittedFieldsAutomatonisTotal ? 1 : 0);
return result;

@Override
public long ramBytesUsed() {
return ramBytesUsed;
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}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.€lasticsearch.xpack.core.security.authz.permission;

import org.elasticsearch.xpack.core.security.authz.privilege.ClusterPrivilege;

import java.util.function.Predicate;

/**

* A permission that is based on privileges for cluster wide actions
*/

public final class ClusterPermission {

public static final ClusterPermission NONE = new ClusterPermission(ClusterPrivilege. NONE);

private final ClusterPrivilege privilege;
private final Predicate<String> predicate;

ClusterPermission(ClusterPrivilege privilege) {
this.privilege = privilege;
this.predicate = privilege.predicate();

public ClusterPrivilege privilege() {
return privilege;

public boolean check(String action) {
return predicate.test(action);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€lasticsearch.xpack.core.security .authz.permission;

import java.util Arrays,
import java.util.Collections;
import java.util.Set;

/**

* Represents the definition of a{ @link FieldPermissions} . Field permissions are defined asa
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* collections of grant and exclude definitions where the exclude definition must be a subset of
* the grant definition.
*/

public final class FieldPermissionsDefinition {

private final Set<FieldGrantExcludeGroup> fieldGrantExcludeGroups;

public FieldPermissionsDefinition(String[] grant, String[] exclude) {
this(Collections.singleton(new FieldGrantExcludeGroup(grant, exclude)));

public FieldPermissionsDefinition(Set<FieldGrantExcludeGroup> fiel dGrantExcludeGroups) {
this.fieldGrantExcludeGroups = Collections.unmodifiableSet(fiel dGrantExcludeGroups);

public Set<FieldGrantExcludeGroup> getFieldGrantExcludeGroups() {
return fieldGrantExcludeGroups,

@0Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0 ==null || getClass() != o.getClass()) return false;

FieldPermissionsDefinition that = (FieldPermissionsDefinition) o;

return fieldGrantExcludeGroups != null ?
fieldGrantExcludeGroups.equal s(that.fiel dGrantExcludeGroups) :
that.fieldGrantExcludeGroups == null;

@0Override
public int hashCode() {
return fieldGrantExcludeGroups != null ? fieldGrantExcludeGroups.hashCode() : 0;

public static final class FieldGrantExcludeGroup {
private final String[] grantedFields;
private fina String[] excludedFields;

public FieldGrantExcludeGroup(String[] grantedFields, String[] excludedFields) {
this.grantedFields = grantedFields;
this.excludedFields = excludedFields;

public String[] getGrantedFields() {
return grantedFields;

264

Open Source Used In Network Insights Advisor 1.0.0



public String[] getExcludedFields() {
return excludedFields;

@0Override
public boolean equal s(Object 0) {
if (this== o) return true;
if (0==null || getClass() != 0.getClass()) return false;

FieldGrantExcludeGroup that = (FieldGrantExcludeGroup) o;

if (!Arrays.equals(grantedFields, that.grantedFields)) return false;
return Arrays.equal s(excludedFields, that.excludedFields);

@Override
public int hashCode() {
int result = Arrays.hashCode(grantedFiel ds);
result = 31 * result + Arrays.hashCode(excludedFields);
return result;
}
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;
import org.elasticsearch.client.ElasticsearchClient;

public class GetLicenseAction extends Action<GetLicenseRequest, GetLicenseResponse,
GetLicenseRequestBuilder> {

public static final GetLicenseAction INSTANCE = new GetLicenseAction();
public static final String NAME = "cluster:monitor/xpack/license/get";

private GetLicenseAction() {
super(NAME);
}

@Override
public GetLicenseResponse newResponse() {
return new GetLicenseResponse();
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@0Override
public GetLicenseRequestBuilder newRequestBuilder(ElasticsearchClient client) {
return new GetLicenseRequestBuilder(client, this);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.Version;

import org.elasticsearch.cluster. AbstractNamedDiffabl e;
import org.elasticsearch.cluster.MergableCustomM etaData;
import org.elasticsearch.cluster. NamedDiff;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentParser;
import org.elasticsearch.license.License.OperationM ode;
import org.elasticsearch.xpack.core. X PackPlugin;

import java.io.| OException;
import java.util. EnumSet;

/**
* Contains metadata about registered licenses
*/
public class LicensesM etaData extends A bstractNamedDiffable<M etaData. Custom> implements
XPackPlugin.X PackM etaDataCustom,
MergableCustomM etaData<L icensesM etaData> {

public static final String TY PE = "licenses’;

/**

* When licenseis explicitly removed by a user, LICENSE_TOMBSTONE
* s used as a placeholder in the license metadata. This enables

* us to distinguish between the scenario when a cluster never

* had alicense (null) and when alicense was removed explicitly

* (LICENSE_TOMBSTONE).

* Werely on this to decide whether to generate a unsigned trial

* license or not. we should only generate alicense if no license

* ever existed in the cluster state

*/
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public static final License LICENSE_TOMBSTONE = License.builder()
type("tria")
.issuer("elasticsearch)
Uid("TOMBSTONE")
JissuedTo("")
.maxNodes(0)
.issueDate(0)
.expiryDate(0)
Jbuild();

private License license;

I/l Thisfield describes the version of x-pack for which this cluster has exercised atrial. If thefield
/l'isnull, then no trial has been exercised. We keep the version to |eave open the possibility that we
I/ may eventually allow a cluster to exercise atrial every time they upgrade to a new major version.
@Nullable

private Version trialVersion;

LicensesMetaData(License license, Version trialVersion) {
this.license = licensg;
this.trialVersion = trialVersion;

public License getLicense() {
return license;

boolean isEligibleForTrial () {
if (trialVersion==null) {
return true;

}
return Version.CURRENT.major > trial Version.mgjor;

Version getMostRecentTrialVersion() {
return triaVersion;

@Override
public String toString() {
return "LicensesMetaData{ " +
"license=" + license +
", tridVersion=" + triaVersion +

1,

@Override
public boolean equal s(Object 0) {
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if (this== 0) return true;
if (0 ==null || getClass() != o.getClass()) return false;

LicensesMetaData that = (LicensesMetaData) o;

if (license!=null ?!license.equals(that.license) : that.license != null) return false;
return trialVersion != null ? trialVersion.equal s(that.trialVersion) : that.trialVersion == null;

@0Override

public int hashCode() {
int result = license !'= null ?license.hashCode() : 0;
result = 31 * result + (trialVersion !'= null ?trialVersion.hashCode() : 0);
return result;

@Override
public String getWriteableName() {
return TY PE;

@0Override
public Version getMinimal SupportedVersion() {
return Version.CURRENT.minimumCompatibilityVersion();

@Override
public EnumSet<M etaData. X ContentContext> context() {
return EnumSet.of (M etaData. X ContentContext. GATEWAY);

public static LicensesMetaData fromX Content(X ContentParser parser) throws |OException {
Licenselicense = LICENSE_ TOMBSTONE;
Version trialLicense = null;
XContentParser.Token token;
while ((token = parser.nextToken()) != X ContentParser.Token.END_OBJECT) {
if (token == XContentParser. Token.FIELD NAME) {
String fieldName = parser.currentName();
if (fieldName!=null) {
if (fieldName.equals(Fields.LICENSE)) {
token = parser.nextToken();
if (token == XContentParser.Token.START_OBJECT) {
license = License.fromX Content(parser);
} elseif (token == X ContentParser.Token.VALUE_NULL) {
license= LICENSE_TOMBSTONE;
}
} eseif (fieldName.equals(Fields TRIAL_LICENSE)) {
parser.nextToken();
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trialLicense = Version.fromString(parser.text());

}
return new LicensesMetaData(license, trialLicense);

@Override
public XContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
if (license==LICENSE_TOMBSTONE) {
builder.nullField(Fields.LICENSE);
} else{
builder.startObject(Fields.LICENSE);
license.tol nnerX Content(builder, params);
builder.endObject();
}
if (trialVersion !'=null) {
builder.field(Fields. TRIAL_LICENSE, triaVersion.toString());
}

return builder;

@0Override
public void writeTo(StreamOutput streamOutput) throws |OException {
if (license==LICENSE_TOMBSTONE) {
streamOutput.writeBoolean(false); // no license
} else{
streamOutput.writeBool ean(true); // has alicense
license.writeT o(streamOutput);
}
if (streamOutput.getVersion().onOrAfter(Version.V_6 1 0)) {
if (triadVersion ==null) {
streamOutput.writeBool ean(fal se);
}else{
streamOutput.writeBool ean(true);
Version.writeVersion(tria Version, streamOutput);

public LicensesMetaData(Streaml nput streaml nput) throws 1OException {
if (streamlinput.readBoolean()) {
license = License.readL icense(streaminput);
} else{
license = LICENSE_TOMBSTONE;
}
if (streamlinput.getVersion().onOrAfter(Version.V_6 1 0)) {
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boolean hasExercisedTrial = streamlnput.readBoolean();
if (hasExercisedTrial) {
this.trial Version = Version.readV ersion(streami nput);

public static NamedDiff<MetaData. Custom> readDiff From(Streamlnput streamlnput) throws | OException {
return readDiffFrom(MetaData.Custom.class, TY PE, streamlnput);

public static License extractLicense(LicensesM etaData licensesM etaData) {
if (licensesMetaData!=null) {
License license = licensesM etaData.getL icense();
if (license == LicensesMetaData.LICENSE_ TOMBSTONE) {
return null;
} elsef
return license;

}

return null;

@0Override
public LicensesM etaData merge(LicensesM etaData other) {
if (other.license == null) {
return this;
} eseif (license == null
|| OperationM ode.compare(other.license.operationMode(), license.operationMode()) > 0) {
return other;

}

return this;

private static final class Fields{
private static final String LICENSE = "license";
private static final String TRIAL_LICENSE ="trial_license";
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;
import org.elasticsearch.rest.RestController;
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import org.elasticsearch.rest. RestRequest;

import org.el asticsearch.rest.action.RestToX ContentL istener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;

import static org.elasticsearch.rest. RestRequest.Method.DELETE;

public class RestDeletel icenseAction extends X PackRestHandler {
public RestDel etel i censeA ction(Settings settings, RestController controller) {
super(settings);
/I @deprecated Remove deprecationsin 6.0
controller.registerWithDeprecatedHandler(DELETE, URI_BASE + "/license", this,
DELETE, "/ license", deprecationLogger);

/I Remove _licenses support entirely in 6.0

controller.registerAsDeprecatedHandler(DELETE, "/_licenses", this,
"[DELETE/ licenses] is deprecated! Use" +
"[DELETE /_xpack/license] instead."”,
deprecationL ogger);

@0Override
public String getName() {
return "xpack_delete license action”;

@Override
public RestChannel Consumer doPrepareRequest(final RestRequest request, final XPackClient client) throws
| OException {
Deletel icenseRequest deletel icenseRequest = new Deletel icenseRequest();
deletel icenseRequest.timeout(request.paramAsTime("timeout”, del etelicenseRequest.timeout()));
deletel icenseRequest. masterNodeTimeout(request.paramAsTime(" master_timeout",
deletel icenseRequest. masterNodeTimeout()));

return channel -> client.es().admin().cluster().execute(DeleteLicenseAction.INSTANCE, deletelicenseRequest,
new RestToX ContentL istener<>(channel));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;
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import org.elasticsearch.client.ElasticsearchClient;

public class PutLicenseAction extends Action<PutLicenseRequest, PutLicenseResponse,
PutLicenseRequestBuilder> {

public static final PutLicenseAction INSTANCE = new PutLicenseAction();
public static final String NAME = "cluster:admin/xpack/license/put";

private PutLicenseAction() {
super(NAME);

@Override
public PutLicenseResponse newResponse() {
return new PutLicenseResponse();

@0Override
public PutLicenseRegquestBuilder newRequestBuilder(ElasticsearchClient client) {
return new PutLicenseRequestBuilder(client, this);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.M asterN odeReadRequest;
import org.elasticsearch.common.io.stream.Streamlnput;

import java.io.| OException;

public class GetBasicStatusRequest extends M asterNodeReadRequest<GetBasicStatusRequest> {

public GetBasicStatusRequest() {
}

@Override
public ActionRequestV alidationException validate() {
return null;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

Open Source Used In Network Insights Advisor 1.0.0
272



* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€elasticsearch.license;

import org.elasticsearch.action.Action;
import org.elasticsearch.client.ElasticsearchClient;

public class GetTrial StatusAction extends Action<GetTrial StatusRequest, GetTrial StatusResponse,
GetTrial StatusRequestBuilder> {

public static final GetTrial StatusAction INSTANCE = new GetTrial StatusAction();
public static final String NAME = "cluster:admin/xpack/license/trial_status”;

private GetTrial StatusAction() {
super(NAME);

@0Override
public GetTrial StatusRequestBuilder newRequestBuilder(ElasticsearchClient client) {
return new GetTria StatusRequestBuilder(client, this);

@Override
public GetTrial StatusResponse newResponse() {
return new GetTria StatusResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeReadA ction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportGetBasi cStatusAction extends TransportM asterNodeReadA ction<GetBasi cStatusRequest,
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GetBasicStatusResponse> {

@Inject
public TransportGetBasi cStatusA ction(Settings settings, TransportService transportService, ClusterService

clusterService,

ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, GetBasicStatusAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, GetBasicStatusRequest::new);

@0Override
protected String executor() {
return ThreadPool.Names.SAME;

@Override
protected GetBasicStatusResponse hewResponse() {
return new GetBasi cStatusResponse();

@0Override
protected void masterOperation(GetBasi cStatusRequest request, ClusterState state,
ActionListener<GetBasi cStatusResponse> listener) throws Exception {
LicensesMetaData licensesM etaData = state. metaData().custom(LicensesM etaData. TY PE);
if (licensesMetaData == null) {
listener.onResponse(new GetBasi cStatusResponse(true));
} else{
License license = licensesM etaData.getLicense();
listener.onResponse(new GetBasi cStatusResponse(license == null || license.type().equals("basic") == falsg));

@Override

protected ClusterBlockException checkBlock(GetBasicStatusRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel. METADATA _READ);

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;
import org.elasticsearch.action.support.ActionFilters;
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import org.elasticsearch.action.support.master. TransportMasterNodeAction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameEXxpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportPostStartBasi cAction extends TransportM asterNodeA ction<PostStartBasi cRequest,
PostStartBasi cResponse> {

private final LicenseService licenseService;

@Inject
public TransportPostStartBasi cA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, PostStartBasicAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, PostStartBasicRequest::new);
this.licenseService = licenseService;

@Override
protected String executor() {
return ThreadPool.Names.SAME;

@0Override
protected PostStartBasi cResponse newResponse() {
return new PostStartBasi cResponse();

@Override
protected void masterOperation(PostStartBasi cRequest request, ClusterState state,
ActionListener<PostStartBasi cResponse> listener) throws Exception {
licenseService.startBasicLicense(request, listener);

@Override
protected ClusterBlockException checkBlock(PostStartBasicRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel METADATA_WRITE);
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponsg;

import org.elasticsearch.rest. RestStatus;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;

import static org.elasticsearch.rest. RestRequest.M ethod.GET;

public class RestGetTrial Status extends X PackRestHandler {

RestGetTrial Status(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(GET, URI_BASE + "/license/trial_status', this);

@Override
protected RestChannel Consumer doPrepareRequest(RestReguest request, X PackClient client) throws | OException
{
return channel -> client.licensing().prepareGetStartTrial ().execute(
new RestBuilderListener<GetTrial StatusResponse>(channel) {
@Override
public RestResponse buildResponse(Get Trial StatusResponse response, X ContentBuilder builder) throws
Exception {
builder.startObject();
builder.field("eligible to_start trial", response.isEligibleToStartTrial());
builder.endObject();
return new BytesRestResponse(RestStatus.OK, builder);
}
9k

@0Override
public String getName() {
return "xpack_trial_status action";
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;
import org.elasticsearch.client.ElasticsearchClient;

public class DeletelicenseAction extends Action<Del etel icenseRequest, Del etel_icenseResponse,
Deletel icenseRequestBuilder> {

public static final Deletel icenseAction INSTANCE = new DeletelicenseAction();
public static final String NAME = "cluster:admin/xpack/license/delete”;

private DeletelLicenseAction() {
super(NAME);

@Override
public Deletel icenseResponse newResponse() {
return new DeletelicenseResponse();

@0Override
public DeletelicenseRequestBuilder newRequestBuilder(ElasticsearchClient client) {
return new Deletel icenseRequestBuilder(client, this);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.M asterN odeReadRequest;
import org.elasticsearch.common.io.stream.Streamlnput;

import java.io.| OException;

public class GetTrial StatusRequest extends M asterNodeReadRequest<Get Tria StatusRequest> {

public GetTrial StatusRequest() {
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@Override
public ActionRequestV alidationException validate() {
return null;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.apache.lucene.util.BytesRef;

import org.apache.lucene.util.BytesRefIterator;

import org.elasticsearch.common.bytes.BytesReference;
import org.elasticsearch.common.xcontent. ToX Content;
import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.core.internal.io.Streams;

import java.io.ByteArrayOutputStream;
import java.io.| OException;

import java.io.lnputStream;

import java.nio.ByteBuffer;

import java.security.InvalidK eyException;
import java.security.NoSuchAlgorithmException;
import java.security.Signature;

import java.security.SignatureException;
import java.util Arrays,

import java.util.Base64;

import java.util.Collections;

/**

* Responsible for verifying signed licenses
*/

public class LicenseVerifier {

/**

* verifies the license content with the signature using the packaged

* public key

* @param license to verify

* @return trueif valid, false otherwise

*/

public static boolean verifyLicense(final License license, byte[] encryptedPublicKeyData) {
byte[] signedContent = null;
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byte[] signatureHash = null;
try {
byte]] signatureBytes = Base64.getDecoder().decode(license.signature());
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
int version = byteBuffer.getint();
int magicL en = byteBuffer.getint();
byte[] magic = new bytelmagicLen];
byteBuffer.get(magic);
int hashLen = byteBuffer.getint();
signatureHash = new byte[hashL en];
byteBuffer.get(signatureHash);
int signedContentL en = byteBuffer.getint();
signedContent = new byte[signedContentLen];
byteBuffer.get(signedContent);
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(contentBuilder, new
ToX Content.M apParams(Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true")));
Signature rsa = Signature.getl nstance(" SHA512withRSA™);
rsa.initVerify(CryptUtils.readEncryptedPublicK ey(encryptedPublicK eyData));
BytesRefIterator iterator = BytesReference.bytes(contentBuilder).iterator();
BytesRef ref;
while((ref = iterator.next()) != null) {
rsa.update(ref.bytes, ref.offset, ref.length);
}
return rsa.verify(signedContent)
& & Arrays.equal s(Base64.getEncoder().encode(encryptedPublicK eyData), signatureHash);
} catch (I0Exception | NoSuchAlgorithmException | SignatureException | InvalidK eyException €) {
throw new Illegal StateException(e);
} finaly {
Arrays.fill(encryptedPublicK eyData, (byte) 0);
if (signedContent !=null) {
Arraysfill(signedContent, (byte) 0);
}
if (signatureHash !'= null) {
Arraysfill(signatureHash, (byte) 0);

public static boolean verifyLicense(final License license) {

final byte[] publicKeyBytes;

try (InputStream is = LicenseV erifier.class.getResourceAsStream("/public.key™)) {
ByteArrayOutputStream out = new ByteArrayOutputStream();
Streams.copy(is, out);
publicK eyBytes = out.toByteArray();

} catch (10Exception ex) {
throw new Illegal StateException(ex);
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return verifyLicense(license, publicKeyBytes);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.ParameterizedM essage;
import org.elasticsearch.Version;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.xpack.core. X PackPlugin;

import java.time.Clock;

import java.util.Collections;

import java.util.Map;

import java.util.UUID;

import java.util.concurrent.atomic.AtomicReference;

public class StartBasicClusterTask extends ClusterStateUpdateTask {

private static final String ACKNOWLEDGEMENT_HEADER = "This license update requires acknowledgement.
To acknowledge the license, " +
"please read the following messages and call /start_basic again, this time with the \"acknowledge=true\"
parameter:";

private final Logger logger;

private final String clusterName;

private final PostStartBasicRequest request;

private final ActionListener<PostStartBasicResponse> listener;

private final Clock clock;

private AtomicReference<Map<String, String[]>> ackMessages = new
AtomicReference<>(Collections.emptyMap());

StartBasicClusterTask(L ogger logger, String clusterName, Clock clock, PostStartBasi cRequest request,
ActionListener<PostStartBasicResponse> listener) {
this.logger = logger;
this.clusterName = clusterName;
this.request = request;
this.listener = listener;
this.clock = clock;
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@Override
public void cluster StateProcessed(String source, ClusterState oldState, ClusterState newState) {
LicensesM etaData oldLicensesM etaData = oldState.metaData().custom(LicensesMetaData. TY PE);
logger.debug("license prior to starting basic license: {}", oldLicensesM etaData);
License oldLicense = LicensesM etaData.extractLicense(oldLicensesM etaData);
Map<String, String[]> acknowledgeM essages = ackM essages.get();
if (acknowledgeM essages.isEmpty() == false) {
listener.onResponse(new
PostStartBasi cResponse(PostStartBasi cResponse. Status. NEED_ ACKNOWLEDGEMENT, acknowledgeM essages,
ACKNOWLEDGEMENT_HEADER));
} eseif (oldLicense != null && oldLicense.type().equals("basic")) {
listener.onResponse(new
PostStartBasi cResponse(PostStartBasi cResponse. Status. ALREADY _USING_BASIC));
} ese{
listener.onResponse(new PostStartBasi cResponse(PostStartBasi cResponse. Status. GENERATED _BASIC));

@Override
public ClusterState execute(ClusterState currentState) throws Exception {
XPackPlugin.checkReadyForX PackCustomM etadata(currentState);
LicensesMetaData licensesM etaData = currentState.metaData().custom(LicensesMetaData. TY PE);
License currentLicense = LicensesM etaData.extractLicense(licensesM etaData);
if (currentLicense == null || currentLicense.type().equals("basic") == false) {
long issueDate = clock.millis();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.issuedTo(clusterName)
.maxNodes(LicenseService.SELF_GENERATED_LICENSE_MAX_NODES)
.issueDate(issueDate)
type("basic")
.expiryDate(LicenseService BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS);
License selfGeneratedLicense = Self GeneratedL i cense.create(specBuilder);
if (request.isAcknowledged() == false & & currentLicense != null) {
Map<String, String[]> ackM essages = LicenseService.getAckM essages(sel f GeneratedL icense,
currentLicense);
if (ackMessages.isEmpty() == false) {
this.ackM essages.set(ackM essages);
return currentStete;

}

Version tridVersion = null;
if (licensesMetaData != null) {
trialVersion = licensesM etaData.getM ostRecentTrial Version();
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LicensesM etaData newL icensesMetaData = new LicensesM etaData(self GeneratedLicense, trialVersion);
mdBuilder.putCustom(LicensesMetaData. TY PE, newL icensesM etaData);
return ClusterState.builder(currentState). metaData(mdBuilder).buil d();
} else{
return currentState;

@Override

public void onFailure(String source, @Nullable Exception €) {
logger.error(new ParameterizedM essage(" unexpected failure during [{}]", source), €);
listener.onFailure(e);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.logging.L oggerM essageFormat;
import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.license.License.OperationMode;

import org.elasticsearch.xpack.core. X PackField;

import org.elasticsearch.xpack.core. X Pack Settings;

import org.elasticsearch.xpack.core.monitoring.MonitoringFiel d;

import java.util.Collections;

import java.util.LinkedHashMap;

import java.util.List;

import java.util.Map;

import java.util.Objects;

import java.util.concurrent. CopyOnWriteArrayList;
import java.util .function.BiFunction;

/**

* A holder for the current state of the license for all xpack features.
*/

public class X PackLicenseState {

[** Messages for each feature which are printed when the license expires. */
static final Map<String, String[]> EXPIRATION_MESSAGES;
static {
Map<String, String[]> messages = new LinkedHashMap<>();
messages.put(X PackField. SECURITY, new String[] {
"Cluster health, cluster stats and indices stats operations are blocked",
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"All data operations (read and write) continue to work"
b
messages.put(X PackField WATCHER, new String[] {
"PUT / GET watch APls are disabled, DELETE watch API continues to work",
"Watches execute and write to the history",
"The actions of the watches don't execute"
s
messages.put(X PackField. MONITORING, new String[] {
"The agent will stop collecting cluster and indices metrics",
"The agent will stop automatically cleaning indices older than [xpack.monitoring.history.duration]”
s
messages.put(X PackField. GRAPH, new String[] {
"Graph explore APIs are disabled"
b
messages.put(X PackField MACHINE_LEARNING, new String[] {
"Machine learning APIs are disabled"
s
messages.put(X PackField.LOGSTASH, new String[] {
"Logstash will continue to poll centrally-managed pipelines’
b
messages.put(X PackField. DEPRECATION, new String[] {
"Deprecation APIs are disabled”
s
messages.put(X PackField. UPGRADE, new String[] {
"Upgrade AP is disabled"
b
messages.put(X PackField.SQL, new String[] {
"SQL support is disabled"
s
messages.put(X PackField. ROLLUP, new String[] {
"Creating and Starting rollup jobs will no longer be allowed.",
" Stopping/Deleting existing jobs, RollupCaps API and RollupSearch continue to function."
s
EXPIRATION_MESSAGES = Collections.unmaodifiableM ap(messages);

/**

* Messages for each feature which are printed when the license type changes.
* The value is afunction taking the old and new license type, and returns the messages for that feature.
*/
static final Map<String, BiFunction<OperationM ode, OperationMode, String[]>>
ACKNOWLEDGMENT_MESSAGES;
static {
Map<String, BiFunction<OperationM ode, OperationMode, String[]>> messages = new LinkedHashMap<>();
messages.put(X PackField. SECURITY, X PackL icenseState:: securityAcknowledgementM essages);
messages.put(X PackField WATCHER, XPackLicenseState::watcherAcknowledgementM essages);
messages.put(X PackField. MONITORING, XPackLicenseState::monitoringAcknowledgementM essages);
messages.put(X PackField. GRAPH, X PackL icenseState::graphAcknowl edgementM essages);
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messages.put(X PackField. MACHINE_LEARNING,

XPackL icenseState::machinel earningA cknowl edgementM essages);
messages.put(X PackField.L OGSTASH, XPackLicenseState::logstashA cknowledgementM essages);
messages.put(X PackField.SQL , X PackL icenseState::sgl AcknowledgementM essages);
ACKNOWLEDGMENT_MESSAGES = Collections.unmodifiableM ap(messages);

private static String[] securityAcknowledgementM essages(OperationM ode currentM ode, OperationMode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] {
"The following X-Pack security functionality will be disabled: authentication, authorization, " +
"ip filtering, and auditing. Please restart your node after applying the license.”,
"Field and document level access control will be disabled.”,
"Custom realms will be ignored.”
}
}
break;
case GOLD:
switch (currentMode) {
case BASIC:
case STANDARD:
/I ™ though technically it was already disabled, it's not bad to remind them
case TRIAL:
case PLATINUM:
return new String[] {
"Field and document level access control will be disabled.”,
"Custom realms will be ignored.”
h
}
break;
case STANDARD:
switch (currentMode) {
case BASIC:
/I ™ though technically it was already disabled, it's not bad to remind them
case GOLD:
case PLATINUM:
case TRIAL:
return new String[] {
"Authentication will be limited to the native realms.”,
"IP filtering and auditing will be disabled.",
"Field and document level access control will be disabled.”,
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"Custom realms will be ignored.”

b

}
return Strings.EMPTY_ARRAY;

private static String[] watcherAcknowledgementM essages(OperationM ode currentM ode, OperationMode
newMode) {
switch (newMode) {
case BASIC:

switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:

return new String[] { "Watcher will be disabled" };
}
break;

}
return Strings.EMPTY_ARRAY;

private static String[] monitoringAcknowledgementM essages(OperationM ode currentM ode, OperationM ode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] {
L oggerM essagefFormat.format(
"Multi-cluster support is disabled for clusterswith [{}] license. If you aré\n" +
"running multiple clusters, users won't be able to access the clusters with\n" +
"[{}] licenses from within a single X-Pack Kibanainstance. Y ou will have to deploy ain" +
"separate and dedicated X-pack Kibanainstance for each [{}] cluster you wish to monitor.",
newMode, newMode, newMode),
L oggerM essageFormat.format(
"Automatic index cleanup islocked to {} daysfor clusterswith [{}] license.",
MonitoringField. HISTORY _DURATION.getDefault(Settings.EMPTY).days(), newM ode)

¥
}
break;
}
return Strings.EMPTY_ARRAY;
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private static String[] graphAcknowledgementM essages(OperationM ode currentM ode, OperationM ode newMode)
{
switch (newMode) {
case BASIC:
case STANDARD:
case GOLD:
switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "Graph will be disabled" };
}
break;

}
return StringsEMPTY_ARRAY;

private static String[] machinel earningA cknowledgementM essages(OperationM ode currentM ode,
OperationM ode newMode) {
switch (newMode) {
case BASIC:
case STANDARD:
case GOLD:
switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "Machine learning will be disabled" };
}
break;

}
return Strings.EMPTY_ARRAY;

private static String[] logstashAcknowledgementM essages(OperationM ode currentM ode, OperationM ode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] { "Logstash will no longer poll for centrally-managed pipelines' };

}
break;
}
return Strings.EMPTY_ARRAY;
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private static String[] sgl AcknowledgementM essages(OperationM ode currentM ode, OperationM ode newM ode) {
switch (newMode) {
case BASIC:
case STANDARD:
case GOLD:
switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "JDBC support will be disabled, but you can continue to use SQL CLI and
REST endpoint" };

}
break;
}
return StringsEMPTY_ARRAY;

/** A wrapper for the license mode and state, to allow atomically swapping. */
private static class Status {

/** The current "mode" of the license (ie license type). */
final OperationM ode mode;

[** Trueif thelicenseis active, or falseif it isexpired. */
final boolean active;

Status(OperationM ode mode, boolean active) {
this.mode = mode;
this.active = active;

private volatile Status status = new Status(OperationMode. TRIAL, true);
private final List<Runnable> listeners = new CopyOnWriteArrayList<>();
private final boolean isSecurityEnabled;

private final boolean isSecurityExplicitlyEnabled;

public X PackL icenseState(Settings settings) {
this.isSecurityEnabled = X PackSettings. SECURITY _ENABLED.get(settings);
/1 6.0+ requires TLS for production licenses, so if TLSis enabled and security is enabled
/I we can interpret this as an explicit enabling of security if the security enabled
/I setting is not explicitly set
this.isSecurityExplicitlyEnabled = isSecurityEnabled & &
(settings.hasV alue(X Pack Settings.SECURITY _ENABLED.getKey()) ||
XPackSettings. TRANSPORT _SSL_ENABLED.get(settings));

}

[** Updates the current state of the license, which will change what features are available. */
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void update(OperationMode mode, boolean active) {
status = new Status(mode, active);
listeners.forEach(Runnable::run);

/** Add alistener to be notified on license change */
public void addListener(Runnable runnable) {
listeners.add(Objects.requireNonNull (runnable));

[** Remove alistener */
public void removel istener(Runnable runnable) {
listeners.remove(runnable);

/** Return the current license type. */
public OperationM ode getOperationM ode() {
return status.mode;

[** Return trueif the licenseis currently within its time boundaries, false otherwise. */
public boolean isActive() {
return status.active;

/* *
* @return true if authentication and authorization should be enabled. this does not indicate what realms are
available
* @see #allowedRealmType() for the enabled realms
*/
public boolean isAuthAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.STANDARD || mode == OperationMode.GOLD || mode ==
OperationMode.PLATINUM
|| mode == OperationMode. TRIAL ;

/* *
* @return true if IP filtering should be enabled
*/
public boolean isl pFilteringAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM
|| mode == OperationMode.TRIAL ;

/**

* @return true if auditing should be enabled

Open Source Used In Network Insights Advisor 1.0.0
288



*
/
public boolean isAuditingAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM

|| mode == OperationMode. TRIAL ;

/**
* | ndicates whether the stats and health API calls should be allowed. If alicense is expired and past the grace
* period then we deny these calls.

* @return true if the license allows for the stats and health APIs to be used.
*/
public boolean isStatsAndHealthAllowed() {

return status.active;

/**

* Determine if Document Level Security (DLS) and Field Level Security (FLS) should be enabled.

* <p>

* DLSand FL S are only disabled when the mode is not:

* <ul>

* <|i>{ @link OperationMode#PLATINUM} </li>

* <li>{ @link OperationMode#TRIAL} </li>

* <ful>

* Note: This does not consider the <em>state</em> of the license so that Security does not suddenly leak

information!

*

* @return { @code true} to enable DLS and FLS. Otherwise { @code false} .
*/

public boolean isDocumentAndFieldL evel SecurityAllowed() {

OperationM ode mode = status.mode;
return mode == OperationMode. TRIAL || mode == OperationMode.PLATINUM;

/** Classes of realmsthat may be available based on the license type. */
public enum AllowedRealmType {

NONE,

NATIVE,

DEFAULT,

ALL

/-k *
* @return the type of realms that are enabled based on the license { @link OperationM ode}
*/
public AllowedReamType allowedReamType() {
switch (status.mode) {
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case PLATINUM:
case TRIAL:

return AllowedRealmType ALL;
case GOLD:

return AllowedRealmType.DEFAULT;
case STANDARD:

return AllowedRealmType.NATIVE;
default:

return AllowedRealmType.NONE;

/* *
* @return whether custom role providers are allowed based on the license { @link OperationMode}
*/
public boolean isCustomRoleProvidersAllowed() {
final Status local Status = status;
return (local Status.mode == OperationMode.PLATINUM || local Status.mode == OperationMode. TRIAL )
& & local Status.active;

/**
* Determine if Watcher is available based on the current license.
* <p>
* Watcher isavailableif the license is active (hasn't expired) and of one of the following types:
* <ul>
* <|i>{ @link OperationMode#STANDARD} </li>
* <[i>{ @link OperationMode#PLATINUM} </li>
* <|i>{ @link OperationM ode#GOL D} </li>
* <li>{ @link OperationMode#TRIAL} </li>
* <ful>
*
* @return { @code true} as long asthe licenseis valid. Otherwise { @code false}.
*/
public boolean isWatcherAllowed() {
/] statusisvolatile, so alocal variableis used for a consistent view
Status local Status = status;

if (localStatus.active == false) {
return false;

switch (local Status.mode) {
case TRIAL:
case GOLD:
case PLATINUM:
case STANDARD:
return true;
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default:
return false;

/**
* Monitoring is always available aslong as thereisavalid license
*
* @return trueif the license is active
*/
public boolean isMonitoringAllowed() {
return status.active;

/* *
* Monitoring Cluster Alerts requires the equivalent license to use Watcher.
* @return { @link #isWatcherAllowed()}
* @see #HisWatcherAllowed()
*/
public boolean isMonitoringClusterAlertsAllowed() {
return isWatcherAllowed();

/* *

* Determineif the current license allows the retention of indicesto be modified.

* <p>

* Only users with a non-{ @link OperationMode#BASIC} license can update the retention period.

* <p>

* Note: This does not consider the <em>state</em> of the license so that any change is remembered for when

they fix their license.

*
* @return { @code true} if the user is allowed to modify the retention. Otherwise { @code false} .
*/
public boolean isUpdateRetentionAllowed() {
final OperationM ode mode = status.mode;
return mode != OperationMode.BASIC & & mode != OperationMode.MISSING;

/**

* Determine if Graph Exploration should be enabled.

* <p>

* Exploration is only disabled when the license has expired or if the mode is not:
* <ul>

* <|i>{ @link OperationMode#PLATINUM} </li>

* <li>{ @link OperationMode#TRIAL} </li>

* <ful>

*

201

Open Source Used In Network Insights Advisor 1.0.0



* @return { @code true} as long asthe licenseis valid. Otherwise { @code false}.
*/
public boolean isGraphAllowed() {

/Il statusisvolatile

Status local Status = status;

OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

/* *
* Determine if Machine Learning should be enabled.
* <p>
* Machine Learning is only disabled when the license has expired or if the
* modeis not:
* <ul>
* <[i>{ @link OperationMode#PLATINUM} </li>
* <|i>{ @link OperationMode#TRIAL} </li>
* </ul>
* @return { @code true} aslong asthe licenseisvalid. Otherwise
* { @code false}.
*/
public boolean isMachinel earningAllowed() {
/Il statusis volatile
Status local Status = status;
OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

/**

* Rollup isaways available aslong as thereis avalid license
*
* @return trueif the license is active
*/
public boolean isRollupAllowed() {
return status.active;

/**

* | ogstash is allowed aslong as there is an active license of type TRIAL, STANDARD, GOLD or PLATINUM
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* @return { @code true} aslong asthereisavalid license
*/
public boolean isLogstashAllowed() {

Status local Status = status;

if (localStatus.active == false) {
return false;

switch (local Status.mode) {

case TRIAL:

case GOLD:

case PLATINUM:

case STANDARD:
return true;

default:
return false;

/* *
* Deprecation APIs are always alowed as long asthereis an active license
* @return { @code true} aslong asthereisavalid license
*/
public boolean isDeprecationAllowed() {
return status.active;

/* *
* Determine if Upgrade APl should be enabled.
* <p>
* Upgrade API isnot availablein for all license types except { @link OperationM ode#tM | SSING}
* @return { @code true} aslong asthe licenseisvalid. Otherwise
* { @code false}.
*/
public boolean isUpgradeAllowed() {
/I statusisvolatile
Status local Status = status;
/I Should work on all active licenses
return local Status.active;

/**

* Determine if SQL support should be enabled.

* <p>

* SQL isavailablefor al license types except { @link OperationMode#MISSING}
*/
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public boolean isSglAllowed() {
return status.active;

/* *

* Determine if JIDBC support should be enabled.

* <p>

* JDBCisavailable only in for { @link OperationMode#PLATINUM} and { @link OperationMode#TRIAL}

licences

*/

public boolean isJdbcAllowed() {
/Il statusisvolatile
Status local Status = status;
OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

public boolean isTriaLicense() {
return status.mode == OperationMode. TRIAL;

public boolean isSecurityAvailable() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM || mode ==
OperationMode.STANDARD ||
mode == OperationMode. TRIAL;

public boolean isSecurityEnabled() {
final OperationMode mode = status.mode;
return mode == OperationMode. TRIAL ?isSecurityExplicitlyEnabled : isSecurityEnabled;
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.support.master.AcknowledgedResponse;
import org.el asticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;
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import java.io.| OException;

public class DeletelicenseResponse extends Acknowl edgedResponse {

DeletelicenseResponse() {
}

Deletel i censeResponse(bool ean acknowledged) {
super(acknowledged);

@0Override

public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
readAcknowledged(in);

@0Override

public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
writeAcknowledged(out);

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.action.support.master.AcknowledgedResponse;
import org.elasticsearch.common.Strings;

import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import org.el asticsearch.common.xcontent. X ContentBuilder;

import java.io.| OException;
import java.util.Collections;
import java.util.HashMap;
import java.util.Map;

public class PutLicenseResponse extends A cknowledgedResponse {
private LicensesStatus status;

private Map<String, String[]> acknowledgeM essages;
private String acknowledgeHeader;
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PutLicenseResponse() {
}

public PutLicenseResponse(boolean acknowledged, LicensesStatus status) {
this(acknowledged, status, null, Collections.<String, String[]>emptyMap());

public PutL icenseResponse(boolean acknowledged, LicensesStatus status, String acknowledgeHeader,
Map<String, String[]> acknowledgeM essages) {
super(acknowledged);
this.status = status,
this.acknowledgeHeader = acknowledgeHeader;
this.acknowledgeM essages = acknowl edgeM essages,

public LicensesStatus status() {
return status,

public Map<String, String[]> acknowledgeM essages() {
return acknowl edgeM essages;

public String acknowledgeHeader() {
return acknowledgeHeader;

@0Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
readAcknowledged(in);
status = LicensesStatus.fromld(in.readVInt());
acknowledgeHeader = in.readOptional String();
int size = in.readVInt();
Map<String, String[]> acknowledgeM essages = new HashMap<>(size);
for (inti =0;i <size i++) {
String feature = in.readString();
int NnMessages = in.readVInt();
String[] messages = new String[nM essages);
for (intj = 0; j < nMessages; j++) {
messages[j] = in.readString();
}
acknowledgeM essages. put(feature, messages);

}
this.acknowledgeM essages = acknowl edgeM essages,

@0Override
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public void writeTo(StreamQutput out) throws | OException {
super.writeTo(out);
writeAcknowledged(out);
out.writeVInt(status.id());
out.writeOptional String(acknowledgeHeader);
out.writeVInt(acknowledgeM essages.size());
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
out.writeString(entry.getKey());
out.writeVInt(entry.getValue().length);
for (String message : entry.getVaue()) {
out.writeString(message);
}
}
}

@0Override
protected void addCustomFields(X ContentBuilder builder, Params params) throws | OException {
switch (status) {
case VALID:
builder.field("license_status', "valid");
break;
case INVALID:
builder.field("license_status', "invalid");
break;
case EXPIRED:
builder.field("license_status', "expired");
break;
default:
throw new Illegal ArgumentException("unknown status[" + status + "] found");
}
if (tacknowledgeM essages.isEmpty()) {
builder.startObject("acknowledge");
builder.field("message", acknowledgeHeader);
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
builder.startArray(entry.getKey());
for (String message : entry.getValue()) {
builder.value(message);
}
builder.endArray();

}
builder.endObject();

@Override
public String toString() {
return Strings.toString(this, true, true);
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}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class PostStart Trial RequestBuilder extends ActionRequestBuilder<PostStart Trial Request,
PostStartTrial Response, PostStartTrial RequestBuilder> {

PostStartTrial RequestBuilder(El asticsearchClient client, PostStartTrial Action action) {
super(client, action, new PostStartTrial Request());

public PostStartTrial RequestBuilder setAcknowl edge(boolean acknowledge) {
request.acknowledge(acknowledge);
return this;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.ElasticsearchException;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeAction;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ack.Cluster StateUpdateResponse;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportDel etel icenseAction extends TransportM asterNodeA ction<Del etel icenseRequest,
DeletelicenseResponse> {
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private final LicenseService licenseService;

@Inject
public TransportDeletel icenseA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, DeletelicenseAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, DeletelicenseRequest::new);
this.licenseService = licenseService;

@Override
protected String executor() {
return ThreadPool.Names.MANAGEMENT;

@0Override
protected Deletel i censeResponse newResponse() {
return new Deletel icenseResponse();

@Override
protected ClusterBlockException checkBlock(Del etel icenseRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel METADATA_WRITE);

@0Override
protected void masterOperation(final DeletelicenseRequest request, ClusterState state, final
ActionListener<Deletel icenseResponse>
listener) throws ElasticsearchException {
licenseService.removeL icense(request, new ActionListener<ClusterStateUpdateResponse>() {
@Override
public void onResponse(Cluster StatelUpdateResponse cluster StateU pdateResponse) {
listener.onResponse(new Deletel i censeResponse(cluster StateUpdateResponse.isA cknowledged()));

@0Override
public void onFailure(Exception €) {
listener.onFailure(e);
}
b
}

}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
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*/
package org.elasticsearch.licenseg;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.ParameterizedM essage;
import org.apache.logging.log4j.util.Supplier;

import org.apache.lucene.util.BytesRef;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.license.License.OperationM ode;

import org.elasticsearch.watcher.FileChangesListener;

import org.el asticsearch.watcher.FileWatcher;

import org.elasticsearch.watcher.ResourceWatcherService;

import java.io.| OException;

import java.nio.charset.StandardCharsets;

import java.nio.file.Files;

import java.nio.file.Path;

import java.util.concurrent.atomic.AtomicBool ean;

/* *
* File based watcher for license { @link OperationM ode}
* Watches for changes in <code>licenseM odePath</code>, use
* { @link #getCurrentOperationMode()} to access the latest mode
* |n case of failure to read a valid operation mode from <code>licenseM odePath</code>,
* the operation mode will default to PLATINUM
*/
public final class OperationM odeFileWatcher implements FileChangesListener {
private final ResourceWatcherService resourceWatcherService;
private final Path licenseModePath;
private final AtomicBoolean initialized = new AtomicBoolean();
private final OperationM ode defaultOperationMode = OperationMode.PLATINUM;
private volatile OperationM ode currentOperationMode = defaultOperationM ode;
private final Logger logger;
private final Runnable onChange;

public OperationM odeFileWatcher (ResourceWatcher Service resourceWatcherService, Path licenseM odePath,
Logger logger, Runnable onChange) {
this.resourceWatcherService = resourceWatcherService;
this.licenseModePath = licenseM odePath;
this.logger = logger;
this.onChange = onChange;

public void init() {
if (initialized.compareAndSet(false, true)) {
final Filewatcher watcher = new FileWatcher(licenseM odePath);
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watcher.addListener(this);
try {
resourceWatcherService.add(watcher, ResourceWatcherService.Frequency.HIGH);
if (Files.exists(licenseModePath)) {
onChange(licenseM odePath);
}
} catch (IOException €) {
logger.error("couldn't initialize watching license mode file", €);

/* *
* Returns the current operation mode based on license mode file.
* Defaults to { @link OperationMode#PLATINUM}
*/
public OperationM ode getCurrentOperationMode() {
return currentOperationM ode;

@Override
public void onFilel nit(Path file) {
onChange(file);

@0Override
public void onFileCreated(Path file) {
onChange(file);

}

@Override
public void onFileDel eted(Path file) {
onChange(file);

@0Override
public void onFileChanged(Path file) {
onChange(file);

}

private synchronized void onChange(Path file) {
if (file.equals(licenseM odePath)) {
OperationM ode newOperationM ode = defaultOperationM ode;
try {
if (Files.exists(licenseM odePath)
& & Files.isReadable(licenseM odePath)) {
final byte[] content;

try {
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content = Files.readAlIBytes(licenseM odePath);
} catch (I0Exception €) {
logger.error(
(Supplier<?>) () -> new ParameterizedM essage(
"couldn't read operation mode from [{}]", licenseM odePath.toAbsol utePath()), €);
return;
}
/I this UTF-8 conversion is much pickier than java String
final String operationMode = new BytesRef(content).utf8ToString();
try {
newOperationM ode = OperationM ode.resol ve(operationM ode);
} catch (11legal ArgumentException €) {
logger.error(
(Supplier<?>) () -> new ParameterizedM essage(
"invalid operation modein [{}]", licenseM odePath.toAbsol utePath()), €);
return;

}
} finally {
/I set this after the fact to prevent that we are jumping back and forth first setting to defautl and then
reading the
/I actua op mode resetting it.
this.currentOperationM ode = newOperationM ode;

}

onChange.run();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class GetTria StatusRequestBuilder extends ActionRegquestBuilder<GetTrial StatusRequest,
GetTrial StatusResponse, GetTria StatusRequestBuilder> {

GetTrial StatusRequestBuilder(ElasticsearchClient client, GetTrial StatusAction action) {
super(client, action, new GetTrial StatusRequest());
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
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* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€elasticsearch.license;

import org.elasticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.ValidateActions;

import org.elasticsearch.action.support.master.Acknowl edgedRequest;
import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.io.stream. Streamlnput;

import org.el asticsearch.common.io.stream. StreamOutput;

import org.elasticsearch.common.xcontent. X ContentType;

import java.io.| OException;

public class PutLicenseRequest extends AcknowledgedRequest<PutL icenseRequest> {

private License license;
private boolean acknowledge = false;

public PutLicenseRequest() {
}

@0Override
public ActionRequestV alidationException validate() {
return (license == null) ? ValidateActions.addV alidationError("license ismissing”, null) : null;

/* *
* Parses license from json format to an instance of { @link License}
* @param licenseDefinition licenses definition
* @param xContentType the content type of the license
*/
public PutLicenseRequest license(BytesReference licenseDefinition, X ContentType xContentType) {
try {
return license(License.fromSource(licenseDefinition, xContentType));
} catch (I0Exception €) {
throw new Illegal ArgumentException("failed to parse license source”, €);

public PutLicenseRequest license(License license) {
this.license = licensg;
return this;

public License license() {
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return license;

public PutLicenseRequest acknowledge(boolean acknowledge) {
this.acknowledge = acknowledge;
return this;

public boolean acknowledged() {
return acknowledge;

@Override

public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
license = License.readLicense(in);
acknowledge = in.readBool ean();

@0Override
public void writeTo(StreamQutput out) throws | OException {
super.writeTo(out);
license.writeTo(out);
out.writeBoolean(acknowledge);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.xcontent.L oggingDeprecationHandl er;
import org.el asticsearch.common.xcontent.NamedX ContentRegistry;
import org.elasticsearch.common.xcontent. ToX Content;

import org.el asticsearch.common.xcontent. X ContentBuilder;

import org.elasticsearch.common.xcontent. X ContentFactory;

import org.el asticsearch.common.xcontent. X ContentParser;

import org.elasticsearch.common.xcontent. X ContentType;

import java.io.| OException;
import java.nio.ByteBuffer;
import java.util.Base64;

import java.util.Collections;

import static org.elasticsearch.license.CryptUtils.decrypt;
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import static org.elasticsearch.license.CryptUtils.encrypt;
class SelfGeneratedLicense {

public static License create(License.Builder specBuilder) {
License spec = specBuilder
.issuer("elasticsearch")
.version(License.VERSION_CURRENT)
build();
final String signature;
try {
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
spec.toX Content(contentBuilder, new
ToX Content.M apParams(Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true")));
byte[] encrypt = encrypt(BytesReference.toBytes(BytesReference.bytes(contentBuil der)));
byte]] bytes = new byte[4 + 4 + encrypt.length];
ByteBuffer byteBuffer = ByteBuffer.wrap(bytes);
/I always generate license version -VERSION_CURRENT
byteBuffer.putint(-License. VERSION_CURRENT)
.putint(encrypt.length)
.put(encrypt);
signature = Base64.getEncoder().encodeT oString(bytes);
} catch (IOException €) {
throw new Illegal StateException(e);

}
return License.builder().fromLicenseSpec(spec, signature).build();

public static boolean verify(final License license) {
try {
byte]] signatureBytes = Base64.getDecoder().decode(license.signature());
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
int version = byteBuffer.getint();
int contentL en = byteBuffer.getint();
byte[] content = new byte] contentLen];
byteBuffer.get(content);
final License expectedLicense;
/[l EMPTY is safe here because we don't call namedObject
try (XContentParser parser = X ContentFactory.xContent(X ContentType.JSON)
.createParser(NamedX ContentRegistry. EMPTY , LoggingDeprecationHandler.INSTANCE,
decrypt(content))) {
parser.nextToken();
expectedLicense = License.builder().fromLicenseSpec(License.fromX Content(parser),
license.signature()).version(-version).build();
}
return license.equal s(expectedL icense);
} catch (IOException €) {
throw new Illegal StateException(e);
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public static boolean validSelfGeneratedType(String type) {
return "basic".equals(type) || "trial".equal s(type);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;

import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponsg;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;
import java.util.Map;

import static org.elasticsearch.rest.RestRequest.M ethod.POST;

public class RestPostStart Trial License extends X PackRestHandler {

RestPostStart Trial License(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(POST, URI_BASE + "/license/start_tria", this);

@Override
protected RestChannel Consumer doPrepareRequest(RestRequest request, X PackClient client) throws |OException
{
PostStartTrial Request startTrial Request = new PostStartTrial Request();
startTrial Request.set Type(request.param(“type", "tria™));
startTrial Request.acknowl edge(request.paramAsBool ean(" acknowledge”, false));
return channel -> client.licensing().postStartTrial (start Trial Request,
new RestBuilderListener<PostStartTrial Response>(channel) {
@Override
public RestResponse buildResponse(PostStart Trial Response response, X ContentBuilder builder) throws
Exception {
PostStartTrial Response. Status status = response.getStatus();
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builder.startObject();
builder.field("acknowledged", startTrialRequest.isAcknowledged());
if (status.isTria Started()) {
builder.field("trial_was started", true);
builder.field("type", startTrialRequest.getType());
} else{
builder.field("trial_was started", false);
builder.field("error_message", status.getErrorM essage());

Map<String, String[]> acknowledgementM essages = response.getA cknowl edgementM essages();
if (acknowledgementM essages.isEmpty() == false) {
builder.startObject("acknowledge");
builder.field("message", response.getAcknowledgementM essage());
for (Map.Entry<String, String[]> entry : acknowledgementM essages.entrySet()) {
builder.startArray(entry.getKey());
for (String message : entry.getValue()) {
builder.value(message);
}
builder.endArray();

}
builder.endObject();

}
builder.endObject();

return new BytesRestResponse(status.getRestStatus(), builder);

public String getName() {
return "xpack_upgrade to_trial_action”;

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

package org.elasticsearch.licenseg;

import org.el asticsearch.ElasticsearchException;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeReadA ction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;
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import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportGetL icenseAction extends TransportM asterNodeReadA ction<GetL i censeRequest,
GetLicenseResponse> {

private final LicenseService licenseService;

@Inject
public TransportGetLicenseA ction(Settings settings, TransportService