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1.1 ajv 5.5.2

1.1.1 Available under license :
The MIT License (MIT)

Copyright (c) 2015-2017 Evgeny Poberezkin

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
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FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.2 ajv-keywords 3.1.0

1.2.1 Available under license :
The MIT License (MIT)

Copyright (c) 2016 Evgeny Poberezkin

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.3 akkahttp 10.0.9

1.3.1 Available under license :
/-k
* Copyright (C) 2018 Lightbend Inc. <https://www.lightbend.com>
*/

package akka

import sbt._, Keys.
import de.heikoseeberger.sbtheader.{ CommentCreator, HeaderPlugin }

object CopyrightHeader extends AutoPlugin {
import HeaderPlugin.autol mport._
import ValidatePullRequest.{ additional Tasks, ValidatePR }
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override def requires = HeaderPlugin
override def trigger = allRequirements

override def projectSettings = Def.settings(
Seq(Compile, Test).flatMap { config =>
inConfig(config)(
Seq(

headerLicense := Some(HeaderLicense.Custom(headerFor(CurrentY ear))),

headerM appings := headerM appings.value ++ Map(
HeaderFileType.scala  -> cStyleComment,
HeaderFileTypejava -> cStyleComment,
HeaderFileType("template") -> cStyleComment

)
)
)
H
additional Tasks in ValidatePR += headerCheck in Compile,
additional Tasks in ValidatePR += headerCheck in Test

)

val CurrentY ear = javatime.Y ear.now.getVaue.toString
val CopyrightPattern = "Copyright ([ Cc]\\) (\d{ 4} (-\\d{ 4})?) (Lightbend|Typesafe) Inc. <.*>".r
val CopyrightHeaderPattern = s'(?s).* ${ CopyrightPattern} .*".r

def headerFor(year: String): String =
s'Copyright (C) $year Lightbend Inc. <https.//www.lightbend.com>"

val cStyleComment = HeaderCommentStyle.cStyleBlockComment.copy(commentCreator = new
CommentCreator() {
import HeaderCommentStyle.cStyleBlockComment.commentCreator

def updatelightbendHeader(header: String): String = header match {
case CopyrightHeaderPattern(years, null, ) =>
if (years!= CurrentY ear)
CopyrightPattern.replaceFirstin(header, headerFor(years + "-" + CurrentY ear))
else
CopyrightPattern.replaceFirstin(header, headerFor(years))
case CopyrightHeaderPattern(years, endY ears, ) =>
CopyrightPattern.replaceFirstln(header, headerFor(years.replace(endY ears, "-" + CurrentY ear)))
case  =>

header

override def apply(text: String, existingText: Option[String]): String = {
existingText
.map(updateL ightbendHeader)
.getOrElse(commentCreator(text, existingText))
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This software is licensed under the Apache 2 license, quoted below.
Copyright 2009-2018 Lightbend Inc. [https.//www.lightbend.com]

Licensed under the Apache License, Version 2.0 (the "License"); you may not
use thisfile except in compliance with the License. Y ou may obtain a copy of
the License at

[ http:/Iwww.apache.org/licenses/LICENSE-2.0]

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS 1S BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations under

the License.

1.4 akkahttpcore 10.0.9

1.5 akkahttpjackson 10.0.9

1.5.1 Available under license :
Copyright 2015 Heiko Seeberger

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
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direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and

subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
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this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
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wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor

Open Source Used In DNA Center Platform 1.3.1.0 14



has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.6 akkahttptestkit 10.0.9
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1.7 akkaslf4) 2.5.6

1.8 akkastream 2.5.6

1.9 api-spec-converter 2.6.0

1.9.1 Available under license :
core-js@2.5.1
MIT
Copyright (c) 2014-2017 Denis Pushkarev

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

webpack@3.6.0
MIT
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
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included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

zone.js@0.8.18
MIT
The MIT License

Copyright (c) 2016 Google, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

@angular/core@4.4.5
MIT
MIT

@angular/router @4.4.5
MIT
MIT

@angular/http@4.4.5
MIT
MIT

@angular/forms@4.4.5
MIT
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MIT

@angular/platform-browser @4.4.5
MIT
MIT

@angular/common@4.4.5
MIT

MIT

babel -polyfill @6.26.0
MIT

MIT

core-js@2.5.1
MIT
Copyright (c) 2014-2017 Denis Pushkarev

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

webpack@3.6.0
MIT
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
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included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

zone.js@0.8.18
MIT
The MIT License

Copyright (c) 2016 Google, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

@angular/core@4.4.5
MIT
MIT

@angular/http@4.4.5
MIT
MIT

file-saver@1.3.3
MIT
The MIT License

Copyright 2016 [Eli Grey][1].

Open Source Used In DNA Center Platform 1.3.1.0

19



Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the " Software"), to deal in the Software without restriction, including without limitation the
rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit
persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN
AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

[1]: http://eligrey.com

@angular/forms@4.4.5
MIT
MIT

@angular/platform-browser@4.4.5
MIT
MIT

@angular/common@4.4.5
MIT

MIT

(MIT License)

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.
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1.10 axios 0.16.2

1.10.1 Available under license :
Copyright (c) 2014-present Matt Zabriskie

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.11 babel-cli 6.8.0

1.12 babel-cli 6.26.0

1.13 babel-core 6.8.0

1.14 babel-core 6.26.0
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1.15 babel-eslint 8.2.2

1.15.1 Available under license :
Copyright (c) 2014-2016 Sebastian McK enzie <sebmck@gmail.com>

MIT License

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.16 babel-jest 21.2.0

1.16.1 Available under license :
MIT License

For Jest software
Copyright (c) 2014-present, Facebook, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
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IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.17 babel-jest 21.2.0

1.18 babel-plugin-transform-async-to-
generator 6.24.1

1.19 babel-plugin-transform-class-properties
6.24.1

1.20 babel-plugin-transform-regenerator
6.26.0

1.21 babel-preset-es2015 6.24.1

1.21.1 Available under license :
Apache License
Version 2.0, January 2011
http://www.apache.org/licenses/
TERMSAND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
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"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
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excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includesa"NOTICE" text file as part of its
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distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
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unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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1.22 babel-preset-es2015 6.6.0

1.22.1 Available under license :

Apache License
Version 2.0, January 2011
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
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represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without

Open Source Used In DNA Center Platform 1.3.1.0



modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
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names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
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identification within third-party archives.
Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and
limitations under the License.

1.23 babel-preset-es2016 6.24.1

1.24 babel-preset-react 6.24.1

1.25 babel-preset-stage-2 6.24.1

1.26 babel-preset-stage-3 6.24.1

1.27 body-parser 1.18.1

1.27.1 Available under license :
(The MIT License)

Copyright (c) 2014 Jonathan Ong <me@jongleberry.com>
Copyright (c) 2014-2015 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,

Open Source Used In DNA Center Platform 1.3.1.0

32



distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.28 bootstrap 3.3.7

1.28.1 Available under license :
layout: docs
title: License FAQs
description: Commonly asked questions about Bootstrap's open source license.
group: about

Bootstrap isreleased under the MIT license and is copyright {{ site.time | date: "%Y" }} Twitter. Boiled down to
smaller chunks, it can be described with the following conditions.

#H### [t requires you to:

* Keep the license and copyright notice included in Bootstrap's CSS and JavaScript files when you use them in your
works

#HH## |t permits you to:

- Freely download and use Bootstrap, in whole or in part, for personal, private, company internal, or commercial
purposes

- Use Bootstrap in packages or distributions that you create

- Modify the source code

- Grant a sublicense to modify and distribute Bootstrap to third parties not included in the license

#H## |t forbids you to:

- Hold the authors and license owners liable for damages as Bootstrap is provided without warranty

- Hold the creators or copyright holders of Bootstrap liable

- Redistribute any piece of Bootstrap without proper attribution

- Use any marks owned by Twitter in any way that might state or imply that Twitter endorses your distribution
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- Use any marks owned by Twitter in any way that might state or imply that you created the Twitter softwarein
question

#H## |t does not require you to:

- Include the source of Bootstrap itself, or of any modifications you may have made to it, in any redistribution you
may assemble that includes it
- Submit changes that you make to Bootstrap back to the Bootstrap project (though such feedback is encouraged)

The full Bootstrap license islocated [in the project repository] ({{ site.repo } } /blob/v{{ site.current_version
}}/LICENSE) for more information.
The MIT License (MIT)

Copyright (c) 2011-2018 Twitter, Inc.
Copyright (c) 2011-2018 The Bootstrap Authors

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN
THE SOFTWARE.

1.29 chai 4.1.2

1.29.1 Available under license :

MIT License
Copyright (c) 2017 Chai.js Assertion Library

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
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The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.30 chai-http 3.0.0

1.31 classnames 2.2.5

1.31.1 Available under license :
The MIT License (MIT)

Copyright (c) 2017 Jed Watson

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

1.32 codemirror 5.37.0
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1.32.1 Available under license :

MIT License
Copyright (C) 2017 by Marijn Haverbeke <marijnh@gmail.com> and others

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the " Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN

THE SOFTWARE.

1.33 commons-compress 1.16.1

1.33.1 Available under license :
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
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"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
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publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
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notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
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the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Apache Commons Compress
Copyright 2002-2018 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (https.//www.apache.org/).

Thefilesin the package org.apache.commons.compress.archivers.sevenz
were derived from the LZMA SDK, version 9.20 (C/ and CPP/7zip/),

which has been placed in the public domain:

"LZMA SDK isplaced in the public domain." (http://www.7-zip.org/sdk.html)
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1.34 commons-text 1.2

1.34.1 Available under license :
/*
* Licensed to the Apache Software Foundation (ASF) under one or more
* contributor license agreements. See the NOTICE file distributed with
* thiswork for additional information regarding copyright ownership.
* The ASF licenses thisfile to Y ou under the Apache License, Version 2.0
* (the"License"); you may not use thisfile except in compliance with
* the License. You may obtain a copy of the License at

*

*  http://www.apache.org/licenses/L I CENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the Licenseis distributed on an "AS IS BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

Apache Commons Text

Copyright 2014-2018 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
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"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of

Open Source Used In DNA Center Platform 1.3.1.0



publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
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notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
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the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.35 commonsio 1.3.2
1.35.1 Available under license :

Apache Commons 1O
Copyright 2002-2017 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Apache License
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Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
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to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
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stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
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WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions

of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]
Licensed under the Apache License, Version 2.0 (the "License");

you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

Open Source Used In DNA Center Platform 1.3.1.0



http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.36 commonslang3 3.6
1.36.1 Available under license :

Apache Commons Lang
Copyright 2001-2018 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

This product includes software from the Spring Framework,
under the Apache License 2.0 (see: StringUtils.containsWhitespace())

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
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including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
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worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work

or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate

as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
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Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
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of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

1.37 cookie-parser 1.4.3

1.37.1 Available under license :
(The MIT License)

Copyright (c) 2014 TJ Holowaychuk <tj@vision-media.ca>
Copyright (c) 2015 Douglas Christopher Wilson <doug@somethingdoug.com>

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software’), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:
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The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'AS IS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.

1.38 css-loader 0.28.4

1.38.1 Available under license :
Copyright JS Foundation and other contributors

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
'Software'), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED 'ASIS, WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

1.39 csv-parse 2.0.0

1.39.1 Available under license :

Software License Agreement (BSD License)

Copyright (c) 2011, SARL Adaltas.

All rights reserved.
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Redistribution and use of this software in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

- Redistributions of source code must retain the above copyright notice, thislist of conditions and the following
disclaimer.

- Redistributions in binary form must reproduce the above copyright notice, thislist of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

- Neither the name of SARL Adaltas nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission of the SARL Adaltas.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.40 d3 3.5.17

1.40.1 Available under license :
Copyright 2010-2017 Mike Bostock
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of the author nor the names of contributors may be used to
endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
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ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

1.41 eclipse-github 2.1.15

1.41.1 Available under license :

/******************************************************************************

* Copyright (c) 2011 GitHub Inc.

*All rights reserved. This program and the accompanying materials

* are made available under the terms of the Eclipse Public License 2.0
* which accompanies this distribution, and is available at

* https.//www.eclipse.org/legal/epl-2.0/

* SPDX-License-ldentifier: EPL-2.0

* Contributors:
*  Kevin Sawicki (GitHub Inc.) - initial API and implementation

*****************************************************************************/

package org.eclipse.egit.github.core;

import java.io.Serializable;

#*

* Repository contributor model class
*/
public class Contributor implements Serializable {

I** serialVersionUID */
private static final long serialVersionUID = -8434028880839230626L ;

#*

* Anonymous contributor type value

*/
public static final String TYPE_ANONYMOUS ="Anonymous'; //$NON-NLS-1$
private int contributions;
privateint id;

private String avatarUrl;

private String login;
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private String name;
private String type;

private String url;

/**

* @return contributions

*/

public int getContributions() {
return contributions;

}

/**
* @param contributions
* @return this contributor
*/
public Contributor setContributions(int contributions) {
this.contributions = contributions;
return this;

}

/**

* @returnid

*/

public int getld() {
return id;

}

/**

* @param id

* @return this contributor

*/

public Contributor setld(int id) {
this.id =id;

return this;

}

/* *

* @return avatarUrl

*/

public String getAvatarUrl () {
return avatarUrl;

}

/**

* @param avatarUrl
* @return this contributor
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*/

public Contributor setAvatarUrl(String avatarUrl) {
this.avatarUrl = avatarUrl;

return this;

}

/**

* @return login

*/

public String getL ogin() {
return login;

}

/**

* @param login

* @return this contributor

*/

public Contributor setlogin(String login) {
this.login = login;

return this;

}

/**

* @return name

*/

public String getName() {
return name;

}

/**

* @param name

* @return this contributor

*/

public Contributor setName(String name) {
this.name = name;

return this;

}

/* *

* @return type

*/

public String getType() {
return type;

}

/**

* @param type
* @return this contributor
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*/
public Contributor setType(String type) {
this.type = type;

return this;

}

/**

* @return url

*/

public String getUrl() {
return url;

}

/**
* @param url
* @return this contributor
*/
public Contributor setUrl(String url) {
this.url = url;
return this;
}
}

1.42 elasticsearch 6.2.0

1.42.1 Available under license :
/*
The MIT License

Copyright (c) 2004-2015 Paul R. Holser, Jr.

Permission is hereby granted, free of charge, to any person obtaining
acopy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to
the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGESOR OTHER LIABILITY, WHETHER IN AN ACTION
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OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE SOFTWARE.
*/

Joni isreleased under the MIT License.

JCodingsisreleased under the MIT License.

Permission is hereby granted, free of charge, to any person obtaining a copy of

this software and associated documentation files (the " Software"), to deal in

the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do

so, subject to the following conditions:

The above copyright notice and this permission notice shall beincluded in all
copies or substantial portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGSIN THE
SOFTWARE.

# Jackson JSON processor

Jackson is a high-performance, Free/Open Source JSON processing library.
It was originally written by Tatu Saloranta (tatu.saloranta@iki.fi), and has
been in development since 2007.

It is currently developed by a community of developers, aswell as supported
commercialy by FasterXML.com.

## Licensing

Jackson core and extension components may licensed under different licenses.
To find the detail s that apply to this artifact see the accompanying LICENSE file.
For more information, including possible other licensing options, contact
FasterXML.com (http://fasterxml.com).

## Credits

A list of contributors may be found from CREDITS file, which isincluded
in some artifacts (usually source distributions); but is aways available
from the source code management (SCM) system project uses.

***The art of simplicity isa puzzle of complexity.***

## Overview ##
[YAML](http://yaml.org) is a data serialization format designed for human readability and interaction with scripting
languages.
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SnakeY AML isaYAML processor for the Java Virtual Machine.

## SnakeY AML features ##

* a**complete** [YAML 1.1 processor](http://yaml.org/spec/1.1/current.html). In particular, SnakeY AML can
parse all examples from the specification.

* Unicode support including UTF-8/UTF-16 input/outpuit.

* high-level API for serializing and deserializing native Java objects.

* support for all types from the [Y AML types repository] (http://yaml.org/type/index.html).

* relatively sensible error messages.

## Info ##
* [Changes] (https://bitbucket.org/asomov/snakeyaml/wiki/Changes)
* [ Documentation] (https://bitbucket.org/asomov/snakeyaml/wiki/Documentation)

## Contribute ##

* Mercurial DV CSis used to dance with the [source code] (https://bitbucket.org/asomov/snakeyaml/src).
* |f you find abug in SnakeY AML, please [file abug

report] (https://bitbucket.org/asomov/snakeyaml/issues?status=new& status=open).

* Y ou may discuss SnakeY AML at

[the mailing list](http://groups.google.com/group/snakeyaml-core).

This copy of Jackson JSON processor streaming parser/generator is licensed under the

Apache (Software) License, version 2.0 ("the License").

See the License for details about distribution rights, and the

specific rights regarding derivate works.

Y ou may obtain a copy of the License at:

http://www.apache.org/licenses/LICENSE-2.0
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
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otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
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worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
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of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
/*
* |Licensed to Elasticsearch under one or more contributor
* license agreements. See the NOTICE file distributed with
* thiswork for additional information regarding copyright
* ownership. Elasticsearch licenses thisfile to you under
* the Apache License, Version 2.0 (the "License"); you may
* not use thisfile except in compliance with the License.
* Y ou may obtain a copy of the License at

*

*  http://www.apache.org/licenses/L ICENSE-2.0

*

* Unless required by applicable law or agreed to in writing,

* software distributed under the License is distributed on an

* "ASIS' BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
* KIND, either express or implied. Seethe License for the

* gpecific language governing permissions and limitations

* under the License.

*/

ELASTIC LICENSE AGREEMENT

PLEASE READ CAREFULLY THISELASTIC LICENSE AGREEMENT (THIS"AGREEMENT"), WHICH
CONSTITUTESA LEGALLY BINDING AGREEMENT AND GOVERNSALL OF YOUR USE OF ALL OF
THE ELASTIC SOFTWARE WITH WHICH THIS AGREEMENT IS INCLUDED ("ELASTIC SOFTWARE")
THAT ISPROVIDED IN OBJECT CODE FORMAT, AND, IN ACCORDANCE WITH SECTION 2 BELOW,
CERTAIN OF THE ELASTIC SOFTWARE THAT ISPROVIDED IN SOURCE CODE FORMAT. BY
INSTALLING OR USING ANY OF THE ELASTIC SOFTWARE GOVERNED BY THISAGREEMENT, YOU
ARE ASSENTING TO THE TERMS AND CONDITIONS OF THISAGREEMENT. IF YOU DO NOT AGREE
WITH SUCH TERMS AND CONDITIONS, YOU MAY NOT INSTALL OR USE THE ELASTIC SOFTWARE
GOVERNED BY THISAGREEMENT. IF YOU ARE INSTALLING OR USING THE SOFTWARE ON
BEHALF OF A LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT YOU HAVE THE ACTUAL
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AUTHORITY TO AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF
SUCH ENTITY.

Posted Date: April 20, 2018

This Agreement is entered into by and between Elasticsearch BV ("Elastic") and
You, or the legal entity on behalf of whom Y ou are acting (as applicable,
"You").

1. OBJECT CODE END USER LICENSES, RESTRICTIONS AND THIRD PARTY OPEN SOURCE
SOFTWARE

1.1 Object Code End User License. Subject to the terms and conditions of

Section 1.2 of this Agreement, Elastic hereby grantsto You, AT NO CHARGE and
for so long as you are not in breach of any provision of this Agreement, a

License to the Basic Features and Functions of the Elastic Software.

1.2 Reservation of Rights; Restrictions. As between Elastic and Y ou, Elastic
and itslicensors own al right, title and interest in and to the Elastic

Software, and except as expressly set forth in Sections 1.1, and 2.1 of this
Agreement, no other license to the Elastic Software is granted to Y ou under
this Agreement, by implication, estoppel or otherwise. Y ou agree not to: (i)
reverse engineer or decompile, decrypt, disassemble or otherwise reduce any
Elastic Software provided to Y ou in Object Code, or any portion thereof, to
Source Code, except and only to the extent any such restriction is prohibited
by applicable law, (ii) except as expressly permitted in this Agreement,
prepare derivative works from, modify, copy or use the Elastic Software Object
Code or the Commercial Software Source Code in any manner; (iii) except as
expressly permitted in Section 1.1 above, transfer, sell, rent, lease,

distribute, sublicense, loan or otherwise transfer, Elastic Software Object
Code, inwhole or in part, to any third party; (iv) use Elastic Software

Object Code for providing time-sharing services, any software-as-a-service,
service bureau services or as part of an application services provider or

other service offering (collectively, "SaaS Offering") where obtaining access
to the Elastic Software or the features and functions of the Elastic Software
isaprimary reason or substantial motivation for users of the SaaS Offering

to access and/or use the SaaS Offering ("Prohibited SaaS Offering"); (v)
circumvent the limitations on use of Elastic Software provided to You in
Object Code format that are imposed or preserved by any License Key, or (vi)
ater or remove any Marks and Noticesin the Elastic Software. If Y ou have any
question as to whether a specific SaaS Offering constitutes a Prohibited SaaS
Offering, or are interested in obtaining Elastic's permission to engagein
commercial or non-commercial distribution of the Elastic Software, please
contact elastic_license@elastic.co.

1.3 Third Party Open Source Software. The Commercial Software may contain or
be provided with third party open source libraries, components, utilities and
other open source software (collectively, "Open Source Software"), which Open
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Source Software may have applicable license terms as identified on awebsite
designated by Elastic. Notwithstanding anything to the contrary herein, use of
the Open Source Software shall be subject to the license terms and conditions
applicable to such Open Source Software, to the extent required by the
applicable licensor (which terms shall not restrict the license rights granted

to Y ou hereunder, but may contain additional rights). To the extent any
condition of this Agreement conflicts with any license to the Open Source
Software, the Open Source Software license will govern with respect to such
Open Source Software only. Elastic may also separately provide you with
certain open source software that is licensed by Elastic. Y our use of such
Elastic open source software will not be governed by this Agreement, but by
the applicable open source license terms.

2. COMMERCIAL SOFTWARE SOURCE CODE

2.1 Limited License. Subject to the terms and conditions of Section 2.2 of

this Agreement, Elastic hereby grantsto You, AT NO CHARGE and for so long as
you are not in breach of any provision of this Agreement, alimited,
non-exclusive, non-transferable, fully paid up royalty free right and license

to the Commercial Software in Source Code format, without the right to grant
or authorize sublicenses, to prepare Derivative Works of the Commercial
Software, provided Y ou (i) do not hack the licensing mechanism, or otherwise
circumvent the intended limitations on the use of Elastic Software to enable
features other than Basic Features and Functions or those features Y ou are
entitled to as part of a Subscription, and (ii) use the resulting object code

only for reasonable testing purposes.

2.2 Restrictions. Nothing in Section 2.1 grants Y ou the right to (i) use the
Commercia Software Source Code other than in accordance with Section 2.1
above, (ii) use a Derivative Work of the Commercial Software outside of a
Non-production Environment, in any production capacity, on atemporary or
permanent basis, or (iii) transfer, sall, rent, lease, distribute, sublicense,

loan or otherwise make available the Commercial Software Source Code, in whole
or in part, to any third party. Notwithstanding the foregoing, Y ou may

maintain a copy of the repository in which the Source Code of the Commercial
Software resides and that copy may be publicly accessible, provided that you
include this Agreement with Y our copy of the repository.

3. TERMINATION

3.1 Termination. This Agreement will automatically terminate, whether or not
Y ou receive notice of such Termination from Elastic, if Y ou breach any of its
provisions.

3.2 Post Termination. Upon any termination of this Agreement, for any reason,
Y ou shall promptly cease the use of the Elastic Software in Object Code format
and cease use of the Commercial Software in Source Code format. For the
avoidance of doubt, termination of this Agreement will not affect Y our right
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to use Elastic Software, in either Object Code or Source Code formats, made
available under the Apache License Version 2.0.

3.3 Survival. Sections 1.2, 2.2. 3.3, 4 and 5 shall survive any termination or
expiration of this Agreement.

4. DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITY

4.1 Disclaimer of Warranties, TO THE MAXIMUM EXTENT PERMITTED UNDER APPLICABLE

LAW, THE ELASTIC SOFTWARE ISPROVIDED "AS 1S WITHOUT WARRANTY OF ANY KIND,

AND ELASTIC AND ITS LICENSORS MAKE NO WARRANTIES WHETHER EXPRESSED, IMPLIED OR
STATUTORY REGARDING OR RELATING TO THE ELASTIC SOFTWARE. TO THE MAXIMUM EXTENT
PERMITTED UNDER APPLICABLE LAW, ELASTIC AND ITS LICENSORS SPECIFICALLY

DISCLAIM ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT WITH RESPECT TO THE ELASTIC SOFTWARE, AND WITH
RESPECT TO THE USE OF THE FOREGOING. FURTHER, ELASTIC DOESNOT WARRANT RESULTS

OF USE OR THAT THE ELASTIC SOFTWARE WILL BE ERROR FREE OR THAT THE USE OF THE
ELASTIC SOFTWARE WILL BE UNINTERRUPTED.

4.2 Limitation of Liability. IN NO EVENT SHALL ELASTIC OR ITS LICENSORS BE

LIABLETO YOU OR ANY THIRD PARTY FOR ANY DIRECT OR INDIRECT DAMAGES,
INCLUDING, WITHOUT LIMITATION, FOR ANY LOSS OF PROFITS, LOSS OF USE, BUSINESS
INTERRUPTION, LOSS OF DATA, COST OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES OF ANY KIND, IN CONNECTION WITH
OR ARISING OUT OF THE USE OR INABILITY TO USE THE ELASTIC SOFTWARE, OR THE
PERFORMANCE OF OR FAILURE TO PERFORM THIS AGREEMENT, WHETHER ALLEGED AS A
BREACH OF CONTRACT OR TORTIOUS CONDUCT, INCLUDING NEGLIGENCE, EVEN IF ELASTIC
HASBEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

5. MISCELLANEOUS

This Agreement completely and exclusively states the entire agreement of the
parties regarding the subject matter herein, and it supersedes, and its terms
govern, all prior proposals, agreements, or other communications between the
parties, oral or written, regarding such subject matter. This Agreement may be
modified by Elastic from time to time, and any such modifications will be
effective upon the "Posted Date" set forth at the top of the modified
Agreement. If any provision hereof is held unenforceable, this Agreement will
continue without said provision and be interpreted to reflect the original

intent of the parties. This Agreement and any non-contractual obligation
arising out of or in connection with it, is governed exclusively by Dutch law.
This Agreement shall not be governed by the 1980 UN Convention on Contracts
for the International Sale of Goods. All disputes arising out of or in

connection with this Agreement, including its existence and validity, shall be
resolved by the courts with jurisdiction in Amsterdam, The Netherlands, except
where mandatory law provides for the courts at another location in The
Netherlands to have jurisdiction. The parties hereby irrevocably waive any and
al claims and defenses either might otherwise have in any such action or
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proceeding in any of such courts based upon any alleged lack of personal
jurisdiction, improper venue, forum non conveniens or any similar claim or
defense. A breach or threatened breach, by Y ou of Section 2 may cause
irreparable harm for which damages at law may not provide adequate relief, and
therefore Elastic shall be entitled to seek injunctive relief without being
required to post a bond. Y ou may not assign this Agreement (including by
operation of law in connection with amerger or acquisition), inwhole or in
part to any third party without the prior written consent of Elastic, which
may be withheld or granted by Elastic in its sole and absol ute discretion.
Any assignment in violation of the preceding sentenceisvoid. Noticesto
Elastic may also be sent to legal @elastic.co.

6. DEFINITIONS

The following terms have the meanings ascribed:

6.1 "Affiliate" means, with respect to a party, any entity that controls, is
controlled by, or which isunder common control with, such party, where
"control" means ownership of at least fifty percent (50%) of the outstanding
voting shares of the entity, or the contractual right to establish policy for,
and manage the operations of, the entity.

6.2 "Basic Features and Functions' means those features and functions of the
Elastic Software that are eligible for use under a Basic license, as set forth

at https.//www.elastic.co/subscriptions, as may be modified by Elastic from
timeto time.

6.3 "Commercial Software" means the Elastic Software Source Codein any file
containing a header stating the contents are subject to the Elastic License or
which is contained in the repository folder labeled "x-pack", unlessa LICENSE
file present in the directory subtree declares a different license.

6.4 "Derivative Work of the Commercial Software" means, for purposes of this
Agreement, any modification(s) or enhancement(s) to the Commercial Software,
which represent, as awhole, an original work of authorship.

6.5 "License" means alimited, non-exclusive, non-transferable, fully paid up,
royalty free, right and license, without the right to grant or authorize
sublicenses, solely for Your internal business operationsto (i) install and

use the applicable Features and Functions of the Elastic Software in Object
Code, and (ii) permit Contractors and Y our Affiliates to use the Elastic
software as set forth in (i) above, provided that such use by Contractors must
be solely for Y our benefit and/or the benefit of Y our Affiliates, and You

shall be responsible for all acts and omissions of such Contractors and
Affiliatesin connection with their use of the Elastic software that are
contrary to the terms and conditions of this Agreement.

6.6 "License Key" means a sequence of bytes, including but not limited to a
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JSON blob, that is used to enable certain features and functions of the
Elastic Software.

6.7 "Marks and Notices' means all Elastic trademarks, trade names, logos and
notices present on the Documentation as originally provided by Elastic.

6.8 "Non-production Environment" means an environment for devel opment, testing
or quality assurance, where software is not used for production purposes.

6.9 "Object Code" means any form resulting from mechanical transformation or
translation of Source Code form, including but not limited to compiled object
code, generated documentation, and conversions to other media types.

6.10 "Source Code" means the preferred form of computer software for making
maodifications, including but not limited to software source code,
documentation source, and configuration files.

6.11 "Subscription” means the right to receive Support Services and a License
to the Commercia Software.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
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"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
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use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions
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for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
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incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the Licenseis distributed on an "AS1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Elasticsearch
Copyright 2009-2018 Elasticsearch

This product includes software devel oped by The Apache Software
Foundation (http://www.apache.org/).

Apache HttpComponents Core

Copyright 2005-2016 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Apache HttpCore NIO
Copyright 2005-2016 The Apache Software Foundation

This product includes software developed at

The Apache Software Foundation (http://www.apache.org/).
Apache Commons Logging

Copyright 2003-2013 The Apache Software Foundation
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This product includes software developed at

The Apache Software Foundation (http://www.apache.org/).
Apache HttpComponents AsyncClient

Copyright 2010-2016 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
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editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
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Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.
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6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

This project contains annotations derived from JCIP-ANNOTATIONS
Copyright (c) 2005 Brian Goetz and Tim Peierls.

See http://www.jcip.net and the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/2.5)

Apache Commons Codec

Copyright 2002-2014 The Apache Software Foundation

This product includes software developed at
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The Apache Software Foundation (http://www.apache.org/).

src/test/org/apache/commons/codec/l anguage/DoubleM etaphoneTest.java
contains test data from http://aspell.net/test/orig/batchO.tab.
Copyright (C) 2002 Kevin Atkinson (kevina@gnu.org)

The content of package org.apache.commons.codec.language.bm has been trandated
from the original php source code available at http://stevemorse.org/phoneticinfo.htm

with permission from the original authors.
Original source copyright:
Copyright (c) 2008 Alexander Beider & Stephen P. Morse.
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
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Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work
(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
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or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
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by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
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This project includes Public Suffix List copied from
<https://publicsuffix.org/list/effective_tld_names.dat>
licensed under the terms of the Mozilla Public License, v. 2.0

Full license text: <http://mozilla.org/MPL/2.0/>

MozillaPublic License Version 2.0

1. Definitions

1.1. "Contributor"
means each individual or legal entity that creates, contributesto
the creation of, or owns Covered Software.

1.2. "Contributor Version"
means the combination of the Contributions of others (if any) used
by a Contributor and that particular Contributor's Contribution.

1.3. "Contribution"
means Covered Software of a particular Contributor.

1.4. "Covered Software"
means Source Code Form to which the initial Contributor has attached
the notice in Exhibit A, the Executable Form of such Source Code
Form, and Modifications of such Source Code Form, in each case
including portions thereof.

1.5. "Incompatible With Secondary Licenses'
means

(a) that the initial Contributor has attached the notice described
in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of
version 1.1 or earlier of the License, but not also under the
terms of a Secondary License.

1.6. "Executable Form"
means any form of the work other than Source Code Form.

1.7. "Larger Work"
means awork that combines Covered Software with other material, in
aseparatefile or files, that is not Covered Software.

1.8. "License"
means this document.
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1.9. "Licensable"
means having the right to grant, to the maximum extent possible,
whether at the time of the initial grant or subsequently, any and
all of the rights conveyed by this License.

1.10. "Modifications'
means any of the following:

(a) any file in Source Code Form that results from an addition to,
deletion from, or modification of the contents of Covered
Software; or

(b) any new file in Source Code Form that contains any Covered
Software.

1.11. "Patent Claims" of a Contributor
means any patent claim(s), including without limitation, method,
process, and apparatus claims, in any patent Licensable by such
Contributor that would be infringed, but for the grant of the
License, by the making, using, selling, offering for sale, having
made, import, or transfer of either its Contributions or its
Contributor Version.

1.12. "Secondary License"
means either the GNU General Public License, Version 2.0, the GNU
Lesser General Public License, Version 2.1, the GNU Affero General
Public License, Version 3.0, or any later versions of those
licenses.

1.13. "Source Code Form"
means the form of the work preferred for making modifications.

1.14."You" (or "Your")
means an individual or alegal entity exercising rights under this
License. For legal entities, "Y ou" includes any entity that
controls, is controlled by, or is under common control with Y ou. For
purposes of this definition, "control” means (a) the power, direct
or indirect, to cause the direction or management of such entity,
whether by contract or otherwise, or (b) ownership of more than
fifty percent (50%) of the outstanding shares or beneficial
ownership of such entity.

2. License Grants and Conditions

2.1. Grants
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Each Contributor hereby grants Y ou aworld-wide, royalty-free,
non-exclusive license:

() under intellectual property rights (other than patent or trademark)
Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its
Contributions, either on an unmodified basis, with Modifications, or
as part of aLarger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer
for sale, have made, import, and otherwise transfer either its
Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution
become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under
this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License.
Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software;
or

(b) for infringements caused by: (i) Y our and any other third party's
modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor
Version); or

(c) under Patent Claims infringed by Covered Software in the absence of
its Contributions.

This License does not grant any rightsin the trademarks, service marks,
or logos of any Contributor (except as may be necessary to comply with
the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants asaresult of Y our choice to
distribute the Covered Software under a subseguent version of this
License (see Section 10.2) or under the terms of a Secondary License (if
permitted under the terms of Section 3.3).
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2.5. Representation

Each Contributor represents that the Contributor believesits
Contributions are its original creation(s) or it has sufficient rights
to grant the rights to its Contributions conveyed by this License.

2.6. Far Use

This Licenseis not intended to limit any rights Y ou have under
applicable copyright doctrines of fair use, fair dealing, or other
equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted
in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any
Modifications that Y ou create or to which Y ou contribute, must be under
the terms of this License. Y ou must inform recipients that the Source
Code Form of the Covered Software is governed by the terms of this
License, and how they can obtain a copy of this License. Y ou may not
attempt to alter or restrict the recipients' rightsin the Source Code

Form.

3.2. Distribution of Executable Form

If Y ou distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code
Form, as described in Section 3.1, and Y ou must inform recipients of
the Executable Form how they can obtain a copy of such Source Code
Form by reasonable meansin atimely manner, at a charge no more
than the cost of distribution to the recipient; and

(b) Y ou may distribute such Executable Form under the terms of this
License, or sublicense it under different terms, provided that the
license for the Executable Form does not attempt to limit or alter
the recipients' rights in the Source Code Form under this License.

3.3. Digtribution of aLarger Work

Open Source Used In DNA Center Platform 1.3.1.0 87



Y ou may create and distribute a Larger Work under terms of Y our choice,
provided that Y ou also comply with the requirements of this License for

the Covered Software. If the Larger Work is a combination of Covered
Software with awork governed by one or more Secondary Licenses, and the
Covered Software is not Incompatible With Secondary Licenses, this
License permits Y ou to additionally distribute such Covered Software

under the terms of such Secondary License(s), so that the recipient of

the Larger Work may, at their option, further distribute the Covered
Software under the terms of either this License or such Secondary
License(s).

3.4. Notices

Y ou may not remove or alter the substance of any license notices
(including copyright notices, patent notices, disclaimers of warranty,
or limitations of liability) contained within the Source Code Form of
the Covered Software, except that Y ou may alter any license noticesto
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Y ou may choose to offer, and to charge a fee for, warranty, support,
indemnity or liability obligationsto one or more recipients of Covered
Software. However, Y ou may do so only on Y our own behalf, and not on
behalf of any Contributor. Y ou must make it absolutely clear that any
such warranty, support, indemnity, or liability obligation is offered by
You aone, and Y ou hereby agree to indemnify every Contributor for any
liability incurred by such Contributor as aresult of warranty, support,
indemnity or liability terms Y ou offer. Y ou may include additional
disclaimers of warranty and limitations of liability specific to any
jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it isimpossible for Y ou to comply with any of the terms of this
License with respect to some or all of the Covered Software due to
statute, judicial order, or regulation then Y ou must: (a) comply with
the terms of this License to the maximum extent possible; and (b)
describe the limitations and the code they affect. Such description must
be placed in atext file included with al distributions of the Covered
Software under this License. Except to the extent prohibited by statute
or regulation, such description must be sufficiently detailed for a
recipient of ordinary skill to be able to understand it.

5. Termination
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5.1. Therights granted under this License will terminate automatically

if You fail to comply with any of its terms. However, if Y ou become
compliant, then the rights granted under this License from a particular
Contributor are reinstated (@) provisionally, unless and until such
Contributor explicitly and finally terminates Y our grants, and (b) on an
ongoing basis, if such Contributor failsto notify Y ou of the
non-compliance by some reasonable means prior to 60 days after Y ou have
come back into compliance. Moreover, Y our grants from a particular
Contributor are reinstated on an ongoing basisif such Contributor
notifies Y ou of the non-compliance by some reasonable means, thisisthe
first time Y ou have received notice of non-compliance with this License
from such Contributor, and Y ou become compliant prior to 30 days after
Your receipt of the notice.

5.2. If Youinitiate litigation against any entity by asserting a patent
infringement claim (excluding declaratory judgment actions,
counter-claims, and cross-claims) alleging that a Contributor Version
directly or indirectly infringes any patent, then the rights granted to

You by any and al Contributors for the Covered Software under Section
2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all

end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Y our distributors under this License
prior to termination shall survive termination.
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* *

* 6. Disclaimer of Warranty *
* *

* *

* Covered Software is provided under thisLicenseon an "asis'  *
* basis, without warranty of any kind, either expressed, implied, or *
* gtatutory, including, without limitation, warrantiesthat the ~ *

* Covered Software isfree of defects, merchantable, fitfora  *

* particular purpose or non-infringing. The entirerisk astothe  *

* quality and performance of the Covered Software iswith Y ou. *
* Should any Covered Software prove defective in any respect, You  *
* (not any Contributor) assume the cost of any necessary servicing, *
* repair, or correction. This disclaimer of warranty constitutesan *

* essential part of this License. No use of any Covered Softwareis *
* authorized under this License except under this disclaimer. *

* *
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* *

* 7. Limitation of Liability *
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* *

* Under no circumstances and under no legal theory, whether tort ~ *

* (including negligence), contract, or otherwise, shall any *
* Contributor, or anyone who distributes Covered Software as *
* permitted above, be liable to Y ou for any direct, indirect, *

* gpecial, incidental, or consequential damages of any character  *

* including, without limitation, damages for lost profits, lossof *

* goodwill, work stoppage, computer failure or malfunction, or any *
* and all other commercial damages or losses, even if such party  *
* shall have been informed of the possibility of such damages. This *
* limitation of liability shall not apply to liability for death or *

* personal injury resulting from such party's negligencetothe  *

* extent applicable law prohibits such limitation. Some *

* jurisdictions do not allow the exclusion or limitation of *

* incidental or consequential damages, so this exclusion and *

* |imitation may not apply to You. *

* *
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8. Litigation

Any litigation relating to this License may be brought only in the
courts of ajurisdiction where the defendant maintains its principal
place of business and such litigation shall be governed by laws of that
jurisdiction, without reference to its conflict-of-law provisions.
Nothing in this Section shall prevent a party's ability to bring
cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject
matter hereof. If any provision of this Licenseisheld to be
unenforceable, such provision shall be reformed only to the extent
necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter
shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section
10.3, no one other than the license steward has the right to modify or
publish new versions of this License. Each version will be given a
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distinguishing version number.

10.2. Effect of New Versions

Y ou may distribute the Covered Software under the terms of the version
of the License under which Y ou originally received the Covered Software,
or under the terms of any subsequent version published by the license
steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to
create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove
any references to the name of the license steward (except to note that
such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary
Licenses

If Y ou choose to distribute Source Code Form that is Incompatible With
Secondary Licenses under the terms of this version of the License, the

notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public
License, v. 2.0. If acopy of the MPL was not distributed with this
file, Y ou can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular

file, then Y ou may include the notice in alocation (such asa LICENSE
filein arelevant directory) where arecipient would be likely to look
for such anotice.

Y ou may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses" Notice

This Source Code Form is "Incompatible With Secondary Licenses’, as
defined by the Mozilla Public License, v. 2.0.

Apache HttpComponents Client

Copyright 1999-2016 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).
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Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
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"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
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(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
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agreed to in writing, Licensor provides the Work (and each

Contributor provides its Contributions) on an "AS1S' BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions

of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any

risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
Copyright (c) 2000-2015 The Legion of the Bouncy Castle Inc. (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software

and associated documentation files (the " Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR

PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
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BE

LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR

OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER

DEALINGSIN THE SOFTWARE.

Format: https.//www.debian.org/doc/packaging-manual s/copyright-format/1.0/

Copyright: Elasticsearch B.V. <info@elastic.co>

License: ${license.name}

${license.text}

== License

Copyright 2013-2018 Elasticsearch

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/L ICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

== Copyright and License

This software is Copyright (c) 2013-2018 by Elasticsearch BV.

Thisis free software, licensed under The Apache License Version 2.0.
[role="xpack"]

[[license-settings]]

=== {xpack} License Settings

++++

<titleabbrev>License Settings</titleabbrev>

++++

Y ou can configure this licensing setting in the “elasticsearch.yml” file.
For more information, see
{ xpack-ref} /license-management.html[{ xpack} License Management].

“xpack.license.self_generated.type’::

Set to “basic™ (default) to enable basic { xpack} features. +

+

If set to “trid”, the self-generated license gives access only to all the features

of ax-pack for 30 days. Y ou can later downgrade the cluster to abasic license if
needed.
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[role="xpack"]
[testenv="basic"]
[[delete-licensd]]

=== Delete License AP

This API enables you to delete licensing information.

[float]
==== Ra]ueg

"DELETE /_xpack/license’

[float]
==== Description

When your license expires, { xpack} operatesin a degraded mode. For more
information, see {xpack-ref}/license-expiration.html[License Expiration].

[float]
==== Authorization

Y ou must have “manage’ cluster privilegesto use this API.
For more information, see

{ xpack-ref} /security-privileges.html[ Security Privileges].

[float]
—=== Examp|es

The following example queries the info API:

[source,js]

DELETE _xpack/license

/l CONSOLE
/I TEST[skip:license testing issues]

When the license is successfully deleted, the API returns the following response:
[source,js]

{
"acknowledged": true

}

/I NOTCONSOLE
[role="xpack"]
[testenv="basic"]
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[[get-license]]
=== Get License API

This API enables you to retrieve licensing information.

[float]
=—=== Raqueg

"GET /_xpack/license’

[float]
==== Description

This API returns information about the type of license, when it was issued, and
when it expires, for example.

For more information about the different types of licenses, see
https://www.el astic.co/subscriptions.

[float]
==== Query Parameters

“local*::

(boolean) Specifies whether to retrieve local information. The default value
is ‘fase’, which means the information is retrieved from the master node.

[float]
==== Authorization
Y ou must have “monitor” cluster privilegesto use this API.

For more information, see
{ xpack-ref} /security-privileges.html[ Security Privileges].

[float]

==== Examples

The following example provides information about a basic license:

[source,js]

GET _xpack/license

/l CONSOLE

[source,js]
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{

"license" : {
"status" : "active",
"uid" : "cbff45e7-c553-41f 7-ae4f-9205eabd80x X",
"type" : "basic",
"issue date" : "2018-02-22T23:12:05.550Z",
"issue_date in_millis" : 1519341125550,
"max_nodes" : 1000,
"issued to" : "test",
"issuer" : "elasticsearch”,
"start_date in_millis' : -1

/l TESTRESPONSE[ /" cbff45e7-c553-41f 7-ae4f-9205eabd80xx" /$hody.license.uid/]
/| TESTRESPONSE[s/"basic"/$body.license.type/]

/| TESTRESPONSE[s/"2018-02-22T23:12:05.550Z" /$body.license.issue_date/]
/l TESTRESPONSE[s/1519341125550/$body.license.issue_date_in_milli/]

/I TESTRESPON SE[s/1000/$body.license.max_nodes/]

/| TESTRESPONSE[</"test"/$body.license.issued_to/]

/l TESTRESPONSE[s/" el asticsearch"/$body.license.issuer/]

[role="xpack"]

[testenv="basic"]

[[update-license]]

=== Update License API

This API enables you to update your license.

[float]
=—=== Raqueg

"PUT _xpack/license’

[float]
==== Description

Y ou can update your license at runtime without shutting down your nodes.
License updates take effect immediately. If the license you are installing does
not support al of the features that were available with your previous license,
however, you are notified in the response. 'Y ou must then re-submit the API
request with the “acknowledge™ parameter set to “true’.

For more information about the different types of licenses, see
https.//www.€l astic.co/subscriptions.

[float]
==== Query Parameters
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“acknowledge™::
(boolean) Specifies whether you acknowledge the license changes. The default
valueis false'.

[float]
==== Request Body

“licenses'::

(array) A sequence of one or more JISON documents containing the license
information.

[float]
==== Authorization

If { security} is enabled, you need “manage’ cluster privilegesto install the
license.

If { security} isenabled and you areinstalling a gold or platinum license, you
must enable TL S on the transport networking layer before you install the license.

See <<configuring-tls>>.

[float]
==== Examples

The following example updates to a basic license:

[sourcejs]

POST _xpack/license
{
"licenses": [

{
"uid":"893361dc-9749-4997-93ch-802e3d7fadxx",
"type":"basic",

"issue_date in_millis*':1411948800000,
"expiry_date in_millis*:1914278399999,
"max_nodes":1,

"issued_to":"issuedTo",
"issuer":"issuer",

"signature”:"xx"

/I CONSOLE
/I TEST[skip:license testing issues]
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NOTE: These values are invalid; you must substitute the appropriate content
from your licensefile.

You can aternatively use a “curl” command, for example:

[sourcejs]
[source,shell]

curl -XPUT -u <user> 'http://<host>:<port>/_xpack/license' -H "Content-Type: application/json” -d @license.json

/I NOTCONSOLE

On Windows machine, use the following command:

[source,shell]

gc \licensejson | Invoke-WebRequest -uri http://<host>:<port>/_xpack/license -Credential elastic -Method Put -
ContentType "application/json"

In these examples,

* “<user>" isauser ID with the appropriate authority.

* “<host>" is the hostname of the { es} node (‘localhost™ if executing
locally)

* “<port>" is the http port (defaults to "9200°)

* “license.json’ isthe license JSON file

NOTE: If your {es} node has SSL enabled on the HTTP interface, you must
start your URL with “https://®

If you previously had alicense with more features than the basic license, you
receive the following response:

[source,js]

{
"acknowledged": false,

"license_status': "valid",
"acknowledge": {
"message”: """ This license update requires acknowledgement. To acknowledge the license, please read the
following messages and update the license again, this time with the "acknowledge=true" parameter:""",
"watcher": [
"Watcher will be disabled"
1
"logstash™: [
"Logstash will no longer poll for centrally-managed pipelines’
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1,
"security": [
"The following X-Pack security functionality will be disabled: ..." ]
}
}

/I NOTCONSOLE

To complete the update, you must re-submit the API request and set the
“acknowledge” parameter to “true’. For example:

[sourcejs]

POST _ xpack/license?acknowledge=true
{
"licenses": [

{
"uid":"893361dc-9749-4997-93cb-802e3d7fadxx",
"type":"basic",

"issue_date in_millis':1411948800000,
"expiry_date in_millis*;:1914278399999,
"max_nodes":1,

"issued to":"issuedTQ",

"issuer":"issuer",
"signature”:"xx"

// CONSOLE
/I TEST[skip:license testing issues]

Alternatively:

[source,sh]

curl -XPUT -u elastic 'http://<host>:<port>/_xpack/license?acknowledge=true' -H "Content-Type: application/json"
-d @license.,json

/I NOTCONSOLE

For more information about the features that are disabled when you downgrade
your license, see { xpack-ref}/license-expiration.html[License Expiration].

This package is free to use under the Elastic license. It contains open source
and free commercial features and access to paid commercial features.

{ stack-ov}/license-management.html[ Start a 30-day trial] to try out all of the
paid commercial features. Seethe

https://www.el asti c.co/subscriptiong] Subscriptions] page for information about
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Elastic license levels.

The Netty Project

Please visit the Netty web site for more information:

* http://netty.iof

Copyright 2011 The Netty Project

The Netty Project licenses thisfile to you under the Apache License,
version 2.0 (the "License"); you may not use thisfile except in compliance
with the License. Y ou may obtain a copy of the License at:

http://www.apache.org/licenses/L ICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "ASIS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the specific language governing permissions and limitations

under the License.

Also, please refer to each LICENSE.<component>.txt file, which islocated in
the 'license' directory of the distribution file, for the license terms of the
components that this product depends on.

This product contains the extensions to Java Collections Framework which has
been derived from the works by JSR-166 EG, Doug L ea, and Jason T. Greene:

* LICENSE:
* license/LICENSE.jsr166y.txt (Public Domain)
* HOMEPAGE:
* http://gee.cs.oswego.edu/cgi-bin/viewcvs.cgi/jsr166/
* http://viewvc.jboss.org/cgi-bin/viewvc.cgi/jbosscache/experimental /jsr166/

This product contains a modified version of Robert Harder's Public Domain
Base64 Encoder and Decoder, which can be obtained at:

* LICENSE:
* license/LI CENSE.base64.txt (Public Domain)
* HOMEPAGE:
* http://iharder.sourceforge.net/current/java/base64/

This product contains a modified version of 'JZlib', a re-implementation of
Zlib in pure Java, which can be obtained at:
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* LICENSE:

* license/LICENSE.jzlib.txt (BSD Style License)
* HOMEPAGE:

* http://www.jcraft.com/jzlib/

This product contains a modified version of 'Webbit', a Java event based
WebSocket and HTTP server:

* LICENSE:

* license/LI CENSE.webbit.txt (BSD License)
* HOMEPAGE:

* https://github.com/joewal nes/webbit

This product optionally depends on 'Protocol Buffers, Google's data
interchange format, which can be obtained at:

* LICENSE:

* license/LI CENSE.protobuf.txt (New BSD License)
* HOMEPAGE:

* http://code.google.com/p/protobuf/

This product optionally depends on 'Bouncy Castle Crypto APIS to generate
atemporary self-signed X.509 certificate when the VM does not provide the
equivalent functionality. It can be obtained at:

* LICENSE:

* license/LI CENSE.bouncycastle.txt (MIT License)
* HOMEPAGE:

* http://lwww.bouncycastle.org/

This product optionally depends on 'SLF4J, asimple logging facade for Java,
which can be obtained at:

* LICENSE:

* license/LICENSE.df4j.txt (MIT License)
* HOMEPAGE:

* http://lwww.slf4j.org/

This product optionally depends on 'Apache Commons Logging', alogging
framework, which can be obtained at:

* LICENSE:

* license/L I CENSE.commons-logging.txt (Apache License 2.0)
* HOMEPAGE:

* http://commons.apache.org/logging/

This product optionally depends on 'Apache Log4J, alogging framework,
which can be obtained at:
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* LICENSE:

* license/LI CENSE.logdj.txt (Apache License 2.0)
* HOMEPAGE:

* http://logging.apache.org/log4j/

This product optionally depends on 'JBoss Logging', alogging framework,
which can be obtained at:

* LICENSE:
* license/LI CENSE.jboss-logging.txt (GNU LGPL 2.1)
* HOMEPAGE:
* http://anonsvn.jboss.org/repos/common/common-logging-spi/

This product optionally depends on 'Apache Felix', an open source OSGi
framework implementation, which can be obtained at:

* LICENSE:
* license/LI CENSE.felix.txt (Apache License 2.0)
* HOMEPAGE:
* http://felix.apache.org/
Apache Lucene
Copyright 2014 The Apache Software Foundation

This product includes software developed at
The Apache Software Foundation (http://www.apache.org/).

Includes software from other Apache Software Foundation projects,
including, but not limited to:

- Apache Ant

- Apache Jakarta Regexp

- Apache Commons

- Apache Xerces

ICU4J, (under analysis/icu) islicensed under an MIT styleslicense
and Copyright (c) 1995-2008 International Business Machines Corporation and others

Some data files (under analysis/icu/src/data) are derived from Unicode data such
as the Unicode Character Database. See http://unicode.org/copyright.html for more
details.

Brics Automaton (under core/src/javalorg/apache/lucene/util/automaton) is
BSD-licensed, created by Anders Mller. See http://www.brics.dk/automaton/

The levenshtein automata tables (under core/src/javalorg/apache/lucene/util/automaton) were
automatically generated with the moman/finenight FSA library, created by

Jean-Philippe Barrette-LaPierre. Thislibrary is available under an MIT license,

see http://sites.google.com/site/rrettesite/moman and
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http://bitbucket.org/jpbarrette/moman/overview/

The class org.apache.lucene.util.Weakl dentityM ap was derived from
the Apache CXF project and is Apache License 2.0.

The Google Code Prettify is Apache License 2.0.
See http://code.google.com/p/google-code-prettify/

JUnit (junit-4.10) is licensed under the Common Public Licensev. 1.0
See http://junit.sourceforge.net/cpl-v10.html

This product includes code (Jaspell TernarySearchTrie) from Java Spelling Checkin
g Package (jaspell): http://jaspell.sourceforge.net/
License: The BSD License (http://www.opensource.org/licenses/bsd-li cense.php)

The snowball stemmersin

analysis/common/src/javal/net/sf/snowbal

were developed by Martin Porter and Richard Boulton.

The snowball stopword listsin
analysis/common/src/resources/org/apache/lucene/analysis/snowball
were developed by Martin Porter and Richard Boulton.

The full snowball package is available from

http://snowball .tartarus.org/

The KStem stemmer in

analysis/common/src/org/apache/lucene/analysis/en
was developed by Bob Krovetz and Sergio Guzman-Lara (ClIR-UMass Amherst)
under the BSD-license.

The Arabic,Persian,Romanian,Bulgarian, Hindi and Bengali analyzers (common) come with a default
stopword list that is BSD-licensed created by Jacques Savoy. Thesefilesresidein:
analysis/common/src/resources/org/apache/lucene/analysis/ar/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/falstopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysi s/ro/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/bg/stopwords.txt,
analysis/common/src/resources/org/apache/l ucene/analysi /hi/stopwords.txt,
analysis/common/src/resources/org/apache/lucene/analysis/bn/stopwords.txt

See http://members.unine.ch/jacques.savoy/clef/index.html.

The German,Spanish,Finnish,French,Hungarian,ltalian,Portuguese, Russian and Swedish light stemmers
(common) are based on BSD-licensed reference implementations created by Jacques Savoy and
Ljiljana Dolamic. Thesefilesresidein:
analysis/common/src/javalorg/apache/lucene/analysis/de/GermanLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/de/GermanMinimal Stemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/es/Spani shLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/fi/FinnishLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysi §/fr/FrenchLightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/fr/FrenchMinimal Stemmer java
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analysis/common/src/javalorg/apache/lucene/analysis’hu/HungarianLightStemmer.java
analysis’common/src/javalorg/apache/lucene/anaysis/it/lItalianLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/pt/Portuguesel ightStemmer.java
analysis’common/src/javalorg/apache/lucene/analysis/ru/RussianLightStemmer.java
analysis/common/src/javalorg/apache/lucene/analysis/sv/SwedishLightStemmer.java

The Stempel analyzer (stempel) includes BSD-licensed software developed
by the Egothor project http://egothor.sf.net/, created by Leo Galambos, Martin Kvapil,
and Edmond Nolan.

The Polish analyzer (stempel) comes with a default

stopword list that is BSD-licensed created by the Carrot2 project. The file resides
in stempel/src/resources/org/apache/lucene/analysi/pl/stopwords.txt.

See http://project.carrot2.org/license.html.

The SmartChineseAnalyzer source code (smartcn) was
provided by Xiaoping Gao and copyright 2009 by www.imdict.net.

WordBreakTestUnicode *.java (under modules/analysis'common/src/test/)
is derived from Unicode data such as the Unicode Character Database.
See http://unicode.org/copyright.ntml for more details.

The Morfologik analyzer (morfologik) includes BSD-licensed software
developed by Dawid Weiss and Marcin Mikowski (http://morfol ogik.blogspot.comy/).

Morfologik uses data from Polish ispell/myspell dictionary
(http://lwww.gjp.pl/slownik/en/) licenced on the terms of (inter aia)
LGPL and Creative Commons ShareAlike.

Morfologic includes data from BSD-licensed dictionary of Polish (SGJP)
(http://sgjp.pl/morfeusz/)

Servlet-api.jar and javax.servlet-* .jar are under the CDDL license, the original
source code for this can be found at http://www.eclipse.org/jetty/downl oads.php

Kuromoji Japanese Morphological Analyzer - Apache Lucene Integration

This software includes a binary and/or source version of datafrom

mecab-ipadic-2.7.0-20070801

which can be obtained from

http://atilika.com/rel eases/mecab-ipadi c/mecab-ipadic-2.7.0-20070801.tar.gz

or
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http://jai st.dl.sourceforge.net/project/mecab/mecab-ipadi c/2.7.0-20070801/mecab-ipadic-2.7.0-20070801.tar.gz

mecab-ipadic-2.7.0-20070801 Notice

Nara Institute of Science and Technology (NAIST),

the copyright holders, disclaims all warranties with regard to this
software, including all implied warranties of merchantability and
fitness, in no event shall NAIST beliable for

any special, indirect or consequential damages or any damages
whatsoever resulting from loss of use, data or profits, whether in an
action of contract, negligence or other tortuous action, arising out
of or in connection with the use or performance of this software.

A large portion of the dictionary entries
originate from ICOT Free Software. The following conditions for ICOT
Free Software applies to the current dictionary as well.

Each User may aso freely distribute the Program, whether in its

original form or modified, to any third party or parties, PROVIDED

that the provisions of Section 3 ("NO WARRANTY") will ALWAY S appear
on, or be attached to, the Program, which is distributed substantially

in the same form as set out herein and that such intended

distribution, if actually made, will neither violate or otherwise

contravene any of the laws and regulations of the countries having
jurisdiction over the User or the intended distribution itself.

NO WARRANTY

The program was produced on an experimental basis in the course of the
research and development conducted during the project and is provided
to users as so produced on an experimental basis. Accordingly, the
program is provided without any warranty whatsoever, whether express,
implied, statutory or otherwise. The term "warranty" used herein
includes, but is not limited to, any warranty of the quality,

performance, merchantability and fitness for a particular purpose of

the program and the nonexistence of any infringement or violation of
any right of any third party.

Each user of the program will agree and understand, and be deemed to
have agreed and understood, that there is no warranty whatsoever for
the program and, accordingly, the entire risk arising from or
otherwise connected with the program is assumed by the user.

Therefore, neither ICOT, the copyright holder, or any other
organization that participated in or was otherwise related to the
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development of the program and their respective officials, directors,
officers and other employees shall be held liable for any and all
damages, including, without limitation, general, special, incidental
and consequential damages, arising out of or otherwise in connection
with the use or inability to use the program or any product, material
or result produced or otherwise obtained by using the program,
regardless of whether they have been advised of, or otherwise had
knowledge of, the possibility of such damages at any time during the
project or thereafter. Each user will be deemed to have agreed to the
foregoing by his or her commencement of use of the program. Theterm
"use" as used herein includes, but is not limited to, the use,
modification, copying and distribution of the program and the
production of secondary products from the program.

In the case where the program, whether in its original form or
modified, was distributed or delivered to or received by a user from
any person, organization or entity other than ICOT, unless it makes or
grants independently of ICOT any specific warranty to the user in
writing, such person, organization or entity, will also be exempted
from and not be held liable to the user for any such damages as noted
above as far as the program is concerned.

Copyright (c) 2012 France Tlcom

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holders nor the names of its
contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.
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[The"BSD license"]
Copyright (c) 2015 Terence Parr, Sam Harwell
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE AUTHOR TASIS' AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
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"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that isintentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
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publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(¢) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
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notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS|S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
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the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil java was
derived from unicode conversion examples available at
http://www.unicode.org/Public/PROGRAMS/CVTUTF. Hereisthe copyright
from those sources:

/*
* Copyright 2001-2004 Unicode, Inc.

*

* Disclaimer
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*

* This source code is provided asis by Unicode, Inc. No claims are
* made asto fitness for any particular purpose. No warranties of any
* kind are expressed or implied. The recipient agrees to determine

* applicability of information provided. If thisfile has been

* purchased on magnetic or optical media from Unicode, Inc., the

* sole remedy for any claim will be exchange of defective media

* within 90 days of receipt.

*

* Limitations on Rights to Redistribute This Code

* Unicode, Inc. hereby grants the right to freely use the information
* supplied in thisfile in the creation of products supporting the

* Unicode Standard, and to make copies of thisfile in any form

* for internal or external distribution as long as this notice

* remains attached.

*/

Some code in core/src/javalorg/apache/lucene/util/ArrayUtil java was
derived from Python 2.4.2 sources available at
http://ww.python.org. Full licenseis here:

http://www.python.org/downl oad/rel eases/2.4.2/license/

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil java was
derived from Python 3.1.2 sources available at
http://ww.python.org. Full licenseis here:

http://www.python.org/download/rel eases/3.1.2/license/

Some code in core/src/javalorg/apache/lucene/ util/automaton was
derived from Brics automaton sources available at
www.brics.dk/automaton/. Here is the copyright from those sources:

/*

* Copyright (c) 2001-2009 Anders Moeller

* All rights reserved.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, thislist of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, thislist of conditions and the following disclaimer in the

*  documentation and/or other materials provided with the distribution.
* 3. The name of the author may not be used to endorse or promote products
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*  derived from this software without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR “ASIS' AND ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

*/

The levenshtein automata tables in core/src/javalorg/apache/l ucene/util/automaton
were automatically generated with the moman/finenight FSA package.
Here isthe copyright for those sources:

# Copyright (c) 2010, Jean-Philippe Barrette-LaPierre, <jpb@rrette.com>

#

# Permission is hereby granted, free of charge, to any person

# obtaining a copy of this software and associated documentation

# files (the " Software"), to deal in the Software without

# restriction, including without limitation the rightsto use,

# copy, modify, merge, publish, distribute, sublicense, and/or sell

# copies of the Software, and to permit persons to whom the

# Software is furnished to do so, subject to the following

# conditions:

#

# The above copyright notice and this permission notice shall be

#included in all copies or substantial portions of the Software.

#

# THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND,
#EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
# OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
#NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
#HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
#WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
#FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
# OTHER DEALINGS IN THE SOFTWARE.

Some code in core/src/javalorg/apache/lucene/util/UnicodeUtil java was
derived from ICU (http://www.icu-project.org)

Thefull license is available here:
http://source.icu-project.org/repos/icu/icu/trunk/license.html

/*
* Copyright (C) 1999-2010, International Business Machines
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* Corporation and others. All Rights Reserved.

*

* Permission is hereby granted, free of charge, to any person obtaining a copy

* of this software and associated documentation files (the " Software"), to deal

* in the Software without restriction, including without limitation the rights

* to use, copy, modify, merge, publish, distribute, and/or sell copies of the

* Software, and to permit persons to whom the Software is furnished to do so,

* provided that the above copyright notice(s) and this permission notice appear

* in al copies of the Software and that both the above copyright notice(s) and

* this permission notice appear in supporting documentation.

*

* THE SOFTWARE ISPROVIDED "ASIS', WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

* IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,

* FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS.
* IN NO EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THISNOTICE BE
* LIABLE FOR ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR
* ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
* IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT

* OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*

* Except as contained in this notice, the name of a copyright holder shall not

* be used in advertising or otherwise to promote the sale, use or other

* dealingsin this Software without prior written authorization of the

* copyright holder.

*/

The following license applies to the Snowball stemmers:

Copyright (c) 2001, Dr Martin Porter
Copyright (c) 2002, Richard Boulton
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

* thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright

* notice, thislist of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* Neither the name of the copyright holders nor the names of its contributors
* may be used to endorse or promote products derived from this software

* without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"

AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORSBE LIABLE
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FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The following license applies to the KStemmer:

Copyright 2003,

Center for Intelligent Information Retrieval,
University of Massachusetts, Amherst.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. The names "Center for Intelligent Information Retrieval" and

"University of Massachusetts' must not be used to endorse or promote products
derived from this software without prior written permission. To obtain
permission, contact info@ciir.cs.umass.edu.

THIS SOFTWARE ISPROVIDED BY UNIVERSITY OF MASSACHUSETTS AND OTHER CONTRIBUTORS
"ASIS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,

THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

The following license applies to the Morfologik project:
Copyright (c) 2006 Dawid Weiss
Copyright (c) 2007-2011 Dawid Weiss, Marcin Mikowski

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
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are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of Morfologik nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS"ASIS' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The dictionary comes from Morfologik project. Morfologik uses data from
Polish ispell/myspell dictionary hosted at http://mwww.gjp.pl/slownik/en/ and
islicenced on the terms of (inter alia) LGPL and Creative Commons
ShareAlike. The part-of-speech tags were added in Morfologik project and
are not found in the data from §p.pl. The tagset issimilar to IPl PAN
tagset.

The following license applies to the Morfeusz project,
used by org.apache.lucene.analysis.morfologik.

BSD-licensed dictionary of Polish (SGJP)
http://sgjp.pl/morfeusz/

Copyright 2011 Zygmunt Saloni, Wodzimierz Gruszczyski,
Marcin Woliski, Robert Woosz

All rights reserved.

Redistribution and usein source and binary forms, with or without
modification, are permitted provided that the following conditions are
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met:

1. Redistributions of source code must retain the above copyright
notice, thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, thislist of conditions and the following disclaimer in the
documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY COPYRIGHT HOLDERS ASIS AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL COPYRIGHT HOLDERSOR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright 2010 RightTime, Inc.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS |S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMSAND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

Open Source Used In DNA Center Platform 1.3.1.0
120



"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
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"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
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pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
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incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 2010-2013, Carrot Search s.c., Boznicza 11/56, Poznan, Poland

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
Eclipse Foundation Software User Agreement

April 9, 2014
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Usage Of Content

THE ECLIPSE FOUNDATION MAKES AVAILABLE SOFTWARE, DOCUMENTATION, INFORMATION
AND/OR OTHER MATERIALS FOR OPEN SOURCE

PROJECTS (COLLECTIVELY "CONTENT"). USE OF THE CONTENT IS GOVERNED BY THE TERMS AND
CONDITIONS OF THISAGREEMENT AND/OR

THE TERMS AND CONDITIONS OF LICENSE AGREEMENTS OR NOTICES INDICATED OR
REFERENCED BELOW. BY USING THE CONTENT, YOU AGREE

THAT YOUR USE OF THE CONTENT IS GOVERNED BY THISAGREEMENT AND/OR THE TERMS AND
CONDITIONS OF ANY APPLICABLE LICENSE

AGREEMENTS OR NOTICES INDICATED OR REFERENCED BELOW. IF YOU DO NOT AGREE TO THE
TERMS AND CONDITIONS OF THISAGREEMENT

AND THE TERMS AND CONDITIONS OF ANY APPLICABLE LICENSE AGREEMENTS OR NOTICES
INDICATED OR REFERENCED BELOW, THEN YOU MAY

NOT USE THE CONTENT.

Applicable Licenses

Unless otherwise indicated, all Content made available by the Eclipse Foundation is provided to you under the terms
and

conditions of the Eclipse Public License Version 1.0 ("EPL"). A copy of the EPL is provided with this Content and
is

also available at http://www.eclipse.org/legal/epl-v10.html. For purposes of the EPL, "Program™ will mean the
Content.

Content includes, but is not limited to, source code, object code, documentation and other files maintained in the
Eclipse Foundation source code repository ("Repository”) in software modules ("Modules') and made available as
downloadable archives ("Downloads").

*  Content may be structured and packaged into modules to facilitate delivering, extending, and upgrading the
Content.
Typical modules may include plug-ins ("Plug-ins"), plug-in fragments (" Fragments"), and features (" Features").
* Each Plug-in or Fragment may be packaged as a sub-directory or JAR (Java ARchive) in adirectory named
"plugins’.
* A Featureis abundle of one or more Plug-ins and/or Fragments and associated material. Each Feature may be
packaged
as asub-directory in adirectory named "features'. Within a Feature, files named "featurexml" may contain alist
of the names and version numbers of the Plug-ins and/or Fragments associated with that Feature.
*  Features may also include other Features ("Included Features'). Within a Feature, files named "feature.xml" may
contain alist of the names and version numbers of Included Features.

The terms and conditions governing Plug-ins and Fragments should be contained in files named "about.html"
("Abouts").

The terms and conditions governing Features and Included Features should be contained in files named
"license.html"

("Feature Licenses"). Abouts and Feature Licenses may be located in any directory of a Download or Module
including, but

not limited to the following locations:
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*  Thetop-level (root) directory

*  Plug-in and Fragment directories

* Inside Plug-ins and Fragments packaged as JARs

*  Sub-directories of the directory named "src" of certain Plug-ins
* Feature directories

Note: if a Feature made available by the Eclipse Foundation is installed using the Provisioning Technology (as
defined

below), you must agree to alicense ("Feature Update License") during the installation process. If the Feature
contains

Included Features, the Feature Update License should either provide you with the terms and conditions governing
the

Included Features or inform you where you can locate them. Feature Update Licenses may be found in the "license"
property of files named "feature.properties’ found within a Feature. Such Abouts, Feature Licenses, and Feature
Update

Licenses contain the terms and conditions (or references to such terms and conditions) that govern your use of the
associated Content in that directory.

THE ABOUTS, FEATURE LICENSES, AND FEATURE UPDATE LICENSES MAY REFER TO THE EPL OR
OTHER LICENSE AGREEMENTS, NOTICES OR

TERMS AND CONDITIONS. SOME OF THESE OTHER LICENSE AGREEMENTS MAY INCLUDE (BUT
ARE NOT LIMITED TO):

* Eclipse Distribution License Version 1.0 (available at http://www.eclipse.org/licenses/edl-v10.html)
* Common Public License Version 1.0 (available at http://www.eclipse.org/legal/cpl-v10.html)

*  Apache Software License 1.1 (available at http://www.apache.org/licenses/LICENSE)

*  Apache Software License 2.0 (available at http://www.apache.org/licenses/LI CENSE-2.0)

* MozillaPublic License Version 1.1 (available at http://www.mozilla.org/MPL/MPL-1.1.html)

ITISYOUR OBLIGATION TO READ AND ACCEPT ALL SUCH TERMS AND CONDITIONS PRIOR TO
USE OF THE CONTENT. If no About, Feature

License, or Feature Update License is provided, please contact the Eclipse Foundation to determine what terms and
conditions govern that particular Content.

### Use of Provisioning Technology

The Eclipse Foundation makes available provisioning software, examples of which include, but are not limited to,
p2 and

the Eclipse Update Manager ("Provisioning Technology") for the purpose of allowing usersto install software,
documentation, information and/or other materials (collectively "Installable Software"). This capability is provided
with the intent of allowing such usersto install, extend and update Eclipse-based products. Information about
packaging

Installable Software is available at http://eclipse.org/equinox/p2/repository_packaging.html (" Specification”).

Y ou may use Provisioning Technology to allow other partiesto install Installable Software. Y ou shall be responsible
for
enabling the applicable license agreements relating to the Installable Software to be presented to, and accepted by,
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the

users of the Provisioning Technology in accordance with the Specification. By using Provisioning Technology in
such a

manner and making it available in accordance with the Specification, you further acknowledge your agreement to,
and the

acquisition of all necessary rights to permit the following:

1. A series of actions may occur ("Provisioning Process') in which a user may execute the Provisioning Technology
ona
machine ("Target Machine") with the intent of installing, extending or updating the functionality of an
Eclipse-based product.
2. During the Provisioning Process, the Provisioning Technology may cause third party Installable Software or a
portion
thereof to be accessed and copied to the Target Machine.
3. Pursuant to the Specification, you will provide to the user the terms and conditions that govern the use of the
Installable Software ("Installable Software Agreement") and such Installable Software Agreement shall be
accessed
from the Target Machine in accordance with the Specification. Such Installable Software Agreement must inform
the
user of the terms and conditions that govern the Installable Software and must solicit acceptance by the end user in
the manner prescribed in such Installable Software Agreement. Upon such indication of agreement by the user, the
provisioning Technology will complete installation of the Installable Software.

Cryptography

Content may contain encryption software. The country in which you are currently may have restrictions on the
import,

possession, and use, and/or re-export to another country, of encryption software. BEFORE using any encryption
software,

please check the country's laws, regulations and policies concerning the import, possession, or use, and re-export of
encryption software, to seeif thisis permitted.

Javaand all Java-based trademarks are trademarks of Oracle Corporation in the United States, other countries,
or both.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMSAND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
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"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
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"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
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pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
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incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
The code in this repository code was Written by Gil Tene, Michael Barker,
and Matt Warren, and released to the public domain, as explained at
http://creativecommons.org/publicdomain/zero/1.0/
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For users of this code who wish to consume it under the "BSD" license
rather than under the public domain or CCO contribution text mentioned
above, the code found under this directory is*aso* provided under the
following license (commonly referred to asthe BSD 2-Clause License). This
license does not detract from the above stated rel ease of the code into

the public domain, and simply represents an additional license granted by
the Author.

** Beginning of "BSD 2-Clause License" text. **

Copyright (c) 2012, 2013, 2014 Gil Tene
Copyright (c) 2014 Michael Barker
Copyright (c) 2014 Matt Warren

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice,
thislist of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
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"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Lega Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editoria revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
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excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) aleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified filesto carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includesa"NOTICE" text file as part of its
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distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those naotices that do not
pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "ASIS' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
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unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Y our own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright 1999-2005 The Apache Software Foundation

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the Licenseis distributed on an "AS1S" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.
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Apache log4j
Copyright 2007 The Apache Software Foundation

This product includes software devel oped at
The Apache Software Foundation (http://www.apache.org/).
Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or trandation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other mediatypes.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, asindicated by a
copyright notice that isincluded in or attached to the work

(an exampleis provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as awhole, an original work of authorship. For the purposes
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of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by anindividual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of ,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grantsto Y ou a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in alawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to Y ou under this License for that Work shall terminate
as of the date such litigation isfiled.

4. Redistribution. Y ou may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that Y ou
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meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that Y ou changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and

(d) If the Work includes a"NOTICE" text file as part of its
distribution, then any Derivative Works that Y ou distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within adisplay generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. Y ou may add Y our own attribution
notices within Derivative Works that Y ou distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additiona attribution notices cannot be construed
as modifying the License.

Y ou may add Y our own copyright statement to Y our modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Y our modifications, or

for any such Derivative Works as awhole, provided Y our use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless Y ou explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by Y ou to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
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except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS1S' BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. Y ou are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Y our exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to Y ou for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising asa
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, Y ou may choose to offer,
and charge afee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, Y ou may act only
on Your own behalf and on Y our sole responsibility, not on behal f
of any other Contributor, and only if Y ou agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "{}"
replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. We also recommend that a
file or class name and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.
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Copyright { yyyy} { name of copyright owner}

Licensed under the Apache License, Version 2.0 (the "License");
you may not use thisfile except in compliance with the License.
Y ou may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS |S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
About This Content

May 22, 2015

License

The Eclipse Foundation makes available all content in this plug-in (*Content"). Unless otherwise indicated below,
the

Content is provided to you under the terms and conditions of the Apache License, Version 2.0. A copy of the
Apache

License, Version 2.0 is available at http://www.apache.org/licenses/LI CENSE-2.0.txt

If you did not receive this Content directly from the Eclipse Foundation, the Content is being redistributed by
another

party ("Redistributor") and different terms and conditions may apply to your use of any object code in the Content.
Check the Redistributors license that was provided with the Content. If no such license exists, contact the
Redistributor. Unless otherwise indicated bel ow, the terms and conditions of the Apache License, Version 2.0 still
apply

to any source code in the Content and such source code may be obtained at

http://www.eclipse.org] (http://www.eclipse.org.

The code for the t-digest was originally authored by Ted Dunning

A number of small but very helpful changes have been contributed by Adrien Grand (https://github.com/jpountz)

= NOTICE file corresponding to section 4d of the Apache License Version 2.0 =

This product includes software devel oped by
Joda.org (http://www.joda.org/).

1
/I Transitive dependencies of this project determined from the
/I maven pom organized by organization.

I

Apache Extras for Apache log4j.
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From: 'an unknown organization'
- geronimo-jms_1.1_spec org.apache.geronimo.specs.geronimo-jms_1.1 spec:jar:1.0

From: 'Apache Software Foundation' (http://www.apache.org)
- Apache Log4j (http://logging.apache.org/log4j/1.2/) log4j:log4j:bundle:1.2.17
License: The Apache Software License, Version 2.0 (http://www.apache.org/licenses/L | CENSE-2.0.txt)
ACKNOWLEDGEMENT

HPPC borrowed code, ideas or both from:

* Apache Lucene, http://lucene.apache.org/
(Apache license)

* Fastutil, http://fastutil.di.unimi.it/
(Apache license)

* Koloboke, https://github.com/OpenHFT/K oloboke
(Apache license)

Eclipse Distribution License - v 1.0

Copyright (c) 2007, Eclipse Foundation, Inc. and its licensors.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

Neither the name of the Eclipse Foundation, Inc. nor the names of its
contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE ISPROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "ASIS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
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(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

/**

* Licensing for xpack.

* A {@link org.elasticsearch.license.License} isasigned set of json properties that determine what features
* are available in arunning cluster. Licenses are registered through a

* { @link org.elasticsearch.license.PutLicenseRequest} . This action is handled by the master node, which places
* the signed license into the cluster state. Each node listens for cluster state updates viathe

* { @link org.elasticsearch.license.LicenseService}, and updates its local copy of the license when it detects
* changesin the cluster state.

*

* The logic for which features are available given the current license is handled by

* { @link org.elasticsearch.license. X PackLicenseState} , which is updated by the

* { @link org.elasticsearch.license.LicenseService} when the license changes.

*/

package org.elasticsearch.license;

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.support.master.M asterN odeReadOperati onRequestBuil der;
import org.elasticsearch.client.ElasticsearchClient;

public class GetL icenseRequestBuilder extends MasterNodeReadOperationRequestBuilder<GetL icenseRequest,
GetLicenseResponse,
GetLicenseRequestBuilder> {

public GetLicenseRequestBuilder(ElasticsearchClient client) {
this(client, GetLicenseAction.INSTANCE);

/**

* Creates new get licenses request builder

*

* @param client elasticsearch client

*/

public GetLicenseRequestBuilder(ElasticsearchClient client, GetLicenseAction action) {
super(client, action, new GetLicenseRequest());
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.Acknowl edgedRequest;
import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import java.io.| OException;

public class Deletel icenseRequest extends AcknowledgedRequest<Del etel icenseRequest> {

public Deletel icenseRequest() {
}

@Override
public ActionRequestV alidationException validate() {
return null;

@0Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);

@Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.Action;

public class GetBasicStatusA ction extends Action<GetBasi cStatusResponse> {
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public static final GetBasicStatusAction INSTANCE = new GetBasicStatusAction();
public static final String NAME = "cluster:admin/xpack/license/basic_status';

private GetBasicStatusAction() {
super(NAME);

@0Override
public GetBasicStatusResponse newResponse() {
return new GetBasi cStatusResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.support.master.AcknowledgedResponse;
import org.elasticsearch.common.Strings;

import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import org.el asticsearch.common.xcontent. X ContentBuilder;

import java.io.| OException;
import java.util.Collections;
import java.util.HashMap;
import java.util.Map;

public class PutLicenseResponse extends A cknowledgedResponse {

private LicensesStatus status;
private Map<String, String[]> acknowledgeM essages;
private String acknowledgeHeader;

PutLicenseResponse() {
}

public PutLicenseResponse(boolean acknowledged, LicensesStatus status) {
this(acknowledged, status, null, Collections.<String, String[]>emptyMap());

public PutL icenseResponse(boolean acknowledged, LicensesStatus status, String acknowledgeHeader,
Map<String, String[]> acknowledgeM essages) {
super(acknowledged);
this.status = status,
this.acknowledgeHeader = acknowledgeHeader;
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this.acknowledgeM essages = acknowl edgeM essages,

public LicensesStatus status() {
return status,

public Map<String, String[]> acknowledgeM essages() {
return acknowl edgeM essages;

public String acknowledgeHeader() {
return acknowledgeHeader;

@0Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
status = LicensesStatus.fromld(in.readVInt());
acknowledgeHeader = in.readOptional String();
int size = in.readVint();
Map<String, String[]> acknowledgeM essages = new HashMap<>(size);
for (inti =0;i <size i++) {
String feature = in.readString();
int NnMessages = in.readVInt();
String[] messages = new String[nMessages);
for (intj = 0; ] < nMessages; j++) {
messageq[j] = in.readString();
}
acknowledgeM essages.put(feature, messages);
}
this.acknowledgeM essages = acknowledgeM essages,

}

@Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
out.writeVInt(status.id());
out.writeOptional String(acknowledgeHeader);
out.writeVInt(acknowledgeM essages.size());
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
out.writeString(entry.getKey());
out.writeVInt(entry.getValue().length);
for (String message : entry.getVaue()) {
out.writeString(message);
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@0Override
protected void addCustomFields(X ContentBuilder builder, Params params) throws | OException {
switch (status) {
case VALID:
builder.field("license_status', "valid");
break;
case INVALID:
builder.field("license_status', "invalid");
break;
case EXPIRED:
builder.field("license_status', "expired");
break;
default:
throw new Illegal ArgumentException("unknown status [ + status + "] found");
}
if (acknowledgeM essages.isEmpty()) {
builder.startObject("acknowledge”);
builder.field("message", acknowledgeHeader);
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
builder.startArray(entry.getKey());
for (String message : entry.getValue()) {
builder.value(message);
}
builder.endArray();

}
builder.endObject();

@Override
public String toString() {
return Strings.toString(this, true, true);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest.action.RestToX ContentL istener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;
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import java.io.| OException;

import static org.elasticsearch.rest.RestRequest.M ethod.POST;
import static org.elasticsearch.rest. RestRequest.Method.PUT;

public class RestPutLicenseAction extends X PackRestHandler {

public RestPutL icenseA ction(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(POST, URI_BASE + "/license", this);
controller.registerHandler(PUT, URI_BASE + "/license", this);

@Override
public String getName() {
return "xpack_put_license action";

@0Override
public RestChannel Consumer doPrepareRequest(final RestRequest request, final X PackClient client) throws
| OException {
if (request.hasContent() == false) {
throw new Illegal ArgumentException(" The license must be provided in the request body");
}
PutLicenseRequest putLicenseRequest = new PutLicenseRequest();
putLicenseRequest.license(request.content(), request.getX ContentType());
putL icenseRequest.acknowl edge(request.paramAsBool ean("acknowledge”, false));
putLicenseRequest.timeout(request.paramAsTime("timeout”, putLicenseRequest.timeout()));
putLicenseRequest. masterNodeTimeout(request.paramAsTime(" master_timeout",
putLicenseRequest. masterNodeTimeout()));

if ("basic".equals(putLicenseRequest.license().type())) {
throw new Illegal ArgumentException("Installing basic licensesis no longer allowed. Use the POST " +
"/ xpack/license/start_basic API toinstall a basic license that does not expire.");

return channel -> client.es().admin().cluster().execute(PutLicenseAction.INSTANCE, putLicenseRequest,
new RestToX ContentListener<>(channel));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;
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import org.elasticsearch.common.settings. Settings;

import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponsg;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;
import java.util.Map;

import static org.elasticsearch.rest.RestRequest.M ethod.POST;

public class RestPostStartTrial License extends X PackRestHandler {

RestPostStart Trial License(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(POST, URI_BASE + "/license/start_tria", this);
}

@Override
protected RestChannel Consumer doPrepareRequest(RestRequest request, X PackClient client) throws |OException
{
PostStartTrial Request startTrial Request = new PostStartTrial Request();
startTrial Request.set Type(request.param(“type", "trid™));
startTrial Request.acknowledge(request.paramAsBool ean(" acknowledge”, false));
return channel -> client.licensing().postStartTrial (start Trial Request,
new RestBuilderListener<PostStartTrial Response>(channel) {
@Override
public RestResponse buildResponse(PostStart Trial Response response, X ContentBuilder builder) throws
Exception {
PostStartTrial Response. Status status = response.getStatus();
builder.startObject();
builder.field("acknowledged", startTrialRequest.isAcknowledged());
if (status.isTria Started()) {
builder.field("trial_was started", true);
builder.field("type", startTrialRequest.getType());
} else{
builder.field("trial_was started", false);
builder.field("error_message", status.getErrorM essage());

Map<String, String[]> acknowledgementM essages = response.getA cknowl edgementM essages();
if (acknowledgementM essages.isEmpty() == false) {

builder.startObject("acknowledge");

builder.field("message", response.getAcknowledgementM essage());
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for (Map.Entry<String, String[]> entry : acknowledgementM essages.entrySet()) {
builder.startArray(entry.getKey());
for (String message : entry.getValue()) {
builder.value(message);
}
builder.endArray();
}
builder.endObject();
}
builder.endObject();
return new BytesRestResponse(status.getRestStatus(), builder);
}
b

@Override
public String getName() {
return "xpack_upgrade to_trial_action”;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class PostStartBasicRequestBuilder extends ActionReguestBuilder<PostStartBasi cRequest,
PostStartBasi cResponse> {

PostStartBasi cRequestBuilder(El asticsearchClient client, PostStartBasicAction action) {
super(client, action, new PostStartBasicRequest());

public PostStartBasicRequestBuilder setAcknowledge(bool ean acknowledge) {
request.acknowledge(acknowledge);
return this;
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;
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import org.el asticsearch.action.support.master.AcknowledgedResponse;
public class Deletel icenseResponse extends Acknowl edgedResponse {

Deletel icenseResponse() {
}

Del etel i censeResponse(bool ean acknowledged) {
super(acknowledged);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.support.master.AcknowledgedResponse;
import org.elasticsearch.common.io.stream. Streamlnput;

import org.el asticsearch.common.io.stream. StreamOutput;

import org.elasticsearch.common.xcontent. X ContentBuilder;

import org.elasticsearch.rest. RestStatus;

import java.io.| OException;
import java.util.Collections;
import java.util.HashMap;
import java.util.Map;

import static org.elasticsearch.license.PostStartBasi cResponse. StatussNEED_ ACKNOWLEDGEMENT;
class PostStartBasi cResponse extends AcknowledgedResponse {

private Map<String, String[]> acknowledgeM essages;
private String acknowledgeM essage;

enum Status {
GENERATED_BASIC(true, null, RestStatus.OK),
ALREADY_USING_BASIC(false, "Operation failed: Current licenseis basic.", RestStatus.FORBIDDEN),
NEED ACKNOWLEDGEMENT (false, "Operation failed: Needs acknowledgement.”, RestStatus.OK);

private final boolean isBasicStarted;
private final String errorMessage;
private final RestStatus restStatus;

Status(boolean isBasicStarted, String errorMessage, RestStatus restStatus) {
this.isBasicStarted = isBasicStarted,;
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this.errorM essage = errorMessage;
this.restStatus = restStatus,

boolean isBasicStarted() {
return isBasicStarted;

String getErrorMessage() {
return errorM essage;

RestStatus getRestStatus() {
return restStatus,

private Status status;

PostStartBasi cResponse() {
}

PostStartBasi cResponse(Status status) {
this(status, Collections.emptyMap(), null);

}

PostStartBasi cResponse(Status status, Map<String, String[]> acknowledgeM essages, String
acknowledgeM essage) {
super(status '= NEED_ACKNOWLEDGEMENT);
this.status = status;
this.acknowledgeM essages = acknowl edgeM essages,
this.acknowledgeM essage = acknowledgeM essage;

public Status getStatus() {
return status;

@Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
status = in.readEnum(Status.class);
acknowledgeM essage = in.readOptional String();
int size = in.readVInt();
Map<String, String[]> acknowledgeM essages = new HashMap<>(size);
for (inti =0;i <size i++) {
String feature = in.readString();
int NnMessages = in.readVInt();
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String[] messages = new String[nM essages);
for (intj = 0; j < nMessages; j++) {
messages[j] = in.readString();
}
acknowledgeM essages. put(feature, messages);
}
this.acknowledgeM essages = acknowl edgeM essages;

}

@0Override
public void writeTo(StreamQutput out) throws | OException {
super.writeTo(out);
out.writeEnum(status);
out.writeOptional String(acknowledgeM essage);
out.writeVInt(acknowledgeM essages.siz&());
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
out.writeString(entry.getKey());
out.writeVInt(entry.getValue().length);
for (String message : entry.getVaue()) {
out.writeString(message);
}
}
}

@Override
protected void addCustomFields(X ContentBuilder builder, Params params) throws | OException {
if (status.isBasicStarted()) {
builder.field("basic_was_started”, true);
} else{
builder.field("basic_was started”, false);
builder.field("error_message", status.getErrorMessage());
}
if (acknowledgeM essages.isEmpty() == false) {
builder.startObject("acknowledge”);
builder.field("message", acknowledgeM essage);
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
builder.startArray(entry.getKey());
for (String message : entry.getValue()) {
builder.value(message);
}
builder.endArray();

}
builder.endObject();
}
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
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* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.ElasticsearchException;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportMasterNodeAction;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ack.Cluster StateUpdateResponse;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.|ndexNameEXxpressionResol ver;
import org.el asticsearch.common.inject.Inject;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportDel etel icenseAction extends TransportM asterNodeA ction<Del etelicenseRequest,
Deletel icenseResponse> {

private final LicenseService licenseService;

@Inject
public TransportDeletelicenseA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, DeletelicenseAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, Deletel icenseRequest::new);
this.licenseService = licenseService;

@0Override
protected String executor() {
return ThreadPool . Names.MANAGEMENT;

@Override
protected Deletel icenseResponse newResponse() {
return new DeletelicenseResponse();

@0Override
protected ClusterBlockException checkBlock(Del etel icenseRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel. METADATA_WRITE);
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@Override
protected void masterOperation(final DeletelicenseRequest request, ClusterState state, final
ActionListener<Del etel i censeResponse>
listener) throws ElasticsearchException {
licenseService.removelicense(request, new ActionListener<ClusterStateUpdateResponse>() {
@0Override
public void onResponse(Cluster StateU pdateResponse cluster StateU pdateResponse) {
listener.onResponse(new Deletel i censeResponse(cluster StateUpdateResponse.isA cknowledged()));

@Override
public void onFailure(Exception €) {
listener.onFailure(e);

}
b
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.Parameteri zedM essage;
import org.apache.logging.log4j.util.Supplier;

import org.apache.lucene.util.BytesRef;

import org.elasticsearch.license.License.OperationM ode;

import org.elasticsearch.watcher.FileChangesListener;

import org.el asticsearch.watcher.FileWatcher;

import org.elasticsearch.watcher.ResourceWatcherService;

import java.io.| OException;

import java.nio.file.Files;

import java.nio.file.Path;

import java.util.concurrent.atomic.AtomicBool ean;

/**

* File based watcher for license { @link OperationM ode}

* Watches for changes in <code>licenseM odePath</code>, use

* { @link #getCurrentOperationMode()} to access the latest mode

*

* |n case of failureto read avalid operation mode from <code>li censeM odePath</code>,
* the operation mode will default to PLATINUM
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*/

public final class OperationM odeFileWatcher implements FileChangesListener {
private final ResourceWatcherService resourceWatcherService;
private final Path licenseM odePath;
private final AtomicBoolean initialized = new AtomicBoolean();
private final OperationM ode defaultOperationMode = OperationMode.PLATINUM;
private volatile OperationM ode currentOperationMode = defaultOperationM ode;
private final Logger logger;
private final Runnable onChange;

public OperationM odeFileWatcher (ResourceWatcher Service resourceWatcherService, Path licenseM odePath,
Logger logger, Runnable onChange) {
this.resourceWatcherService = resourceWatcherService;
this.licenseM odePath = licenseM odePath;
this.logger = logger;
this.onChange = onChange;

public void init() {
if (initialized.compareAndSet(falsg, true)) {
final FileWatcher watcher = new FileWatcher(licenseM odePath);
watcher.addL istener(this);
try {
resourceWatcherService.add(watcher, ResourceWatcher Service.Frequency.HIGH);
if (Files.exists(licenseModePath)) {
onChange(licenseM odePath);
}
} catch (IOException €) {
logger.error("couldn't initialize watching license mode file", €);

/* *
* Returns the current operation mode based on license mode file.
* Defaults to { @link OperationMode#PLATINUM}
*/
public OperationM ode getCurrentOperationMode() {
return currentOperationMode;

@0Override
public void onFilel nit(Path file) {
onChange(file);

@Override
public void onFileCreated(Path file) {
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onChange(file);

@0Override
public void onFileDel eted(Path file) {
onChange(file);

}

@Override
public void onFileChanged(Path file) {
onChange(file);

private synchronized void onChange(Path file) {
if (file.equals(licenseM odePath)) {
OperationM ode newOperationM ode = defaultOperationM ode;
try {
if (Files.exists(licenseM odePath)
& & Files.isReadabl e(licenseM odePath)) {
final byte[] content;
try {
content = Files.readAlIBytes(licenseM odePath);
} catch (IOException €) {
logger.error(
(Supplier<?>) () -> new ParameterizedM essage(
"couldn't read operation mode from [{}]", licenseM odePath.toAbsolutePath()), €);
return;
}
/[ this UTF-8 conversion is much pickier than java String
final String operationMode = new BytesRef(content).utf8ToString();
try {
newOperationM ode = OperationM ode.resol ve(operationM ode);
} catch (I1legal ArgumentException €) {
logger.error(
(Supplier<?>) () -> new ParameterizedM essage(
"invalid operation modein [{}]", licenseM odePath.toAbsol utePath()), €);
return;
}
}
} finally {
/1 set this after the fact to prevent that we are jumping back and forth first setting to defautl and then
reading the
I/ actual op mode resetting it.
this.currentOperationM ode = newOperationM ode;

}

onChange.run();

}
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}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.ActionResponse;
import org.elasticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;

import java.io.| OException;
class GetTria StatusResponse extends A ctionResponse {
private boolean eligibleToStartTrial;

GetTrial StatusResponse() {
}

GetTrial StatusResponse(boolean eligibleToStartTrial) {
this.eligibleToStartTrial = eligibleToStartTrial;

boolean isEligibleToStartTrial () {
return eligibleToStartTrial;

@0Override
public void readFrom(Streaminput in) throws | OException {
eligibleToStartTrial = in.readBoolean();

@Override
public void writeTo(StreamOutput out) throws | OException {
out.writeBoolean(eligibleToStartTrial);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import javax.crypto.BadPaddingException;
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import javax.crypto.Cipher;

import javax.crypto.lllegal BlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.SecretK eyFactory;

import javax.crypto.spec.PBEK ey Spec;

import javax.crypto.spec.SecretK ey Spec;

import java.nio.charset.StandardCharsets;

import java.security.General SecurityException;
import java.security.KeyFactory;

import java.security.MessageDigest;

import java.security.PrivateK ey;

import java.security.PublicK ey;

import java.security.SecureRandom;

import java.security.NoSuchAlgorithmException;
import java.security.InvalidK eyException;

import java.security.spec.InvalidK ey SpecException;
import java.security.spec.PK CS8EncodedK ey Spec;
import java.security.spec. X 509EncodedK ey Spec;
import java.util.Base64;

public class CryptUtils {
[l SALT must be at least 128bits for FIPS 140-2 compliance
private static final byte[] SALT ={
(byte) 0x74, (byte) 0x68, (byte) 0x69, (byte) 0x73,
(byte) 0x69, (byte) 0x73, (byte) 0x74, (byte) 0x68,
(byte) 0x65, (byte) 0x73, (byte) 0x61, (byte) Ox6C,
(byte) 0x74, (byte) 0x77, (byte) 0x65, (byte) 0x75
h
private static final String KEY_ALGORITHM ="RSA";
private static final char[] DEFAULT_PASS PHRASE = "elasticsearch-license".toCharArray();
private static final String KDF_ALGORITHM = "PBKDF2WithHmacSHA512";
private static final int KDF_ITERATION_COUNT = 10000;
private static final String CIPHER_ALGORITHM ="AES";
I/ This can be changed to 256 once Java 9 is the minimum version
/1 http://www.oracle.com/technetwork/javaljavase/terms/readme/jdk9-readme-3852447.htmi#jce
private static final int ENCRYPTION_KEY LENGTH = 128;
private static final SecureRandom RANDOM = new SecureRandom();

/-k *
* Read encrypted private key file content with default pass phrase
*/
public static PrivateK ey readEncryptedPrivateK ey(byte]] fileContents) {
return readEncryptedPrivateK ey(fileContents, DEFAULT_PASS PHRASE, fase);

/**

* Returns encrypted private key file content with default pass phrase
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*/
public static byte[] writeEncryptedPrivateKey(PrivateK ey privateKey) {
return writeEncryptedPrivateK ey(privateKey, DEFAULT _PASS PHRASE);

/**
* Read encrypted private key file content with provided <code>passPhrase</code>
*/
public static PrivateK ey readEncryptedPrivateK ey(byte]] fileContents, char[] passPhrase, boolean preV4) {
byte[] keyBytes = preV4 ? decryptV 3Format(fileContents) : decrypt(fileContents, passPhrase);
PK CS8EncodedK ey Spec privateK ey Spec = new PK CS8EncodedK ey Spec(keyBytes);
try {
return KeyFactory.getlnstance(KEY _ALGORITHM).generatePrivate(privateK ey Spec);
} catch (NoSuchAlgorithmException | InvalidK ey SpecException e) {
throw new Illegal StateException(e);

/**
* Read public key file content
*/
public static PublicK ey readPublicK ey (byte[] fileContents) {
X509EncodedK eySpec publicK eySpec = new X509EncodedK ey Spec(fileContents);
try {
return KeyFactory.getlnstance(CryptUtils KEY _ALGORITHM).generatePublic(publicK ey Spec);
} catch (NoSuchAlgorithmException | InvalidK ey SpecException e) {
throw new Illegal StateException(e);

/* *

* Returns encrypted public key file content with provided <code>passPhrase</code>

*/

public static byte[] writeEncryptedPublicKey(PublicK ey publicKey) {
X509EncodedK ey Spec encodedK ey Spec = new X 509EncodedK ey Spec(publicK ey.getEncoded());
return encrypt(encodedK eySpec.getEncoded(), DEFAULT_PASS PHRASE);

/**

* Returns encrypted private key file content with provided <code>passPhrase</code>

*/

public static byte[] writeEncryptedPrivateKey(PrivateK ey privateKey, char[] passPhrase) {
PK CS8EncodedK ey Spec encodedK ey Spec = new PK CS8EncodedK ey Spec(privateK ey.getEncoded());
return encrypt(encodedK ey Spec.getEncoded(), passPhrase);

/**

* Encrypts provided <code>data</code> with <code>DEFAULT_PASS PHRA SE</code>
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*/
static byte[] encrypt(byte]] data) {
return encrypt(data, DEFAULT_PASS PHRASE);

/-k *
* Decrypts provided <code>encryptedData</code> with <code>DEFAULT_PASS PHRASE</code>
*/
static byte[] decrypt(byte[] encryptedData) {
return decrypt(encryptedData, DEFAULT_PASS PHRASE);
}

/**
* Encrypts provided <code>data</code> with <code>passPhrase</code>
*/
private static byte[] encrypt(byte]] data, char[] passPhrase) {
try {
final Cipher encryptionCipher = getEncryptionCipher(deriveSecretK ey(passPhrase));
return encryptionCipher.doFinal (data);
} catch (11legal BlockSizeException | BadPaddingException €) {
throw new Illegal StateException(e);

/* *
* Decrypts provided <code>encryptedData</code> with <code>passPhrase</code>
*/
private static byte[] decrypt(byte[] encryptedData, char[] passPhrase) {
try {
final Cipher cipher = getDecryptionCipher(deriveSecretK ey(passPhrase));
return cipher.doFinal (encryptedData);
} catch (11legal BlockSizeException | BadPaddingException €) {
throw new Illegal StateException(e);
}
}

static byte[] encryptV 3Format(byte[] data) {
try {
SecretK ey encryptionKey = getV3Key();
final Cipher encryptionCipher = getEncryptionCipher(encryptionKey);
return encryptionCipher.doFinal (pad(data, 20));
} catch (Genera SecurityException €) {
throw new Illegal StateException(e);
}
}

static byte[] decryptV 3Format(byte[] data) {
try {
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SecretK ey decryptionKey = getV3Key();
final Cipher decryptionCipher = getDecryptionCipher(decryptionKey);
return unPad(decryptionCipher.doFinal (data));
} catch (Genera SecurityException €) {
throw new Illegal StateException(e);
}
}

private static SecretKey getV 3Key() throws NoSuchAlgorithmException, InvalidK ey SpecException {
final byte[] salt ={
(byte) OxA9, (byte) OxA2, (byte) OxB5, (byte) OXDE,
(byte) Ox2A, (byte) Ox8A, (byte) Ox9A, (byte) OXE6
b
final byte[] passBytes = "elasticsearch-license".getBytes(StandardCharsets.UTF_8);
final byte[] digest = MessageDigest.getlnstance(" SHA-512").digest(passBytes);
final char[] hashedPassphrase = Base64.getEncoder().encodeT oString(digest).toCharArray();
PBEK eySpec keySpec = new PBEK eySpec(hashedPassphrase, salt, 1024, 128);
byte[] shortKey = SecretK eyFactory.getl nstance(" PBEWithSHA1AndDESede").
generateSecret(keySpec).getEncoded();
byte[] intermediaryKey = new byte[16];
for (inti=0,j=0;i<16;i++){
intermediaryKey[i] = shortKey[j];
if (++j == shortKey.length)
j=0;
}
return new SecretK eySpec(intermediaryKey, "AES");

private static SecretK ey deriveSecretK ey(char[] passPhrase) {

try {
PBEK ey Spec keySpec = new PBEK eySpec(passPhrase, SALT, KDF_ITERATION_COUNT,
ENCRYPTION_KEY_LENGTH);

SecretK ey secretKey = SecretK eyFactory.getlnstance(KDF_ALGORITHM).
generateSecret(keySpec);
return new SecretK eySpec(secretK ey.getEncoded(), CIPHER_ALGORITHM);
} catch (NoSuchAlgorithmException | InvalidK ey SpecException €) {
throw new Illegal StateException(e);
}
}

private static Cipher getEncryptionCipher(SecretKey secretKey) {
return getCipher(Cipher.ENCRY PT_MODE, secretKey);

private static Cipher getDecryptionCipher(SecretK ey secretKey) {
return getCipher(Cipher.DECRY PT_MODE, secretKey);
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private static Cipher getCipher(int mode, SecretKey secretKey) {

try {
Cipher cipher = Cipher.getlnstance(CIPHER_ALGORITHM);

cipher.init(mode, secretkKey, RANDOM));
return cipher;
} catch (NoSuchAlgorithmException | InvalidK eyException | NoSuchPaddingException €) {
throw new Illegal StateException(e);
}
}

private static byte[] pad(byte[] bytes, int length) {
if (bytes.length >= length) {
byte]] out = new byte[bytes.|ength + 1];
System.arraycopy(bytes, 0, out, 0, bytes.length);
out[bytes.length] = (byte) 1;
return out;

byte[] out = new byte[length + 1];
inti=0;
for (; i < byteslength; i++)
out[i] = byted[i];

int padded = length - i;
/I fill the rest with random bytes
byte[] fill = new byte[padded - 1];
RANDOM .nextBytes(fill);
System.arraycopy(fill, 0, out, i, padded - 1);
out[length] = (byte) (padded + 1);
return out;

private static byte[] unPad(byte[] bytes) {
int padded = (int) bytegbytes.length - 1];
int targetL ength = bytes.|ength - padded;
byte[] out = new byte[targetl engthl;

System.arraycopy(bytes, 0, out, O, targetL ength);

return out;
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponsg;

import org.elasticsearch.rest. RestStatus;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;

import static org.elasticsearch.rest. RestRequest.M ethod.GET;

public class RestGetTrial Status extends X PackRestHandler {

RestGetTrial Status(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(GET, URI_BASE + "/license/trial_status', this);

@Override
protected RestChannel Consumer doPrepareRequest(RestReguest request, X PackClient client) throws | OException
{
return channel -> client.licensing().prepareGetStartTrial ().execute(
new RestBuilderListener<GetTrial StatusResponse>(channel) {
@Override
public RestResponse buildResponse(Get Trial StatusResponse response, X ContentBuilder builder) throws
Exception {
builder.startObject();
builder.field("eligible to_start trial", response.isEligibleToStartTrial());
builder.endObject();
return new BytesRestResponse(RestStatus.OK, builder);
}
9k

@0Override
public String getName() {
return "xpack_trial_status action";
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;
public class PostStartTrial Action extends Action<PostStartTrial Response> {

public static final PostStartTrial Action INSTANCE = new PostStartTrial Action();
public static final String NAME = "cluster:admin/xpack/license/start_trial";

private PostStartTrial Action() {
super(NAME);

@Override
public PostStartTrial Response newResponse() {
return new PostStartTrial Response();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch. El asti csearchSecurity Exception;
import org.elasticsearch.Version;

import org.elasticsearch.cluster.node.DiscoveryNodes,
import org.elasticsearch.rest. RestStatus;

import java.util.stream.StreamSupport;
public class LicenseUtils {

public static final String EXPIRED_FEATURE_METADATA ="eslicense.expired.feature";

/**

* Exception to be thrown when a feature action requires avalid license, but license
* has expired

*

* <code>feature</code> accessible through { @link #EXPIRED_FEATURE_METADATA} in the
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* exception's rest header

*/
public static ElasticsearchSecurity Exception newComplianceException(String feature) {

ElasticsearchSecurityException e = new ElasticsearchSecurityException(" current license is non-compliant for

({31
RestStatus.FORBIDDEN, feature);
e.addMetadata(EXPIRED_FEATURE_METADATA, feature);

return e;

/**

* Checksif agiven { @link ElasticsearchSecurityException} refersto afeature that
* requires avalid license, but the license has expired.

*/
public static boolean isLicenseExpiredException(Elasti csearchSecurity Exception exception) {

return (exception != null) & & (exception.getMetadata(EXPIRED_FEATURE_METADATA) = null);

public static boolean licenseNeedsExtended(License license) {

return "basic".equals(license.type()) & & license.expiryDate() !=
LicenseService. BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS;

}

/**

* Checks if the signature of a self generated license with older version needsto be

* recreated with the new key

*/
public static boolean signatureNeedsUpdate(License license, DiscoveryNodes currentNodes) {
assert License. VERSION_CRYPTO_ALGORITHMS == License. VERSION_CURRENT : "update this method

when adding anew version";

return ("basic".equals(license.type()) || "trial".equal s(license.type())) & &
I/ only upgrade signature when all nodes are ready to deserialize the new signature

(license.version() < License. VERSION_CRYPTO_ALGORITHMS & &
compatiblelicenseVersion(currentNodes) == License. VERSION_CRYPTO_ALGORITHMS

);

public static int compatibleLicenseV ersion(DiscoveryNodes currentNodes) {
assert License. VERSION_CRYPTO_ALGORITHMS == License. VERSION_CURRENT : "update this method

when adding anew version";

if (StreamSupport.stream(currentNodes.spliterator(), false)
.alMatch(node -> node.getVersion().onOrAfter(Version.V_6 4 0))) {
/I License VERSION_CRYPTO_ALGORITHMS was introduced in 6.4.0

return License.VERSION_CRYPTO_ALGORITHMS;

} else{
return License. VERSION_START_DATE;
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.M asterNodeReadRequest;
import org.elasticsearch.common.io.stream. Streamlnput;

import java.io.| OException;

public class GetTrial StatusRequest extends MasterNodeReadRequest<GetTria StatusRequest> {

public GetTria StatusRequest() {
}

public GetTrial StatusRequest(Streaml nput in) throws |OException {
super(in);

@0Override
public ActionRequestV alidationException validate() {
return null;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;

public class DeletelicenseAction extends Action<DeletelicenseResponse> {

public static final Deletel icenseAction INSTANCE = new DeletelicenseAction();
public static final String NAME = "cluster:admin/xpack/license/delete”;

private DeletelLicenseAction() {
super(NAME);
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@Override
public Deletel icenseResponse newResponse() {
return new DeletelicenseResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.ElasticsearchException;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeAction;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.el asticsearch.common.inject.Inject;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportPutLicenseAction extends TransportM asterNodeA ction<PutLicenseRequest,
PutLicenseResponse> {

private final LicenseService licenseService;

@Inject
public TransportPutLicenseA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, PutLicenseAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResol ver,
PutLicenseRequest::new);
this.licenseService = licenseService,

@Override
protected String executor() {
return ThreadPool.Names.MANAGEMENT;

@0Override
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protected PutL icenseResponse newResponse() {
return new PutLicenseRespons();

@Override
protected ClusterBlockException checkBlock(PutLicenseRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel METADATA_WRITE);

@0Override
protected void masterOperation(final PutLicenseRequest request, ClusterState state, final
ActionListener<PutL icenseResponse>
listener) throws ElasticsearchException {
licenseService.registerLicense(request, listener);

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class GetTria StatusRequestBuilder extends ActionReguestBuilder<GetTrial StatusRequest,
GetTrial StatusResponse> {

GetTrial StatusRequestBuilder(ElasticsearchClient client, GetTrial StatusAction action) {
super(client, action, new GetTrial StatusRequest());
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.logging.L oggerM essageFormat;
import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.license.License.OperationM ode;

import org.elasticsearch.xpack.core. X PackField;

import org.elasticsearch.xpack.core. X Pack Settings;

import org.elasticsearch.xpack.core.monitoring.MonitoringFiel d;
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import java.util.Collections;

import java.util.LinkedHashMap;

import java.util.List;

import java.util.Map;

import java.util.Objects;

import java.util.concurrent. CopyOnWriteArrayList;
import java.util .function.BiFunction;

/**

* A holder for the current state of the license for all xpack features.
*/
public class X PackLicenseState {

[** Messages for each feature which are printed when the license expires. */
static final Map<String, String[]> EXPIRATION_MESSAGES;
static {
Map<String, String[]> messages = new LinkedHashMap<>();
messages.put(X PackField. SECURITY, new String[] {
"Cluster health, cluster stats and indices stats operations are blocked",
"All data operations (read and write) continue to work"
b
messages.put(X PackField WATCHER, new String[] {
"PUT / GET watch APIs are disabled, DELETE watch API continues to work",
"Watches execute and write to the history",
"The actions of the watches don't execute”
b
messages.put(X PackField. MONITORING, new String[] {
"The agent will stop collecting cluster and indices metrics",
"The agent will stop automatically cleaning indices older than [xpack.monitoring.history.duration]”
b
messages.put(X PackField. GRAPH, new String[] {
"Graph explore APIs are disabled"
b
messages.put(X PackField. MACHINE_LEARNING, new String[] {
"Machine learning APIs are disabled"
b
messages.put(X PackField.LOGSTASH, new String[] {
"L ogstash will continue to poll centrally-managed pipelines’
b
messages.put(X PackField. DEPRECATION, new String[] {
"Deprecation APIs are disabled”
b
messages.put(X PackField. UPGRADE, new String[] {
"Upgrade API is disabled"
b
messages.put(X PackField.SQL, new String[] {
"SQL support is disabled"
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b
messages.put(X PackField. ROLLUP, new String[] {
"Creating and Starting rollup jobs will no longer be allowed.",
" Stopping/Deleting existing jobs, RollupCaps API and RollupSearch continue to function."
b
EXPIRATION_MESSAGES = Collections.unmaodifiableM ap(messages);

/**

* Messages for each feature which are printed when the license type changes.
* The value is afunction taking the old and new license type, and returns the messages for that feature.
*/
static final Map<String, BiFunction<OperationM ode, OperationMode, String[]>>
ACKNOWLEDGMENT_MESSAGES;
static {
Map<String, BiFunction<OperationM ode, OperationMode, String[]>> messages = new LinkedHashMap<>();
messages.put(X PackField. SECURITY, X PackL icenseState:: securityAcknowledgementM essages);
messages.put(X PackField WATCHER, XPackLicenseState: :watcherAcknowledgementM essages);
messages.put(X PackField. MONITORING, XPackLicenseState::monitoringAcknowledgementM essages);
messages.put(X PackField. GRAPH, XPackL icenseState::graphAcknowl edgementM essages);
messages.put(X PackField. MACHINE_LEARNING,
XPackL icenseState::machinel earningA cknowl edgementM essages);
messages.put(X PackField.L OGSTASH, XPackLicenseState::logstashAcknowledgementM essages);
messages.put(X PackField.SQL , X PackL icenseState::sgl AcknowledgementM essages);
ACKNOWLEDGMENT_MESSAGES = Collections.unmodifiableM ap(messages);

private static String[] securityAcknowledgementM essages(OperationM ode currentM ode, OperationMode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] {
"The following X-Pack security functionality will be disabled: authentication, authorization, " +
"ip filtering, and auditing. Please restart your node after applying the license.”,
"Field and document level access control will be disabled.”,
"Custom realms will be ignored.”
h
}
break;
case GOLD:
switch (currentMode) {
case BASIC:
case STANDARD:
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/I ™ though technically it was already disabled, it's not bad to remind them
case TRIAL:
case PLATINUM:
return new String[] {
"Field and document level access control will be disabled.”,
"Custom realms will be ignored.”
¥
}
break;
case STANDARD:
switch (currentMode) {
case BASIC:
/I ™ though technically it was already disabled, it's not bad to remind them
case GOLD:
case PLATINUM:
case TRIAL:
return new String[] {
"Authentication will be limited to the native realms.”,
"IP filtering and auditing will be disabled.",
"Field and document level access control will be disabled.”,
"Custom realms will be ignored.”

b

}
return Strings.EMPTY_ARRAY;

private static String[] watcherAcknowledgementM essages(OperationM ode currentM ode, OperationMode
newMode) {
switch (newMode) {
case BASIC:

switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:

return new String[] { "Watcher will be disabled" };
}
break;

}
return StringsEMPTY_ARRAY;

private static String[] monitoringAcknowledgementM essages(OperationM ode currentM ode, OperationM ode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
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case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] {
L oggerM essageFormat.format(
"Multi-cluster support is disabled for clusterswith [{}] license. If you aré\n" +
"running multiple clusters, users won't be able to access the clusters with\n" +
"[{}] licenses from within a single X-Pack Kibanainstance. Y ou will have to deploy ain" +
"separate and dedicated X-pack Kibanainstance for each [{}] cluster you wish to monitor.",
newMode, newMaode, newMode),
L oggerM essageFormat.format(
"Automatic index cleanup islocked to {} daysfor clusterswith [{}] license.",
MonitoringField. HISTORY _DURATION.getDefault(Settings.EMPTY).days(), newM ode)
h
}
break;

}
return StringsEMPTY_ARRAY;

private static String[] graphAcknowledgementM essages(OperationM ode currentM ode, OperationM ode newMode)
{
switch (newMode) {
case BASIC:
case STANDARD:
case GOLD:
switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "Graph will be disabled" };
}
break;

}
return Strings.EMPTY_ARRAY;

private static String[] machinel earningA cknowledgementM essages(OperationM ode currentM ode,
OperationM ode newMode) {
switch (newMode) {

case BASIC:

case STANDARD:

case GOLD:

switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "Machine learning will be disabled" };
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break;

}
return Strings.EMPTY_ARRAY;

private static String[] logstashAcknowledgementM essages(OperationM ode currentM ode, OperationM ode
newMode) {
switch (newMode) {
case BASIC:
switch (currentMode) {
case TRIAL:
case STANDARD:
case GOLD:
case PLATINUM:
return new String[] { "Logstash will no longer poll for centrally-managed pipelines' };

}
break;
}
return StringsEMPTY_ARRAY;

private static String[] sgl AcknowledgementM essages(OperationM ode currentM ode, OperationM ode newM ode) {
switch (newMode) {
case BASIC:
case STANDARD:
case GOLD:
switch (currentMode) {
case TRIAL:
case PLATINUM:
return new String[] { "JDBC support will be disabled, but you can continue to use SQL CLI and
REST endpoint" };

}
break;
}
return Strings.EMPTY_ARRAY;

/** A wrapper for the license mode and state, to allow atomically swapping. */
private static class Status {

/** The current "mode" of the license (ie license type). */
final OperationM ode mode;

/** Trueif thelicenseis active, or falseif it isexpired. */
final boolean active;

Status(OperationM ode mode, boolean active) {
this.mode = mode;
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this.active = active;

private volatile Status status = new Status(OperationMode. TRIAL, true);
private final List<Runnable> listeners = new CopyOnWriteArrayList<>();
private final boolean isSecurityEnabled;

private final boolean isSecurityExplicitlyEnabled;

public X PackL icenseState(Settings settings) {
this.isSecurityEnabled = X PackSettings. SECURITY _ENABLED.get(settings);
/1 6.0+ requires TLS for production licenses, so if TLSis enabled and security is enabled
/I we can interpret this as an explicit enabling of security if the security enabled
/I setting is not explicitly set
this.isSecurityExplicitlyEnabled = isSecurityEnabled & &
(settings.hasV alue(X Pack Settings.SECURITY _ENABLED.getKey()) ||
XPackSettings. TRANSPORT _SSL_ENABLED.get(settings));

}

[** Updates the current state of the license, which will change what features are available. */
void update(OperationMode mode, boolean active) {

status = new Status(mode, active);

listeners.forEach(Runnable::run);

/** Add alistener to be notified on license change */
public void addListener(Runnable runnable) {
listeners.add(Objects.requireNonNull (runnable));

[** Remove alistener */
public void removel istener(Runnable runnable) {
listeners.remove(runnable);

/** Return the current license type. */
public OperationM ode getOperationM ode() {
return status.mode;

[** Return trueif the licenseis currently within its time boundaries, false otherwise. */
public boolean isActive() {
return status.active;

/**

* @return true if authentication and authorization should be enabled. this does not indicate what realms are
available
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* @see #allowedRealmType() for the enabled realms
*/
public boolean isAuthAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.STANDARD || mode == OperationMode.GOLD || mode ==
OperationMode.PLATINUM
|| mode == OperationMode. TRIAL ;

/* *
* @return true if I P filtering should be enabled
*/
public boolean isl pFilteringAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM
|| mode == OperationMode.TRIAL ;

/* *
* @return true if auditing should be enabled
*/
public boolean isAuditingAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM
|| mode == OperationMode. TRIAL ;

/* *
* |ndicates whether the stats and health API calls should be allowed. If alicense is expired and past the grace
* period then we deny these calls.
* @return true if the license allows for the stats and health APIs to be used.
*/
public boolean isStatsAndHealthAllowed() {
return status.active;

/**

* Determine if Document Level Security (DLS) and Field Level Security (FLS) should be enabled.

* <p>

* DLSand FL S are only disabled when the mode is not:

* <ul>

* <|i>{ @link OperationMode#PLATINUM} </li>

* <li>{ @link OperationMode#TRIAL} </li>

* <ful>

* Note: This does not consider the <em>state</em> of the license so that Security does not suddenly leak

information!

*
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* @return { @code true} to enable DLS and FLS. Otherwise { @code false} .
*/
public boolean isDocumentAndFieldL evel SecurityAllowed() {
OperationM ode mode = status.mode;
return mode == OperationMode. TRIAL || mode == OperationMode.PLATINUM;

/** Classes of realmsthat may be available based on the license type. */
public enum AllowedRealmType {

NONE,

NATIVE,

DEFAULT,

ALL

/**
* @return the type of realms that are enabled based on the license { @link OperationM ode}
*/
public AllowedReamType allowedRea mType() {
switch (status.mode) {
case PLATINUM:
case TRIAL:
return AllowedRealmType ALL;
case GOLD:
return AllowedRealmType.DEFAULT;
case STANDARD:
return AllowedRealmType.NATIVE;
default:
return AllowedRealmType.NONE;

/* *
* @return whether custom role providers are allowed based on the license { @link OperationMode}
*/
public boolean isCustomRoleProvidersAllowed() {
final Status local Status = status;
return (local Status.mode == OperationMode.PLATINUM || local Status.mode == OperationMode. TRIAL )
& & local Status.active;

/**

* Determine if Watcher is available based on the current license.

* <p>

* Watcher isavailableif the license is active (hasn't expired) and of one of the following types:
* <ul>

* <|i>{ @link OperationMode#STANDARD} </li>

* <[i>{ @link OperationMode#PLATINUM} </li>
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* <|i>{ @link OperationM ode#GOL D} </li>
* <li>{ @link OperationMode#TRIAL} </li>
* <ful>
*
* @return { @code true} aslong asthe licenseis valid. Otherwise { @code false}.
*/
public boolean isWatcherAllowed() {
/] statusisvolatile, so alocal variableis used for a consistent view
Status local Status = status;

if (localStatus.active == false) {
return false;

switch (local Status.mode) {

case TRIAL:

case GOLD:

case PLATINUM:

case STANDARD:
return true;

default:
return false;

/**
* Monitoring is always available aslong as thereisavalid license
*
* @return trueif the license is active
*/
public boolean isMonitoringAllowed() {
return status.active;

/* *
* Monitoring Cluster Alerts requires the equivalent license to use Watcher.
* @return { @link #isWatcherAllowed()}
* @see #HisWatcherAllowed()
*/
public boolean isMonitoringClusterAlertsAllowed() {
return isWatcherAllowed();

/* *

* Determineif the current license allows the retention of indices to be modified.

* <p>

* Only users with a non-{ @link OperationMode#BASIC} license can update the retention period.
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* <p>
* Note: This does not consider the <em>state</em> of the license so that any change is remembered for when
they fix their license.
*
* @return { @code true} if the user is allowed to modify the retention. Otherwise { @code false} .
*/
public boolean isUpdateRetentionAllowed() {
final OperationM ode mode = status.mode;
return mode != OperationMode.BASIC & & mode != OperationMode.MISSING;

/-k *
* Determine if Graph Exploration should be enabled.
* <p>
* Exploration is only disabled when the license has expired or if the mode is not:
* <ul>
* <|i>{ @link OperationMode#PLATINUM} </li>
* <li>{ @link OperationMode#TRIAL} </li>
* <ful>
*
* @return { @code true} as long asthe licenseis valid. Otherwise { @code false}.
*/
public boolean isGraphAllowed() {
/Il statusis volatile
Status local Status = status;
OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

/**
* Determine if Machine Learning should be enabled.
* <p>
* Machine Learning is only disabled when the license has expired or if the
* modeis not:
* <ul>
* <li>{ @link OperationMode#PLATINUM} </li>
* <|i>{ @link OperationMode#TRIAL} </li>
* </ul>
* @return { @code true} aslong asthe licenseisvalid. Otherwise
* { @code false}.
*/
public boolean isMachinel earningAllowed() {
/Il statusisvolatile
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Status local Status = status;
OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

/**
* Rollup isaways available aslong as thereis avalid license
*
* @return trueif the license is active
*/
public boolean isRollupAllowed() {
return status.active;

/**

* | ogstash is allowed aslong as there is an active license of type TRIAL, STANDARD, GOLD or PLATINUM
* @return { @code true} aslong asthereisavalid license

*/

public boolean isLogstashAllowed() {

Status local Status = status,

if (localStatus.active == false) {
return false;

switch (local Status.mode) {

case TRIAL:

case GOLD:

case PLATINUM:

case STANDARD:
return true;

default:
return false;

/* *
* Deprecation APIs are always alowed as long asthereis an active license
* @return { @code true} aslong asthereisavalid license
*/
public boolean isDeprecationAllowed() {
return status.active;
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/* *
* Determine if Upgrade API should be enabled.
* <p>
* Upgrade API isnot available in for all license types except { @link OperationM ode#M|SSING}
* @return { @code true} aslong asthe licenseisvalid. Otherwise
* { @code false}.
*/
public boolean isUpgradeAllowed() {
/Il statusisvolatile
Status local Status = status;
/I Should work on all active licenses
return local Status.active;

/**
* Determine if SQL support should be enabled.
* <p>
* SQL isavailablefor al license types except { @link OperationMode#MISSING}
*/
public boolean isSglAllowed() {
return status.active;

/* *
* Determine if JIDBC support should be enabled.
* <p>
* JDBCisavailable only in for { @link OperationMode#PLATINUM} and { @link OperationMode#TRIAL}
licences
*/
public boolean isJdbcAllowed() {
/Il statusis volatile
Status local Status = status;
OperationM ode operationM ode = local Status.mode;

boolean licensed = operationMode == OperationMode. TRIAL || operationMode ==
OperationMode.PLATINUM;

return licensed & & local Status.active;

public boolean isTriaLicense() {
return status.mode == OperationMode. TRIAL;

public boolean isSecurityAvailable() {
OperationM ode mode = status.mode;
return mode == OperationMode.GOLD || mode == OperationMode.PLATINUM || mode ==
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OperationMode.STANDARD ||
mode == OperationMode. TRIAL;

public boolean isSecurityEnabled() {
final OperationMode mode = status.mode;
return mode == OperationMode. TRIAL ?isSecurityExplicitlyEnabled : isSecurityEnabled;
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.ParameterizedM essage;
import org.elasticsearch.Version;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.xpack.core. X PackPlugin;

import java.time.Clock;
import java.util.Collections;
import java.util.Map;
import java.util.UUID;

public class StartTrial ClusterTask extends Cluster StateUpdateTask {

private static final String ACKNOWLEDGEMENT_HEADER ="This AP initiates afree 30-day trial for all
platinum features. " +
"By starting thistrial, you agree that it is subject to the terms and conditions at" +
" https.//www.elastic.co/legal/trial_license/. To begin your freetrial, cal /start_trial again and specify " +
"the \"acknowledge=true\" parameter.";

private static final Map<String, String[]> ACK_MESSAGES = Collections.singletonMap(* security",
new String[] {"With atrial license, X-Pack security features are available, but are not enabled by default."});

private final Logger logger;

private final String clusterName;

private final PostStartTrial Regquest request;

private final ActionListener<PostStartTrialResponse> listener;
private final Clock clock;
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StartTrial ClusterTask(Logger logger, String clusterName, Clock clock, PostStartTrial Request request,
ActionListener<PostStartTrial Response> listener) {
this.logger = logger;
this.clusterName = clusterName;
this.request = request;
this.listener = listener;
this.clock = clock;

@0Override

public void cluster StateProcessed(String source, ClusterState oldState, ClusterState newState) {
LicensesMetaData oldL icensesM etaData = oldState.metaData().custom(LicensesMetaData. TY PE);
logger.debug("started self generated trial license: {}", oldLicensesM etaData);

if (request.isAcknowledged() == false) {
listener.onResponse(new
PostStartTrial Response(PostStart Trial Response. StatusNEED _ ACKNOWLEDGEMENT,
ACK_MESSAGES, ACKNOWLEDGEMENT_HEADERY));
} elseif (oldLicensesMetaData == null || oldLicensesM etaData.isEligibleForTrial () {
listener.onResponse(new PostStartTrial Response(PostStart Trial Response.Status. UPGRADED_TO_TRIAL));
} else{
listener.onResponse(new
PostStartTrial Response(PostStart TrialResponse. Status. TRIAL_ALREADY _ACTIVATED));

}

@Override
public ClusterState execute(ClusterState currentState) throws Exception {
XPackPlugin.checkReadyForX PackCustomM etadata(currentState);
LicensesMetaData currentLicensesM etaData = currentState.metaData().custom(LicensesMetaData. TY PE);

if (request.isAcknowledged() == false) {
return currentState;
} eseif (currentLicensesMetaData == null || currentLicensesM etaData.isEligibleForTrial () {
long issueDate = clock.millis();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
long expiryDate = issueDate +
LicenseService NON_BASIC_SELF_GENERATED_LICENSE_DURATION.getMillis();

License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.IssuedTo(clusterName)
.maxNodes(LicenseService.SELF_GENERATED_LICENSE_MAX_NODEYS)
.IssueDate(issueDate)
type(request.getType())
.expiryDate(expiryDate);
License selfGeneratedLicense = Self GeneratedLicense.create(specBuilder, currentState.nodes());
LicensesM etaData newL icensesM etaData = new LicensesMetaData(self GeneratedL icense,
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Version.CURRENT);
mdBuilder.putCustom(LicensesMetaData. TY PE, newL icensesM etaData);
return ClusterState.builder(currentState). metaData(mdBuilder).build();
} else{
return currentState;

@Override
public void onFailure(String source, @Nullable Exception €) {
logger.error(new ParameterizedM essage(* unexpected failure during [{}]", source), €);
listener.onFailure(e);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.Action;

public class PutLicenseAction extends Action<PutLicenseResponse> {

public static final PutLicenseAction INSTANCE = new PutLicenseAction();
public static final String NAME = "cluster:admin/xpack/license/put";

private PutLicenseAction() {
super(NAME);

@Override
public PutLicenseResponse newResponse() {
return new PutLicenseResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.Action;

public class GetLicenseAction extends Action<GetLicenseResponse> {
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public static final GetLicenseAction INSTANCE = new GetLicenseAction();
public static final String NAME = "cluster:monitor/xpack/license/get";

private GetLicenseAction() {
super(NAME);

@0Override
public GetL icenseResponse newResponse() {
return new GetLicenseResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.Parameteri zedM essage;
import org.elasticsearch.Version;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.xpack.core. X PackPlugin;

import java.time.Clock;

import java.util.Collections;

import java.util.Map;

import java.util.UUID;

import java.util.concurrent.atomic.AtomicReference;

public class StartBasicClusterTask extends ClusterStateUpdateTask {

private static final String ACKNOWLEDGEMENT_HEADER = "This license update requires acknowledgement.
To acknowledge the license, " +
"please read the following messages and call /start_basic again, this time with the \"acknowledge=true\"
parameter:";

private final Logger logger;

private final String clusterName;

private final PostStartBasicRequest request;

private final ActionListener<PostStartBasicResponse> listener;

private final Clock clock;

private AtomicReference<Map<String, String[]>> ackMessages = new
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AtomicReference<>(Collections.emptyMap());

StartBasi cCluster Task(Logger logger, String clusterName, Clock clock, PostStartBasi cRequest request,
ActionListener<PostStartBasicResponse> listener) {
this.logger = logger;
this.clusterName = clusterName;
this.request = request;
this.listener = listener;
this.clock = clock;

@0Override
public void cluster StateProcessed(String source, ClusterState oldState, ClusterState newState) {
LicensesMetaData oldL icensesM etaData = oldState.metaData().custom(LicensesMetaData. TY PE);
logger.debug("license prior to starting basic license: {}", oldLicensesM etaData);
License oldLicense = LicensesM etaData.extractL icense(ol dLicensesM etaData);
Map<String, String[]> acknowledgeM essages = ackM essages.get();
if (acknowledgeM essages.isEmpty() == false) {
listener.onResponse(new
PostStartBasi cResponse(PostStartBasi cResponse. Status.NEED_ ACKNOWLEDGEMENT, acknowledgeM essages,
ACKNOWLEDGEMENT_HEADER));
} elseif (oldLicense != null && oldLicense.type().equals("basic")) {
listener.onResponse(new
PostStartBasi cResponse(PostStartBasi cResponse. Status. ALREADY _USING_BASIC));
} else{
listener.onResponse(new PostStartBasi cResponse(PostStartBasi cResponse. Status. GENERATED _BASIC));

@0Override
public ClusterState execute(ClusterState currentState) throws Exception {
X PackPlugin.checkReadyForX PackCustomM etadata(currentState);
LicensesM etaData licensesM etaData = currentState.metaData().custom(LicensesM etaData. TY PE);
License currentLicense = LicensesM etaData.extractL icense(licensesM etaData);
if (currentLicense == null || currentLicense.type().equals("basic") == false) {
long issueDate = clock.millis();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.IssuedTo(clusterName)
.maxNodes(LicenseService.SELF_GENERATED_LICENSE_MAX_NODES)
.IssueDate(issueDate)
type("basic")
.expiryDate(LicenseService. BASIC_SELF GENERATED_LICENSE _EXPIRATION_MILLIS);
License selfGeneratedLicense = Self GeneratedLicense.create(specBuilder, currentState.nodes());
if (request.isAcknowledged() == false & & currentLicense != null) {
Map<String, String[]> ackM essages = LicenseService.getAckM essages(sel f GeneratedLicense,
currentLicense);
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if (ackMessages.isEmpty() == false) {
this.ackM essages.set(ackM essages);
return currentState;

}

Version trialVersion = null;
if (licensesMetaData != null) {
trialVersion = licensesM etaData.getM ostRecent Trial Version();
}
LicensesM etaData newL icensesMetaData = new LicensesM etaData(self GeneratedLicense, trialVersion);
mdBuilder.putCustom(LicensesMetaData. TY PE, newLicensesM etaData);
return ClusterState.builder(currentState).metaData(mdBuil der).build();
} else{
return currentState;

@0Override

public void onFailure(String source, @Nullable Exception €) {
logger.error(new ParameterizedM essage(" unexpected failure during [{}]", source), €);
listener.onFailure(e);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportMasterNodeAction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportPostStartBasi cAction extends TransportM asterNodeA ction<PostStartBasi cRequest,
PostStartBasi cResponse> {

private final LicenseService licenseService;
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@Inject
public TransportPostStartBasi cA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, PostStartBasicAction.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, PostStartBasicRequest::new);
this.licenseService = licenseService;

@Override
protected String executor() {
return ThreadPool.Names.SAME;

@0Override
protected PostStartBasi cResponse newResponse() {
return new PostStartBasi cResponse();

@Override
protected void masterOperation(PostStartBasi cRequest request, ClusterState state,
ActionListener<PostStartBasi cResponse> listener) throws Exception {
licenseService.startBasicLicense(request, listener);

@Override
protected ClusterBlockException checkBlock(PostStartBasicRequest request, ClusterState state) {
return state.blocks().global BlockedException(ClusterBlockLevel METADATA_WRITE);

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.€elasticsearch.license;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class PostStart Trial RequestBuilder extends ActionRequestBuilder<PostStart Trial Request, PostStartTrial Response>
{

PostStartTrial RequestBuilder(El asticsearchClient client, PostStartTrial Action action) {
super(client, action, new PostStartTrial Request());
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public PostStartTrial RequestBuilder setAcknowledge(boolean acknowledge) {
request.acknowledge(acknowledge);
return this;
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest.action.RestToX ContentL istener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;
import static org.elasticsearch.rest. RestRequest.Method.DELETE;

public class RestDeletel icenseAction extends X PackRestHandler {
public RestDel etel i censeA ction(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(DELETE, URI_BASE + "/license", this);

@0Override
public String getName() {
return "xpack_delete license action”;

@Override
public RestChannel Consumer doPrepareRequest(final RestRequest request, final XPackClient client) throws
| OException {
Deletel icenseRequest deletel icenseRequest = new Deletel icenseRequest();
deletel icenseRequest.timeout(request.paramAsTime("timeout”, del etelicenseReguest.timeout()));
deletel icenseRequest. masterNodeTimeout(request.paramAsTime(" master_timeout",
deletel icenseRequest. masterNodeTimeout()));

return channel -> client.es().admin().cluster().execute(DeleteLicenseAction.INSTANCE, deletelicenseRequest,
new RestToX ContentL istener<>(channel));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
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* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.apache.lucene.util.BytesRef;

import org.apache.lucene.util.BytesReflterator;

import org.elasticsearch.common.bytes.BytesReference;
import org.elasticsearch.common.xcontent. ToX Content;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.elasticsearch.common.xcontent. X ContentType;
import org.elasticsearch.core.internal.io.Streams;

import java.io.ByteArrayOutputStream;
import java.io.| OException;

import java.io.lnputStream;

import java.nio.ByteBuffer;

import java.security.InvalidK eyException;
import java.security.NoSuchAlgorithmException;
import java.security.Signature;

import java.security.SignatureException;
import java.util Arrays,

import java.util.Base64;

import java.util.Collections;

/**

* Responsible for verifying signed licenses
*/

public class LicenseVerifier {

/**

* verifies the license content with the signature using the packaged
* public key
* @param license to verify
* @return trueif valid, false otherwise
*/
public static boolean verifyLicense(final License license, byte[] publicKeyData) {
byte[] signedContent = null;
byte[] publicKeyFingerprint = null;
try {
byte]] signatureBytes = Base64.getDecoder().decode(license.signature());
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
int version = byteBuffer.getInt();
int magicL en = byteBuffer.getint();
byte[] magic = new bytefmagicLen];
byteBuffer.get(magic);
int hashLen = byteBuffer.getint();

Open Source Used In DNA Center Platform 1.3.1.0
190



publicK eyFingerprint = new byte[hashLen];
byteBuffer.get(publicK eyFingerprint);
int signedContentLen = byteBuffer.getint();
signedContent = new byte[signedContentLen];
byteBuffer.get(signedContent);
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
license.toX Content(contentBuilder, new
ToX Content.M apParams(Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true")));
Signature rsa = Signature.getl nstance(" SHA512withRSA™);
rsainitVerify(CryptUtils.readPublicK ey(publicK eyData));
BytesRefIterator iterator = BytesReference.bytes(contentBuilder).iterator();
BytesRef ref;
while((ref = iterator.next()) != null) {
rsa.update(ref.bytes, ref.offset, ref.length);
}
return rsa.verify(signedContent);
} catch (I0Exception | NoSuchAlgorithmException | SignatureException | InvalidK eyException €) {
throw new Illegal StateException(e);
} finally {
if (signedContent !=null) {
Arraysfill(signedContent, (byte) 0);

public static boolean verifyLicense(final License license) {
final byte[] publicKeyBytes;
try (InputStream is = LicenseV erifier.class.getResourceAsStream("/public.key™)) {
ByteArrayOutputStream out = new ByteArrayOutputStream();
Streams.copy(is, out);
publicK eyBytes = out.toByteArray();
} catch (10Exception ex) {
throw new Illegal StateException(ex);
}
return verifyLicense(license, publicKeyBytes);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.cluster.node.DiscoveryNodes,

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.xcontent.L oggingDeprecationHandl er;
import org.el asticsearch.common.xcontent.NamedX ContentRegistry;
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import org.elasticsearch.common.xcontent. ToX Content;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentFactory;
import org.el asticsearch.common.xcontent. X ContentParser;
import org.elasticsearch.common.xcontent. X ContentType;

import java.io.| OException;
import java.nio.ByteBuffer;
import java.util.Base64;

import java.util.Collections;

import static org.elasticsearch.license.CryptUtils.encryptV 3Format;
import static org.elasticsearch.license.CryptUtils.encrypt;
import static org.elasticsearch.license.CryptUtils.decryptV 3Format;
import static org.elasticsearch.license.CryptUtils.decrypt;

class SelfGeneratedLicense {

public static License create(License.Builder specBuilder, DiscoveryNaodes currentNodes) {
return create(specBuilder, LicenseUtils.compatiblel icenseV ersion(currentNodes));

public static License create(License.Builder specBuilder, int version) {
License spec = specBuilder
.issuer("elasticsearch")
.version(version)
Jbuild();
final String signature;
try {
XContentBuilder contentBuilder = X ContentFactory.contentBuilder(X ContentType.JSON);
spec.toX Content(contentBuilder, new
ToX Content.M apParams(Collections.singletonMap(License.LICENSE_SPEC VIEW_MODE, "true")));
byte]] encrypt;
if (version < License.VERSION_CRYPTO_ALGORITHMS) {
encrypt = encryptV 3Format(BytesReference.toBytes(BytesRef erence.bytes(contentBuil der)));
}else{
encrypt = encrypt(BytesReference.toBytes(BytesReference.bytes(contentBuilder)));
}
byte[] bytes = new byte[4 + 4 + encrypt.length];
ByteBuffer byteBuffer = ByteBuffer.wrap(bytes);
/I Set -version in signature
byteBuffer.putlnt(-version)
.putint(encrypt.length)
.put(encrypt);
signature = Baseb4.getEncoder().encodeT oString(bytes);
} catch (I0Exception €) {
throw new |llegal StateException(e);
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return License.builder().fromLicenseSpec(spec, signature).build();

public static boolean verify(final License license) {
try {
byte]] signatureBytes = Base64.getDecoder().decode(license.signature());
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
int version = byteBuffer.getint();
int contentLen = byteBuffer.getint();
byte]] content = new byte] contentLen];
byteBuffer.get(content);
final License expectedLicense;
/[ Versionin signature is -version, so check for -(-version) < 4
byte]] decryptedContent = (-version < License.VERSION_CRYPTO_ALGORITHMYS) ?
decryptV 3Format(content) : decrypt(content);
/[l EMPTY is safe here because we don't call namedObject
try (XContentParser parser = X ContentFactory.xContent(X ContentType.JSON)
.createParser(NamedX ContentRegistry.EMPTY , LoggingDeprecationHandler. INSTANCE,
decryptedContent)) {
parser.nextToken();
expectedLicense = License.builder().fromLicenseSpec(License.fromX Content(parser),
license.signature()).version(-version).build();
}
return license.equal s(expectedL icense);
} catch (IOException €) {
throw new Illegal StateException(e);

public static boolean validSelfGeneratedType(String type) {
return "basic".equals(type) || "trial".equal s(type);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeReadA ction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.lndexNameEXxpressionResol ver;

import org.elasticsearch.cluster.service.ClusterService;
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import org.elasticsearch.common.inject.Inject;
import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.threadpool . ThreadPool;
import org.elasticsearch.transport. TransportService;

public class TransportGetTrial StatusAction extends TransportM asterNodeReadA ction<Get Tria StatusRequest,
GetTrial StatusResponse> {

@Inject
public TransportGetTrial StatusA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, GetTrial StatusAction.NAME, transportService, clusterService, threadPool, actionFilters,
GetTrial StatusRequest::new, indexNameExpressionResolver);

@0Override
protected String executor() {
return ThreadPool.Names.SAME;

@Override
protected GetTrial StatusResponse newResponse() {
return new GetTria StatusResponse();

@0Override
protected void masterOperation(GetTrial StatusRequest request, ClusterState state,
ActionListener<GetTria StatusResponse> listener) throws Exception {
LicensesMetaData licensesM etaData = state. metaData().custom(LicensesM etaData. TY PE);
listener.onResponse(new GetTrial StatusResponse(licensesM etaData == null ||
licensesMetaData.isEligibleForTrial()));

@Override
protected ClusterBlockException checkBlock(GetTrial StatusRequest request, ClusterState state) {
return state.blocks().global BlockedException(ClusterBlockLevel METADATA_READ);

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;
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import org.elasticsearch.common.logging.L oggerM essageFormat;
import org.elasticsearch.common.unit. TimeValue;

import java.util.UUID;
abstract class ExpirationCallback {
static final String EXPIRATION_JOB_PREFIX =".license_expiration_job ";

public enum Orientation { PRE, POST}

/-k *

* Callback that is triggered every <code>frequency</code> when

* current time is between <code>max</code> and <code>min</code>
* before license expiry.

*/

public abstract static class Pre extends ExpirationCallback {

/**

* Callback schedule prior to license expiry

*

* @parammin  latest relative time to execute before license expiry

* @parammax  earliest relative time to execute before license expiry

* @param frequency interval between execution

*/

Pre(TimeVaue min, TimeValue max, TimeValue frequency) {
super(Orientation.PRE, min, max, frequency);

/* *

* Callback that is triggered every <code>frequency</code> when

* current time is between <code>min</code> and <code>max</code>
* after license expiry.

*/

public abstract static class Post extends ExpirationCallback {

/**
* Callback schedule after license expiry
*
* @parammin  earliest relative time to execute after license expiry
* @parammax  latest relative time to execute after license expiry
* @param frequency interval between execution
*/
Post(TimeVaue min, TimeVaue max, TimeVaue frequency) {
super(Orientation.POST, min, max, frequency);
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private final String id;

private final Orientation orientation;
private final long min;

private final long max;

private final long frequency;

private ExpirationCallback(Orientation orientation, TimeValue min, TimeVaue max, TimeVa ue frequency) {
this.orientation = orientation;
thismin = (min == null) ?0 : min.getMillis();
this.max = (max == null) ? Long.MAX_VALUE : max.getMillis();
this.frequency = frequency.getMillis();
this.id = String.join("", EXPIRATION_JOB_PREFIX, UUID.randomUUID().toString());

public final String getld() {
return id;

public final long getFrequency() {
return frequency;

/**

* Calculates the delay for the next trigger time. When <code>now</code> isin a
* valid time bracket with respect to <code>expirationDate</code>, the delay is 0.
* When <code>now</code> is before the time bracket, than delay to the start of the
* time bracket and when <code>now</code> is passed the valid time bracket, the delay
* s <code>null</code>
* @param expirationDate license expiry date in milliseconds
* @param now current time in milliseconds
* @return time delay
*/
final TimeVaue delay(long expirationDate, long now) {
final TimeVaue delay;
switch (orientation) {
case PRE:
if (expirationDate >= now) {
/I license not yet expired
long preExpiryDuration = expirationDate - now;
if (preExpiryDuration > max) {
[l license duration is longer than maximum duration, delay it to the first match time
delay = TimeVaue.timeVaueMillis(preExpiryDuration - max);
} elseif (preExpiryDuration <= max & & preExpiryDuration >= min) {
/I no delay in valid time bracket
delay = TimeVaue.timeVaueMillis(0);
} else{
/I passed last match time
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delay = null;
}
} else{
/I invalid after license expiry
delay = null;
}
break;
case POST:
if (expirationDate >= now) {
/I license not yet expired, delay it to the first match time
delay = TimeVauetimeVaueMillis(expirationDate - now + min);
} else{
/I license has expired
long expiredDuration = now - expirationDate;
if (expiredDuration < min) {
/I license expiry duration is shorter than minimum duration, delay it to the first match time
delay = TimeVaue.timeVaueMillis(min - expiredDuration);
} elseif (expiredDuration >= min & & expiredDuration <= max) {
/I no delay in valid time bracket
delay = TimeVaue.timeVaueMillis(0);

} else{
/I passed last match time
delay = null;
}
}
break;
default:
throw new lllegal StateException("orientation [ + orientation + "] unknown");
}
return delay;
}
/**

* { @link SchedulerEngine.Schedul e#nextScheduledTimeAfter(long, long)} with respect to
* license expiry date
*/
public final long nextScheduledTimeForExpiry(long expiryDate, long startTime, long time) {
TimeValue delay = delay(expiryDate, time);
if (delay !=null) {
long delaylnMillis = delay.getMillis();
if (delaylnMillis==0L) {
if (startTime ==time) {
[l initia trigger and in time bracket, schedule immediately
return time;
} else{
/I in time bracket, add frequency
return time + frequency;
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}else{
/I not in time bracket
return time + delaylnMillis;

}

return -1;

/* *

* Code to execute when the expiry callback istriggered in avalid
* time bracket

* @param license license to operate on

*/

public abstract void on(License license);

public final String toString() {
return L oggerM essageFormat.format(null, "ExpirationCallback:(orientation [{}], min[{}], max [{}], freq

{30
orientation.name(), TimeVauetimeVaueMillis(min), TimeVaue.timeVaueMillis(max),
TimeVauetimeVaueMillis(frequency));
}
}
/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.ElasticsearchException;

import org.elasticsearch.Version;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.cluster.AckedCluster StateUpdateTask;
import org.elasticsearch.cluster.ClusterChangedEvent;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStatel istener;

import org.elasticsearch.cluster.ack.Cluster StateUpdateResponse;
import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.cluster.node.DiscoveryNode;

import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.component. A bstractL ifecycleComponent;
import org.elasticsearch.common.component.Lifecycle;

import org.elasticsearch.common.joda. FormatDateTimeFormatter;
import org.elasticsearch.common.joda.Joda;

import org.elasticsearch.common.logging.L oggerM essageFormat;
import org.el asticsearch.common.settings. Setting;;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.unit. TimeValue;
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import org.elasticsearch.discovery.DiscoveryModule;

import org.elasticsearch.env.Environment;

import org.elasticsearch.gateway.Gateway Service;

import org.elasticsearch.watcher.ResourceWatcherService;
import org.elasticsearch.xpack.core. X PackPlugin;

import org.el asticsearch.xpack.core. X Pack Settings;

import org.elasticsearch.xpack.core.schedul er.Schedul erEngine;

import java.time.Clock;
import java.util ArrayList;
import java.util Arrays;
import java.util.Collections;
import java.util.HashMap;
import java.util.HashSet;
import java.util.List;

import java.util.Locale;
import java.util.Map;
import java.util.Set;

import java.util.concurrent.atomic.AtomicReference;

/* *

* Service responsible for managing { @link LicensesMetaData} .

* <p>

* On the master node, the service handles updating the cluster state when a new license is registered.
* |t also listens on all nodes for cluster state updates, and updates { @link X PackLicenseState} when
* the license changes are detected in the cluster state.

*/

public class LicenseService extends AbstractL ifecycleComponent implements ClusterStatel istener,

SchedulerEngine.Listener {

public static final Setting<String> SELF GENERATED_LICENSE TY PE = new
Setting<>("xpack.license.self _generated.type”,
(s) ->"basic”, (s) ->{
if (SelfGeneratedLicense.validSelfGeneratedType(s)) {
return s,
} else{
throw new Illegal ArgumentException("1llegal self generated licensetype[" + s+ "]. Must betria or basic.");

}
}, Setting.Property.NodeScope);

Il pkg private for tests
static final TimeVaue NON_BASIC _SELF GENERATED_LICENSE _DURATION =
TimeVauetimeVaueHours(30 * 24);

static final Set<String> VALID_TRIAL_TYPES = new HashSet<>(Arrays.asList("tria", "platinum", "gold"));

/**

* Duration of grace period after alicense has expired
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*
/
static final TimeVaue GRACE_PERIOD_DURATION = days(7);

public static final long BASIC_SELF GENERATED_LICENSE EXPIRATION_MILLIS=
Long.MAX_VALUE - days(365).millis();

private final ClusterService clusterService;

/* *

* The xpack feature state to update when license changes are made.
*/

private final XPackLicenseState licenseState;

/**

* Currently active license

*/

private final AtomicReference<License> currentLicense = new AtomicReference<>();
private SchedulerEngine scheduler;

private final Clock clock;

/* *

* File watcher for operation mode changes

*/

private final OperationM odeFileWatcher operationM odeFileWatcher;

/* *

* Callbacksto notify relative to license expiry

*/

private List<ExpirationCallback> expirationCallbacks = new ArrayList<>();

/* *
* Max number of nodes licensed by generated trial license
*/
static final int SELF_GENERATED_LICENSE_MAX_NODES = 1000;

public static final String LICENSE_JOB = "licenseJob";

private static final FormatDateTimeFormatter DATE_FORMATTER = Joda.forPattern("EEEE, MMMMM dd,
yyyy", Locale. ROOT);

private static final String ACKNOWLEDGEMENT_HEADER = "This license update requires acknowledgement.
To acknowledge the license, " +
"please read the following messages and update the license again, this time with the \"acknowledge=true\"

parameter:";

public LicenseService(Settings settings, ClusterService clusterService, Clock clock, Environment env,
ResourceWatcherService resourceWatcherService, X PackLicenseState licenseState) {
super(settings);
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this.clusterService = clusterService;

this.clock = clock;

this.scheduler = new Schedul erEngine(clock);

this.licenseState = licenseState;

this.operationM odeFileWatcher = new OperationM odeFileWatcher(resourceWatcher Service,
XPackPlugin.resolveConfigFile(env, "license_mode"), logger, () -> updatel icenseState(getL icense()));

this.schedul er.register(this);

popul ateExpirationCallbacks();

private void logExpirationWarning(long expirationMillis, boolean expired) {
String expiredMsg = expired ? "expired” : "will expire";
String general = LoggerM essageFormat.format(null, "License[{}] on [{}].\n" +
"# If you have anew license, please update it. Otherwise, please reach out to\n" +
"# your support contact.\n" +
"#", expiredMsg, DATE_FORMATTER.printer().print(expirationMillis));
if (expired) {
general = general.toUpperCase(L ocale.ROOT);
}
StringBuilder builder = new StringBuilder(general);
builder.append(System.lineSeparator());
if (expired) {
builder.append("# COMMERCIAL PLUGINS OPERATING WITH REDUCED FUNCTIONALITY");
} else{
builder.append("# Commercia plugins operate with reduced functionality on license expiration:");
}
XPackLicenseState. EXPIRATION_MESSAGES.forEach((feature, messages) -> {
if (messages.length > 0) {
builder.append(System.lineSeparator());
builder.append("# - ");
builder.append(feature);
for (String message : messages) {
builder.append(System.lineSeparator());
builder.append("# - ");
builder.append(message);
}
}
b

logger.warn("{}", builder);

private void popul ateExpirationCallbacks() {
expirationCallbacks.add(new ExpirationCallback.Pre(days(7), days(25), days(1)) {
@0Override
public void on(License license) {
logExpirationWarning(license.expiryDate(), false);
}
b
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expirationCallbacks.add(new ExpirationCallback.Pre(days(0), days(7), TimeVaue.timeVaueMinutes(10)) {
@0Override
public void on(License license) {
logExpirationWarning(license.expiryDate(), false);
}
b
expirationCallbacks.add(new ExpirationCallback.Post(days(0), null, TimeVaue.timeVaueMinutes(10)) {
@0Override
public void on(License license) {
// logged when grace period begins
logExpirationWarning(license.expiryDate(), true);

* Registers new license in the cluster
* Master only operation. Installs anew license on the master provided it isVALID
*/
public void registerLicense(final PutLicenseRequest request, final ActionListener<PutLicenseResponse> listener)
{
final License newLicense = request.license();
final long now = clock.millis();
if (LicenseVerifier.verifyLicense(newLicense) || newLicense.issueDate() > now || newLicense.startDate() >
now) {
listener.onResponse(new PutL icenseResponse(true, LicensesStatus.INVALID));
} dseif (newLicense.type().equals("basic")) {
listener.onFailure(new Illegal ArgumentException(*Registering basic licensesis not allowed."));
} eseif (newLicense.expiryDate() < now) {
listener.onResponse(new PutL icenseResponse(true, LicensesStatus.EXPIRED));
} else{
if (request.acknowledged()) {
I/ TODO: ack messages should be generated on the master, since another node's cluster state may be
behind...
final License currentLicense = getLicense();
if (currentLicense!=null) {
Map<String, String[]> acknowledgeM essages = getAckM essages(newL icense, currentLicense);
if (acknowledgeM essages.isEmpty() == false) {
/I needs acknowledgement
listener.onResponse(new PutL icenseResponse(false, LicensesStatus.VALID,
ACKNOWLEDGEMENT_HEADER,
acknowledgeM essages));
return;

if (newLicense.isProductionLicense()
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& & XPackSettings. SECURITY _ENABLED.get(settings)
& & XPackSettings TRANSPORT_SSL_ENABLED.get(settings) == false
& & isProductionM ode(settings, clusterService.localNode())) {
/I security ison but TLS is not configured we gonnafail the entire request and throw an exception
throw new lllegal StateException("Cannot install a[" + newLicense.operationMode() +
"] license unless TLSiis configured or security is disabled");

// TODO we should really validate that all nodes have xpack installed and are consistently configured but

this
I/ should happen on adifferent level and not in this code
}else{
clusterService.submitStateUpdateTask("register license [" + newLicense.uid() +"]", new
AckedClusterStateUpdateT ask<PutL icenseResponse>(request, listener) {
@Override
protected PutL icenseResponse newResponse(boolean acknowledged) {
return new PutLicenseResponse(acknowledged, LicensesStatus.VALID);

@0Override
public ClusterState execute(ClusterState currentState) throws Exception {
X PackPlugin.checkReadyForX PackCustomM etadata(currentState);
MetaData currentM etadata = currentState.metaData();
LicensesMetaData licensesMetaData = currentM etadata.custom(LicensesMetaData. TY PE);
Version tridVersion = null;
if (licensesMetaData !=null) {
trialVersion = licensesM etaData.getM ostRecentTria Version();
}
MetaData.Builder mdBuilder = MetaData.builder(currentM etadata);
mdBuilder.putCustom(LicensesMetaData. TY PE, new LicensesMetaData(newL icense,
triaVersion));
return ClusterState.builder(currentState). metaData(mdBuilder).build();

IOk

public static Map<String, String[]> getAckMessages(License newLicense, License currentLicense) {
Map<String, String[]> acknowledgeM essages = new HashM ap<>();
if (ILicense.isAutoGeneratedLicense(currentLicense.signature()) // current license is not auto-generated
& & currentLicense.issueDate() > newLicense.issueDate()) { // and has alater issue date
acknowledgeM essages.put(“license”, new String[]{
"The new license is older than the currently installed license. " +
"Are you sure you want to override the current license?'});

}

XPackLicenseState ACKNOWLEDGMENT _MESSAGES.forEach((feature, ackMessages) -> {
String[] messages = ackM essages.apply(currentL icense.operationM ode(), newL icense.operationM ode());
if (messages.length > 0) {

acknowledgeM essages. put(feature, messages);
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}
b
return acknowl edgeM essages;

private static TimeVaue days(int days) {
return TimeValue.timeValueHours(days * 24);

@Override
public void triggered(SchedulerEngine.Event event) {
final LicensesMetaData licensesM etaData =
clusterService.state().metaData().custom(LicensesMetaData. TY PE);
if (licensesMetaData!=null) {
final License license = licensesM etaData.getL icense();
if (event.getJobName().equals(LICENSE_JOB)) {
updatel icenseState(license);
} dseif (event.getJobName().startsWith(ExpirationCallback. EXPIRATION_JOB_PREFIX)) {
expirationCallbacks.stream()
filter(expirationCallback -> expirationCallback.getl d().equal s(event.getJobName()))
forEach(expirationCallback -> expirationCallback.on(license));

/**

* Remove license from the cluster state metadata

*/

public void removel icense(final Deletel icenseRequest request, final

ActionListener<Cluster StateUpdateResponse> listener) {
clusterService.submitStateUpdateTask("del ete license",
new AckedClusterStateUpdateT ask<Cluster StateU pdateResponse>(request, listener) {
@0Override
protected ClusterStateUpdateResponse newResponse(bool ean acknowledged) {
return new Cluster StateU pdateResponse(acknowledged);

@Override
public ClusterState execute(ClusterState currentState) throws Exception {
MetaData metaData = currentState.metaData();
final LicensesMetaData currentLicenses = metaData.custom(LicensesMetaData. TY PE);
if (currentLicenses.getLicense() != LicensesMetaData.LICENSE_ TOMBSTONE) {
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
LicensesMetaData newM etadata = new
LicensesMetaData(L icensesM etaData.L ICENSE_TOMBSTONE,
currentLicenses.getM ostRecentTrial Version());
mdBuilder.putCustom(LicensesMetaData. TY PE, newM etadata);
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return ClusterState.builder(currentState). metaData(mdBuilder).build();
}else{
return currentState;

}
3k

public License getLicense() {
final License license = getLicense(clusterService.state().metaData());
return license == LicensesMetaData.LICENSE_ TOMBSTONE ? null : license;

void startTrialLicense(PostStartTrial Request request, final ActionListener<PostStartTrial Response> listener) {
if (VALID_TRIAL_TY PES.contains(request.getType()) == false) {
throw new Illegal ArgumentException(" Cannot start trial of type[" + request.getType() + "]. Valid trial types
are
+VALID_TRIAL_TYPES+".");

}

StartTrial ClusterTask task = new StartTrial ClusterTask(logger, clusterService.getClusterName().value(), clock,
request, listener);

clusterService.submitStateUpdateTask("started trial license", task);

void startBasicLicense(PostStartBasi cRequest request, final ActionListener<PostStartBasi cResponse> listener) {
StartBasicClusterTask task = new StartBasicCluster Task(logger, clusterService.getClusterName().value(),
clock, request, listener);
clusterService.submitStateUpdateTask("start basic license”, task);

/* *
* Master-only operation to generate a one-time global self generated license.
* The self generated licenseis only generated and stored if the current cluster state metadata
* has no existing license. If the cluster currently has a basic license that has an expiration date,
* anew basic license with no expiration date is generated.
*/
private void registerOrUpdateSel fGeneratedLicense() {
clusterService.submitStateUpdateT ask(" maybe generate license for cluster”,
new StartupSelfGeneratedLicenseT ask(settings, clock, clusterService));

@0Override
protected void doStart() throws ElasticsearchException {
clusterService.addL istener(this);
scheduler.start(Collections.emptyList());
logger.debug(“initializing license state");
if (clusterService.lifecycleState() == Lifecycle.State. STARTED) {
final ClusterState clusterState = clusterService.state();
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if (clusterState.blocks().hasGlobal Block(GatewayService. STATE_NOT_RECOVERED_BLOCK) == false
&&
clusterState.nodes().getMasterNode() !'= null &&
XPackPlugin.isReadyForX PackCustomM etadata(cluster State)) {
final LicensesMetaData currentM etaData = cluster State.metaData().custom(LicensesM etaData. TY PE);
boolean noLicense = currentMetaData == null || currentM etaData.getLicense() == null;
if (clusterState.getNodes().isL ocalNodeElectedMaster() & &
(noLicense || LicenseUtils.licenseNeedsExtended(currentM etaData.getLicense()))) {
/I triggers a cluster changed event eventually notifying the current licensee
registerOrUpdateSelf GeneratedL icense();

@0Override
protected void doStop() throws ElasticsearchException {
clusterService.removel istener(this);
scheduler.stop();
/I clear current license
currentLicense.set(null);

@0Override
protected void doClose() throws ElasticsearchException {

}

/**

* When there is no global block on { @link
org.elasticsearch.gateway.Gateway Service#STATE_NOT_RECOVERED_BL OCK}
* notify licensees and issue auto-generated license if no license has been installed/issued yet.
*/
@Override
public void clusterChanged(ClusterChangedEvent event) {
final ClusterState previousClusterState = event.previousState();
final ClusterState currentClusterState = event.state();
if (currentClusterState.blocks().hasGlobal Block(GatewayService. STATE_NOT_RECOVERED_BLOCK)) {
if (XPackPlugin.isReadyForXPackCustomM etadata(currentClusterState) == false) {
logger.debug("cannot add license to cluster as the following nodes might not understand the license
metadata: {}",
() -> XPackPlugin.nodesNotReadyForX PackCustomM etadata(currentCluster State));
return;

final LicensesMetaData prevLicensesMetaData =
previousCluster State.getM etaData().custom(LicensesMetaData. TY PE);

final LicensesMetaData currentLicensesM etaData =
currentClusterState.getM etaData().custom(LicensesMetaData. TY PE);
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if (logger.isDebugEnabled()) {
logger.debug("previous [{}]", prevLicensesMetaData);
logger.debug("current [{}]", currentLicensesM etaData);
}
/I natify all interested plugins
if (previousClusterState.blocks().hasGlobal Block(Gateway Service. STATE_NOT_RECOVERED_BL OCK)
|| prevLicensesMetaData == null) {
if (currentLicensesMetaData != null) {
onUpdate(currentLicensesM etaData);
}
} elseif (!prevLicensesMetaData.equal s(currentLicensesM etaData)) {
onUpdate(currentLicensesMetaData);

License currentLicense = null;
boolean noLicenselnPrevMetadata = prevLicensesMetaData == null || prevLicensesM etaData.getL icense()
==null;
if (noLicenselnPrevM etadata == false) {
currentLicense = prevLicensesMetaData.getLicense();
}
boolean noLicenselnCurrentM etadata = (currentLicensesM etaData == null ||
currentLicensesMetaData.getLicense() == null);
if (noLicenselnCurrentM etadata == false) {
currentLicense = currentLicensesM etaData.getL icense();

boolean noLicense = noLicenselnPrevM etadata & & noLicenselnCurrentM etadata;

/I auto-generate license if no licenses ever existed or if the current license is basic and

/I needs extended or if the license signature needs to be updated. this will trigger a subsequent cluster changed
event

if (currentClusterState.getNodes().isLocalNodeElectedMaster() & &

(noLicense || LicenseUtils.licenseNeedsExtended(currentLicense) ||
LicenseUtils.signatureNeedsUpdate(currentLicense, currentClusterState.nodes()))) {
registerOrUpdateSel fGeneratedL icense();
}
} elseif (logger.isDebugEnabled()) {

logger.debug("skipped license notifications reason: [{}]",

GatewayService. STATE_NOT_RECOVERED_BL OCK);

}

protected void updatelicenseState(final License license) {
if (license == LicensesMetaData.LICENSE_TOMBSTONE) {
I/l implies license has been explicitly deleted
licenseState.update(License.OperationMode.MISSING, false);
return;

}

if (license!=null) {
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long time = clock.millis();
boolean active;
if (license.expiryDate() == BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS) {
active = true;
} elsef
/Il We subtract the grace period from the current time to avoid overflowing on an expiration
// date that is near Long.MAX_VALUE
active = time >= license.issueDate() & & time - GRACE_PERIOD_DURATION.getMillis() <
license.expiryDate();
}
licenseState.update(license.operationM ode(), active);

if (active) {
if (time < license.expiryDate()) {
logger.debug(“license [{}] - vaid", license.uid());

} else{
logger.warn("license [{}] - grace”, license.uid());
}
} elsef
logger.warn("license [{}] - expired", license.uid());
}
}
}
/**

* Notifies registered licensees of license state change and/or new active license
* based on the license in <code>currentLicensesM etaData</code>.
* Additionally schedules license expiry notifications and event callbacks
* relative to the current license's expiry
*/
private void onUpdate(final LicensesM etaData currentLicensesM etaData) {
final License license = getLicense(currentLicensesM etaData);
/l'license can be null if thetrial licenseis yet to be auto-generated
/I inthis case, it isano-op
if (license!=null) {
final License previousLicense = currentLicense.get();
if (license.equals(previousLicense) == false) {
currentLicense.set(license);
license.setOperationM odeFileWatcher(operationM odeFileWatcher);
scheduler.add(new SchedulerEngine.Job(LICENSE_JOB, nextLicenseCheck(license)));
for (ExpirationCallback expirationCallback : expirationCallbacks) {
scheduler.add(new Schedul erEngine.Job(expirationCallback.getld(),
(startTime, now) ->
expirationCallback.nextScheduledTimeForExpiry(license.expiryDate(), startTime, now)));
}
if (previousLicense !=null) {
/I remove operationM odeFileWatcher to gc the old license object
previousL icense.removeOperationM odeFileWatcher();
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}

logger.info("license [{}] mode [{}] - valid", license.uid(),
license.operationM ode().name().toL owerCase(L ocale. ROOT));

}
updatel icenseState(license);

Il pkg private for tests
static SchedulerEngine.Schedule nextLicenseCheck(License license) {
return (startTime, time) -> {
if (time < license.issueDate()) {
I/ when we encounter alicense with a future issue date
/I which can happen with autogenerated license,
// we want to schedule a notification on the license issue date
I/ so the license is notificed onceit isvalid
/1 see https://github.com/elasti ¢/x-plugins/issues/983
return license.issueDate();
} eseif (time < license.expiryDate()) {
return license.expiryDate();
} eseif (time < license.expiryDate() + GRACE_PERIOD _DURATION.getMillis()) {
return license.expiryDate() + GRACE_PERIOD_DURATION.getMillis();
}

return -1; // license is expired, no need to check again

1

public static License getLicense(final MetaData metaData) {
final LicensesMetaData licensesM etaData = metaData.custom(LicensesMetaData. TY PE);
return getLicense(licensesM etaData);

static License getLicense(final LicensesMetaData metaData) {
if (metaData != null) {

License license = metaData.getLicense();

if (license == LicensesMetaData.LICENSE_TOMBSTONE) {
return license;

} elseif (license!=null) {
boolean autoGeneratedL icense = License.isAutoGeneratedL icense(license.signature());
if ((autoGeneratedLicense & & SelfGeneratedLicense.verify(license))

|| (tautoGeneratedLicense & & LicenseVerifier.verifyLicense(license))) {
return license;

}

return null;
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private static boolean isProductionM ode(Settings settings, DiscoveryNode localNode) {
final boolean singleNodeDisco = "single-
node".equals(DiscoveryModule. DISCOVERY _TYPE_SETTING.get(settings));
return singleNodeDisco == false & & isBoundToL oopback(localNode) == falsg;

private static boolean isBoundToL oopback(DiscoveryNode localNode) {
return local Node.getAddress().address().getAddress().isL oopback Address();

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.action.support.master.AcknowledgedRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

public class DeletelicenseRequestBuilder extends A cknowledgedRequestBuilder<Del etel icenseRequest,
Deletel icenseResponse,
Deletel icenseRequestBuilder> {

public DeletelicenseRequestBuilder(ElasticsearchClient client) {
this(client, DeletelicenseAction.INSTANCE);

/**

* Creates new get licenses request builder
*
* @param client elasticsearch client
*/
public Deletel icenseRequestBuilder (ElasticsearchClient client, Deletel icenseAction action) {
super(client, action, new DeletelicenseRequest());
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.xcontent. ToX Content;
import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;
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import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponse;

import org.el asticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;

import static org.elasticsearch.rest.RestRequest.M ethod.POST;

public class RestPostStartBasicL icense extends X PackRestHandler {

RestPostStartBasi cL i cense(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(POST, URI_BASE + "/license/start_basic", this);

@Override
protected RestChannel Consumer doPrepareRequest(RestRequest request, X PackClient client) throws |OException
{
PostStartBasi cRequest startBasicRequest = new PostStartBasi cRequest();
startBasi cRequest.acknowl edge(request. paramAsBool ean(" acknowledge”, false));
startBasi cRequest.timeout(request.paramAsTime("timeout"”, startBasicRequest.timeout()));
startBasicRequest.masterNodeTimeout(request.paramAsTime(" master_timeout”,
startBasi cRequest.masterNodeTimeout()));
return channel -> client.licensing().postStartBasi c(startBasicRequest, new
RestBuilderListener<PostStartBasi cResponse>(channel) {
@Override
public RestResponse buildResponse(PostStartBasi cResponse response, X ContentBuilder builder) throws
Exception {
PostStartBasi cResponse. Status status = response.getStatus();
response.toX Content(builder, ToX Content. EMPTY_PARAMYS);
return new BytesRestResponse(status.getRestStatus(), builder);

}
s

@Override
public String getName() {
return "xpack_start_basic_action";

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
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package org.€elasticsearch.license;

import org.elasticsearch.Version;

import org.el asticsearch.action.ActionResponse;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.io.stream.Streaminput;
import org.elasticsearch.common.io.stream. StreamOutput;
import org.elasticsearch.common.io.stream.Writeable;

import org.elasticsearch.common.xcontent. ToX ContentObject;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.xpack.core. X PackBuild;

import java.io.| OException;
import java.util ArrayList;

import java.util.Collections;
import java.util.HashMap;

import java.util.List;

import java.util.Locale;

import java.util.Map;

import java.util.Set;

import java.util .stream.Collectors;

public class X PacklnfoResponse extends ActionResponse {

@Nullable private Buildinfo buildinfo;
@Nullable private Licenselnfo licenselnfo;
@Nullable private FeatureSetsl nfo featureSets nfo;

public X PackinfoResponse() {}

public XPacklnfoResponse(@Nullable Buildinfo buildinfo, @Nullable Licenselnfo licenselnfo, @Nullable
FeatureSetslnfo featureSetsinfo) {
this.buildinfo = buildInfo;
this.licenselnfo = licenselnfo;
this.featureSetslnfo = featureSetsinfo;

/**
* @return The build info (incl. build hash and timestamp)
*/
public Buildinfo getBuildinfo() {
return buildinfo;

/* *
* @return The current license info (incl. UID, type/mode. status and expiry date). May return { @code null}

when no
* licenseis currently installed.
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*/
public Licenselnfo getLicenselnfo() {
return licenselnfo;

/* *
* @return The current status of the feature setsin X-Pack. Feature sets describe the features available/enabled in
X-Pack.
*/
public FeatureSetsinfo getFeatureSetsinfo() {
return featureSets nfo;

@0Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
out.writeOptiona Writeable(buildinfo);
out.writeOptiona Writeabl e(licensel nfo);
out.writeOptional Writeabl e(featureSets| nfo);

@0Override

public void readFrom(Streaminput in) throws | OException {
this.buildinfo = in.readOptional Writeable(Buildinfo::new);
this.licenselnfo = in.readOptiona Writeable(Licensel nfo::new);
this.featureSetslnfo = in.readOptional Writeabl e( FeatureSetsl nfo::new);

}

public static class Licenselnfo implements ToX ContentObject, Writeable {

private fina String uid;

private final String type;

private final String mode;

private final long expiryDate;
private final License.Status status;

public Licenselnfo(License license) {
this(license.uid(), license.type(), license.operationM ode().name().toL owerCase(L ocale.ROOT),
license.status(), license.expiryDate());

public Licensel nfo(Streamlnput in) throws OException {
this(in.readString(), in.readString(), in.readString(), License.Status.readFrom(in), in.readLong());

public Licensel nfo(String uid, String type, String mode, License.Status status, long expiryDate) {
this.uid = uid;
this.type = type;
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this.mode = mode;
this.status = status;
this.expiryDate = expiryDate;

public String getUid() {
return uid,

public String getType() {
return type;

public String getMode() {
return mode;

public long getExpiryDate() {
return expiryDate;

public License.Status getStatus() {
return status,

@0Override
public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
builder.startObject()
field("uid", uid)
field("type", type)
field("mode", mode)
field("status", status.label());
if (expiryDate != LicenseService. BASIC_SELF GENERATED_LICENSE _EXPIRATION_MILLIS) {
builder.timeField("expiry_date in_millis’, "expiry_date", expiryDate);
}
return builder.endObject();

public void writeTo(StreamOutput out) throws | OException {
out.writeString(uid);
out.writeString(type);
out.writeString(mode);
status.writeTo(out);
out.writel ong(expiryDate);

public static class Buildinfo implements ToX ContentObject, Writeable {
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private final String hash;
private final String timestamp;

public Buildinfo(XPackBuild build) {
this(build.shortHash(), build.date());

}

public Buildinfo(Streaml nput input) throws |OException {
this(input.readString(), input.readString());

}

public Buildinfo(String hash, String timestamp) {
this.hash = hash;
this.timestamp = timestamp;

public String getHash() {
return hash;

public String getTimestamp() {
return timestamp;

@0Override

public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {

return builder.startObject()
field("hash", hash)
field("date", timestamp)
.endObject();

public void writeTo(StreamOutput output) throws | OException {

output.writeString(hash);
output.writeString(timestamp);

}

public static class FeatureSetsinfo implements ToX ContentObject, Writeable {

private final Map<String, FeatureSet> featureSets;

public FeatureSetslnfo(Streaml nput in) throws | OException {

int size = in.readVint();

Map<String, FeatureSet> featureSets = new HashMap<>(size);

for (inti =0;i<size i++) {
FeatureSet featureSet = new FeatureSet(in);
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featureSets.put(featureSet.name, featureSet);

}
this.featureSets = Collections.unmodifiableM ap(featureSets);

public FeatureSets| nfo(Set<FeatureSet> featureSets) {
Map<String, FeatureSet> map = new HashM ap<>(featureSets.size());
for (FeatureSet featureSet : featureSets) {
map.put(featureSet.name, featureSet);

}
this.featureSets = Collections.unmodifiableMap(map);

public Map<String, FeatureSet> getFeatureSets() {
return featureSets,

@0Override
public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
builder.startObject();
List<String> names = new
ArrayList<>(this.featureSets.keySet()).stream().sorted().collect(Collectors.toList());
for (String name : names) {
builder.field(name, featureSets.get(name), params);

}
return builder.endObject();

public void writeTo(StreamOutput out) throws | OException {
out.writeVInt(featureSets.size());
for (FeatureSet featureSet : featureSets.values()) {
featureSet.writeTo(out);

}

public static class FeatureSet implements ToX ContentObject, Writeable {

private final String name;

@Nullable private final String description;

private final boolean available;

private final boolean enabled;

@Nullable private final Map<String, Object> nativeCodel nfo;

public FeatureSet(Streamlinput in) throws |OException {
this(in.readString(), in.readOptional String(), in.readBoolean(), in.readBoolean(),
in.getVersion().onOrAfter(Version.V_5 4 0) ?in.readMap() : null);
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public FeatureSet(String name, @Nullable String description, boolean available, boolean enabled,
@Nullable Map<String, Object> nativeCodel nfo) {
this.name = name;
this.description = description;
this.avalable = available;
this.enabled = enabled,;
this.nativeCodel nfo = nativeCodelnfo;

public String name() {
return name;

@Nullable
public String description() {
return description;

public boolean available() {
return available;

public boolean enabled() {
return enabled;

@Nullable
public Map<String, Object> nativeCodelnfo() {
return nativeCodel nfo;

public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
builder.startObject();
if (description !=null) {
builder.field("description”, description);
}
builder.field("available", available);
builder.field("enabled", enabled);
if (nativeCodelnfo !=null) {
builder.field("native_code_info", nativeCodel nfo);

}
return builder.endObject();

public void writeTo(StreamQutput out) throws IOException {
out.writeString(name);
out.writeOptional String(description);
out.writeBoolean(available);
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out.writeBoolean(enabled);
if (out.getVersion().onOrAfter(Version.V_5 4 0)) {
out.writeMap(nativeCodel nfo);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionRequestBuilder;
import org.elasticsearch.client.ElasticsearchClient;

class GetBasicStatusRequestBuilder extends ActionRequestBuilder<GetBasi cStatusRequest,
GetBasicStatusResponse> {

GetBasicStatusRequestBuilder(ElasticsearchClient client, GetBasicStatusAction action) {
super(client, action, new GetBasi cStatusRequest());
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponse;

import org.elasticsearch.rest. RestStatus;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;

import static org.elasticsearch.rest. RestRequest.M ethod.GET;
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public class RestGetBasicStatus extends X PackRestHandler {
RestGetBasi cStatus(Settings settings, RestController controller) {

super(settings);
controller.registerHandler(GET, URI_BASE + "/license/basic_status', this);

@0Override

protected RestChannel Consumer doPrepareRequest(RestRequest request, X PackClient client) throws |OException

{
return channel -> client.licensing().prepareGetStartBasi c().execute(

new RestBuilderListener<GetBasi cStatusResponse>(channel) {
@Override

public RestResponse buildResponse(GetBasi cStatusResponse response, X ContentBuilder builder)

throws Exception {
builder.startObject();
builder.field("eligible to_start basic", response.isEligibleT oStartBasic());
builder.endObject();
return new BytesRestResponse(RestStatus.OK, builder);
}
b

@Override
public String getName() {
return "xpack_basic_status action”;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.ValidateActions;

import org.el asticsearch.action.support.master.AcknowledgedRequest;
import org.elasticsearch.common.bytes.BytesReference;

import org.el asticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import org.elasticsearch.common.xcontent. X ContentType;

import java.io.| OException;

public class PutLicenseRequest extends AcknowledgedRequest<PutL icenseRequest> {
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private License license;
private boolean acknowledge = false;

public PutLicenseRequest() {
}

@Override
public ActionRequestV alidationException validate() {
return (license == null) ? ValidateActions.addVaidationError("license ismissing”, null) : null;

/**

* Parses license from json format to an instance of { @link License}
*
* @param licenseDefinition licenses definition
* @param xContentType the content type of the license
*/
public PutLicenseRequest license(BytesReference licenseDefinition, X ContentType xContentType) {
try {
return license(License.fromSource(licenseDefinition, xContentType));
} catch (IOException €) {
throw new Illegal ArgumentException("failed to parse license source”, €);

public PutLicenseRequest license(License license) {
this.license = license;
return this;

public License license() {
return license;

public PutLicenseRequest acknowledge(boolean acknowledge) {
this.acknowledge = acknowledge;
return this;

public boolean acknowledged() {
return acknowledge;

@0Override

public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
license = License.readLicense(in);
acknowledge = in.readBool ean();

220

Open Source Used In DNA Center Platform 1.3.1.0



@Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
license.writeTo(out);
out.writeBoolean(acknowledge);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.Action;
public class PostStartBasi cAction extends Action<PostStartBasi cResponse> {

public static final PostStartBasicAction INSTANCE = new PostStartBasicAction();
public static final String NAME = "cluster:admin/xpack/license/start basic";

private PostStartBasicAction() {
super(NAME);

@0Override
public PostStartBasi cResponse newResponse() {
return new PostStartBasi cResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.Acknowl edgedRequest;
import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import java.io.| OException;

public class PostStartBasicRequest extends AcknowledgedRequest<PostStartBasicRequest> {
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private boolean acknowledge = false;

@Override
public ActionRequestV alidationException validate() {
return null;

public PostStartBasi cRequest acknowledge(boolean acknowledge) {
this.acknowledge = acknowledge;
return this;

public boolean isAcknowledged() {
return acknowledge;

@Override

public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
acknowledge = in.readBool ean();

@Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
out.writeBoolean(acknowledge);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionResponse;

import org.elasticsearch.common.io.stream. Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;
import java.io.| OException;

class GetBasicStatusResponse extends A ctionResponse {

private boolean eligibleToStartBasic;

GetBasicStatusResponse() {
}
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GetBasicStatusResponse(bool ean eligibleToStartBasic) {
this.eligibleToStartBasic = eligibleToStartBasic;

boolean isEligibleToStartBasic() {
return eligibleToStartBasic;

@Override
public void readFrom(Streaminput in) throws | OException {
gligibleToStartBasic = in.readBoolean();

@0Override
public void writeTo(StreamOutput out) throws | OException {
out.writeBoolean(eligibleToStartBasic);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.common.joda.FormatDateTimeFormatter;
import org.elasticsearch.common.joda.Joda;

import org.joda.time.MutableDateTime;

import org.joda.time.format.DateTimeFormatter;

import org.joda.time.format.| SODateTimeFormat;

public class DateUtils {
private static final FormatDateTimeFormatter formatDateOnlyFormatter = Joda.forPattern("yyyy-MM-dd");
private static final DateTimeFormatter dateOnlyFormatter = formatDateOnlyFormatter.parser().withZoneUTC();
private static final DateTimeFormatter dateTimeFormatter = 1|SODateTimeFormat.dateTime().withZoneUTC();

public static long endOf TheDay(String date) {

try {
/[ Try parsing using compl ete date/time format
return dateTimeFormatter.parseDateTime(date).getMillis();

} catch (I1legal ArgumentException ex) {
[/ Fall back to the date only format
MutableDateTime dateTime = dateOnlyFormatter.parseM utableDateTime(date);
dateTime.millisOfDay().set(dateTime.millisOf Day().getMaximumV a ue());
return dateTime.getMillis();
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public static long beginningOf TheDay(String date) {
try {
/[ Try parsing using compl ete date/time format
return dateTimeFormatter.parseDateTime(date).getMillis();
} catch (I1legal ArgumentException ex) {
[/l Fall back to the date only format
return dateOnlyFormatter.parseDateTime(date).getMillis();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

public enum LicensesStatus {
VALID((byte) 0),
INVALID((byte) 1),
EXPIRED((byte) 2);

private final byteid;

LicensesStatus(byte id) {
thisid =id;

publicintid() {
returnid;

public static LicensesStatus fromld(int id) {
if (d==0){
return VALID,;
} eseif (id==1){
return INVALID;
} eseif (id==2){
return EXPIRED,;
} else{
throw new Illegal StateException("no valid LicensesStatus for id=" + id);
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.common.inject.Inject;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.common.xcontent. ToX Content;
import org.elasticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.rest.BytesRestResponse;

import org.elasticsearch.rest.RestController;

import org.elasticsearch.rest. RestRequest;

import org.elasticsearch.rest. RestResponse;

import org.elasticsearch.rest.action.RestBuilderListener;
import org.elasticsearch.xpack.core. X PackClient;

import org.elasticsearch.xpack.core.rest. X PackRestHandler;

import java.io.| OException;
import java.util.HashMap;
import java.util.Map;

import static org.elasticsearch.rest. RestRequest.Method.GET;
import static org.elasticsearch.rest. RestStatus.NOT_FOUND;
import static org.elasticsearch.rest.RestStatus.OK;

public class RestGetL icenseAction extends X PackRestHandler {

@Inject

public RestGetL icenseA ction(Settings settings, RestController controller) {
super(settings);
controller.registerHandler(GET, URI_BASE + "/license", this);

@0Override
public String getName() {
return "xpack_get_license action";

/* *

* There will be only one license displayed per feature, the selected license will have the latest expiry_date

* out of al other licenses for the feature.

* <p>

* The licenses are sorted by latest issue_date

*/

@Override

public RestChannel Consumer doPrepareRequest(final RestRequest request, final XPackClient client) throws
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| OException {
final Map<String, String> overrideParams = new HashMap<>(2);
overrideParams.put(License.REST_VIEW_MODE, "true");
overrideParams.put(License.LICENSE_VERSION_MODE, String.valueOf(License.VERSION_CURRENT));
final ToX Content.Params params = new ToX Content.Del egatingM apParams(overrideParams, request);
GetLicenseRequest getLicenseRequest = new GetLicenseRequest();
getLicenseRequest.local (request.paramAsBoolean("local”, getLicenseRequest.local()));
return channel -> client.es().admin().cluster().execute(GetLicenseAction.INSTANCE, getL icenseRequest,
new RestBuilderListener<GetL icenseResponse>(channel) {
@Override
public RestResponse buildResponse(GetL icenseResponse response, X ContentBuilder builder) throws
Exception {
[/ Default to pretty printing, but allow ?pretty=false to disable
if (request.hasParam("pretty™)) {
builder.prettyPrint().IfAtEnd();
}
boolean hasLicense = response.license() !'= null;
builder.startObject();
if (hasLicense) {
builder.startObject("license");
response.license().tol nnerX Content(builder, params);
builder.endObject();
}
builder.endObject();
return new BytesRestResponse(hasLicense ? OK : NOT_FOUND, builder);

3k

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import java.io.| OException;
import java.io.lnputStream;
import java.nio.ByteBuffer;
import java.util ArrayList;
import java.util.Base64;
import java.util.Comparator;
import java.util.List;

import java.util.Locale;

import org.apache.lucene.util.CollectionUtil;
import org.el asticsearch.ElasticsearchException;
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import org.elasticsearch.ElasticsearchParseException;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.io.stream.Streamlnput;

import org.elasticsearch.common.io.stream. StreamOutput;

import org.elasticsearch.common.xcontent.L oggingDeprecationHandl er;
import org.elasticsearch.common.xcontent.NamedX ContentRegistry;
import org.elasticsearch.common.xcontent. ToX Content;

import org.elasticsearch.common.xcontent. ToX ContentObject;
import org.el asticsearch.common.xcontent. X ContentBuilder;

import org.elasticsearch.common.xcontent. X ContentFactory;

import org.elasticsearch.common.xcontent. X ContentParser;

import org.elasticsearch.common.xcontent. X ContentType;

/* *
* Datastructure for license. Use { @link Builder} to build alicense.
* Provides serialization/deserialization & validation methods for license object
*/
public class License implements ToX ContentObject {
public static final int VERSION_START = 1;
public static final int VERSION_NO_FEATURE_TYPE =2;
public static final int VERSION_START_DATE = 3;
public static final int VERSION_CRYPTO_ALGORITHMS = 4;
public static final int VERSION_CURRENT = VERSION_CRYPTO_ALGORITHMS;

/* *

* X Content param name to deserialize license(s) with

* an additional <code>status</code> field, indicating whether a

* particular licenseis 'active' or 'expired' and no signature

* and in a human readable format

*/

public static final String REST_VIEW_MODE = "rest_view";

/* *

* X Content param name to deserialize license(s) with

* no signature

*/

public static final String LICENSE_SPEC _VIEW_MODE ="license_spec_view";
/* *

* X Content param name to deserialize licenses according

* to a specific license version

*/

public static final String LICENSE_VERSION_MODE = "license_version";

public static final Comparator<License> LATEST_ISSUE DATE _FIRST =
Comparator.comparing(License::issueDate).reversed();

private final int version;
private final String uid;
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private final String issuer;

private final String issuedTo;

private final long issueDate;

private final String type;

private final String subscriptionType;
private final String feature;

private final String signature;

private final long expiryDate;

private final long startDate;

private final int maxNodes;

private final OperationM ode operationMode;

/* *
* Decouples operation mode of alicense from the license type value.
* <p>
* Note: The mode indicates features that should be made available, but it does not indicate whether the license is
activel
*
* Theid byteis used for ordering operation modes
*/
public enum OperationMode {
MISSING((byte) 0),
TRIAL((byte) 1),
BASIC((byte) 2),
STANDARD((byte) 3),
GOLD((byte) 4),
PLATINUM((byte) 5);

private fina byteid;

OperationMode(byte id) {
thisid =id;

/** Returns non-zero positive number when <code>opM odel</code> is greater than <code>opM ode2</code>
*/
public static int compare(OperationM ode opM odel, OperationM ode opMode2) {
return Integer.compare(opModel.id, opMode2.id);

public static OperationM ode resolve(String type) {
switch (type.toL owerCase(Locale.ROOT)) {
case "missing":
return MISSING,;
case "tria":
case "none": // bwc for 1.x subscription_type field
case "dev": // bwc for 1.x subscription_typefield
case "development”: // bwc for 1.x subscription_type field
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return TRIAL;
case "basic":
return BASIC;
case "standard":
return STANDARD;
case "silver":
case"gold":
return GOLD;
case "platinum":
case"cloud internal":
case "interna": // bwc for 1.x subscription_typefield
return PLATINUM;
default:
throw new Illegal ArgumentException("unknown type[" + type + "]");

private License(int version, String uid, String issuer, String issuedTo, long issueDate, String type,
String subscriptionType, String feature, String signature, long expiryDate, int maxNodes, long startDate)

this.version = version;

this.uid = uid;

this.issuer = issuer;

this.issuedTo = issuedTo;

this.issueDate = issueDate;

this.type = type;

this.subscriptionType = subscriptionType;

this.feature = feature;

this.signature = signature;

/I We will validate that only a basic license can have the

BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS

/I in the validate() method.

if (expiryDate ==-1) {
this.expiryDate = LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS;

} else{
this.expiryDate = expiryDate;

}

this.maxNodes = maxNodes;

this.startDate = startDate;

if (version == VERSION_START) {
I/l in 1.x: the acceptable values for 'subscription_type': none | dev | silver | gold | platinum
this.operationM ode = OperationM ode.resol ve(subscriptionType);

} else{
I/l in 2.x: the acceptable values for 'type': tria | basic | silver | dev | gold | platinum
this.operationM ode = OperationM ode.resol ve(type);

}
validate();
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/* *
* @return version of the license
*/
public int version() {
return version;

/**
* @return aunique identifier for alicense
*/
public String uid() {
return uid;

/* *
* @return type of the license [trial, subscription, internal]
*/
public String type() {
return type;

/**
* @return the issueDate in milliseconds
*/
public long issueDate() {
return issueDate;

/* *
* @return the startDate in milliseconds
*/
public long startDate() {
return startDate;

/-k *
* @return the expiry date in milliseconds
*/
public long expiryDate() {
return expiryDate;

/* *

* @return the maximum number of nodes this license has been issued for
*/

public int maxNodes() {
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return maxNodes,

/* *
* @return a string representing the entity this licenses has been issued to
*/
public String issuedTo() {
return issuedTo;

/* *
* @return a string representing the entity responsible for issuing this license (internal)
*/
public String issuer() {
return issuer;

/* *
* @return a string representing the signature of the license used for license verification
*/
public String signature() {
return signature;

/* *

* @return the operation mode of the license as computed from the license type or from

* the license mode file

*/

public OperationM ode operationM ode() {

synchronized (this) {
if (canReadOperationM odeFromFile() & & operationModeFileWatcher = null) {
return operationM odeFileWatcher.getCurrentOperationM ode();

}

return operationMode;

private boolean canReadOperationM odeFromFile() {
return type.equals("cloud_interna");

private volatile OperationM odeFileWatcher operationModeFileWatcher;

/* *

* Sets the operation mode file watcher for the license and initializes the

* file watcher when the license type allows to override operation mode from file

*/

public synchronized void setOperationM odeFileéWatcher(final OperationM odeFileWatcher

231

Open Source Used In DNA Center Platform 1.3.1.0



operationM odeFileWatcher) {
this.operationM odeFileWatcher = operationM odeFileWatcher;
if (canReadOperationModeFromFile()) {
this.operationM odeFileWatcher.init();

}

/**

* Removes operation mode file watcher, so unused license objects can be gc'ed

*/

public synchronized void removeOperationM odeFileWatcher() {
this.operationM odeFileWatcher = null;

}

/**

* @return the current license's status
*/
public Status status() {
long now = System.currentTimeMillis();
if (issueDate > now) {
return Status.INVALID;
} elseif (expiryDate < now) {
return Status.EXPIRED;

}
return Status.ACTIVE;

private void validate() {
if (issuer ==null) {
throw new Illegal StateException("'issuer can not be null");
} eseif (issuedTo == null) {
throw new Illegal StateException("issuedTo can not be null");
} elseif (issueDate ==-1) {
throw new Illegal StateException("issueDate has to be set");
} dseif (type==null) {
throw new Illegal StateException("'type can not be null™);
} eseif (subscriptionType == null && version == VERSION_START) {
throw new Illegal StateException(*subscriptionType can not be null");
} eseif (uid == null) {
throw new Illegal StateException(*'uid can not be null");
} eseif (feature == null & & version == VERSION_START) {
throw new Illegal StateException("feature can not be null");
} eseif (maxNodes ==-1) {
throw new Illegal StateException("maxNodes has to be set");
} dseif (expiryDate ==-1) {
throw new Illegal StateException("expiryDate has to be set");
} elseif (expiryDate == LicenseService. BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS
& & "basic".equals(type) == false) {
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throw new Illegal StateException("only basic licenses are allowed to have no expiration");

public static License readLicense(Streamlnput in) throws | OException {
int version = in.readVInt(); // Version for future extensibility
if (version > VERSION_CURRENT) {
throw new ElasticsearchException(" Unknown license version found, please upgrade all nodes to the latest
elasticsearch-license" +
" plugin");
}
Builder builder = builder();
builder.version(version);
builder.uid(in.readString());
builder.type(in.readString());
if (version == VERSION_START) {
builder.subscriptionType(in.readString());
}
builder.issueDate(in.readL ong());
if (version == VERSION_START) {
builder.feature(in.readString());
}
builder.expiryDate(in.readLong());
builder.maxNodes(in.readint());
builder.issuedTo(in.readString());
builder.issuer(in.readString());
builder.signature(in.readOptional String());
if (version >= VERSION_START _DATE) {
builder.startDate(in.readL ong());

}
return builder.build();

public void writeTo(StreamOutput out) throws | OException {

out.writeVInt(version);

out.writeString(uid);

out.writeString(type);

if (version == VERSION_START) {
out.writeString(subscriptionType);

}

out.writelong(issueDate);

if (version == VERSION_START) {
out.writeString(feature);

}

out.writelong(expiryDate);

out.writel nt(maxNodes);

out.writeString(issuedTo);

out.writeString(issuer);
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out.writeOptional String(signature);
if (version >= VERSION_START_DATE) {
out.writel ong(startDate);

@Override
public String toString() {
try {
final X ContentBuilder builder = X ContentFactory.jsonBuilder();
toX Content(builder, ToXContent. EMPTY_PARAMYS);
return Strings.toString(builder);
} catch (IOException €) {
return"";

@0Override
public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
builder.startObject();
tol nnerX Content(builder, params);
builder.endObject();
return builder;

public X ContentBuilder tolnnerX Content(X ContentBuilder builder, Params params) throws | OException {

boolean licenseSpecMode = params.paramAsBoolean(LICENSE_SPEC VIEW_MODE, fasg);
boolean restViewMode = params.paramAsBoolean(REST_VIEW_MODE, false);
boolean previousyHumanReadabl e = builder.humanReadable();
if (licenseSpecMode & & restViewMode) {

throw new Illegal ArgumentException(*can have either " + REST_VIEW_MODE +" or " +

LICENSE_SPEC VIEW_MODE);

} dseif (restViewMode) {

if (!previousyHumanReadable) {

builder.humanReadabl e(true);

}
}
final int version;
if (params.param(LICENSE_VERSION_MODE) != null && restViewMode) {
version = Integer.parsel nt(params.param(LICENSE_VERSION_MODE));
} else{
version = this.version;
}
if (restViewMode) {
builder.field(Fields.STATUS, status().label());
}
builder.field(Fields.UID, uid);
builder.field(Fields.TY PE, type);
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if (version == VERSION_START) {
builder.field(Fields.SUBSCRIPTION_TY PE, subscriptionType);
}
builder.timeField(Fields.|SSUE_DATE_IN_MILLIS, Fields.|SSUE_DATE, issueDate);
if (version == VERSION_START) {
builder.field(Fields.FEATURE, feature);

if (expiryDate != LicenseService. BASIC_SELF GENERATED_LICENSE _EXPIRATION_MILLIS) {
builder.timeField(Fields. EXPIRY_DATE_IN_MILLIS, Fields.EXPIRY_DATE, expiryDate);

}

builder.field(FieldssMAX_NODES, maxNodes);

builder.field(Fields.ISSUED_TO, issuedTo);

builder.field(Fields.| SSUER, issuer);

if (licenseSpecMode & & !'restViewMode & & signature !'= null) {
builder.field(Fields.SIGNATURE, signature);

}

if (restViewMode) {
builder.humanReadabl e(previouslyHumanReadabl €);

}

if (version >= VERSION_START_DATE) {
builder.timeField(Fields. START_DATE_IN_MILLIS, Fields.START_DATE, startDate);

}

return builder;

public static License fromX Content(X ContentParser parser) throws |OException {
Builder builder = new Builder();
XContentParser.Token token;
while ((token = parser.nextToken()) != X ContentParser.Token.END_OBJECT) {
if (token == XContentParser. Token.FIELD NAME) {
String currentFieldName = parser.currentName();
token = parser.nextToken();
if (token.isvalue()) {
if (Fields.UID.equals(currentFieldName)) {
builder.uid(parser.text());
} dseif (Fields.TY PE.equa s(currentFiel dName)) {
builder.type(parser.text());
} dseif (Fields. SUBSCRIPTION_TY PE.equals(currentFieldName)) {
builder.subscriptionType(parser.text());
} dseif (Fields.|SSUE_DATE.equals(currentFieldName)) {
builder.issueDate(parseDate(parser, "issue”, false));
} dseif (FieldsISSUE_DATE_IN_MILLIS.equas(currentFieldName)) {
builder.issueDate(parser.longValue());
} dseif (Fields. FEATURE.equals(currentFieldName)) {
builder.feature(parser.text());
} dseif (Fields.EXPIRY _DATE.equals(currentFieldName)) {
builder.expiryDate(parseDate(parser, "expiration”, true));

Open Source Used In DNA Center Platform 1.3.1.0
235



} dseif (FieldsEXPIRY_DATE_IN_MILLIS.equals(currentFieldName)) {
builder.expiryDate(parser.longValue());

} edseif (Fields.START_DATE.equals(currentFieldName)) {
builder.startDate(parseDate(parser, "start", false));

} dseif (Fields.START _DATE _IN_MILLIS.equals(currentFieldName)) {
builder.startDate(parser.longValue());

} dseif (FieldsMAX_NODES.equa s(currentFiel dName)) {
builder.maxNodes(parser.intVaue());

} dseif (Fields.|SSUED_TO.equals(currentFieldName)) {
builder.issuedTo(parser.text());

} eseif (Fields.| SSUER.equal s(currentFieldName)) {
builder.issuer(parser.text());

} dseif (Fields.SIGNATURE.equals(currentFieldName)) {
builder.signature(parser.text());

} dseif (Fields.VERSION.equals(currentFieldName)) {
builder.version(parser.intValue());

}

/I 1gnore unknown elements - might be new version of license

} elseif (token == X ContentParser. Token.START_ARRAY) {
/'t was probably created by newer version - ignoring
parser.skipChildren();
} eseif (token == XContentParser.Token.START_OBJECT) {
/' 1t was probably created by newer version - ignoring
parser.skipChildren();

}
}

/I not alicense spec
if (builder.signature !'=null) {
byte]] signatureBytes = Base64.getDecoder().decode(builder.signature);
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
int version = byteBuffer.getint();
Il we take the absolute version, because negative versions
/l mean that the license was generated by the cluster (see Tria License)
/l and positive version means that the license was signed
if (version<0) {
version *=-1;
}
if (version==0) {
throw new ElasticsearchException(*malformed signature for license [ + builder.uid + "]");
} elseif (version > VERSION_CURRENT) {
throw new ElasticsearchException("Unknown license version found, please upgrade all nodes to the latest

"elasticsearch-license plugin®);
}
[l signature version is the source of truth
builder.version(version);
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return builder.build();

/* *
* Returns true if the license was auto-generated (by license plugin),
* false otherwise
*/
public static boolean isAutoGeneratedL icense(String signature) {
try {
byte]] signatureBytes = Base64.getDecoder().decode(signature);
ByteBuffer byteBuffer = ByteBuffer.wrap(signatureBytes);
return byteBuffer.getint() < 0;
} catch (I1legal ArgumentException €) {
throw new Illegal StateException(e);
}

public static License fromSource(BytesReference bytes, X ContentType xContentType) throws |OException {
if (bytes==null || bytes.length() == 0) {
throw new ElasticsearchParseException(“failed to parse license - no content provided");

}
if (xContentType == null) {

throw new ElasticsearchParseException(“failed to parse license - no content-type provided");
}
/ EMPTY is safe here because we don't call namedObject
try (InputStream byteStream = bytes.streamlnput();

XContentParser parser = xContentType.xContent()

.createParser(NamedX ContentRegistry.EMPTY , LoggingDeprecationHandler.INSTANCE, byteStream))

License license = null;
if (parser.nextToken() == XContentParser.Token.START_OBJECT) {
if (parser.nextToken() == XContentParser.Token.FIELD_NAME) {
String currentFieldName = parser.currentName();
if (Fields.LICENSES.equals(currentFieldName)) {
final List<License> pre20Licenses = new ArrayList<>();
if (parser.nextToken() == XContentParser.Token.START_ARRAY) {
while (parser.nextToken() != X ContentParser. Token.END_ARRAY)) {
pre20Licenses.add(License.fromX Content(parser));
}
/] take the latest issued unexpired license
CollectionUtil.timSort(pre20Licenses, LATEST ISSUE_DATE_FIRST);
long now = System.currentTimeMillis();
for (License oldLicense : pre20Licenses) {
if (oldLicense.expiryDate() > now) {
license = oldLicense;
break;
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if (license == null && !'pre20Licenses.isEmpty()) {
license = pre20Licenses.get(0);
}
} elsef
throw new ElasticsearchParseException("failed to parse licenses expected an array of licenses');
}
} dseif (Fields.LICENSE.equals(currentFieldName)) {
license = License.fromX Content(parser);
}
/I lgnore al other fields - might be created with new version
} else{
throw new ElasticsearchParseException("failed to parse licenses expected field");
}
} elsef
throw new ElasticsearchParseException("failed to parse licenses expected start object");
}

return license;

@Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0 ==null || getClass() != o.getClass()) return false;

License license = (License) o;

if (issueDate != license.issueDate) return false;

if (expiryDate != license.expiryDate) return false;

if (startDate!= license.startDate) return false;

if (maxNodes != license.maxNodes) return false;

if (version I=license.version) return false;

if (uid!'=null ?!uid.equals(license.uid) : license.uid !'= null) return false;

if (issuer !=null ?lissuer.equals(license.issuer) : license.issuer !'= null) return false;

if (issuedTo !=null ?!issuedTo.equals(license.issuedTo) : license.issuedTo != null) return false;
if (type!=null ?!type.equals(license.type) : license.type != null) return false;

if (subscriptionType !'= null ? !'subscriptionType.equal s(license.subscriptionType) : license.subscriptionType !=

null)
return false;
if (feature!=null ? Ifeature.equal (license.feature) : license.feature != null) return false;
return ! (signature != null ? !signature.equals(license.signature) : license.signature != null);

@Override
public int hashCode() {
int result = uid !'= null ? uid.hashCode() : 0;
result = 31 * result + (issuer !'= null ?issuer.hashCode() : 0);
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result = 31 * result + (issuedTo != null ?issuedTo.hashCode() : 0);
result = 31 * result + (int) (issueDate " (issueDate >>> 32));

result = 31 * result + (type != null ?type.hashCode() : 0);

result = 31 * result + (subscriptionType != null ? subscriptionType.hashCode() : 0);
result = 31 * result + (feature !'= null ? feature.hashCode() : 0);
result = 31 * result + (signature != null ? signature.hashCode() : 0);
result = 31 * result + (int) (expiryDate " (expiryDate >>> 32));
result = 31 * result + (int) (startDate ” (startDate>>> 32));

result = 31 * result + maxNodes;

result = 31 * result + version;

return result;

public static final class Fields {
public static final String STATUS = "status’;
public static final String UID ="uid";
public static final String TY PE = "type";
public static final String SUBSCRIPTION_TY PE = "subscription_type";
public static final String ISSUE_DATE _IN_MILLIS ="issue _date in_millis";
public static final String ISSUE_DATE = "issue_date";
public static final String FEATURE = "feature";
public static final String EXPIRY_DATE_IN_MILLIS ="expiry_date in_millis";
public static final String EXPIRY_DATE = "expiry_date";
public static final String START_DATE_IN_MILLIS ="dtart_date_in_millis";
public static final String START_DATE = "start_date";
public static final String MAX_NODES = "max_nodes";
public static final String ISSUED_TO = "issued to";
public static final String ISSUER = "issuer";
public static final String VERSION = "version";
public static final String SIGNATURE = "signature”;

public static final String LICENSES = "licenses’";
public static final String LICENSE = "license";

private static long parseDate(X ContentParser parser, String description, boolean endOf TheDay) throws
| OException {
if (parser.currentToken() == X ContentParser.Token.VALUE_NUMBER) {
return parser.longValue();
} else{
try {
if (endOfTheDay) {
return DateUtils.endOf TheDay(parser .text());
} else{
return DateUtils.beginningOf TheDay(parser.text());

}
} catch (Illegal ArgumentException ex) {
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throw new ElasticsearchParseException("invalid " + description + " date format " + parser.text());

public static Builder builder() {
return new Builder();

public static class Builder {
private int version = License.VERSION_CURRENT;
private String uid;
private String issuer;
private String issuedTo;
private long issueDate = -1;
private String type;
private String subscriptionType;
private String feature;
private String signature;
private long expiryDate = -1;
private long startDate = -1;
private int maxNodes = -1;

public Builder uid(String uid) {
this.uid = uid;
return this;

public Builder version(int version) {
this.version = version;
return this;

public Builder issuer(String issuer) {
this.issuer = issuer;
return this;

public Builder issuedTo(String issuedTo) {
this.issuedTo = issuedTo;
return this;

public Builder issueDate(long issueDate) {
this.issueDate = issueDate;
return this;
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public Builder type(String type) {
this.type = type;
return this;

public Builder subscriptionType(String subscriptionType) {
this.subscriptionType = subscriptionType;
return this;

public Builder feature(String feature) {
this.feature = feature;
return this;

public Builder expiryDate(long expiryDate) {
this.expiryDate = expiryDate;
return this;

public Builder maxNodes(int maxNodes) {
this.maxNodes = maxNodes;
return this;

public Builder signature(String signature) {
if (signature !=null) {
this.signature = signature;
}

return this;

public Builder startDate(long startDate) {
this.startDate = startDate;
return this;

public Builder fromLicenseSpec(License license, String signature) {
return uid(license.uid())

.version(license.version())
.issuedTo(license.issuedTo())
.IssueDate(license.issueDate())
StartDate(license.startDate())
type(license.type())
.subscriptionType(license.subscriptionType)
feature(license.feature)
.maxNodes(license.maxNodes())
.expiryDate(license.expiryDate())
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.issuer(license.issuer())
.Signature(signature);

/**

* Returns a builder that converts pre 2.0 licenses

* to the new license format

*/

public Builder fromPre20LicenseSpec(License pre20License) {

return uid(pre20License.uid())

.issuedTo(pre20L icense.issuedTo())
.IssueDate(pre20L icense.issueDate())
.maxNodes(pre20L icense.maxNodes())
.expiryDate(pre20L icense.expiryDate());

public License build() {
return new License(version, uid, issuer, issuedTo, issueDate, type,
subscriptionType, feature, signature, expiryDate, maxNodes, startDate);

public Builder validate() {

if (issuer ==null) {

throw new lllegal StateException("issuer can not be null");
} eseif (issuedTo == null) {

throw new lllegal StateException("'issuedTo can not be null");
} eseif (issueDate == -1) {

throw new lllegal StateException("issueDate has to be set");
} dseif (type==null) {

throw new lllegal StateException("type can not be null™);
} eseif (uid == null) {

throw new |llegal StateException(*'uid can not be null");
} dseif (signature == null) {

throw new lllegal StateException("signature can not be null");
} dseif (maxNodes == -1) {

throw new lllegal StateException("maxNodes has to be set");
} eseif (expiryDate == -1) {

throw new |llegal StateException("expiryDate has to be set");
}

return this;

public enum Status {

ACTIVE("active"),
INVALID("invalid"),
EXPIRED("expired");
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private final String label;

Status(String label) {
this.label = label;

public String label () {
return label;

public void writeT o(StreamOutput out) throws | OException {
out.writeString(label);

public static Status readFrom(Streaminput in) throws |OException {
String value = in.readString();
switch (value) {
case "active":
return ACTIVE;
case "invaid":
return INVALID;
case "expired":
return EXPIRED;
default:
throw new lllegal ArgumentException("unknown license status [ + value + "]");

/**

* Returns <code>true</code> iff the license is a production licnese
*/
public boolean isProductionLicense() {
switch (operationMode()) {
case MISSING:
case TRIAL:
case BASIC:
return false;
case STANDARD:
case GOLD:
case PLATINUM:
return true;
default:
throw new AssertionError("unknown operation mode: " + operationM ode());
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}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.ElasticsearchException;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeReadA ction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.el asticsearch.common.inject.Inject;

import org.elasticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportGetLicenseAction extends TransportM asterNodeReadA ction<GetL icenseRequest,
GetLicenseResponse> {

private final LicenseService licenseService;

@Inject
public TransportGetLicenseA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, GetLicenseAction.NAME, transportService, clusterService, threadPool, actionFilters,
GetLicenseReqguest::new, indexNameExpressionResolver);
this.licenseService = licenseService;

@0Override
protected String executor() {
return ThreadPool . Names.MANAGEMENT;

@Override
protected GetL icenseResponse newResponse() {
return new GetLicenseResponse();

@0Override
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protected ClusterBlockException checkBlock(GetLicenseRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockL evel. METADATA_READ);

@Override
protected void masterOperation(final GetLicenseRequest request, ClusterState state,
final ActionListener<GetLicenseResponse> listener) throws ElasticsearchException {
listener.onResponse(new GetL icenseResponse(licenseService.getLicens()));
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.apache.logging.log4j.Logger;

import org.apache.logging.log4j.message.Parameteri zedM essage;
import org.apache.logging.log4j.util.Supplier;

import org.elasticsearch.Version;

import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.ClusterStateUpdateT ask;
import org.elasticsearch.cluster.metadata. M etaData;
import org.elasticsearch.cluster.service.ClusterService;
import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.logging.Loggers;
import org.el asticsearch.common.settings. Settings;
import org.elasticsearch.xpack.core. X PackPlugin;

import java.time.Clock;
import java.util.UUID;

public class StartupSelf GeneratedLicenseTask extends Cluster StateUpdateTask {

/* *

* Max number of nodes licensed by generated trial license
*/

private int selfGeneratedL icenseM axNodes = 1000;

private final Settings settings;

private final Clock clock;

private final ClusterService clusterService;
private final Logger logger;

public StartupSelfGeneratedL icenseT ask(Settings settings, Clock clock, ClusterService clusterService) {
this.settings = settings;
this.clock = clock;
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this.clusterService = clusterService;
this.logger = Loggers.getL ogger(getClass(), settings);

@Override
public void cluster StateProcessed(String source, ClusterState oldState, ClusterState newState) {
LicensesM etaData licensesM etaData = newState.metaData().custom(LicensesMetaData. TY PE);
if (logger.isDebugEnabled()) {
logger.debug("registered self generated license: {}", licensesM etaData);

@Override
public ClusterState execute(ClusterState currentState) throws Exception {
XPackPlugin.checkReadyForX PackCustomM etadata(currentState);
final MetaData metaData = currentState.metaData();
final LicensesMetaData currentLicensesM etaData = metaData.custom(LicensesM etaData. TY PE);
/I do not generate alicense if any licenseis present
if (currentLicensesMetaData == null) {
String type = LicenseService. SELF_GENERATED_LICENSE_TY PE.get(settings);
if (SelfGeneratedLicense.validSelfGeneratedType(type) == false) {
throw new lllegal ArgumentException("Illegal self generated license type[" + type +
"]. Must betrial or basic.");
}
return updateWithLicense(currentState, type);
} eseif (LicenseUtils.signatureNeedsUpdate(currentLicensesM etaData.getl icense(), currentState.nodes())) {
return updatelicenseSignature(currentState, currentLicensesM etaData);
} eseif (LicenseUtils.licenseNeedsExtended(currentLicensesM etaData.getL icense())) {
return extendBasi c(currentState, currentLicensesMetaData);
} else{
return currentState;

private ClusterState updatel icenseSignature(Cluster State currentState, LicensesM etaData
currentLicenseM etaData) {
License license = currentLicenseM etaData.getL icense();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
String type = license.type();
long issueDate = license.issueDate();
long expiryDate = license.expiryDate();
/I extend the basic license expiration date if needed since extendBasic will not be called now
if ("basic".equals(type) && expiryDate!=
LicenseService BASIC_SELF GENERATED_LICENSE _EXPIRATION_MILLIS){
expiryDate = LicenseService BASIC_SELF _GENERATED_LICENSE_EXPIRATION_MILLIS;
}
License.Builder specBuilder = License.builder()
.uid(license.uid())
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.issuedTo(license.issuedTo())

.maxNodes(selfGeneratedL i censeM axNodes)

.issueDate(issueDate)

type(type)

.expiryDate(expiryDate);
License selfGeneratedLicense = Self GeneratedL i cense.create(specBuilder, currentState.nodes());
Version trialVersion = currentLicenseM etaData.getM ostRecentTrialVersion();
LicensesM etaData newL icenseMetadata = new LicensesM etaData(selfGeneratedLicense, trial Version);
mdBuilder.putCustom(LicensesMetaData. TY PE, newLicenseM etadata);
logger.info("Updating existing license to the new version.\n\nOld license:\n {}\n\n New license:\n{}",

license, newL icenseM etadata.getLicense());

return ClusterState.builder(currentState). metaData(mdBuilder).build();

@Override
public void onFailure(String source, @Nullable Exception €) {
logger.error((Supplier<?>) () -> new ParameterizedM essage(" unexpected failure during [{}]", source), €);

private ClusterState extendBasic(ClusterState currentState, LicensesM etaData currentLicenseM etadata) {
License license = currentLicenseM etadata.getLicense();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
LicensesM etaData newL icenseM etadata = createBasi cLicenseFromEXxi stingLicense(currentLicenseM etadata);
mdBuilder.putCustom(LicensesMetaData. TY PE, newL icenseM etadata);
logger.info("Existing basic license has an expiration. Basic licenses no longer expire." +
"Regenerating license.\n\nOld license:\n {}\n\n New license:\n{}", license,
newLicenseM etadata.getLicense());
return ClusterState.builder(currentState). metaData(mdBuilder).build();

private LicensesMetaData createBasi cLicenseFromEXxistinglLicense(LicensesM etaData currentL icenseM etadata) {
License currentLicense = currentLicenseM etadata.getL icense();
License.Builder specBuilder = License.builder()

.uid(currentLicense.uid())

.IssuedTo(currentLicense.issuedTo())

.maxNodes(selfGeneratedL i censeM axNodes)

.issueDate(currentLicense.issueDate())

type("basic")

.expiryDate(LicenseService BASIC_SELF_GENERATED_LICENSE_EXPIRATION_MILLIS);
License selfGeneratedLicense = Self GeneratedL i cense.create(specBuilder, currentLicense.version());
Version trialVersion = currentLicenseM etadata.getM ostRecentTrial Version();
return new LicensesM etaData(selfGeneratedLicense, trialVersion);

private ClusterState updateWithLicense(ClusterState currentState, String type) {
long issueDate = clock.millis();
MetaData.Builder mdBuilder = MetaData.builder(currentState.metaData());
long expiryDate;
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if ("basic".equals(type)) {
expiryDate = LicenseService BASIC_SELF GENERATED_LICENSE_EXPIRATION_MILLIS;
} else{
expiryDate = issueDate +
LicenseService NON_BASIC_SELF GENERATED_LICENSE_DURATION.getMillis();
}
License.Builder specBuilder = License.builder()
.Uid(UUID.randomUUID().toString())
.IssuedTo(clusterService.getClusterName().value())
.maxNodes(selfGeneratedL i censeM axNodes)
.issueDate(issueDate)
type(type)
.expiryDate(expiryDate);
License selfGeneratedLicense = Self GeneratedL i cense.create(specBuilder, currentState.nodes());
LicensesMetaData licensesM etaData;
if ("trial".equals(type)) {
licensesMetaData = new LicensesM etaData(self GeneratedLicense, Version.CURRENT));
} else{
licensesMetaData = new LicensesM etaData(self GeneratedLicense, null);
}
mdBuilder.putCustom(LicensesMetaData. TY PE, licensesM etaData);
return ClusterState.builder(currentState). metaData(mdBuilder).build();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.Version;

import org.elasticsearch.cluster. AbstractNamedDiffabl e;
import org.elasticsearch.cluster.MergableCustomM etaData;
import org.elasticsearch.cluster. NamedDiff;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;
import org.el asticsearch.common.xcontent. X ContentBuilder;
import org.elasticsearch.common.xcontent. X ContentParser;
import org.elasticsearch.license.License.OperationM ode;
import org.elasticsearch.xpack.core. X PackPlugin;

import java.io.| OException;
import java.util. EnumSet;

/**
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* Contains metadata about registered licenses
*/
public class LicensesM etaData extends A bstractNamedDiffable<M etaData. Custom> implements
XPackPlugin.X PackM etaDataCustom,
MergableCustomM etaData<L icensesM etaData> {

public static final String TY PE = "licenses’;

/* *
* When licenseis explicitly removed by a user, LICENSE_TOMBSTONE
* s used as a placeholder in the license metadata. This enables
* usto distinguish between the scenario when a cluster never
* had alicense (null) and when alicense was removed explicitly
* (LICENSE_TOMBSTONE).
* Werely on this to decide whether to generate a unsigned trial
* license or not. we should only generate alicense if no license
* ever existed in the cluster state
*/
public static final License LICENSE_TOMBSTONE = License.builder()
type("tria")
.issuer("elasticsearch")
Uid("TOMBSTONE")
JissuedTo("")
.maxNodes(0)
.issueDate(0)
.expiryDate(0)
Jbuild();

private License license;

I/l Thisfield describes the version of x-pack for which this cluster has exercised atrial. If thefield
/l'is null, then no trial has been exercised. We keep the version to |eave open the possibility that we
I/ may eventually allow a cluster to exercise atrial every time they upgrade to a new major version.
@Nullable

private Version trialVersion;

LicensesMetaData(License license, Version trialVersion) {
this.license = licensg;
this.trialVersion = trialVersion;

public License getLicense() {
return license;

boolean isEligibleForTrial () {
if (trialVersion==null) {
return true;
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}
return Version.CURRENT.major > trial Version.mgjor;

Version getMostRecentTrialVersion() {
return trialVersion;

@Override
public String toString() {
return "LicensesMetaData{ " +
"license=" + license +
", tridVersion=" + triaVersion +

1,

@Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0==null || getClass() != o.getClass()) return false;

LicensesMetaData that = (LicensesMetaData) o;

if (license!=null ?!license.equals(that.license) : that.license != null) return false;
return trialVersion != null ? trialVersion.equal s(that.trialVersion) : that.trialVersion == null;

@0Override

public int hashCode() {
int result = license !'= null ?license.hashCode() : 0;
result = 31 * result + (trialVersion !'= null ?trialVersion.hashCode() : 0);
return result;

@Override
public String getWriteableName() {
return TY PE;

@0Override
public Version getMinimal SupportedVersion() {
return Version.CURRENT.minimumCompatibilityVersion();

@Override
public EnumSet<M etaData. X ContentContext> context() {
return EnumSet.of (M etaData. X ContentContext. GATEWAY);
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public static LicensesMetaData fromX Content(X ContentParser parser) throws |OException {
Licenselicense = LICENSE_ TOMBSTONE;
Version trialLicense = null;
XContentParser.Token token;
while ((token = parser.nextToken()) != X ContentParser.Token.END_OBJECT) {
if (token == XContentParser. Token.FIELD NAME) {
String fieldName = parser.currentName();
if (fieldName !=null) {
if (fieldName.equals(Fields.LICENSE)) {
token = parser.nextToken();
if (token == XContentParser.Token.START_OBJECT) {
license = License.fromX Content(parser);
} elseif (token == X ContentParser.Token.VALUE_NULL) {
license = LICENSE_TOMBSTONE;
}
} elseif (fieldName.equals(Fields. TRIAL_LICENSE)) {
parser.nextToken();
trialLicense = Version.fromString(parser.text());

}
return new LicensesMetaData(license, trialLicense);

@Override
public X ContentBuilder toX Content(X ContentBuilder builder, Params params) throws | OException {
if (license==LICENSE_TOMBSTONE) {
builder.nullField(Fields.LICENSE);
} else{
builder.startObject(Fields.LICENSE);
license.tol nnerX Content(builder, params);
builder.endObject();
}
if (trialVersion !'=null) {
builder.field(Fields. TRIAL_LICENSE, triaVersion.toString());
}

return builder;

@0Override
public void writeTo(StreamOutput streamOutput) throws |OException {
if (license==LICENSE_TOMBSTONE) {
streamOutput.writeBoolean(false); // no license
} else{
streamOutput.writeBool ean(true); // has alicense
license.writeT o(streamOutput);
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}
if (streamOutput.getVersion().onOrAfter(Version.V_6 1 0)) {
if (triddVersion ==null) {
streamOutput.writeBool ean(fal se);
} elsef
streamOutput.writeBool ean(true);
Version.writeVersion(tria Version, streamOutput);

public LicensesMetaData(Streaml nput streaml nput) throws 1OException {
if (streamlnput.readBoolean()) {
license = License.readL icense(streaminput);
} else{
license = LICENSE_TOMBSTONE;
}
if (streamlinput.getVersion().onOrAfter(Version.V_6 1 0)) {
boolean hasExercisedTrial = streamlnput.readBoolean();
if (hasExercisedTrial) {
this.trial Version = Version.readV ersion(streami nput);

public static NamedDiff<M etaData. Custom> readDiff From(Streamlnput streamlnput) throws | OException {
return readDiffFrom(MetaData.Custom.class, TY PE, streamlnput);

public static License extractLicense(LicensesM etaData licensesM etaData) {
if (licensesMetaData!=null) {
License license = licensesM etaData.getL icense();
if (license == LicensesMetaData.LICENSE_ TOMBSTONE) {
return null;
} elsef
return license;

}

return null;

@0Override
public LicensesM etaData merge(LicensesM etaData other) {
if (other.license ==null) {
return this;
} eseif (license == null
|| OperationM ode.compare(cther.license.operationM ode(), license.operationMode()) > 0) {
return other;
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}

return this;

private static final class Fields{
private static final String LICENSE = "license";
private static final String TRIAL_LICENSE ="trial_license";
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.elasticsearch.license;

import org.elasticsearch.action.ActionResponse;
import org.elasticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;

import java.io.| OException;

public class GetLicenseResponse extends ActionResponse {

private License license;

GetLicenseResponse() {
}

GetLicenseResponse(License license) {
this.license = license;

public License license() {
return license;

@0Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
if (in.readBoolean()) {
license = License.readLicense(in);

@0Override
public void writeTo(StreamOutput out) throws | OException {
super.writeTo(out);
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if (license==null) {
out.writeBoolean(fal se);

} else{
out.writeBoolean(true);
license.writeTo(out);

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeAction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.|ndexNameExpressionResol ver;
import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.el asticsearch.common.settings. Settings;

import org.elasticsearch.threadpool . ThreadPool;

import org.elasticsearch.transport. TransportService;

public class TransportPostStartTrial Action extends TransportM asterNodeA ction<PostStart Trial Request,
PostStartTrial Response> {

private final LicenseService licenseService;

@Inject
public TransportPostStartTrial Action(Settings settings, TransportService transportService, ClusterService
clusterService,
LicenseService licenseService, ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, PostStartTrial Action.NAME, transportService, clusterService, threadPool, actionFilters,
indexNameExpressionResolver, PostStartTrial Request::new);
this.licenseService = licenseService;

@Override
protected String executor() {
return ThreadPool.Names.SAME;
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@0Override
protected PostStartTrial Response newResponse() {
return new PostStartTrial Response();

@Override
protected void masterOperation(PostStart Trial Request request, ClusterState state,
ActionListener<PostStartTrial Response> listener) throws Exception {
licenseService.startTrialLicense(request, listener);

@Override
protected ClusterBlockException checkBlock(PostStartTrial Request request, ClusterState state) {
return state.blocks().global BlockedException(ClusterBlockLevel METADATA_WRITE);

}

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one

* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.

*/

package org.elasticsearch.license;

import org.elasticsearch.Version;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.M asterNodeRequest;
import org.elasticsearch.common.io.stream.Streamlnpult;

import org.elasticsearch.common.io.stream. StreamOutput;

import java.io.| OException;

public class PostStartTrial Request extends MasterNodeRequest<PostStartTrial Request> {

private boolean acknowledge = false;
private String type;

@0Override
public ActionRequestV alidationException validate() {
return null;

public PostStartTrial Request setType(String type) {
this.type = type;
return this;

public String getType() {

Open Source Used In DNA Center Platform 1.3.1.0
255



return type;

public PostStartTrial Regquest acknowledge(boolean acknowledge) {
this.acknowledge = acknowledge;
return this;

public boolean isAcknowledged() {
return acknowledge;

@Override
public void readFrom(Streaminput in) throws | OException {
super.readFrom(in);
if (in.getVersion().onOrAfter(Version.V_6 3 0)) {
type = in.readString();
acknowledge = in.readBoolean();
} else{
type = "tria";
acknowledge = true;

@Override
public void writeTo(StreamOutput out) throws | OException {
Version version = Version.V_6 3 0;
if (out.getVersion().onOrAfter(version)) {
super.writeTo(out);
out.writeString(type);
out.writeBoolean(acknowledge);
} else{
if ("trial".equals(type) == false) {
throw new lllegal ArgumentException("All nodesin cluster must be version [* + version
+"] or newer to start trial with adifferent type than 'trial’. Attempting to writeto " +
"anode with version [" + out.getVersion() + "] with tria type [" + type + "].");
} dseif (acknowledge == false) {
throw new Illegal ArgumentException(" Request must be acknowledged to send to a node with aversion " +
"prior to [" + version + "]. Attempting to send request to node with version [" + out.getVersion() +"] "

"without acknowledgement.");
}else{
super.writeTo(out);
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/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.elasticsearch.action.support.master.AcknowledgedRequestBuil der;
import org.elasticsearch.client.ElasticsearchClient;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.xcontent. X ContentType;

/* *

* Register license request builder

*/

public class PutLicenseRequestBuilder extends AcknowledgedRequestBuilder<PutLicenseRequest,
PutLicenseResponse, PutLicenseRequestBuilder> {

public PutLicenseRequestBuilder(ElasticsearchClient client) {
this(client, PutLicenseAction.INSTANCE);

/**

* Constructs register license request

*

* @param client elasticsearch client

*/

public PutLicenseRequestBuilder(ElasticsearchClient client, PutLicenseAction action) {
super(client, action, new PutLicenseRequest());

/**

* Setsthelicense

*

* @param license license

* @return this builder

*/

public PutLicenseRequestBuilder setLicense(License license) {
request.license(license);
return this;

public PutLicenseRequestBuilder setLicense(BytesReference licenseSource, X ContentType xContentType) {
request.license(licenseSource, xContentType);
return this;

public PutLicenseRequestBuilder setAcknowledge(boolean acknowledge) {
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request.acknowledge(acknowledge);
return this;
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;
import org.elasticsearch.action.support.master.M asterN odeReadRequest;
import org.elasticsearch.common.io.stream.Streamlnput;

import java.io.| OException;

public class GetBasicStatusRequest extends M asterNodeReadRequest<GetBasicStatusRequest> {

public GetBasicStatusRequest() {
}

public GetBasi cStatusRequest(Streaml nput in) throws |OException {
super(in);

@Override
public ActionRequestV alidationException validate() {
return null;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€elasticsearch.license;

import org.elasticsearch.action.ActionListener;

import org.elasticsearch.action.support.ActionFilters;

import org.elasticsearch.action.support.master. TransportM asterNodeReadA ction;
import org.elasticsearch.cluster.ClusterState;

import org.elasticsearch.cluster.block.ClusterBlock Exception;

import org.elasticsearch.cluster.block.ClusterBlockL evel;

import org.elasticsearch.cluster.metadata.|ndexNameEXxpressionResol ver;

import org.elasticsearch.cluster.service.ClusterService;

import org.elasticsearch.common.inject.Inject;

import org.elasticsearch.common.settings. Settings;
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import org.elasticsearch.threadpool . ThreadPool;
import org.el asticsearch.transport. TransportService;

public class TransportGetBasi cStatusAction extends TransportM asterNodeReadA ction<GetBasi cStatusRequest,
GetBasicStatusResponse> {

@Inject
public TransportGetBasi cStatusA ction(Settings settings, TransportService transportService, ClusterService
clusterService,
ThreadPool threadPool, ActionFilters actionFilters,
IndexNameExpressionResolver indexNameExpressionResolver) {
super(settings, GetBasicStatusAction.NAME, transportService, clusterService, threadPool, actionFilters,
GetBasicStatusRequest::new, indexNameExpressionResolver);

@0Override
protected String executor() {
return ThreadPool.Names.SAME;

@Override
protected GetBasicStatusResponse hewResponse() {
return new GetBasi cStatusResponse();

@0Override
protected void masterOperation(GetBasi cStatusRequest request, ClusterState state,
ActionListener<GetBasi cStatusResponse> listener) throws Exception {
LicensesMetaData licensesM etaData = state. metaData().custom(LicensesM etaData. TY PE);
if (licensesMetaData == null) {
listener.onResponse(new GetBasi cStatusResponse(true));
} else{
License license = licensesM etaData.getLicense();
listener.onResponse(new GetBasi cStatusResponse(license == null || license.type().equals("basic") == falsg));

@Override
protected ClusterBlockException checkBlock(GetBasicStatusRequest request, ClusterState state) {
return state.bl ocks().global BlockedException(ClusterBlockLevel. METADATA _READ);
}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use thisfile except in compliance with the Elastic License.
*/
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package org.€elasticsearch.license;

import org.elasticsearch.action.Action;

public class GetTrial StatusAction extends Action<GetTria StatusResponse> {

public static final GetTrial StatusAction INSTANCE = new GetTrial StatusAction();
public static final String NAME = "cluster:admin/xpack/license/trial_status”;

private GetTrial StatusAction() {
super(NAME);

@0Override
public GetTrial StatusResponse newResponse() {
return new GetTria StatusResponse();

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.ActionListener;
import org.elasticsearch.client.ElasticsearchClient;

public class LicensingClient {
private final ElasticsearchClient client;
public LicensingClient(ElasticsearchClient client) {

this.client = client;

public PutLicenseRequestBuilder preparePutLicense(License license) {
return new PutLicenseRequestBuilder(client).setLicense(license);

public void putLicense(PutLicenseRequest request, ActionListener<PutL icenseResponse> listener) {
client.execute(PutLicenseAction.INSTANCE, request, listener);

public GetLicenseRequestBuilder prepareGetLicense() {
return new GetLicenseRequestBuilder(client);
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public void getLicense(GetLicenseRequest request, ActionListener<GetLicenseResponse> listener) {
client.execute(GetLicenseAction.INSTANCE, request, listener);

public DeletelicenseRequestBuilder prepareDeletelicense() {
return new Deletel icenseRequestBuilder(client);

public void deletelicense(Del etelicenseRequest request, ActionListener<Deletel icenseResponse> listener) {
client.execute(Deletel icenseAction.INSTANCE, request, listener);

public PostStartTrial RequestBuilder preparePostStartTrial () {
return new PostStartTrial RequestBuilder(client, PostStartTrial Action.INSTANCE);

public GetTrial StatusRequestBuilder prepareGetStartTrial () {
return new GetTria StatusRequestBuilder(client, GetTrial StatusAction.INSTANCE);

public void postStartTrial (PostStart Trial Request request, ActionListener<PostStartTrial Response> listener) {
client.execute(PostStartTrial Action.INSTANCE, request, listener);

public void postStartBasi c(PostStartBasi cRequest request, ActionListener<PostStartBasi cResponse> listener) {
client.execute(PostStartBasi cAction.INSTANCE, request, listener);

public PostStartBasicRequestBuilder preparePostStartBasic() {
return new PostStartBasicRequestBuilder(client, PostStartBasicAction.INSTANCE);

public GetBasicStatusRequestBuilder prepareGetStartBasic() {
return new GetBasi cStatusRequestBuilder(client, GetBasicStatusAction.INSTANCE);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.Version;

import org.elasticsearch.action.ActionResponse;

import org.el asticsearch.common.io.stream.Streamlnput;
import org.elasticsearch.common.io.stream. StreamOutput;
import org.elasticsearch.rest. RestStatus;
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import java.io.| OException;
import java.util.Collections;
import java.util.HashMap;
import java.util.Map;

class PostStartTrial Response extends ActionResponse {

// Nodes Prior to 6.3 did not have NEED_ACKNOWLEDGEMENT as part of status
enum Pre63Status {
UPGRADED_TO_TRIAL,
TRIAL_ALREADY_ACTIVATED;
}
enum Status {
UPGRADED_TO_TRIAL (true, null, RestStatus.OK),
TRIAL_ALREADY_ACTIVATED(false, "Operation failed: Trial was already activated.",
RestStatus.FORBIDDEN),
NEED _ACKNOWLEDGEMENT (false,"Operation failed: Needs acknowledgement.”, RestStatus.OK);

private final boolean isTria Started;

private final String errorMessage;

private final RestStatus restStatus;

Status(boolean isTrial Started, String errorM essage, RestStatus restStatus) {
this.isTrial Started = isTrial Started;
this.errorMessage = errorMessage;
this.restStatus = restStatus;

boolean isTrial Started() {
return isTrial Started;

String getErrorMessage() {
return errorM essage;

RestStatus getRestStatus() {
return restStatus,

private Status status;
private Map<String, String[]> acknowledgeM essages;
private String acknowledgeM essage;

PostStartTrial Response() {
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PostStartTrial Response(Status status) {
this(status, Collections.emptyMap(), null);

}

PostStart Trial Response(Status status, Map<String, String[]> acknowledgeM essages, String acknowledgeM essage)
{
this.status = status;
this.acknowledgeM essages = acknowledgeM essages,
this.acknowledgeM essage = acknowledgeM essage;

public Status getStatus() {
return status;

@0Override
public void readFrom(Streaminput in) throws | OException {
status = in.readEnum(Status.class);
if (in.getVersion().onOrAfter(Version.V_6 3 0)){
acknowledgeM essage = in.readOptional String();
int size = in.readVint();
Map<String, String[]> acknowledgeM essages = new HashMap<>(size);
for (inti =0;i<size i++) {
String feature = in.readString();
int NMessages = in.readVInt();
String[] messages = new String[nMessages];
for (intj = 0; j < nMessages; j++) {
messageq[j] = in.readString();
}
acknowledgeM essages. put(feature, messages);
}
this.acknowledgeM essages = acknowl edgeM essages,
} else{
this.acknowledgeM essages = Collections.emptyMap();
}

@0Override
public void writeTo(StreamOutput out) throws | OException {
Versionversion =Version.V_6 3 0;
if (out.getVersion().onOrAfter(version)) {
out.writeEnum(status);
out.writeOptional String(acknowledgeM essage);
out.writeVnt(acknowledgeM essages.siz&());
for (Map.Entry<String, String[]> entry : acknowledgeM essages.entrySet()) {
out.writeString(entry.getKey());
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out.writeVInt(entry.getValue().length);
for (String message : entry.getValue()) {
out.writeString(message);

}
} else{
if (status == Status. UPGRADED_TO_TRIAL) {
out.writeEnum(Pre63Status. UPGRADED_TO_TRIAL);
} elseif (status == Status. TRIAL_ALREADY_ACTIVATED) {
out.writeEnum(Pre63Status. TRIAL_ALREADY_ACTIVATED);
} elsef
throw new lllegal ArgumentException(" Starting trial on node with version [" + Version.CURRENT + "]
requires" +
"acknowledgement parameter.");

Map<String, String[]> getAcknowledgementMessages() {
return acknowl edgeM essages;

String getAcknowledgementM essage() {
return acknowl edgeM essage;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.elasticsearch.licenseg;

import org.elasticsearch.action.ActionRequest;

import org.elasticsearch.action.ActionResponse;

import org.elasticsearch.cluster. NamedDiff;

import org.elasticsearch.cluster.metadata.IndexNameExpressionResol ver;
import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.cluster.node.DiscoveryNodes,

import org.elasticsearch.common.ParseFiel d;

import org.elasticsearch.common.io.stream.NamedWriteabl eRegistry;
import org.el asticsearch.common.settings.Cluster Settings;

import org.elasticsearch.common.settings.| ndexScopedSettings;
import org.el asticsearch.common.settings. Setting;

import org.elasticsearch.common.settings. Settings;

import org.el asticsearch.common.settings. Settingskilter;

import org.elasticsearch.common.xcontent.NamedX ContentRegistry;
import org.elasticsearch.plugins.ActionPlugin;
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import org.elasticsearch.rest.RestController;
import org.elasticsearch.rest.RestHandler;

import java.util ArrayList;

import java.util Arrays,

import java.util.Collections;
import java.util.List;

import java.util.function.Supplier;

public class Licensing implements ActionPlugin {

public static final String NAME ="license";
protected final Settings settings;

/1 Until thisis moved out to its own plugin (its currently in XPackPlugin.java, we need to make sure that any edits
tothisfile
/l are dso carried out in XPackClientPlugin.java
public List<NamedWriteableRegistry.Entry> getNamedWriteables() {
List<NamedWriteableRegistry.Entry> entries = new ArrayList<>();
entries.add(new NamedWriteableRegistry.Entry(MetaData. Custom.class, LicensesMetaData. TY PE,
LicensesMetaData::new));
entries.add(new NamedWriteabl eRegistry.Entry(NamedDiff.class, LicensesMetaData.TY PE,
LicensesMetaData::readDiff From));
return entries,

/1 Until thisis moved out to its own plugin (its currently in X PackPlugin.java, we need to make sure that any edits
tothisfile
/l are dso carried out in XPackClientPlugin.java
public List<NamedX ContentRegistry.Entry> getNamedX Content() {
List<NamedX ContentRegistry.Entry> entries = new ArrayList<>();
/I Metadata
entries.add(new NamedX ContentRegistry.Entry(MetaData. Custom.class, new
ParseField(LicensesMetaData.TY PE),
LicensesMetaData::fromX Content));
return entries,

public Licensing(Settings settings) {
this.settings = settings;

@0Override
public List<ActionHandler<? extends ActionReguest, ? extends ActionResponse>> getActions() {
return Arrays.asList(new ActionHandler<>(PutLicenseAction.INSTANCE, TransportPutLicenseAction.class),
new ActionHandler<>(GetLicenseAction.INSTANCE, TransportGetLicenseAction.class),
new ActionHandler<>(Deletel icenseAction.INSTANCE, TransportDeletel icenseAction.class),
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new ActionHandler<>(PostStartTrial Action.INSTANCE, TransportPostStartTrial Action.class),
new ActionHandler<>(GetTrial StatusAction.INSTANCE, TransportGetTrial StatusAction.class),
new ActionHandler<>(PostStartBasicAction.INSTANCE, TransportPostStartBasicAction.class),
new ActionHandler<>(GetBasi cStatusAction.INSTANCE, TransportGetBasicStatusAction.class));

@Override
public List<RestHandler> getRestHandlers(Settings settings, RestController restController, ClusterSettings
clusterSettings,
IndexScopedSettings indexScopedSettings, SettingsFilter settingsFilter, IndexNameExpressionResolver
indexNameExpressionResol ver,
Supplier<DiscoveryNodes> nodesinCluster) {
List<RestHandler> handlers = new ArrayList<>();
handlers.add(new RestGetL icenseAction(settings, restController));
handlers.add(new RestPutLicenseA ction(settings, restController));
handlers.add(new RestDeletel icenseAction(settings, restController));
handlers.add(new RestGetTrial Status(settings, restController));
handlers.add(new RestGetBasi cStatus(settings, restController));
handlers.add(new RestPostStartTrial License(settings, restController));
handlers.add(new RestPostStartBasi cLicense(settings, restController));
return handlers;

/1 Until thisis moved out to its own plugin (its currently in XPackPlugin.java, we need to make sure that any edits
tothisfile
/I are dso carried out in XPackClientPlugin.java
public List<Setting<?>> getSettings() {
/I TODO convert thiswildcard to areal setting
return Collections.singletonList(Setting.groupSetting(“license.”, Setting.Property.NodeScope));

}

/*

* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;

* you may not use this file except in compliance with the Elastic License.

*/

package org.elasticsearch.licenseg;

import org.el asticsearch.action.ActionReguestV alidationException;

import org.elasticsearch.action.support.master.M asterN odeReadRequest;

import org.elasticsearch.common.io.stream.Streamlnput;

import java.io.| OException;

public class GetLicenseRequest extends M asterNodeReadRequest<GetL icenseRequest> {
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public GetLicenseRequest() {
}

public GetLicenseRequest(Streamlnput in) throws |OException {
super(in);

@0Override
public ActionRequestV alidationException validate() {
return null;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.index.DirectoryReader;

import org.apache.lucene.util . Accountable;

import org.apache.lucene.util.RamUsageEstimator;

import org.apache.lucene.util.automaton.Automata;

import org.apache.lucene.util.automaton.Automaton;

import org.apache.lucene.util.automaton.CharacterRunAutomaton;

import org.apache.lucene.util.automaton.MinimizationOperations;

import org.apache.lucene.util.automaton.Operations;

import org.el asticsearch.El asti csearchSecurity Exception;

import org.elasticsearch.common.Strings;

import org.el asticsearch.common.regex.Regex;

import org.elasticsearch.xpack.core.security.authz.accesscontrol .Fiel dSubsetReader;
import org.el asticsearch.xpack.core.security.authz.permission.Fiel dPermissionsDefinition.Fiel dGrantExcludeGroup;
import org.elasticsearch.xpack.core.security.support. Automatons;

import java.io.| OException;
import java.util Arrays,

import java.util.HashMap;

import java.util.HashSet;

import java.util.List;

import java.util . Set;

import java.util .stream.Collectors;

import static org.apache.lucene.util.automaton.Operations.subsetOf;

/**

* Stores patterns to fields which accessis granted or denied to and maintains an automaton that can be used to check
if permissionis

* alowed for a specific field.
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* Field permissions are configured viaalist of strings that are patterns afield has to match. Two lists determine
whether or

* not afield is granted access to:

* 1. It has to match the patternsin grantedFieldsArray

* 2. it must not match the patterns in deniedFieldsArray

*/

public final class FieldPermissions implements Accountable {

public static final FieldPermissions DEFAULT = new FieldPermissions();

private static final long BASE_FIELD _PERM_DEF BY TES = RamUsageEstimator.shallowSi zeOf (new
FieldPermissionsDefinition(null, null));
private static final long BASE_FIELD_GROUP_BY TES = RamUsageEstimator.shallowSizeOf (new
FieldGrantExcludeGroup(null, null));
private static final long BASE HASHSET SIZE = RamUsageEstimator.shallowSizeOf I nstance(HashSet.class);
private static final long BASE_ HASHSET ENTRY_SIZE;
static {
HashMap<String, Object> map = new HashMap<>();
map.put(Fiel dPermissions.class.getName(), new Object());
long mapEntryShallowSize = RamUsageEstimator.shallowSizeOf (map.entry Set().iterator().next());
/I assume aload factor of 50%
/I for each entry, we need two object refs, one for the entry itself
/I and one for the free space that is due to the fact hash tables can
/I not be fully loaded
BASE _HASHSET_ENTRY_SIZE = mapEntryShallowSize + 2 *
RamUsageEstimator. NUM_BYTES OBJECT_REF;

}

private final FieldPermissionsDefinition fieldPermissionsDefinition;

// an automaton that represents a union of one more sets of permitted and denied fields
private final CharacterRunAutomaton permittedFiel dsAutomaton;

private final boolean permittedFieldsAutomatonisTotal;

private final Automaton original Automaton;

private final long ramBytesUsed;

[** Constructor that does not enable field-level security: al fields are accepted. */
public FieldPermissions() {
this(new FieldPermissionsDefinition(null, null), Automatons.MATCH_ALL);

/** Constructor that enables field-level security based on include/exclude rules. Exclude rules
* have precedence over include rules. */
public FieldPermissions(Fiel dPermissionsDefinition fieldPermissionsDefinition) {
this(fiel dPermissionsDefinition, initializePermittedFiel dsA utomaton(fiel dPermissionsDefinition));

/** Constructor that enables field-level security based on include/exclude rules. Exclude rules
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* have precedence over include rules. */
Fi el dPermi ssions(Fi el dPermi ssionsDefinition fiel dPermissionsDefinition, Automaton permittedFi el dsA utomaton)
{
if (permittedFieldsAutomaton.isDeterministic() == false & & permittedFieldsAutomaton.getNumStates() > 1) {
/I we only accept deterministic automata so that the CharacterRunAutomaton constructor
/I directly wraps the provided automaton
throw new Illegal ArgumentException("Only accepts deterministic automata');
}
this.fiel dPermissionsDefinition = fieldPermissionsDefinition;
this.original Automaton = permittedFieldsAutomaton;
this.permittedFiel dsA utomaton = new CharacterRunAutomaton(permittedriel dsAutomaton);
/I we cache the result of isTotal since this might be a costly operation
this.permittedFieldsAutomatonl sTotal = Operations.isT otal (permittedFiel dsAutomaton);

long ramBytesUsed = BASE_FIELD_PERM_DEF_BYTES;

for (FieldGrantExcludeGroup group : fieldPermissionsDefinition.getFiel dGrantExcludeGroups()) {
ramBytesUsed += BASE_FIELD_GROUP _BYTES + BASE HASHSET _ENTRY_SIZE;
if (group.getGrantedFields() != null) {
ramBytesUsed += RamUsageEstimator.shallowSizeOf (group.getGrantedFiel ds());
}
if (group.getExcludedFields() = null) {
ramBytesUsed += RamUsageEstimator.shallowSizeOf (group.getExcludedFiel ds());

}
ramBytesUsed += permittedFiel dsAutomaton.ramBytesUsed();

ramBytesUsed += runAutomatonRamBytesUsed(permittedFiel dsA utomaton);
thisramBytesUsed = ramBytesUsed,;

/**
* Return an estimation of the ram bytes used by a{ @link CharacterRunAutomaton}
* that wraps the given automaton.
*/
private static long runAutomatonRamBytesUsed(Automaton a) {
return a.getNumStates() * 5; // wild guess, better than 0

public static Automaton initializePermittedFiel dsA utomaton(Fiel dPermissionsDefinition
fieldPermissionsDefinition) {
Set<FieldGrantExcludeGroup> groups = fieldPermissionsDefinition.getFi el dGrantExcludeGroups();
assert groups.size() > 0 : "there must always be a single group for field inclusion/exclusion”;
List<Automaton> automatonList =
groups.stream()
.map(g -> FieldPermissions.initializePermittedFiel dsAutomaton(g.getGrantedFields(),
g.getExcludedFields()))
.collect(Collectors.toList());
return Automatons.unionAndMinimize(automatonList);
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private static Automaton initializePermittedFieldsAutomaton(final String[] grantedFields, final String[]

deniedFields) {
Automaton grantedFiel dsAutomaton;
if (grantedFields == null || Arrays.stream(grantedFields).anyMatch(Regex::isMatchAll Pattern)) {

grantedFieldsAutomaton = Automatons.MATCH_ALL;
} else{
/I an automaton that includes metadata fields, including join fields created by the _parent field such
Il as _parent#type
Automaton metaFiel dsAutomaton = Operations.concatenate(Automata.makeChar(’' "),

Automata.makeAnyString());
grantedFieldsA utomaton = Operations.union(A utomatons. patterns(grantedriel ds), metaFiel dsAutomaton);

Automaton deniedFieldsAutomaton;

if (deniedFields == null || deniedFields.length == 0) {
deniedFieldsAutomaton = Automatons.EMPTY;

} else{
deniedFieldsAutomaton = Automatons.patterns(deniedFiel ds);

grantedFiel dsAutomaton = Minimizati onOperati ons.minimi ze(grantedFi el dsA utomaton,

Operations. DEFAULT_MAX_DETERMINIZED_STATES);
deni edFieldsA utomaton = MinimizationOperati ons.minimize(deni edFiel dsAutomaton,

Operations DEFAULT_MAX_DETERMINIZED_STATES);

if (subsetOf(deniedFieldsAutomaton, grantedFieldsAutomaton) == false) {
throw new ElasticsearchSecurity Exception(" Exceptions for field permissions must be a subset of the " +
"granted fields but " + Strings.array ToCommaDelimitedString(deniedFields) + " is not a subset of " +

Strings.array ToCommaDelimitedString(grantedFields));

grantedFiel dsAutomaton = Automatons.minusAndMinimize(grantedFiel dsAutomaton,

deni edFieldsA utomaton);
return grantedFiel dsAutomaton;

/**
* Returnstrue if thisfield permission policy allows access to the field and false if not.
* fieldName can be awildcard.
*/
public boolean grantsAccessTo(String fieldName) {
return permittedFiel dsAutomatonl sTotal || permittedFieldsAutomaton.run(fieldName);

FieldPermissionsDefinition getFieldPermissionsDefinition() {
return fieldPermissionsDefinition;
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[** Return whether field-level security is enabled, ie. whether any field might be filtered out. */
public boolean hasFieldL evel Security() {
return permittedFieldsAutomatonlsTotal == false;

/** Return awrapped reader that only exposes alowed fields. */
public DirectoryReader filter(DirectoryReader reader) throws |OException {
if (hasFieldLevel Security() == false) {
return reader;

}
return Fiel dSubsetReader.wrap(reader, permittedFieldsA utomaton);

/l for testing only
Automaton getlncludeAutomaton() {
return original Automaton;

@Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0 ==null || getClass() != o.getClass()) return false;

FieldPermissions that = (FieldPermissions) o;

if (permittedFieldsAutomatonisTotal != that.permittedFieldsAutomatonlisTotal) return false;
return fieldPermissionsDefinition != null ?
fieldPermissionsDefinition.equal s(that.fiel dPermissionsDefinition) : that.fiel dPermissionsDefinition ==
null;

}

@0Override

public int hashCode() {
int result = fieldPermissionsDefinition != null ? fieldPermissionsDefinition.hashCode() : 0;
result = 31 * result + (permittedFieldsAutomatonisTotal ? 1 : 0);
return result;

@Override
public long ramBytesUsed() {
return ramBytesUsed;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
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* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€l asticsearch.xpack.core.security .authz.permission;

import org.elasticsearch.xpack.core.security.authz.privilege.ClusterPrivilege;

import java.util.function.Predicate;

/**

* A permission that is based on privileges for cluster wide actions
*/

public final class ClusterPermission {

public static final ClusterPermission NONE = new ClusterPermission(ClusterPrivilege. NONE);

private final ClusterPrivilege privilege;
private final Predicate<String> predicate;

ClusterPermission(ClusterPrivilege privilege) {
this.privilege = privilege;
this.predicate = privilege.predicate();

public ClusterPrivilege privilege() {
return privilege;

public boolean check(String action) {
return predicate.test(action);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€lasticsearch.xpack.core.security .authz.permission;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.util .set. Sets;

import org.elasticsearch.xpack.core.security.authz.Rol eDescriptor;

import org.el asticsearch.xpack.core.security.authz.accesscontrol .| ndicesA ccessControl;
import org.elasticsearch.xpack.core.security.authz.privilege.ClusterPrivilege;

import org.el asticsearch.xpack.core.security.authz.privilege.IndexPrivilege;

import org.elasticsearch.xpack.core.security.authz.privilege.Privilege;
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import java.util ArrayList;
import java.util.Collections;
import java.util.List;

import java.util.Map;
import java.util.Objects;
import java.util.Set;

public final class Role{

public static final Role EMPTY = Role.builder("__empty").build();

private final String[] names;

private final ClusterPermission cluster;
private final IndicesPermission indices;
private final RunAsPermission runAs;

Role(String[] names, ClusterPermission cluster, IndicesPermission indices, RunAsPermission runAs) {
this.names = names,
this.cluster = Objects.requireNonNull(cluster);
this.indices = Objects.requireNonNull (indices);
this.runAs = Objects.requireNonNull (runAs);

public String[] names() {
return names,

public ClusterPermission cluster() {
return cluster;

public IndicesPermission indices() {
return indices;

public RunAsPermission runAs() {
return runAs,

public static Builder builder(String... names) {
return new Builder(names, null);

public static Builder builder(String[] names, Fiel dPermissionsCache fiel dPermissionsCache) {
return new Builder(names, fiel dPermissionsCache);

public static Builder builder(RoleDescriptor rd, FieldPermissionsCache fieldPermissionsCache) {
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return new Builder(rd, fieldPermissionsCache);

/**

* Returns whether at least one group encapsulated by this indices permissions is authorized to execute the
* gpecified action with the requested indices/aliases. At the same timeif field and/or document level security
* is configured for any group aso the allowed fields and role queries are resolved.
*/
public IndicesAccessControl authorize(String action, Set<String> requestedindicesOrAliases, MetaData
metaData,
FieldPermissionsCache fiel dPermissionsCache) {
Map<String, IndicesAccessControl.IndexAccessControl> indexPermissions = indices.authorize(
action, requestedi ndicesOrAliases, metaData, fieldPermissionsCache

/I At least onerole/ indices permission set need to match with all the requested indices/aliases:
boolean granted = true;
for (Map.Entry<String, IndicesAccessControl.|ndexAccessControl> entry : indexPermissions.entrySet()) {
if (lentry.getValue().isGranted()) {
granted = false;
break;
}
}

return new |ndicesA ccessControl (granted, indexPermissions);

public static class Builder {

private final String[] names;

private ClusterPermission cluster = ClusterPermission.NONE;
private RunAsPermission runAs = RunAsPermission.NONE;

private List<IndicesPermission.Group> groups = new ArrayList<>();
private FieldPermissionsCache fiel dPermissionsCache = nulll;

private Builder(String[] names, FieldPermissionsCache fiel dPermissionsCache) {
this.names = names,
this.fieldPermissionsCache = fieldPermissionsCache;

private Builder(RoleDescriptor rd, @Nullable FieldPermissionsCache fiel dPermissionsCache) {
this.names = new String[] { rd.getName() };
this.fieldPermissionsCache = fiel dPermissionsCache;
if (rd.getClusterPrivileges().length == 0) {
cluster = ClusterPermission.NONE;
} elsef
this.cluster(ClusterPrivilege.get(Sets.newHashSet(rd.getClusterPrivileges())));

}
groups.addAll(convertFromlndicesPrivileges(rd.getl ndicesPrivileges(), fieldPermissionsCache));
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String[] rdRunAs = rd.getRunAs();
if (rdRunAs!=null && rdRunAs.length > 0) {
this.runAs(new Privilege(Sets.newHashSet(rdRunAs), rdRunAs));

public Builder cluster(ClusterPrivilege privilege) {
cluster = new ClusterPermission(privilege);
return this;

public Builder runAs(Privilege privilege) {
runAs = new RunAsPermission(privilege);
return this;

public Builder add(IndexPrivilege privilege, String... indices) {
groups.add(new | ndicesPermission.Group(privilege, FieldPermissions. DEFAULT, null, indices));
return this;

public Builder add(FieldPermissions fieldPermissions, Set<BytesReference> query, IndexPrivilege privilege,
String... indices) {
groups.add(new | ndicesPermission.Group(privilege, fieldPermissions, query, indices));
return this;

public Role build() {
IndicesPermission indices = groups.isEmpty() ? IndicesPermission.NONE :
new | ndicesPermission(groups.toArray(new IndicesPermission.Group[groups.size()]));
return new Role(names, cluster, indices, runAs);

static List<IndicesPermission.Group> convertFromlndicesPrivileges(RoleDescriptor.IndicesPrivilegeq]
indicesPrivileges,
@Nullable Fiel dPermissionsCache fiel dPermissionsCache) {
List<IndicesPermission.Group> list = new ArrayList<>(indicesPrivileges.length);
for (RoleDescriptor.IndicesPrivileges privilege : indicesPrivileges) {
final FieldPermissions fieldPermissions;
if (fieldPermissionsCache !=null) {
fieldPermissions = fieldPermissionsCache.getFiel dPermissions(privilege.getGrantedFiel ds(),
privilege.getDeniedFields());
} else{
fieldPermissions = new Fiel dPermissions(
new FieldPermissionsDefinition(privilege.getGrantedFields(), privilege.getDeniedFields()));
}
final Set<BytesReference> query = privilege.getQuery() == null ? null :
Collections.singleton(privilege.getQuery());
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list.add(new IndicesPermission.Group(IndexPrivilege.get(Sets.newHashSet(privilege.getPrivileges())),
fieldPermissions,
query,
privilege.getindices()));

}

return list;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.util.automaton.Automaton;

import org.apache.lucene.util.automaton. TooComplexToDeterminizeException;
import org.el asticsearch.El asti csearchSecurity Exception;

import org.elasticsearch.cluster.metadata. AliasOrlndex;

import org.elasticsearch.cluster.metadata.IndexM etaData;

import org.elasticsearch.cluster.metadata. M etaData;

import org.elasticsearch.common.Nullable;

import org.elasticsearch.common.Strings;

import org.elasticsearch.common.bytes.BytesReference;

import org.elasticsearch.common.logging.Loggers;

import org.elasticsearch.xpack.core.security.authz.accesscontrol .1 ndicesA ccessControl;
import org.elasticsearch.xpack.core.security.authz.privilege.IndexPrivilege;
import org.el asticsearch.xpack.core.security.support. Automatons;

import java.util ArrayList;

import java.util Arrays,

import java.util.HashMap;

import java.util.HashSet;

import java.util.Iterator;

import java.util.List;

import java.util.Map;

import java.util.Objects;

import java.util . Set;

import java.util.SortedMap;

import java.util.concurrent. ConcurrentHashMap;
import java.util.function.Function;
import java.util.function.Predicate;

import static java.util.Collections.unmodifiableMap;
import static java.util.Collections.unmodifiabl eSet;
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/**

* A permission that is based on privileges for index related actions executed

* on specific indices

*/

public final class IndicesPermission implements I terabl e<IndicesPermission.Group> {

public static final IndicesPermission NONE = new IndicesPermission();
private final Function<String, Predicate<String>> |oadingFunction;

private final ConcurrentHashMap<String, Predicate<String>> allowedlndicesM atchersForAction = new
ConcurrentHashMap<>();

private final Group[] groups;

public IndicesPermission(Group... groups) {
this.groups = groups;
loadingFunction = (action) -> {
List<String> indices = new ArrayList<>();
for (Group group : groups) {
if (group.actionMatcher.test(action)) {
indices.addAll(Arrays.asList(group.indices));

}

return indexMatcher(indices);

static Predicate<String> indexMatcher(List<String> indices) {
try {
return Automatons.predicate(indices);
} catch (TooComplexToDeterminizeException €) {
L oggers.getL ogger(IndicesPermission.class).debug("Index pattern automaton [{}] istoo complex", indices);
String description = Strings.collectionToCommaDelimitedString(indices);
if (description.length() > 80) {
description = Strings.cleanTruncate(description, 80) +"...";
}
throw new ElasticsearchSecurity Exception("The set of permitted index patterns[{}] istoo complex to
evaluate", e, description);
}
}

@Override
public Iterator<Group> iterator() {
return Arrays.asList(groups).iterator();

public Group[] groups() {
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return groups,

/* *
* @return A predicate that will match al the indices that this permission
* has the privilege for executing the given action on.
*/
public Predicate<String> allowedl ndicesM atcher(String action) {
return allowedl ndicesM atchersForA ction.computel f Absent(action, loadingFunction);

/* *
* Checks if the permission matches the provided action, without looking at indices.
* To be used in very specific cases where indices actions need to be authorized regardless of their indices.
* The usecase for thisis composite actions that are initially only authorized based on the action name (indices are
not
* checked on the coordinating node), and properly authorized |ater at the shard level checking their indices as
well.
*/
public boolean check(String action) {
for (Group group : groups) {
if (group.check(action)) {
return true;

}

return false;

public Automaton allowedA ctionsMatcher(String index) {
List<Automaton> automatonList = new ArrayList<>();
for (Group group : groups) {
if (group.indexNameM atcher.test(index)) {
automatonL ist.add(group.privilege.getAutomaton());

}
return automatonList.isEmpty() ? Automatons.EMPTY : Automatons.unionAndMinimize(automatonList);

/* *
* Authorizes the provided action against the provided indices, given the current cluster metadata
*/
public Map<String, IndicesAccessControl.IndexAccessControl > authorize(String action, Set<String>
requestedindicesOrAliases,
MetaData metaData, FieldPermissionsCache fiel dPermissionsCache) {
/I now... every index that is associated with the request, must be granted
/I by at least one indices permission group

SortedM ap<String, AliasOrlndex> all AliasesAndIndices = metaData.getAliasAndl ndexL ookup();
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Map<Sitring, Set<FieldPermissions>> fieldPermissionsBylndex = new HashMap<>();
Map<String, DocumentL evel Permissions> roleQueriesBylndex = new HashMap<>();
Map<String, Boolean> grantedBuilder = new HashMap<>();

for (String indexOrAlias : requestedindicesOrAliases) {
boolean granted = false;
Set<String> concretel ndices = new HashSet<>();
AliasOrIndex aliasOrIndex = all AliasesAndIndices.get(indexOrAlias);
if (aiasOrindex !'= null) {
for (IndexMetaData indexMetaData : aliasOrlndex.getlndices()) {
concretel ndices.add(indexM etaData.getl ndex().getName());

for (Group group : groups) {
if (group.check(action, indexOrAlias)) {
granted = true;
for (String index : concretel ndices) {
Set<FieldPermissions> fieldPermissions = fiel dPermissionsByl ndex.computel fAbsent(index, (k) ->
new HashSet<>());
fieldPermissionsBylndex.put(indexOrAlias, fieldPermissions);
fieldPermissions.add(group.getFieldPermissions());
DocumentL evel Permissions permissions =
roleQueriesBylndex.computel fAbsent(index, (k) -> new DocumentL evel Permissions());
roleQueriesBylndex.putlfAbsent(indexOrAlias, permissions);
if (group.hasQuery()) {
permissions.addAll (group.getQuery());
}else{
/1 if more than one permission matches for a concrete index here and if
/l asingle permission doesn't have arole query then DLS will not be
I/ applied even when other permissions do have arole query
permissions.setAllowAll(true);

if (concretel ndices.isEmpty()) {
grantedBuilder.put(indexOrAlias, granted);
}else{
grantedBuilder.put(indexOrAlias, granted);
for (String concretelndex : concretel ndices) {
grantedBuilder.put(concretelndex, granted);

Map<String, IndicesAccessControl.IndexAccessControl> indexPermissions = new HashMap<>();
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for (Map.Entry<String, Boolean> entry : grantedBuilder.entrySet()) {

String index = entry.getKey();

DocumentL evel Permissions permissions = roleQueriesByl ndex.get(index);

final Set<BytesReference> roleQueries,

if (permissions!= null && permissions.isAllowAll() == fase) {
roleQueries = unmodifiableSet(permissions.queries);

}else{
roleQueries = null;

final FieldPermissions fieldPermissions;

final Set<FieldPermissions> indexFiel dPermissions = fieldPermissionsBylndex.get(index);

if (indexFieldPermissions != null && indexFieldPermissions.isEmpty() == false) {
fieldPermissions = indexFieldPermissions.size() == 1 ? indexFieldPermissions.iterator().next() :

fiel dPermi ssionsCache.getFiel dPermi ssions(indexFi el dPermissions);

}else{
fieldPermissions = FieldPermissions. DEFAULT;

}

indexPermissions.put(index, new IndicesAccessControl.|ndexAccessControl (entry.getV a ue(),

fieldPermissions, roleQueries));
}

return unmodifiableM ap(indexPermissions);

public static class Group {
private final IndexPrivilege privilege;
private final Predicate<String> actionMatcher;
private final String[] indices;
private final Predicate<String> indexNameMatcher;

public FieldPermissions getFieldPermissions() {
return fieldPermissions;

private final FieldPermissions fieldPermissions;
private final Set<BytesReference> query;

public Group(IndexPrivilege privilege, FieldPermissions fiel dPermissions, @Nullable Set<BytesReference>

query, String... indices) {

assert indices.length 1= 0;

this.privilege = privilege;

this.actionMatcher = privilege.predicate();

this.indices = indices;

thisindexNameMatcher = indexMatcher(Arrays.asList(indices));

this.fieldPermissions = Objects.requireNonNull (fiel dPermissions);

this.query = query;
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public IndexPrivilege privilege() {
return privilege;

public String[] indices() {
return indices;

@Nullable
public Set<BytesReference> getQuery() {
return query;

private boolean check(String action) {
return actionMatcher.test(action);

private boolean check(String action, String index) {
assert index = null;
return check(action) & & indexNameM atcher.test(index);

}
boolean hasQuery() {
return query !'=null;
}
}

private static class DocumentL evel Permissions {

private Set<BytesReference> queries = null;
private boolean allowAll = falsg;

private void addAll (Set<BytesReference> query) {
if (alowAll ==fase) {
if (queries==null) {
queries = new HashSet<>();
}
queries.addAll(query);

}

private boolean isAllowAll() {
return allowAll;

private void setAllowAll(boolean allowAll) {
this.alowAll = allowAll;
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}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use this file except in compliance with the Elastic License.
*/
package org.el asticsearch.xpack.core.security .authz.permission;

import java.util Arrays,
import java.util.Collections;
import java.util.Set;

/**

* Represents the definition of a{ @link FieldPermissions} . Field permissions are defined asa
* collections of grant and exclude definitions where the exclude definition must be a subset of
* the grant definition.

*/

public final class FieldPermissionsDefinition {

private final Set<FieldGrantExcludeGroup> fieldGrantExcludeGroups;

public FieldPermissionsDefinition(String[] grant, String[] exclude) {
this(Collections.singleton(new FieldGrantExcludeGroup(grant, exclude)));

}

public FieldPermissionsDefinition(Set<Fiel dGrantExcludeGroup> fiel dGrantExcludeGroups) {
thisfieldGrantExcludeGroups = Collections.unmodifiableSet(fiel dGrantExcludeGroups);

}

public Set<FieldGrantExcludeGroup> getFieldGrantExcludeGroups() {
return fieldGrantExcludeGroups,

@Override
public boolean equal s(Object 0) {
if (this== 0) return true;
if (0 ==null || getClass() != o.getClass()) return false;

FieldPermissionsDefinition that = (FieldPermissionsDefinition) o;
return fieldGrantExcludeGroups != null ?

fieldGrantExcludeGroups.equal s(that.fiel dGrantExcludeGroups) :
that.fieldGrantExcludeGroups == null;

@Override
public int hashCode() {
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return fieldGrantExcludeGroups != null ? fieldGrantExcludeGroups.hashCode() : 0;

public static final class FieldGrantExcludeGroup {
private fina String[] grantedFields;
private final String[] excludedFields;

public FieldGrantExcludeGroup(String[] grantedFields, String[] excludedFields) {
this.grantedFields = grantedFields;
this.excludedFields = excludedFields;

public String[] getGrantedFields() {
return grantedrields;

public String[] getExcludedFields() {
return excludedFields;

@Override
public boolean equal s(Object 0) {
if (this== o) return true;
if (0 ==null || getClass() != o0.getClass()) return false;

FieldGrantExcludeGroup that = (FieldGrantExcludeGroup) o;

if (!Arrays.equals(grantedFields, that.grantedFields)) return false;
return Arrays.equal s(excludedFields, that.excludedFiel ds);

@0Override

public int hashCode() {
int result = Arrays.hashCode(grantedFiel ds);
result = 31 * result + Arrays.hashCode(excludedFields);
return result;

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic License;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€lasticsearch.xpack.core.security .authz.permission;

import org.elasticsearch.xpack.core.security.authz.privilege.Privilege;
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import java.util.function.Predicate;

/**

* A permissions that is based on agenera privilege that contains patterns of users that this
* user can execute arequest as

*/

public final class RunAsPermission {

public static final RunAsPermission NONE = new RunAsPermission(Privilege.NONE);

private final Predicate<String> predicate;

RunAsPermission(Privilege privilege) {
this.predicate = privilege.predicate();

/**

* Checks if this permission grants run asto the specified user
*/
public boolean check(String username) {

return predicate.test(username);

}
}
/*
* Copyright Elasticsearch B.V. and/or licensed to Elasticsearch B.V. under one
* or more contributor license agreements. Licensed under the Elastic Licensg;
* you may not use thisfile except in compliance with the Elastic License.
*/
package org.€lasticsearch.xpack.core.security .authz.permission;

import org.apache.lucene.util.automaton.Automaton;

import org.el asticsearch.ElasticsearchException;

import org.elasticsearch.common.cache.Cache;

import org.el asticsearch.common.cache.CacheBuil der;

import org.elasticsearch.common.settings. Setting;

import org.el asticsearch.common.settings. Setting. Property;

import org.elasticsearch.common.settings. Settings;

import org.el asticsearch.xpack.core.security.authz.permissi on.Fiel dPermissionsDefinition.Fiel dGrantExcludeGroup;
import org.elasticsearch.xpack.core.security.support. Automatons;

import java.util.Collection;

import java.util.List;

import java.util.Optional;

import java.util . Set;

import java.util.concurrent.ExecutionException;
import java.util.function.Predicate;

import java.util .stream.Collectors;
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import static org.elasticsearch.xpack.core.security.SecurityField.setting;

/* *

* A service for managing the caching of { @link FieldPermissions} as these may often need to be combined or
created and internally they

* use an { @link org.apache.lucene.util.automaton.Automaton} , which can be costly to create once you account for
minimization

*/

public final class FieldPermissionsCache {

public static final Setting<Long> CACHE_SIZE SETTING = Setting.longSetting(
setting("authz.store.roles.field_permissions.cache.max_size in_bytes"), 100 * 1024 * 1024, -1L,
Property.NodeScope);
private final Cache<Fiel dPermissionsDefinition, FieldPermissions> cache;

public FieldPermissionsCache(Settings settings) {
this.cache = CacheBuilder.<FieldPermissionsDefinition, FieldPermissions>builder()
SetMaximumWeight(CACHE_SIZE SETTING.get(settings))
.weigher((key, fieldPermissions) -> fieldPermissions.ramBytesUsed())
Jbuild();

/* *
* Getsa{ @link FieldPermissions} instance that corresponds to the granted and denied parameters. The instance
may come from the cache
* or if it gets created, the instance will be cached
*/
FieldPermissions getFieldPermissions(String[] granted, String[] denied) {
return getFiel dPermissions(new FieldPermissionsDefinition(granted, denied));

/* *
* Getsa{ @link FieldPermissions} instance that corresponds to the granted and denied parameters. The instance
may come from the cache
* orif it gets created, the instance will be cached
*/
public FieldPermissions getFiel dPermissions(Fiel dPermissionsDefinition fiel dPermissionsDefinition) {
try {
return cache.computel fAbsent(fiel dPermissionsDefinition,
(key) -> new FieldPermissions(key, FieldPermissions.initializePermittedFiel dsAutomaton(key)));
} catch (ExecutionException €) {
throw new ElasticsearchException("unable to compute field permissions’, €);

}

/* *
* Returns a field permissions object that corresponds to the merging of the given field permissions and caches the
instance if one was
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* not found in the cache.
*/
Fiel dPermissions getFiel dPermi ssions(Coll ection<Fiel dPermissions> fiel dPermissionsCollection) {
Optional <FieldPermissions> allowAll FieldPermissions = fiel dPermissionsColl ection.stream()
filter(((Predicate<FieldPermissions>) (FieldPermissions::hasFiel dL evel Security)).negate())
findFirst();
return allowAllFieldPermissions.orElseGet(() -> {
final Set<FieldGrantExcludeGroup> fieldGrantExcludeGroups = fiel dPermissionsCollection.stream()
flatMap(fieldPermission ->
fieldPermission.getFiel dPermissionsDefinition().getFiel dGrantExcludeGroups().