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Client IPv6 Support in Cisco IOS XE Amsterdam 17.1

This document provides information about the theory of operation and configuration for Cisco’s Unified Wireless LAN
solution as it pertains to supporting IPv6 clients.

The Infrastructure IPv6 Support section in this document provides information about the Infrastructure support for IPv6
protocols in the C9800 controllers in Cisco I0S XE Amsterdam 17.1 and above.

IPv6 Wireless Client Connectivity Supported in Cisco 10S XE
Amsterdam 17.1

Diagram below shows a typical IPV6 Wireless Client Configuration Workflow on the C9800 with Cisco I10S XE Amsterdam
17.1.

: EEE7EEE  C9800 v
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The IPv6 feature set within the Cisco C9800 software 10S-XE release version 17.1 allows the wireless network to support IPv4,
Dual-Stack, and IPv6-only clients on the same wireless network. The overall goal for the addition of IPv6 client support to the
Cisco SDA is to maintain feature parity between IPv4 and IPv6 clients including mobility, security, guest access, quality of
service, and endpoint visibility.

A client can have multiple IPv6 addresses. For each IPv6 prefix received, the client generates an IPv6 address based on its
MAC address, and one or more temporary IPv6 addresses, which are also globally routable. When multiple IPv6 prefixes
are present, the client may have more addresses. In C9800 rel 17.1, maximum 8 IPv6 addresses per wireless client are
supported. This allows IPv6 clients to have a link-local, SLAAC address, DHCPv6 address, and evenaddressesin alternative
prefixestobe onasingleinterface.

Every IPv6 enabled interface must contain at least, 1 Loopback and 1 Link-Local address. Optionally, every interface can have

multiple Unique-Local and Global IPv6 addresses.

Solution Components

e Wireless controllers supported in the release 17.1 are all forms of the Virtual C9800-CL, HW Appliance C9800-
40/80, C9800-L and C9800-CL

° Cisco APs supported in 10S-XE 17.1 - 2700, 3700,1800, 2800, 3800, 4800 series and C9100 series APs.

e  (Cisco Outdoor APs supported in rel 17.1 — 1540, 1560 and 1570 (IPv4 only) series
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. Featue | _AreOS | 1612 | 171 |

Infra IPv6é (CAPWAP over IPv6)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <-> DNA-C (Infra IPv6) NO TBD NO
C9800 <-> CMX (Infra IPv6) NO TBD YES
C9800 <-> ISE (Infra IPv6) NO TBD YES
WLC<->Pl(Infra IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPv6 NO YES YES
ETA for IPv6 NO NO YES

Client IPv6 Support in C9800 Cisco I0S XE Amsterdam 17.1

Prerequisites for Wireless IPv6 Client Connectivity

To enable wireless IPv6 client connectivity, the underlying wired network must support IPv6 routing and an address
assignment mechanism such as SLAAC or DHCPv6. The wireless controller must have L2 adjacency to the IPv6 router, and
the VLAN must be tagged when entering the controller interfaces.

IPv6 is an important networking feature on wireless controllers when we extend IPv6 support from wired clients to
wireless clients. A major IPv6 deployment method is the Stateless Address Autoconfiguration (SLAAC), which allows the
clients to generate their own IPv6 addresses and ensures compliance to the network addressing rules. The SLAAC method
utilizes the IPv6 Neighbor Discovery Protocol (NDP) to distribute the IPv6 network prefix information to clients and
accommodate the detection for potential address conflicts. When address conflict does not exist, the NDP protocol
facilitates client IPv6 address learning in the network.

SLAAC and NDP work on a VLAN basis. The IPv6 prefix from the router is specific to the client VLAN and it is distributed in
the network only through that VLAN. The technical challenge for wireless clients to acquire IPv6 addresses through SLAAC
and NDP is that VLAN is not a native concept in the wireless network between the controller and the wireless clients.
Transportation of VLAN specific traffic over the wireless network requires special handling. The wireless controller needs to
track the existence and location of wireless clients on a given VLAN in order to deliver the VLAN specific packets to the
clients. The problem becomes more complicated when client mobility is present. In addition to tracking the local clients by
their AP associations, the wireless controller also needs to track the roamed clients by their foreign controller attachments.

Prior to release 17.1 only IPv4 NDP was supported, with release 17.1 IPv4 and IPv6 NDP is supported.

The Cisco Neighbor Discovery Packet (NDP) is the fundamental tool for RRM and other wireless applications that provides
information about the neighbor radio information. NDP is used first by the RF Grouping algorithm, but also by other RRM
algorithms like DCA, TPC, FRA, Load balancing, Optimized roaming and Rogue detection.

Access points periodically also send out NDP messages over the air. APs are using the same RF group name to validate NDP
messages from each other. When APs on different controllers hear validated neighbor messages at a signal strength above
the given threshold, controllers use the neighbor message to form an RF grouping dynamically.

Note: when one controller is IPv4 only and the other controller is IPv6 only, this combination is not supported. In this case,
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both controllers will continue to operate as independent RF group leaders, since a controller with IPv4 address cannot
communicate with a controller having IPv6 address.

SLAAC Address Assignment

IPve
Router

2001:d08.0:20::1/84

e = \'>

Router Advertisement (RA)
2001:db8:0:20::2/64

Prefix — 2001.db8:0:20::/64

As mentioned above, the most common method for IPv6 client address assignment is Stateless Address Auto Configuration
(SLAAC). SLAAC provides simple plug and play connectivity where clients self-assign an address based on the IPv6 prefix. This
process is achieved by the IPv6 router sending out periodic Router Advertisement messages which inform the client of the
IPv6 prefix in use (the first 64 bits) and of the IPv6 default gateway. From that point, clients can generate the remaining 64
bits of their IPv6 address based on either the MAC address of the adapter or randomly. Duplicate address detection is
performed by IPv6 clients to ensure random addresses that are picked do not collide with other clients. The address of the
router sending advertisements is used as the default gateway for the client.

The Stateless Address Autoconfiguration (SLAAC) is a newer IPv6 address configuration method other than the
conventional DHCP method. DHCP is a stateful mechanism, where the server keeps the individual client addresses to
ensure non-conflicting address assignments. SLAAC is stateless in the sense that the router does not track individual
addresses. Rather, it is only responsible for advertising the address prefix. It is the client’s decision to generate the IPv6
address conforming to the prefix. The address is formed by combining the prefix and a suffix mapped from the client MAC
address. To protect the address uniqueness, the Neighbor Discovery Protocol (NDP) is employed to detect potential
address conflicts.

The following configuration example from a Cisco-capable IPv6 router has the necessary commands to enable SLAAC
addressing and router advertisements:

interface V1an20 description IPv6-SLAAC
ip address 192.168.20.1 255.255.255.0
ipv6 address 2001:DB8:0:20::1/64

ipv6 enable

end
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DHCPv6 Address Assignment

IPv6

Router

DHCPv6 Server 2001:db8:0:20::100/6

DHCPv6 Re-
quest

With DHCPv6, the client looks for the DHCPv6 server once it is connected to the network. The Solicit packet is multicast to
the network and the client uses its IPv6 link local address as the source address. Any DHCPv6 server replying to the Solicit
unicasts the Advertise packet back to the client using the client link local address as the destination. The client replies with
a Request packet that is multicast to all servers to select an IPv6 address. Finally, the chosen server responds by unicasting
the Reply packet to the client to confirm the IPv6 address.

The use of DHCPvV6 is not required for IPv6 client connectivity if SLAAC is already deployed. There are two modes of
operation for DHCPv6 called Stateless and Stateful.

The DHCPv6 Stateless mode is used to provide clients with additional network information not available in the router
advertisement. This information can include the DNS domain name, DNS server(s), and other vendor-specific options. The
following interface configuration example is for an IPv6 router implementing stateless DHCPv6 with SLAAC enabled, see a
configuration example below:

interface Vlan20

description IPv6-DHCP-Stateless

ip address 192.168.20.1 255.255.255.0

ipv6 enable

ipv6 address 2001:DB8:0:20::1/64 ipv6 nd other-config-flag
ipv6 dhcp relay destination 2001:DB8:0:20::100

end

The DHCPv6 Stateful mode operates similar to DHCPv4, that is, it assigns addresses to each client instead of the client
generating the address as in SLAAC. The following interface configuration is for an IPv6 router implementing stateful
DHCPv6 with SLAAC turned off:

interface Vlan20

description IPv6-DHCP-Stateful

ip address 192.168.20.1 255.255.255.0

ipv6 enable

ipv6 address 2001:DB8:0:20::1/64

ipv6 nd prefix 2001:DB8:0:20::/64 no-advertise ipv6 nd managed-config-flag
ipv6é nd other-config-flag

ipv6e dhcp relay destination 2001:DB8:0:20::100

end

Static IPv6 Address Assignment

In this method, the user configures the client IPv6 address manually. The network learns the client address when the client
announces it through an NA packet. Static addressing is simple, but it becomes difficult to use when the user has many
clients to configure. It also has the potential problem of address conflict since the user chosen address is not guaranteed to
be collision free.
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NDP - Neighbor Discovery Protocol

The NDP protocol consists of several ICMPv6 message types that are designed for hosts in a network to find v6 routers,
acquire routing information, and resolve address bindings. When used together with SLAAC.

IPv6 NDP packets have 4 types: Router Solicitation (RS), Router Advertisement (RA), Neighbor Solicitation (NS), Neighbor
Advertisement (NA).

Router Solicitation

The RS message is ICMPv6 type 133. Hosts inquire the network for routers using this message after being attached to the
network. The host uses its link local address as the source and multicasts it to the all-routers address FF02::2, which will
reach all the routers in the link local scope. The RS message prompts routers to generate router advertisements quickly.

Router Advertisement

The RA message is ICMPv6 type 134. Routers advertise their presence with network parameters using this message either
periodically or in response to a RS message. It carries the IPv6 network prefix to be used by hosts to construct their
addresses. The source address in the packet is the router’s link local address. If the RA is solicited by a RS, the destination
address is the source address in the invoking RS packet. If it is unsolicited, the destination address is the all-nodes multicast
address FF02::1.

Neighbor Solicitation

The NS message is ICMPv6 type 135. Nodes send NS to resolve the link-layer MAC address of a target node while providing
their own MAC addresses to the target at the same time. NS is multicast when it is used to resolve an address and unicast
when it is to verify the reachability of a neighbor node. The source address in NS is the sender’s address except for the
duplicate address detection case, where the source address is unspecified since the sender cannot start using its IPv6
address yet. The destination address in NS is the target node address if the sender is verifying the target reachability or the
solicited-node multicast address corresponding to the target address.

Neighbor Advertisement

The NA message is ICMPv6 type 136. Nodes send NA in response to NS and also unsolicited NA to propagate node address
information in the network. The Solicited flag in the message marks if the NA is solicited by an NS or not. The source
address in the message is the sender’s address. For solicited NA, the destination address is the source address in the
invoking NS or all-nodes multicast address if the solicitation’s source address is unspecified. For unsolicited NA, the
destination is the all-nodes multicast address.

Multicast Handling on C9800 10S-XE

Prior to release 16.12 MC2UC (multicast to unicast) was not supported on the C9800 controllers. With the release of the
10S-XE 16.12 the IPv6 MC2UC is supported in Local, Flex, Fabric and ME modes. AP in Flex, ME and Fabric will download all
the current IPv6 MC2UC video stream groups from the controller during CAPWAP Join. During CAPWAP Join, APs in Flex
Connect mode will download all the current MC2UC video stream groups from the C9800.

IPv6 MC2UC feature will extend the current wireless multicast IPvd MC2UC while considering below requirements:

1. Local mode: Protect the Controller from excessive video client bandwidth usage and over-subscription (that will
cause video quality to degrade). To achieve this channel utilization will be used as a metric to determine capacity
and perform admission control and traffic QoS treatment. Traffic policies such as the number of maximum

numbers of client per stream can also be configured to prevent over usage.

2. Local Mode: IPv6 multicast video subscription is determined via an MLD Join request. When the Controller

denies a client video stream request, the Controller will notify the client video application that there is no
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bandwidth available for the new stream.

3. Local Mode: The IPv6 MC2UC heavily depends on the radio resource management on APs and calculation of
radio bandwidth which will be computed in the Controller. Controller will not process unnecessary traffic

incoming from the multicast source if the Controller denies the request because of bandwidth allocation.

4. Local Mode: The network administrators will be able to control the maximum airtime allocation for video as well

as for voice and data. The maximum airtime configuration can be made on the per radio band.

5. Local/Flex/Fabric/ME: The feature will co-exist with the existing voice architecture and design. The IPvé MC2UC

solution will inter-operate with existing voice QoS.

The multicast traffic for client in any local switching WLAN matching those video stream multicast groups will be converted
into unicast frame to send to the client(s) subscribing the traffic through IGMP Join. Clients in the same WLAN not
subscribing to the multicast stream through IGMP Join will not receive the traffic. If a particular multi-cast address is not
part of the MC2UC configured groups, then traffic destined to such multi-cast addresses will continue to be transmitted as
multi-cast traffic (i.e. no unicast conversion).

FlexConnect mode has two sub-modes: local switching mode and central switching mode. In the local switching mode, the
data traffic is switched in the AP. Controller does not see any data traffic for that WLAN. So, with respect to multicast
traffic, in the local mode, IGMP/MLD snooping is done by the AP itself.

Fabric mode can have fabric and non-fabric WLANs. Non-fabric-WLANs will be centrally switch and expected to work as
local mode. For fabric WLANSs the data traffic is switched in the AP. Controller does not see any data traffic for that WLAN.
So, with respect to multicast traffic, in the fabric WLAN, IGMP/MLD snooping is done by the AP itself.

Similar to IPv4 MC2UC AP will not support CAC in Flex, ME and Fabric modes.

Note: This feature is only supported on Wave-2 APs. Wave-1 APs do not support this feature.

IPv6 Multicast Configuration in IOS XE

By default, multicast forwarding and MLD snooping is not enabled on the C9800 controllers. To enable IPv6 multicast
forwarding and IGMP snooping enable both on the controller as shown in the example below by going to Configuration >
Services > Multicast.

Configuration * > |[Services* > Multicast

enasten () ‘
B oo IGMP Snooping
Configuration — \ a

(@ s Disabled Enabled

)} Administration - Status VLAN Narne Status VLAN Name
[ EEEE D 15

< Troubleshooting [+] 1 lefaull &

e Qo 7 VIANOOTO &
MLD Snooging EMNABLED -\

M1 Cuery 1000

|

[frase @
1000 Dissabsle: All

When Multicast forwarding and IGMP snooping are enabled:

1. C9800 intercepts IGMP reports from IPv6 multicast clients

9
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2. (€9800 creates a MGID based on (Source, Group, VLAN) tuple, range 1-4095 (L2) or 4160-8191 (L3)
3. (C9800 uses IGMP snooping to determine if report should be forwarded to source router
4. (9800 sends to MGID to WLAN mapping to AP

5. AP keeps track of MGID, WLAN and client association

Multicast on C9800 — Frame Forwarding

MGID (S,G,V) exist? Client for this

MGID?
No? Drop flow

Multicast
Client for this

. = " 5 MGID? [
Multicast / €9800 — (((> H | Ricast i
source Yes? Forward to APs =4
Yes

When Multicast flows from source to client:

1. Controller checks if a MGID exists for that flow
2. If MGID exists:

a.  With MoM, Controller forwards to all APs

b.  With MoU, Controller forwards to APs having clients for the multicast group
3. APsforward to each WLAN having clients for this MGID

When Leave message is received from the last client in a MGID:

1. Controller removes client from MGID list, removes MGID
2. Controller does not forward leave to wired infrastructure (timeout is used)

3. Controller informs the AP about MGID deletion

IPv6 Media Stream

This feature is also called video-stream or media-stream under the Configuration > Wireless.

The Video Stream feature makes the IPv6 multicast stream delivery reliable over the air by converting the broadcast frame
over the air to a unicast frame. Each Video Stream client acknowledges receiving a video IPv6 multicast stream. Below is an
example of the Media Stream configuration for the IPv6 Media stream. First configure Media Stream> General > Multicast

Direct Enable.

10
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IPv6 Media Stream

n Nmm
cisco

Qig;p Catalyst 9800-L Wireless Controller

Configuration = > Wireless~ Media Stream
Dashboard Streams
Monitoring Multicast Direct Enable

Configuration

Session Message Config

Administration

on Announcement

Hession Announce  Fmail

o

Phune

on Announcement Note

Welcome admin

And then configure the Media Stream with Multicast Start and End IP addresses.

ess* >| Media Stream

E Dashboard Streams
7) Monitoring
5\ o Sty Nai Start IP Ad
Df\\ Configuration Aok =
" TME-media-streant f5e:20 ¢
Administration T VA-TME-Media-Strcan 225571

P 1 10 v
j, Troubleshooting -

Edit Media Stream

General

Strcam Name* TME-media-stream
Multicast Destination Start IPvA/IPvG fi5e::20

Addicss® |

Mullicast Destination End IPva/IPvé | fse30
Address®

Maximum Fxpected Handwidth (Kbps)* | 1000

Resource Reservation Control (RRC) Parameters

1200

admit >
Prioiily 4 =
Q05 Video
RHC re-evaluation nitial =
Violatior Ao <

Enable Media stream Multicast-direct under WLAN> Advanced configuration tab.

Edit WLAN

Configuration~ > Tags & Pr

Coverage Hole Detectior /| Universal Admir

Monitoring Number of WLANs selected : O Aironet I v Load Balance &

< (] stats  Name P2V Rincking Actior | Band Select
Configuration ! v
L o | Multicast Buffer IP Source Guard B
Administration ] © N
3 1o ||| Media Steam Mutticast 2 WMM Policy Alaird v
! firect

Troubleshooting

X mDNS Mode Rridging v

Max Client Connections

Per WLAN 1]
Per AP Pe 0
WIAN

Per AP Radi 200

Per WLAN

Off Channel Scanning Defer

Dexfer Llo

Priority

Optionally, you can also globally enable Unicast Video Redirect and Multicast Direct for 5 GHz or 2.4 GHz radios in the

wireless network as shown in the example below.
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IPv6 Client Mobility

Q, media

Configuration

Media Parameters

Media Stream

Cenfiguration = » ||Radio Configurations* > Media Parameters

& GHz Band 2.4 GHz Band
5 GHz Netwoark is operational, Pl ek to configure Medis
Media
General
Unicast Viden Hadirect d

Multicast Direct Admission Control

aim Adrission |
M)

Maximurn Media Stream RI 5

banchwidth (5%

M Media Banchwidth 85

[)*

0l Minirmrn Phy Reite GO0 .

Mazimum Hetry Peroant (%) BO

Media Stream - Multicast Direct Parameters

Mullicanst Dot Crable =]
Max stieams per Radio Mo Lirmit .
Max streams per Client Mo Liri v

Dest Corl Q0S5 Adriission

Voice
Call Admission Contrel (CAC)
Admissinn CGontral (ACM) [

Traffic Stream Metrics

Metrics Collection O
Siruam St 84000
Maox Streams® 2
Inactivity Timeout [

IPv6 Client Mobility

Roaming
Client

«—
Router
Advertisement

In order to deal with roaming IPv6 clients across controllers, the ICMPv6 messages such as NS, NA, RA, and RS must be dealt
with specially to ensure that a client remains on the same Layer 3 network. The configuration for IPv6 mobility is the same
as for IPv4 mobility and requires no separate software on the client side to achieve seamless roaming. The only required
configuration is the controllers must be part of the same mobility group/domain.

Anchor

Mobility
Tunnel

-~ Foreign

The process of IPv6 client mobility across controllers is as follows:

1. If both controllers have access to the same VLAN the client was originally on, the roam is simply a Layer 2
roaming event where the client record is copied to the new controller and no traffic is tunneled back to the

anchor controller.

2. If the second controller does not have access to the original VLAN the client was on, a Layer 3 roaming event will

occur, meaning all traffic from the client must be tunneled via the Mobility Tunnel to the anchor controller.

12
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3.  InIOS-XE deployments, we support CAPWAP encrypted tunnel for IPv6é mobility tunnel.

a. Toensure that the client retains its original IPv6 address, the Router Advertisements from the original
VLAN are sent bythe anchor controller to the foreign controller where they are delivered to the client

using L2 Unicast from the AP.

b. Whentheroamed clientgoestorenew its address via DHCPv6 or generate a new address via SLAAC, the
Router Solicitation, Neighbor Advertisement, and Neighbor Solicitation packets continue to be

tunneled to the original VLAN so that the client receives an IPv6 address that is applicable to thatVLAN.

In C9800 |0S-XE release, the RA MGID and RA Mobility tables are created and maintained inside each controller. Both
tables are implemented as process internal data structures. Each controller updates the RA MGID table whenever a client
joins or leaves to keep track of the current topology of clients. In mobility scenarios, the anchor controller constructs the
RA Mobility table to keep an up-to-date roamed client topology so that the anchor controller knows which foreign
controllers need to receive RA packets. Entries are created in this table when the anchor controller sends the handoff
message for roamed clients. Entries are deleted at the time the clients roam back to the anchor controller or disassociate
from the network. On the foreign controllers, the RA MGID tables are used to deliver RAs to the visiting clients in the same
way as the local clients.

On client deletion, the controller cleans up the client from the MGID or mobility table, removes the AP or mobility IFID
from the multicast group if the client is the last one using this IFID, and requests AP to delete the client from the MGID list.
After the cleanup, the controller will not forward RA packets to the client anymore.

AP maintains a list of MGIDs that it receives from the controller on client associations. MGIDs are mapped statically from
the client VLAN IDs. AP has an MGID entry in the list as long as it has any client associated on the statically mapped VLAN.
All such clients are recorded in the MGID entry. Since multicast over wireless is not robust, the MGID entry helps AP
convert RA multicast packet into unicast packet for each wireless client in the entry. The controller informs AP to remove a
client from the MGID entry at time of client deletion.

In the current implementations in 10S-XE, the RA MGID table is created and maintained within the controller. The
requirement is that every VLAN is assigned a unique RA MGID value.

e  Maximum number of VLANs supported — 4096
e  MGID range reserved for RA — 8192 to 12287

e Number of RA-MGIDs — 8192

IPv6 IRCM — Inter Release Controller Mobility

AireOS based controllers such as 8540, 5520 and 3504 do not support IPv6 MC2UC feature. When client moves from the
C9800 I0S-XE based controllers to the AireOS based controllers, it will be considered as IPv6 Multicast roaming, whereas
roaming from AireOS to C9800 I0S-XE controllers, IPv6 MC2UC feature will kick in. When roaming from AireOS to 10S-XE
controller, continuous IPv6 multicast stream is not guaranteed if stream belongs to an IPv6 MC2UC group. The behavior is
dependent on configuration and available AP bandwidth at the time of roaming.
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Support for Interface Groups

&

Interface
oy yLAN 100 |[VLAN 200[‘ Fa o
KA v " VLAN=100
RAFrom T /”H/ V\\*\‘\ ’
VLAN 100 ‘ﬂq H’ ........... 57
OQUUOOX[FEeee]” CAPWAP Tunnel [6o08se) |4
s x RA
/ s - ///‘ \ *«
RA From

.. VLAN =200

D * vian200 @

The interface groups feature allows an organization to have a single WLAN with multiple VLANs configured on the
controller to permit load balancing of wireless clients across these VLANSs. This feature is commonly used to keep IPv4
subnet sizes small while enabling a WLAN to scale to thousands of users across multiple VLANs in the group. To support IPv6
clients with interface groups, no additional configuration is required as the system automatically sends the correct router
advertisement to the correct clients via L2 wireless unicast. By unicasting the router advertisement, clients on the same
WLAN, but a different VLAN, do not receive the incorrect RA.

Note: For the reasons, explained above, it is not recommended to mix IPv4 and IPv6 dual stack clients in the same Interface
Group.

First Hop Security for IPv6 Clients

RA Management

When SLAAC is used, RA delivery to wireless clients is important for the clients to construct IPv6 addresses. Clients need to
receive RA periodically for two reasons. First, the IPv6 prefix advertised in RA is valid for a period only. Clients expect new
RAs before the prefix validity expires. Second, if a new prefix is configured, clients should receive new RAs in order to be
informed on the new prefix. For these reasons, RAs should be delivered to both local and roamed clients continuously
regardless of client mobility. In local case, RAs are sent to the clients through AP CAPWAP tunnels. In foreign case, RAs are
forwarded by the anchor controller to the foreign controllers through mobility tunnels first, and then they are delivered to
wireless clients through AP CAPWAP tunnels on the foreign controllers.

In 10S-XE Controllers the RA Guard needs to be configured. RAs from the Wired side are distributed to all clients on the
VLAN (mcast-unicast). RAs from the Wireless clients is always send out/forwarded.
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Router Advertisement Guard

The RA Guard featureincreasesthe security of the IPv6 network by dropping router advertisements coming from wireless
clients. Without this feature, misconfigured or malicious IPv6 clients could announce themselves as a router for the
network, often with a high priority, which could take precedence over legitimate IPv6routers.

RA guard is a functionality that protects the system from RA packets that are sent from non-trusted, unauthorized or
misconfigured devices. This functionality analyzes the RAs and filters them out based on the device that sent them. By
default, RA guard is disabled on C9800 but can be enabled through CLI. Once RA guard is enabled, the RA packets received
on the wireless interfaces are dropped. It can be considered as a simple mechanism to prevent wireless clients from
advertising themselves as routers on a wireless network.

C: and Line Interface
F5 Dashboar

Configuration

1 Administration Controi+X. Ciear | Contraisht Switch Mode | ControlsRetumyJ). Execute Command | Control+Y: Copy | Control+Shi+£: Export | S

Up Arrow(1) Down Arrow( - Lockup History

‘Tw Sep 18 2018 02:47:28 GMT-0700 (Paciic Daylight Tme) &

[ Sommary
| Wirnless interface Summary
Interface Name Interface Type VLAN ID IP Address (P Netmask  MAC Acdress

¥ Troubleshooting

Vian42  Management 42 084290 2552552550 00a38e23ated

1800.0.8:42::142/6

[Tue Sep 182018 02:35:24 GMT-0700 (PacHic Dayight Time)

(®sh run int vian 42

Bullding configuraton

Current configuration : 128 bytes
f

intertace Vian42
ip address 9.8.42.00 255265 265.0
ipv6 acdrass FDOR9:8:42142/54

[Fiove na ra suppress l -

C9800#sh run int wvlan 4Z2
Building configuration...

Current configuration : 128 bytes

1

interface Vlian42

ip address 5.8.42_ 90 255.255_255.0
ipve address FD0%9:9:8:42::142/¢64
ipvé enable

ipvé nd ra suppressall

and
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ND Suppress

Neighbor solicitation to resolve wireless client link-layer address may result in a lot of overhead in the wireless network. In
this case, the destination address in NS is the all-node multicast address. Multicasting NS to every wireless client consumes
wireless resources heavily. To solve the wireless multicast problem, the controller maintains the wireless client address-to-
MAC bindings. The controller can either respond to an NS on behalf of the wireless client or convert the multicast NS into a
unicast one to the target client. Both solutions save the wireless resources as the unnecessary delivery to other clients is
eliminated.

In 10S-XE controller the NS behavior is as follows:

1. Suppressed (NS multicast for known Wireless clients will be unicasted to the clients)
2. Unknown NS from Wired side is dropped
3. Unknown NS from Wireless is flooded on the Wired VLAN

4. Wireless client sends a DAD NS and if a DAD hit NA is proxied to the originating client

DHCPv6 Server Guard

The DHCPv6 Server guard feature prevents wireless clients from handing out IPvé addresses to other wireless clients or wired
clients upstream. To prevent DHCPv6 addresses from being handed out, all DHCPv6 advertise packets from wireless clients
are dropped. This feature operates on the controller, requires no configuration and is enabled automatically.

IPv6 Source Guard

The IPv6 source guard feature prevents a wireless client spoofing an IPv6 address of another client. This feature is
analogous to IPv4 source guard. IPv6 source guard is enabled by default. Custom defined pre-auth ACL will be sent from
the Controller to the FlexConnect APs.

IPv6 Access Control Lists

In order to restrict access to certain upstream wired resources or block certain applications, IPv6 Access Control lists can be
used to identify traffic and permit or deny it. IPv6 Access Lists support the same options as IPv4 Access Lists including
source, destination, source port, and destination port (port ranges are also supported).

In 10S-XE release Pre-authentication ACL is supported for LWA and EWA (Local and External Web Auth).

All the custom ACLs must be mapped in the Flex profile. Only the custom ACL definitions will be pushed to AP apart from
the generated default ACLs. Custom pre-authentication ACLs are mapped under WLAN profile. Whereas, custom post-
authentication ACLs are mapped under default policy profile. All post-authentication ACLs are configured under default
Flex profile.
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Network Resource Efficiency for IPv6 Clients

Neighbor Discovery Caching

MAC IPv6 Address

00:24:56:75:44:33 2001:db8:0:20::2

<«
Neighbor Advertisement (NA)

TheIPv6 neighbor discovery protocol (NDP) utilizes Neighbor Advertisement (NA) and Neighbor Solicitation (NS) packets in
place of ARP to allow IPv6 clients to resolve the MAC address of other clients on the network. The NDP process initially uses
multicast addresses to perform address resolution. This process consumes valuable wireless airtime because the multicast
addresses are sent.

Toincrease the efficiency of the NDP process, neighbor discovery caching allows the controller to act as a proxy and
responds back to the NS queries that it can support address resolution and duplicate address detection. Neighbor
discovery caching is made possible by the underlying neighbor binding table present in the controller. The neighbor binding
table keeps track of each IPv6 address and its associated MAC address. When an IPv6 client attempts to resolve another
client’s link-layer address, the neighbor solicitation packet is intercepted by the controller that responds back with a
neighbor advertisement packet to all the clients in the network segment.

NA behavior on the 10S-XE controller is as follows:

e  Unicast is treated as Unicast (After Security Validations, i.e. IP Theft and Priority)
e Multicast

e  From Wireless is flooded on Wired VLAN (but not sent on Wireless)

e  From Wired Un-known NA is currently being forwarded on Wireless

e Mobility: If the controllers are in mobility domain and share the same L2 client VLAN the NA from other wireless

clients on the other controllers is still treated as unknown NA

Router Advertisement Throttling

Router Advertisement (RA) throttling allows the controller to enforce rate limiting of RAs headed towards the wireless
network. By enabling RA throttling, routers that are configured to send RAs frequently (every 3 seconds) can be trimmed back
to a minimum frequency that will still maintain IPv6 client connectivity. This allows airtime to be optimized by reducing the
number of multicast packets that must be sent. In all cases, if a client sends a Router Solicitation (RS), then an RA will be
allowed through the controller and unicast to the requesting client. This is to ensure that new clients or roaming clients are
not negatively impacted by RA throttling.
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Note: When RA throttling occurs, only the first IPv6 capable router is allowed through. For networks that have multiple
IPv6 prefixes being served by different routers, RA throttling must be disabled.

IPv6 Router Configuration

The IPv6 router is usually configured on a switch connected to C9800. The client VLAN should be configured on the router
with the IPv6 settings. In addition, the physical link between the router and C9800 should allow the client VLAN traffic to
pass through. If the router has other links to reach APs, which is possible since APs join C9800 through an intermediate
network, the client VLAN should be blocked on these links to avoid sending RA traffic to APs directly through the
intermediate network. By design, RAs should only be sent by C9800 to its APs. Below are example configurations on IPv6
router.

ipv6 unicast-routing

interface GigabitEthernetl/0/1

switchport trunk allowed vlan 13,14,17,37,70,43,44,80-82,99,113,120,122,123,128
switchport trunk allowed vlan add 70,129,160,161,170
switchport mode trunk

interface VlanleO

description "Client vlan - vC9800 Int"

ip address 160.160.0.1 255.255.0.0

ipv6 address FE80:20:22:160::1 link-local

ipv6 address 2200:20:22:160::1/64

ipv6 enable

Configuration for Wireless IPv6 Client Support

Configuring Global Controller (Screen Shots from I0S-XE Release)

Complete these steps:

Interface configuration

The link between C9800 and IPv6 router should allow the client VLAN traffic so that C9800 can receive and forward RAs.
For this purpose, C9800 has a configuration like in example below.

interface GigabitEthernetl
switchport trunk allowed vlan 42,129,160,161
switchport mode trunk

Step 1: Configure via CLI or WebUI one Global Management Interface with IPv6 address:

Configure the IPv6 address of the Management VLAN interface
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[T Dashboard

Edit SVI: Vian42 ®

Descriptior L
(4] (¢}
1 Administration © MTI ® 500
|
3 [} [} P Opr Pva PV6
% Troubleshooting P 0y ¥l mva ¥
N Ll

FOOB:9:6:42::142/64 x

Step 2: Configure IPv6 Static Route on the controller - This is a very important step to ensure all wireless client traffic has
only one default route in a pure IPv6 deployments.

Command Line Interface

Dashboard

® Exec

) Monitoring f

Configuration

Controk+X: Clear | Cont Mode | Control+Retum(J Copy | Controtest L1 Lookup History

Execute Command | Control+

T .7: Administration

"‘ Troubleshooting Tue Sep 18 2018 03:23:17 GMT-0700 (Pacific Daysght Time)

#3h run | sec ipv route
ipv8 route FD0O:0.8::/48 FD09.0.8:42:11

Tue Sep 18 2018 03:01:20 GMT-0700 (Pacific Dayfight Time)

#3h 3p summ
Number of APs: 3

AP Name Siots AP Mode! Ethemet MAC RadioMAC  Location Country  IP Address
State

AP3702E 2 3702E 0166500 4efc 3c08.88e 0220 defautlocaton US  0.8.42102
Registerec

AP_2700_2 2 27021 =865.4010.8d1c 80=0.136.470 ETV25 us

1400:9:8:42 0285 49 faR0 B 1c Registarsd

AP-3700 2 3702P 346c2a83.8c3c a46c2abb4c20 defauitiocation US  9.8.42.105
Registered

Step 3: Configure Authentication and Authorization Servers with IPv6 address

[Aulhenucanon Authorization and Accounting I Edit AAA Radius Server
+ AAA Wizard Name®

ISE_SERVER_IPv6 Ciear PAC Key

[ Py ¢ FD0O:9:8:47::47 ] s haade
) Monitoring n —E—
are
4, Configuration
\ om Sharad Sucrs
Administration Auth Port 1812
’ L
% Troubleshooting TACACS+ e ——— Acct Port 1813
s Name

] ISE_SERVER_IPVE

Step 4: Configure RA Throttle Policy via CLI or WebUI. Once the RA Throttle policy is configured apply it on management
VLAN as shown in the example below.

To throttle excessive RAs on C9800, these configurations are needed.
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ipv6é nd ra-throttler policy ndrapol
throttle-period 600

max-through 10

allow at-least 1 at-most 1
vlan configuration 42

ipvée nd <ra-throttle> attach-policy <ndrapol>

'%R A Throttle Policy Edit RA Throttle Policy »
MName* RAThrottle

| Dashboard
Medium-type | wif v |
Policy Name
Configuration 1 (o +| MaxThrougn Na limit
Administration 3 Interval option | throttle v ‘

i At Least Multicast RAs
' Troubleshooting At Least Muttica:

At Most Multicast R4s Nao limit

I

Policy Status Disabled

Step 5: Configure IPv6 Multicast on the controller via CLI
To configure MoM, the following line is needed. To turn off MoM, use 0.0.0.0 as the multicast IP address.

wireless multicast ipv6 <MOM IPv6 address>
wireless multicast <0.0.0.0>

Same can be done from the WebUI

Multicast

EZ Dashboard Blotis) Wirsless Mulionst Made

7) Monitoring

2\, Configuration

Administration

% Troubleshooting

Wireless Broadcast and Wireless Non-IP Multicast

VLAN ID Non-IP Multicast Broadcast

Infrastructure IPv6 Support in Cisco IOS XE Amsterdam 17.1

This section provides a set of instructions to effectively configure native IPv6 features based on C9800 10S-XE.

The diagram below shows Wireless Infrastructure Configuration Workflow on the C9800 and I0S-XE.
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DHCv6 Services

o0
_ L. (1o | v | Cisco Prime™
(== ] SNMP v6 Services

I % ;

| __Pva | C9800

R —

=
IPv4/v6 CAPWAP -
Tunnel (000000
S IPV4/IPV6
/ Router
Netwqrk

Cisco ISE
Radius IPv6 Services

The following are the Infrastructure IPv6 configuration items:

e  Support Configuration of Preferred IPv4 or IPv6 Dual Stack Mode APs

e  Support of the HA Mode with Primary/Secondary/Tertiary Controllers

e Support of IPv6 Mobility Peers and Guest Networks

e  Support of the IPv6 Multicast

e  |Pv6 support of the TFTP/FTP, NTP, DNS and SNMP servers

e |IPv6 Ping and Trace Route Support

IPv6 CAPWAP UDP-Lite Support

Step 1: Configure Global Preferred AP Joint Profile for IPv6

Note: This step is required for pure IPv6 deployments

Configuration~ > Tags & PrqaeetdS Il afeilc
General Client CAPWAP AP Management Rogue AP ICap

&S Dashboard
Lea High Availability Advanced

© Monitoring AP Join Profile Name
Enable Data Encryption
TME-Lab-21

Enable Jumbo MTU

r
]
[[] mesh-ap-profile =

\ZE Configuration

ini i [ ] ||defauit-ap-profile Link Latency sable
ministration Y
1 10

- Prefered Mod Disable |
Troubleshooting TRRTRSNNRS ‘ A
PVa

IPV6

CoN—

To view in what mode the AP has joined the controller, check under Monitoring > AP Statistics > Join Statistics.
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Monitoring~ > Wireless~ »

5 Dashboard General

7 .
l\é) Monitoring

Configuration Number of AP(s): 5

Administration

Status - Base Radio MAC

Ethemet MAC

AP Name

ﬂ Q 0042 Bala. 1al0 W 006b.1116.0ecO % APDDGE.F116.0ECO
Troubleshooting ] @ 0042 5a0a.54e0 W 006b.1116.1ce8 N AP1542F116.1CEB
[t 0042 5a02.5800 ¥® 006b.1116.1db0 W AP1IS42 F116.1DRO
0 o 0042 Satia Yaal % 006b.1116.2e58 % APOOGB.F116.2658
|_| Q 00da.55be.74d0 W 00f2.8b3e.e700 W AP1815.8B3E.E700

The same can be verified via the CLI commands

C9800>show ap profile default—ap-profile detailed

eWLC#sh ap prof default-ap-profile det

AP Profile Name
Description
Stats Timer

Injector Switch Mac
Device Management

Local Username

default-ap-profile
default ap profile
180

VLAN Tagging DISABLED
Link Latency DISABLED
Data Encryption DISABLED
LED State ENABLED
NTF server 0.0.0.0
Country Code Not Configured
Jumbo MTU DISABLED
24ghz Report Interval S0
S5ghz Report Interval S0
PCE :
PreStandard 80Z.3af Switch DISABLED
Power Injector State DISABLED
Power Injector Selection Unknown

Not Configured

Telnet DISABLED
55H DISABLED
User Management
Username Not Configured
TCP M55
Adjust MS3 ENABLED
TCP Adjust M55 1250
CAPWAP Timer
Heartbeat Timeout 30
Discovery Timeout 10
Fast Heartbeat Timeout Q
Primary Discovery Timeout 120
Primed Join Timeout Q
Retransmit Timer
Count 5
Interval 3
Login Credentials
Local Credentials DISABLED
Dotlx Credentials DISABLED
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&p eap auth info
Dotlx EAP Method : ERP-FAST
LSC AP RUTH STRTE : CRPWAP DTLS
Syslog
Facility Value i FRCILITY KERN
Host 1 255.255.255.255
Log Level ¢ SYSLOG_LEVEL INFORMATION
Backup Controllers
Fallback : ENABLED
Primary Backup NHame : Not Configured
Primary Backup IP H
Secondary Backup Name : Not Configured
Secondary Backup IP H
Hyperlocation
Zdmin State : DISABLED
PAK RS55I Threshold Detection: -100
PAK RS55I Threshold Trigger : 10
PALK R55I Threshold Reset H ]
Halo BLE Beacon
Interval
TX Power :
Enabled : Unknown
Apply Global : Unknown
Group HAS Id : Not Configured
CDP : ENABLED
TFTF Downgrade
IFP Address : 0.0.0.0
Filename : Not Configured
Time Limit HIR ]
LP packet capture profile : Not Configured
AP trace profile : Not Configured
Mesh profile name : default-mesh-profile
Extended Module : DISABLED
USB Module : ENABLED
Perzistent SSID Broadcast : DISABLELD
Preferred Mode : IEVE l
WInI=InNtCICepTtion » UL
LI timer 60
ewLcil

Same is shown with the execution of the CLI command

C9800>show ap summary

summary

Step 2: Configure CAPWAP HA Primary and Secondary Controllers IPv6 addresses

Note: This step is required for pure IPv6 deployments with HA
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fiquratior W Edit AP Join Profile
G C CAPWAP P \ RogL P C
Ez3 Dashboard
‘ High Availability Advanced
Monitorin AP Join Profile Nam¢
g CAPWAP Timers Backup Controller Configuration
TME-Lab-21
Configuration = Fast Hoartbeat Timeout{sec)* | 0 Enable Fallback
mesh-ap-profile
p 'R
)} Administration L “"e'a‘"‘ a0-profie Heartbeat Timeout(sec)* 30 Primary Controller
1 | .
Troubleshooting Discovery Timeout 10 g
PrimaiD v e I 6 Adds
Timeout(s
Secondary Controller
i Join Timeout(sec)* 0
Name
Retransmit Timers !
1Pv4/IPv6 Add
nt 5
nterval ( 3

Step 3: Configure IPv6 on the VLAN for the wireless management interface

LayerZ* > VLAN Edit SVI: Vian70

General
E& Dashboard Vi ‘
T i [ve [+]
.. Configuration Name Admin Status Operatioral § |\ e =
Viar o
Administration > ” e ) 1 A < 1500
¢ Troubleshooting 1 ) v P Optio 1Pva 1PVe
wpva
2 lyy i B
1 May
1Pve

FEB0:20:22:160::1 fink-local

Step 4: Configure Individual AP SLAAC IPv6 address if DHCPv6 is not available or not desired.

Note: This step is required for pure IPv6 deployments with AP static IPv6 address
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B Edit AP

E& Dashboard

W All Access Poir -

General Interfaces High Availability nventc

General Version
: Number of AP(s): 6
Monitoring
AP Name* APO06B.F116.0ECO Primary Software Version 1 4
"A&z Configuration AP Name ; G O Predownloac o N/A
§O3 Administration Jase Radio MA 2.5a0a.1af0 Pre ded Versior N/A
. . P : Next Retry Tim, N/A
Troubleshooting AP1Ba2 F116.1068
Admin Statu enasteo [l Roaty ' 5
AP1547.F116.1DB0 I ersi 6.1 34
AP Mode | v
APOOGB.F116.2 jparation Stat - Mini 10S Versio
; . i IP Config
FD e ENABLED . CAPWAP Prele 1 Mc 1Py
APOOG2 EC4AAD30 2 -
LLD Brightne E v DHC 1Pva Adk 0.0
1 Level
ihe 1P (IPv4/IP
leanAir NS Key,
tic 1P (1P FD09:006b:116:0ec0::0
5 GHz Radios Tags = =
Pre )
( N it .
2.4 GHz Radiog Gateway (IPva/IP FD09:8:44::101
- TME-Lal .
D
Dual-Band Rad (I
F defau ) v
Domain Nar
Country
Step 5: Configure Wireless Mobility Peers IPv6 addresses
Note: This step is required for pure IPv6 deployments with Guest access or Mobility
Configuration * .o VMobiIity
Dashboard iloba Peer Configuration
Ve sk
@ Monitoring Vv | Mobility Peer Configuration
“5\\5 Configuration
¢ Administration MAC Address ‘ IP Address Public IP %  Group Name Multicast IPv4 Status PMTU
[ 1070021 N/A miadle 0.0.0.0 N/A
Troubleshooting I Eae200 T = YT

Step 6: Configure IPv6 Inbound and Outbound ACL on the Wireless Management VLAN

Note: This step is required for IPv6 deployments with IPv6 ACLs

Configuration~ > Layer2 - >W

sVl WLAN WLAN Group
Monitoring
Conﬁguration Name Admin Status Operational 5
[ Mant (4]
Administration 7
[ ||Vlan70 (4]
1 0 v

Troubleshooting

General

IPv4 Inbound ACL

IPv4 Outbound ACL

Edit SVI: Vlan70

Advanced

Access Lists

IPu6 Inhound ACL

IPv6 Outbound ACL

DHGP Relay

Step 7: Configure IPv6 Implicit-deny, Implicit-permit or pre-auth-v6 ACLs
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Note: This step is required for IPv6 deployments with Client VLAN ACLs

Access Control List

& Dashboard m
) Monitoring -
Seque Act pe M
"\ Configuration | - e .
4 Admin a » mplicit_perr | Destination Type bl *
% Troubleshooting . . rotocal v
pe— |
plica_perr
1 . |
Sequence Sowrce Source Cestration Destination Source Destination
. Action L ‘Wildcard L Wildcard Protocol Port. Port pscP Log
parr v
parr . udp q 54
- o
0.

After ACL have been defined, Associate the desired Interfaces with the configured ACLs

Associate Interfaces

Available Interfaces Tw0/0/0 ACL Details

(8] Twororo 1Pva Inbound ACL [ None v
(&) rworon IPva Outbound ACL None v

@ TW0/0/2

1Pv6 Inbound ACL Nene v

1Pv6 Qutbound ACL None v

administratively down

[=1 Apply 1o Device

Step 8: Configure Policy Profile with WLAN ACL as shown below

Configuration* » Tags & Profiles* > Poljiaeiiielie el
General QOS and AV Mobility Advancec
— ||

RADIUS Profiling WLAN ACL
) Monitoring Status Policy Profile Name Loal Sub - v i h
wd ACH .
] IME-Lab-21_WLANID_1 P }
Configuration — -
. I o e :
; R 3 G - S D ‘ anpicil_ery_v
Administration Globel 58 of C biud @ URL Fiters |-
proauth_vé
HTTP TLV Caching Pre Auth
DHCP TLY Cach Post Auth -
VLAN

Step 9: Configure Controller SNMP IPv6 address

Note: This step is required for pure IPv6 deployments
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Administration~ > Management~ > SNMP

IPv4/IPvE Address* | FD09:12:14:70::
: SNMP Mode ® ; ‘ [CERE 10
B Dashboard
% Version | vec v
. General Community Strings V3 User Groups
@ MOHIIOFIng Community String* Private v
)! A I
Configuration Port 162
&3{3 Administration IP Address v Port vers  Typ [ taps %)
O [ ] X
Troubleshooting .
Step 10: Configure Source IPv6 address for Software Upgrade server
Administration ~ > Software Management
[E5 Dashboard
@ Monitoring SMU Upgrade Made BUNDLE v ‘ Current Mode (until next reload): BUNDILE
=/
APSP Iransport lype IFIP -
Configuration ——
APDP ’ ‘l.fwe:lF!P Address FD09:CE00:14::20 \
by .o . (IPvA/IPvG)*
)¢ Administration i :
File Path* {depositiry
Troubleshooting
Destination bootfiash v | Free Space: 21238.30 MB

Step 11: Configure IPv6 address for DNS Server

Note: This step is required for pure IPv6 deployments with IPv6 DNS server

[ Dashboard

) Monitoring 1P Address

:FFFF:208.67.222.222

Configuration

1 [0 v
Administration

2 Troubleshooting

Step 12: Configure IPv6 address for NTP Server

Note: This step is required for pure IPv6 deployments with IPv6 NTP server
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NTP Server Details

Host Name™

Sourc

Prefer v

Monitoring I IP for DNS Resolution v v ]

Configuration

Administration

’ Troubleshooting NTP Server Details

Host Name
cisco.com |

1

Step 13: IPv6 Ping and Trace Route

Note: This command is required for pure IPv6 deployments

ITroubleshooting : Ping and Traceroute I

+ Back to TroubleShooting Menu

Dashboard Destination™ Source

| #ous v [+

‘B:42:142 v | v

m Traceroute

Monitoring
Configuration

Administration b Source (Device) Destination

Troubleshooting

fping FDO9:9:8:42::142

Type escape sequence to abort.

Sending 5, 1@@-byte ICMP Echos to FDO9:9:8:42::142, timeout is 2 seconds:
1

Success rate is 188 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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5 Dashboard

<) Monitoring

¥L_ Configuration

Administration

roubleshooting

Configuring IPv6 CAPWAP UDP-Lite Support

Troubleshooting

Syslog
N

Configure and View Syslog

Ping and Trace Route

Check Ping-ability and
Trace route info of a target
destination through
different sources

Core Dump and System
Report

f=

View the list of core files
and System Reports
captured in the device

Audit Support

—_

Check security , hardening,
and the best practices
aspect of the device config
Needs internet access

Debug Bundle

Capture require info like CLI
outputs, logs as a single
bundle for error reporting

and debugging

Web Server log
G
S

View and Download Access
and Error info of Web User
Interface Logs

Packet Capture

Capture packets with
different filter options to
feed into Wireshark for
debugging

AP Packet Capture

@
i
AP Packet Capture for
troubleshooting wireless
clients

Configuring IPv6 CAPWAP UDP-Lite Support

The UDP Lite support feature is an enhancement to the existing IPv6 functionality to support the UDP Lite protocol. This
feature is only applicable for IPv6 addresses of the controller and APs. IPv6 mandates complete payload checksum for UDP
that results in performance implications. The UDP Lite feature minimizes the performance impact on the controller and AP
by restricting the checksum calculation coverage for the UDP Lite header of 8-bytes only.

The use of UDP Lite feature impacts intermediate firewalls to allow UDP Lite protocol (protocol ID of 136) packets. Existing
firewalls may not provide the option to open specific ports on UDP Lite protocol. In such cases, the administrator must
open up all the ports on UDP Lite.

Note: Mobility IPv6 tunnels do not support the UDP Lite feature.
Below is an example of the UDP-Lite configuration from the CLI

C9800 (config) # ap profile default-ap-profile
C9800 (config-ap-profile) # capwap udplite

To verify the CAPWAP UDP Lite status, use the following command:

Device# show ap profile name default-ap-profile detailed
CAPWAP UDP-Lite ENABLED

Lawful-Interception ENABLED
LI timer : 60

AWIPS DISABLED

AWIPS Forensic Unknown

Client RSSI Statistics
Reporting ENABLED

Reporting Interval 30 seconds

Enabling IPv6 on Your 10S Infrastructure Device

Enabling IPv6 on an individual infrastructure device to which wireless controller will be connected. Refer to the following
Cisco documentations for configuring IPv6 on other 10S-XE based devices.

e  Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco 10S XE Gibraltar 17.1.x at
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e IPv6 Implementation Guide at https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/15-

e  |IPv6 Routing chapter at
/) . /c/en/us/td/ /swi lan/ 3750/s0f rel 12-
)_55_se/confi ion/euide/sce3750/swiov

Glossary

e AP -Access Point

e ARP - Address Resolution Protocol

e  CAPWAP - Control And Provisioning of Wireless Access Points
e  CLI- Command Line Interface

e CPP - Cisco Packet Processor

e CWDB - Common Wireless Database

e  DAD - Duplicate Address Detection

e DHCP - Dynamic Host Configuration Protocol
e  CWC 9800 - Elastic Wireless LAN Controller
e |0Sd - 10S daemon

e |FID — Interface Identifier

e [P -Internet Protocol

e |PC-Inter-Process Communication

e  MAC - Medium Access Control

e  MC2UC - Multicast to Unicast

e  MGID - Multicast Group ID

e  MOM - Multicast-Over-Multicast

e  MOU - Multicast-Over-Unicast

e NA - Neighbor Advertisement
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e ND - Neighbor Discovery

e NDP - Neighbor Discovery Protocol

e  NGWOC - Next Generation Wiring Closet

e NS - Neighbor Solicitation

e  ODM - Operational Data Manager

e  RA-Router Advertisement

e RS- Router Solicitation

e  RP-Redundancy Port

e SISF - Switch Integrated Security Module

e  SLAAC - Stateless Auto Address Configuration

e  VLAN - Virtual LAN

e WCM - Wireless Controller Module
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Legal Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE
ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU
ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A
COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE
PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL
DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR
INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses
and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in
the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative
content is unintentional and coincidental.

All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should be
referred to for latest version.

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website at
Cisco Trademark

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other

countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks
mentioned are the property of their respective owners. The use of the word partner does not imply a partnership

relationship between Cisco and any other company. (1110R)

Cisco Copyright
© 2020 Cisco Systems, Inc. All rights reserved.
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