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Documentation Overview

Documentation for this product release includes the following general topics.

Release Notes (on page 20) - Describes new features, improvements, deprecated/removed features, fixes, and known
issues

Installation (on page 38) - Helps you install Workload Optimization Manager in your on-prem environment
Product Overview (on page 100) - Provides an overview of the platform and its underlying architecture
Getting Started (on page 108) - Describes login steps, the Home Page, actions, and policies

Target Configuration (on page 135) - Provides a list of targets that the product can monitor, and describes how to
configure each target properly

User Interface Reference (on page 324) - Provides a list entities discovered from targets, and describes how to configure
plans, charts, and administrative settings

API Reference (on page 735) - Helps you use the REST API as you script interactions with the product

Integration - Embedded Reporting (on page 1268) - Describes how to set up Embedded Reporting, an add-on that stores
a history of your managed environment and presents this history via dashboards and reports
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Release Notes

Release Date: September 8, 2023

These release notes describe the following for Workload Optimization Manager 3.8.0:

New features

Deprecated or removed features
Improvements

Fixes

Known issues

REST API changes

For any questions, contact your support representative.

Configuring Kubernetes Targets for Workload Optimization Manager

To set up a Kubernetes target for Workload Optimization Manager, you deploy the Kubeturbo pod with specific
configuration resources. These resources require your version of Workload Optimization Manager, mapped to a
TURBONOM C_SERVER _VERSI ON. Use the following table to map your version of Workload Optimization Manager:

Workload Optimization Manager Version TURBONOMIC_SERVER_VERSION number
3.8.0 8.10.0
3.7.7 8.9.7
3.7.6 8.9.6
3.7.5 8.9.5
3.7.4 8.9.4
3.7.3 8.9.3
3.7.2 8.9.2
3.7.1 8.9.1
3.7.0 8.9.0
3.6.6 8.8.6
3.6.5 8.8.5
3.6.4 8.8.4
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Workload Optimization Manager Version TURBONOMIC_SERVER_VERSION number
3.6.3 8.8.3
3.6.2 8.8.2
3.6.1 8.8.1
3.6.0 8.8.0
3.5.6 8.7.6
3.5.5 8.7.5
3.5.4 8.7.4
3.5.3 8.7.3
3.5.2 8.7.2
3.5.1 8.7.1
3.5.0 8.7.0

For information about Kubeturbo, see the Kubeturbo GitHub repository at _https://github.com/turbonomic/kubeturbo.

For more information about Kubernetes targets, see Target Configuration (on page 135).

What’s New

Workload Optimization Manager is powered by our next-generation architecture, allowing the core platform to scale with large
application and infrastructure environments in a single-instance deployment. This eliminates complexity and provides scale-on-
demand capabilities, while continuing to assure application performance and health.

Version 3.8.0

NOTE:
Frequent changes to the product or third-party targets require that some features are updated, deprecated, removed, or no
longer supported. For more information about these features, see Feature Updates and Notices (on page 25).

Application Performance Management
m  Support for Datadog Targets

This release introduces support for the Datadog target. This integration provides insights into application performance while
optimizing resource allocation, ensuring that applications receive the necessary resources while minimizing waste, resulting
in improved operational efficiency and cost savings. Workload Optimization Manager discovers the Business Application,
Business Transaction, Service, Application Component, and Virtual Machine and its related commodities for Tomcat and
Standalone Java applications.

In addition, the Datadog target supports containers and related entities for Azure Kubernetes Service (AKS), Amazon Elastic
Kubernetes Service (EKS), and Google Kubernetes Engine (GKE), including discovery and stitching when the kubeturbo
target is added.

For details, see Datadog (on page 147).

Enable the Datadog probe before adding the target. To enable the probe, set the following in the
charts_vilal phal x| cr.yam resource:

spec:
dat adog:
enabl ed: true
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Collection of Tags from APM Targets

Workload Optimization Manager can now collect tags from Datadog, Dynatrace, and New Relic targets. You can use these
tags to search for, filter, or group entities discovered from these targets.

To collect tags, select Collect Tag Information in the target configuration pages for any of the supported targets. To view
the collected tags, set the scope to a particular entity and then check the Related Tag Information chart.

For details, see Datadog (on page 147), Dynatrace (on page 150), and New Relic (on page 168).
Service Level Indicator (SLI) Data For Instana Entities

SLI data is now available in the Entity Information and Response Time charts for Instana Business Applications, Business
Transactions, and Services.

Discovery of SQL Server Clusters

When you add SQL Server as a target, Workload Optimization Manager can now discover SQL Server clusters from the
target, and represent the instances in those clusters as individual Database Server entities in the supply chain.

Workload Optimization Manager also creates a group for each cluster. When you set the scope to a group and click
Database Server in the supply chain, the user interface displays a list of instances in the cluster, and indicates which
instance is currently active and which ones are idle (redundant). Workload Optimization Manager only monitors resources
for the active instance.

For details, see SQL Server (on page 177).
Server Configuration Filter

For SQL Database Servers discovered from SQL or APM targets, the Ser ver Confi gur at i on filter is now available
when you search for servers or create server groups. This filter returns a list of standalone or clustered servers.

NOTE:

The filter supports two options: clustered and standalone. However, currently only SQL Server databases support both
scenarios. For all non-SQL databases, including database servers like Oracle and MySQL, we recommend using the filter
in the standalone mode by default. This means Workload Optimization Manager will recognize and treat the database as a
standalone configuration.

Container Resource Management

Execution of SLO-driven Scale Actions

For Kubernetes environments, SLO-driven scale actions are now run via Workload Controllers. These actions adjust
the number of replicas that are associated with horizontally scalable Kubernetes Services to comply with SLOs for your
applications. A single scale action represents the replicas that are currently needed to meet SLOs.

For more information, see Workload Controller Scale Actions (on page 356).

On-prem Resource Management

Support for IBM® Power Systems

Initial feature support for managing IBM® Power Systems is now available. For IBM Power 8, 9, and 10 environments using
Hardware Management Console (HMC) versions 9 or 10, Workload Optimization Manager will discover and continuously
decide on the optimal logical partition (LPAR) processing unit allocation and virtual processor capacity based on historical
demand collected from the HMC. IBM Power Systems and LPARs are represented as Hosts and Virtual Machines and are
visible across all HMC targets in the Workload Optimization Manager Ul. Recommended LPAR resize PU and VP actions
will better inform IBM Power users on the optimal LPAR size. The recommended actions can leverage existing Workload
Optimization Manager workflow capabilities for external approval and execution.

For details, see IBM PowerVM (on page 206).
Enable the PowerVM probe before adding the target. To enable the probe, set the following in the
charts_vilal phal_ x| _cr.yam resource:

spec:
power vim
enabl ed: true
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NOTE:
Features such as Virtual I/0 Server (VIOS) LPAR optimization, move actions, planning, and full stack visibility are being
considered for future releases.

m  Sustainability Features for On-prem Environments

Workload Optimization Manager now tracks the energy consumption and carbon footprint of on-prem hosts and VMs to
help you put your sustainability goals into action.

This release introduces the following key features:
— Sustainability data is now available when you set the scope to hosts or VMs discovered via VMware vCenter targets,
and then view the Energy and Carbon Footprint charts.

— To calculate carbon footprint, Workload Optimization Manager uses industry standards that take into account
energy consumption, data center efficiency, and carbon intensity data. You can create Data Center policies to adjust
the calculations according to the requirements of your data centers. After you adjust the calculations, Workload
Optimization Manager can accurately report your organization's carbon footprint.

— If you have enabled the Embedded Reporting add-on, use the sustainability dashboards to gain insight into how you
can reduce your energy consumption and carbon footprint.

For details, see Sustainability Features (on page 105).

m Discovery of Hardware Compatible Versions for vCenter Environments

For vCenter environments, Workload Optimization Manager now discovers the hardware versions that are compatible with
VMs to ensure that these VMs can start after they move to a new host through vMotion. This improvement also prevents
VMs from moving to a host with an incompatible hardware version.

To view compatible hardware versions, set the scope to a vCenter VM or host and then check the 'Hardware Compatibility
Version' field in the Entity Information chart.

m Execution of vCenter Rightsize Actions Together

If a VMware vCenter entity has several pending rightsize actions, they execute together when they are automated, manually
accepted simultaneously, or approved before entering an execution schedule window. Executing rightsize actions together
prevents multiple restarts of a single VM when there are multiple pending actions, allowing for more changes within an
execution window. This feature was enabled by default starting in version 3.6.6 and applies to all VMware vCenter rightsize
actions.

Cloud Resource Management
m  Support for Azure Dedicated SQL Pools
Workload Optimization Manager now discovers dedicated SQL pools used in Azure Synapse Analytics, and represents

them as Database entities in the supply chain. If there are no connections to a SQL pool for at least one hour, Workload
Optimization Manager will recommend suspending the pool as a cost-saving measure.

For details, see Database (Cloud) (on page 431).

Workload Optimization Manager requires a new set of permissions to discover dedicated SQL pools and execute suspend
actions. For details, see Azure Service Principal and Subscription Permissions (on page 275).

m Parking Policies for Cloud Workloads

You can now create parking policies to enforce parking actions dynamically and at scale. For example, you can create a
parking policy at the cloud provider level so that all existing and newly discovered parkable entities from a specific cloud
provider are parked uniformly.
For details, see Parking Policies (on page 700).

m Parking Actions for AWS RDS Instances

This release introduces 'parking' actions for AWS RDS instances to help you reduce your cloud expenses. With these
actions, you can stop instances for a period of time and then start them when you need them. You can enforce parking
actions on demand or according to a schedule.

NOTE:
AWS RDS instances are represented as Database Server entities in Workload Optimization Manager.

For details, see Park: Stop or Start Cloud Resources (on page 597).
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Workload Optimization Manager requires the r ds: St opDBI nst ance and r ds: St ar t DBl nst ance permissions to stop
and start instances. For the full list of permissions, see AWS Permissions (on page 242).

Usage Of AWS Billing Data for Discount Calculations

Workload Optimization Manager now uses billing data from AWS to calculate your discount coverage and utilization. With
this improvement, the calculated values that display in the Discount Coverage and Discount Utilization charts should now
closely match the coverage and utilization data reported by AWS.

Discounts include Reserved Instances (RIs) and Savings Plans for both non-government and GovCloud workloads.

NOTE:

After you update to this version, it could take up to 24 hours for charts to populate with discount data.

Enhancements to Cloud Savings and Investments

Workload Optimization Manager now uses cost snapshots and daily billing reports from your cloud providers to calculate
top-down savings and investments associated with scale and delete actions. With this enhancement, savings and

investments charts can now accurately report the impact of actions on your cloud expenses. In addition, the charts can now
break down savings and investments by account, region, and other meaningful categories.

For details, see Cumulative Savings and Investments Charts (on page 653).

NOTE:
To view savings and investments before version 3.7.3, add the legacy savings and investments charts to your dashboards.
'Buy Reservations' Actions Based on Azure MCA Pricing

Workload Optimization Manager can now recommend actions to buy Azure reservations based on MCA pricing, both for the
real-time environment and for plans.

User Interface Management

m  New View of the Target Configuration Page

A new Target Configuration user experience is now enabled by default. This new view includes the following

improvements:

— You can easily view targets in a tabular form with improved search, sort, and filtering capabilities.

— Targets with health issues are easily identified, alongside details such as who changed the target configuration and
when it was changed.

— The Target Details page for some target integrations communicate the stages of validation and discovery, as well as
any encountered error conditions to aid in troubleshooting your target configurations. Related targets are also shown
where applicable.

— The target view no longer requires a manual refresh after adding or changing a target and is more dynamic than the
previous view.

The option to use the older view is still available; however, this will be deprecated in a future release.
For details, see Configuring Targets - Enhanced View (on page 118).

m  Action Center Improvements
Action Center provides a comprehensive view of the actions that Workload Optimization Manager recommends to assure
performance and improve infrastructure efficiency. To provide easy access to Action Center and the details for individual
actions, we are introducing the following improvements:

— A new Action button is now available on the main menu of the user interface. This opens a dedicated Action Center
page with a unique URL, which you can bookmark and share with interested parties.

— Action Center is now the default view for actions. Check out Action Center in entity views and plan results, and launch
it conveniently from action-focused charts, such as the Pending Actions, Top Utilized, and Potential Savings charts.
For a list of Action Center features, see Working with Action Center (on page 509).

— The Action Details page for a specific action now has a unique URL (or deep link), so you can easily share the page
with interested parties. To get the URL, click the 'share' icon at the top-right section of the page and then copy the
URL displayed in the address bar of the new tab. For details, see Action Details (on page 515).

— From Action Center, you can select up to 75 actions and then click Print Action Details to open a new printable view
of the action details. This prints the action details for all of the selected actions at once.

24

Cisco Systems, Inc. www.cisco.com



Release Notes

Feature Updates and Notices

Frequent changes to the product or third-party targets require that some features are updated, deprecated, removed, or no
longer supported. See the following sections for more information about these features.

Updates

The updates listed here will be made in the noted version. Consider the details and recommended actions that are provided.

Feature

Status

Details and Recommended Action

Legacy savings and
investments charts

Added to version
3.7.5

When we released the enhanced savings and investments charts in
version 3.7.3, we announced that legacy savings and investments data
is not available in the enhanced charts, but can be extracted from the
platform using a script.

Starting in version 3.7.5, legacy data is available in the legacy savings
and investments charts. The charts are titled 'Legacy' so you can
distinguish them from the enhanced charts.

Sustainability features

Documentation
updated in version
3.7.4

When we released the first set of sustainability features (on page 105)
in version 3.7.2, the documentation incorrectly listed three targets that
fully support these features - HPE OneView, Cisco UCS Manager, and
VMware vCenter.

Currently, only VMware vCenter fully supports these features. The
documentation has been updated accordingly.

Azure permissions

Updated in version
3.7.1

Permissions were updated to more accurately reflect the minimum
permissions for discovering workloads and executing actions. For
example, permissions with wildcards (*) were replaced with the exact
permissions.

For details, see Azure Service Principal and Subscription Permissions (on

page 275).

Rate of Resize setting
in on-prem VM
policies

Updated in version
3.7.1

The Rate of Resize default value has changed from 2 to 3.

If you have changed your default setting to 1 or want to keep the current
default setting of 2, create a new policy scoped to all on-prem VMs and
configure the Rate of Resize to your desired setting.

Notices

Features are labeled based on the following definitions:

m Deprecated - The feature is still supported but no longer developed or enhanced. The feature is not recommended for use
and might become obsolete. Cisco might remove it in a subsequent release of the product.

Removed - The feature is no longer available in the product.
Unsupported - The feature is no longer supported in the product.

NOTE:

When a specific release or version of an integration partner technology reaches end-of-life (EOL) or its end of support
date, Workload Optimization Manager no longer provides support for that version. Workload Optimization Manager follows
integration partners' official EOL timeline for version support. Targeting a non-supported version, or one that is no longer

supported by the vendor, is at your own risk.

The changes listed here will be made in the noted version. Consider the details and recommended actions that are provided.

Feature

Status

Details and Recommended Action

SAAS
deploymentMode

Removed in version
3.7.7

Use the "HYBRID_SAAS" deploymentMode instead. For details, see
ProductCapabilityDTO (on page 1175).

Workload Optimization Manager 3.8.0 Full Documentation
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Feature

Status

Details and Recommended Action

"Use hypervisor
VMEM for Resize"
setting in on-prem VM
policies

Removed in version
3.7.4

This setting is replaced by the Collect Virtual Machine Metrics option in
the target configuration pages for APM targets.

MySQL 5.7

To be unsupported in
a future release

MySQL version 5.7 will reach EOL on October 21, 2023 and will no longer
be supported after that date. Workload Optimization Manager plans to
support MySQL 8.0 in a future release as an optional alternative database
server for MariaDB.

MySQL version 5.6 reached EOL on February 5, 2021. Because it is no
longer supported, references to MySQL 5.6 were removed from the
documentation in version 3.7.0.

For details, see EOL MySQL.

Billing Breakdown
and Estimated Cost
Breakdown charts

Removed in version
3.7.1

The charts have been removed from the product and can no longer be
added to dashboards.

If you have added these charts to your dashboards, delete them
immediately and start using the replacement chart, Workload Cost
Breakdown.

Microsoft Enterprise
Agreement target

Deprecated in version
3.6.6

Deprecation impacts customers who previously added, or plan to add, a
Microsoft Enterprise Agreement target to manage Azure non-government
subscriptions.

For details, see Microsoft Enterprise Agreement (on page 293).

VMware vCenter
versions 6.0, 6.5, and
6.7

Unsupported since
version 3.6.3

Update your VMware vCenter version to 7.0 or 8.0, which are fully
supported.

Tbmigrate, the
Classic-To-XL
Migration Tool

Unsupported since
version 3.3.0

If you need to migrate from a Classic installation to one of the 3.x version
families, contact your support representative.

Versioning Explanation

Workload Optimization Manager versioning uses V-R-M elements (Version, Release, Modification) in the version number to
express the status of a release.

Numbered Element Example Description

V - Version number 3.X.X m  Changes to platform architecture or significant changes to data
models

R - Release number X.1.X m  Major feature changes

M - Modification number is 0 X.X.0 A quarterly release

(zero) All Early Access (EA) features from previous bi-weekly releases
are now GA

m  No new Early Access (EA) features in this release

M - Modification number is X.X.3 A bi-weekly release

greater than zero (1 or higher) Can include new Early Access (EA) features
Includes fixed issues
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Numbered Element Example Description

NOTE:

For API developers, the X.X.1 release can include final
implementations of deprecated API features. These final
implementations can make API changes that are not compatible with
an earlier version.

Configuration Requirements

For this release of Workload Optimization Manager, you must satisfy the following configuration requirements.

Dynatrace Targets

Starting with Workload Optimization Manager version 3.4.2, the API token that you use when you configure a Dynatrace target
must access specific scopes of the Dynatrace API V1 and V2.

If you are updating to Workload Optimization Manager version 3.4.2 or later, from a version that is earlier than 3.4.2, you must
generate a new API token for the Dynatrace target configuration. Then, you must enter that token in the target configuration,
and validate the target.

Workload Optimization Manager uses the API token to authenticate its calls to the Dynatrace API. This token must have
permission to run GET methods using the Dynatrace API, both Version 1 and Version 2. Generate a new generic access token
with these scopes:

Worklpad Optimization Manager Required Permissions
Functions
Monitoring m  API V1 scopes
- Access problem and event feed, netrics, and
t opol ogy
m APl V2 scopes
- Read entities
- Read netrics
NOTE:

If the target still fails to validate after you update the access token, take note of your configuration settings, delete the target,
and configure the target again. Be sure to use the new API token that you generated.

Workload Optimization Manager Updates and Operator Version

Workload Optimization Manager deploys as a cloud-native application on a Kubernetes cluster. This cluster can be pre-
configured on a VM that you deploy, or you can deploy Workload Optimization Manager to a Kubernetes cluster in your
environment. In either case, Workload Optimization Manager uses an Operator to manage the application deployment.
