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Documentation Overview

Documentation for this product release includes the following general topics.

Release Notes (on page 20) - Describes new features, improvements, deprecated/removed features, fixes, and known
issues

Installation (on page 45) - Helps you install Workload Optimization Manager in your on-prem environment
Product Overview (on page 113) - Provides an overview of the platform and its underlying architecture
Getting Started (on page 123) - Describes login steps, the Home Page, actions, and policies

Target Configuration (on page 208) - Provides a list of targets that the product can monitor, and describes how to
configure each target properly

User Interface Reference (on page 383) - Provides a list entities discovered from targets, and describes how to configure
plans, charts, and administrative settings

API Reference (on page 733) - Helps you use the REST API as you script interactions with the product

Integration - Embedded Reporting (on page 1254) - Describes how to set up Embedded Reporting, an add-on that stores
a history of your managed environment and presents this history via dashboards and reports
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Release Notes

Release Date: April 21, 2023

These release notes describe the following for Workload Optimization Manager 3.6.5:

New features

Deprecated or removed features
Improvements

Fixes

Known issues

REST API changes

For any questions, contact your support representative.

Configuring Kubernetes Targets for Workload Optimization Manager

To set up a Kubernetes target for Workload Optimization Manager, you deploy the Kubeturbo pod with specific
configuration resources. These resources require your version of Workload Optimization Manager, mapped to a
TURBONOM C_SERVER _VERSI ON. Use the following table to map your version of Workload Optimization Manager:

Workload Optimization Manager Version TURBONOMIC_SERVER_VERSION number
3.6.5 8.8.5
3.6.4 8.8.4
3.6.3 8.8.3
3.6.2 8.8.2
3.6.1 8.8.1
3.6.0 8.8.0
3.5.6 8.7.6
3.55 8.7.5
3.5.4 8.7.4
3.5.3 8.7.3
3.5.2 8.7.2
3.5.1 8.7.1
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Workload Optimization Manager Version TURBONOMIC_SERVER_VERSION number

3.5.0 8.7.0

For information about Kubeturbo, see the Kubeturbo GitHub repository at _https://github.com/turbonomic/kubeturbo.

For more information about Kubernetes targets, see Target Configuration (on page 208).

What’s New

"What's New" is a running history of new features, as they have been added to different releases of Workload Optimization
Manager.

Version 3.6.5

Integration with Git-based Software via Argo CD

Workload Optimization Manager now integrates with Git-based software via Argo CD, a GitOps continuous delivery tool that
manages Ar goCD Appl i cat i on resources using Custom Resources (CRs). With this integration, Workload Optimization
Manager can identify the container cluster resources managed by Argo CD, execute container resize actions, and sync the
files updated by resizes with the Git repository acting as Argo CD's 'source of truth'.

For details, see Integration with Git-based Software (on page 428).

Version 3.6.4

Azure Billing Target Support for the Cost Details API

The Azure Billing target can now collect billed cost data asynchronously via the Cost Details API. This APl is the default
data collection method starting in this release, and is intended to eliminate the need to configure a cost export and its
associated storage and container permissions.

If you set up a cost export previously, the Azure Billing target will continue to use that cost export. You can switch to the
API if your billed cost data is less than 2 GB in size.

For details, see Azure Billing Target (on page 336).

m Discovery of Account Tags from Public Cloud Providers
Workload Optimization Manager now discovers tags associated with accounts across all supported public cloud providers.
You can use these tags when you search for accounts or create groups of accounts.

m  Downloads of Resize Data for Workload Controllers
You can now download data for resize actions executed by Workload Controllers to gain insight into workloads with
performance risks due to resource limits, as well as opportunities to reclaim unused resource requests.
For details, see Workload Controller (on page 416).

Version 3.6.3

m  Parking Actions for Cloud VMs
This release introduces 'parking' actions for VMs in the public cloud to help you reduce your cloud expenses. With these
actions, you can stop VMs for a period of time and then start them when you need them. You can enforce parking actions
on demand or according to a schedule.
For details, see Park: Stop or Start Cloud Resources (on page 629).

= Support for Microsoft Customer Agreement Accounts
The Azure Billing target now supports Microsoft Customer Agreement accounts. When you add an Azure Billing target and
specify the Billing Account ID for an account, Workload Optimization Manager discovers pricing for the workloads billed
under that account, and then uses pricing information when recommending actions for workloads.
For details, see Azure Billing (on page 336).

m Enforcement of Security Context Constraints (SCCs) for Pod Move Actions
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Red Hat OpenShift uses SCCs to control permissions for pods. When executing pod move actions, Workload Optimization
Manager now carries over the user-level SCCs of a pod to its new node. This prevents privilege escalation issues that
occur when pods run with admin-level SCCs in their new nodes.

For details, see Pod Move Actions (on page 420).

m  Temporary Increases in Namespace Quotas
When a namespace has a defined quota and a Workload Controller in the namespace requires a resize, Workload
Optimization Manager now increases the quota temporarily to ensure that the execution of the resize action complies with
your rolling updates strategy.
For details, see Namespace Actions (on page 427).
m  New Operator Lifecycle Management (OLM) Feature
The new OLM feature automatically upgrades the Workload Optimization Manager client operator for customers utilizing
the SaaS secure connector for hybrid support to provide a better SaaS experience with seamless access to new probe
functionality, and reduced maintenance of SaaS client deployments.
m  VMware vCenter 8.0 Support
This release introduces support for VMware vCenter version 8.0.
Version 3.6.2
m  New View of the Target Configuration Page
This release introduces a new view of the Target Configuration page to help you manage targets with ease. This new view
includes the following improvements:
— The page lists your targets in a sortable table and provides a new target editing experience.
— For some targets, the page shows stages of validation and discovery, as well as any errors to help with
troubleshooting.
NOTE:
Search and filter features will be introduced in the future.
Try the new view by navigating to Settings > Target Configuration and turning on New View at the top-right section of the
page.
For details, see Configuring Targets (on page 132).
m Declarative Policy Configuration for Kubernetes Services
This release introduces a declarative approach to creating and managing policies for horizontally scalable Kubernetes
services. These policies adjust the number of pod replicas that back those Services to help you meet Service Level
Objectives (SLOs) for your applications.
With this new approach, application owners who do not have access to the Workload Optimization Manager user interface
can now use Custom Resource (CR) files in a Kubernetes cluster to create and manage policies. The settings in these
policies are synced with Workload Optimization Manager every ten minutes to keep your environment up-to-date.
For details, see Actions for Kubernetes Services (on page 390).
Version 3.6.1
m  Azure VM Memory Metrics Collection via REST API
Workload Optimization Manager now supports collecting host OS based (agentless) memory metrics for Azure VMs, based
on the REST API (Preview) recently made available by Azure. This mechanism is used as a fallback to collect VM memory
when other agent-based VM memory collection mechanisms are not configured. Azure Memory Source Groups have been
updated to better reflect the supported VM memory sources. For details, see Memory Metrics Collection: Azure (on page
371).
Version 3.6.0

This quarterly release includes the following new features and improvements.
CONTAINER RESOURCE MANAGEMENT

Migrate Container Workloads Plan
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This release introduces a new plan type called Migrate Container Workloads. Run this plan to simulate the migration of
container workloads from one cluster to another. The plan compares results from a 'lift-and-shift only' scenario against a
Workload Optimization Manager optimized plan. The results further highlight the actions you need to take to maintain and
optimize workload performance in the new cluster.

For details, see Migrate Container Workloads Plan (on page 584).
m  Node Reconfigure Actions

For Kubernetes environments, Workload Optimization Manager can now generate reconfigure actions to notify you of
nodes that are currently in the Not Ready state. After a node's condition is addressed, and the state changes to Ready,
Workload Optimization Manager can begin to monitor the health of the node and the associated container pods.

For details, see Node Reconfigure Actions (on page 434).
= Unknown Container Pods Visibility

When a node is in the Not Ready state, the associated container pods are in the Unknown state. These pods now display
with a gray color in the user interface to help you differentiate them from other pods. In addition, you can now use the
Unknown state as a container pod filter when you use Search or create groups.

m Improvements

—  Workload Optimization Manager now treats static pods as DaemonSets for the purpose of provisioning or suspending
nodes. A static pod provides a node with a specific capability, and is therefore controlled by the node instead of the
control plane.

- If a node to be provisioned requires a static pod, Workload Optimization Manager generates actions to provision
the node and the corresponding static pod.

« If the only workload type left on a node is a static pod, Workload Optimization Manager generates actions to
suspend the node and the corresponding static pod.

— This release introduces the following memory usage optimizations for Kubeturbo to prevent out-of-memory (OOM)
issues:
» Proactively trigger garbage collection by taking advantage of the new Garbage Collector mechanism introduced in
Go 1.19.

- Enable pagination for Kubernetes API calls to allow iterating over large result sets in chunks. Page size is now
dynamically calculated based on the cluster size and memory limit of Kubeturbo.

— In earlier releases, default load balancers would timeout after 60 seconds if no activity was detected. This posed a
challenge for Kubeturbo since it sometimes took over a minute before a heartbeat was sent after establishing a secure
WebSocket communication with a server. Starting with this release, the Kubeturbo to server communication heartbeat
is now configured at 30 seconds.

CLOUD RESOURCE MANAGEMENT

m  Azure App Service Optimization

Workload Optimization Manager can now recommend actions to scale your provisioned Azure App Service plans to
optimize application performance, or delete empty plans to reduce your cloud expenditure. For scale actions, Workload
Optimization Manager uses percentile calculations to measure application demand more accurately, and then picks the
instance type that can meet demand at the lowest possible cost.

For details, see Support for Azure App Service (on page 325).
ON-PREM RESOURCE MANAGEMENT

m  Improvements

—  With the discovery of vCenter guest metrics now enabled by default, Workload Optimization Manager collects VM
memory usage data at the OS level (via VMware tools), which is more accurate than the active memory data reported
by the hypervisor. Customers may notice more frequent resize up vMem actions since the vMem usage values
reported by the OS are almost always higher than those reported by the hypervisor.

— When Workload Optimization Manager discovers that a vCenter datastore is in maintenance mode, it will stop
recommending actions to move VM storage to that datastore.

USER INTERFACE MANAGEMENT
m  New Entity Filters

The following filters are now available when you use Search or create groups.
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Entity

Filter

Virtual Machine

Storage Cluster Name

Database

Database Server Name

Container Pod

State

m  Improvements

— The Multiple Resources chart now includes the "Last 60 Days" timeframe.

—  When a Workload Optimization Manager instance manages a large number of targets, it could take several minutes for
the Target Configuration page to load. With this improvement, the page now loads within seconds.

— When a Workload Optimization Manager instance monitors a large number of cloud accounts and you set the scope to
your global cloud environment, it could take several minutes for the Top Accounts chart to load. With this improvement,
the chart now loads within seconds.

Deprecated and Removed Features

Frequent updates to the product and changes in technology require that some features are deprecated or removed from
support. When a feature is deprecated, Cisco continues to support the feature, but no longer plans to enhance it and might
remove it in a subsequent release of the product. See the following sections for features that are currently planned for

deprecation or removal, or were already deprecated or removed.

Features are labeled deprecated or removed based on the following definitions:

m Deprecated

A feature that is still supported but no longer developed. The feature is no longer recommended for use and might become
obsolete. Once a feature becomes obsolete, it will either be removed or no longer supported.

m  Removed

A feature that is no longer available in the product.

m  Unsupported

A feature that is no longer supported in the product.

The deprecation or removal changes that are listed here will be made in the noted version. Consider the details and
recommended actions that are provided.

3.6.6
Feature Status Details and recommended action
Microsoft Enterprise Deprecated Deprecation and removal impact customers who previously
Agreement target added, or plan to add, a Microsoft Enterprise Agreement
target to manage Azure non-government subscriptions.
For more information, see Microsoft Enterprise Agreement
(on page 341).
3.6.3
Feature Status Details and recommended action
VMware vCenter versions Unsupported Update your VMware vCenter version to 7.0 or 8.0, which

6.0, 6.5, and 6.7

are fully supported.
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3.3.0
Feature Status Details and recommended action
Tbmigrate, the Classic-To- Unsupported The Classic-To-XL Migration Tool is no longer supported.

XL Migration Tool

This tool provides a scripted interface that you can use to
migrate from Classic installations (the 2.x version families) to
XL installations (the 3.x version families).

If you need to migrate from a Classic installation to one of
the 3.x version families, contact your support representative.

Versioning Explanation

Workload Optimization Manager versioning uses V-R-M elements (Version, Release, Modification) in the version number to

express the status of a release.

Numbered Element Example Description
V - Version number 3.X.X m  Changes to platform architecture or significant changes to data
models
R - Release number X.1.X m  Major feature changes
M - Modification number is 0 X.X.0 A quarterly release
(zero) All Early Access (EA) features from previous bi-weekly releases
are now GA
m  No new Early Access (EA) features in this release
M - Modification number is X.X.3 m A bi-weekly release
greater than zero (1 or higher) m Caninclude new Early Access (EA) features
m Includes fixed issues
NOTE:

For API developers, the X.X.1 release can include final
implementations of deprecated API features. These final
implementations can make API changes that are not compatible with
an earlier version.

Configuration Requirements

For this release of Workload Optimization Manager, you must satisfy the following configuration requirements.

Dynatrace Targets

Starting with Workload Optimization Manager version 3.4.2, the API token that you use when you configure a Dynatrace target

must access specific scopes of the Dynatrace API V1 and V2.

If you are updating to Workload Optimization Manager version 3.4.2 or later, from a version that is earlier than 3.4.2, you must
generate a new API token for the Dynatrace target configuration. Then, you must enter that token in the target configuration,

and validate the target.
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Workload Optimization Manager uses the API token to authenticate its calls to the Dynatrace API. This token must have
permission to run GET methods using the Dynatrace API, both Version 1 and Version 2. Generate a new generic access token

with these scopes:

Worklpad Optimization Manager Required Permissions
Functions
Monitoring m APl V1 scopes
- Access problem and event feed, netrics, and
t opol ogy
m APl V2 scopes
- Read entities
- Read metrics
NOTE:

If the target still fails to validate after you update the access token, take note of your configuration settings, delete the target,
and configure the target again. Be sure to use the new API token that you generated.

Workload Optimization Manager Updates and Operator Version

Workload Optimization Manager deploys as a cloud-native application on a Kubernetes cluster. This cluster can be pre-
configured on a VM that you deploy, or you can deploy Workload Optimization Manager to a Kubernetes cluster in your
environment. In either case, Workload Optimization Manager uses an Operator to manage the application deployment.

For different versions of Workload Optimization Manager, the version of Operator you use changes as follows:

Product Version Operator Version
3.6.5 42.29
3.6.4 42.28
3.6.3 42.27
3.6.2 42.25
3.6.1 42.24
3.5.6 - 3.6.0 42.23
3.55 42.22
3.5.4 42.21
3.5.3 42.20
3.5.2 42.19
3.5.1 42.18
3.4.6 - 3.5.0 42.17
3.44-3.45 42.16
3.4.3 42.15
3.4.2 42.14
3.4.1 42.13
3.4.0 42.12

When you update Workload Optimization Manager, always include the matching version of Operator in the update. Online or
offline updates that were completed according to the latest installation instructions (on page 97) automatically include the

latest Operator.
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If you installed Workload Optimization Manager on a Kubernetes cluster, you might need to manually update the Operator
version.

After you update the Operator version, and you verify that the pod is running and ready, edit your Custom Resource declaration
to update Workload Optimization Manager to the version that matches your Operator version.

For more information, contact your support representative.

Supported MariaDB Version for OVA and VHD Installations

For its default historical database on OVA and VHD installations, Workload Optimization Manager currently supports MariaDB
version 10.5.18. This support includes comprehensive testing and quality control for Workload Optimization Manager usage of
the historical database.

IMPORTANT:
Because of a known issue, you must never use MariaDB versions 10.5.14, 10.5.15, 10.6.7, 10.7.3, or 10.8.2.

If you are running Workload Optimization Manager installed as an OVA or VHD image, and are using the database that is
included in that installation, then you must use version 10.5.18. For versions of Workload Optimization Manager that you
installed as an OVA or VHD before version 3.5.6, you must now update to MariaDB version 10.5.18if not already done.

For more information, see Verifying Your MariaDB Version (on page 55).

SQL Modes for External Databases

If you deploy Workload Optimization Manager to work with an external database instead of the included
historical database, then you must specify the correct SQL modes for the database. Configure the database as
{{ ERROR_FOR_DI VI SI ON_BY_ZERO, NO_ AUTO CREATE_USER, NO ENG NE_SUBSTI TUTI ON} }.

In particular, the SQL modes should not include ONLY_FULL _GROUP_BY, NO ZERO | N_DATE, or NO ZERO DATE.

Transport Layer Security Requirements

By default, Workload Optimization Manager requires Transport Layer Security (TLS) version 1.2 to establish secure
communications with targets. Most targets have TLS 1.2 enabled; however, some targets do not enable TLS or they enabled
an earlier version. In that case, you see handshake errors when Workload Optimization Manager tries to connect with the target
service. When you go to the Target Configuration view, you see a Validation Failed status for such targets.

NetApp filers often do not enable TLS and the supported version is TLS 1.0, which causes the NetApp target to fail validation.
If target validation fails because of TLS support, you see validation errors with the following strings:
m  No appropriate protocol

Ensure that you enable the latest version of TLS that your target technology supports. If you still encounter issues, contact
Cisco Technical Support.

m  Certificates do not conform to algorithm constraints

Refer to the documentation for your target technology (such as the NetApp documentation) for instructions to generate a
certification key with a length of 1024 or greater on your target server. If you still encounter issues, contact Cisco Technical
Support.

Improvements

= Improvement:

“API users can now search for entities by their tag as follows: GET /tags/entities?
key=<t agKey>."

API users can now search for entities by their tag by calling GET /tags/ entiti es?key=<t agKey>. This new call also
searches for entities with a slash (/) within a tag string.
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NOTE:
The existing API call GET /t ags/ <t agKey>/ enti ti es will be permanently deleted in a future release. Until its
removal, you can use both of these methods.

Improvement:
“API users can now filter and sort targets.”

API users can now filter and sort the list of targets to restrict their view to only their relevant targets.

The following parameters were added to the list of targets request:

— target type (AW5, AWS BI LLI NG ACTI ONSCRI PT, ACTI ONSTREAM KAFKA, APPDYNAM CS,
APPI NSI GHTS, AZURE BI LLI NG AZURE _EA, AZURE SERVI CE PRI NCI PAL, Cl SCO HYPERFLEX,
Cl SCO_UCS MANAGER, DATADOG DYNATRACE, EMC SCALEI O EMC VMAX, FLEXERA, GCP_BI LLI NG
GCP_SERVI CE_ACCOUNT, HP_ONEVI EW HPE 3PAR, HYPER V, | NSTANA, JBGCSS, JWM
KUBERNETES, MYSQL, NETAPP, NEWRELI C, NUTANI X, ORACLE, PURE, SNWP, SQLSERVER,
SERVI CENOW TOMCAT, VMV VMMRE HORI ZON, WM, WEBLOG C, VEBSPHERE, VCENTER)

— validation status (FAI LED, | N _PROGRESS, SUCCESS)
— health state (CRI TI CAL, MAJOR, M NOR, NORMAL)
The following parameters for sorting the list of targets were added: t arget type andhealth state.

Fixed Issues

Fixed Issue:
“During Azure Billing discovery, a Nul | Poi nt er Except i on may be encountered.”

During Azure Billing discovery, a Nul | Poi nt er Except i on may be encountered.
Fixed Issue:

“GCP Optimization actions may show a decrease in Discount Coverage for e2 instance types.”

GCP Optimization actions may show a decrease in Discount Coverage for e2 instance types since Analysis may not assign
Committed Use Discounts to these instance types.

Fixed Issue:

“In some cases, Workload Optimization Manager displays incorrect capacities for Cloud based VM IOPS
and I0Throughput commodities.”

In some cases, Workload Optimization Manager displays incorrect capacities for Cloud based VM IOPS and IOThroughput
commodities.

Fixed Issue:

“Kubeturbo is using a deprecated API for the APl Request Count query.”

Kubeturbo is using a deprecated API for the APl Request Count query.
Fixed Issue:

“The Parking user interface may fail to load.”

The Parking user interface may fail to load, resulting in a generic browser error noting "Page isn't working."
Fixed Issue:

“Under some circumstances, Azure VM memory scale actions keep appearing and disappearing.”
Under some circumstances, Azure VM memory scale actions keep appearing and disappearing. When Azure API throttling

issues happen intermittently, the Azure VM memory scale actions may appear for some time (when memory metrics are
available), but then disappear when memory metrics are not available due to throttling.
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Fixed Issue:

”

“After deleting a policy, scrolling is disabled.

After deleting a policy, scrolling is disabled.

Known Issues

Known Issue:

“During Instana discovery, Workload Optimization Manager may encounter a 404 error or a
Nul | Poi nt er Excepti on.”

During Instana discovery, Workload Optimization Manager may encounter a 404 error if you have an on-prem installation
of Instana that has a version older than 242. If you have an Instana version at or newer than 242 and have not

enabled Beelnstana, you will encounter a Nul | Poi nt er Except i on. You must enable Beelnstana to resolve this

Nul | Poi nt er Except i on. Workload Optimization Manager customers must install Instana version 242 or higher, and
enable Beelnstana for all on-prem Instana installations.

Known Issue:
“Historical data for existing Azure App Service Plans (ASPs) may be lost.”

Historical data for existing Azure App Service Plans (ASPs) may be lost. Resource IDs are being normalized for ASPs in
order to correctly associate billing information from Cost Exports, which may result in loss of historical data for previously
discovered ASPs.

Known Issue:

“For Workload Optimization Manager deployments where the database uses a custom (non-3306) port for
MariaDB or MySQL, the Parking feature cannot start.”

For Workload Optimization Manager deployments where the database uses a custom (non-3306) port for MariaDB or
MySQL, the Parking feature cannot start. In these cases, suspend should be disabled from the cr.yaml as follows:

spec:
suspend:
enabl ed: fal se

Known Issue:
“Azure subscription without cost data is not stitching to the Azure Billing target.”

Empty Azure EA subscriptions that are not incurring any charges will not stitch with the Azure Billing target, and a
discrepancy will occur in the offer ID of the subscription. Once the subscription incurs a charge, the stitching occurs and
the subscription should correctly associate the Azure Billing target with the offer ID.

Known Issue:
“Nutanix VMs are not stitching to discovered Microsoft SQL Server DB targets.”

We currently do not support Nutanix VMs stitching with Microsoft SQL database targets.
Known Issue:

“When scoping to an entity type from the global scope, the values in the Capacity and Usage chart display
the average storage amount.”

When scoping to an entity type from the global scope, the values in the Capacity and Usage chart show averages instead
of summations. To retrieve the total of the utilization and the capacity of a group of entities, you must explicitly create a
group containing the entities and scope to that group.

Known Issue:

Workload Optimization Manager 3.6.5 Full Documentation

29



Release Notes

“New Relic has ended support for monitoring integration with Microsoft SQL Server 2012. ”

Workload Optimization Manager no longer supports monitoring and stitching of Microsoft SQL 2012 discovered through
New Relic. We recommend that you upgrade your Microsoft SQL instance to a version New Relic supports.

m  Known Issue:
“Under some circumstances, the Storage Summary chart can show an incorrect number of volumes.”
If you compare the total count of volumes in the Storage Summary chart with the total count of volumes in Tiers, the counts
can be inconsistent.
m  Known Issue:
“For Azure, billing information for Rls can show costs as NA.”
In Azure environments, if you configure a Microsoft Enterprise Agreement target, costs for RIs can show in the user
interface as NA. For example, a VM that shows 100% RI coverage can show the Reserved Compute Cost as NA. This
occurs because of a known gap in the data provided by the Microsoft EA API that the target probe uses to collect data.
m  Known Issue:
“Cloud VMs might scale to very large instance types even if there are smaller instance types available for
scaling.”
When a cloud VM with a specific disk count and disk type applies a policy that enables 'instance store aware scaling’,
Workload Optimization Manager might recommend scaling the VM to a very large instance type, even if there are smaller,
less expensive instance types that can adequately meet the VM's resource requirements.
To avoid this issue, disable instance store aware scaling and restrict the VM to its current instance family. For example, if an
AWS VM is currently running the i 3. 2x| ar ge instance type, specify the i 3 instance family as a scaling constraint for the
VM.
m  Known Issue:
“If you use Embedded Reports, your dashboards might be empty after updating to this version.”
To support Embedded Reports, Workload Optimization Manager loads historical data into a TimescaleDB service, and
displays that data in dashboards and charts that are powered by the Grafana observability platform. Prior to version 3.4.1,
Workload Optimization Manager used the Enterprise version of Grafana, and included an Enterprise license for customers
who paid for the license to use Embedded Reports.
Starting with version 3.4.1, Workload Optimization Manager no longer has an agreement to use the Enterprise version, and
ships the open-source Community version instead. After you update to version 3.4.1, Grafana automatically switches to the
Community version and you should be able to use Embedded Reports as usual.
However, under rare circumstances, you might notice that your dashboards are empty and a banner with this error message
displays:
db query error: pq: password authentication failed for user "query"
To resolve this issue, follow these steps:
1. Delete your Embedded Reports data source.
— In the Grafana user interface, navigate to Configuration / Data Sources.
—  Click to select the Workload Optimization Manager timescale data source.
— In the screen that appears, click Delete to delete the Workload Optimization Manager timescale data source.
2. Restart the extractor component.
When you restart the extractor component, it loads the Grafana Community version and reconfigures the data source.
—  Get the full pod name for the extractor pod by executing the command:
kubect| get pods -n {YourNanespace} | grep “extractor
For example, execute:
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kubect| get pods -n turbonomic | grep “extractor
The full pod name should be similar to:

extractor-5b86976bc8- vxwz4

— Delete the extractor pod.

Deleting the pod triggers it to restart. Using the example name above, you would execute the command:
kubect| delete pod -n {Your Nanespace} {Your Extractor PodNane}
For example:

kubect| delete pod -n turbononm c extractor-5b86976bc8-vxwz4

For further assistance, contact your support representative.
= Known Issue:

“For New Relic MySQL, DB Cache Hit Rate values are incorrect.”

For New Relic MySQL 8, DB Cache Hit Rate values are incorrect in Workload Optimization Manager. Because the
percentage of queries that are retrieved from the cache (db. qCacheHi t Rat i 0) is not supported in New Relic MySQL
version 8.0 and higher, the DB Cache Hit Rate values are no longer displayed in Workload Optimization Manager.
For more information, see the New Relic documentation.

m  Known Issue:

“The user interface shows incomplete Azure billed costs and metrics because of an issue with the Azure
APL.”

When attempting to discover Azure billing targets configured with partitioned cost exports on the first day of any month,
Workload Optimization Manager is unable to find the directory containing the export files within a customer's Azure Storage
account. The export files exist, but the Azure API does not return the correct storage location of that day's cost export
files. As a result, the Workload Optimization Manager user interface may not reflect any billed cost that Azure exported on
the first of the month, and the metrics dependent on that billed cost. Note that the billed cost is not limited to expenses
incurred on the first day of the month.

In the logs, the following one-time message with an INFO severity appears after the first discovery attempt.

Downl oad storage blob failed: no blob found fromprefix: ${prefix}

m  Known Issue:
“In a Nutanix environment, a Replace Hosts plan can fail to place VMs.”

You can configure a Replace Hosts plan on a Nutanix cluster to replace the hosts with HCI templates. However, the plan will
fail to create the HCI hosts, and will result in unplaced VMs.

m  Known Issue:

“When you view the details table for the Top Accounts chart, the Actions Taken and Saved By Actions
columns can fail to show current data.”

When viewing the Top Accounts chart, you can click Show All to see a details table. Under some circumstances, this table
can fail to update with new data in the Actions Taken or Saved By Actions columns. For example, these columns can
show zero even if you have taken actions that reduced costs.

To see current actions data, display the Executed Actions chart.
m  Known Issue:

“Hardware Refresh to replace hosts with HCI templates can fail to place workloads.”
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When running a Hardware Replace plan, the plan can fail to place workloads onto HCI hosts. The plan correctly places
workloads if the plan scope is in a hyperconverged environment. If the scope is not in a hyperconverged environment, then
you must scope the plan to an entire cluster, and you must configure the plan to replace all the hosts in the cluster with HCI
templates.

m  Known Issue:
“Under specific conditions, an update of the platform can cause it to lose all of its target configurations.”
When updating Workload Optimization Manager from a version earlier than 3.3.3, if the username for any user accounts
includes a %character, the update will fail to include your target configurations.
If this occurs when you update, contact your support representative for assistance.
NOTE:
You should always back up your installation before you run an update.
= Known Issue:
“For AWS environments that have RI discount sharing turned off, analysis does not manage Rl coverage
and utilization.”
In AWS, you can turn off Rl discount sharing for specific accounts. These accounts will not share any discounts with other
accounts. Workload Optimization Manager does not recognize Rl coverage or utilization for these accounts. For example,
the Rl Coverage and RI Utilization charts will show zero values.
If you encounter this situation, contact your support representative for a possible workaround.
= Known Issue:
“For Headroom plans, you can specify the desired state for overprovisioned commodities.”
Workload Optimization Manager runs nightly plans to calculate headroom in clusters; the number of VMs you can add
to a cluster without exceeding limits for Memory, CPU, or storage. For example, if you want a desired state of 80%
consumption, the plan will not add VMs that will exceed 80% utilization of resources in the cluster.
Note that reservations use these headroom calculations to determine whether Workload Optimization Manager can place
the workloads in a reservation request.
By default, plans do not keep the utilization of overprovisioned resources within the desired state (80% in the above
example). The plan calculates 100% utilization of overprovisioned resources. However, when placing reservations in the
cluster, analysis could recommend provisioning new hosts as a way to keep the overprovisioned resources within the
desired state.
We have introduced a setting you can make to enforce the desired state on overprovisioned resources. This can result in a
lower calculated headroom. But when a reservation places and powers on a new VM, it is guaranteed to fit on the current
infrastructure. Analysis will not see a need to provision a new host to support the VM's overprovisioned resources.
To turn on this feature, edit the topology-processor settings in the cr.yaml file:
1.  Open an SSH terminal session on your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager.
2. Open the cr.yaml file for editing. For example:
vi /opt/turbonom c/ kubernet es/ operat or/depl oy/ crds/ charts_vilal phal x| cr.yam
3. Inthe spec/ properti es section, find the entry for the t opol ogy- pr ocessor component.
4. Add the following properties to the component spec:
consi der Desi r edSt at eFor Provi si oni ngl nCl ust er Headr oonPl an: true
considerUtilizationConstraintlnC usterHeadroonPl an: true
5. Save and apply your changes to the platform.
After you save your changes, use kubect | to apply the changes:
kubect| apply -f /opt/turbonom c/kubernet es/ operator/depl oy/ crds/
charts_vilal phal_xl _cr.yam
For assistance, contact your Support representative.
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m  Known Issue:
“For Kubernetes, in some environments analysis cannot execute Scale Node actions.”

For Kubernetes OCP 4.x and AKS environments, Workload Optimization Manager can generate and execute Scale Node
actions. However, if the environment includes other Kubernetes distributions that don't support execution of Scale Node
actions (EKS, AKS, and OCP), then Workload Optimization Manager can disable execution of all Scale Node actions in the
environment.

m  Known Issue:

“For Kubernetes environments with nodes running Linux with cgroup v2 enabled, you must use
Kubernetes version 1.23.2 or later.”

For Kubernetes environments with nodes running Linux with cgroup v2 enabled, an issue in earlier versions of Kubernetes
prevents Workload Optimization Manager from collecting CPU utilization data for the affected nodes. To collect CPU
utilization from the cgroup v2 nodes, you must run Kubernetes version 1.23.2 or later.

m  Known Issue:

“For very large environments, under rare circumstances queries can lock the database and cause gaps in
discovered data.”

For very large environments, it is possible for queries to lock the database, and cause gaps in discovered data. When this
occurs you can see errors similar to the following:

— [RollupProcessor] : Error during rollup activity for table vmstats | atest:
- [ Component BasedTar get Dunpi ngSettings] : Retaining O discovery dunps for target
If this occurs in your environment, contact your support representative for a workaround.

m  Known Issue:

“For IBM FlashSystem, a known FlashSystem issue can cause some models to show intermittent target
errors.”

For some models of IBM FlashSystem platforms, Workload Optimization Manager can show intermittent | nval i d
Credenti al s target errors. This is caused by a known FlashSystem REST service issue with platforms that have less than
64GB of memory.

If you experience this issue, use the following command to restart the FlashSystem REST service:
satask restartservice -service cfrest

Please contact your IBM FlashSystem Support representative for more information.
m  Known Issue:

“For workloads with very large disks, Storage vMotion can time out.”

Storage vMotion actions for VMs with very large disks can time out. If you experience this, contact your support
representative for help changing the timeout threshold.

m  Known Issue:

“When updating your installation, under rare circumstances the Topology Processor component can fail to
restart.”

When updating Workload Optimization Manager, under rare circumstances the t opol ogy- pr ocessor pod can fail to
restart. The log posts an error with the statement:

AccessDeni edExcepti on: /home/turbononi c/ dat a/ kv

If you experience this problem, please contact your support representative for a workaround.
m  Known Issue:
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“For Azure, targets in the Australia Central region can show inconsistent pricing for VM license costs.”

For Azure environments running in the Australia Central region, the pricing for license costs that is reported to Workload
Optimization Manager can be incorrect. As a result, the user interface can display incorrect license costs for Linux or
Windows operating system licenses.

m  Known Issue:
“For Azure and AWS, analysis does not consider the full cost for some workloads.”
For Azure environments, analysis considers the base OS cost, but does not consider additional costs for support or other
add-on features that are bundled with the OS. The affected OS types are Ubuntu PRO, SUSE 24/7, and RHEL with HA.
For AWS environments, analysis does not consider AWS Marketplace costs.
m  Known Issue:
“After updating the platform, Embedded Reports can fail to display.”
Under some circumstances, after you update Workload Optimization Manager to a new version, the Embedded Reports
page can fail to display. The update appears to have completed successfully, but the Embedded Reports components
appear to be running and ready. However, when you click on the Embedded Reports button, you get the following error:
failed to log in as user, specified in auth proxy header.
This can occur when the host VM takes a long time to completely start up all the platform components. If you encounter
this problem, make sure all the components are running, and then execute the following command to restart the gr af ana
pod:
kubect| delete pod -1 app=grafana
For assistance, contact your support representative.
m  Known Issue:
“For Fabric environments, when you scope the view to Datacenter the supply chain can fail to include all
the related Host entities.”
For environments that include Fabric targets, under some circumstances a view that you scope to the Datacenter might not
include all the related Host entities. This can happen for hosts that include the hyphen character ("-") in the Host name. For
example, for Cisco UCS targets, the supply chain will not show UCS hosts that use the hyphen character in their names
when you scope to the Datacenter entity.
m  Known Issue:
“For Azure, under some circumstances a successful scaling action appears in the logs as failed.”
For Azure environments that include Availability Sets, under some circumstances a successful scaling action appears in the
Workload Optimization Manager logs as failed.
m  Known Issue:
“With Executed Actions charts, some data is missing for actions on entities that have been removed from
the environment.”
When you view Executed Actions charts or export data from them, some data is missing for actions on entities that have
been removed from the environment. For example, assume an action was executed on a storage volume, and that volume
has later been removed from the environment. In that case, the exported data for that action will not include values that
describe the removed volume.
m  Known Issue:
“For Azure, if you connect the target through a proxy, then the target does not discover unattached
storage volumes.”
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For Azure environments, if you connect to the Azure target through a proxy, then Workload Optimization Manager does not
discover unattached volumes.

m  Known Issue:
“The Onboarding wizards can sometimes fail to close.”

When you first install Workload Optimization Manager, the user interface displays onboarding wizards to walk you through
setting up your license, and configuring your first target. Under some circumstances, the button to end the wizard's
workflow does not close the wizard. That can result in blocking you from continuing your Workload Optimization Manager
session.

If the onboarding wizard does not close when you click End Setup, refresh the browser. That should close the wizard and
leave you on the last user interface page that you visited.
m  Known Issue:

“For Kubernetes environments, when you enable Feedback and Diagnostics for your installation, the
collected data can include Kubernetes cluster names.”

To help us improve the product, you can enable Workload Optimization Manager to collect anonymized and non-
confidential data as you go about using the product. However, because of the way Kubernetes discovery works for
Workload Optimization Manager, the collected data includes the names of any Kubernetes clusters that you have set up as
targets. We do not make use of those cluster names in any way.

If you do not want Workload Optimization Manager to collect these cluster names, then you can navigate to Settings /
Maintenance Options / Feedback and Diagnostics and turn off the option to share anonymized usage data.
m  Known Issue:

“Changes to a policy do not immediately show up in the user interface view of the affected scope.”

When you set the scope of the Workload Optimization Manager view to a group, you can then view the automation policies
that impact the given group. If you edit a policy for that group (in Settings: Policies), and then scope the view to that group
again, the policy changes do not appear in the display for that group.

The display should update within ten minutes, after the next round of incremental discovery. If the condition persists, log
out of your session and log in again to update the display.

m  Known Issue:
“For Migrate to Cloud plans, under rare circumstances the plan's actions list can show duplicate entries.”

For Migrate to Cloud plans, under rare circumstances the plan's actions list can show duplicate entries.
m  Known Issue:

“For Azure environments, discovery does not support the Brazil Southeast region.”

For Azure environments, Workload Optimization Manager does not discover the Brazil Southeast region. Azure provides this
region only to give business continuity and disaster recovery to workloads in Brazil South that require data residence.

The user interface does not display the Brazil Southeast region in any lists or charts. Also, if you do have workloads on that
region, Workload Optimization Manager will not discover those workloads.
m  Known Issue:

“For AppDynamics environments, the platform cannot discover Database Servers if the target
authentication uses oAuth for credentials.”

For AppDynamics environments, Workload Optimization Manager cannot discover Database Servers if the target
authentication uses 0Aut h for credentials.

m  Known Issue:

“For Application Component automation policies, the user interface allows you to make conflicting
settings.”
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The Action Generation setting can show incorrect values that you can choose for the policy. As a result, you cannot save
the policy.
m  Known Issue:

“The user interface does not currently show the billed costs for some Azure resource groups.”

For Azure environments, when you inspect resource groups, Workload Optimization Manager does not currently show the
billed costs for those resource groups.

m  Known Issue:

“For cloud environments, under rare circumstances analysis can recommend resizing a VM to an instance
type that is older and less capable than an equally priced instance type.”

Under most circumstances, when a cloud provider offers a new instance type that is meant to replace an older type, the
provider offers it at a lower cost. In at least one instance we have seen a case with identical costs for the newer and older
instance types. If this occurs, and capacity and cost are equal, Workload Optimization Manager cannot ensure that it
chooses the newer instance type.
To work around this issue, you can create an Action Automation policy that excludes the older instance type.

m  Known Issue:

“The All Actions chart does not include pending actions for databases or database servers.”

The All Actions chart does not include pending actions for databases or database servers.
m  Known Issue:

“There is a memory limit for the data you can download from the All Actions chart.”

There is a memory limit for the data you can download from the All Actions chart. For example, assume you have executed
many actions over time in your environment. As a result, the list of all executed actions might exceed the data limit. In that
case, downloading a CSV file from the All Actions chart will fail.

m  Known Issue:

“Under rare circumstances, the etcd.service can fail.”

Under rare circumstances the Workload Optimization Manager platform stops responding. This occurs when
et cd. servi ce fails. When it does occur, you should see the following error:

Error response from daenon: endpoint with name etcdl al ready exists in network host

To recover from this situation, restart the docker service for the Workload Optimization Manager platform. execute the
command: sudo systentt!l restart docker.service

m  Known Issue:

“You must use certain templates when using PLACE to set up reservations or deployments.”

When you use the PLACE page to set up a reservation or a deployment, you choose the templates to represent the
workload you will deploy. The templates you choose must include an Image specification that gives the path to the VM
package, and optional placement constraints.

Typically, you will use templates that are discovered through your hypervisor targets. Along with discovering resource
capacities for the given VM, Workload Optimization Manager should also discover the Image specification for a given
discovered template. However, in this version Workload Optimization Manager does not discover the Image descriptions. In
addition, discovered templates and their image specifications are read-only. For this reason, you cannot set up placement
or reservations using discovered templates.

m  Known Issue:

“For resources that do not support Reserved Capacity, charts can show them with zero reserved
capacity.”
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Ring charts that show the utilization of different resources show a yellow segment whenever the Reserved Capacity for
the resource is zero. For some resources there is no concept of reserved capacity, yet the ring chart still shows a yellow
segment.

m  Known Issue:
“Optimized Improvements for plans do not include hosts to provision.”

For cases where actions indicate provisioning new hosts, the Optimized Improvements chart does not include the hosts to
provision in the After Plan section.

m  Known Issue:
[13 . . . . . . »
In vCenter environments, you might see high storage latency, or excessive storage provision.

In vCenter environments, you might see unusually high storage latency values or excessive recommendations to provision
new storage. There is a known problem with the storage latency values that vCenter Server versions 6.5.u1x and earlier
return via the API. These versions can return unusually high storage latency values.

Workload Optimization Manager considers storage latency when calculating whether to move a VM to existing storage,
or whether to provision new storage. Because of this known problem, Workload Optimization Manager can incorrectly
recommend provisioning storage when moves are appropriate.

If you encounter this problem, then you should create a policy that disables storage moves for VMs that are managed by

vCenter Server versions 6.5.u1x and earlier. To create this policy:

— Create a VM group that contains all the affected VMs. Note that Workload Optimization Manager automatically creates
a group named VMVs_vCent er that you might be able to use.

— Create a new VM automation policy. This policy will disable storage move actions.

— Set the group that you created to be the policy scope.

— Under Action Automation add the St or age Mbve action and set it to Di sabl ed.
m  Known Issue:

“The Optimal Improvements chart can show incorrect data for hosts to be suspended.”

In cases where actions recommend that you suspend hosts, the Optimal Improvements chart should indicate no utilization
on the hosts to be suspended. Under some circumstances, the chart can show utilization on these hosts. The result is
incorrectly low values for utilization on the other hosts in the current scope.

m  Known Issue:
For vSAN environments, under some circumstances a plan that is scoped to a datacenter can fail.

For vSAN environments, when running plans that add or replace hosts to the environment, under some circumstances the
plan can show the incorrect count for hosts, and the plan can fail.

This can happen for plans that meet the following conditions:

— The plan type is Hardware Refresh, Add Workload, or Custom
— The plan scope is set to a datacenter, and it includes vSAN hosts
— The plan uses an HCI template to replace the hosts
After running, the plan shows the full count of hosts in the vSAN environment, instead of the count of hosts in the plan
scope.
To avoid this situation, do not scope the plan to the datacenter.
m  Known Issue:

“The Headroom chart for All On-prem Hosts does not always agree with the Top Clusters chart.”

The Headroom chart for All On-prem Hosts does not always agree with the Top Clusters chart.

Workload Optimization Manager generates the All On-prem Hosts headroom data in a nightly plan. When the plan runs, this
data is correct. In the course of the day, this data can become stale.

To accurately track your cluster usage, you should use the Top Clusters chart.
m  Known Issue:
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“For vCenter Server environments, Workload Optimization Manager does not recognize DRS rules for VM
restart dependencies that are based on ClusterDependencyRule.”

For vCenter Server environments, Workload Optimization Manager does not recognize DRS rules for VM restart
dependencies that are based on Cl ust er DependencyRul e.

You might be able to achieve a similar effect by expressing dependencies via C ust er VnHost Rul e or cluster affinity or
antiaffinity rules.

REST API Notes

This section describes issues that result in changes to the REST API. It is a running list of changes that accumulates until the
next release of the API Guide. When we release a new version of the guide, it will include these changes. At that time, this list
will start with new changes to the API.

Because the API is a full reflection of the Workload Optimization Manager product, some changes to the product necessarily
cause changes in the API. This can include bug fixes and improvements to the product. For example, we might add new
commodities that you can get for a given entity type, or a bug fix might change the data that is returned by an API request. We
strive to make these changes backward-compatible whenever possible.

In some instances, we must make changes that are not backward-compatible. In this case, we deprecate the change for a
period of time that should be sufficient for you to understand the change and implement an alternative in your scripts.

REST API Changes

m Improvement:
Fix Version: 8.8.5

“API users can now search for entities by their tag as follows: GET /tags/entities?
key=<t agKey>.”

API users can now search for entities by their tag by calling GET /t ags/ entiti es?key=<t agKey>, which includes
entities with a slash (/) within a tag string.

NOTE:

The existing API call GET /t ags/ <t agKey>/ ent i t es will be permanently deleted in a future release. Until its removal,
you can use both of these methods.

= Improvement:
Fix Version: 8.8.5

“API users can now filter and sort targets.”

API users can now filter and sort the list of targets to restrict their view to only their relevant targets.

The following parameters were added to the list of targets request:

— target type (AW5, AWS BI LLI NG ACTI ONSCRI PT, ACTI ONSTREAM KAFKA, APPDYNAM CS,

APPI NSI GHTS, AZURE BI LLI NG AZURE _EA, AZURE SERVI CE PRI NCI PAL, Cl SCO HYPERFLEX,

Cl SCO_UCS MANAGER, DATADOG DYNATRACE, EMC SCALEI O EMC VMAX, FLEXERA, GCP_BI LLI NG
GCP_SERVI CE_ACCOUNT, HP_ONEVI EW HPE 3PAR, HYPER V, | NSTANA, JBGCSS, JWM
KUBERNETES, MYSQL, NETAPP, NEWRELI C, NUTANI X, ORACLE, PURE, SNWP, SQLSERVER,

SERVI CENOW TOMCAT, VMM VMMRE HORI ZON, WM, WEBLOG C, VEBSPHERE, VCENTER)

validation status (FAI LED, | N _PROGRESS, SUCCESS)

— health state (CRI TI CAL, MAJOR, M NOR, NORMNAL)

The following parameters for sorting the list of targets were added: t arget type andhealth state.
m Fixed Issue:

Fix Version: 8.8.5
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“Kubeturbo is using a deprecated API for the APl Request Count query.”

Kubeturbo is using a deprecated API for the APl Request Count query.

Reference: API Deprecation History

The following endpoints, requests, DTOs, and/or parameters have been deprecated in the Workload Optimization Manager API.
The End of Life (EOL) gives the product version in which we finalized these changes, and no longer support the deprecated

items.

EOL: 8.8.1

These deprecated features are removed from the API.

Endpoints

None

Requests

CET /search/ mar ket /

Instead, use GET / mar ket s

GET /search/target/

Instead, use GET /targets

GET / groups/ <groupl d>/ acti ons/ <acti onl d>
Do not use this call (not implemented).

GET, POST /target/<targetld>/stats

Do not use this call (not implemented).

CET / busi nessuni ts/ <busUni tld>/stats

Instead, use GET /entities/<entityld>/stats orGET /stats/
<entityl d>/stats. These calls use the business unit entity ID.

POST / busi nessunits/ <busUnitld>/stats
Instead, use POST /stats/<entityld>/stats or POST /stats.

Request Parameters None
DTOs None
DTO Parameters None

ENUM Values

entityType: VMSpec

Use Vi r t ual Machi neSpec instead
entityTypes: VMSpec

Use Vi rt ual Machi neSpec instead
entityTypeFilter: VMSpec

Use Vi r t ual Machi neSpec instead
provi der EntityType: VMSpec
Use Vi rt ual Machi neSpec instead
rel atedEntityType: VMSpec

Use Vi rt ual Machi neSpec instead
provi der Type: VMBSpec

Use Vi r t ual Machi neSpec instead

EOL: 8.7.1

These deprecated features are removed from the API.
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Endpoints

None

Requests

m DELETE /entities/<entityld>/tags/<tagKey>

Instead, use DELETE /entities/<entityl d>/tags?key=<t agKey>
m DELETE /groups/<groupl d>/tags/ <t agKey>

Instead, use DELETE / gr oups/ <gr oupl d>/ t ags?key=<t agKey>

Request Parameters

None

DTOs

m LicenseApi | nput DTO
Instruction: Use Li censeApi DTO.

DTO Parameters

m DTO: Ht t pProxyDTO
Parameter Name: por t Nunber

Instruction: Use pr oxyPor t Nurrber .
m DTO: LogEnt r yApi DTO

Parameter Name: r easonCommodi t y
Instruction: Use the array, r easonCommodi ti es.

EOL: 8.6.1

Behavior Changes:

m Pagination of Returned Data from / sear ch requests:

For searches, the API paginates the returned data. Starting with version 8.6.1, the default pagination limit is 100 entries,
and the maximum pagination limit is 500. If you do not specify a pagination limit, then the API returns pages set to the
default limit of 100. If you make no settings, and your search results include more than 100 entries, the results will be
paginated. Your scripts should always check for a pagination cursor when processing search results.

You can change these settings in the Workload Optimization Manager cr.yaml file. Find the entries for:
-~ api Pagi nati onDefaul tLimt
— api Pagi nati onMaxLi m t

We made the following deprecation changes in the 8.6.1 release. These deprecated features were removed from the API at that

time.
Endpoints None
Requests None
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Request Parameters

None

DTOs

Repor t Schedul eApi DTO
This release will remove Report Schedul eApi DTO.

DTO Parameters

DTO: Act i onApi DTO
Parameter Name: Curr ent Locat i on

Instruction: The object in this parameter will only contain the following fields:
— links

- uuid

— classNane

— di spl ayNane

— di scover edBy

— environnent Type

— vendor| Ds

DTO: Act i onApi DTO
Parameter Name: NewLocat i on
Instruction: The object in this parameter will only contain the following fields:

— links

- uuid

— className

— displayNane

— di scoveredBy

— environnent Type

— vendor | Ds

DTO: Pr oduct Ver si onDTO
Parameter Name: bui | dUser

Instruction: Deprecated with no replacement. This parameter was not implemented in
the 8.x product family.

DTO: Gr oupApi DTO
Parameter Name: r enpt el d

Instruction: Deprecated with no replacement. This parameter was not implemented in
the 8.x product family.
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m DTO: User Api DTO

Parameter Names:

— roleluid

— rol eNane

Instruction: Deprecated. Use the r ol es parameter in User Api DTO.

EOL: 8.5.1
Behavior Changes:
m  Pagination of Returned Data

The default pagination will change for the following requests:

—  CET /groups

—  GET [/ groups/ <groupl d>/ menbers

— GET /groups/<groupld>/entities

— CGET /targets/<targetld>/entities
— CGET /tags

— CGET /tags/{tagKey}/entities

To paginate returned data, the | i mi t, or der By, and cur sor parameters control how the APIs paginate their data.
Currently if you specify any one of these parameters, the APl paginates the returned data. If you do not specify any of these
parameters, the APl does not paginate the output, and it returns an unlimited set of data.

Starting with version 8.5.1, if you do not specify a | i ni t for these requests, the API will paginate the data to a default
limit. If your scripts make these requests without setting a limit, you should update them to check for a pagination cursor in
the returned data.

We made the following deprecation changes in the 8.5.1 release. These deprecated features were removed from the API at that
time.

Endpoints None

Requests m Request: GET /users/oneti nepassword

Instruction: Deprecated with no replacement. This is not required for any Workload
Optimization Manager activities.

Request Parameters None
DTOs None
DTO Parameters None

EOL: 8.4.3

We made the following deprecation changes in the 8.4.3 release. These deprecated features were removed from the API at that
time.

Endpoints None
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Requests

None

Request Parameters

Request: GET / search
Parameter Name: r egex
Instruction: Use the quer yType parameter.

DTOs

DTO: St at Percenti | eApi DTO
Instruction: Use St at Hi st Uti | i zat i onApi DTO.

DTO Parameters

DTO: Act i onApi DTO
Parameter Name: r esi zeToVal ue

Instruction: Use the newVal ue parameter.
DTO: Act i onScopesApi DTO
Parameter Name: | i mt Entiti es
Instruction: Use the | i m t parameter.
DTO: Bi | | i ngFam | yApi DTO
Parameter Name: uui dToNaneMap

Instruction: Use the busi nessUni t Api DTCLi st parameter.
DTO: Busi nessUni t Api DTO

Parameter Name: hasRel at edTar get

Instruction: Use the associ at edTar get | d parameter.
DTO: ScopelUui dsApi | nput DTO

Parameter Name: t opol ogyCont ext | d

Instruction: Use the mar ket | d parameter.

DTO: St at Api DTO

Parameter Name: per centil e

Instruction: Use the hi st Uti | i zat i ons parameter.
DTO: Tar get Api DTO

Parameter Name: cur r ent Busi nessAccount

Instruction: Use the associ at edTar get | d parameter of the
Busi nessUni t Api DTO

Reference: API Deprecation Contract

The following endpoints, requests, DTOs, and parameters are deprecated in the Workload Optimization Manager API. The End
of Life (EOL) gives the product version in which we will finalize these changes, and will no longer offer the deprecated items.

NOTE:

See the instructions for alternative usage for deprecated items with a defined EOL.

EOL: 8.9.1
We will make the following deprecation changes in the 8.9.1 release. These deprecated features will be removed from the API
at that time.

Endpoints None

Requests None
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Request Parameters

None

DTOs

DTO: Scenar i oChangeApi DTO

Instruction: Use the | coadChanges or conf i gChanges parameters in the
Scenari oApi DTO

DTO Parameters

DTO: Scenar i 0Api DTO
Parameter Name: changes
Instruction: Use the | oadChanges or conf i gChanges parameters.

EOL: 8.10.1

We will make the following deprecation changes in the 8.10.1 release. These deprecated features will be removed from the API

at that time.
Endpoints None
Requests None
Request Parameters None
DTOs None

DTO Parameters

DTO: St at Api | nput DTO

Parameter Name: cost Pri ce

Instruction: Use the dedicated cost endpointsin/entities, /groups,and/
mar ket s instead.

NOTE:
These are marked "In Development" currently but will reach GA soon.

- Jlentities/{entity_ Uuid}/cost
— [ groups/{group_Uui d}/ cost
- /' markets/{mar ket Uui d}/ cost
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This guide gives you information you need to install Workload Optimization Manager in your virtual environment, install your
license, and get started managing your resources.

If you have any questions, please contact Cisco support.

Minimum Requirements

License Requirements

To run Workload Optimization Manager on your environment, you must install the appropriate license. Licenses enable different
sets of Workload Optimization Manager features, and they support a specified number of workloads in your environment.

User Interface Requirements

To display the Workload Optimization Manager user interface, you must log into the platform with a browser that can display
HTML5 pages. Workload Optimization Manager currently supports the following browsers:

m  Apple Safari

m  Google Chrome

m  Microsoft Edge

m  Mozilla Firefox

Network Addressing Requirements

Workload Optimization Manager requires static IP addressing. Static IP setup is covered as a step when installing the Workload
Optimization Manager VM image.

Compute and Storage Requirements

The requirements for running a Workload Optimization Manager instance depend on the size of the environment you are
managing. Workload Optimization Manager keeps a real-time representation of your environment in memory. The greater the
number of entities to manage, and the more extensive the relationships between them, the more resources you need for the
VM that runs Workload Optimization Manager. And as the VM requirements increase, so do the requirements for the physical
machine that hosts the VM.

The requirements listed here are recommendations that you should keep in mind as you plan your Workload Optimization
Manager deployment. After deploying, if you find that you need to change memory capacity, CPU capacity, or both for the VM,
you can shut it down, make changes, and then power it up again to use the new capacity.
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NOTE:

The machine that hosts the Workload Optimization Manager platform must support the SSE4.2 instruction set. Support for this
instruction set was introduced at different times for different chip manufacturers:

m Intel: November 2008

m  AMD: October 2011

The machine you use to host Workload Optimization Manager should be newer than these dates. On a Linux system, you can
run the following command to check for this support:

cat /proc/cpuinfo | grep ssed

For more information, see the glossary entry at_ht t p: / / www. cpu-wor | d. coml d ossary/ S/ SSE4. ht i .

In most cases you can run Workload Optimization Manager on a host that meets the following minimum requirements:

Supported VM Image Technology Storage Requirements Memory CPUs
VMware | vCenter versions 5.5, 6.0, 6.5, 1.25 TB or greater. m Default: 128 GB 8 vCPUs
6.7,and 7.0 NOTE: m For 10,000 VMs or

Can be thin provisioned less, 64 GB
depending on the storage
requirements.

Microsoft | Hyper-V Server 2012 R2 or later

Cisco provides a VM image (an OVA or VHD file) which is preconfigured with two hard drives. A minimum of 1.25 TB is
necessary to ensure that the drives have the proper amount of space for storage.

Installing on a Virtual Machine Image

You can get a download of the Workload Optimization Manager platform as a:

s VMware OVA 1. 0 image
m  Microsoft Hyper-V image

NOTE:

For minimum requirements, we recommend 128 GB of memory for the VM that hosts Workload Optimization Manager. However,
if you plan to manage a smaller environment (10,000 VMs or less), you can install on a VM that provides 64 GB of memory. (See
Minimum Requirements (on page 45)).

If you plan to install a VM with 64 GB of memory, then you must modify the default for VM memory. (See Deploy the Workload
Optimization Manager VM (on page 47)).

You will install the platform in two main steps:
1. Install the Workload Optimization Manager VM image on your network.

This installs and starts up the VM that will host your instance of the Workload Optimization Manager platform.
2. Deploy the Workload Optimization Manager components on the VM.

About the Workload Optimization Manager VM Image

Workload Optimization Manager installs as a VM that runs the CentOS Linux OS. For each new version, we deliver a VM image
(OVA or VHD) that you install to run the product. Typically you install this image once, and for subsequent updates to Workload
Optimization Manager you will execute product updates on that installed VM. This means two things:

m  Product updates patch new components of the Workload Optimization Manager application stack onto the same CentOS
platform that you got when you originally installed the VM image. Product updates do not affect the underlying OS.

m  Over time, you might learn of important security patches for the CentOS distribution. It is your responsibility to keep the OS
up to date. You can install these patches on your Workload Optimization Manager VM whenever necessary.

NOTE:
We currently release the VM image with the CentOS Linux OS. We have found it to meet overall security requirements. We
intend to continue with CentOS for as long as that platform remains viable and secure.
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OVA: Installing the vCenter Image for On-prem
Environments

The first step to installing Workload Optimization Manager is to deploy the VM that will host the platform.

For vCenter Server environments, we deliver an OVA image for each quarterly release. If you want to run Workload Optimization
Manager on vCenter Server, you can install the Quarterly Release, and then update to a later point release if necessary.

NOTE:

For minimum requirements, we recommend 128 GB of memory for the VM that hosts Workload Optimization Manager. However,
if you plan to manage a smaller environment (10,000 VMs or less), you can install on a VM that provides 64 GB of memory. (See
Minimum Requirements (on page 45)).

If you plan to install a VM with 64 GB of memory, then you must modify the default for VM memory. (See Deploy the Workload
Optimization Manager VM (on page 47)).

To install the Workload Optimization Manager OVA:
1. Download the Workload Optimization Manager installation package.

Navigate to the Workload Optimization Manager Software Download page (https://software.cisco.com/download/
home/286328879/type/286317011/release) for links to the latest OVA image.

The installation package includes the Ci sco_cwom <ver si on>- <XXXXOXOXKXXXXX>. ova file

where <version> is the Workload Optimization Manager version number and <XXXXXXXXXXXXXX> is the timestamp.

For example: ci sco_cwom 3. 0. 0- 20190916164429000. ova

The OVA file deploys as a VM with the Workload Optimization Manager components ready for installation.
2. Import the OVA file into your datacenter.

Use the vCenter Server client to import the OVA into your environment.
3. Deploy the Workload Optimization Manager VM.

Configure the VM that was deployed from the OVA file.

If you want to deploy a VM with 64 GB of memory, manually modify the default value for Memory:

a. Right-click the VM and choose Edit Settings.

b. Type 64 for Memory.

c. Click OK to save the settings

d. Power on the VM.
4. Open the remote console.

For the Workload Optimization Manager VM that you just deployed:

a. Choose the Summary tab.

b. Click Launch Remote Console.
5. Set up the Workload Optimization Manager System Administrator account.

a. Inthe remote console, log in with the following default credentials:

m  Username: t ur bo
Do not use the account name, I OOt .
m  Password: vit ur bo
Then, you will be prompted to enter a new password.
b. Enter your new password.

The new password must comply with the strong password policy (a mixture of upper- and lower-case letters,
numbers, and a symbol). Only you will know this new password.

NOTE:
Be sure to save the changes account credentials in a safe place. For security reasons, this is the only account that can
access and configure the Workload Optimization Manager VM.

c. Enter your new password again to verify it.
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6. Update the root password.

The platform uses the r 00t account for certain processes, such as rolling up log messages in/ var /| og/ nessages. To
ensure the account credentials are current, you must change the password:

a. Open a SuperUser session.
m In the remote console, enter su -
m At the password prompt, enter the default password: vint ur bo
b. Reset a new password.
After you log in as root with the default password, the system prompts you for a New passwor d. This new password

must comply with the strong password policy (a mixture of upper- and lower-case letters, numbers, and a symbol).
Only you will know this new password.

NOTE:
Be sure to save the root account credentials in a safe place.

c. Exit the SuperUser session.
Enter exi t.
7. Perform other necessary configuration steps, and then install the Workload Optimization Manager components.
To perform the required and important configuration steps for the Workload Optimization Manager instance, see General
Configuration Tasks (on page 53).

To install the Workload Optimization Manager components, see Deploying the Workload Optimization Manager Components
(on page 106).

VHD: Installing the Microsoft Hyper-V Image

The first step to installing Workload Optimization Manager is to deploy the VM that will host the platform.

For Hyper-V environments, we deliver a Hyper-V image for each quarterly release. If you want to run Workload Optimization
Manager on a Hyper-V VM, you can install the Quarterly Release, and then update to a later point release if necessary.

NOTE:

For minimum requirements, we recommend 128 GB of memory for the VM that hosts Workload Optimization Manager. However,
if you plan to manage a smaller environment (10,000 VMs or less), you can install on a VM that provides 64 GB of memory. (See
Minimum Requirements (on page 45)).

If you plan to install a VM with 64 GB of memory, then you must modify the default for VM memory. (See Deploy the Workload
Optimization Manager VM (on page 47)).

To install Workload Optimization Manager:

1. Download the Workload Optimization Manager installation package.
Navigate to the Workload Optimization Manager Software Download page (https://software.cisco.com/download/
home/286328879/type/286317011/release) for links to the latest Hyper-V image.

2. Expand the .zip file and copy the contents, which includes the Virtual Machine image, to your Hyper-V server (either to your
cluster shared volume or to a local hard drive).

3. Use the Import Virtual Machine Wizard in the Hyper-V Manager to import the Virtual Machine into your environment.

4. Make sure your virtual network adapter is connected to the correct virtual network.

5. Ensure the Workload Optimization Manager instance will have sufficient memory.
Cisco recommends that you use static memory for your Workload Optimization Manager instance. However, you can
specify static or dynamic memory for the instance. By default, the installation sets static memory t0o128 GB.
Start the Workload Optimization Manager appliance and record its IP address.

7. Set up the Workload Optimization Manager System Administrator account.

a. Loginto the VM's Hyper-V console with the following default credentials:
m Username:t ur bo

Do not use the account name, r 00t .
m Password: vt ur bo
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Then, you will be prompted to enter a new password.
b. Enter your new password.

The new password must comply with the strong password policy (a mixture of upper- and lower-case letters,
numbers, and a symbol). Only you will know this new password.

NOTE:
Be sure to save the changed account credentials in a safe place. For security reasons, this is the only account that can
access and configure the Workload Optimization Manager VM.

c. Enter your new password again to verify it.
8. Update the root password.

The platform uses the r 00t account for certain processes, such as rolling up log messages in/ var /| og/ nessages. To
ensure the account credentials are current, you must change the password:

a. Open a SuperUser session.

m In the remote console, enter Su -
m At the password prompt, enter the default password: vint ur bo
b. Reset a new password.
After you log in as root with the default password, the system prompts you for a New passwor d. This new password

must comply with the strong password policy (a mixture of upper- and lower-case letters, numbers, and a symbol).
Only you will know this new password.

NOTE:
Be sure to save the root account credentials in a safe place.

c. Exit the SuperUser session.
Enterexi t .
9. Enable the NIC for the installed VM.

The Workload Optimization Manager instance configuration includes one NIC, but it is not enabled or connected to a
network. Display the NIC in the Hyper-V Manager and enable it.
10. Perform other necessary configuration steps, and then install the Workload Optimization Manager components.

To perform the required and important configuration steps for the Workload Optimization Manager instance, see General
Configuration Tasks (on page 53).

To install the Workload Optimization Manager components, see Deploying the Workload Optimization Manager Components

(on page 106).

Deploying the Workload Optimization Manager
Components

NOTE:

This section describes the default installation process. If you want to customize your installation, then you should consider
taking the steps in Stepwise Platform Deployment (on page 106). For example, to change the Kubernetes host name for the
deployment, you must perform a stepwise installation.

NOTE:
Starting with Workload Optimization Manager version 3.5.5, IBM Container Registry is used for all Workload Optimization
Manager images for online upgrades and new installs. Ensure you have access to htt ps: //i cr. i o before continuing.

All OVA installs use Kubernetes v1.24.6. Docker commands will no longer work; crictl and ctr commands can be used instead.
For more information, see:
m  Container runtime changes in Kubernetes 1.24 and beyond on the Kubernetes documentation site

m  Mapping from dockercli to crictl on the Kubernetes documentation site
m crictl command reference and information on GitHub
m ctr command reference and information on GitHub
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After you have installed the Workload Optimization Manager VM that will host the platform, you can install the platform
components, as follows:

First, gather the information you will need to run the installation:

Network Time Source for Time Synchronization (optional)

You can perform this step during installation, or at a later date. If you want to synchronize the VM's clock now, you will be
prompted for the Network Time Source. For more information about synchronizing the VM's clock, see Synchronizing Time

(on page 53).

Your updated r oot password

The installation script requires that you have updated the r oot password for the VM. If you followed the instructions in
OVA: Installing the vCenter Image (on page 47) or in VHD: Installing the vCenter Image (on page 48), then you should
have already performed this step.

When you are ready with the necessary information, you can run the installation script.

1.

Start up the installation script.
m Start a secure session (SSH) on your Workload Optimization Manager VM as the t ur bo user.
m  Execute the installation script:

sudo /opt/local/bin/t8clnstall.sh

Verify that you have configured a static IP address for the Workload Optimization Manager VM.

After the components start up, you will type this static IP address into a web browser to access the login page for the
Workload Optimization Manager user interface.

As a first step, the script prompts you with:
Have you run the ipsetup script to setup networking yet? [y/n] n

If you have not configured a static IP for the platform VM, enter n to exit the installation script now, and configure a static IP.

If you have already configured a static IP for the platform VM, enter y to continue the installation. The script output displays
the IP address that it recognizes for the VM, for example:

add I P Address: 10.0.2.15
New | P Address: 10.10.123.123

NOTE:

Because of dependencies between Workload Optimization Manager and the Kubernetes installation, it is not recommended
to change the IP address after the Workload Optimization Manager installation. For a production installation of Workload
Optimization Manager, the VM must run with a static IP. For a testing or evaluation installation, you can use DHCP. However,
if you plan to later use such an installation in a production environment, you should be sure to configure a static IP.

If you followed the instructions in OVA: Installing the vCenter Image (on page 47) or in VHD: Installing the vCenter Image
(on page 48), then you should have already run the i pset up script to do this.

Wait while the script performs the installation.
As the installation process continues, the script:

Configures the platform environment with the necessary certificates
m  Configures the Kubernetes cluster on the VM

This can take a few tries before it succeeds. For each try that does not succeed, you will see messages similar to:
To further debug and di agnose cluster problenms, use 'kubectl cluster-info dunp'.

When the connection succeeds, the script advances to the next steps.
Establishes local storage for the platform

Creates the kubernetes namespace for the platform as t ur bonomi ¢
Configures authorization to access the required Kubernetes secrets
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m Initializes the MariaDB database server to manage historical data for the platform
The script creates two accounts on the MariaDB that have full privileges:
— root @ocal host
This account does not use a password. To connect via this account the user must be syst em r oot .
- nysql @ ocal host
This account does not use a password. To connect via this account the user must be syst em nysql .
NOTE:
For security reasons, Cisco recommends that you configure passwords for these accounts. You can connect with these

accounts via sudo. For example, sudo mysql . After you connect, you can then set passwords to these accounts. For
more information, see the MariaDB Knowledgebase at https://mariadb.com/kb.

m Installs the Timescale database for Embedded Reports and the Data Exporter
m Deploys and starts up the platform components
As the deployment begins, the script prints out the following:

HEARHHBE GRS BB HHERR PRI
Start the deploynment roll out
HEARHHBE GRS BB HHERR PRI

After it deploys the components, it waits for the components to start up:

The installation process is conplete, waiting for all the conmponents to start up.
** The script will wait for as long as 30 minutes. **

If the components all start up within 30 minutes, then the installation is complete and successful.
If the components do not all start up within 30 minutes, the script displays the following and then exits:

One or nore of your deploynents has not started up yet.

** Pl ease give your environnent another 30 minutes to stablize. **

To check the status of your conponents, execute the follow ng comand:
kubect| get pods

I f some conponents are still not ready, contact your support representative
Depl oynents not ready:

The script then displays the formatted result of the kubect| get pods command. This shows you the current status of
the pods in the Workload Optimization Manager platform.

NOTE:

If the script exits before the components have all started up, we recommend that you give the platform another 30 minutes.
To periodically check the component status, execute kubect | get pods. If the components do not all start up after you
have waited another 30 minutes, contact your support representative.

If the installation is successful and the components have all started up, the script displays a message similar to the
following, where it gives the VM's static IP address:

HHHH AR HAH AR HAH BB R R R R A AR
Depl oynent Conpl et ed, please |ogin through the Ul
https://10.10.123.123

HHHH AR HAH AR HAH BB AR R R A AR

You can move on to the next steps.
4. Save a copy of the platform's Master Key secret.

The installation procedure creates a Master Key secret in the Kubernetes cluster. Workload Optimization Manager uses this
secret to provide access for the platform components. You should save the key data to a safe location. If for some reason
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the key data gets corrupted or is otherwise unusable, Workload Optimization Manager will fail to operate. If this happens,
you can contact your support representative and use this saved data to recover your platform.

To save the data:
a. List the platform secrets.

Execute the command:
kubect| get secrets

The results should include the Master Key secret, similar to the following:

mast er - key- secr et Opaque 1 57d

b. Display the Master Key data.

Once you find the Master Key name, you can then display the key data:
kubect| get secret naster-key-secret -o yanl
The command result should be similar to the following:

api Version: vl
dat a:

primary_key_ 256. out: Af nJWit xNHAdual CdAi i 3DRA2f Ma6l zX4r Wet ZxxZvc=
ki nd: Secret
met adat a:

creationTi nestanp: "2021-06-30T02: 59: 197"

managedFi el ds:

- api Version: vl

fieldsType: FieldsVl

fieldsVi:
f: dat a:
{}
f:primary_key 256.out: {}
f:type: {}

manager: kubectl-create
operation: Update
time: "2021-06-30T02:59: 197"
nanme: master-key-secret
nanespace: turbonomc
resourceVersion: "1072"
ui d: a314b2ba- 2061- 4b41- b844- 56caf 2c3728d

type: Opaque
The important key data to save is the pri mary_key. .. data. In the above example, you should save the line:

primary_key_256. out: AfnJWit xNHAdual CdAi i 3DRA2f Ma6l zX4r Wet ZxxZvc=

c. Save the data to a safe place.

Write this data to a file and save it in a safe backup location. If you ever need to recover the Master Key, your support
representative will use this data to perform the recovery.

5. Log in to the Workload Optimization Manager user interface and set the administrator user account password.
Workload Optimization Manager includes a default user account named admi ni st r at or which has an ADM NI STRATOR
role. As you log in for the first time, you must set your own password for that account. You can create or delete other
accounts with the ADM NI STRATOR role, but your installation of Workload Optimization Manager must always have at least
one account with that role.
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In the login page, enter the information as required, and make a note of it.

Use the default credential for USERNAME: admi ni st rat or.
Type a password for PASSWORD.
The new password must comply with the strong password policy (a mixture of upper- and lower-case letters,
numbers, and a symbol). Only you will know this new password.
m Type the password again to verify it for REPEAT PASSWORD.
m Click Create Account.

This is the account you will use to access the Workload Optimization Manager user interface with administrator
permissions. Be sure to save the user interface administrator account credentials in a safe place.

NOTE:

The initial login is always for the default user account named admi ni st r at or which has an ADM NI STRATOR role.
After you have logged in as admi ni st r at or, you can create other user accounts, and you can give them various roles.
For more information about user accounts and roles, see Managing User Accounts (on page 720).

NOTE:

For security reasons, you can create a different account with an ADM NI STRATOR role to serve as the main administrator
of your Workload Optimization Manager installation, and then delete the default adm ni st r at or account. But remember,
you must always have at least one user account with administrator privileges.

General Configuration Tasks

After you install the Workload Optimization Manager instance, you should perform the following configuration tasks:

(Required) Synchronize the system clock and configure your time servers.
(Important) Verify your MariaDB version.

(Optional) Increase available disk space.

(Optional) Enforce secure access via LDAP.

(Optional) Enforce secure access via trusted certificate.
(Optional) Enable secure access for probes.

(Optional) Modify the certificates for Cluster Manager.
(Optional) Enable embedded reports.

(Optional) Enable the Data Exporter.

(Optional) Change the IP address of the platform node.
(Optional) Enable and disable probe components.

(Required) Synchronizing Time

It is important that you synchronize the clock on the Workload Optimization Manager instance with the other devices on the
same network. By default, the Workload Optimization Manager server is configured to synchronize with any one of the following
time servers:

0. centos. pool . ntp.org
1. centos. pool . ntp.org
2.centos. pool .ntp.org
3.centos. pool.ntp.org

To synchronize with these servers, your installation of Workload Optimization Manager must have access to the internet. If your
environment restricts internet access, then you have to configure synchronization with a time server on your network.
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In all cases, you should verify that the Workload Optimization Manager clock is properly synchronized. To check the system
clock:

1. Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:
m Username:t ur bo
m Username: [ your private_password]
2. Verify your time settings.
Execute the dat e command. You should see results similar to:
Thu Feb 2 14:25:45 UTC 2019
To verify the time, you can execute the command, t i nedat ect | . The output should be similar to:

Local tine: Fri 2019-12-06 21:09:26 UTC
Uni versal time: Fri 2019-12-06 21:09:26 UTC
RTC time: Fri 2019-12-06 21:09:27
Time zone: UTC (UTC, +0000)
NTP enabl ed: yes
NTP synchroni zed: yes
RTC in local TZ: no

DST active: n/a

This tells you whether you have NTP enabled, and whether it is currently synchronized, along with other time
synchronization information.

If the output is correct and your environment has access to the internet, you can assume the system clock is synchronized.

If the output is incorrect, or if you need to configure synchronization with a time server on your network, you must configure
chr ony on the server instance.

To set up chr ony on your Workload Optimization Manager instance:

1. Open an SSH terminal session to your Workload Optimization Manager instance.
2. Open the chr ony configuration file.

For example, execute the command: sudo vi /etc/chrony. conf
3. Specify the time servers that you want to use in your environment.

The chr ony file includes the following statements to configure time servers:

server 0.centos.pool.ntp.org iburst
server 1.centos.pool.ntp.org iburst
server 2.centos.pool.ntp.org iburst
server 3.centos.pool.ntp.org iburst

Enter statements for the servers you want to use. Then delete or comment out the statements that you do not want to use.

Specify a time server via the following command syntax:

server My_Ti me_Server_Nane i burst

4. Save the file.
5. Restart the chrony service.

Execute the command: sudo systenct|l restart chronyd
6. Verify that your time is correct.

Execute the dat e command. You should see results similar to:
Fri Dec 6 21:09:26 UTC 2019
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To verify the time has been synchronized, you can execute the command, t i nedat ect | . The output should be similar to:

Local time: Fri 2019-12-06 21:09:26 UTC
Universal time: Fri 2019-12-06 21:09:26 UTC
RTC time: Fri 2019-12-06 21:09: 27
Tine zone: UTC (UTC, +0000)
NTP enabl ed: yes
NTP synchroni zed: yes
RTC in local TZ: no

DST active: n/a

To verify the time, compare the dat e output with the output from a known UTC time server.
If the output is correct you can assume the system clock is synchronized.
If the output is incorrect, contact your support representative.

(Important) Verifying your MariaDB Version

For its default historical database, Workload Optimization Manager currently supports MariaDB version 10.5.18. This support
includes comprehensive testing and quality control for Workload Optimization Manager usage of the historical database.

If you are running Workload Optimization Manager installed as a VM image (OVA or VHD), and using the database that is
included in that image installation, then you must use version 10.5.18. If you are updating your version of Workload Optimization
Manager (instead of installing it for the first time), then you should make sure you are using the correct version of MariaDB with
your installation.

This section shows you how to check the version of MariaDB on your VM image installation of Workload Optimization Manager.
Also, if you have used the update script to updated your Workload Optimization Manager to version 3.1.5 or later, you can use
the steps in this section to update your MariaDB.

IMPORTANT:
It is a requirement that you run MariaDB version 10.5.18 or later. Workload Optimization Manager can operate with other
versions of MariaDB; however, it is fully tested to operate with MariaDB version 10.5.18.

IMPORTANT:
Because of a known issue, you must never use MariaDB versions 10.5.14, 10.5.15, 10.6.7, 10.7.3, or 10.8.2.

Workload Optimization Manager also supports MySQL 5.7.x, deployed as a custom installation.

When you initially installed Workload Optimization Manager, that installation included MariaDB running a specific version. As
you update your Workload Optimization Manager version, the MariaDB version remains the same. The first release of Workload
Optimization Manager that included MariaDB 10.5.18 is 3.5.6. If you initially installed an earlier version, and you have not
explicitly updated your MariaDB to 10.5.18, then you must do it now.

For VM image installations, it is possible to configure the installation to use a remote database (external to the VM). For such
deployments, you must manage the database versioning yourself. If you are using a remote MariaDB instance, we recommend
that you use version 10.5.18. For a remote MySQL, you should use version 5.7.x.

For installations on a Kubernetes cluster (not deployed as a Workload Optimization Manager VM image), if you are using
MariaDB we recommend that you use version 10.5.18; however, MariaDB 10.2 for Azure DB Services is tolerated. You can find a
download package at: htt ps:// ar chi ve. mari adb. or g/ mari adb- 10. 5. 18/ yum cent 0s7- and64. For MySQL, you
should use version 5.7.x. For such deployments, you must manage the database versioning yourself.

Checking your MariaDB Version
To check the version of MariaDB running on your Workload Optimization Manager OVA:
1. Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Username: [ your private_password]
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Check the MariaDB version.
nysqgl -u root --password=my_pwd -e "SHOW VARI ABLES LIKE 'version';"

The output should be similar to:

. Fommmemm e meeaaaaa +
| Variable_name | Val ue |
. Fommmemm e meeaaaaa +
| version | 10.5.18-Mari aDB |
. Fommmemm e meeaaaaa +

If the version is lower than 10. 5. 18- Mar i aDB, then you must update your database.

If your version is equal to or higher than 10. 5. 18- Mar i aDB you should not perform the update steps below.

Updating your MariaDB

If you are using Workload Optimization Manager installed as a VM image, and you are using the default MariaDB that was
installed with that image, you must run MariaDB version 10.5.18.

To update your MariaDB on your Workload Optimization Manager VM:

1.

Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Password: [ your _privat e_password]

2. Ensure the VM is mounted on the Workload Optimization Manager update ISO image.
NOTE:
When you complete a Workload Optimization Manager update, the system automatically unmounts the ISO image. To
perform the MariaDB update, your Workload Optimization Manager instance must be mounted on the same ISO image that
you used to update it to version 3.1.5 or later.
For information about offline updates and mounting the ISO image, see Offline Update (on page 101).
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3. Execute the MariaDB update script.
Before you execute the script, you will need to know the MariaDB password. By default, this password is vt ur bo.
a. Make the script executable.
NOTE:
If you perform offline updates and have already run the offline upgrade script, the updated mar i adbUpgr ade. sh

is copied from the ISO image to the / opt / | ocal / bi n directory with the executable flag enabled. You can skip this
step and execute the script as noted below.

sudo chmod +x /opt/1 ocal /bin/ mari adbUpgr ade. sh

b. Execute the database update script:

sudo /opt/1 ocal/bin/ mari adbUpgr ade. sh

The script updates the version of MariaDB. It also increases size limits for the allowed packets, and buffer and log sizes for
the innodb. The script output should include the following (where Tot al Menory and buf f er pool si ze canvary
depending on your VM configuration):

Update the nariadb configuration

Total Menory: 128773 MB

Changi ng I nnodb buffer pool size to: 9216 MB
Changi ng nax all owed packets to: 1G
Changing innodb log file size to: 10G

4. \erify the updated MariaDB version.

When the script completes, you should be running version 10.5.18. To check the version, execute the following command:
nysqgl -u root --password=my_pwd -e "SHOW VARI ABLES LIKE 'version';"

The output should be:

5. Scale up the Workload Optimization Manager platform's pods.
To update the database, the script scales down your platform pods. When it completes, the script displays the following
prompt:

HHERHH R AR AR R AR B AR R AR G A G R R A R AR AR SRR R R
When confirned the mariadb has been upgraded and is properly working, run:
kubect| scal e deploynent --replicas=1 t8c-operator -n turbonomc

HHERHH R AR AR R AR B AR R AR G A G R R A R AR AR SRR R R

After you verify that the correct version of MariaDB is running, scale up the platform:

kubect| scal e depl oyment --replicas=1 t8c-operator -n turbonomc
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Increasing Available Disk Space

A standard installation of Workload Optimization Manager on a VM image includes a MariaDB database server for historical
data. If you enable Embedded Reports, the platform also uses TimescaleDB Postgres database to manage the reports data. For
various reasons, you might find that the default storage capacity for your database services is not sufficient. In that case, you
need to increase the available storage capacity.

A common reason to increase this capacity is to accommodate estimated needs for Embedded Reports. The storage
requirements for Embedded Reports can change over time as your environment changes, or as you increase the number
of targets you configure your your Workload Optimization Manager installation. For information about estimating Embedded
Reports requirements, see Embedded Reports Storage Requirement Estimates (on page 76).

A summary of the steps you will perform is:

Add a new disk to the VM

Rescan the scsi devices

Create a new LVM partition

Create a physical volume (pv)

Add the pv to the existing volume group (vg)

Extend the logical volume (lv)

Extend the file system to use the new Iv

To increase storage for Embedded Reports, increase the XFS quota

To increase space for MariaDB, you do not need to perform this step.

Logical Volume Management for Workload Optimization Manager Storage

The platform uses Logical Volume Management (LVM) to manage the VM disks. To increase database storage, you should add
a new disk to the VM, and then use it to extend the LVM logical volume, / dev/ t ur bo/ var _| i b_nysql . This logical volume
serves both the historical database and the Embedded Reports database.

File File
system system
Logical Logical
Weolume Volume

\_/

Volume Group

/ ! }

Physical Physical Physical
Vaolume Volume Valume

Increasing Storage - Procedure
To increase the storage space available to your databases:
1. Add a new disk to the VM.

Use the steps for your VM datacenter to add a new disk to the VM. Workload Optimization Manager installs as a VMware or
a Hyper-V VM. Refer to the documentation for your hypervisor for the steps to add a new disk.

2. Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Password: [ your _privat e_password]
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3. Rescan the scsi devices.
To make sure the new disk is available, rescan the scsi devices and then list your block devices.
To scan the devices, execute:

echo "- - -" > /sys/class/scsi_disk//0\:0\:0\:0/devicelrescan
To check for the new disk, execute:
| sbl k

The new disk should appear with a name similar to / dev/ sdc. If you don't see the new disk, try this alternative to force a
rescan:

m  Check the number of scsi host devices that are on your VM:
I's /sys/class/scsi_host

You should see a list of devices, such as host 0, host1, host2... hostn
m Scan each device

For each device execute the command (where <host n> is a numbered host device such as host 0 or host 1):

echo "- - -" > [sys/class/scsi_host/host0/scan

m List the block devices
Execute | sbl k again to list the block devices.
4. Create a new LVM partition.
Assuming the new disk is named / dev/ sdc1, execute the command:

cfdisk /dev/sdcl
Then execute the operations:

E  new
m prinmary

m confirmsize

m change type to 8E
m wite

® quit

5. Create the Physical Volume (pv).
Assuming the new disk is named / dev/ sdc1, execute the command:
pvcreate /dev/sdcl

6. Add the new pv to the existing Volume Group.

Assuming the new disk is named / dev/ sdc1, execute the command:

vgextend /dev/turbo /dev/sdcl

7. Extend the Logical Volume (lv) to use the free space in the new pv.
First list the physical extents (PE) that are available. Execute the command:
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vgdi spl ay

You should see results similar to:

Free PE / Size 128000 / 500.00 G B

In this example, 128000 is the amount to extend the Iv. For this example, execute the command:

| vextend -1 +128000 /dev/turbo/var_lib_nysql

Extend the XFS file system to use all the current Iv space.

Before you extend the XFS, view the free disk space and record the number. To verify that you have increased the available
space, you will compare this value to the free space after you have extended XFS. Execute the command:

df -h

Then extend the XFS capacity:

xfs_growfs /dev/turbo/var_lib_nysql

Then list the updated free disk space and compare it to your original number:
df -h

If you are increasing capacity for Embedded Reports, extend the XFS quota for the TimescaleDB.
To increase space for MariaDB, you do not need to perform this step.

To increase capacity for the Timescale DB, you need to increase the quota for that process by the amount you want. The
quota name is Post gr esql .

For example, assume you added a 400 GB volume, and the current Post gr esql quota is 400 GB. In that case, you could
increase the quota to 800 GB. Following this example, execute the command:

xfs_quota -x -c 'limt -p bhard=800g Postgresql' /var/lib/dbs
To see the current quotas set for / var/ | i b/ dbs, execute the command:

xfs_quota -xc 'report -pbih' /var/lib/dbs

(Optional) Enforcing Secure Access via LDAP

If your company policy requires secure access, you can use a certificate with your LDAP service to set up secure access for
your users. For example, you can configure Active Directory (AD) accounts to manage External Authentication for users or
user groups. The user interface to enable AD includes a Secure option, which enforces certificate-based security. For more
information, see Managing User Accounts (on page 720).

If your LDAP service uses a Certificate Authority (CA), then the certificate signed by that CA should support this feature as it is.
Simply turn on the Secure option when you are setting up your AD connection.

If your LDAP service uses a self-signed certificate, then you must install that certificate on the Workload Optimization Manager
authorization pod. The steps you will perform include:

m  Get the certificate from your LDAP server

m Import the certificate to the platform's TrustStore

m  Add the certificate to the Workload Optimization Manager platform's authorization pod

m  Enable the TrustStore in the Workload Optimization Manager platform's Operator chart

60 Cisco Systems, Inc. www.cisco.com



Installation

Installing a Self-signed Certificate

To set up secure access:

1.

Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m  Username:t ur bo
m Password: [ your _private_password]
Download your LDAP Server certificate to the Workload Optimization Manager instance.

Acquire a certificate from your LDAP administrator, and download it to the Workload Optimization Manager platform. For
example, you can download it to the file / t np/ | dapserver.crt:

Import the . crt file to the Workload Optimization Manager TrustStore.
This step modifies the cacert s file on the Workload Optimization Manager platform.
NOTE:

To import a certificate to the Workload Optimization Manager TrustStore, you must use the keyt ool utility. To install this
utility, execute the command:

sudo yuminstall java-1.8.0-openjdk

This installs the utility in / usr/ bi n/ keyt ool .

If an alias for an LDAP certificate already exists, delete that certificate. For example, assuming the alias | dapcert 1,
execute the following command:

keytool -delete -alias |dapcertl -keystore cacerts -storepass changeit

Then use the following command to import your new certificate to the TrustStore:

keytool -inport -alias |dapcertl -file /tnp/ldapserver.crt -keystore cacerts \
-deststoretype jks -storepass changeit -nopronpt

Create an aut h secret from the cacert s file.

base64 cacerts > auth-secrets.yan

Open the secrets file for editing.

vi auth-secrets.yan

Edit the file to make it a valid yaml file.

a. Indent every line of the certificate by four spaces.
When you created the file, you concatenated the contents of the certificate. The first step is to indent the certificate by
four spaces. For example, in a vi editor, execute the following command:
S Us/ N /g

b. Add data fields to the secrets file.
Add the following text to the top of the file:

api Version: vl
ki nd: Secret
met adat a:
nanme: aut h-secret
dat a:
cacerts: |

c. Save your changes.
The completed file should be similar to:
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api Version: vl

ki nd: Secret

nmet adat a:

name: aut h-secret
dat a:
cacerts: |

/ u3+7QAAAAI AAAABAAAAAGAFY2Vy dDEAAAF5H2I Ei g AFWCA1MDKAAAYQM | GDDCCBPSgAW BAgl T
HAAAARHI FJdLbG90s AAAAAABETANBgk ghki GOWOBAQUFADBc MRMMEQYKCZI mi ZPy LGQOBGRYDY29t
MReWFQYKCZI mi ZPy LGQBGRYHAmMLOdXJi bz EUMBI GCgn5JomT8i xk ARKVIBGNv c nAx Fj AUBgNVBAMT
DWAv cnAt REVMIDEt QQEwHhcNM EWNDA4NVDMDOTEy Wac NV | WNDA4NVDMDOTEy W Ah MR8WHQYDVQQD
EXZkZWksMS5j b3JIwLnZt dHVYy YnBuY29t M | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEA
sCXuh2MrIr FERyU aKgdbgyj LezNuwF6nnmZveZUhDaJDpf LHIl zhwf y YRTGF SSusVo4pol JS4WPZ
T3Zk8f 21 aX04Rpf pQEr g5N3uY/ BXFKATW.VDI quSdODi 798k2di YXAxXvzMrf m kBBYJt a0zt um
uXyh/ 42dX0Gzn(bf FuxosgAksZ6CnXGDKr TBI bObHpST1z1Pdg+f J+f 9Tq71 f f OYdVbuedFTwsi k
Z0JgDCl Rr s QJphi HdBgJ6ZLdbSeEz Bl bboi Qs81pAELW7VOZZUf KV6y 8+z MTACGMVPI SFv7LX
R WLTW ghXVAONT 0e2W UBKIEBXZTBxp7z7dzw DAQAB04| DADCCAV WM WYJ KWYBBAGCNX QCBCI e
| ABEAGBAbQBhAGKk AbgBDAGBAbgBOAHI AbwBs AGNVAZ QBY VB0 GAL Ud J QQWVBQGCCs GAQUFBWMMCBggr
Bg EFBQc DATAOBgNVH@BBAf 8EBAMCBaAwWe AYJKoZI hv e NAQK PBGswaTAOBggqhki GOWODAg! CAl Aw
DgYI KoZIl hvc NAWQCAg CAVAS GCCWCGSAFI AWQBK] ALBgl ghkgBZQVEASOWOWYJ Y1 ZI AWUDBAECMAS G
CWCGSAFI AWQBBTAHBgUr DgMCBz AKBggghki GOw0 DBz BCBgNVHREEOz A50B8GCSs GAQQBgj cZAaAS
BBDswj | Hut / nQZOukK2aUgl GbghZkZWksMS5j bh3JIwLnZt dHVY YnmBu Y29t MBOGA1 Ud Dg QABBRE M7 Ho
Bi i r pj | XQBPXXSc B8Lk mRDAf BgNVHSMEGDAW)BRj s9I 3el 7SuKUDM r HHRh Bk ENgaDCBO QYDVROf
Bl HIM HGM HDol HAol ®hoG6bGRhcDovLy9DT] 1j b3Jwl URFTEwWx LUNBLENOPWRI b Gax LENOPUNE
UCXDTj 1QdWsaVW M BLZXkl M BTzZXJ2aWNl cyxDTj 1TZXJ2aWNl cyxDTj 1Db25nmaWi1cnF0aWu
LERDPWAvcnAsREMDANLOdXJi byxEQz1j b20/ Y2Vydd maWAhdGVSZXZvY2F0aWuTd zdD9i YXNI
P29i amVj dENs YXNz PWASTERpc3RyaW 1dG vbl BvaWs0M HHBggr Bg EFBQc BAQSBuUj CBt zCBt AYI
KwYBBQUHVAKGgads ZGFwOi 8v LONOPWAv cnAt REVMTDEt QOEs Q049QUI BLENOPVBLYmxpYy Uy MVEt |
eSUyMFNI cnZpY2VzLENOPVN cnZpY2Vz LENOPUNvbn¥ZpZ3Vy YXRpb24sREMD Y29y c Cx EQz 12bXR1
cmIVLERDPWAVDT9j QUNI cnRpZm j YXRI P2Jhc2U/ b2JgZWNO@xhc3MRY2Vydd maWNhdd vbkF1
dGhvem 0eTANBgkghki GOWOBAQUFAACCAQEADP6OYLONKZ2j 6gaBdf dol Jt vn1lglgXTsRrt FulcF
COMUXLOGETudr OVl yEnLH2wt j 10CGs| i 54+aPGYi El Xi j ThEe1WIHaO2hk|l RLANr MBKx Up3t UNb/
cP4d+EYt 297wWWixpl 9MSt i ND8+7M2+65daoEu5l OLt g41 C7YI CSXay 19N5Hdi GBHV5L07PTZ261
qDz ShSb0ZW Gr7++5VkqgveVEl f s3hUYydal t z0Zu6synB0aUcvn5wohV1GPPqGDv VCg5Kf 50hs Zf ny
It Nl aqgi i gLMhYVMA93CkpFFj oP9gmEFIky Oy Tf h6GBHugbl 7guddDs UgMJTT3uv3EBWSYel nDya7
Zye5CANns Af nx8k OnxXds VERC

7. Apply this secrets file to the platform environment.

kubect!| apply -f auth-secrets.yan
8. Update the platform's Operator Chart to use the cacer t s certificate that you created in the secrets file.
a. Open the chart file for editing.

Open the file, / opt / t ur bononi ¢/ kuber net es/ oper at or/ depl oy/ cr ds/
charts_vilal phal_x| _cr.yamni .

b. Add the certification secret as an authorization spec for the component options.
In the chart file, find the spec: section. Within that section, find the aut h: subsection.

This should be the second subsection in spec: , after gl obal : . If there is no aut h: subsection, you can add it to
spec: .
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c. Add the certification secret to the file:

You will add the secret's path to a j avaConponent Opt i ons: statement within the aut h: subsection. Add the
path as a - D option. The aut h: subsection should be similar to the following, with aut h indented by two spaces and
j avaConponent Opt i ons indented by four spaces:

# Pass in the JAVA_ OPTS to the auth POD to set up additional options such as
# a trustStore for AD Certificate(s) for LDAPS (Secure LDAP)
aut h:
j avaConmponent Opti ons: "-Dj avax. net. ssl.trust St ore=/home/turbonom c/ dat a/ hel per_dir/cacerts"
d. Apply your Operator Chart changes to the Workload Optimization Manager platform.
Execute the following command:

kubect!| apply -f \
/opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_xl _cr.yan

This restarts the authorization component so it can use the new setting.

(Optional) Adding a Certificate for Securing the Workload
Optimization Manager Ul

If your company policy requires SSL connections via trusted certificate, Workload Optimization Manager enables you to install a
trusted certificate from a known certificate authority.

Requesting a Certificate
The first step is to acquire a certificate. The following steps describe how to generate a certificate request.
1. Open a shell terminal session.

Open an SSH terminal session on your Workload Optimization Manager instance. Log in as t ur bo, and use the password
that you created for the administration account in the installation steps above. For information, see the installation step, Set
up the Workload Optimization Manager System Administrator account (on page 47).

2. Change to the directory where you want to store the private key file.

If your shell session is on your Workload Optimization Manager instance, you should use the / opt / t ur bonomi ¢
directory:

cd /opt/turbononic
3. Create and save the private key file.
Execute the command to create a private key file.
For this example, the private key file is named nyPr i vat e. key
openssl genrsa -out nyPrivate. key 2048

You will need this file later. If you are in a session on your Workload Optimization Manager instance, you might want to copy
the file to your local machine.

4. Create a file to contain the information that will generate the signed certificate request (CSR).
vi certsignreq.cfg
5. Add the request data to the cer t si gnr eq. cf g file.

In the file, insert the following code. For any fields marked by angle brackets (for example <ci t y>), provide the indicated
value. For example, your country, city, company, etc.

[req]
ts = 2048

prompt = no
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default_nmd = sha256
req_extensi ons = req_ext

di stingui shed_nane

[dn]

= dn

C=<country, 2 letter code>

L=<city>
O=<conpany>
QOU=<or gani zat i onal
CN=<FQDN>

emai | Addr ess=<emi |

[req_ext]

unit name>

addr ess>

subj ect Al t Name = @l t _nanes

[al t _nanes]
DNS. 1 = <FQDN\>

DNS. 2 = <server’s short nane>

DNS. 3

NOTE:

<server’'s | P address>

For the CN field, specify the fully-qualified domain name of the Workload Optimization Manager instance.

Alternate names are other ways to access the Workload Optimization Manager instance. In the [ al t _nanes] section,
the value for the DNS. 1 field is required. For DNS. 1, specify the fully-qualified domain name of the Workload Optimization
Manager instance. Values for the DNS. 2 and DNS. 3 are optional. You can add more DNS.<n> fields if needed.

For example:

[ NN — root@turbonomic:/etc/pkiftls/private -
ts = 2048

prompt = no

default_md = sha256

req_extensions = reqg_ext

distinguished_name = dn

[dn]

c=Us

5T=New York

L=White Plains
O=Turbonomic
OU=Educational Serwvices
CN=demo. turbonomic. com

emailAddress= <firstlastname> @turbonomic. com

[reg_ext]

subjectAltName = @alt_names

[alt_names]
DN5.1 = demo.turbonomic.com
DNS.2 = demo
DNS.3 = my.ip.add.ress
6. Write and quit the file.
Press esc, type : Wq! , and press Enter.
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Generate the certificate request file.
In this example, we name the file nyRequest . csr.
Execute the command:

openssl req -new -sha256 -nodes -out nyRequest.csr -key \
nmyPrivate. key -config certsignreq.cfg
Send the generated request file to your certificate authority.

If you generated the file on your Workload Optimization Manager instance, you should transfer the file to your local
machine. The path to the certificate request file on your remote machine is / opt / t ur bonom ¢/ nyRequest . csr.

Your certificate authority will use this file to create the certificate for you.

If your certificate authority gives you an encoding choice between DER and Base 64, choose Base 64.
When you receive the certificate, save it to disk.

If you did not receive the certificate encoded in Base 64, you must convert it from DER to Base 64. Execute the following
command, assuming the certificate is named MyCertificate.crt:

openssl x509 -informder -in MyCertificate.der -out MyCertificate.crt

Installing the Signed Certificate in Workload Optimization Manager

Once you have obtained the signed certificate, you can install it on your Workload Optimization Manager instance. You will use
the private key and certificate files you obtained when requesting the signed certificate:

myPri vat e. key
MyCertificate.crt

To install the signed certificate:

1.
2.

Open an SSH terminal session on your Workload Optimization Manager instance.
Add the key and certificate data to your Workload Optimization Manager charts.yaml file.

Open the file: / opt / t ur bonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal x| _cr.yam

Find the section for gl obal parameters. Under the gl obal parameters, create the i ngr ess: secr et s section, and
then create entries for certi fi cat e, key, and nane.

Your global parameters should be similar to the following:

gl obal :
i ngress:
secrets:
- certificate: |
----- BEG N CERTI FI CATE- - - - -
SAMPLE PUBLI C KEY
----- END CERTI FI CATE- - - - -

SAMPLE PRI VATE KEY
----- END RSA PRI VATE KEY-----
name: ngi nx-ingressgat eway-certs

For the fields you added:
m certificate: This field holds the content of your MyCerti fi cate. crt file. Open that file to copy its contents
and paste them here.

m key: This field holds the content of your myPri vat e. key file. Open that file to copy its contents and paste them
here.

m nane: This field is required, and the name must be ngi nx-i ngr essgat eway-certs.
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Apply the changes you made to the CR file.

Execute the command:

kubect!| apply -f \
kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yam

Restart the ngi nx pod.

To require a certificate for HTTPS access, you must restart the ngi nx pod:

a.

This

Get the full name of the pod.

Execute the command kubect| get pods -n turbononi c. Inthe output, look for the entry for ngi nx. You
should find an entry similar to:

ngi nx- 5b775f 498- sm2mm 171 Runni ng 0

Restart the pod.
Execute the following command, where <Ul D> is the generated ID for the pod instance:

kubect!| del ete pod ngi nx-<Ul D>

should restart the nginx pod. After restart, Workload Optimization Manager will then require a certificate for HTTPS

access.

(Optional) Adding Additional CA Certificates for Probes

If your targets require SSL connections via trusted certificate, Workload Optimization Manager enables you to install a trusted
certificate on the associated probe component.

The Workload Optimization Manager platform includes a number of probe components that it uses to connect to targets and
discover their data. This procedure assumes setup for one component, the Dynatrace probe. You can use the same steps for
other probes, providing a different Kubernetes Secret Name for each.

To install

a certificate on a probe component, you must know the Kubernetes secret name for the given probe. This table lists

the probes that you can configure, plus their secret names. If you must configure secure access for any probes not listed here,
contact your support representative.

Probe K8s Secret Name
mediation-appinsights appinsights
mediation-aws aws

mediation-awsbilling
mediation-awscost

mediation-azure azure

mediation-azurecost
mediation-azuresp
mediation-azurevolumes

mediation-azurebilling azurebilling
mediation-azureea azureea
mediation-dynatrace dynatrace
mediation-newrelic newrelic
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Installing the Signed Certificate on the Probe Component

This procedure assumes you already have a valid . crt file. If you do not have the certificate file, ask your networking team to
generate one for you.

Once you have obtained the signed certificate, you can install it on your probe instance. You will use the certificate file you
obtained:

MyCertificate.crt

To install the signed certificate on a probe:

1.

Copy the certificate from your local machine to the Workload Optimization Manager instance.

Use SCP to copy the MyCerti fi cate. crt from your local machine to the / t nmp directory on the instance.
Open an SSH terminal session on your Workload Optimization Manager instance, using the t ur bo user account.
Obtain the trust store from the probe component.

First, get the ID for the pod that runs the probe. To get the ID, execute the command:
kubect| get pods
This lists the pods running in the Workload Optimization Manager platform, including their IDs. Record the ID of the pod you

want to configure.
To get the CA trust store, execute the following command, where <Probe-Pod-Id> is the ID you recorded:

kubect| cp <Probe-Pod-1d>:etc/pki/ca-trust/extracted/javal/cacerts cacerts

Import the certificate into the pod's keystore.

As part of this step, you will ensure that the certificate is in Base64 format and you will create a yaml file using the K8s
Secret Name for the probe. While still in the bash session, execute the following commands:

m chnod 775 cacerts
m keytool -inport -alias probe_certificate -file \

MyCertificate.crt -keystore cacerts -deststoretype jks \
-storepass changeit -no-pronpt

Where MyCerti ficate. crt isthe name of the certificate that you acquired.

m baseb64 cacerts > <Secret_Nane>-secrets.yani
Where <Secr et _Name>- secr et s. yam is the yaml file you will create using the K8s Secret Name for the probe.

For example, assume you are enabling SSL for the Dynatrace probe. In that case, the secret name is dynat r ace, and
you would create the yaml file:

dynatrace-secrets. yanl

Update the <Secr et _Nane>- secr et s yaml file you just created.

a. While still in the bash session on the Workload Optimization Manager server, open the yaml file created in the previous
step in a vi editor session:

vi <Secret_Nane>-secrets.yan

b. Align the base64 data to the yaml format.

Type : to enter the command mode. For the command, type the following, where the whitespace token is four space
characters:

LU/ N /g

Press RETURN to execute the command. Then save and exit the vi editor.
c. Then add the following content to the file above your Base64 data:

api Version: vl
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ki nd: Secret
met adat a
name: <Secret_Nane>
dat a:
cacerts: |
XXXXXXXXXXXXXXXX XXX XXX XXX
XXXXXXXXXXXXXXXX XXX XXX XXX

Your Base64 data should be in the cacert s section in place of the XXX characters in the example above.
6. Apply the yaml file to the Workload Optimization Manager platform.

Execute the following commands, where <Probe-Pod-Id> is the ID you recorded, and :

m  kubect!l apply -f <Secret_Nanme>-secrets.yan

7. For each probe that you configure with a SSL certificate, add an entry in the chart_v1alpha1_cl_cr.yaml file.

a. With a shell session running on the Workload Optimization Manager platform, open the following file in a text editor:

vi /opt/turbonom c/ kubernet es/ oper at or/ depl oy/ crds/ charts_vlal phal_xI| _cr.yam

b. Search the file for the entry for the probe that you are configuring. Use the probe names listed in the table above. For
example, if you are configuring the Dynatrace probe, find the entry for medi at i on- dynat r ace. If the entry does
not exist in the file, you can add it to the spec: section at the same level as gl obal : , with the probe entry indented
by two spaces and j avaConponent Opt i ons indented by four spaces.

c. Underneath the probe entry, add the following entry for j avaConponent Opti ons:
j avaConponent Opti ons: -Djavax. net.ssl.trustStore=/etc/targets/cacerts
For example, if you are configuring the Dynatrace probe, the entry should be similar to:

medi ati on-dynatrace:
j avaConponent Opti ons: -Dj avax.net.ssl.trustStore=/etc/targets/cacerts
resour ces:
limts:
nenory: 2G
d. Save and exit the chart_v1alphal_cl_cr.yaml file.
e. Apply the changed file to your Workload Optimization Manager platform.

Execute the command:

kubect!| apply -f /opt/turbonom c/ kubernetes/ operator/depl oy/crds/charts_vilal phal_xl _cr.yanl

(Optional) Modifying the Certificates for Cluster Manager

For installations behind a firewall, to upload diagnostics from the cl ust er ngr component, you must modify its certificates.

These steps to modify the certificates on cl ust er ngr assume you have already generated the certificates that you want to
add to the cluster manager.

1.  Open an SSH terminal session on your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:
m  Username:

turbo

m Password:
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[ your _privat e_password]

Get the full name of the clustermgr pod.

Execute the command:
kubect| get pods -n turbonomic | grep clusterngr
The result should be similar to:

cl ust erngr-5f 487f 58f -t f 84b 0/1 Runni ng 52 2d4h

In this example, cl ust er ngr - 5f 487f 58f - t f 84b is the full name of the pod, and 5f 487f 58f - t f 84b is the POD_ID.

Save a copy of the pod's current ca-bundle.crt file to /tmp.
Execute the following command, where <PQOD | D> is the ID you get from the pod's full name.

kubect! cp \
clusterngr-<POD | D>: etc/ pki/ca-trust/extracted/ penitls-ca-bundl e. pem\
/tnp/ ca-bundle.crt

Add your certificates to the bundle.

Repeat this command for each certificate, where <MY_CERT> is your certificate file.

cat <MY_CERT> >> /tnp/ca-bundle.crt

Create a Kubernetes secret for the modified certificates.

kubect| create secret generic clusterngr-secret --fromfile=/tnp/ca-bundle.crt

Open the cr.yaml file for editing.

For example:

vi /opt/turbonom c/ kubernet es/ operat or/depl oy/ crds/ charts_vilal phal_xl _cr.yanm

Modify the cr.yaml file to use this secret.
Add the following to the file:

clustermgr:
env:
- nane: conponent_type
val ue: cl usterngr
- nanme: instance_id
val ueFrom
fiel dRef:
fiel dPat h: netadata. nane
- name: instance_ip
val ueFrom
fiel dRef:
fieldPath: status.podlP
- name: serverHttpPort
val ue: "8080"
- nane: kafkaServers
val ue: kaf ka: 9092
- nane: kaf kaNanmespace
val ueFrom
fiel dRef:
api Version: vl

Workload Optimization Manager 3.6.5 Full Documentation

69



Installation

fiel dPat h: met adat a. nanmespace
- name: CURL_CA BUNDLE
val ue: /hone/turbononic/datal/ca-bundle.crt

8. Save your changes and apply the cr.yaml file.

kubect!| apply -f \
[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yam

If you watch the log with gr ep ~cl ust er ngr, then you should see the appropriate curl command execute whenever you
send diagnostics.

You can also check the .crt file in the cluster manager pod via the following commands, where <POD_| D> is the ID you got from
the pod's full name:

kubect| exec -it clusterngr-<POD_| D> bash
vi /home/turbonom c/ data/ ca-bundle.crt

(Optional) Enabling Embedded Reports

The Workload Optimization Manager platform includes an Embedded Reporting component that you can choose to enable when
you install the platform. Use Embedded Reporting to understand application resource management trends, and to share insights
with stakeholders via reports and dashboards.

Embedded Reporting runs as its own component, as part of the Workload Optimization Manager platform. This architecture
enhances performance and reduces storage requirements. It stores a history of your managed environment and then presents
selective snapshots of this history via a set of standard dashboards and reports. You can create your own dashboards and
reports to focus on other areas of concern.

The method you use to enable embedded reports depends on the version status of your Workload Optimization Manager
instance, as follows:

m Script Interface (on page 70)

You have installed Workload Optimization Manager version 3.0.0 or later, as a new VM image (OVA or VHD; see Installing
on a Virtual Machine Image (on page 46)). In this case, you can execute the enabl e_r epor ti ng. py script to set up
embedded reporting.

m Editing the Workload Optimization Manager cr.yaml File (on page 71)

You have installed Workload Optimization Manager as a Kubernetes cluster, not using the VM image for your Workload
Optimization Manager installation.

In these cases, you manually edit the charts_vlal phal_x| _cr.yamnl file for your installation of Workload
Optimization Manager.

Script Interface
If you have installed Workload Optimization Manager as a VM image for version 3.0.0 or later, the script to enable Embedded
Reports is already installed on your installation at:

/ opt /1 ocal / bi n/ enabl e_reporting. py

To execute this script:
1.  Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Username: [ your private_password]
2. Navigate to the script directory.

cd /opt/local/bin
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3.

Execute the script.
./ enabl e_reporting. py

The script prompts you for two passwords:
m The Grafana admin password.

This password enables access to Grafana from external URLs and also from the extractor component that feeds data
to Grafana.

Do not use special characters.

IMPORTANT:
This is the only time that you should change the Grafana Admin password.

If you change the Grafana Admin password subsequent to completing this step, the Embedded Reporting components
cannot communicate properly with the other components in the platform. If you have made a subsequent change to
this password, contact your support representative.

m The Grafana database password.

This password enables communication between Grafana and the Postgres database that stores the reporting data.
After you supply the passwords, the script displays a confirmation message similar to:

Succesful ly applied new changes to /opt/turbonom c/kubernet es/ operat or/ depl oy/ crds/charts_vilal p
hal x| _cr.yam .
Backup witten to /opt/turbononi c/kubernetes/operator/deploy/crds/charts_vilal phal x| _cr.yamnl . bak

This indicates that the script successfully updated the Workload Optimization Manager configuration. The script then
applies the changed configuration to enable the Embedded Reports feature. It should display messages similar to:

Applying CR file /opt/turbononi c/kubernetes/ operator/deploy/crds/charts_vlal phal_xl_cr.yan
War ni ng: kubect! apply should be used on resource created by either

kubect| create --save-config or kubectl apply

x|l .charts. hel mk8s.io/xl-rel ease configured

Waiting for changes to take effect...

Restarting api pod to apply configuration changes.

pod "api - 65cf47986f -j xszd" del et ed

Changes have been successfully applied. Enbedded reporting i s now enabl ed.

Verify your installation.

Execute the command:
./l enabl e_reporting. py --validate
If Embedded Reports are successfully enabled, the script output should be:

No obvi ous enbedded reporting installation errors detected.

Editing the Workload Optimization Manager cr.yaml File

These instructions describe how to locate and edit the charts_vlal phal x| cr.yamnl for the VM image installation. If you
installed on a Kubernetes node cluster, then the file can be in a different location.

To enable Embedded Reports, you will:

Enable the processes that implement the embedded reporting.

Update the API pod to enable new search and data ingestion capabilities.
Double-check the installation.

Enable email subscriptions (optional).
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You must enable the Grafana Exporter, TimescaleDB, and data extraction processes. To do this, edit the
charts_vlal phal_xl _cr.yamn file.

1.

Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Username: [ your private_password]

2. Open the following file in a text editor:
[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanm
3. Specify the IP address of the Workload Optimization Manager instance for external access to the TimescaleDB database.
In the gl obal : section of the file, add the following line, where <Pl at f or m_| P> is the IP address of your instance:
gl obal :
ext ernal Ti mescal eDBI P: <Pl atform | P>
4. Enable the Grafana process.
Find the gr af ana: section in the cr ds/ charts_vlal phal_xl _cr. yam file, and uncomment the line, enabl ed:
true.
5. Enable Postgres as the database type.
Enabling Postgres sets persistent storage of historical data for Embedded Reports. In the gr af ana: section, find the
subsection for gr af ana. i ni : dat abase: and uncomment the line, t ype: postgres.
The changes you have made so far should be similar to:
gl obal :
ext ernal Ti mescal eDBlI P: <Pl atform | P>
gr af ana:
enabl ed: true
adm nPassword: admi n
grafana.ini:
dat abase:
type: postgres
6. Change the admin and database passwords.
It is good practice to change any passwords, and not keep their default values.
IMPORTANT:
Use only alpha-numeric characters for these passwords.
These passwords enable communication between the various Embedded Reports components. Some of the components
only accept alpha-numeric characters. If you use special characters, then the components will not be able to communicate.
Further, the steps to correct these passwords require assistance from your Support engineer.
To set the passwords:
m  Set the Grafana admin password.
This password enables access to Grafana from external URLs and also from the extractor component that feeds data
to Grafana. In the gr af ana: section, change the value of adnm nPasswor d.
Do not use special characters.
Assume your password is MyNewG af anaPasswor d. Then you would set adm nPasswor d:
My NewGr af anaPasswor d
72 Cisco Systems, Inc. www.cisco.com



Installation

IMPORTANT:
This is the only time that you should change the Grafana Admin password.

If you change the Grafana Admin password subsequent to completing this step, the Embedded Reporting components
cannot communicate properly with the other components in the platform. If you have made a subsequent change to
this password, contact your support representative.

m Set the Grafana database password.

This password enables communication between Grafana and the Postgres database that stores the reporting data.
In the gr af ana: section, find the subsection for gr af ana. i ni : dat abase: password: and change the
password value.

7. Enable the three Embedded Reports processes.

Just after the pr operti es: section that you added, and at the same level to it, add the following entries to enable the
reporting processes:

reporting:

enabl ed: true
ti nescal edb:

enabl ed: true
extractor:

enabl ed: true

It is important that you align these entries with the indentation for the gr af ana: section and the properti es: section.
The changes you have made should now be similar to:

gl obal :
ext ernal Ti mescal eDBlI P: <Pl atform | P>

gr af ana:
enabl ed: true
admi nPassword: MyNewGr af anaPasswor d
grafana.ini:
dat abase:
type: postgres
password: MyNewbDat abasePasswor d

properties:
extractor:
gr af anaAdmi nPasswor d: MyNewG af anaPasswor d

reporting:

enabl ed: true
ti mescal edb:

enabl ed: true
extractor:

enabl ed: true

8. When you are done editing the charts_vlal phal x| cr.yanl file, save and apply your changes.

Save your changes and quit the text editor.
= Apply the changes.

Execute the command:

kubect!| apply -f \
[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yam
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m Delete the api and extractor pods.
Deleting these pods triggers them to restart, which loads the changes you made.

To get the full pod names, execute the command, kubect| get pods -n turbononi c. Then find the two
entries for the pods that begin with api and ext r act or . For example, assume the entries are:

api - 7887c66f 4b- shndq 1/1 Runni ng 0

extract or-5b86976bc8- vxwz4 1/1 Runni ng 0

Then you would execute the commands:

- kubect!| delete pod -n turbonom c api-7887c66f4b-shndqg
— kubect!| delete pod -n turbonom c extractor-5b86976bc8-vxwz4
9. Verify your installation.

To double-check the installation:
m Verify that the Embedded Reports pods are running.

To verify that the pods are running, execute kubect| get pods -n turbononi c. The output should include
entries similar to:

NAMVE READY STATUS RESTARTS
extractor-7759dbcb47- vs6hr 1/1 Runni ng 0
gr af ana- 84ccb4bf b-1 7sp7 1/1 Runni ng 0

m  Verify that Postgres is running.

The Postgres database should be running as a daemon on the Workload Optimization Manager server machine. To
check the status, execute the command:

sudo systentt| status postgresqgl-12.service.
You should see output similar to:

postgresql -12. service - PostgreSQ. 12 dat abase server
Loaded: |oaded (/usr/lib/systend/ systen postgresql-12.service; enabl ed; vendor preset: disabled)
Active: active (running) since Wed 2020-07-29 06:39:43 UTC, 14h ago
Docs: https://ww. postgresql.org/docs/12/static/
Process: 1536 ExecStartPre=/usr/pgsql-12/bin/postgresql-12-check-db-dir ${PGDATA} (code=exited, s
t at us=0/ SUCCESS)
Main PID: 1562 (postnaster)
Tasks: 15
Menory: 145.5M
CGroup: /systemslicel/postgresql-12.service
## 419 postgres: Tinescal eDB Background Worker Schedul er
## 1562 /usr/ pgsql - 12/ bi n/ postmaster -D /var/lib/pgsql/12/data/
## 1928 postgres: |ogger
## 1986 postgres: checkpointer
## 1988 postgres: background witer
## 1989 postgres: walwiter
## 1990 postgres: autovacuum | auncher
## 1991 postgres: stats collector
## 1992 postgres: Tinescal eDB Background Worker Launcher
## 1994 postgres: logical replication |auncher
## 4054 postgres: grafana_backend grafana 10.233.90.172(33038) idle
## 4884 postgres: grafana_backend grafana 10.233.90.172(35814) idle
## 4912 postgres: grafana_reader extractor 10.233.90.172(33898) idle
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##11365 postgres: grafana_reader extractor 10.233.90.172(40728) idle
##32367 postgres: Tinescal eDB Background Worker Schedul er

Navigating to the Embedded Reports Page

After you have completed the steps to enable Embedded Reports, open the Workload Optimization Manager user interface and
click Reports in navigation bar.

REPORTS

This opens dashboards and charts in a new browser tab.

Search dashboards by name x

@ Recent

Consumption Summary of Physical Resources for Virtual Machines

Consumgtion Summary of Physicsl Resources Tor Virtual Machines

Daily Infrastructure Average Stats ve, Thresholds

You can search for specific dashboards or browse folders to find the dashboards you want. You can also create custom reports.
Dashboards and charts are powered by the Grafana® observability platform. With Grafana, it's easy to navigate the existing

dashboards, and to make your own charts and dashboards with no coding required. If you are new to Grafana and need help
getting started, read the documentation available at:

https://grafana.com/docs/grafana/latest/

NOTE:

Starting with version 3.4.1, Workload Optimization Manager no longer has an agreement to use the Enterprise license of
Grafana, and ships the open-source Community license instead. After you update an earlier version of Workload Optimization
Manager to version 3.4.1 or later, Grafana automatically switches to the Community license and you should be able to use
Embedded Reporting as usual. However, be aware that the Community license does not support PDF reports. Please contact
your Workload Optimization Manager representative for guidance on PDF reports.

Creating Custom Reports

To create custom reports, you must run SQL queries against the Embedded Reports database (Tur bo Ti nescal e).

Workload Optimization Manager 3.6.5 Full Documentation 75


https://grafana.com/docs/grafana/latest/

Installation

o
€

@ Explore | W Turbo Timescale

completed_action recommandabion_time M nong & &

Column: savings  +
Macro: §_tmaFilier 4
+

Time gemes -

+ Add query 2 Query hisiory

The database schema includes certain tables against which you can run queries. For detailed documentation for the schema,
see Integration - Embedded Reporting (on page 1254).

(Optional) Report Editing

To create and edit reports, a user must have Report Editor privileges. This user can have any role, as long as it is not a shared or
scoped role. Only one user per Workload Optimization Manager instance is allowed to have Report Editor privileges (by default,
the local administrator user). You can grant these privileges to another user.

To create a user account with Report Editor privileges:

1. In the Workload Optimization Manager user interface, navigate to Settings / User Management.

2. Choose the user account that you want to configure as a Report Editor. You can either edit an existing account or create a
new one.

3. Choose a role for the user. The user can have any role, as long as it is not a shared or scoped role.

Under Options, choose DESIGNATE AS REPORT EDITOR.

5. Set any other properties for the user account that you want, and save the user account.

>

NOTE:
It can take up to 30 minutes before the Reports page shows the Report Editor username. This usually occurs if you have
changed the Report Editor multiple times.

To access reports from the user interface, a user must have the Administrator or Site Administrator role, or a non-
administrator role without a defined scope. For example, a user with the Observer role but without a scope can access
reports.

The default Shared Observer and Shared Adviser roles require scopes, so users with these roles cannot access reports.

Embedded Reports Storage Requirement Estimates

The Embedded Reports feature uses a TimescaleDB server to manage the chart data. This is a PostgreSQL server running
with the TimescaleDB extension. You must configure the datastore for your Workload Optimization Manager instance so it has
enough space to support the TimescaleDB requirements.

When you initially enable Embedded Reports, you should estimate the storage you will need, and configure the platform storage
accordingly. If you have already enabled Embedded Reports, you should check your current storage configuration and decide
whether it meets your needs now and into the future.

The storage that your TimescaleDB requires depends on:
m Data retention period

How long to store the TimescaleDB data.
m  The size of your environment

The count of entities Workload Optimization Manager manages in your environment. This count changes over time. You
should think of it as the average number of entities in your environment over the given data retention period.
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Also note that increased entity count increases the data requirement, as does other activity. Storage requirements can increase
over time for reasons such as:

= You add entities such as workloads, application components, storage, or hosts to your environment.
m  You configure new targets.

Storage Estimates Lookup Tables

We have investigated the TimescaleDB storage requirements for different topologies and retention periods. The following table
lists the estimates that we have calculated. Please be aware that your environment could have different requirements.

Number of Entities
Eg:ﬁ;}io” 10k 25k 50k 100k 250k 500k 1000k
6 months 36GB 91GB 182GB 364GB 910GB 1.8TB 3.6TB
1 year 72GB 181GB 361GB 723GB 1.8TB 3.5TB 778
2 years 144GB 361GB 721GB 1.47B 3.5TB 7.2TB 14TB

Note that the default installation grants a disk quota of 200GB to the TimescaleDB. For the default installation, we estimate that
the database can support the following entity counts:

Retention Period Entity Count
6 months 55k
1 year 27k
2 years 14k

Setting the Data Retention Period

By default, Workload Optimization Manager sets the retention period for Embedded Reports to be 365 days. You can see the
currently set retention period, and change it in the Workload Optimization Manager user interface.

To execute these actions, navigate to the Maintenance Options page:

1. Navigate to the Settings Page.

Click to navigate to the Settings Page.
2. Choose Maintenance Options.

,G

Maintenance Options
3. Set the data retention period for Embedded Reports.

In the Data Retention group of controls, find the field for Saved Reporting Data. This displays the current data retention
period for Embedded Reports, in days. The default is 365 days.

To change the retention period, enter a different number of days, and then click Apply Settings.

Increasing Storage Capacity for TimescaleDB

If you estimate the storage requirements for Embedded Reports after you have installed Workload Optimization Manager, you
might learn that you need to increase the storage capacity that is available to the TimescaleDB.

The platform uses Logical Volume Management (LVM) to manage the VM disks. To increase database storage, you should add
a new disk to the VM, and then use it to extend the LVM logical volume, / dev/ t ur bo/ var _|i b_nysql . This logical volume
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serves both the historical database and the Embedded Reports database. When you have done that, you will increase the quota
for the TimescaleDB.

For more information, see Increasing Available Disk Space (on page 58)

Estimating Entity Count

To get a sense of entity count in your environment, search the Workload Optimization Manager log file for an INFO message that
lists the number of entities for each discovery cycle. You can search for the string | NFO [ St ages$Br oadcast St age] . The
INFO string should be similar to:

t opol ogy- processor - 6f 6486df 64- zf 2021-09-27 20:51: 33, 724 | NFO [ St ages$Br oadcast St age]
Successfully sent 1505 entities within topology...

This example shows that you have 1505 entities in the topology. You should consider how your inventory changes over time. For
example, you can check the entity count over time to see whether it increases regularly.

(Optional) Enabling the Data Exporter

To support Data Export, Workload Optimization Manager provides an extractor component that can stream data to a standard
format. You can load that data into search and analytics services such as Elasticsearch.

To enable the Data Exporter, you must:
m  Enable the extractor component.

The extractor is a component that runs as part your Workload Optimization Manager installation. The extractor is not
enabled by default.
m  Deploy a connector that delivers the extractor's stream to your data service.

The extractor publishes Workload Optimization Manager data as Kafka topics. The connector enables your data service to
consume the data topic. This document includes a deployment file for a sample Elasticsearch connector.

Enabling the Extractor Component
The first step to enabling the Data Exporter is to enable the extractor component. To enable the extractor:
1. Open an SSH terminal session to your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:t ur bo
m Username: [ your private_password]
2. Edit the cr.yaml file to enable the extractor component.

In the same SSH session, open the cr.yaml file for editing. For example:
vi /opt/turbonom c/ kubernet es/ oper at or/ depl oy/ crds/ charts_vilal phal_xl _cr.yam
3. Edit the entry for the extractor component.

NOTE:

If you have enabled Embedded Reporting, then the extractor component will already be enabled (setto t r ue).

You should understand that it is possible to enable the Data Exporter without enabling Embedded Reports, just as it is
possible to enable Embedded Reports without enabling the Data Exporter.

Search for the extractor entry in the cr.yaml file. It should appear as:

extractor:
enabl ed: fal se

Change the entry to t r ue.
4. Edit the entry for the extractor properties.

Search for the extractor entry in the cr.yaml file. It should appear as:
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properties:
extractor:
enabl eDat aExtraction: false

Change the entry to t r ue.
5. Save and apply your changes to the platform.

After you save your changes, use kubect | to apply the changes:

kubect!| apply -f \

[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanl
6. Verify that the extractor component is running.

Give the platform enough time to restart the components. Then execute the command:

kubect| get pods -n turbononic

You should see output similar to the following:

NAMVE READY  STATUS RESTARTS

extractor-5f41dd6lc4- 4d6l q 171 Running O

Look for an entry for the ext r act or component. If the entry is present, then the extractor component is installed and
running.

Deploying a Connector

The extractor publishes Workload Optimization Manager data as Kafka topics. To load this data into a search and analysis
service, you must deploy a connector to that service. For example, if you want to load the data into Elasticsearch, then you must
deploy an Easticsearch connector.

You deploy the connector in the same Kubernetes node that runs the Workload Optimization Manager platform. To do this,
create a Kubernetes Deployment that declares the pods you need for the connector. Below, you can see a sample deployment
of a connector to Elasticsearch.

To deploy the connector, you create a deployment yaml file on the same host that is running the extractor component, and
execute the command:

kubect!| create -f <MConnect or Depl oynent.yam >

Where <MyConnect or Depl oyrnent . yani > is the name of the deployment file.

Assume the name of the deployed pod is es- kaf ka- connect . To verify that the connector is running, execute kubect |
get pods -n turbonom c. You should see output similar to:

NANMVE READY  STATUS RESTARTS

es- kaf ka- connect - 5f 41dd61c4- 4d6l g 1/1 Runni ng 0

After you deploy the connector, wait for a cycle of Workload Optimization Manager analysis (approximately ten minutes). Then
you should be able to see the entities and actions from your Workload Optimization Manager environment, loaded as JSON in
your data service.
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Connector Deployment Sample

Assume that you want to deploy a connector to Elasticsearch so that service can process the exported data. For example, you
could use Kibana with Elasticsearch to display data dashboards. Let's say you have:

m Deployed Elasticsearch to a VM on the network where you are running Workload Optimization Manager. The Elasticsearch
host is visible from the Workload Optimization Manager Kubernetes node. You will specify this host address in the
connector deployment.

m  Set up an Elasticsearch index to load the Workload Optimization Manager data. You will specify this index in the connector
deployment.

The following listing is a deployment that uses a Logstash image to collect the extractor data and pipe it to the Elasticsearch

host. The deployment also sets up storage volumes, configures the input from the extractor, and configures output to the

Elasticsearch instance.

As you go over the listing, pay attention to the following:
m  The location of the Elasticsearch host and the login credentials:

env:
- name: ES_HOSTS
val ue: "<Ur| TOM/El asti csear chHost >"
- name: ES_USER
val ue: "<MEl asti csearchUser >"
- name: ES_PASSWORD
val ueFrom
secr et KeyRef :
nane: <M/ES_KeyName>
key: <M/ES_Key>

Logstash will use the following environment variables:

- ES_HOSTS: to identify where to pipe the exported data.
- ES_USER: to identify the user account on Elasticsearch.
- ES_PASSWORD: for the account login. This connector example assumes that you have stored the Elasticsearch
password as a Kubernetes Secret.
Logstash uses the ES_HOSTS environment variable to identify where to pipe the exported data.
m  The name of the Kafka topic:

| ogstash. conf: |
i nput {
kaf ka {
topics => ["turbonom c. exporter"]

The Logstash input configuration expects a single topic named t ur bonomi c. exporter.
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m  The Logstash output configuration is to the Elasticsearch server that is identified by the ES_HOSTS environment variable.
You specify your own Elasticsearch index in place of <MyEl asti csear chl ndex>

out put {
el asticsearch {
i ndex => "<MEIl asti csear chl ndex>"
hosts => [ "${ES_HOSTS}" ]

Sample Listing: Elasticsearch Connector

This listing is a sample of a deployment file that can work to create an Elasticsearch connector for the Data Exporter. Note
that you will need to change some settings, such as username and password. You also might need to specify ports and other
settings to make the connector comply with your specific environment.

api Version: apps/vl
ki nd: Depl oynent

net adat a:
nane: el asticsearch-kaf ka- connect
| abel s:
app. kuber net es. i o/ nane: el asti csear ch- kaf ka- connect
spec:
replicas: 1
sel ector:

mat chLabel s:
app. kuber net es. i o/ name: el asti csear ch-kaf ka- connect
t enpl at e:
net adat a:
| abel s:
app. kuber net es. i o/ nane: el asti csear ch-kaf ka- connect
spec:
cont ai ners:
- nane: |ogstash
i mage: docker.elastic.co/logstash/logstash:7.10.1
ports:
- containerPort: 25826
env:
- nanme: ES_HOSTS
val ue: "<Url TOM/El asti csear chHost >"
- name: ES_USER
val ue: "<MEl asticsearchUser>"
- name: ES_PASSWORD
val ueFrom
secr et KeyRef :
nane: <M/ES_KeyNane>
key: <M/ES_Key>
resour ces:
limts:
nenory: 4G
vol umreMount s:
- nane: config-vol ume
nount Pat h: /usr/share/l ogstash/config
- nane: |ogstash-pipeline-vol une
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nmount Pat h: /usr/share/l ogstash/ pi peline

vol unes:
- nane: config-vol ume
confi ghvap:
nane: | ogstash-configmap
itemns:

- key: logstash.ymnl
pat h: | ogstash.ym
- nane: | ogstash- pipeline-vol une
confi ghvap:
nane: | ogstash-configmap
itemns:
- key: 1ogstash. conf
pat h: | ogst ash. conf
api Version: vl
ki nd: Confi gMap
net adat a:
nane: | ogstash-confi gmap
dat a:
| ogstash.ym : |
http. host: "0.0.0.0"
pat h. config: /usr/share/l ogstash/ pi peline
| ogst ash. conf: |
i nput {
kaf ka {
topics => ["turbononi c. exporter"]
boot strap_servers => "kaf ka: 9092"
client_id => "Il ogstash"
group_id => "| ogstash"
codec => "json"
type => "json"

session_tinmeout_nms => "60000" # Rebal ancing if consumer is found dead
request _tineout_ns => "70000" # Resend request after 70 seconds
}
}
filter {
}
out put {

el asticsearch {
i ndex => "<MEl asti csear chl ndex>"
hosts => [ "${ES_HOSTS}" ]
user => "${ES_USER}"
password => "${ES_PASSWORD} "

api Version: vl
ki nd: Service
nmet adat a:
| abel s:
app: el asti csear ch- kaf ka- connect
nane: el asti csear ch-kaf ka- connect
spec:
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ports:

- name: "25826"
port: 25826
targetPort: 25826

sel ector:

app: el asti csear ch- kaf ka- connect

(Optional) Changing the IP Address of the Platform Node

For standard installations of Workload Optimization Manager (installed as a VM image), you might need to change the platform's
IP address. For example, if you have to move the VM then you might need to assign it a different address. If you must change
the IP address of the platform, you can use the supplied scripts.

NOTE:

You should change the IP address of your Workload Optimization Manager installation as seldom as possible. This is a sensitive
action that can impact unforeseen dependencies.

You should use these steps to change the IP address only for Workload Optimization Manager version 3.0.0 or later. If you must
change your IP address and you cannot update to version 3.0.0 or later, contact your support representative.
To change the IP address of the Workload Optimization Manager VM:
1. Get your information ready.
Identify both the current IP address for your platform, and the new IP address you will use.

You must also know the credentials to open a shell session on the VM and run commands.
2. Create a full snapshot of the VM.

It is important to make a full snapshot of your installation before you try to modify its IP address.
3. Change the VM's IP address.

The Workload Optimization Manager VM includes the i pset up script to perform this task.
a. Open an SSH terminal session to your Workload Optimization Manager VM.

Use the following credentials:

m Username:t ur bo

m Password: Give the password that you assigned the t ur bo account when you first installed the platform.
b. Once the session is open, execute the i pset up script:

sudo /opt/local/bin/ipsetup

When the script runs it requests the following inputs.

I)\l’cngrEv.ust provide values for these required fields. Otherwise the installation can fail or your VM can be unreachable:
m  Required: Do you want to use DHCP or set a static IP..

Choose st ati ¢
m Required: Pl ease enter the | P Address for this nachine

Required: Pl ease enter the network mask for this machine
Required: Pl ease enter the Gateway address for this machi ne

m Required: Enter DNS Server(s) | P Address for this machine

You should make a note of the IP address that you provide.
c. Propagate your IP change through to the Kubernetes cluster on the VM.

sudo /opt/ 1 ocal/bin/ kubeNodel PChange. sh
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d. \Verify that the change is successful.

Log into the Workload Optimization Manager user interface for the newly located installation, and ensure that it
displays correctly. You should review the Supply Chain, your groups, and your policies. You should also ensure that
charts show data correctly.

When you are sure that the change is successful, you can remove the snapshot you made of the VM in its old location.

(Optional) Enabling and Disabling Probe Components

In Workload Optimization Manager, a probe is a platform component that connects to a target. It discovers the target's entities
and loads them into the Workload Optimization Manager supply chain, and it can execute actions on the devices in the target
environment. Workload Optimization Manager ships with a large number of probe components that you can use to connect
Workload Optimization Manager with your environment.

When you first install Workload Optimization Manager, it enables a certain set of probes by default, and leaves other disabled.
Each probe consumes resources in your Workload Optimization Manager installation. If there are any probes that you do not
need, then you should consider disabling them. On the other hand, if there are disabled probes that you do need, you must
enable them to put them into service.

NOTE:

As Workload Optimization Manager evolves, the set of delivered probes change. Also, from one version to the next, the set of
probes that are enabled by default can change. When you update to a new version, the update does not change your probe
configuration. An update to a newer version does not automatically enable any new probes in your deployment. If you want to
take advantage of new probes in an update, then you must enable them manually.

Viewing the Current List of Available Probes

As you update your version of Workload Optimization Manager, more probes can come available with the update. However, the
update does not modify your current configuration of enabled or disabled probes. This means that any new probes that come
with an update will not be available to you by default.

To enable any new probes, you must first know the internal name for the probe. To get a list of probes that are available to your
current version, you can view the contents of the val ues. yani file.

1. Open an SSH terminal session on your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:

m Username:

turbo

m Password:

[ your _privat e_password]

2. Display the list of available probes.
cat /opt/turbonom c/ kubernet es/ operator/hel mcharts/xl/val ues. yam
The results should be similar to:

cust ondat a:

enabl ed: fal se
dynatrace:

enabl ed: false
gcp:

enabl ed: false
hpe3par:

enabl ed: fal se
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This list gives the internal names of the probes. If you want to add a new probe to your list of configured probes, you must
use the internal name, and set enabl ed: true.

Viewing the Current List of Configured Probes

Your current installation of Workload Optimization Manager has a certain set of available probes. Some of these will be enabled,
and it is likely that some probes are disabled. To View the current configuration of probes that are currently available, open the
cr.yaml file for your Workload Optimization Manager installation and review the probe entries:

1. In the same SSH session, open the cr.yaml file for editing. For example:

vi /opt/turbonom c/ kubernet es/ oper at or/ depl oy/ crds/ charts_vlal phal x| _cr.yamn

2. Search for the list of probes

This will include all the probes that are configured for your current installation. The list will be similar to:

actionscript:
enabl ed: true

appdynami cs:
enabl ed: true

appi nsi ght s:

enabl ed: true
aws:

enabl ed: true
azure:

enabl ed: true
dynatrace:

enabl ed: true
hpe3par:

enabl ed: true
hori zon:

enabl ed: fal se
hyperf | ex:

enabl ed: false

This list identifies all the probes that are currently configured for your installation, and shows whether they are enabled
(t rue) or disabled (f al se).

NOTE:

This list of probes is not identical to the list of probe pods that are running in your installation. Some probes use multiple
pods. Probe pod names use the following convention, where { Pr obeNane} is the probe internal name (in the lists above),
and { NaneExt ensi on} is an optional extension to that name in case there are multiple pods for this probe:

nmedi at i on- { Pr obeNane} { NaneExt ensi on}

For example, if you execute kubect| get pods -n turbonom c, the results can show the following for the
vcent er probe:

NAVE READY  STATUS RESTARTS
medi ati on-vcent er - 5bc4f 5f bd4- nzn¥;j 1/1 Runni ng 0
medi ati on-vcent er br owsi ng- 5¢5987f 66c- bf j g4 1/1 Runni ng 0
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Enabling/Disabling Probes

To enable or disable probes in Workload Optimization Manager, you will edit the cr.yaml file to add new probes and to change
the values of the enabl ed: properties. Then you will apply those changes to reload the platform components.

1.

2.

Follow the steps above to log into a SSH terminal session for your Workload Optimization Manager instance and display the
list of available probes.

In the SSH session, open the cr.yaml file for editing. For example:

vi /opt/turbonom c/ kubernet es/ oper at or/ depl oy/ crds/ charts_vilal phal_x| _cr.yanm

Edit the probe entries.

To enable or disable currently configured probes, find the probes you want to edit and change the settings to enable or
disable them.

To add new probes to the list, copy the probe entry you want from the output when you used cat to view the available
probes. Then paste that entry into the cryaml file and set enabl ed: true.

Save and apply your changes to the platform.

NOTE:
During the online or offline upgrade process, you should not use kubect | to apply these changes at this time.

After you save your changes, use kubect | to apply the changes:

kubect!| apply -f \

[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanl

Verify that the probes have installed correctly and all the Workload Optimization Manager pods have started.

Execute kubect| get pods -n turbonom c and review the list for the mediation pods that implement your probes.
Note that all pods should display READY and STATUS states similar to:

NAVE READY STATUS RESTARTS
[...] 1/1 Runni ng 0
View the new probe configuration in the user interface.

Refresh your browser and navigate to the Target Management page. You should now see the target categories and types to
match your configuration changes.

License Installation and First-time Login

Before you begin, make sure you have your full or trial license key file that was sent to you in a separate email. Save the license
file on your local machine so you can upload it to your Workload Optimization Manager installation.

To use Workload Optimization Manager for the first time, perform the following steps:

1.
2.

Type the IP address of your installed Workload Optimization Manager instance in a Web browser to connect to it.
Log in to Workload Optimization Manager.

Use the default credential for USERNAME: adni ni st rat or.

Type a password for PASSWORD.

Type the password again to verify it for REPEAT PASSWORD.

Click CONFIGURE.

Continue setting up your Workload Optimization Manager installation.

Click LET'S GO.

Open the Enter License fly-out.

Click IMPORT LICENSE.
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5. Upload your license key file.
a. Inthe Enter License fly-out, you can upload the license in one of the following ways:

m Drag and drop the license key file into the Enter License fly-out.
m  Browse to the license key file.
Be sure to upload only .xml, .lic, or .jwt files.

b. Click SAVE.

Single Sign-0On Authentication

If your company policy supports Single Sign-On (SSO) authentication, you can configure Workload Optimization Manager to
support SSO authentication via either Security Assertion Markup Language (SAML) 2.0 or OpenID Connect 1.0.

At a high-level, to do this you will:

m Create external groups or at least one external user for SSO. See Managing User Accounts (on page 720).
m  Configure Workload Optimization Manager to use SSO authentication.

You will configure one of:
— SSO via a SAML Identity Provider (IdP). See Setting Up SAML Authentication (on page 87).
—  SSO via an OpenlD Identity Provider. See Setting Up OpenlID Authentication (on page 91).
This section describes how to configure Workload Optimization Manager to use either SAML or OpenID to support SSO.

When SSO is enabled, users will provide their SSO credentials to log in to the Workload Optimization Manager instance. Once
SSO is enabled, users cannot give local or Active Directory (AD) credentials for to login. The Identity Provider (IdP) will perform
the authentication.

Prerequisites

Before you begin, make sure the IdP is set up for SSO. You can use a proprietary or public IdP. For examples of settings for a
public Okta IdP, see What Are the Typical Settings for an IdP? (on page 104).

Setting Up SAML Authentication

Security Assertion Markup Language (SAML) is an XML-based open standard for exchanging authentication and authorization
data between parties. To configure Workload Optimization Manager to authenticate via SAML:

1. (Required) Create external groups or at least one external user for SSO.

IMPORTANT:

When SSO is enabled, Workload Optimization Manager only permits logins via the SSO IdP. Whenever you navigate to your
Workload Optimization Manager installation, it redirects you to the SSO Identity Provider (IdP) for authentication before
displaying the Workload Optimization Manager user interface.

Before you enable SSO for your Workload Optimization Manager installation, you must configure at least one SSO user with
Workload Optimization Manager administrator privileges. If you do not, then once you enable SSO you will not be able to
configure any SSO users in Workload Optimization Manager. To authorize an SSO user as an administrator, use EXTERNAL
AUTHENTICATION to do one of the following:

m  Configure a single SSO user with administrator authorization.

Add an external user. The username must match an account that is managed by the IdP.

m  Configure an SSO user group with administrator authorization.
Add an external group. The group name must match a user group on the IdP, and that group must have at least one
member.

For information about creating external groups or external users for SSO, see Managing User Accounts (on page 720).

2. (Required) Ensure that chrony is configured and the system time on your Workload Optimization Manager instance is
correct.

For instructions, see Synchronizing Time (on page 53).
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3. Obtain the metadata from your IdP.
You will use this metadata to configure SSO in the Workload Optimization Manager CR file located at:

/ opt/turbonomi c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanl

To get the metadata:

a. Contact your security administrator to obtain the metadata from IdP.
b. Save the metadata file in a directory on your local machine. For example, save the file to:

[t mp/ MySani Met adat a. t xt

c. Compare your metadata to the sample provided in _Example of IdP Metadata (on page 90).

Cat out the file you just saved. It should be similar to the provided sample.
4. Obtain a certificate from IdP.

Contact your security administrator to obtain a certificate from IdP.
5. Update the CR file with your SAML configuration.

You now have the data that you need to configure SSO via SAML. You will edit the cr . yamni file that configures your
Workload Optimization Manager node, and then deploy or restart the node.

m Display the contents of your downloaded SAML metadata.
For example, assuming you saved the file to this location on your local machine, execute the command:

cat /tnp/ MySanl Met adat a. t xt
m  Open the CR file for editing.
In a shell, cd to the deploy/crds directory in the Workload Optimization Manager VM:
cd /opt/turbononi c/ kuber net es/ oper at or/ depl oy/ crds
Then open the CR file for editing. For example, to open the file in VI:

vi charts_vilal phal_xI| _cr.yam

As you edit this file, you will refer to the metadata that you obtained from your IdP.
m In the CR file, navigate to the entry for the APl component.

In the CR file search for or scroll to the entry:
api Version: charts. hel mk8s.io/vlal phal

You will make changes to this component spec, under spec: properties: api :
m  Turn on the SAML feature.

For the first API property, set the following:

sam Enabl ed: true

m Set the SSO endpoint

In the SAML metadata, find the entry for nd: Si ngl eSi gnOnSer vi ce. Within that element, find the Locat i on
attribute. The value of Locat i on is the SSO endpoint. Using the sample metadata we have provided, you would make
the following setting in your CR file:

sanl WebSsoEndpoi nt: https://dev-771202. okt aprevi ew. com app/i bndev771202_t ur bo2_1/ exkexl 6xc9NMnzqi
C30h7/ sso/ sam
m  Set the SAML entity ID

In the SAML metadata, find the entry for nd: Ent i t yDescr i pt or . Within that element, find the enti tyl D
attribute. Using the sample metadata we have provided, you would make the following setting in your CR file:
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sam Entityld: http://ww. okta.com exkexl 6xc9Mvhzqgi C30h7

m  Set the SAML registration
Set the following property:

sam Regi strationld: sinplesam php
= Set the SAML SP entity ID

Set the following property:

sam SpEntityld: turbo
m  Enter the SAML certificate

In the metadata that you got from your IdP, find the entry for <ds: X509Cer ti f i cat e>. Copy the contents of this
tag - copy the characters that are between <ds: X509Cer ti fi cat e>and </ ds: X509Certi fi cat e>.

Create an entry for the certificate in the API properties section of the CR file. On a new line, enter:
sam I dpCertificate: |

Then open a new line after the entry you just created, and paste the certificate content that you copied from your
metadata file.

The finished API section of the CR file should be similar to the following:

api Version: charts. hel mk8s.io/vlal phal

kind: Xl
net adat a:
name: xl-rel ease
spec:
properties:
api :

sanl Enabl ed: true
sam WebSsoEndpoi nt: https://dev-771202. okt aprevi ew. com app/i bndev771202_t ur bo2_1/ exkexl 6xc9Wnz
gi C30h7/ sso/ sani

sam Entityld: http://ww. okta.conm exkfdsn6oy5xywgqCO0h7

sam Regi strationld: sinplesan php

sam SpEntityld: turbo

sam | dpCertificate: |
----- BEG N CERTI FI CATE- - - - -
M | DpDCCAoygAW BAgl GAWVhhv 7¢c MAOGCSqGS| b3 DQEBOWUAM GSMQs wCQYDVQQGEW] VUz ETMBEG
ALUECAWKQRFsaWzv c b p YTEWWVBQGALUEBWWNUZ Ful EZy YVB] aXNj bz ENVAs GALUECGWET2t OYTEU
MBI GA1UECWWL ULNPUHIvdm kZXI x EzARBgNVBAMMCNRI di 03Nz Ey MDI x HDAaBgk ghki GOWOBCQEW
DW uZnBAb2t 0YS5j b20wHhc NMTgwNTAz MTKOMTT 4WhcNM gwNTAz MTkOM | 4W CBKj ELMAK GALUE
BhMCVWIMk Ez ARBgNVBAgMCkNhb @ mb3JuaViEx Fj AUBgNVBAC MDVNhbi BGeFuY2l zY28x DTALBgNV
BAOMBE9r dGEX FDASBgNVBAs MC1NTT1By b3ZpZGvy MRMAVEQYDVQQDDAPk ZXYt NzcxM Ay VRwWGg YJ
KoZl hvecNAQKBFg1pbnzvQ®r dGEuY29t M | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEA
ugx QGgHAXpj VQZws An8l 8bFCoEevH3AZbz 7568 XuQrbMK6h7/ OOwB4C50UYddent 5t 2Kc8GRhf 3
BDXX5MVZ8XAUpGLMSqe1CLV2J96r MwM JsKeRXr 01LYxv/ J4kj nkt pOC389wnty2f EARbPoJne
P4u2b32c2/ V7xsJ7UEj PPSD4i 81 2Q36qs Ukkx3AyNsj 089PekM mtl u/ dFKXkdj wXZXPxaLOHr NW
PTpzek8NS5Mbr viF8yaD+eE1z S0l / Hi cHoPOWLal 0JZyN f 4bp0XJkxZJz6j F5DvBkw s8/ Lz5GK
nn4XWACqj k3equSCIPo501Msj 8vl Lr JYVar ghwi DAQABMAOGCSqGSI b3DQEBOMUAAAI BAQC26k Ye
Lgqj | kF5r vxB2Qz TgcdOLVz XQui WTZr 8Sh571 4j JgbDol gvaQQ xRSQz D/ X+hcmhuwdp9s8z PHS
Jagt UIXi ypwNt r zbf 6M71 t r VB9sdNr qc99d1gOVRr OKt 5pLTalLe5kkq7dRaQoO VI JhX9wgy naAK
HF/ SL3mHUyt j Xggs 88AAQa8JHINEpwGE2sr NBEsi zX6xwQ p92hM2oLvK5CSMATx4VBuGod70EOn
6TaluRLGh6j CCOCWRUZbbz2T3/ sOX+si bCAr LI | wf yTkcUopF/ bTSdWiwknoRskK4dBek FcvNON+C
p/ gaHYcQd6i 2vyor 888DLHDPXhSKWhpG
----- END CERTI FI CATE- - - - -
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6. Save your changes to the CR file.
7. Apply the modified cr.yaml file.

Execute the command:

kubect| apply -f /opt/turbonom c/ kubernetes/ operator/depl oy/ crds/charts_vlal phal_x| _cr.yanl

8. Restart the APl component to load the new spec.

a. Open an SSH terminal session to your Workload Optimization Manager instance.
b. Restart the APl component.

kubect| del ete pod api-<API _POD | D> (NOTE: To auto-fill the pod ID, type api - and then press TAB.)
9. Verify that the configuration is successful.

a. Navigate to the Workload Optimization Manager User Interface.

You will be automatically redirected to your IdP for authentication.
b. Log in with the username that is a member of the external group or external user that you previously configured.
c. Verify that the system time on your Workload Optimization Manager instance is correct.

If the time is not synchronized, this might cause an HTTP St at us 401 -aut henticati on fai |l ed exception in
the browser.

d. If the configuration is not successful, look for an HTTP St at us 500 exception in the product log. If this exception
exists, review your CR file for invalid entries.

Example of |IdP Metadata

This section provides an example of IdP metadata which may be useful when you are examining the optional attributes in your
metadata.

If your metadata includes optional attribute tags that are not listed in the example, remove those optional attribute tags since
they are not supported.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<md: EntityDescriptor xm ns:nd="urn: oasis: nanes: tc: SAM.: 2. 0: net adat a"
entityl D="http://ww. okta. conf exkexl 6xc9Mnzqgi C30h7" >
<md: | DPSSCDescri pt or Want Aut hnRequest sSi gned="f al se"
pr ot ocol Support Enuner ati on="urn: oasi s: nanmes: t c: SAM.: 2. 0: pr ot ocol ">
<md: KeyDescri pt or use="si gni ng">
<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: X509Dat a>
<ds: X509Certificate>
M | DpDCCAoygAW BAgl GAWVhhv 7¢ MAOGCSqGSI b3DQEBOMIAM GSMB wCQYDVQQGEW] VUz ETMBEG
ALUECAWK FsaWzZv c mbp YTEWVBQGALUEBWWNU2 Ful EZy YWhj aXNj bz ENMAs GALUECgWET2t OYTEU
MBI GALUECwmMULNPUHIvdn kZXI x Ez ARBgNVBAMMCTRI di 03Nz Ey MDI x HDAaBgk ghki GOwWOBCQEW
DW uZmBAb2t 0YS5j b20wHhc NMTgWNTAz MTkOMT1 4\WhcNM gwNTAzMTkOM | 4W CBkj ELMAK GA1UE
BhMCVVIMk Ez ARBgNVBAgMCkNhb @ mh3JuaVEx Fj AUBgNVBAC MDVINhbi BGenFuY2l zY28x DTALBgNV
BA0MBE9r d GEx FDASBgNVBAS MC1NTT1By b3ZpZGVy MRMAMEQYDVQQDDAPk ZXYt NzcxM Ay MRmAGg YJ
KoZI hve NAQkBFg1pbnzvQ®r dGEuY29t M | Bl j ANBgkqghki GOWOBAQEFAAOCCAQBAM | BCgKCAQEA
ugx QGqHAXpj VQZws Mn8l 8bFCoEevH3AZbz 7568 XuQrbMK6h7/ OOwB4C50UYddent 5t 2Kc8GRhf 3
BDXX5MVZ8 @ AUpGLMSqe1CLV2J96r MiwM JsKeRXr 01LYxv/ J4kj nkt pOC389wnty 2f EARbPoJne
P4u2b32c2/ V7xsJ7UE] PPSD4i 81 2Q36qs Ukkx3AyNsj 089Pek M mtl u/ dFKXkdj wXZXPxaLOHr NW
PTpzek8NS5Mbr viF8yaD+eE1z S0l / Hi cHbPOWLal 0JZy N f 4bp0XJkxZJz6] F5DvBkw s8/ Lz5CK
nn4XW9Cqj k3equSCIPo501Msj 8vi Lr JYVar ghwi DAQABMAOGCSqGSI b3DQEBOMUAAA| BAQC26k Ye
Lgqj | kF5r vxB2Qz TgcdOLVz XQui WTZr 8Sh571 4j JqbDol gvaQQr xRSQz D/ X+hcmhuwdp9s8z PHS
Jagt UIXi ypwNt r zbf 6M71 t r VBO9sdNr qc99d1gOVRr OKt 5pLTaLe5kkq7dRaQoO VI JhX9wgynaAK
HF/ SL3mHUyt j Xggs 88AAQa8JIHINEpwE2sr NBEsi zX6xwQ p92hM2oLvK5CSMATx4VBuGod70EOM
6TaluRLCh6j CCOCWRUZbbz2T3/ sOX+si bCAr LI | wf y TkcUopF/ bTSdWiknoRskK4dBek FcvNON+C
p/ gaHYcQd6i 2vyor 888 DLHDPXhSKWhpG
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</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf o>

</ nd: KeyDescri pt or >

<md: Nanel DFor mat >ur n: oasi s: nanmes: tc: SAM.: 1. 1: nanei d-f or mat : unspeci f i ed</ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: nanes: t c: SAM.: 1. 1: nanei d- f or mat : emai | Addr ess</ nd: Narel DFor mat >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: names: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"

Locati on="https://dev-771202. okt aprevi ew. com app/ i bndev771202_t ur bo2_1/ exkexl 6xc9Mnhzqi C30h7/ sso/
sam "/ >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "

Locati on="https://dev-771202. okt aprevi ew. com app/ i bndev771202_t ur bo2_1/ exkexl 6xc9Mnhzqi C30h7/ sso/
sam "/ >

</ nd: | DPSSODescr i pt or >

</ nmd: EntityDescri ptor>

Setting Up OpenlD Authentication

According to the OpenID Foundation, "OpenID Connect 1.0 is a simple identity layer on top of the OAuth 2.0 protocol". OpenID
Connect enables clients to verify user identity via a given authentication server. Workload Optimization Manager supports
OpenlD authentication through the following providers:

m  Google
s IBM-MCM
m Okta

Logging in to Workload Optimization Manager with OpeniD

When you configure OpenlID in Workload Optimization Manager, the platform registers the OpenlID clients that you specify. To
log in through of these OpenlD clients, you manually navigate to a URL that tells Workload Optimization Manager which client to
use. It then redirects to the OpenlD login screen for that given client.

The URL that you provide is in the form:
htt ps:// ${host name}/ vnt ur bo/ oaut h2/ 1 ogi n/ code/ ${ openl dC i ent s}

Where:

m  ${host nane} is the host address for your installation of Workload Optimization Manager
m  ${openl dd i ent s} is the is the client name of the OpenlD provider you want to use

You specify this as the openl dCl i ent s property when you configure OpenlID in Turbo.

NOTE:
This URL must also be set in the "Authorized direct URIs" section of your provider's OpenlD configuration.

For example, assume your Workload Optimization Manager host address is 10.10.12.34, and you configured an Okta OpenID
client. In that case, when the Workload Optimization Manager login screen appears, you would navigate to:

https://10.10.12. 34/ vnt ur bo/ oaut h2/ 1 ogi n/ code/ okt a

After you navigate to that URL, the browser redirects to the OpenlD login screen, where you can enter credentials for a single
user or a user group.
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NOTE:
To authenticate a user group, the group must be configured on the OpenID provider, and also on Workload Optimization
Manager. The group name must be identical in both configurations.

On the OpenlD provider, the client that you are using should include groups scope values that give specific names for user
groups. Contact your OpenlID administrator to get the group names. Then, on Workload Optimization Manager you should create
user groups that use the same names.

For example, assume the OpenlID ID token includes the following groups claim:

{

"sub": "1234567890",

"nane": "My _User_Nanme",

“iat": "12121212",

"groups": "M _Special _User_G oup"
}

To use the group My_Speci al _User _G oup for authentication, you must create a user group in Workload Optimization
Manager with the name My_Speci al _User _G oup. Any members of that group will then get the role you have assigned to
that user group.

Configuring OpenID on Workload Optimization Manager
To configure Workload Optimization Manager to authenticate via OpenliD:

1. (Required) Ensure that chrony is configured and the system time on your Workload Optimization Manager instance is
correct.

For instructions, see Synchronizing Time (on page 53).
2. Obtain the necessary data from your OpenlD provider.

Contact your security administrator to obtain the data from the provider. You will use this data to configure SSO in the
Workload Optimization Manager CR file located at:

[ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanm

The data you need and the properties you declare in the CR file will differ depending on the OpenlD provider you want to

use:
m  Google:
CR Fields: Description:
openlddients googl e
The name of the OpenlID client you are using to perform authentication.
openldCientld The OAuth2 Client Identifier for the OpenlD client that you are using.
openl dd i ent Secr et The OAuth2 Client Secret for the OpenlD client that you are using.
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IBM-MCM:
CR Fields: Description:
openlddients i bm

The name of the OpenlID client you are using to perform authentication.

openl dd i ent Aut henti cati on

post
The client authentication method.

openl dUser Aut henti cati on

form
The user authentication method.

openldCientld

The OAuth2 Client Identifier for the OpenlD client that you are using.

openl dd i ent Secr et

The OAuth2 Client Secret for the OpenlD client that you are using.

openl dAccessTokenUr i

The URI the login process will use to get an Access Token.

openl dUser Aut hori zati onUri

The URI to the Authorization Endpoint for OpenlD Connect.

openl dUser | nf oUr i

The URI to the OpenID Connect Userinfo endpoint.

openl dJwkSet Ur i

The URI to get the JSON Web Key set that can verify the Access Token.

openl dExt er nal Gr oupTag

The name of a custom group to use for authentication.

Okta:

CR Fields:

Description:

openlddients

okta
The name of the OpenlID client you are using to perform authentication.

openldCientld

The OAuth2 Client Identifier for the OpenlD client that you are using.

openl dd i ent Secr et

The OAuth2 Client Secret for the OpenlD client that you are using.

openl dAccessTokenUr i

The URI the login process will use to get an Access Token.

openl dUser Aut hori zati onUri

The URI to the Authorization Endpoint for OpenlD Connect.

openl dUser | nf oUr i

The URI to the OpenID Connect Userinfo endpoint.

openl dJwkSet Uri

The URI to get the JSON Web Key set that can verify the Access Token.

3. Update the Workload Optimization Manager CR file with your configuration data.

You now have the data that you need to configure SSO via OpenlD. You will edit the cr . yam file that configures your
Workload Optimization Manager node, and then deploy or restart the node.

Open the CR file for editing.

In a shell, cd to the deploy/crds directory in the Workload Optimization Manager VM:

cd /opt/turbonomn c/ kuber net es/ oper at or/ depl oy/ crds

Then open the CR file for editing. For example, to open the file in VI:

vi charts_vlal phal_x| _cr.yamn

As you edit this file, you will refer to the dat that you obtained from your authentication provider.
In the CR file, navigate to the entry for the APl component.

In the CR file search for or scroll to the entry:
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api Versi on: charts. hel mk8s.i o/ vlal phal

You will make changes to this component spec, under Spec: properti es: api :
Turn on the OpenlD feature.

For the first API property, set the following:
openl dEnabl ed: true
The file should be similar to:

api Version: charts. hel mk8s.io/vlal phal

ki nd: Xl
met adat a:
name: x| -rel ease
spec:
properties:
api :

openl dEnabl ed: true

Enter the relevant Openld data for your authentication provider. The CR file should be similar to these examples,
depending on which provider you use:

- Google:

The file should be similar to:

api Versi on: charts. hel mk8s.i o/ vlal phal

ki nd: Xl
nmet adat a:
nane: xl|-rel ease
spec:
properties:
api :

openl dEnabl ed: true

openl dd i ents: googl e

openl dd ientld: xxxx-4vinrdgll ag5p84jjebcbxxxxxx5u. apps. googl eusercontent.com
openl dd i ent Secret: xxxxxhGcdFEj Qa- XXXXXXXX

- IBM-MCM:
The file should be similar to:

api Version: charts. hel mk8s.io/vlal phal

ki nd: Xl
net adat a:
nanme: xl-rel ease
spec:
properties:
api :

openl dEnabl ed: true

openlddients: ibm

openl dd i ent Aut henti cati on: post

openl dUser Aut henti cation: form

openlddientld: turbonom c-ntm deno

openl dd i ent Secret: "xxxxxxvZ2ZscDht OFVxxxxxxU3d6cXRAcTZhb2xxxxxxRTOK"
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openl dAccessTokenUri: https://icp-consol e. apps. bl ue-13. dev. nul ti cl oudops. i o/ i dprovider/
v1l/ aut h/ t oken

openl dUser Aut hori zationUri: https://icp-consol e. apps. bl ue-13. dev. mul ticl oudops.io/idpro
vi der/v1/ aut h/ aut hori ze

openl dUserInfoUri: https://icp-consol e. apps. bl ue-13. dev. nul ticl oudops. i o/ v1l/ auth/userl
nfo

openl dJwkSet Uri: https://icp-consol e. apps. bl ue-13. dev. nul ti cl oudops. i o/ oi dc/ endpoi nt/ OP/
j wk

— Okta
The file should be similar to:

api Version: charts. hel mk8s.io/vlal phal

kind: X
net adat a:
nanme: xl-rel ease
spec:
properties:
api :

openl dEnabl ed: true

openlddients: okta

openlddientld: XxxxxxxxxxhlxhQiSKxxxx

openl dd i ent Secret: xxxxxxxxxxt|hVCl RUnhg4xxxxxxxDdhLdgx0

openl dAccessTokenUri: https://vnturbo. okta. com oaut h2/v1/token

openl dUser Aut hori zationUri: https://vnturbo. okta.conf oaut h2/v1/ authorize
openl dUserInfoUri: https://vnturbo. okta.con oaut h2/v1l/ userinfo

openl dJwkSet Uri: https://vnturbo. okta. conf oaut h2/ vl/ keys

Save your changes to the CR file.
Apply the modified cr.yaml file.

Execute the command:

kubect!| apply -f /opt/turbonom c/ kubernetes/ operator/depl oy/crds/charts_vlal phal_x| _cr.yanl

Restart the API component to load the new spec.
a. Open an SSH terminal session to your Workload Optimization Manager instance.
b. Restart the APl component.
kubect| del ete pod api-<API _POD | D> (NOTE: To auto-fill the pod ID, type api - and then press TAB.)
Verify that the configuration is successful.

a. Navigate to the Workload Optimization Manager User Interface.

You will be automatically redirected to your authentication provider for authentication.

b. Log in with the username that is a member of the external group or external user that you previously configured.

c. Verify that the system time on your Workload Optimization Manager instance is correct.
If the time is not synchronized, this might cause an HTTP St at us 401 -aut henticati on fai |l ed exception in
the browser.

d. If the configuration is not successful, look for an HTTP St at us 500 exception in the product log. If this exception
exists, review your CR file for invalid entries.
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Disabling Single Sign-0On

If for some reason you no longer want to use SSO, you can disable it for your Workload Optimization Manager installation. To
disable Single Sign-On, perform these steps:

1. Update the SSO configuration to disable it.

a. Open an SSH terminal session to your Workload Optimization Manager instance.
b. Open the CR file for editing.

In a shell, cd to the depl oy/ cr ds directory in the Workload Optimization Manager VM:
cd /opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds
Then open the CR file for editing. For example, to open the file in VI:

vi charts_vilal phal x| _cr.yam

c. Inthe CR file, navigate to the entry for the APl component.

In the CR file search for or scroll to the entry:
api Version: charts. hel mk8s.io/vlal phal

You will make changes to this component spec, under spec: properti es: api :
d. Turn off the SSO feature.

The entry to set to false is different depending on whether you use SAML or OpenlID authentication:
m  SAML Authentication:
Find the sam Enabl ed: property to f al se. It should appear as follows:

sam Enabl ed: fal se

m  OpenlD Authentication:
Find the openl dEnabl ed: property to f al se. It should appear as follows:
openl dEnabl ed: fal se

e. Save your changes to the CR file.
2. Apply the modified cr.yaml file.

Execute the command:

kubect!| apply -f /opt/turbonom c/ kubernetes/operator/depl oy/crds/charts_vlal phal_xl _cr.yan

3. Restart the APl component.
In the same SSH terminal session that you opened to edit the CR file:

a. Use sudo as root.

sudo bash

b. Restart your APl component.

kubect!| del ete pod api-<API _POD | D>

NOTE:
To auto-fill the pod ID, type api - and then press TAB.

4. \Verify that the configuration is successful.
a. Navigate to the Workload Optimization Manager User Interface.

You will no longer be redirected to your IdP for authentication. You will be redirected to the default Workload
Optimization Manager login screen.
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b. Log in with a local account or an Active Directory (AD) account.

Updating Workload Optimization Manager to a
New Version

When a new version is available, it is important to properly update your existing installed instance. When you first installed
Workload Optimization Manager, you put into place sophisticated data collection and analysis processes, and your database
retains performance data from across your virtual environment. Workload Optimization Manager uses this historical data for
right-sizing, projecting trends, and other analysis. This means that the database is important to Workload Optimization Manager
and becomes more so over time. Properly updating your installation of Workload Optimization Manager preserves the database
for continued use.

OVA updates

Before you begin the update procedure:
m  Review What's New (on page 21) and Fixed Issues (on page 28) to see what is new for this release.

NOTE:
As Workload Optimization Manager evolves, the set of delivered probes change. Also, from one version to the next, the set
of probes that are enabled by default can change. When you update to a new version, the update does not change your
probe configuration. An update to a newer version does not automatically enable any new probes in your deployment. If
you want to take advantage of new probes in an update, then you must enable them manually.

m  Make sure you have the email that Cisco sent to you with links to the Workload Optimization Manager OVA file and to the
ISO image.

m  For on-prem installations, make sure that the physical machine hosting the VM meets the minimum requirements (see
Minimum Requirements (on page 45)).

m  Ensure you are running the correct version of the historical database.

For its default historical database, Workload Optimization Manager currently supports MariaDB version 10.5.18. This
support includes comprehensive testing and quality control for Workload Optimization Manager usage of the historical
database.
For more information, see Verifying your MariaDB Version (on page 55).

m  Execute the upgr ade- pr echeck. sh script.

You can use this script to make sure that your current installation of Workload Optimization Manager is ready to update. We
strongly recommend that you run this script before going on to update your installation (see Checking Before Updating (on

page 97)).

m  Execute an offline update, via a downloaded ISO image (see Offline Update (on page 101)).

Checking Before Updating

Before you perform an update of your Workload Optimization Manager instance, you should execute the script, upgr ade-
pr echeck. sh. This script inspects your installation to check for the following:
m Sufficient free disk space
m For online updates, access to required endpoints (icr.io, github.com, etc.)
m  The MariaDB service is running
Note that this check is for the default installation of the MariaDB service, only. For example, the script does not check an

external installation of MySQL or MariaDB, if that is the historical database you have configured. In that case, the script will
indicate that your MariaDB service is not running. For an external database deployment, this is a normal result.

The Kubernetes service is running
The necessary Kubernetes certificates are valid
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If the certificates are not valid, you can run the kubeNodeCer t Updat e. sh script to correct the issue. This script should
be located on your installation at / opt / | ocal / bi n. For more information, contact your support representative.

m  Root password is not set to expire
m Time sync is enabled, and current if running
m  All Workload Optimization Manager pods are running
To execute this script:
1. Download the latest version of the script.
a. Login to the Workload Optimization Manager VM.
Use SSH to log in to the Workload Optimization Manager VM using the turbo account and password.
b. Change to the scripts directory.

cd /opt/local/bin

c. Get the latest version of the script.
i. Navigate to the following Cisco web page:
https://software.cisco.com/download/home/286328879/type.
ii. Under Select a Software Type, click Workload Optimization Manager.
iii. From the menu on the left, select the desired Workload Optimization Manager version.
iv.  Click the download button for the following file:

upgr ade- precheck- X. X. X. zi p

v. When prompted, login using your Cisco account.
vi. After the download completes, unzip the downloaded file.
d. Make the script executable.

chmod +x upgrade- precheck. sh

2. Execute the script.
.l upgr ade- pr echeck. sh

As the script executes, it identifies any issues that you should address before you execute an update.

External DBs and Workload Optimization Manager Updates

If you have deployed Workload Optimization Manager with an external database server, for some updates you might need to
manually create a new database and user for that deployment. This is important if your external database server is multi-tenant,
or if your deployment does not grant administrative privileges to Workload Optimization Manager.

NOTE:
If your external database server is multi-tenant, or if your database server does not grant administrative privileges to Workload
Optimization Manager, then you must continue with this configuration requirement.

Azure database services are multi-tenant. If you deployed an external database on Azure, this configuration requirement applies
to you.

If you deployed your database server in a way that grants Workload Optimization Manager privileges to create new databases
and new users, then a product update will automatically create the required database. This configuration requirement does not
apply to you and you do not need to take any action.

For some Workload Optimization Manager updates, the updated version includes new databases on the historical database
server. If you are updating to one of these versions, then you must first create the new database, and a user account with
privileges to access that database.
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This table lists the Workload Optimization Manager versions that required new databases. If you are updating from a version
earlier than one of these, you must create the indicated new databases. For example, if you are updating from version 3.0.1 to
3.0.5, then you must create the api database.

Worlfloa?d Optimization Manager New Databases: Notes:

Version:

3.0.5 api If you are updating from a version
earlier than 3.0.5, you must create a
new database named api , and a user
account named api .

NOTE:

If you have already updated to one of these versions of Workload Optimization Manager, and you did not perform the steps to
update your external DB, please contact your support representative.

To create the databases and users, you will:

Manually create each required database

This includes creating the database in your DB instance, creating a user to access the database, and granting privileges to
the user.
Manually add the each required database to your cr.yaml file

The cr.yaml file declares entries for each component database. Each entry names the component, and gives the user and
password that the component can use to access that database. You must add a new entry for each new database.

To create a new database:

1.

Connect to your external DB using a global account.

The account must have privileges to create databases and users. If you have specified dbRoot User namne in the cr.yaml
file, you can use that account.

Create the database, where <New_Dat abase> matches the database name in the table above:
create database <New Dat abase>;
For example, to create a new api database, execute:

create database api;

Create the account that Workload Optimization Manager will use to access the database where <New_Dat abase>
matches the database name in the table above:

create user '<New Database> @% identified by 'vnturbo';
For example, to create a user for the api database, execute:

create user 'api' @% identified by 'vnturbo';

NOTE:
The value vt ur bo is the default password that Workload Optimization Manager uses for all component database
accounts. If you have manually created accounts with different credentials, you can do so for this database as well.
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Set the user account privileges for the new user account, where <New_Dat abase> matches the database name in the
table above:

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, REFERENCES, | NDEX, ALTER, CREATE TEMPORARY T
ABLES, LOCK TABLES, EXECUTE, CREATE VIEW SHOW VI EW CREATE ROUTI NE, ALTER ROUTI NE, EVENT, TRI GGER
ON <New_Dat abase>.* TO ' <New_Dat abase>' @ % ;

For example, to set account privileges for the api user, execute:

GRANT SELECT, | NSERT, UPDATE, DELETE, CREATE, DROP, REFERENCES, |NDEX, ALTER, CREATE TEMPORARY TABLES,

LOCK TABLES, EXECUTE, CREATE VIEW SHOW VI EW CREATE ROUTI NE, ALTER ROUTI NE, EVENT, TRI GGER ON api.*
TO "api' @% ;

Flush privileges to make the privileges take effect:

flush privileges;

Now that the new database is created in your external DB service, you must declare access to it the Workload Optimization
Manager cr.yaml resource.

1.

Open the .cr file for editing. The location of the file depends on the type of Workload Optimization Manager installation you
are configuring.

VM Image installation of Workload Optimization Manager: X\(/.’Odrglgﬁjdst(e)rr?tlmlzatlon Manager on a Kubernetes node or

Open a SSH terminal session on your Workload Open the following file for editing:
Optimization Manager instance

Log in with the System Administrator that you set up when | d€Ploy/crds/charts_vlalphal x| _cr.yam
you installed Workload Optimization Manager:

m Username:t ur bo
m Password: [ your _private_password]
Then edit the file:

/ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crd
s/ charts_vilal phal_xl _cr.yam

2. Add the credentials for the matching pod to access the new database.
Add the entry to the pr operti es: section of the cryaml file, where vnt ur bo is the password that you assigned to that
user account, your DB is the qualified name of your external DB or your multi-tenant DB partition, and <New_Dat abase>
is the name of your new database. Declare the following in the entry you add:
<New_Dat abase>:
<New_Dat abase>DbUser nane: <New_Dat abase>@our DB
<New_Dat abase>DbPasswor d: vnt ur bo
For example, if you added the api database, the resulting cr.yaml file should be similar to:
properties:
gl obal :
enabl eSecur eDBConnecti on: true
sql Di al ect: MYSQL
dbRoot Passwor d: your Adm nPasswor d
dbRoot User nanme: x| adm n@our DB
#dbUser Passwor d:
#dbUser nane:
action-orchestrator:
acti onDbUser nane: acti on@our DB
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acti onDbPassword: your Password
aut h:
aut hDbUser nanme: aut h@our DB
aut hDbPasswor d: your Passwor d
clusterngr:
cl ust er ngr DbUser nane: cl ust er ngr @ our DB
cl ust er ngr DbPasswor d: your Passwor d
cost:
cost DbUser nanme: cost @our DB
cost DbPassword: your Password
group:
gr oupConponent DbUser nane: group_conponent @our DB
gr oupConponent DbPasswor d: your Passwor d
hi story:
hi st oryDbUser nane: hi st ory@our DB
hi st or yDbPasswor d: your Password
pl an-orchestrator:
pl anDbUser nanme: pl an@our DB
pl anDbPasswor d: your Passwor d
t opol ogy- processor:
t opol ogyProcessor DbUser nane: topol ogy_processor @our DB
t opol ogyPr ocessor DbPasswor d: your Password
repository:
reposi t oryDbUser nane: repository@ourDB
reposi t oryDbPassword: your Password
mar ket :
mar ket DbUser nane: nar ket @our DB
mar ket DbPasswor d: your Passwor d
api :
api DbUser name: api @our DB
api DbPasswor d: your Passwor d

After you have done this, you can update to the latest version of Workload Optimization Manager. (Note that upgrading applies
changes to the version information in this file.)

Offline Update

To perform an offline update of your Workload Optimization Manager installation:
1. Save a snapshot of your current Workload Optimization Manager VM.
Before updating, shut down (not power off) the Workload Optimization Manager VM.

sudo init O

Then, perform a snapshot (or clone the VM). This provides a reliable restore point you can turn to in the event that trouble
occurs during the update. After you have the snapshot, bring the VM back online.

2. Optionally, enable new probes in your environment.

NOTE:

As Workload Optimization Manager evolves, the set of delivered probes change. Also, from one version to the next, the set
of probes that are enabled by default can change. When you update to a new version, the update does not change your
probe configuration. An update to a newer version does not automatically enable any new probes in your deployment. If
you want to take advantage of new probes in an update, then you must enable them manually.

For steps to enable new probes in your updated version, see Enabling and Disabling Probe Components (on page 84).
Use these steps to edit the platform's cr.yaml file.
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NOTE:
During the online or offline upgrade process, you should not apply these changes at this time.

3. Download the ISO image.
a. Navigate to the following Cisco web page:
https://software.cisco.com/download/home/286328879/type.
b. Under Select a Software Type, click Workload Optimization Manager.
c. From the menu on the left, select the desired Workload Optimization Manager version.
d. Click the download button for updat e64_package- X. X. X. i so.
e. When prompted, login using your Cisco account.
4. Save the ISO image to a location that is available to the VM that runs Workload Optimization Manager. Then mount the
image as a CD drive.
For example, if you run the Workload Optimization Manager VM in vCenter Server do the following:
a. In vCenter, navigate to the Workload Optimization Manager VM.
b. Right-click the VM and choose Edit Settings.
c. Inthe CD/DVD Drive drop-down menu, select Datastore ISO, then browse to the Workload Optimization Manager
update ISO image and choose it.
d. Ensure that Connect at power on is selected.
5. Open an SSH terminal session to your Workload Optimization Manager instance.
After you make a snapshot or clone of your current Workload Optimization Manager VM, open an SSH session. Log in with
the System Administrator that you set up when you installed Workload Optimization Manager:
m Username:t ur bo
m Username: [ your private_password]
6. Getthei soUpdat e. sh script for your update version.
a. Navigate to the following Cisco web page:
https://software.cisco.com/download/home/286328879/type.
b. Under Select a Software Type, click Workload Optimization Manager.
c. From the menu on the left, select the desired Workload Optimization Manager version.
d. Click the download button for i soUpdat e- X. X. X. zi p.
e. When prompted, login using your Cisco account.
f.  After the download completes, unzip the downloaded file.
7. Upload the script to your Workload Optimization Manager instance.
Execute a file transfer from your local machine to the Workload Optimization Manager server. Save the script to / opt /
| ocal / bi n/ on the VM that runs Workload Optimization Manager.
8. Make the script executable.
chnod +x /opt/local /bin/isoUpdate. sh
9. Execute the offline installation.
/opt /1 ocal /bin/isoUpdate. sh
As the script executes, it:
m  Backs up the old scripts in your installation.
m  Updates the configuration and code assets in your installation.
m Updates the platform to the new version.
m Updates custom resources.
m Updates the MariaDB configuration (but this does not update the MariaDB version).
m If you have enabled Embedded Reports or Data Export, installs the Embedded Reports and Data Export database
(Postgres and TimescaleDB).
m Scales down the t8c-operator and the Workload Optimization Manager components.
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10.

11.

m  Executes the final updates for this version.

m Scales up the t8c-operator, which then restarts the Workload Optimization Manager components.
After the script is finished updating your platform, you should give it enough time for all the components to start up again.
Verify that the Workload Optimization Manager application installed correctly.

kubect| get pods -n turbonomc

After all of the pods start up, the READY column should read 1/ 1, 2/ 2, and so on and the STATUS column should read

Runni ng for each pod.
You should see output similar to the following:

NAMVE
action-orchestrator-b6454c9c8- nfl 85
api - 7887c¢66f 4b- shndq

ar angodb- 7f 646f c5f c- zhcwf

aut h- 5b86976bc8- vxwz4

cl ust er ngr - 85548678d9- r 5wb8

consul - 7f 684d8cb8- 6r 677

cost - 5f 46dd66c4- 6d6¢ch
extractor-5f41dd61lc4- 4d6l g

gr oup- 5bf df bc6f 8- 96bsp

hi st ory-5fc7f bc855-6zsl g

kaf ka- 74cc77db94- df r bl

mar ket - 5f 54699447- z4wkm

medi ati on-actionscri pt-57b4f c6df - 41 zfv
medi ati on- appdynami cs- 6d65f 8766f - kb44
medi ati on- hpe3par - d7c475c4c-v8ftc
medi ati on- hyper v- 6bd8c94df 5- 4dbzx
medi ati on- net app- 7f 8f c955d9- 4kkd
medi ati on- onevi ew 7dbd7b54cf - 7rf gp
medi at i on- pur e- 58c4bd8cd9- 8n256
medi at i on- ucs- 6f 4bb9889- 9r ngk

medi ati on-vcent er - 5bc4f 5f bd4- nznmgj
medi ati on-vcent er br owsi ng- 5¢5987f 66c- bf j q4
medi at i on- vimax- 6¢59969b89- 28t 9

medi ati on-vmm 9¢4878cf 9-rf xn

ngi nx- 5b775f 498- sn2nm

pl an- or chest r at or - 6df f c4c9b6- p5t 5n
reporting- b44f bdf b4- 8fj v5

reposi t ory- 6d555bb4bf - f x| dh

rsysl og-f d694878c- 5t b2c

t 8¢- oper at or - 558bcc758d- 5h8mp

t opol ogy- processor - b646b786b- 9skp7
zookeeper - 5f 65b5bf 69- nnnbt

READY
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171
171

Verify that you are running the correct version of MariaDB.

STATUS

Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni
Runni

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

RESTARTS

O O OO0 0000000000000 O0D0DO0O0OO0O0O0O0OO0OO0OOoOOoOOoOOoo

For this version of the product, Workload Optimization Manager supports MariaDB version 10.5.18. Even after updating to
this Workload Optimization Manager version, it is possible that your installation is running an earlier version of MariaDB.

While still in the SSH session, check the MariaDB version.

nysqgl -u root

The output should be similar to:

--password=ny_pwd -e "SHOW VARI ABLES LI KE 'version';"
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| version | 10.5.18-Mari abDB |
o emm e eeaa Femmemm e eeeaaaa +

If the MariaDB version is earlier than 10.5.18, you should update your MariaDB. For complete instructions and information,
see Verifying your MariaDB Version (on page 55).

12.

Clear your browser data and refresh your browser.

After clearing the browser data and refreshing your browser, you have full access to Workload Optimization Manager
features. However, features that rely on current analysis data will not be available until after a full market cycle — usually 10
minutes. For example, the Pending Actions charts will not show any actions until after a full market cycle.

13.

Notify other users to clear their browser data and refresh their Workload Optimization Manager browser sessions.

Reference: What Are the Typical Settings for an

IdP?

NOTE:

The process described here is applicable only to the OVA deployment model.

Before you begin configuring Single Sign-On (SSO), you need to make sure the IdP is set up for SSO.

Here are typical settings for a public Okta IdP which may be useful when you set up your IdP.

SAML Settings: GENERAL

Setting

Example

Single Sign On URL (where <host nane> is
the host that Workload Optimization Manager
runs on, and <sam Regi strati onl D>is
the Registration ID that you got from your SSO
provider)

htt ps:// <host nane>/ vnt ur bo/ san 2/
sso/ <san Regi strationl D>

Recipient URL (where <host nane> is the
host that Workload Optimization Manager runs
on, and <sam Regi strati onl D> is the
Registration ID that you got from your SSO
provider)

htt ps:// <host nane>/ vnt ur bo/ sam 2/
sso/ <sanl Regi strationl D>

Destination URL (where <host name> is the
host that Workload Optimization Manager runs
on, and <sam Regi strati onl D> is the
Registration ID that you got from your SSO
provider)

htt ps:// <host nane>/ vnt ur bo/ sam 2/
sso/ <san Regi strationl D>

Audience Restriction

urn: test: turbo: mar kharm

Default Relay State

Name ID Format

Unspeci fied

Application username

The username for the account that is managed by Okta

Response

Si gned
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SAML Settings: GENERAL

Setting Example
Assertion Signature Si gned
Signature Algorithm RSA SHA256
Digital Algorithm SHA256
Assertion Encryption Unencr ypt ed
SAML Single Logout Enabl ed

Single Logout URL (where <host nane>isthe | https://<host nanme>/vnt urbo/rest/| ogout
host that Workload Optimization Manager runs

on)

SP Issuer t urbo

Signature Certificate Exanpl e. cer (CN=apol | 0)
authnContextClassRef Passwor dPr ot ect edTr ansport

Honor Force Authentication Yes

SAML Issuer ID http://ww. okt a. com $(org. ext er nal Key)

Reference: FIPS Cipher Suites

NOTE:
The process described here is applicable only to the OVA deployment model.

The Federal Information Processing Standard (FIPS) is in place to ensure the cryptographic strength of secure connections.
By default, Workload Optimization Manager ships with a FIPS-compliant cipher suite already enabled. The suite comprises the
following ciphers:

TLS _ECDHE _RSA W TH_AES 128 CBC _SHA

TLS ECDHE _RSA W TH_AES 128 CBC_SHA256

TLS ECDHE RSA W TH_AES 128 GCM SHA256

TLS _ECDHE _RSA W TH_AES 256_CBC_SHA

TLS ECDHE RSA W TH_AES 256 CBC SHA384

TLS_ECDHE_RSA W TH_AES 256_GCM _SHA384

TLS ECDHE RSA W TH _ARI A 128 GCM SHA256

TLS _ECDHE RSA W TH_ARI A 256_GCM SHA384

Modifying the Cipher Suite

If necessary, you can modify the cipher suite to comply with your internal policies.

1.  Open an SSH terminal session on your Workload Optimization Manager instance.
Log in with the System Administrator that you set up when you installed Workload Optimization Manager:
m  Username:

turbo

m Password:

[ your _privat e_password]
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In the SSH session, open the cr.yaml file for editing. For example:

vi /opt/turbonom c/ kubernet es/ oper at or/ depl oy/ crds/ charts_vlal phal_x|l _cr.yam

Edit the cipher suite.

Search for the list of ciphers in the file. Change the list as your policies require, and then save the file.
Apply your changes to the platform.

kubect!| apply -f \
/ opt/turbonom c/ kuber net es/ oper at or/ depl oy/ crds/ charts_vlal phal_x| _cr.yanl

Reference: Step-wise Platform Deployment

NOTE:
The process described here is applicable only to the OVA deployment model.

After you have installed the Workload Optimization Manager VM that will host the platform, you can install the platform
components, as follows:

1.

Optionally, configure Single Sign-On Authentication (SSO) for this installation.

If you plan to use SSO to authenticate your Workload Optimization Manager users, you can configure it now. To configure
SSO you will edit the charts_vlal phal x| _cr.yam file. You can edit it now, before you complete the installation,
or you can edit it later and restart the affected components. For more information, see Single Sign-On Authentication (on

page 87).

2. Deploy Workload Optimization Manager Kubernetes nodes.
When you deploy Workload Optimization Manager on Kubernetes, you deploy one Kubernetes node as a VM that will host
pods to run the Workload Optimization Manager components. The script to deploy and initialize the Kubernetes node also
deploys the Kubernetes pods that make up the Workload Optimization Manager application.
Start a secure session (SSH) on your Workload Optimization Manager VM as the turbo user and perform the following
steps:
a. Initialize the Kubernetes node and deploy the pods.
Execute the script: sudo /opt/ Il ocal /bin/t8clnstall.sh
The script should take up to 20 minutes to complete.
b. Verify that the deployment succeeded.
At the end of the script output, in the summary section, verify that no errors are reported. If any errors are reported,
contact Workload Optimization Manager Support.
c. Verify that the Workload Optimization Manager application installed correctly.
kubect| get pods -n turbononmic
To verify the installation of the application, run the command:
kubect| get pods -n turbononic
After all of the pods start up, the READY column should read 1/ 1, 2/ 2, and so on and the STATUS column should
read Runni ng for each pod.
You should see output similar to the following:
NAVE READY STATUS RESTARTS
action-orchestrator-b6454c9c8-nfl 85 1/1 Runni ng 0
api - 7887c¢66f 4b- shndqg 1/1 Runni ng 0
ar angodb- 7f 646f c5f c- zhcwf 1/1 Runni ng 0
aut h- 5b86976bc8- vxwz4 1/1 Runni ng 0
cl ust er ngr - 85548678d9- r 5wb8 1/1 Runni ng 0
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consul - 7f 684d8cb8- 6r 677

cost - 5f 46dd66c4- 6d6¢ch

ext ract or-5f 41dd61c4- 4d6l q

gr oup- 5bf df bc6f 8- 96bsp

hi st ory- 5f c7f bc855-6zsl g

kaf ka- 74cc77db94-dfrb

mar ket - 5f 54699447- z4wkm

medi ati on-actionscri pt-57b4f c6df -4l zfv
medi at i on- appdynami cs- 6d65f 8766f - kb44
medi ati on- hpe3par - d7c475c4c-v8ftc
medi ati on- hyper v- 6bd8c94df 5- 4dbzx
medi at i on- net app- 7f 8f c955d9- 4kkd

medi ati on- onevi ew 7dbd7b54cf- 7rf gp
medi at i on- pur e- 58c4bd8cd9- 8n256

medi ati on- ucs- 6f 4bb9889- 9r ngk

medi ati on- vcent er - 5bc4f 5f bd4- nzn¥j
medi ati on- vcent er br owsi ng- 5¢5987f 66¢- bf j g4
medi ati on- vimax- 6¢59969b89- 28t 9j

medi ati on-vimm 9¢4878cf 9-rf xn

ngi nx- 5b775f 498- snm2nm

pl an- or chest r at or - 6df f c4c9b6- p5t 5n
reporti ng- b44f bdf b4- 8fj v5

reposi t ory- 6d555bb4bf - f x| dh

rsysl og-f d694878c- 5t b2c

t 8¢- oper at or - 558bcc758d- 5h8np

t opol ogy- processor - b646b786b- 9skp7
zookeeper - 5f 65b5bf 69- nnbt

Synchronize the system clock.
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To ensure correct display of data, and to support Single Sign-On (SSO) authentication, you need to synchronize the

system clock.

For information, see Synchronizing Time (on page 53) and Single Sign-On Authentication (on page 87).

Verify that the Load Balancer has installed correctly.

To verify the presence of the Load Balancer, execute the command:

kubect| get services -n turbonomc |

You should see output similar to the following:

ngi nx LoadBal ancer 10.10.10. 10 10. 10. 10. 11 443: 32669/ TCP, 80: 32716/ TCP  17h

Configure mediation.

grep LoadBal ancer

The installation script automatically enables a default set of mediation probes. After installation completes, you can

change the set of enabled mediation probes (see Enabling and Disabling Probe Components (on page 84)).

For Workload Optimization Manager to manage your IT environment, it must attach to targets in your environment so
it can perform discovery and execute actions. The combination of the processes of discovery and action execution is
mediation. This release of Workload Optimization Manager supports mediation through the following targets. If you

need to use additional targets that are not in this list, contact Workload Optimization Manager Support.

m  Applications and Databases

— Apache Tomcat 7.x, 8.x, and 8.5.x

— AppDynamics 4.1+

— Applnsights

— Dynatrace 1.1+

— IBM WebSphere Application Server 8.5+
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— Instana, release-209 or later

— JBoss Application Server 6.3+

- JVM 6.0+

—  Microsoft SQL Server 2012, 2014, 2016, 2017, and 2019

—  MySQL 5.6.x and 5.7.x

—  NewRelic

— Oracle 11g R2, 12c, 18c, and 19c

— Oracle WebLogic 12c

Cloud Native

— Kubernetes, including any compliant k8s distribution (Rancher, Tanzu, open source, etc.)
— Cloud-hosted k8s services (AKS, EKS, GKE, IBM, Cisco IKS, ROKS, ROSA, etc.)
— Red Hat OpenShift 3.11 and higher (OCP 4.x)

Fabric and Network

— Cisco UCS Manager 3.1+

— HPE OneView 3.00.04

Guest OS Processes

— SNMP
- WMI: Windows versions 8 / 8.1, 10, 2008 R2, 2012 / 2012 R2, 2016, 2019 and 7
Hyperconverged

— Cisco HyperFlex 3.5

— Nutanix Community Edition
—  VMware vSAN

Hypervisors

—  Microsoft Hyper-V 2008 R2, Hyper-V 2012/2012 R2, Hyper-V 2016, Hyper-V 2019
— VMware vCenter 7.0 and 8.0
Orchestrator

— ActionScript

—  Flexera One

— ServiceNow

Private Cloud

— Microsoft System Center 2012/2012 R2 Virtual Machine Manager, System Center 2016 Virtual Machine
Manager, and System Center Virtual Machine Manager 2019

Public Cloud

— Amazon AWS

— Amazon AWS Billing

— Google Cloud Platform (GCP)

— GCP Billing

—  Microsoft Azure Service Principal
—  Azure Billing

—  Microsoft Enterprise Agreement
Storage

— EMC ScalelO 2.x and 3.x

-  EMC VMAX using SMI-S 8.1+

— EMC VPLEX Local Architecture with 1:1 mapping of virtual volumes and LUNs

—  EMC XtremlO XMS 4.0+

— HPE 3PAR InForm OS 3.2.2+, 3PAR SMI-S, 3PAR WSAPI

—  IBM FlashSystem running on Spectrum Virtualize 8.3.1.2 or later (8.4.2.0 or later recommended)
— NetApp Cluster Mode using ONTAP 8.0+ (excluding AFF and SolidFire)
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—  Pure Storage F-series and M-series arrays
m Virtual Desktop Infrastructure
— VMware Horizon
For information about these targets, see Target Configuration (on page 208).

IMPORTANT:

You should wait until all the platform components have started up, are running, and are fully ready before your first login. If
you try to add a license or add a target to the platform before the components are all ready, the platform can fail to initialize
correctly. After the components start up, in your Web browser, type the static IP address of your Workload Optimization
Manager VM. Your browser redirects the login page for Workload Optimization Manager users.

Log in to the Workload Optimization Manager user interface and set the administrator user account password.

Workload Optimization Manager includes a default user account named adni ni st r at or which has an ADM NI STRATOR
role. As you log in for the first time, you must set your own password for that account. You can create or delete other
accounts with the ADM NI STRATOR role, but your installation of Workload Optimization Manager must always have at least
one account with that role.

In the login page, enter the information as required, and make a note of it.

m Use the default credential for USERNAME: admi ni st rat or.
Type a password for PASSWORD.
The new password must comply with the strong password policy (a mixture of upper- and lower-case letters,
numbers, and a symbol). Only you will know this new password.

m  Type the password again to verify it for REPEAT PASSWORD.

m  Click Create Account.

This is the account you will use to access the Workload Optimization Manager user interface with administrator
permissions. Be sure to save the user interface administrator account credentials in a safe place.

NOTE:

The initial login is always for the default user account named admi ni st r at or which has an ADM NI STRATOR role.
After you have logged in as adni ni st r at or, you can create other user accounts, and you can give them various roles.
For more information about user accounts and roles, see Managing User Accounts (on page 720).

NOTE:

For security reasons, you can create a different account with an ADM NI STRATOR role to serve as the main administrator
of your Workload Optimization Manager installation, and then delete the default adm ni st r at or account. But remember,
you must always have at least one user account with administrator privileges.

Reference: Step-wise Offline Update

NOTE:
The process described here is applicable only to the OVA deployment model.

Complete the following steps to perform a stepwise offline update of your Workload Optimization Manager installation.

1.

Save a snapshot of your current Workload Optimization Manager VM.
Before updating, shut down (not power off) the Workload Optimization Manager VM.

sudo init O

Then, perform a snapshot (or clone the VM). This provides a reliable restore point you can turn to in the event that trouble
occurs during the update. After you have the snapshot, bring the VM back online.

Download and attach the ISO image to the VM that runs Workload Optimization Manager.

Refer to the email you received from Cisco for links to the Workload Optimization Manager OVA file and to the ISO image.
Mount the ISO image by logging in to vCenter.

a. In vCenter, navigate to the Workload Optimization Manager VM.
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b. Right-click the VM and choose Edit Settings.

c. Inthe CD/DVD Drive drop-down menu, select Datastore ISO, then browse to the Workload Optimization Manager
update ISO image and choose it.

d. Ensure that Connect at power on is selected.

4. Log in to the Workload Optimization Manager VM.
Use SSH to log in to the Workload Optimization Manager VM using the turbo account and password.
5.  Mount the ISO image.
sudo nount /dev/cdrom/mt/iso
6. Verify the correct version of the ISO image is mounted.
I's /mt/iso
Verify that the ISO image contains the correct version for your update.
7. Load the latest Docker images.
sudo /mt /i so/ turbol oad. sh
This script loads all the images to the Workload Optimization Manager instance. If the load is successful, it displays a
message similar to:
The t8c upgrade iso has been nounted
| mage check:
kkkhkkkhkkhkkhkkhkhkhkkhkhkkhhkkhkkhkkkhkhkkhkkkk*
Al'l images have been | oaded
kkkhkkkhkkhkkhkkhkhkhkkhkhkkhhkkhkkhkkkhkhkkhkkkk*
If the load does not succeed, the script lists any images that did not load, along with instructions to load them manually.
8. Run the following command as a single line command to update Workload Optimization Manager.
/mt/isol/turboupgrade.sh | tee \
[ opt/turbonom c/t8c_upgrade_$(date +%r-%n %l_%1 ¥M %5) .| og
Wait until the script is finished.
9. Verify that you are running the correct version of MariaDB.
For this version of the product, Workload Optimization Manager supports MariaDB, version 10.5.18. Even after updating to
this Workload Optimization Manager version, it is possible that your installation is running an earlier version of MariaDB.
While still in the SSH session, check the MariaDB version.
nysqgl -u root --password=my_pwd -e "SHOW VARI ABLES LIKE 'version';"
The output should be similar to:
S e e o +
| Variable_name | Val ue |
S e e o +
| version | 10.5.18-Mari aDB |
S e e o +
If the MariaDB version is earlier than 10.5.18, you must update your MariaDB. For complete instructions and information,
see Verifying your MariaDB Version (on page 55).
10. Unmount the ISO image.
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sudo unount /dev/cdrom

11. Clear your browser data and refresh your browser.

After clearing the browser data and refreshing your browser, you have full access to Workload Optimization Manager
features. However, features that rely on current analysis data will not be available until after a full market cycle — usually 10
minutes. For example, the Pending Actions charts will not show any actions until after a full market cycle.

12. Optionally, enable new probes in your environment.

NOTE:

As Workload Optimization Manager evolves, the set of delivered probes change. Also, from one version to the next, the set
of probes that are enabled by default can change. When you update to a new version, the update does not change your
probe configuration. An update to a newer version does not automatically enable any new probes in your deployment. If
you want to take advantage of new probes in an update, then you must enable them manually.

For steps to enable new probes in your updated version, see Enabling and Disabling Probe Components (on page 84).
Use these steps to edit the platform's cr.yaml file.

NOTE:
During the online or offline upgrade process, you should not apply these changes at this time.

13. Verify that the Workload Optimization Manager application installed correctly.
kubect!| get pods -n turbonomc

After all of the pods start up, the READY column should read 1/ 1, 2/ 2, and so on and the STATUS column should read
Runni ng for each pod.

14. Notify other users to clear their browser data and refresh their Workload Optimization Manager browser sessions.

Reference: Working with YAML Files

YAML is the primary file format to create and configure resources on kubernetes, including everything to do with the Workload
Optimization Manager platform. The Custom Resource YAML provides a convenient, single place to define the majority of
configuration details for Workload Optimization Manager. General rules for edits include:

m  Always uses spaces, not tabs, for all indentation. Since spacing and indentations matter, and can yield an invalid result
or a parameter completely skipped over, you should work with YAML files with an editor that supports using vertical lines
associated with indentations to visually spot a misalignment. If your editor of choice makes this difficult, you can use the
linux expand utility when you're done, to convert tabs to equivalent spaces.

Indention uses two spaces per level.
Be careful to keep the same indentation for all properties in a given section.

Never use the same property name twice in the same section. Doing this will render the YAML file invalid, though you will
likely not see any notification of a problem. Rather, all but one of the property definitions will be silently ignored.

Spacing matters

For the Workload Optimization Manager Custom Resource, indentation defines where parameters are applied (globally or to
specific components), so ensure you line up the text appropriately. The following example shows examples of specifications
that are applied at a global level ({“spec”:{“global ":[{“tag”:"8.6.4"}]}}) which sets the container image tag
for all instances. Then indented we see properties that are global for the remote database ({ “ spec”: {“properties”:
{"global":[{“dbPort”:"6033"}]}}}) describes a property of dbPort that would be set for remote DB connections.
Each line is indented two spaces from the higher level.

spec:
gl obal :
repository: turbonomc
tag: 8.6.4

properties:
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gl obal :

dbPort: 6033

kubet ur bo:

enabl ed: true

aws:

enabl ed: true

Combine properties correctly

A YAML file is read top down, and if there are different parameters that apply to the same component, they need to be
combined. The following example shows a YAML where properties for the ui component of image tag and memory limit

resources.

spec:
gl obal :

repository: turbononmc

tag: 8.6.4
ui:
i mage:
tag: 8.0.5
properties:
gl obal :

dbPort: 6033

kubet ur bo:
enabl ed: true
aws:
enabl ed: true
ui :
resour ces:
limts:

menory: 4G

This YAML will not set both image tag and memory limit resources for the Ui component because they are set in two different
sections. The memory limits would be applied since that is the last section to be read, and it would overwrite the first set of
properties with the image tag. The following YAML will set both image tag and memory limit resources for the ui component:

spec:
gl obal :

repository: turbonomc

tag: 8.6.4
ui
i mage:
tag: 8.0.5
resour ces:
limts:

menory: 4G

properties:

gl obal :
dbPort: 6033
kubet ur bo:
enabl ed: true
aws:

enabl ed: true
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Thank you for choosing Workload Optimization Manager, the premier solution for Application Resource Management (ARM) of
cloud and virtual environments.

Application Resource Management is a top-down, application-driven approach that continuously analyzes applications'
resource needs and generates fully automatable actions to ensure applications always get what they need to perform. It runs
24/7/365 and scales with the largest, most complex environments.

To perform Application Resource Management, Workload Optimization Manager represents your environment holistically as a
supply chain of resource buyers and sellers, all working together to meet application demand. By empowering buyers (VMs,
instances, containers, and services) with a budget to seek the resources that applications need to perform, and sellers to price
their available resources (CPU, memory, storage, network) based on utilization in real-time, Workload Optimization Manager
keeps your environment within the desired state — operating conditions that achieve the following conflicting goals at the same
time:

m  Assured application performance

Prevent bottlenecks, upsize containers/VMs, prioritize workload, and reduce storage latency.
m Efficient use of resources

Consolidate workloads to reduce infrastructure usage to the minimum, downsize containers, prevent sprawl, and use the
most economical cloud offerings.

Workload Optimization Manager is a containerized, microservices architected application running in a Kubernetes environment
(or within a VM) on your network or a public cloud VPC. You then assign services running on your network to be Workload
Optimization Manager targets. Workload Optimization Manager discovers the entities (physical devices, virtual components and
software components) that each target manages, and then performs analysis, anticipates risks to performance or efficiency, and
recommends actions you can take to avoid problems before they occur.

How Workload Optimization Manager Works

To keep your infrastructure in the desired state, Workload Optimization Manager performs Application Resource Management.
This is an ongoing process that solves the problem of assuring application performance while simultaneously achieving the most
efficient use of resources and respecting environment constraints to comply to business rules.

This is not a simple problem to solve. Application Resource Management has to consider many different resources and how
they are used in relation to each other, and numerous control points for each resource. As you grow your infrastructure, the
factors for each decision increase exponentially. On top of that, the environment is constantly changing — to stay in the desired
state, you are constantly trying to hit a moving target.

To perform Application Resource Management, Workload Optimization Manager models the environment as a market made up
of buyers and sellers. These buyers and sellers make up a supply chain that represents tiers of entities in your inventory. This
supply chain represents the flow of resources from the datacenter, through the physical tiers of your environment, into the virtual
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tier and out to the cloud. By managing relationships between these buyers and sellers, Workload Optimization Manager provides
closed-loop management of resources, from the datacenter, through to the application.

See Supply Chain of Entities (on page 140) for a visual layout of the buyer and seller relationships.

Workload Optimization Manager uses Virtual Currency to give a budget to buyers and assign cost to resources. This virtual
currency assigns value across all tiers of your environment, making it possible to compare the cost of application transactions
with the cost of space on a disk or physical space in a data center.

The price that a seller charges for a resource changes according to the seller’s supply. As demand increases, prices increase.
As prices change, buyers and sellers react. Buyers are free to look for other sellers that offer a better price, and sellers can
duplicate themselves (open new storefronts) to meet increasing demand. Workload Optimization Manager uses its Economic
Scheduling Engine to analyze the market and make these decisions. The effect is an invisible hand that dynamically guides your
IT infrastructure to the optimal use of resources.

To get the most out of Workload Optimization Manager, you should understand how it models your environment, the kind of
analysis it performs, and the desired state it works to achieve.

The Desired State

Del )
o Desired
Q0% - Acceptable Delay otate
—— Efficiency -

flax Utilization

Utilization

The goal of Application Resource Management is to assure performance while maintaining efficient use of resources. When
performance and efficiency are both maintained, the environment is in the desired state. You can measure performance as a
function of delay, where zero delay gives the ideal QoS for a given service. Efficient use of resources is a function of utilization
where 100% utilization of a resource is the ideal for the most efficient utilization.

If you plot delay and utilization, the result is a curve that shows a correlation between utilization and delay. Up to a point, as you
increase utilization, the increase in delay is slight. There comes a point on the curve where a slight increase in utilization results
in an unacceptable increase in delay. On the other hand, there is a point in the curve where a reduction in utilization doesn’t
yield a meaningful increase in QoS. The desired state lies within these points on the curve.

You could set a threshold to post an alert whenever the upper limit is crossed. In that case, you would never react to a problem
until delay has already become unacceptable. To avoid that late reaction you could set the threshold to post an alert before
the upper limit is crossed. In that case, you guarantee QoS at the cost of over-provisioning — you increase operating costs and
never achieve efficient utilization.

Instead of responding after a threshold is crossed, Workload Optimization Manager analyzes the operating conditions and
constantly recommends actions to keep the entire environment within the desired state. If you execute these actions (or
let Workload Optimization Manager execute them for you), the environment will maintain operating conditions that assure
performance for your customers, while ensuring the lowest possible cost thanks to efficient utilization of your resources.

The Market and Virtual Currency

To perform Application Resource Management, Workload Optimization Manager models the environment as a market, and uses
market analysis to manage resource supply and demand. For example, bottlenecks form when local workload demand exceeds
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the local capacity — in other words, when demand exceeds supply. By modeling the environment as a market, Workload
Optimization Manager can use economic solutions to efficiently redistribute the demand or increase the supply.

Workload Optimization Manager uses two sets of abstraction to model the environment:

m  Modeling the physical and virtual IT stack as a service supply chain
The supply chain models your environment as a set of managed entities. These include applications, VMs, hosts, storage,
containers, availability zones (cloud), and data centers. Every entity is a buyer, a seller, or both. A host machine buys
physical space, power, and cooling from a data center. The host sells resources such as CPU cycles and memory to VMs.
In turn, VMs buy host services, and then sell their resources (VMem and VCPU) to containers, which then sell resources to
applications.
See Supply Chain of Entities (on page 140) for a visual layout of the buyer and seller relationships.
m Using virtual currency to represent delay or QoS degradation, and to manage the supply and demand of services along the
modeled supply chain
The system uses virtual currency to value these buy/sell transactions. Each managed entity has a running budget —
the entity adds to its budget by providing resources to consumers, and the entity draws from its budget to pay for the
resources it consumes. The price of a resource is driven by its utilization — the more demand for a resource, the higher its
price.
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These abstractions open the whole spectrum of the environment to a single mode of analysis — market analysis. Resources
and services can be priced to reflect changes in supply and demand, and pricing can drive resource allocation decisions. For
example, a bottleneck (excess demand over supply) results in rising prices for the given resource. Applications competing for

the

same resource can lower their costs by shifting their workloads to other resource suppliers. As a result, utilization for that

resource evens out across the environment and the bottleneck is resolved.
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Risk Index

Workload Optimization Manager tracks prices for resources in terms of the Risk Index. The higher this index for a resource, the
more heavily the resource is utilized, the greater the delay for consumers of that resource, and the greater the risk to your QoS.
Workload Optimization Manager constantly works to keep the Risk Index within acceptable bounds.

You can think of Risk Index as the cost for a resource — Workload Optimization Manager works to keep the cost at a competitive
level. This is not simply a matter of responding to threshold conditions. Workload Optimization Manager analyzes the full range
of buyer/seller relationships, and each buyer constantly seeks out the most economical transaction that is available.

This last point is crucial to understanding Workload Optimization Manager. The virtual environment is dynamic, with constant
changes to workload that correspond with the varying requests your customers make of your applications and services. By
examining each buyer/seller relationship, Workload Optimization Manager arrives at the optimal workload distribution for the
current state of the environment. In this way, it constantly drives your environment toward the desired state.

NOTE:

The default Workload Optimization Manager configuration is ready to use in many environments. However, you can fine-tune
the configuration to address special services and resources in your environment. Workload Optimization Manager provides a full
range of policies that you can set to control how the software manages specific groups of entities. Before you make such policy
changes, you should understand default Workload Optimization Manager operation. For more information about policies, see
Working With Policies (on page 177).

The Workload Optimization Manager Supply Chain

Workload Optimization Manager models your environment as a market of buyers and sellers. It discovers different types of
entities in your environment via the targets you have added, and then maps these entities to the supply chain to manage the
workloads they support. For example, for a hypervisor target, Workload Optimization Manager discovers VMs, the hosts and
datastores that provide resources to the VMs, and the applications that use VM resources. For a Kubernetes target, it discovers
services, namespaces, containers, container pods, and nodes. The entities in your environment form a chain of supply and
demand where some entities provide resources while others consume the supplied resources. Workload Optimization Manager
stitches these entities together, for example, by connecting the discovered Kubernetes nodes with the discovered VMs in
vCenter.

For information about specific members of the supply chain, see Supply Chain of Entities (on page 140).

Supply Chain Terminology

Cisco introduces specific terms to express IT resources and utilization in terms of supply and demand. These terms are largely
intuitive, but you should understand how they relate to the issues and activities that are common for IT management.

Term: Definition:

Commodity The basic building block of Workload Optimization Manager supply and demand. All the
resources that Workload Optimization Manager monitors are commodities. For example, the
CPU capacity or memory that a host can provide are commodities. Workload Optimization
Manager can also represent clusters and segments as commodities.

When the user interface shows commodities, it’'s showing the resources a service provides.
When the interface shows commodities bought, it’'s showing what that service consumes.

Composed Of The resources or commodities that make up the given service. For example, in the user
interface you might see that a certain VM is composed of commodities such as one or more
physical CPUs, an Ethernet interface, and physical memory.

Contrast Composed Of with Consumes, where consumption refers to the commodities the VM
has bought. Also contrast Composed Of with the commodities a service offers for sale. A host
might include four CPUs in its composition, but it offers CPU Cycles as a single commodity.

Consumes The services and commodities a service has bought. A service consumes other commaodities.
For example, a VM consumes the commodities offered by a host, and an application consumes
commodities from one or more VMs. In the user interface you can explore the services that
provide the commodities the current service consumes.
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Term:

Definition:

Entity

A buyer or seller in the market. For example, a VM or a datastore is an entity.

Environment

The totality of data center, network, host, storage, VM, and application resources that you are
monitoring.

Inventory

The list of all entities in your environment.

Risk Index

A measure of the risk to Quality of Service (QoS) that a consumer will experience. The higher
the Risk Index on a provider, the more risk to QoS for any consumer of that provider’s services.

For example, a host provides resources to one or more VMs. The higher the Risk Index on the
provider, the more likely that the VMs will experience QoS degradation.

In most cases, for optimal operation the Risk Index on a provider should not go into double
digits.

Workload O

ptimization Manager Targets

End-of-life (EOL) notice: When a specific release or version of an integration partner technology reaches end-of-life (EOL)
or its end of support date, Workload Optimization Manager no longer provides support for that version. Workload Optimization
Manager follows integration partners' official EOL timeline for version support. Targeting a non-supported version, or one that is

no longer supported by the ven

dor, is at your own risk.

You can assign instances of the following technologies as Workload Optimization Manager targets.

m  Applications and Databases

— Apache Tomcat 7.x, 8
— AppDynamics 4.1+

— Applnsights

— Dynatrace 1.1+

— IBM WebSphere Appli

.X, and 8.5.x

cation Server 8.5+

— Instana, release-209 or later
— JBoss Application Server 6.3+

- JVM 6.0+
— Microsoft SQL Server

2012, 2014, 2016, 2017, and 2019

— MySQL 5.6.x and 5.7.x

—  NewRelic

— Oracle 11g R2, 12c, 1

— Oracle WebLogic 12c
m  Cloud Native

— Kubernetes, including

8c, and 19¢c

any compliant k8s distribution (Rancher, Tanzu, open source, etc.)

— Cloud-hosted k8s services (AKS, EKS, GKE, IBM, Cisco IKS, ROKS, ROSA, etc.)

— Red Hat OpenShift 3.1
m  Fabric and Network

— Cisco UCS Manager 3

— HPE OneView 3.00.04
m  Guest OS Processes

- SNMP

1 and higher (OCP 4.x)

1+

- WMI: Windows versions 8 / 8.1, 10, 2008 R2, 2012 / 2012 R2, 2016, 2019 and 7

m Hyperconverged
— Cisco HyperFlex 3.5

— Nutanix Community Edition
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—  VMware vSAN
m  Hypervisors

— Microsoft Hyper-V 2008 R2, Hyper-V 2012/2012 R2, Hyper-V 2016, Hyper-V 2019
— VMware vCenter 7.0 and 8.0
m  Orchestrator
— ActionScript
— Flexera One
—  ServiceNow
m  Private Cloud
—  Microsoft System Center 2012/2012 R2 Virtual Machine Manager, System Center 2016 Virtual Machine Manager, and
System Center Virtual Machine Manager 2019
m  Public Cloud

— Amazon AWS

—  Amazon AWS Billing

— Google Cloud Platform (GCP)

- GCP Billing

—  Microsoft Azure Service Principal

—  Azure Billing

—  Microsoft Enterprise Agreement
m Storage

—  EMC ScalelO 2.x and 3.x
- EMC VMAX using SMI-S 8.1+
— EMC VPLEX Local Architecture with 1:1 mapping of virtual volumes and LUNs
- EMC XtremIO XMS 4.0+
— HPE 3PAR InForm OS 3.2.2+, 3PAR SMI-S, 3PAR WSAPI
—  IBM FlashSystem running on Spectrum Virtualize 8.3.1.2 or later (8.4.2.0 or later recommended)
—  NetApp Cluster Mode using ONTAP 8.0+ (excluding AFF and SolidFire)
—  Pure Storage F-series and M-series arrays
m  Virtual Desktop Infrastructure

—  VMware Horizon

Resource Descriptions

To perform intelligent workload balancing, Workload Optimization Manager collects raw data from its target servers -
hypervisors, cloud management stacks, public cloud accounts, etc. Workload Optimization Manager polls its targets at 10-
minute intervals to collect the latest data samples. It then uses these 10-minute data points for analysis and to display data in
the GUI.

The way Workload Optimization Manager collects host memory data from vCenter Server illustrates how this works. vCenter
Server collects peak metrics from its managed VMs at 20-second intervals. Every ten minutes Workload Optimization Manager
polls vCenter Server to collect its last round of data samples (30 samples in 10 minutes). To track a VM's utilization of host
memory, Workload Optimization Manager requests memory.active data samples from vCenter. From that polling, Workload
Optimization Manager can track:

m  Peak Memory Utilization - Workload Optimization Manager uses the greatest value in each polling sample. This gives the
highest percentage of active memory utilization for the selected VM (or group of VMs), calculated over the selected time
period. For a maximum value, Workload Optimization Manager uses the highest observed active memory value in the data
sample.

m  Average Memory Utilization - Workload Optimization Manager averages all the values in each polling sample.
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NOTE:

The above example describes utilization calculations for on-prem entities. For workloads on the public cloud, Workload
Optimization Manager includes the Aggressiveness and Max Observation Period settings to calculate a percentile of
utilization. By using a percentile, Workload Optimization Manager can recommend more relevant actions to take advantage of

elasticity on the public cloud.

The following table lists the metrics Workload Optimization Manager collects, and includes details about how they are collected
or measured. When the Workload Optimization Manager user interface plots charts of clusters or groups of devices, these
charts show the average of the percentage of allocated resources that are used.

Resource:

Description:

1- 2- 4-CPU Rdy

Wait time in the ready queue on the host, measured in ms. Workload Optimization Manager
monitors 1-CPU, 2-CPU, 4-CPU, up to 32-CPU ready queues on hosts. Charts show 1 - 4
CPU values. The charts show the percentage allocated ready queue capacity that is in use on
the host. For host charts, this is a measure of the total ready queue wait time for all the VMs
running on that host.

Balloon

Ballooning capacity on the PM, measured in KBytes. This capacity is the greater of:

m  65% of the VMem configured for all powered-on VMs that the PM hosts
m The physical memory capacity of the PM
Charts show the percentage of the PM’s ballooning capacity that is in use.

Buffer

For network environments that support buffered switch ports (Arista networks), this resource
measures utilization of a port buffer. For example, if a host connects to the network through
port 1 on a switch, and that port has enough traffic to cause packet buffering, this resource will
show utilization.

Connection

Connection is the measurement of Database Server connections utilized by applications.

Workload Optimization Manager collects connection data from Database Servers discovered
via Databases, APM, and Cloud targets. When you set the scope to one or several Database
Servers, the data that Workload Optimization Manager collected displays in the Connection
chart.

For details, see Connection Chart (on page 657).

Cooling

Allocated cooling indicates the highest acceptable running temperature for a physical device,
such as a chassis in a compute fabric.

CPU

Host CPU capacity, measured in MHz. This shows what percentage of CPU cycles are devoted
to processing instructions.
m  Host charts show the percentage of the host’s CPU capacity that is in use.

m VM charts show the percentage of the host’s CPU capacity that is consumed by the given
VM.

DB Cache Hit Rate

DB cache hit rate is the measurement of Database Server accesses that result in cache
hits, measured as a percentage of hits versus total attempts. A high cache hit rate indicates
efficiency.

Workload Optimization Manager collects cache hit rate data from Database Servers discovered
via Databases, APM, and Cloud targets. When you set the scope to one or several Database
Servers, the data that Workload Optimization Manager collected displays in the DB Cache Hit
Rate chart.

For details, see DB Cache Hit Rate Chart (on page 658).

Database Memory
(DBMem)

Database memory (or DBMem) is the measurement of memory utilized by a Database Server.

Workload Optimization Manager collects memory data from Database Servers discovered via
Databases and APM targets. When you set the scope to one or several Database Servers, the
data that Workload Optimization Manager collected displays in the DB Memory chart.

For details, see DB Memory Chart (on page 659).
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Resource:

Description:

FlowO — InProvider Flow

For measuring network flow, the flow that is within a single provider — For example, the network
flow between VMs that are hosted by the same physical machine. This measures network flow
between consumers that are on the same set of closely connected providers. Charts show the
percentage of capacity that is utilized. Note that Workload Optimization Manager assumes an
unlimited supply of InProvider Flow because this flow does not go across the physical network.

Flow1 — InDPOD Flow

For measuring network flow, the flow that is local to the given DPOD. This measures network
flow between consumers that are on the same set of closely connected providers. Charts show
the percentage of capacity that is utilized.

Flow2 — CrossDPOD Flow

For measuring network flow, the flow that is between different DPODs. This measures network
flow between consumers that are on different sets of closely connected providers. Charts show
the percentage of capacity that is utilized.

Heap Heap is the portion of a VM or container’s memory allocated to individual applications.
Workload Optimization Manager collects heap data from Application Components discovered
via Applications and APM targets. When you set the scope to one or several Application
Components, the data that Workload Optimization Manager collected displays in the Heap
chart.

For details, see Heap Chart (on page 660).

HotStorage For Nutanix platforms, the storage capacity on the server-attached flash.

10 Data rate through the host’s 10 adapter, measured in KBytes/sec.

m Datacenter charts show the average percentage of the host IO capacity that is in use, for
all the hosts in the datacenter.
m  Host charts show the percentage of the host’s total IO capacity that is in use.

IOPS See 'Storage access'.

Latency Allocated capacity for latency on a datastore. This measures the latency experienced by all
VMs and hosts that access the datastore. Charts show the percentage of allocated latency that
is in use on the datastore.

Mem Host memory, measured in Kbytes.

m Host charts show the percentage of the host’s memory that is in use.
m VM charts show the percentage of the host’s memory that is consumed by the given VM.

NET Data rate through the host’s Network adapter, measured in Kbytes/sec.

m Datacenter charts show the average percentage of the host NET capacity that is used for
all the hosts in the datacenter.

m  Host charts show the percentage of the host’s total NET capacity that is in use.

Normalization factor (AWS
only)

Normalization factor is a measure of Rl capacity that you can use to compare or combine the
capacity for different instance families.

Workload Optimization Manager measures Rl coverage in terms of normalization factors. It
compares the number of RIs calculated as normalization factors that cover workload capacity
with the total number of normalization factors for a given Workload Optimization Manager
scope. Each workload is assigned normalized units depending on its instance type.

AWS normalization factor and Azure reservation ratio are equivalent concepts.

Power

A measure of the power that is consumed by a physical device.

Reservation ratio (Azure
only)

Ratio refers to the number of Azure reservation units that cover workload capacity compared to
the total number of reservation units for a given Workload Optimization Manager scope. Each
workload is assigned reservation units based on its instance type.
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Resource:

Description:

Reservation ratio information appears in the tooltips of cloud discount charts. Information about
the Azure instance types and their reservation workloads is provided in the Discount Inventory
chart.

Azure reservation ratio and AWS normalization factor are equivalent concepts.

Remaining GC Capacity

Remaining GC capacity is the measurement of Application Component uptime that is not spent
on garbage collection (GC).

Workload Optimization Manager collects GC data from Application Components discovered

via Applications and APM targets, and then uses that data to calculate remaining GC capacity.
When you set the scope to one or several Application Components, the capacity that Workload
Optimization Manager calculated displays in the Remaining GC Capacity chart.

For details, see Remaining GC Capacity Chart (on page 662).

Response Time

Response Time is the elapsed time between a request and the response to that request.
Response Time is typically measured in seconds (s) or milliseconds (ms).

Workload Optimization Manager collects response time data from entities discovered via
Applications, Databases, and APM targets. Entities include Business Applications, Business
Transactions, Services, Application Components, and self-hosted Database Servers. When you
set the scope to any of these entities, the data that Workload Optimization Manager collected
displays in the Response Time chart.

For details, see Response Time Chart (on page 663).

Risk Index

A measure of the impact on Quality of Service (QoS) that a consumer will experience. The
higher the Risk Index on a provider, the more risk to QoS for any consumer of that provider’s
services.

For all the resources that impact performance or risk, charts show the Risk Index for the most
utilized resource of a given entity. For example, if a host has a Risk Index of 6 for MEM and 12
for CPU, the chart will show the higher value.

Storage access

Storage access, also known as IOPS, is the per-second measurement of read and write access
operations on a storage entity.

Workload Optimization Manager collects storage access data from VMs, Database Servers, and
storage entities discovered via cloud, on-prem, and storage targets. When you set the scope to
these entities, the data that Workload Optimization Manager collected displays in the Storage
Access chart.

For details, see Storage Access Chart (on page 666).

Storage amount

Storage amount is the measurement of storage capacity utilized by a given entity.

Workload Optimization Manager collects storage amount data from VMs, Database Servers,
and storage entities discovered via cloud, on-prem, and storage targets. When you set the
scope to these entities, the data that Workload Optimization Manager collected displays in the
Storage Amount chart.

For details, see Storage Amount Chart (on page 668).

Swap The rate of memory swapping to disk, in bytes per second. The default capacity is 5,000,000
Byte/sec.
Threads Threads is the measurement of thread capacity utilized by applications.

Workload Optimization Manager collects thread data from Application Components discovered
via Applications and APM targets. When you set the scope to one or several Application
Components, the data that Workload Optimization Manager collected displays in the Threads
chart.

For details, see Threads Chart (on page 669).

Transaction log

Transaction log is the measurement of storage capacity utilized by Database Servers for
transaction logging.
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Resource:

Description:

Workload Optimization Manager collects transaction log data from Database Servers
discovered via Databases and APM targets. When you set the scope to one or several
Database Servers, the data that Workload Optimization Manager collected displays in the
Transaction Log chart.

For details, see Transaction Log Chart (on page 672).

Transactions

Transaction is a value that represents the per-second utilization of the transactions allocated to
a given entity.

Workload Optimization Manager collects transaction data from entities discovered via
Applications, Databases, and APM targets. Entities include Business Applications, Business
Transactions, Services, Application Components, and self-hosted Database Servers. When you
set the scope to any of these entities, the data that Workload Optimization Manager collected
displays in the Transaction chart.

For details, see Transaction Chart (on page 670).

VCPU

The allocated CPU capacity, measured in MHz. Charts show the percentage of VCPU cycles
that are devoted to processing instructions.

Virtual storage

Virtual storage is the measurement of virtual storage capacity utilized by VMs.

Workload Optimization Manager collects virtual storage data from VMs discovered via on-
prem and APM targets. When you set the scope to one or several VMs, the data that Workload
Optimization Manager collected displays in the Virtual Storage chart.

For details, see Virtual Storage Chart (on page 673).

VMem

The allocated memory capacity, measured in Kbytes. Charts show the percentage of VMem
that is in use.

Note that percentages of allocated VMem are measured against whichever is the less of:

The VMem limit (if set) or the allocated VMem capacity. This is also true in reports and
recommended actions. For example, assume a VM with allocated VMem of 8 GB, but a limit of
4 GB. In this case, the percentage in a chart shows the percentage utilized of 4GB.
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To get started with the platform, open a web browser to your Workload Optimization Manager installation. The Workload
Optimization Manager platform serves the user interface to your browser, where you can log in and get started managing
your environment. In this way, you can access the unique capabilities of Workload Optimization Manager from any internet
connection.

Logging In to Workload Optimization Manager

To get started with the platform, open a web browser to your Workload Optimization Manager installation. The Workload
Optimization Manager platform serves the user interface to your browser, where you can log in and get started managing
your environment. In this way, you can access the unique capabilities of Workload Optimization Manager from any internet
connection.

Before you can log in, your enterprise must have a valid Workload Optimization Manager account, or an instance of Workload
Optimization Manager must be installed in your environment. To get the IP address of your Workload Optimization Manager
installation, contact your system administrator.

To log in to Workload Optimization Manager:
1. Navigate your Web browser to the Workload Optimization Manager installation.

For the URL, provide the IP address or machine name for the installation. This URL opens the Workload Optimization
Manager Login page. You should bookmark this URL for future use.

2. Provide the user name and password for your account.

Your system administrator creates user accounts. Contact your system administrator for login information.

After you log in, the browser opens to the Home Page (on page 124). This page is your starting point for sessions with the
Workload Optimization Manager platform. From the Home Page you can see the overviews of your environment.

To display this information, Workload Optimization Manager communicates with target services such as hypervisors, storage
controllers, and public cloud accounts. Note that your Workload Optimization Manager administrator sets up the target
configuration. For information about supported targets and how to configure them, see Target Configuration (on page 208).
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The Home Page

When you launch Workload Optimization Manager, the Home Page is the first view you see. From there you can:
m  Choose a View to see overviews of your environment:

— APPLICATION - See your environment in the context of your Business Applications (on page 384).

— ON-PREM - See details for the on-prem environment. Notice that the Supply Chain excludes cloud entities and only
shows the entities that are on-prem.

— CLOUD - See details for the cloud environment, including pending actions, a listing of your cloud accounts by cost, the
locations of cloud datacenters that you are using, estimated costs, and other cost-related information.

m  Use the Supply Chain Navigator to inspect lists of entities

Click an entity tier in the Supply Chain to see a list of those entities. For example, click Virtual Machine to see a list of all the
VMs in your environment.

m Navigate to other Workload Optimization Manager pages, including:

— Search - Set the session scope to drill down to details about your environment
— Plan - Run what-if scenarios

— Place - Use Workload Optimization Manager to calculate the best placement for workloads, and execute the
placement at the time you specify

— Dashboards - Set up custom views with charts that focus on specifics in your environment

— Settings - Configure Workload Optimization Manager to set up business rules and policies, configure targets, define
groups, and perform other administrative tasks

Getting Home

Wherever you are in your Workload Optimization Manager session, you can always click the Home icon to return to the Home
Page.

APPLICATION View

The APPLICATION view presents your environment in the context of your Business Applications (on page 384). See the
overall health of your applications, examine any performance and compliance risks, and execute the actions that Workload
Optimization Manager recommends to address these risks.
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This view also shows the Business Transactions (on page 386) and Services (on page 389) that make up your Business

Applications. You can see finer details and set SLOs at these levels of the application model.

NOTE:

If certain application entities do not stitch into the supply chain infrastructure for some reason, Workload Optimization Manager
displays them in both the ON-PREM and the CLOUD views. Once Workload Optimization Manager can stitch them into the

infrastructure, it classifies them according to the class of the infrastructure and displays them in the correct views.

ON-PREM View

When you set your session to the Global Scope, you can then select the ON-PREM view. This shows an overview of your on-
prem environment. If you don't have any workload on the public cloud, then you should use this as your starting point for a
Workload Optimization Manager session. If you have a hybrid environment (on-prem and on the public cloud), then you can
refer to this view to see a detailed on-prem overview.
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The Supply Chain shows all the on-prem entities in your environment. The charts show details about your environment,
including:

m  Overviews of pending actions

When appropriate, the overview includes estimated one-time savings or costs associated with the actions.
m  Top Cluster utilization

See a list of the most utilized clusters. The chart shows these clusters, along with a count of actions for each. To drill down

into the cluster details, click the cluster name. To see and execute the specific actions, click the ACTIONS button for that
cluster. To see all the clusters in your environment, click SHOW ALL.

m  Optimized Improvements
Compare current resource utilization with the utilization you would see if you choose to execute all the pending actions.
m  Action history

You can see a history of all actions that have been recommended and executed, or of just the actions that have been
accepted and executed.

CLOUD View

When you set your session to the Global Scope, you can then select the CLOUD view. This shows an overview of your

cloud environment. If all your workload is on the public cloud, then you should use this as your starting point for a Workload
Optimization Manager session. If you have a hybrid environment (on-prem and on the public cloud), then you can refer to this
view to see a detailed cloud overview.

To view cloud cost information, you must have one or more public cloud targets set up in your Workload Optimization Manager

installation. For information about setting up public cloud targets, see Cloud Targets (on page 306).

In addition, to view full cost information in AWS, you must have created a Cost and Usage report in your AWS account and you

must store it in an S3 bucket.
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In this view, the Supply Chain shows all the cloud entities in your environment. The charts show details about your cloud
environment, including:

m  Overviews of pending actions
The overview includes the estimated monthly savings or cost associated with those actions.
m  Top Accounts utilization

See a list of the most utilized public cloud accounts. The chart shows these accounts, along with an estimate of the
monthly cost for each. To see all the cloud accounts in your environment, click SHOW ALL.

m  Necessary Investments and Potential Savings
For the current set of pending actions, these charts show the impact in dollar value. Necessary Investments are from

actions to provision more workloads or to resize workloads up. Potential Savings are from actions to resize down, or to
purchase discounts and put them into active use.

Charts that show your current discounts. For details, see Discounts (on page 129).
Billed Cost by Service

This chart shows costs over time for each cloud service that you use in your cloud accounts. For example, you can see the
cost for AWS CloudWatch, compared to the cost for AWS S3 storage.

Tracking Cloud Cost

Workload Optimization Manager tracks your cloud spend based on the cost information it discovers from targets (for example,
accounts, billing reports, and on-demand or discount costs), price adjustments (on page 712), and rate cards.

Cost for Services

Workload Optimization Manager uses the billing reports from your cloud service providers, as they are associated with your
cloud targets. Workload Optimization Manager parses these reports to get cost breakdowns by service, service provider, Azure
Resource Group, and cloud account. You can see cost data in charts such as:

m  Cloud Estimated Cost

m  Cost Breakdown by Cloud Accounts, Component, or Service Provider

m  Expenses

Workload Expenses

Workloads are the VMs running in your environment, or other hosted processes such as database servers and containers.
Workload Optimization Manager tracks the following expenses for your workloads:

m  Compute
For compute expenses Workload Optimization Manager uses hourly expense per template as specified in the associated
public cloud account.

m Storage
Workload Optimization Manager discovers the storage tier that supports a given workload, and uses the tier pricing to
calculate storage cost.

m License
For AWS environments, Workload Optimization Manager can calculate OS costs. To calculate the OS cost for a VM,

Workload Optimization Manager subtracts the template cost from the published workload cost. It assumes the difference is
the license cost for that workload. If the OS is open source, then there will be no difference, and license cost is zero.

For Azure environments, Workload Optimization Manager can track OS costs for existing VMs. For actions to purchase
reservations, Workload Optimization Manager does not include the OS cost. For more information about Azure reservations,
see Azure Enterprise Agreements (on page 718).

m |P
For some workloads, you might use IP services that incur a cost. For example, your cloud provider might charge to grant

a static IP to a VM. On AWS environments Workload Optimization Manager can include that cost in its calculation and
analysis.

Workload Optimization Manager 3.6.5 Full Documentation 127



Getting Started

Workload Optimization Manager uses this cost information when making scaling decisions, both in real time and in plans. You
can see this information in Expenses charts and in the results of Migrate to Cloud plans.

Workload Optimization Manager uses this cost information when making VM resize and placement decisions. You can see this
information in Expenses charts.

Costs for Dedicated Tenancy on AWS

When you create VMs on AWS, you can specify their tenancy. When you specify Dedicated Tenancy (DT), the VMs you create
are Amazon EC2 instances running on hardware that is dedicated to a single customer. To understand DT in the context of
Workload Optimization Manager, you should consider:

m  For AWS, the Workload Optimization Manager supply chain shows an Availability Zone as a Host. The supply chain
does not indicate whether certain VMs have tenancy dedicated to specific resources in the given availability zone. Also,
Workload Optimization Manager does not discover or show the costs for dedicated hosting of your workloads.

m  Pricing for DT workloads is different than pricing for Shared Tenancy. Workload Optimization Manager does not discover
that difference, and uses Shared Tenancy cost for the DT workloads. In action descriptions, the listed savings or
investments will be based on Shared Tenancy costs.

m  Workload Optimization Manager discovers the true costs of Ris for DT workloads. However, because the on-demand
VM costs are based on Shared Tenancy, Workload Optimization Manager can overstate the savings you would get for
purchasing and using Rl capacity. In most cases, recommendations to purchase Rls will be correct. However, the time to
achieve ROI could take longer than action descriptions and charts indicate.

m  Some instance types that are valid for Shared Tenancy are not valid for DT. To see which instance types are valid for your
DT VMs, consult the AWS documentation or your AWS representative.

m  Under some circumstances Workload Optimization Manager can recommend changing a workload to a valid instance
type for the tenant, even though the current type is already valid. This can happen when the instance type is not included
in the Offer File for the tenancy. For example, assume the t3a template family does not support dedicated tenancy.
However, assume that the user created a t3a instance with dedicated tenancy in the EC2 console. In that case, Workload
Optimization Manager will see this as a misconfiguration and recommend changing to a different instance type.

To address these issues, you can create groups that set a scope to your DT workloads. For example, you can use naming
conventions, tagging, or other means to identify your DT workloads. Then you can create dynamic groups based on those
indicators. With those groups, you can create policies and dashboards that correspond to the differences you see in your DT
environment. Use this approach to address issues for:

m  Available Instance Types

To resize a workload, Workload Optimization Manager generates an action to change that workload to a different instance
type. Because Workload Optimization Manager does not discover the difference between instance types that are valid for
DT and for Shared Tenancy, it can recommend scaling a DT workload to an unavailable instance type. To avoid this, create
a policy for the DT group, and exclude the unavailable instance types.

m Displaying Costs

Workload Optimization Manager charts show the costs for your environment. If the scope includes Dedicated Tenancy
workloads, then the calculated cost will be incomplete. For example, since AWS does not return pricing data for converted
RIs (that is, Rls that have been exchanged at least once) that are on All Upfront payment plans, Workload Optimization
Manager does not include such RIs in its calculations of RI utilization or cost.

Use scope to minimize this effect. You can create separate dashboards for your DT and Shared Tenancy workloads.

Resizing Cloud Workloads

To resize a workload (for example, a VM or an RDS instance) on the cloud, Workload Optimization Manager chooses the cloud
tier that best matches the workload requirements. This can be to reduce cost by choosing a smaller tier, or it can be to assure
performance by choosing a larger tier. To accomplish the resize, Workload Optimization Manager actually moves the workload
to the new tier. This can include moving to a new availability zone.

Note that resize decisions also take into account the savings you can realize through discounts (on page 129). When
considering workload resize actions, Workload Optimization Manager can recommend resizing to a an instance type that takes
advantage of discounted pricing because the overall cost will be less.

As it considers a resize, Workload Optimization Manager also considers the storage and network requirements. Even if the
compute resources are underutilized on a workload, if the available tiers cannot support the workload's storage or network
requirements then Workload Optimization Manager will not recommend the change.

128 Cisco Systems, Inc. www.cisco.com



Getting Started

NOTE:

In AWS environments, under certain circumstances VM resizing can fail. If the restart of the VM initially fails, Workload
Optimization Manager waits 30 seconds and tries to restart again. Workload Optimization Manager will try to restart up to four
times. If the restart still fails, Workload Optimization Manager assumes the VM cannot start up on the new tier, and it restarts the
VM on the old tier.

Scaling on the Public Cloud

On the cloud, scaling actions change the VM to a different instance type. These can include:

m  Changing a VM to an instance type with different capacity
m  Changing a VM to an instance type that is charged a discounted rate
For these actions, the action list shows the current cost for the source workload, and also the projected cost given the change.

To show the current cost, Workload Optimization Manager uses the actual costs for that workload. However, to show the
projected cost it uses an estimate based on average utilization for the VM, for the costs of the given tier.

Note that scaling to an instance type that is charged a discounted rate can result in running the VM on a larger instance when
the cost is lower. This might occur even though the VM does not need that capacity and there are other smaller instance types
available.

In Azure environments, there are circumstances where a VM resize can be especially disruptive. In a given region, the
infrastructure can be made up of different clusters that have different sets of underlying hardware. Further, some tiers that are
available in the given region are only available on different clusters. If Workload Optimization Manager recommends resizing
from a tier on one cluster, to a tier on another cluster, then the resize action can take longer to complete than usual.

In both Azure and AWS environments, Workload Optimization Manager conforms to specific instance requirements as it
generates resize actions. For more information, see:

m  Azure Instance Requirements (on page 443)
m  AWS Instance Requirements (on page 441)

Discounts

Workload Optimization Manager analysis takes advantage of cloud provider discounts to calculate optimal workload placement
and to arrive at the best possible costs for your deployments on the cloud. Workload Optimization Manager discovers the
following discounts:

AWS Reserved Instances (RIs) and Savings Plans

Azure reservations

GCP committed use discounts
The Cloud View in the Homepage includes the following charts that show discount data:

m Potential Savings or Necessary Investments Charts (on page 652)

If Workload Optimization Manager has found actions you can take to improve performance or to reduce cost, then you can
see an overview of them in the Potential Savings or Necessary Investments charts. To see a listing of the specific actions,
click Show All at the bottom of the chart. For more about actions, see Workload Optimization Manager Actions (on page

152).

m Discount Utilization (on page 691)

This chart shows how well you have utilized your current discount inventory (on page 688). The desired goal is to
maximize the utilization of your inventory and thus take full advantage of the discounted pricing offered by your cloud
provider.

m Discount Coverage (on page 686)
This chart shows the percentage of VMs covered by discounts. If you have a high percentage of on-demand VMs, you

should be able to reduce your monthly costs by increasing coverage. To increase coverage, you scale VMs to instance
types that have existing capacity.

m Discount Inventory (on page 688)

This chart lists the cloud provider discounts discovered in your environment.
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m  Recommended RI Purchases (on page 684)

Workload Optimization Manager can recommend purchasing instance types at a discounted rate to help you increase
the percentage of VMs covered by discounted pricing and reduce on-demand costs. This chart shows your pending
purchases. Download the list of purchases and then send it your cloud provider or representative to initiate the purchase
process.

NOTE:
Purchase actions should be taken along with the related VM scaling actions. To purchase discounts for VMs at their current
sizes, run a Buy VM Reservation Plan (on page 609).

Currently, Workload Optimization Manager can recommend purchase actions for AWS and Azure. Purchase actions for GCP
will be introduced in a future release.

Support for Government Workloads

AWS GovCloud (US) and Azure Government provide dedicated regions for US government customers and their partners to
architect secure cloud solutions and meet regulatory and compliance requirements.

Workload Optimization Manager discovers workloads in these regions when you add the required accounts as targets. For
details on the required accounts, see AWS GovCloud Targets (on page 306) and Azure Government Targets (on page 325).

Discovered workloads include:
m  AWS VMs (including auto-scaling groups), volumes, database servers, and spot instances
m  Azure VMs (including availability/scale sets), volumes, and SQL databases

Workload Optimization Manager recommends actions on VMs, volumes, and SQL databases to address performance issues and
optimize costs.

NOTE:

Workload Optimization Manager currently does not support Azure Government integration with Application Insights. You can add
accounts for Azure Government and Application Insights as targets, but Application Insights will only return performance data
for non-government workloads.

Information in Charts
Use the following charts to view information about your government accounts and workloads.
m  Top Accounts chart

Use the Top Accounts chart as a starting point. This chart shows the following:

— Azure Government subscriptions discovered via the service principal and EA accounts that you have added as targets

— AWS GovCloud master and member accounts that you have added as targets. Accounts with a star symbol are master
accounts.
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Top Accounts @
Global Enviromment

Potential
Mame Worklo... Savings o Actlons
Gov Pay-As-You-Go
Azure Rrure | LIS Covermment 1 $0.96/mo 1ACTION
Gavernment GovEA - Development 2
subscriptions Roure | LIS Government 1 $1.11/mo 1 ACTION
W Development
AW AWS | GovCloud (US 9 $14/mo 4 ACTIONS
GovCloud —M™ Quality Engineering
accounts AWS | GovCloud (U 16 $64/mo 17 ACTIONS
EA - ParkMyCloud
8 $132/mo 5 ACTIONS

Azura | Globa

SHOW ALL >

m  Necessary Investments and Potential Savings charts

Set the scope to a government account or subscription, and then see the Necessary Investments and Potential Savings
charts to evaluate the costs you would incur or save if you execute all the pending actions for your government workloads.

Necessary Investments @ i Potential Savings @
Quality Engineering Quality Engineering

£79 $63
Monthly Monthly

B 376/ma, 4 Scale Vietual Machines @ 5490, 2 Scale Virtual Machines
@ 32.59mo, 1 5cale Volume $12/mo, 2 Delete Valumes
$2.39/mo, 6 Scale Volumes

SHOW ALL > SHOW ALL >

m Discount Inventory chart

The government accounts that you added as targets enable Workload Optimization Manager to gain full insight into the
discounts (on page 129) that you have purchased for your government workloads. Even as you selectively add secondary
targets, Workload Optimization Manager remains aware of all discounts, and how they are utilized across the board. This
increases the accuracy of the allocation and purchase recommendations that Workload Optimization Manager generates for
your government workloads.
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Discount Inventory @ i

Global Ervironmant

® 35 Ris
® 12 AWS Savings Plans

7 GCP Committed Use Discounts

SHOWALL >

Workload Planning

You can run an Optimize Cloud plan to identify performance and efficiency opportunities for existing government workloads, or a
Migrate to Cloud plan to migrate government VM groups to another cloud provider.

For on-prem clusters, you can run a Migrate to Cloud plan to see how you can safely migrate the VMs in these clusters to a
government account/subscription and region.

Support for Azure App Service

Azure App Service is an HTTP-based service for hosting apps. With Azure App Service, app developers can easily create
enterprise-ready apps and deploy them on a scalable and reliable cloud infrastructure.

Azure App Service offers several types of apps, including web apps, mobile apps, API apps, and logic apps. Each app runs as a

set of app instances and is associated with a plan that defines compute resources (CPU, memory, and storage) available to the

app.

When you add an Azure account:

m  Workload Optimization Manager discovers all the plans in that account, except App Service Environment v3 14, 15, and 6.
Plans appear as 'Virtual Machine Specs' in the supply chain.

m  For plans associated with web apps, Workload Optimization Manager discovers the related app instances. In the supply
chain, app instances appear as 'App Component Specs'. Workload Optimization Manager generates actions to scale these
plans to optimize app performance.

m For plans associated with the other types of apps, Workload Optimization Manager does not generate scale actions or
discover the related app instances.

m  For plans that are not associated with any type of app, Workload Optimization Manager generates delete actions as a cost-
saving measure.
For details about scale and delete actions, see Virtual Machine Spec (on page 459).

To discover plans and app instances, you must provide permissions to support all the actions you want to perform. For a list of
permissions, see Azure Service Principal and Subscription Permissions (on page 328).

Configuring Targets

A target is a service that performs management in your virtual environment. Workload Optimization Manager uses targets to
monitor workload and to execute actions in your environment. When you configure a target, you specify the address of the
service, and the credentials to connect as a client to it.

For each target, Workload Optimization Manager communicates with the service via the management protocol that it exposes —
The REST API, SMI-S, XML, or some other management transport. Workload Optimization Manager uses this communication to
discover the managed entities, monitor resource utilization, and execute actions.
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To configure a target, you will choose the target type, specify the target's address or key, and then provide credentials to
access the target. Workload Optimization Manager then discovers and validates the target, and then updates the supply chain
with the entities that the target manages.

NOTE:

Workload Optimization Manager regularly checks the status of your targets. If target discovery or validation fails, the Target
Configuration page updates the status. Under some circumstances, the target can become discoverable or valid again, but the
status does not update. In this case, select the target and then click Rediscover or Validate.

You have the option of using the enhanced target settings experience using the new target view. See Configuring Targets -
Enhanced View (on page 136).

For a list of supported targets and configuration requirements, see Target Configuration (on page 208).

Configuring a Target
1. Navigate to the Settings Page.

Click to navigate to the Settings Page. From there, you can perform a variety of Workload Optimization Manager
configuration tasks.

2. Choose Target Configuration.

<

[Target Configuration
Click to navigate to the Target Configuration Page.
3. Review the list of targets.

< Target Configurations NEW VIEW

All Targets = ELTER(

Public Cloud - 15

] 28 Targets
Private Cloud - 3
Cloud Mative - 14 _I VALIDWIRD; OCT 5, 202, ]
Hypervisor - 12

¥F 5 £ j ere s s

Orchestrator - 1

] VALIDATED: OCT 5, 268, 3
Applications and Databases - 3
) | * E ]
Storage - 3
Custam -1 _I VALIBWTED: OCT 5, 200, 3
Fabric and Metwork - 2

| VALIDATED: OCT 5, 202, 3
Hyperconverged - 1

j VALIDATED: OCT 8, 202,,, 3

This page lists all the targets that you currently have configured for Workload Optimization Manager. Click New View to
enable the enhanced target settings experience using the new target view. You can inspect or edit these targets, or add a
new target.

4. Filter the list of targets.
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Filter by target type Filter by search string

€ |Target Configurations

All Tafgets

o

FPublic Cloud - 15

Y
1
)
| [] 28Targets
Private Cloud - 3 !
i
)
Clowd Mative - 14 I :‘
)
i
Hyperisar - 12 |
¥ 5 ! j
)
)
COrchestrator - 1 |
i |
i )
Applications and Databases - 3 !
i u|
Storage - 3 | :
i
)
Custorm -1 ! ]
i
)
Fak 4 Network
abric and Metwork - 2 ! 0
)
)
Hyperconverged - 1 ]
. r :|

For a long list of targets, you can:

m Filter targets by target type.

Filter by status

_____________

N

VALIBATED: OCT 5. 202,

VALIDATED: OCT 4, 202,

W VALIDATED: OCT 5, 202...

WRLIWIED: OCT 5, 202,

VALIDWTERD: OCT

VALIDATED: OCT

5,202,

m Use Search to filter targets by text string (partial matching is supported).
m Use Filter to filter targets by status (for example, only show validated targets). You can also use Filter to sort targets by

name or status.
5. Select one or more targets to work with.

£
r ! BERICCOVER
28 Targets ! €], REDISCOV

3= FILTER (1)

.........................................

=
O

When you select a target you can:

m Rediscover

VALIDATED: OCT &, 2022117,

VALIGATED: CCT 5, 2022 1:18..,

EW VIEW MEW TARGET

Direct Workload Optimization Manager to fully discover the entities that this target manages. This will rebuild the

topology that is associated with this target.
m Validate

Direct Workload Optimization Manager to validate its connection with the target. For example, if you create a new user
account on the target, you can edit the target connection to use that account, and then revalidate.

m Delete (delete icon)

When you delete a target, Workload Optimization Manager removes all the associated entities from the supply chain.

6. Expand an entry to see details.
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-

&

[0 28Targets

O

TARGET STATUS
Validated

O

Expand to see target details

FILTER (1)

VALIDATED: OCT 5, 2002 1:

3

LAST VALIDATION
Oct 5, 2022 11717 PM

VALIDATED: OCT 5, 2002 1:

-
-

You can also click anywhere in the entry to edit the target's configuration. For example, if you entered the wrong username
or password, you can change those credentials and validate the target again.

Q

[ 2&Targets

O

TARGET 5TATUS
Validated

Click anywhere in the enfry to edit the target

TE FILTER (1)
o £y VALIDATED: OCT 5, 2022 1:17...
I
o
LAST VALIDATION S — -
Qet 5, 2022 1717 PM l
EDIT HPE 3PAR Target x

ADDRESS *

USERMNAME *

PASSWORD *

E Use Secure connection

WER SERVICES API PORT

7. Create a new target and add it to Workload Optimization Manager.
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PP ——

-

£ N
{ NEW TARGET 1
. ]

#

____________

Choose Target Category x

€ Choose Target Type ®

Applications and Databases

& “—‘—i—_________’

Cloud Native -) 2
L \
Drymatrace AppOynamics Instana
Custom =
Usior \rJ
Fabric and Netwaork @ = w
PRk SOLSener Applniaghls
Guest OS5 Processes
Hyperconverged
€ ADD Instana Target @ X
Hypervisar

Click New Target, select the target category and type, and then provide the address and credentials for that target.
After you add the target, the Target Configuration page refreshes to show the current validation status.
m Validating

Validation is in progress.

m Validated
Validation was successful. Workload Optimization Manager can now monitor the target and will start discovering the
entities that the target manages.

m Validation Failed

Validation was unsuccessful. Expand the target to see additional information.

Configuring Targets - Enhanced View

Starting with Workload Optimization Manager version 3.6.2, you have the option of using the enhanced target settings
experience using the new target view. In this view, Target Manager lists your targets in a sortable table and includes a new edit
experience. Some target integrations communicate the stages of validation and discovery, as well as any encountered error
conditions to aid in troubleshooting your target configurations. Follow the instructions below to configure your target using the
new view. For information on the standard view, see Configuring Targets (on page 132).

To configure a target, you will choose the target type, specify the target's address or key, and then provide credentials to
access the target. Workload Optimization Manager then discovers and validates the target, and then updates the supply chain
with the entities that the target manages.
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NOTE:

Workload Optimization Manager regularly checks the status of your targets. If target discovery or validation fails, the Target
Configuration page updates the status. Under some circumstances, the target can become discoverable or valid again, but the
status does not update. In this case, select the target and then click Rediscover or Validate.

For a list of supported targets and configuration requirements, see Target Configuration (on page 208).

Configuring a target using the enhanced view
1. Navigate to the Settings page.

o

Click to navigate to the Settings page. From there, you can perform a variety of Workload Optimization Manager
configuration tasks.

2. Choose Target Configuration.

<

[Target Configuration

Click to navigate to the Target Configuration Page.
3. Click New View to enable to new target view.
4. Review the list of targets.

(:* Target Configurations @ newview MEW TARGET
All Targets (14) All Targets
Clowd Native (1) O
Custom (1) 0 s Discovery failec: CRITICAL ’
Pulbdc Cloud (12) 0 TR Discovary talled: CRITICAL 7
O e T Discovary talled: CRATICAL s
o T Vakdated s
o T Vakdated s
Vinkdated #
Yaldated 4
Yl atedd 4
Vi aedd &
Vi aedd <
Walsdtesd 4
Vialkclated s

This page lists all the targets that you currently have configured for Workload Optimization Manager in a sortable table. You
can inspect or edit these targets, or add a new target.

5. Select one or more targets to work with.
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€ Target Configurations @ rew view

All Targets (14) 1Item Selected E----‘-)-\---'-{;-L;;;-(-(.}-\:;.R............E
Cloud Native (1) W Target Name Target Type Saverity Status Detail
Custom (1) NORMAL Discovery failed: GRITICAL: s
Public Cloud (12) | (cAImeAL) Discovery failed: CRITICAL: /
O [cAmcaL] Discovery failed: CRITICAL: 7’
O NORMAL Validated s

When you select a target you can:
m  Rediscover

Direct Workload Optimization Manager to fully discover the entities that this target manages. This will rebuild the
topology that is associated with this target.

m Delete

When you delete a target, Workload Optimization Manager removes all the associated entities from the supply chain.
6. View the target details by clicking the icon under the Details column.

<> Target Configurations @ Newview

All Targets (14) 1 Item Selected €, REDISCOVER [}
Cloud Native (1) @) varget Name Torget Type cavarity Status
Custom (1) NORMAL Discovery failed: CRITICAL: § ’
Public Cloud (12) 0O [cmmcaL) Discovery failed: GRITICAL: /’
O [cAmcac] Discovery failed: CRITICAL: s
O NORMAL Validated 7’

7. Create a new target and add it to Workload Optimization Manager.
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Choose Target Category x

€ Choose Target Type
Applications and Databases

Cloud Native ')
- \
Drymatrace AppOynamics
Custom
Fabric and Network @ oo

PRk SO Server
Guest OS5 Processes

Hyperconverged

€ ADD Instana Target
Hypervisar

O

IsEran

Instana

&

@

Appinsghts

Click New Target, select the target category and type, and then provide the address and credentials for that target.

After you add the target, the Target Configuration page refreshes to show the current validation status.

m Validating

Validation is in progress.
m Validated

Validation was successful. Workload Optimization Manager can now monitor the target and will start discovering the

entities that the target manages.
m Validation Failed

Validation was unsuccessful. Expand the target to see additional information.
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To perform Application Resource Management, Workload Optimization Manager models your environment as a market of buyers
and sellers linked together in a supply chain. This supply chain represents the flow of resources from the datacenter, through
the physical tiers of your environment, into the virtual tier and out to the cloud. By managing relationships between these buyers
and sellers, Workload Optimization Manager provides closed-loop management of resources, from the datacenter, through to
the application.

Reading the Supply Chain
By looking at the Supply Chain, you can see:
m  How many entities you have on each tier

Each entry in the supply chain gives a count of entities for the given type.
m  The overall health of entities in each tier
The ring for each entry indicates the percentage of pending actions for that tier in the datacenter. Ring colors indicate how

critical the actions are - Green shows the percentage of entities that have no actions pending. To get actual counts of
pending actions, hover on a ring to more details.
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m  The flow of resources between tiers

The arrow from one entry to another indicates the flow of resources. For example, the Virtual Machine entry has arrows to
Hosts and to Storage. If the VMs are running in a Virtual Data Center, it will have another arrow to that as well. This means
that your VMs consume resources from hosts, storage, and possibly from VDCs.

Listing Entities From the Home Page

The Supply Chain shows the relationships of entities in your environment. When you're on the Home Page with a global scope,
the supply chain filters its display according to the view you have chosen:

m  APPLICATIONS - All your Business Applications (on page 384)

m ON-PREM - All your on-prem entities

m  CLOUD - All your entities on the public cloud

To see a list of entities, click an entity tier in the Supply Chain.

Working With a Scoped View

By default, the Home Page shows a Global view of your environment. To drill down into specifics of your environment, you can
set a scope to your Workload Optimization Manager session. A scoped view shows details about the specific entities in that
scope.

Once you have set a scope, you can use the Supply Chain to zoom in on a related tier to see details about the entities on that
tier.

If you find the current scope to be useful, you can save it as a named group. Using named groups is an easy way to return to
different scopes that you have saved.

Things You Can Do

m  Scoping the Workload Optimization Manager Session (on page 142)
m  Navigating With the Supply Chain (on page 151)

m Viewing Cluster Headroom (on page 152)
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Scoping the Workload Optimization Manager Session

The default scope for the Home Page shows an overview of the global environment. What if you want to focus on less than the
global environment? Assume you are responsible for a subset of workloads in your environment. This could be:

m  Workloads managed on a single host cluster

m  The workloads in a single datacenter

m A custom group of workloads you have created in Workload Optimization Manager

It's easy to set the session scope so that Workload Optimization Manager zooms in on the part of the environment that you want

to inspect. Once you set the scope, you can get a quick picture of system health for that scope. If you find a certain scope to be
useful, you can save it as a named group that you can return to later.

1. Navigate to the Search Page.

Click to navigate to the Search Page. This is where you can choose the scope you want.
2. Choose the type of entities to search.

£ Search

Search waithin your infrastructure

ACCOunts rP

Application Servers

Applications

Billing Families [0 selectall ()

Business Applications

Chassis E 7Dey MIA AWS
Clusters

Containers 0 Dev + 7774 AWS

Data Centers
Database Servers
In the Search Page, choose a type of entities that you want to search through. Find the list of entity types on the left. Select

All to search the complete environment. Or you can focus on entities by type, by groups, or by clusters. When you select an
entity type, the page updates to show all entities of that type.

3. Use Search to filter the listing.

For example, if you're showing All and you search for "Development”, then you will see all clusters, groups, and entities
with "Development” in their names.
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Search for "Development” to filter the list

Q Develapmend = FILTER

Clusters

Dewvelopment DCTWCluster! X
Development DC1\Cluster2 X

Development DC1Clusteri ,

SHOW ALL CLUSTERS

Data Centers

lopment DC7
Development DC . \

bl s i i e i i N it |

4. Expand an entry to see details.

For example, expand a group or an entity to see utilization details and pending actions.

NOTE:

For hosts in the public cloud, utilization and capacity for host and datacenter resources don't affect Workload Optimization

Manager calculations. When you expand an entry for a public cloud host, the details do not include information for these

resources.
Click to show/hide details
| Selectall (5)
M Weblogic-172.74 pp—

100 %05 % Z4EMB|53.2% 60,0000 ms| 1.9 %

COLLECTION TIME HEAP RESPOMSE TIME
PROVIDED PROVYDED PROVIDED

{Zi.'L"I"FFIdS_fJ‘r'. 10 "-"‘:_'d{"'": 169 GHzZ|0 %

THREADS TRANSACTION VIRTUAL OPU
PROVIDED PROVIDED CONSUMED

12GE[1.5%

WVIRTIUAL MEEMADRY
CONSUMEID

ACTIVE

STATE

Pending Actions
1 Scale up Heap for Application Server Webloglc-172.74 from 0.34 GE 1o 0.44 GB

[0 S S - T 5 R R |

5. Select one or more entries to set the focus of the Home Page.
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Click to set the scope you have selected

€ Search

Patabaie Wl

Choose an entity type, and set the
scope to one or more of those entities

Application Semers

Appiications i HsaE Ngnwar (HP. LS
P W HIGEE hgtwari | P 0L S83) Dynamic
Budiges v Groups
Business Applications | Stragn, BedHAC - NIS e Dynamic
Chassis
Clusters W20 T-heis00 i virtur Dynamic
D-Pods
Sioraps Grougd [ -
Data Ceriters | ynamic
Dratabaze Senmrs S~ ot . .
L Cyramic

Disic Arrays
Favarite Seopes Sen1

51 Cyramic
Groups
Hasts LP Groups By

For different types of groups, click
to set a single group as your scope

If you choose a category of entities to limit the list, then you can select one or more of the entities for your session scope.
After you select the entities you want to include in your scope, click SCOPE TO SELECTION to set the session scope to
those entities.

If you choose Groups or Clusters, then you can select a single entry to set the scope for your session. When you select an
entry in the list, that sets the focus of the Home Page. For example, if you select a cluster in the Search listing, you set the
Home Page focus to that cluster. Use the Home Page bread crumbs to set a different scope, or you can return to Search
and set a different scope from there.
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Overview Charts
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The Overview Charts show your environment's overall operating health for the current session scope. A glance at the Overview
gives you insights into service performance health, overall efficiency of your workload distribution, projections into the future,
and trends over time.

The charts in this view show data for the current scope that you have set for the Workload Optimization Manager session. For
the global scope, the charts roll up average, minimum, and peak values for the whole environment. When you reduce the scope
(for example, set the scope to a cluster), the charts show values for the entities in that scope.

Some charts included in this view are:

Pending Actions

See all the actions that are pending for the current scope.
Health

Quickly see the health of the entities in this scope- How many entities have risks, and how critical the risks are.
Optimized Improvements

A comparison of utilization in your environment before executing the pending actions, and then after.

Capacity and Usage

This chart lists resources that are used by the current scope of entities, showing utilization as a percentage of the capacity
that is currently in use.

Multiple Resources

See the utilization over time of various resources that are used by the current scope of entities.

Top Entities

For example, Top Virtual Machines. These charts list the top consumer entities in the current scope.

Risks Avoided

Each action addresses one or more identified risks or opportunities in your environment. This chart shows how many risks
have been addressed by the executed actions.
Accepted Actions

This chart shows how many actions have been executed or ignored, and whether they have been executed manually or
automatically.
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What You Can Do:
m  Set scope: See Scoping the Workload Optimization Manager Session (on page 142)
m Create new charts: See Creating and Editing Chart Widgets (on page 645)

Setting Chart Focus

The charts update to reflect the focus that you have set for your viewing session. While viewing the Overview Charts, you can
set the focus in different ways:
m  Set Supply Chain Focus
Choose a tier in the supply chain to set the view focus - see Navigating With the Supply Chain (on page 151)
m  Set Scope
Use Search to set the scope of the viewing session - see Scoping the Workload Optimization Manager Session (on page

142)

Chart Time Frame

Move back to see historical data
Slide for further adjustment

7%/\

May 10, 02:00 Af'terActmns
PM

Choose the time scale you want

You can set a time frame from recent hours to the past year, and set that to the charts in the view. Use the Time Slider to set
specific start and end times within that range. The green section in the slider shows that you can set the time range to include a
projection into the future. For this part of the time range, charts show the results you would see after you execute the current set

of pending actions.

For most charts, you can also configure the chart to hard-code the time range. In that case, the chart always shows the same
time scale, no matter what scale and range you set for the given view.

Note that Workload Optimization Manager stores historical data in its database. As you run Workload Optimization Manager in
your environment for more time, then you can set a time range to show more history.

Details View

The Details View shows more details about the entities in your session scope. These charts focus on the utilization of resources
by these entities, so you can get a sense of activity in that scope over time.
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What You Can Do:
m  Set scope: See Scoping the Workload Optimization Manager Session (on page 142)
m Create new charts: See Creating and Editing Chart Widgets (on page 645)

Setting Chart Focus

The charts update to reflect the focus that you have set for your viewing session. While viewing the Overview Charts, you can
set the focus in different ways:

m  Set Supply Chain Focus
Choose a tier in the supply chain to set the view focus - see Navigating With the Supply Chain (on page 151)
m  Set Scope
Use Search to set the scope of the viewing session - see Scoping the Workload Optimization Manager Session (on page

142)

Chart Time Frame

Move back to see historical data

\. Slide for further adjustment

2H 7D 1M 1Y 4

® ®

May 10, 02:00 After Actions
PM

Choose the time scale you want

You can set a time frame from recent hours to the past year, and set that to the charts in the view. Use the Time Slider to set
specific start and end times within that range. The green section in the slider shows that you can set the time range to include a
projection into the future. For this part of the time range, charts show the results you would see after you execute the current set
of pending actions.

For most charts, you can also configure the chart to hard-code the time range. In that case, the chart always shows the same
time scale, no matter what scale and range you set for the given view.

Note that Workload Optimization Manager stores historical data in its database. As you run Workload Optimization Manager in
your environment for more time, then you can set a time range to show more history.
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Scope Policies

Create new policy Current policy This policy is enabled
OVERVIEW  DETAILS LIST OF VIRTUAL MACHINES (1) | ACTIONS (1)
VM Policies
EA - Advanced Engineering - AvailabilitySet:MC_adveng_aks-cluster_east... ENABLED

NEW POLICY

VM Settings

+ ACTION AUTOMATION
+ ACTION ORCHESTRATION
+ OPERATIONAL CONSTRAINTS

+ SCALING COMSTRAINTS

Expand items to see current settings

The Policy View gives you a look at the Automation Policies that are set for the entities in the current scope. For each policy, you
can see whether it has been enabled or disabled. In addition, you can create new policies and apply them to that scope.

To edit a policy, click the policy name. You can then change the policy settings, or enable/disable the policy.

To see the current policy settings, expand a settings category. For each setting, you can see which policy determines the value-
Either the default policy or a custom policy that has been applied to this scope.

When you create a new policy, it automatically includes the current scope. You can add other groups to the policy scope if
you like. Note that you can enable more than one policy for the same scope. If two policies apply different values for the same
setting, then the most conservative value takes effect.

For more information, see Automation Policies (on page 182).

Entity Placement Constraints
- VM Placement Constraints

= PROVIDERS

CURRENT PLACEMENT OTHER POTENTIAL PLACEMENT

Host del T-host-01.engvmiurbe.com 4 Hosts Constraints

Click to see more details ’/

When you drill down to a single entity, you can see details about the entity's relationships in the supply chain. This shows you
which entities provide resources to this entity. When considering providers for this entity, you can see the name of each current
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provider, and how many alternative providers Workload Optimization Manager can choose from if the current one becomes
overutilized.

Reviewing the constraints on an entity helps you understand the actions that Workload Optimization Manager recommends. If an
action seems questionable to you, then you should look at the constraints on the affected entities. It's possible that some policy
or constraint is in effect, and it keeps Workload Optimization Manager from recommending a more obvious action.

Experimenting With Placement Constraints

For each provider or consumer in the list, you can open a Constraints fly-out that gives more details about limits on the current
element's supply chain relationships.

For example, assume the PROVIDERS list shows your VM's CURRENT PLACEMENT is on Host A, and for OTHER POTENTIAL
PLACEMENT you see that Workload Optimization Manager can choose from 4 hosts. When you click Constraints, the flyout
displays a list of host constraints that currently result in the four potential hosts for this VM.

Host Constraints For "Oracle11g-Win-172.32" »

When you add constraints, you limit the placement decisions Turbonomic can make for your VM. Remave
unnecessary constraints so Turbonomic can discover more placement options.

COMNSTRAINT TYPE SCOPE NAME SOURCE POTENTIAL HOSTS
Cluster boundaries ACKMMACM Chester wlenter
Datacenter boundaries ACM wianier
Datastore Commodity QS4:ACM wlenter
R . NetwarkCommading/Oracle! 1g . -
Metwork boundaries WinA72.32 Turbonomic
Segmentation Commadity My Placement Policy Turbonomic
LicenseAcoessCommidiny Lirux Turbonomdc
OTENTIAL HOSTS: 4 FAND MORE PLACEMENT OPTIONS
L Current count of potential Click to enable constraint “—-4‘
providers simulations

The list information includes:
m CONSTRAINT TYPE

Most constraints are boundaries that are inherent in your environment such as a cluster boundaries or a networks, or the
can be constraint rules such as discovered HA or DRS rules authored Workload Optimization Manager placement policies
(sometimes called segments)

m  SCOPE NAME

For a given rule or constraint, the scope to which it was applied.
s SOURCE

If this is a discovered constraint, the source shows the type of target that imposes this constraint. For example, for a DRS
rule the source will be vCenter.

m  POTENTIAL PROVIDERS

For the given constraint, how many providers that constraint allows. To see a list of the potential providers, click the
POTENTIAL PROVIDERS value.

To dig deeper into how these constraints affect your entity, click FIND MORE PLACEMENT OPTIONS. This puts you into a
simulation mode that you can use to experiment with changing the effective constraints. For example, you might see that a
cluster boundary is limiting your placement possibilities, and you would like the option to place the current VM on other clusters.
Armed with this information, you could navigate to Policies and create a Merge Cluster policy.
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Use the toggles to turn off various constraints
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POTENTIAL HOSTE: 17 ‘

By turning off the 4-Host
constraints, you have 12
potential hosts for this VM.
Click this label to see the
resulting list of providers.
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— _— Click to see the
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In this mode you can enable and disable different combinations of constraints. As you do, the POTENTIAL PROVIDERS label
updates to show how many providers are available to your entity. To see the resulting list of providers, click the POTENTIAL

PROVIDERS label.

List of Entities

Sort the list

44 Virtual Machines

Expand All | Collapse All Active | All

j-2-32-VM

5206GHz | 500%
26878 | 0.02%
iometer VM

i-25-39-VM

shai-lest-4

Pl et e P P g e i e

By Virtual CPU | - By Severity | By Name | By Ulilization

3999GB | 1250 % IDLE

260GHz | 0.00% 500GB | 0.00%

e et e

Expand/collapse details for an entry
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The list of entities is a quick way to drill down to details about your environment, so you can see specifics about resource
consumption or state. For example, you can see the amount of capacity that has been assigned to a VM that is currently idle.

This list always updates to reflect the focus you have selected in the Supply Chain Navigator. When you select an entity type in
the supply chain, the entities list updates to show the entities of that type for your current scope. For example, select Host to
see a list of hosts in the current scope. For more information, see Navigating With the Supply Chain (on page 151)

Navigating With the Supply Chain

10

Business Application

}

Ie

5) |
|
|

Application

}

1
10 — Baidd

Database Server Viriwal Machine

}
6337 ‘_id%
b/

Volume Wirtual Data Center

103 | +=—e r&g

After you have set the scope of your Workload Optimization Manager session, you can use the Supply Chain to change the
focus of the main view, and see details about different types of entities within the current scope.

Drilling Down in a Scoped Session
When you set a scope to your Workload Optimization Manager session, the Home Page shows information about your
environment, including:

m Overview

Charts and lists to give you an overview of your environment for the current scope. This overview corresponds to all the
entities in scope.

Details - Charts that give you a more detailed look at your environment for the given scope

Policies - Any policies that are defined for the entities in the current scope

Entity Lists - Details about the entities in the current scope

Pending Actions - Actions that are pending for any entities in the current scope

The Supply Chain shows the currently selected tier of entities. The change the focus of the scoped view, select different tiers
in the Supply Chain. The Policies, Entities List, and Pending Actions tabs update to focus on the tier you selected. These tabs

show information for all the entities of that type that are in the current scope. For example, if you click the Host tier, these tabs
update to show information about the hosts in your current scope.
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To zoom in on a specific entity, you can click its name in the Entities List. This sets the scope to that specific entity. To return to
the previous scope, use the browser's Back button.

Viewing Cluster Headroom

Exhaustion Time i CPU Headroom I
CPU EXHAUSTION
in 22 days
MEMORY EXHAUSTION
in 4 days
STERAGE EXHALSTION
in 74 days
2311” T eRgw Defaul =
VL VI TEMFLATE Mermory Headroom i Starage Headroom i

.....

Default = Dot =

Cluster headroom shows you how much extra capacity your clusters have to host workloads. When you set the scope to a
cluster, the Home Page then includes charts that show headroom for that cluster, as well as time to exhaustion of the cluster
resources.

To view cluster headroom:

1. Navigate to the Search page.

2. Choose the Clusters category.

3. Select the cluster you want to view.

4. When the Home Page displays, scroll down to show the headroom charts.

Make sure you have selected the Host tier in the supply chain navigator.

To calculate cluster capacity and headroom, Workload Optimization Manager runs nightly plans that take into account the
conditions in your current environment. The plans use the Economic Scheduling Engine to identify the optimal workload
distribution for your clusters. This can include moving your current VMs to other hosts within the given cluster, if such moves
would result in a more desirable workload distribution. The result of the plan is a calculation of how many more VMs the cluster
can support.

To calculate VM headroom, the plan simulates adding VMs to your cluster. The plan assumes a certain capacity for these VMs,
based on a specific VM template. For this reason, the count of VMs given for the headroom is an approximation based on that
VM template.

To specify the templates these plans use, you can configure the nightly plans for each cluster. For more information, see
Configuring Nightly Plans (on page 628)

Workload Optimization Manager Actions

After you deploy your targets, Workload Optimization Manager starts to perform market analysis as part of its Application
Resource Management process. This holistic analysis identifies problems in your environment and the actions you can take to
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resolve and avoid these problems. Workload Optimization Manager then generates a set of actions for that particular analysis
and displays it in the Pending Actions charts for you to investigate.

+ AnowWIDGET L] =1
2H TDiMIY 4
® ®
Buisaiess -il-'u LGN Jan 09, 11:00 AM ATtEr ACtions
-
3 Pending Actions @ Pending Actions @

Application Server

236 > 63= rovision Disk Array similar to with scale.. A
x Placement Actions Start/Buy Actions
Provision Disk Array similar to pured 420 with scala... ERFORMANCE
S 912® 229
18—

- Delute Actions Hop Actdons Proviskon Disk Array similar to puned; 120 with scale..,
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-
29° 3926! Provision Dis 420 with scale
Database Server  Virtual Machine 9 9 ravision Disk Array similar to 20 with scale...

Configuration Actions Sealimg Actions

- j) Shaw all 5188 Actions »

Virtuad Data Cerder

Show all 5188 Actions »

Workload Optimization Manager can generate the following actions:

Action Description
Provision Introduce new resource providers to update the environment's capacity.
For example:
m  Provisioning a host adds more compute capacity that is available to VMs.
m  Provisioning a VM adds capacity to run applications.
Start Start a suspended entity to add capacity to the environment.
Resize Re-allocate resource capacity on an entity. For example, reduce vCPUs or vMem on a

VM, or add volumes to a disk array.

Increase discount coverage Scale cloud VMs to instance types that are charged discounted rates and have

existing capacity, to reduce your costs.

Buy discounts (on page 129) Purchase additional discount capacity to move your environment toward the discount

coverage that you desire.

Reconfigure Reconfigure an entity that violates a policy. For example, reconfigure an on-prem VM
that violates a vCPU scaling policy.

Move Change a consumer to use a different provider, such as moving a VM to a different
host. Moving a VM to a different storage means relocating any file-based component
that belongs to a virtual machine.

Suspend Stop and set resources aside without removing them from the environment.

For example, you might consider suspending a virtual machine to save money.

Delete Remove storage (for example, datastores on disk arrays or unattached volumes).
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Actions by Entity Type

Workload Optimization Manager generates actions based on how entity types use or provide resources, and what each entity

type supports.

The following tables show the actions that each entity type supports:

Application Entity Types

Entity Type

Supported Actions

Business Application

None

Workload Optimization Manager does not recommend actions for a Business
Application, but it does recommend actions for the underlying Application
Components and infrastructure. The Pending Actions chart for a Business Application
lists these actions, thus providing visibility into the risks that have a direct impact on
the Business Application's performance.

Business Transaction

None

Workload Optimization Manager does not recommend actions for a Business
Transaction, but it does recommend actions for the underlying Application
Components and infrastructure. The Pending Actions chart for a Business Transaction
lists these actions, thus providing visibility into the risks that have a direct impact on
the Business Transaction's performance.

Service

For non-Kubernetes Services:
None

Workload Optimization Manager does not recommend actions for non-Kubernetes
Services, but it does recommend actions for the underlying Application Components
and nodes. The Pending Actions chart for Services list these actions, thus providing
visibility into the risks that have a direct impact on their performance.

For Kubernetes Services:
Provision or Suspend

For horizontally scalable Kubernetes Services that collect performance metrics (or
KPIs) for applications, Workload Optimization Manager can dynamically adjust the
number of pod replicas that back those Services to help you meet SLOs (Service Level
Objectives) for your applications.

For details, see Actions for Kubernetes Services (on page 390).

Application Component

Resize
Resize the following resources to maintain performance:
m Thread Pool

Workload Optimization Manager generates thread pool resize actions. These
actions are recommend-only and can only be executed outside Workload
Optimization Manager.

m  Connections

Workload Optimization Manager uses connection data to generate memory resize
actions for on-prem Database Servers.

m Heap

Workload Optimization Manager generates Heap resize actions if an Application
Component provides Heap and Remaining GC Capacity, and the underlying VM
or container provides VMem. These actions are recommend-only and can only be
executed outside Workload Optimization Manager.
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Entity Type

Supported Actions

NOTE:

Remaining GC capacity is the measurement of Application Component uptime

that is not spent on garbage collection (GC).
The resources that Workload Optimization Manager can resize depend on the
processes that it discovers from your Applications and Databases targets. Refer to the
topic for a specific target to see a list of resources that can be resized.

Container Platform Entity Types

Entity Type

Supported Actions

Container

Resize

Resize containers to assure optimal utilization of resources. By default, containers
resize consistently, which allows all replicas of the same container for the same
workload type to resize any resource consistently.

For details, see Container Actions (on page 408).

Container Spec

None

A Container Spec retains the historical utilization data of ephemeral containers.
Workload Optimization Manager uses this data to make accurate container resize
decisions, but does not recommend actions for the Container Spec itself.

Namespace

Resize Quota

Workload Optimization Manager treats quotas defined in a namespace as constraints
when making container resize decisions. If existing container actions would exceed
the namespace quotas, Workload Optimization Manager recommends actions to
resize up the affected namespace quota.

Note that Workload Optimization Manager does not recommend actions to resize
down a namespace quota. Such an action reduces the capacity that is already
allocated to an application - The decision to resize down a namespace quota should
include the application owner.

Workload Controller

None

A Workload Controller executes container actions. When you set the scope to
a Workload Controller and view the actions list, the actions apply to containers.
Workload Optimization Manager does not recommend actions for the Workload
Controller itself.

NOTE:

Workload Optimization Manager uses namespace or organization/space quotas

as constraints when making resize decisions. The Workload Controller aggregates
container actions. If those container resizes exceed current namespace quotas,
Workload Optimization Manager blocks execution of container resize actions until the
namespace quotas are sufficient. For more information about namespace quotas, see
Resource Quotas (on page 425).

Container Pod

m  Move

Move a pod between nodes (VMs) to address performance issues or improve
infrastructure efficiency. For example, if a particular node is congested for CPU,
you can move pods to a node with sufficient capacity. If a node is underutilized
and is a candidate for suspension, you must first move the pods before you can
safely suspend the node.

m  Provision/Suspend
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Entity Type

Supported Actions

For details, see Container Pod Actions (on page 420).

For horizontally scalable Kubernetes Services that collect performance metrics (or
KPIs) for applications, provision or suspend pods associated with those Services
to maintain SLOs for your applications.

When recommending node provision or suspend actions, Workload Optimization
Manager will also recommend provisioning pods (based on demand from
DaemonSets) or suspending the related pods.

Container Cluster

None

Workload Optimization Manager does not recommend actions for a Container Cluster.
Instead, it recommends actions for the containers, pods, nodes (VMs), and volumes
in the cluster. Workload Optimization Manager shows all of these actions when you
scope to a Container Cluster and view the Pending Actions chart.

Kubernetes node (VM)

A Kubernetes node (cloud or on-prem) is represented as a Virtual Machine entity in
the supply chain.

m  Provision
Provision nodes to address workload congestion or meet application demand.
m  Suspend
Suspend nodes after you have consolidated pods or defragmented node
resources to improve infrastructure efficiency.
m  Reconfigure
Reconfigure nodes that are currently in the Not Ready state.
NOTE:

For nodes in the public cloud, Workload Optimization Manager reports the cost
savings or investments attached to these actions.

For details, see Node Actions (on page 433).

Cloud Infrastructure Entity Types

Entity Type

Supported Actions

Virtual Machine (Cloud)

For details, see Cloud VM Actions (on page 440) and Parking: Stop or Start Cloud
Resources (on page 629).

Scale

Change the VM instance to use a different instance type or tier to optimize
performance and costs.

Stop and Start (also known as 'parking' actions)

Stop a VM for a given period of time to reduce your cloud expenses, and then
start it at a later time.

Discount-related actions

If you have a high percentage of on-demand VMs, you can reduce your monthly
costs by increasing discount coverage. To increase coverage, you scale VMs

to instance types that have existing capacity. If you need more capacity, then
Workload Optimization Manager will recommend actions to purchase additional
discounts.

Virtual Machine Spec

Scale

Scale Azure App Service plans to optimize app performance or reduce costs,
while complying with business policies.

Delete
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Entity Type

Supported Actions

Delete empty Azure App Service plans as a cost-saving measure. A plan is
considered empty if it is not hosting any running apps.

For details, see Virtual Machine Spec Actions (on page 460).

App Component Spec

None

Workload Optimization Manager does not recommend actions for App Component
Specs, but it does recommend actions for the underlying Virtual Machine Specs. For
details, see Virtual Machine Spec Actions (on page 460).

Database (Cloud)

Scale
m  DTU Model

Scale DTU and storage resources to optimize performance and costs.
m  vCore Model

Scale vCPU, vMem, IOPS, throughput and storage resources to optimize
performance and costs.

For details, see Cloud Database Actions (on page 489).

Database Server (Cloud)

Scale
Scale compute and storage resources to optimize performance and costs.
For details, see Cloud Database Server Actions (on page 470).

Volume (Cloud)

m Scale
Scale attached volumes to optimize performance and costs.
m  Delete

Delete unattached volumes as a cost-saving measure.
For details, see Cloud Volume Actions (on page 481).

Zone None
Workload Optimization Manager does not recommend actions for a cloud zone.
Region None

Workload Optimization Manager does not recommend actions for a cloud region.

On-prem Infrastructure Enti

ty Types

Entity Type

Supported Actions

Virtual Machine (On-prem)

m  Resize
— Resize resource capacity

Change the capacity of a resource that is allocated for the VM. For example,
a resize action might recommend increasing the VMem available to a

VM. Before recommending this action, Workload Optimization Manager
verifies that the VM's cluster can adequately support the new size. If the
cluster is highly utilized, Workload Optimization Manager will recommend a
move action, taking into consideration the capacity of the new cluster and
compliance with existing placement policies.

For hypervisor targets, Workload Optimization Manager can resize vCPU by
changing the VM's socket or cores per socket count. For details, see VCPU
Scaling Controls (on page 510).

— Resize resource reservation

Change the amount of a resource that is reserved for a VM. For example,
a VM could have an excess amount of memory reserved. That can cause

memory congestion on the host — A resize action might recommend
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Entity Type

Supported Actions

reducing the amount reserved, freeing up that resource and reducing
congestion

— Resize resource limit
Change the limit that is set on the VM for a resource. For example, a VM
could have a memory limit set on it. If the VM is experiencing memory

shortage, an action that decreases or removes the limit could improve
performance on that VM.

Move
Move a VM due to:

— High resource utilization on VM or host

—  Excess IOPS or latency in VStorage

— Workload placement violation

— Underutilized host (move VM before suspending host)
Reconfigure

Change a VM's configuration to comply with a policy.

For hypervisor targets, Workload Optimization Manager can reconfigure VMs that
violate vCPU scaling policies. For details, see VCPU Scaling Controls (on page

510).

For details, see On-prem VM Actions (on page 502).

Volume (On-prem)

Move

Move a VM's volume (virtual storage) due to excess utilization of the current
datastore, or for more efficient utilization of datastores in the environment.

Points to consider:

— The default global policy includes a setting that directs Workload
Optimization Manager to use relevant metrics when analyzing and
recommending actions for volumes. For details, see Enable Analysis of On-
prem Volumes (on page 185).

—  Workload Optimization Manager will not recommend moving a volume
to a datastore that is currently in maintenance mode. Any volume in that
datastore should move to an active datastore (for example, via vMotion).

Reconfigure

Reconfigure a VM's volume (virtual storage) to comply with placement policies.

Database Server (On-prem)

Resize

Resize the following resources:

Connections

Workload Optimization Manager uses connection data to generate memory resize
actions for on-prem Database Servers.

Database memory (DBMem)

Actions to resize database memory are driven by data on the Database Server,
which is more accurate than data on the hosting VM. Workload Optimization
Manager uses database memory and cache hit rate data to decide whether resize
actions are necessary.

A high cache hit rate value indicates efficiency. The optimal value is 100% for on-
prem (self-hosted) Database Servers, and 90% for cloud Database Servers. When
the cache hit rate reaches the optimal value, no action generates even if database
memory utilization is high. If utilization is low, a resize down action generates.

When the cache hit rate is below the optimal value but database memory
utilization remains low, no action generates. If utilization is high, a resize up action
generates.
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Entity Type Supported Actions
m Transaction log

Resize actions based on the transaction log resource depend on support for
virtual storage in the underlying hypervisor technology.

Currently, Workload Optimization Manager does not support resize actions for
Oracle and Database Servers on the Hyper-V platform (due to the lack of API
support for virtual storage).

Virtual Datacenter None

Workload Optimization Manager does not recommend actions for a Virtual Datacenter.
Instead, it recommends actions for the entities that provide resources to the Virtual
Datacenter.

Business User Move
Move a Business User between desktop pools to address:
m  Resource congestion on the image

When utilization is consistently near capacity for image resources, Workload
Optimization Manager can recommend moving a Business User to a desktop pool
that serves larger images.

m  Resource congestion on the desktop pool
When utilization is consistently near capacity for the desktop pool, Workload

Optimization Manager can recommend moving a Business User to a desktop pool
that has more available resources.

NOTE:
To support moves, you must configure placement policies that merge similarly
configured desktop pools. For details, see Desktop Pool Placement Policies (on page

533).

Desktop Pool None

Workload Optimization Manager does not recommend actions for a desktop pool. It
recommends actions for the Business Users running active sessions in the pool.

View Pod None

Workload Optimization Manager does not recommend actions for a view pod. Instead,
it recommends actions for the Business Users that are running active sessions.

Host m Start

Start a suspended host when there is increased demand for physical resources.
m  Provision
Provision a new host in the environment when there is increased demand for

physical resources. Workload Optimization Manager can then move workloads to
that host.

m Suspend
When physical resources are underutilized on a host, move existing workloads to
other hosts and then suspend the host.

m  Reconfigure
Workload Optimization Manager generates this action in response to changing
demand for software licenses. For details, see License Policy (on page 181).

For details, see Host Actions (on page 537).

Chassis None
Workload Optimization Manager does not recommend actions for a chassis.

Datacenter None
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Entity Type Supported Actions

Workload Optimization Manager does not recommend actions for a datacenter.
Instead, it recommends actions for the entities running in the datacenter.

Storage = Move
For high utilization of physical storage, move datastore to a different disk array
(aggregate).

m  Provision
For high utilization of storage resources, provision a new datastore.

m Resize

Increase or decrease the datastore capacity.
m Start

For high utilization of storage resources, start a suspended datastore.
m  Suspend

For low utilization of storage resources, move served VMs to other datastores and
suspend this one.

m Delete

Delete a datastore or volume that has been suspended for a period of time.
For details, see Storage Actions (on page 544).

Resize
Provision
Move
Start
Suspend

Logical Pool

Disk Array Provision

For high utilization of the disk array’s storage, provision a new disk array
(recommendation, only).

m Start
For high utilization of disk array, start a suspended disk array (recommendation,
only).

m  Suspend
For low utilization of the disk array’s storage, move VMs to other datastores and
suspend volumes on the disk array (recommendation, only).

m  Move
(Only for NetApp Cluster-Mode) For high utilization of Storage Controller

resources, Workload Optimization Manager can move an aggregate to another
storage controller. The storage controllers must be running.

For high IOPS or latency, a move is always off of the current disk array. All the
volumes on a given disk array show the same IOPS and Latency, so moving to a
volume on the same array would not fix these issues.

m  Move VM

For high utilization of Storage on a volume, Workload Optimization Manager can
move a VM to another volume. The new volume can be on the current disk array,
on some other disk array, or on any other datastore.

For high IOPS or latency, a move is always off of the current disk array. All the
volumes on a given disk array show the same IOPS and Latency, so moving to a
volume on the same array would not fix these issues.

m  Move Datastore
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Entity Type Supported Actions

To balance utilization of disk array resources, Workload Optimization Manager can
move a datastore to another array.

Storage Controller Provision

For high utilization of the storage controller’s CPU, provision a new storage controller,
and then move disk arrays to it.

10 Module None
Workload Optimization Manager does not recommend actions for an 10 Module.

Switch Resize
Resize PortChannel for a switch to increase bandwidth.

Action Types

Workload Optimization Manager performs the following general types of actions:

Placement — Place a consumer on a specific provider
Scaling — Resize allocation of resources, based on profitability

— Resize up, shown as a required investment
— Resize down, shown as savings

m  Discount Optimization — Increase discount (on page 129) coverage and reduce costs by scaling VMs to instance types
that are charged discounted rates

Configuration — Correct a misconfiguration

Start/Buy — Start a new instance to add capacity to the environment, shown as a required investment. For cloud
environments, purchase discounts (on page 129) to reduce costs.

Stop — Suspend an instance to increase efficient use of resources, shown as savings
Delete — Remove storage (for example, datastores on disk arrays or unattached volumes).

Placement

Placement actions determine the best provider for a consumer. These include initial placement for a new entity, and move
actions that change a consumer to use a different provider. For example, moving a VM assigns it to a different host. Moving a
VM'’s storage means the VM will use a different datastore.

Placement Constraints

When making placement decisions, Workload Optimization Manager checks for placement constraints to limit the set of
providers for a given consumer. It respects automatic placement constraints, including cluster boundaries and DRS rules. It also
considers user-configured constraints defined in a placement policy to ensure compliance to specific business requirements.

Reviewing the constraints on an entity helps you understand the actions that Workload Optimization Manager recommends. If an
action seems questionable to you, then you should look at the constraints on the affected entities. It's possible that some policy
or constraint is in effect, and it keeps Workload Optimization Manager from recommending a more obvious action. For details,
see Entity Placement Constraints (on page 148).

You can run plans to see what happens if you turn off constraints, or disable or enable certain placement policies.

Effective CPU Capacity

CPU processor speed is not necessarily an effective indicator of CPU capacity. For example, processor architecture can make a
slower CPU have a greater effective capacity. Newer models of machines can often have fewer cores or less clock speed, but
still have a higher effective capacity.
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When placing VMs on hosts in the on-prem environment, Workload Optimization Manager discovers the effective CPU capacity
of your hosts. This increases the accuracy of placement calculations so that newer, more efficient hosts will show a greater
effective capacity than less efficient hosts that might have larger or faster processors.

To discover the effective capacity, Workload Optimization Manager uses benchmark data from spec.org. This benchmark data
maps to effective capacity settings that Workload Optimization Manager uses to make placement calculations.

You can see a catalog of these benchmark data and choose from listed processors when you edit Host templates. For more
information, see Selecting CPUs from the Catalog (on page 708).

Shared-Nothing Migration Actions

If you have enabled both storage and VM moves, Workload Optimization Manager can perform shared-nothing migrations,
which move the VM and the stored VM files simultaneously. For details, see Shared-Nothing Migration (on page 506).

Cross-vCenter vMotion

VMware vSphere 6.0 introduces functionality that enables migration of virtual machines between different vCenter Server
instances. Workload Optimization Manager supports this capability through Merge placement policies (see Creating Placement
Policies (on page 179)). It considers cross-vCenter locations when calculating placement, and can recommend or execute
moves to different vCenter servers.

Moves on the Public Cloud

On the public cloud you do not place workloads on physical hosts. In the Workload Optimization Manager Supply Chain, the
Host nodes represent availability zones. Workload Optimization Manager can recommend moving a workload to a different
zone, if such a move can reduce your cloud cost. These moves recognize constraints, such as availability of instances types and
discounts (on page 129) in the given zones.

In AWS environments, a VM can use Elastic Block Stores (EBS) or Instance Storage. If the VM's root storage is EBS, then
Workload Optimization Manager can recommend a VM move. However, because Instance Storage is ephemeral and a move
would lose the stored data, Workload Optimization Manager does not recommend moving a VM that has Instance Storage as its
root storage.

If a VM is running within a billing family, then Workload Optimization Manager only recommends moving that VM to other regions
within that billing family.

In AWS environments that use Rls, Workload Optimization Manager recognizes Availability Zones that you have specified for
your Rl purchases. For move and resize actions, Workload Optimization Manager gives precedence to these Rls in the given
zone. All else being equal for a given zone, if you have Zone Rls with reserved capacity and Rls that do not reserve capacity,
Workload Optimization Manager will use the Zone RI first.

Scaling

Scaling actions update capacity in your environment. For vertical scaling, Workload Optimization Manager increases or
decreases the capacity of resources on existing entities. For horizontal scaling it provisions new providers. For example,
provisioning a host adds more compute capacity that is available to run VMs. Provisioning a VM adds capacity to run
applications.

Workload Optimization Manager can provision the following:

Containers

VMs

Hosts

Storage

Storage Controllers (only for planning scenarios)

Disk Arrays

Under certain circumstances, Workload Optimization Manager can also recommend that you provision a virtual datacenter.

Storage Resize Actions

Any storage resize action impacts both the storage entities and the entities managed by the given hypervisor. However, not
all hypervisors recognize changes to the storage capacity. After executing a storage resize, Workload Optimization Manager

162 Cisco Systems, Inc. www.cisco.com



Getting Started

indicates that the resize action has succeeded but a hypervisor might not show the corresponding change in storage capacity. If
this occurs, then you must refresh the hypervisor target so Workload Optimization Manager can discover the storage changes.

To avoid this situation, you can set the action mode to Manual or Recommend for storage resize actions. In that way, you can
perform the resizes yourself, and then manually refresh your hypervisors.

Scaling on the Public Cloud

On the cloud, scaling actions change the VM to a different instance type. These can include:

m  Changing a VM to an instance type with different capacity
m  Changing a VM to an instance type that is charged a discounted rate

For these actions, the action list shows the current cost for the source workload, and also the projected cost given the change.
To show the current cost, Workload Optimization Manager uses the actual costs for that workload. However, to show the
projected cost it uses an estimate based on average utilization for the VM, for the costs of the given tier.

Note that scaling to an instance type that is charged a discounted rate can result in running the VM on a larger instance when
the cost is lower. This might occur even though the VM does not need that capacity and there are other smaller instance types
available.

In Azure environments, there are circumstances where a VM resize can be especially disruptive. In a given region, the
infrastructure can be made up of different clusters that have different sets of underlying hardware. Further, some tiers that are
available in the given region are only available on different clusters. If Workload Optimization Manager recommends resizing
from a tier on one cluster, to a tier on another cluster, then the resize action can take longer to complete than usual.

In both Azure and AWS environments, Workload Optimization Manager conforms to specific instance requirements as it
generates resize actions. For more information, see:

m  Azure Instance Requirements (on page 443)
m  AWS Instance Requirements (on page 441)

Discount Optimization

To reduce your cloud costs, Workload Optimization Manager can recommend scaling VMs to instance types that are charged
discounted rates.

m Discount Utilization (on page 691)

This chart shows how well you have utilized your current discount inventory (on page 688). The desired goal is to
maximize the utilization of your inventory and thus take full advantage of the discounted pricing offered by your cloud
provider.

m Discount Coverage (on page 686)

This chart shows the percentage of VMs covered by discounts. If you have a high percentage of on-demand VMs, you
should be able to reduce your monthly costs by increasing coverage. To increase coverage, you scale VMs to instance
types that have existing capacity.

m Discount Inventory (on page 688)

This chart lists the cloud provider discounts discovered in your environment.

Discount optimization actions are not executed by Workload Optimization Manager users. They reflect capacity reassignments
performed by your cloud provider.

Configuration

These are reconfigure and resize actions. Reconfigure actions can add necessary network access, or reconfigure storage.
Resize actions allocate more or less resource capacity on an entity, which can include adding or reducing VCPUs or VMem on a
VM, adding or reducing capacity on a datastore, and adding or reducing volumes in a disk array.

Workload Optimization Manager can reconfigure the following:

m VMs
m  Containers
m Storage
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m  Disk Arrays
m  Virtual Datacenters

Start/Buy

Workload Optimization Manager can recommend that you start a suspended entity to add capacity to the environment. It can
also recommend purchasing cloud provider discounts (on page 129) to reduce costs for your current workload.

Stop

Stop actions suspend entities without removing them from the environment. Suspended capacity is still available to be brought
back online, but is currently not available for use. Suspended resources are candidates for termination.

Workload Optimization Manager can suspend the following:

Application Components
Container Pods

Disk Arrays

Hosts

Storage (on-prem)
Virtual datacenter

Delete

Delete actions affect storage. For example, Workload Optimization Manager might recommend that you delete wasted files to
free up storage space, or delete unused storage in your cloud environment to reduce storage costs.

Wasted Storage in Azure Environments

In Azure environments, Workload Optimization Manager can identify unmanaged storage as unattached volumes, recommend
that you remove this unused storage, and then show estimated savings after you remove this storage and no longer pay for it.
The savings that Workload Optimization Manager shows are estimates based on the overall cost for that storage, since Azure
does not provide specific values for the cost per volume or cost for the amount of storage that is in use for a given volume. If
the estimated savings appear unusually high, then you should identify which storage the actions will remove, and review your
billing to calculate the costs with more precision.

Action Categories

Workload Optimization Manager groups entries in the Actions List by different categories. These categories do not strictly define
the severity of an issue, but they indicate the nature of the issue.

Performance Assurance

Ultimately, the reason to manage workloads in your environment is to assure performance and meet QoS goals. When Workload
Optimization Manager detects conditions that directly put QoS at risk, it recommends associated actions in the Performance
category. You can consider these critical conditions, and you should execute the recommended actions as soon as possible.

Actions Risks/Opportunities

m  Provision a new VM, Host, Datastore m <Resource> Congestion

m Increase or decrease the number of VCPUs High utilization of application resources. High utilization
m  Provision a new container or container pod of resources on workload, host, or datastore.

m  Resize heap for an Application Component

m Scale the resource capacity on an entity
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Efficiency Improvement

Efficient utilization of resources is an important part of running in the desired state. Running efficiently maximizes your
investment and reduces cost. When Workload Optimization Manager discovers underutilized resources, it recommends actions
to consolidate your operations. For example, it can recommend that you move certain VMs onto a different host. This can free a

physical machine to be shut down.

Actions Risks/Opportunities

s Move VM m  Overprovisioning

m  Start or suspend VM Excess resource capacity in a provider.
m  Buy discounts (on page 129)

m  Scale down resource allocation

Prevention

Workload Optimization Manager constantly monitors conditions, and works to keep your environment running in a desired
state. As it finds issues that risk moving the environment out of this state, it recommends associated actions in the Prevention
category. You should attend to these issues, and perform the associated actions. If you do not, the environment may drift away
from the desired state, and the QoS for some services may be put at risk.

Actions

Risks/Opportunities

m  Resize vCPU and vMem
m  Move VM or storage
m  Start VM or host

m <Resource> Congestion

High resource utilization on the named VM or datastore.
For example, CPU congestion or memory congestion
can occur on a VM, or an IOPS bottleneck can occur on
a datastore.

m  Workload Balancing

Excess workload on a given physical machine that can
be addressed by moving a VM to another host.

Compliance

A virtual environment can include policies that limit availability of resources. It’s possible that the environment configuration
violates these defined policies. In such cases, Workload Optimization Manager identifies the violation and recommends actions

that bring the entity back into compliance.

Actions

Risks/Opportunities

m  Move VM
= Move container
m  Provision VM, Host, Datastore

m  Misconfiguration

Container configuration is in violation of a policy.

m Placement Violation
The placement of a VM is in violation of a Workload
Optimization Manager policy or an imported Placement
Policy.

m  Misconfiguration
The configuration violates discovered requirements. For

example, a VM is configured to access a network that is
not available from the current cluster.

Action Modes

Action modes specify the degree of automation for the generated actions. For example, in some environments you might not
want to automate resize down of VMs because that is a disruptive action. You would use action modes in a policy to set that

business rule.
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Workload Optimization Manager supports the following action modes:

Recommend — Recommend the action so a user can execute it via the given hypervisor or by other means
Manual — Recommend the action, and provide the option to execute that action through the Workload Optimization
Manager user interface

m  Automatic — Execute the action automatically
For automated resize or move actions on the same entity, Workload Optimization Manager waits five minutes between each
action to avoid failures associated with trying to execute all actions at once. Any action awaiting execution stays in queue.
For example, if a VM has both vCPU and vMem resize actions, Workload Optimization Manager could resize vCPU first.
After this resize completes, it waits five minutes before resizing vMem.

The Pending Actions charts only count actions in Recommend or Manual mode.

Automated actions appear in the following charts:

m  All Actions chart on the Home Page and the On-prem Executive Dashboard
m  Accepted Actions chart on the Home Page

Setting Action Modes

To set action modes for specific entities, you can edit the Workload Optimization Manager automation policies. This is how
you specify the default action modes, or set special action modes for a given group or cluster. For more information, see
Automation Policies (on page 182).

Action Orchestration

Workload Optimization Manager policies can also include Action Orchestration settings. These settings determine whether
Workload Optimization Manager executes the actions, or whether to map the actions to workflows managed by external
orchestrators. If you want to execute via an orchestrator workflow, you must set the action mode to Manual or Automatic. For
more information about action orchestration, see Setting Up Action Orchestration (on page 196).

Action Mode Overrides
Under some conditions, Workload Optimization Manager changes the action mode of an action from Manual to Recommend.

Workload Optimization Manager makes this change as a safeguard against executing actions that the underlying infrastructure
cannot support. For example, assume you have VM move actions set to Manual. Then assume Workload Optimization Manager
analysis wants to move a VM onto a host that is already utilized fully. In this case, there would be other actions to move
workloads off of the given host to make room for this new VM. However, because moves are Manual, the host might not be
properly cleared off yet. In that case, Workload Optimization Manager changes actions to move workloads to the host from
Manual to Recommend.

For cloud environments, some instances require workloads to be configured in specific ways before they can move to those
instance types. If Workload Optimization Manager recommends moving a workload that is not suitably configured onto one of
these instances, then it changes the action mode from Manual to Recommend, and then describes the reason.

Working With the Generated Actions

When you start using Workload Optimization Manager, all the actions that the product generates appear as pending. You can
view them in the Pending Actions charts and then decide whether to execute and/or automate them. You can also disable them.
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Workload Optimization Manager will never execute actions automatically, unless you tell it to. If you examine the default policies

that ship with the product, you will notice that these policies do not enable automation on any action. Workload Optimization
Manager gives you full control over all automation decisions.
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When you first see the pending actions, you execute many of them to see immediate improvements in performance and
utilization. Over time, you develop and fine-tune your action-handling process to meet productivity goals and respond to
changing business needs. This process could lead to the following key decisions:

m Disabling actions that should never execute, such as those that violate business rules
Workload Optimization Manager will not consider recommending disabled actions when it performs its analysis.
m  Allowing certain actions to execute automatically, such as those that assure QoS on mission-critical resources

Automation simplifies your task, while ensuring that workloads continue to have adequate resources to perform optimally.
As such, it is important that you set the goal of automating as many actions as possible. This requires evaluating which
actions are safe to automate, and on which entities.

m  Continuing to let Workload Optimization Manager post certain actions so you can execute them on a case-by-case basis

For example, certain actions might require the approval of specific individuals. In this case, you would want Workload
Optimization Manager to post those actions for review and only execute the actions that receive an approval.

These are the actions that you would look for in the Pending Actions charts. They no longer show after you execute them, if
you disable or automate them, or if the environment changes in the next market analysis such that the actions are no longer

needed.
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What You Can Do:

View and execute pending actions: See Pending Actions (on page 168).

See the different display views for the pending actions charts: See Pending Actions Charts (on page 648).
Scope pending actions in the Home Page: See Pending Actions Scope (on page 170).

See a running history of generated and executed actions: See Actions Charts (on page 650).

Review the default policies that drive the actions the product generates.

Create and run plans to simulate different conditions, and see what actions will keep things healthy under those conditions:
See Plan Management (on page 562).

Pending Actions

Workload Optimization Manager treats all the non-automated actions that it generates as pending and shows them in the
Pending Actions charts.
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To get the best results from Workload Optimization Manager, execute these actions promptly and consider automating as many
of them as possible. You can execute these actions from the user interface or outside Workload Optimization Manager. To

automate these actions, create an automation policy (on page 187) or change the action mode to Automatic in the default

policies (on page 183).

Workload Optimization Manager can execute up to five actions at a time, and queues any new incoming actions for later
execution.

Default Pending Actions Charts

Each time you log in to the user interface, Workload Optimization Manager immediately shows the Pending Actions charts on
the Home Page's HYBRID view. These charts provide a summary of the actions that require your attention, and entry points to
the Pending Actions List (on page 171).

NOTE:
You can also add these charts to any of your dashboards (on page 638).
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By default, a text chart and a list chart display in the Home Page, with the scope set to Global Environment.

You can change the chart type by clicking the icon on the upper-right corner of the chart. For details about the available chart
types, see Pending Actions Charts (on page 648).

Pending Actions - Text Chart

The text chart shows the estimated costs or savings associated with the pending actions, and the number of actions for each
action type (on page 161).
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Global Environment

541
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93®

Delete Actions

NOTE:

@ i
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Start/Buy Actions

3E

Rl Optimization Actions

Show all 177 Actions »

The text chart is also available in the ON-PREM or CLOUD view, with data scoped to the selected environment.

Pending Actions - List Chart

The list chart shows a partial list of pending actions, ordered by the severity of the associated problems.
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Pending Actions Scope

To perform Application Resource Management, Workload Optimization Manager identifies actions you can take to avoid
problems before they occur. You can perform these actions manually, direct Workload Optimization Manager to perform the
actions on command, or direct Workload Optimization Manager to perform actions automatically as they arise.

There are several ways to scope pending actions in the Home Page.

Click to filter pending actions by entity type, action type, or entity.

/ e /
__.:-"',

3

Wirtual Application Pending Actions i Pending Actions H
l [rrm—
$707 ovision Sto ‘J,;F )52 = e
4 B +— b
I/ mo
Estrmated Cost
Database Application | Prowision S‘.U'dgt F e
l I ERFOR
"""""" 1 5200
5 316 | one time Scale Database Server ib fram db. e e e
Database Server h'll‘l‘l:l‘l“;;;-r-l-nr
Scale Virtwal Machine ) from m.. T —
Remaove VMem limit for Virtual Machine P

nual Dul.jtl— rer

Click to view all pending actions. /ﬁt

To view all pending actions, click Show all Actions in the Pending Actions chart.
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Click one of the following to narrow the scope of pending actions:

= An entity type in the supply chain.

Workload Optimization Manager generates actions based on how entity types use or provide resources, and what each
entity type supports. For details on the actions that each entity type supports, see Actions by Entity Type (on page 154).

Only entity types with risks (critical, major, or minor) have pending actions. Hover on the entity type to see a breakdown of

risks.
An action type in the text chart
An entity name in the list chart

NOTE:

If you are in the ON-PREM or CLOUD view, the text chart displays by default. Switch to the list chart to see the entity

names.

If you clicked Show all Actions or an action type, the Pending Actions List (on page 171) displays immediately.

If you clicked an entity type or an entity name, an Overview page displays first. In that page, click the Actions tab to view the

Pending Actions List.

OVERVIEW DETAILS POLICIES LIST OF VIRTUAL MACHINES (312)

____________________________

Scale virtual Machine PT_m from mS.large o i3
Remaove Viem limit for Virtual Machine Test to maximize efficiency
Scale Virtual Machine M from al.large to al xlarge

Move Volume vol-016122a64763cd98 7 of ViFtual Machine

AITMENT, §

e skt N S

¥

it e el

The Pending Actions List includes additional features to narrow the scope further. You can search for specific actions using
meaningful keywords or use filters. For details, see Pending Actions List (on page 171).

Pending Actions List

The Pending Actions List includes all the actions that Workload Optimization Manager currently recommends for the given scope

(for details, see Pending Actions Scope (on page 170)).

You can select actions to execute, and you can expand action items to see more details.
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172 Pending Actions

& DOWNLOAD -

= FILTER —-} D

Resize up Heap for Application Server
i | Scale Virtual Machine
[ | Scale Virtual Machine
-_] Scale Virtual Machine
-_] Scale Virtual Machine

Scale Virtual Machine

A. Actions List

Each row in the actions list shows:

The specific action that Workload Optimization Manager recommends.

from 4.883 GB

fro.

from 5t

from t2.xlarge tar

35 415/ Mg

PERFORMANCE

If applicable, the estimated investment needed to successfully execute the action or the resulting savings after performing

the action

m The action category (on page 164).

By default, actions display by the severity of the associated problems, indicated by the thin colored line before the checkbox.

Use the Filter functionality to change the order by other categories.
Select one or several actions to execute and click Apply Selected.

If you see an action with:

m A grayed-out checkbox ()

The action is recommended-only.

Possible reasons:

— The action mode is Recommend or the underlying technology for the entity does not support automation. This means

you have to perform the action outside Workload Optimization Manager.
The Action Details page indicates that the action is blocked by a policy.

— An action that is otherwise executable cannot be executed currently due to prerequisite actions.

For example, in order to suspend Host A, VM_01 in the host must first move to Host B. However, Host B only has
capacity for one VM and is currently hosting VM_02. In this case, Host A suspension is blocked by two prerequisite

actions - VM_02 moving to another host and VM_01 moving to Host B.

The Action Details page for the main action (Host A suspension in the example) indicates that there are actions on the
target or destination that need to be executed first.

When all the prerequisite actions have been executed, the main action becomes executable.

m A grayed-out checkbox and a prohibition symbol ( ©)

You need to perform some prerequisite steps outside Workload Optimization Manager before you can execute the action.
Hover on the checkbox to see the prerequisite steps.
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To execute this action, enable NVMe for
ComplianceMovel, and change instance type
in the AWS Consola

le11g-Win-1

B. Action Details

Scale VM ComplianceMove in Development from t2.micro to t3.nano

7232 fra...

EST. SAVIMNGS: $0.00

EST. SAVINGS: $200

Click the arrow icon to expand the entry and view action details.

Scale Virbual Machine sks-cluster-eks-chuster-ng1-Nede in Advanced from misa dalarge to
m5.dxlarge

WCPU PERCENTILE AND AVG, UTILIZATION o

Lnanicon i ko A% A B3 o thes i cver the B oy o prvation period Laaanion iy
e
L A L] g L L]
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e @ At e
R AT 5 T
48 % ETL I 0% % o L
125 GHE 1588 Gax B4 Gill G 165 MBS
oz aar 0 CESER +DEass st
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Action details include:

ko 48 o B o thet

WMEM PERCENTILE AND AVG, UTILIZATION @

o cver the 12 clay olvpervation pevied

[5T70Y

EFFICIEMCY

EFFICIENCY

Esc Sawings: F50

[ET Y

Bme

m A description of the recommended action, such as Scale Virtual Machine....

NOTE:

The action item gives the names of the affected entities. You can click on these entity names to drill down and set the
Home Page scope to that specific entity. To return after drilling down to an entity in the action details, use the browser's

Back button.

action
m  The impact of executing the action.

For more information, see Action Details (on page 175).

C. Search

For a long list of pending actions, use search to narrow the results.

Q

O

Move Volume vol-013d6d9f5 78262327 of Virtual Machine arseq-

Move Volume vol-OcadafbaS22ed0f07 of Virtual Machine michgel-turbo

Move Volume vol-016123a64763cd9% 7 of Virtual Machine arseh-turbo

EST. SAVINGS: $0.045 / HR

EST. INVESTMENT: $0U045 / HR

LT, SAVINGS: S0.045 / HR

Immediately below the description, a summary of requirements, risks, opportunities, or reasons for the recommended

= FLTER
PREVENTION »
PREVENTION ¥

FRIVINTION
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D. Filter and Sort

Filter pending actions

Refine results

{ FILTER

Action Type
Action Mode
Action Category

Action Prerequisite

When you click Filter, you can:

RESET

{ SORTBY '

Sort pending actions

Severity

I

m Filter the list by action type (on page 161), action mode (on page 165), action category (on page 164), action

prerequisite, or any combination of these items.
m  Sort the actions in ascending or descending order by severity, name of the action target, risk category, or savings amount.

Workload Optimization Manager determines action severity by the amount of improvement the affected entities will gain by
executing the action. Action severities are:

— Minor — Issues that affect cost or workload distribution, but not impact the QoS your users will experience

— Major — Issues that can affect QoS and should be addressed
— Critical — Issues that affect the QoS that your environment can deliver, and you are strongly advised to address them

For example:

m To see only the actions that you can execute through the Workload Optimization Manager user interface, filter the list by
action mode and select Manually executable.

FILTER

Action Mode -

ADD CRITERIA

equals -

Manually executable

-

m To see only resize actions that are manually executable and that give efficiency improvements, set the filter as follows:

FILTER
Action Type -
Action Mode -
Action Category -

@ ADD CRITERIA

equals -
equals -
equals -

Scaling

Manually executable

Efficiency Improvement

-

-

E. Download

Download the pending actions list as a CSV file.
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Action Details

Each action in the Pending Actions list comes with a description and additional details to help you understand why Workload
Optimization Manager recommends it and what you would gain if you execute it.

At first glance, some individual actions might appear trivial and it is instinctively convenient to ignore them. It is important
to keep in mind that executing a single action can impact other workloads in a meaningful way, helping move these other
workloads closer to their desired state.

Scalt Wirtual Machine ks-chuiter-ik i Nodis in Advanced fram mSadxlarge to Est Sanvings: $502/ma
M5 dxlarge
WCFU PERCENTILE AND AVG, UTILIZATION & WMEM PERCENTILE AND AVG, UTILIZATION ©
L] L L
VIRTUAL MACHINE DETAILS
» o
48 % TN # 0%
R GGE T eAGiE T O T T
o o »
SOGEAMT = BTEEM M o= 100 SOEEEN = SO

In the image shown above, the action details indicate that scaling the virtual machine to a different instance type impacts
discount coverage in a meaningful way. By increasing discount coverage from 0% to 100%, the projected hourly on-demand
cost drops to S0, bringing estimated savings of $502 per month.

Utilization Charts

Workload Optimization Manager uses percentile calculations to measure resource utilization more accurately, and drive actions
that improve overall utilization and reduce costs for cloud workloads. When you examine the details for an entity or pending
action, you will see charts that highlight resource utilization percentiles for a given observation period, and the projected
percentiles after you execute the action.

Scale Virtual Machine ri from Standard_B4ms o Standard_E2s w3 .
o Y
{ VCPU PERCENTILE AND AVG. UTILIZATION © VMEM PERCENTILE AND AVG. UTILIZATION O
. e o L
-\ A

VIRTUAL MACHINE DETAILS
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The charts also plot daily average utilization for your reference. If you have previously executed scaling actions on the entity, you
can see the resulting improvements in daily average utilization. Put together, these charts allow you to easily recognize utilization

trends that drive Workload Optimization Manager's recommendations.

Notes:

m  You can set constraints in policies to refine the percentile calculations.
m  After you execute an action, it might take some time for the charts to reflect the resulting improvements.

Entities with Utilization Charts

Utilization charts display for actions on the following entity types:

Entity Type

Monitored Resources

Percentile Utilization

Average Utilization

Notes

Virtual Machine

s VvCPU
m vMem

m VvCPU
s vMem

For on-prem VMs, you will
see either a VCPU or VMem
chart, depending on the
commodity that needs to
scale. For cloud VMs and
VMs in Migrate to Cloud
plans, both charts display.

These charts also appear
when you scope to a given
VM (on-prem or cloud) and
view the Details page. They
also appear in Migrate to
Cloud plan results.

Virtual Machine Spec

vCPU
vMem

vCPU

vMem

Storage

Number of replicas

See Virtual Machine Spec
Actions (on page 460).

Database (cloud)

m  DTU Pricing Model

m  DTU Pricing Model

See Cloud Database Actions

(on page 489).

- DTU - DTU
m vCore Pricing Model — Storage
- vCPU m vCore Pricing Model
-  vMem - vCPU
— 10PS -  vMem
—  Throughput - IOPS
—  Throughput
— Storage
Database Server (cloud) vCPU vCPU See Cloud Database Server
vMem vMem Actions (on page 470).
I0PS IOPS
Volume (cloud) IOPS IOPS These charts also appear
Throughput Throughput when you scope to a given

volume and view the Details
page.
See Cloud Volume Actions

(on page 481).

Workload Controller

m VCPU limits and
requests

m  VvCPU limits, throttling,
and requests

See Container Actions (on

page 408).
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) Monitored Resources
Entity Type - — — Notes
Percentile Utilization Average Utilization
= vMem limits and = vMem limits and
requests requests

Actions Tips and Best Practices

To get the best results from Workload Optimization Manager’s Application Resource Management, you should set as many
actions as possible to Automated. If you want to approve any changes, set the actions to Manual.

At first glance, individual actions might appear trivial and it is instinctively convenient to ignore them. It is important to keep in
mind that executing a single action can impact other workloads in a meaningful way, helping move these other workloads closer
to their desired state. However, if you find that a recommended action is not acceptable (for example, if it violates existing
business rules), you can set up a policy with your preferred action.

In some cases, actions can introduce disruptions that you want to avoid at all costs. For example, during critical hours, Workload
Optimization Manager might execute a resize action on a mission critical resource, which then requires that resource to restart.
It is important to anticipate these disruptions and plan accordingly. For example, you can create a group for all critical resources,
scope the group in an automation policy, set the action mode to Automatic, and then set the schedule to off-peak hours or
weekends. For details on setting schedules, see Setting Policy Schedules (on page 194).

Resize Actions
Allow VMs that have hot-add enabled to automatically resize up.

Use Tuned Scaling to automatically resize VM and storage resources when the resize amount falls within an acceptable range,
and for Workload Optimization Manager to notify you when the amount falls outside the range so you can take the most
appropriate action. For details, see Tuned Scaling for On-prem VMs (on page 502).

After executing a storage resize, Workload Optimization Manager indicates that the resize action has succeeded but the
hypervisor might not show the corresponding change in storage capacity. If this occurs, perform a manual refresh of the
hypervisor so it can discover the storage changes.

Move Actions
Workload Optimization Manager recommends automating host and storage migration.

Use placement constraints if you have placement requirements for specific workloads in your environment (for example,

all production virtual machines moving only to specific clusters). Workload Optimization Manager can automatically import
placement policies when you add a target, or you can create new placement policies. For more information, see Placement
Policies (on page 178).

Working With Policies

Policies set business rules to control how Workload Optimization Manager analyzes resource allocation, how it displays resource
status, and how it recommends or executes actions. Workload Optimization Manager includes two fundamental types of
policies:

m  Placement Policies

To modify workload placement decisions, Workload Optimization Manager divides its market into segments that constrain
the valid placement of workloads. Workload Optimization Manager discovers placement rules that are defined by the
targets in your environment, and you can create your own segments.

m  Automation Policies

Workload Optimization Manager ships with default settings that we believe will give you the best results from our analysis.
These settings are specified in a set of default automation policies for each type of entity in your environment. For some
scopes of your environment, you might want to change these settings. For example, you might want to change action
automation or constraints for that scope. You can create policies that override the defaults for the scopes you specify.
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The Policy Management page shows all the currently defined policies. From this page you can:

Create new policies.
Delete a user-created policy.
Edit a default or user-created policy.

Enable or disable discovered placement policies. For a Workload Optimization Manager segment (a placement policy that
was created in Workload Optimization Manager), you can edit the policy definition as well as enable/disable it.

To see the policies that are applied to a scope, go to the Search page and set the Workload Optimization Manager session to
that scope. Then show the Policy view. For more information, see Scope Policies (on page 148).

Things You Can Do

m  Manage Imported Placement Policies - Importing Workload Placement Policies (on page 178)
m Create a Placement Policy - Creating Placement Policies (on page 179)

m Create a Scoped Automation Policy - Creating Scoped Automation Policies (on page 187)

m Create an Orchestration Policy - Action Orchestration (on page 196)

Placement Policies

To optimize your environment, Workload Optimization Manager recommends actions to place workloads such as applications,
containers, or VMs on their providers. Workload Optimization Manager can recommend these actions, or execute them
automatically.

When calculating workload placement, Workload Optimization Manager respects cluster boundaries, networks, and provisioned
data stores. In addition, the configuration of your environment can specify logical boundaries, and within Workload Optimization
Manager you can create even more boundaries. These boundaries impose segments on the market that Workload Optimization
Manager uses to model your application infrastructure.

In finance, a market segment divides the market according to the criteria different groups of people use when they buy or sell
goods and services. Likewise in the Workload Optimization Manager market, a workload placement segment uses criteria to
focus the buying and selling of resources within specific groups of entities. This gives you finer control over how Workload
Optimization Manager calculates moves. When managing segments you can:

m  Review the placement policies that Workload Optimization Manager has discovered. These are policies that have been
defined in your environment, outside of Workload Optimization Manager. See Importing Workload Placement Policies (on

page 178).

m Create placement segments that restrict workload placement according to specific rules. See Creating Placement Policies

(on page 179).

NOTE:
You can enable or disable any imported policy or created workload placement segment to affect placement calculations in the
real-time environment or in plans.

Importing Workload Placement Policies

The hypervisors that you set as targets can include placement policies of their own. Workload Optimization Manager imports
these placement policies, and considers them to be constraints on placement. You cannot disable these imported policies for
real-time analysis, but you can disable them for plans.

Workload Optimization Manager imports:
m  vCenter Server DRS Rules

See Other Information Imported from vCenter (on page 289)
m Virtual Machine Manager Availability Sets

See Virtual Machine Manager (on page 302)
m  Flexera One License Specifications

See Flexera (on page 296)
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NOTE:

In vCenter environments, Workload Optimization Manager does not import DRS rules if DRS is disabled on the hypervisor.
Further, if Workload Optimization Manager did import an enabled DRS rule, and somebody subsequently disables that DRS rule,
then Workload Optimization Manager will discover that the rule was disabled and will remove the imported placement policy.

Creating Placement Policies

Placement Policies set up constraints to affect how Workload Optimization Manager calculates the placement of workloads in
your environment. In this way, you can direct Workload Optimization Manager to recommend actions that satisfy business rules
for your enterprise.

Workload Optimization Manager discovers Placement policies that have been defined in your environment, and you can also
create Placement policies through the Workload Optimization Manager user interface. Note that you can enable or disable any
Placement policy, both for real-time analysis and for planning scenarios.

Workload Optimization Manager supports the following placement policies:
m Place — Determine which entities use specific providers

For example, the VMs in a consumer group can only run on a host that is in the provider group. You can limit the number
of consumers that can run on a single provider — for hosts in the provider group, only 2 instances of VMs in the consumer
group can run on the same host. Or no more than the specified number of VMs can use the same storage device.

m  Don't Place — Consumers must never run on specific providers
For example, the VMs in a consumer group can never run on a host that is in the provider group. You can use such a
segment to reserve specialized hardware for certain workloads.

m  Merge — Merge clusters into a single provider group
For example, you can merge three host clusters in a single provider group. This enables Workload Optimization Manager

to move workload from a host in one of the clusters to a host in any of the merged clusters to increase efficiency in your
environment.

m License — Set up hosts to provide licenses for VMs

For VMs that require paid licenses, you can create placement policies that set up certain hosts to be the VMs' preferred
license providers. Workload Optimization Manager can then recommend consolidating VMs or reconfiguring hosts in
response to changing demand for licenses.

1. Navigate to the Settings Page.

Click to navigate to the Settings Page. From there, you can perform a variety of Workload Optimization Manager
configuration tasks.

2. Choose Policies.
| Palicies |
Click to navigate to the Policy Management Page.

This page lists all the policies that you currently have configured for Workload Optimization Manager.
3. Create a new Placement policy.
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L_/, Create a new policy x

POLICY NAME

TYFE

ﬂ DONT PLACE MERGE LICENSE

PLALCE

"

Choose consumer type.. » SELECT GROUP
ol
Choose provider type... » SELECT GROUP

|ﬂ Limit workload entities to placement group

| Limit the maximum number of workload entities per placement entity to

First, select the type of Placement policy to create, then specify the settings:

m Give the policy a name
m  Choose the policy type and make the settings
m  Save the policy when you're done

4. Create a Place policy.

POLICY NAME

TYPE

ﬂ DON'T PLACE MERGE LICENSE

PLACE

Choose consumer type.. SELECT GROUP

OM

Choose provider type... ¥ SELECT GROUP
|$| Limit workload entities to placement group

|_| Limit the maximum number of workload entities per placement entity to

These policies control where workload can be placed. For example, you can specify that a VM will only be placed on a host
that is a member of a specific cluster. Or you could specify that any applications in a specific group can only be placed on a
datastore that is a member of a specific group.

Specify the consumer group — The group or cluster of entities that will be placed on the identified providers

Specify the provider group — The group or cluster of entities that will provide resources to the consumers

Limit workload entities to placement group — Set the policy to only place consumer entities on members of the
provider group
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= Limit the maximum number of workload entities per placement entity to — Limit how many instances of the
consumer entities can be placed on a single provider

Create a Don't Place policy.

POLICY NAME

TYPE

PLACE DON'T PLACE MERGE LICENSE

DON'T PLACE

Choose consumer type.. ¥ SELECT GROUP

OM

Choose provider type... ¥ SELECT GROUP

These policies identify groups or clusters that will never host the consumer entities. For example, you can specify that
a VM will never be placed on a host that is a member of a specific cluster. Or you can specify that a set of non-critical
applications will never be placed on specialized hardware, as a way to ensure availability for critical applications.

m  Specify the consumer group — The group or cluster of entities that will be excluded from the identified providers
m  Specify the provider group — The group or cluster of entities that will not provide resources to the consumers
Create a Merge policy.

POLICY NAME

TYPE

PLACE DON'T PLACE m LICENSE

MERGE

Choose consumer type.. ¥ SELECT CLUSTERS

You can create placement policies that merge multiple clusters into a single logical group for the purpose of workload
placement.

For example, your environment might divide hosts into clusters according to hardware vendor, or by some other criteria.
Workload placement typically does not cross such cluster boundaries. However, there might be no technical reason to
apply these boundaries to workload placement. By creating a larger pool of provider resources, Workload Optimization
Manager has even more opportunities to increase efficiency in your environment.

For merge policies, keep the following considerations in mind:

m  For most policies that merge host and storage clusters, the clusters you place in the Merge segment must be
members of the same datacenter.

m For vCenter environments, you can create placement policies that merge datacenters to support cross-vCenter
moves. In this case, where a datacenter corresponds to a given vCenter target, the merged clusters can be in different
datacenters. In this case you must create two merge policies; one to merge the affected datacenters, and another to
merge the specific clusters.

Also note that the clusters you merge must use the same network names on their respective datacenters.

To create a Merge policy, choose the type of entity to merge, and then select the groups you will merge.

Create a License policy.
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POLICY NAME

TYPE

PLACE DON'T PLACE MERGE m

LICENSE

Choose consumer type.. ¥ SELECT GROUFP

ON

Choose provider type... ¥ SELECT GROUFP

Assume you have purchased a number of licenses for a database - you pay for the right to run that database on a certain
number of hosts. You can create a license policy to identify the hosts that provide the license, and the VMs that can
consume that license.

After you create the policy, Workload Optimization Manager can recommend the following actions in response to changing
demand for licenses:

m  When demand is low, Workload Optimization Manager recommends consolidating VMs on as few license-providing
hosts as possible to reduce your license costs. To consolidate, you move VMs to another host and then reconfigure
the original hosts to remove their licenses. Note that Workload Optimization Manager will not recommend suspending
these hosts. Since they remain active, they can be reconfigured to become providers when demand starts to exceed
capacity.

For example, if you have Host_01 providing a license to VM_01 and Host_02 providing a license to VM_02, you will
see two recommendations - move VM_02 to Host_01 and then remove the license in Host_01. You will not see a
recommendation to suspend Host_01.

m  When demand exceeds capacity, and there are hosts in the policy that currently do not provide licenses, Workload
Optimization Manager recommends reconfiguring those hosts to become providers and then moving VMs to those
hosts. If all hosts are currently providing licenses, Workload Optimization Manager recommends adding licenses to the
hosts to meet demand.

These actions are more efficient than provisioning new hosts.

To create a License policy:

m Specify the license consumers (VMs).
m Specify the license providers (hosts).

In addition to creating a license policy, you must also create host automation policies to allow Workload Optimization
Manager to recommend reconfigure actions on hosts. In the automation policies, add the license-providing hosts and then
enable the Reconfigure action.

When you have made all your settings, be sure to save the Policy.

Automation Policies

As Workload Optimization Manager gathers metrics, it compares the metric values against specified constraint and capacity
settings to determine whether a metric exhibits a problem, and what actions to recommend or execute to avoid a problem.
Workload Optimization Manager uses Automation Policies to guide its analysis and resulting actions. These policies can specify:

Action Automation

Whether to execute automatically or manually, or whether to just recommend the action. For more information, see Action
Automation (on page 195).

Action Orchestration and Action Workflows

Whether to have Workload Optimization Manager execute the action, have Workload Optimization Manager direct an
orchestrator to execute the action, or execute the action with a workflow. For more information, see Action Orchestration

(on page 196).

Constraints and Other Settings

182

Cisco Systems, Inc. www.cisco.com



Getting Started

Settings that affect the Workload Optimization Manager analysis of the state of your environment. These include
operational, utilization, and scaling constraints.

For more information, see Constraints and Other Settings (on page 207).

Default and Scoped Automation Policies

Workload Optimization Manager ships with default Automation Policy setting for the different types of entities it can discover
in your environment. The settings for these default policies should be adequate to meet your initial business requirements.
These policies apply to the global scope - Unless you override them, they affect all the entities in your environment. For more
information, see Working With Default Automation Policies (on page 183).

Workload Optimization Manager can include scoped Action Policies, which override the default settings for certain entities.
With these policies you specify one or more groups of entities as the policy scope. You can also set a schedule to the policy to
specify maintenance windows, or to support orchestration workflows that require approval before executing the given action.
For more information, see Working With Scoped Automation Policies (on page 186) and Setting Policy Schedules (on page

194).

Working With Default Automation Policies

Workload Optimization Manager ships with default Automation Policy settings for the different types of entities it can discover in
your environment. The settings for these default policies should be adequate to meet your initial business requirements. These
policies apply to the global scope - Unless you override their settings, they affect all the entities in your environment.

Over time you might learn that you want to make global changes to certain policy settings. For example, Enforce Non
Disruptive Mode is turned off by default. You might learn that in most cases you want to turn it on, and only turn it off for select
scopes. In that case, you would turn it on in the default Automation Policy for VMs, and then set scoped policies for those
groups of VMs for which you want to turn it off.

Relationships Between Default and Scoped Policies

Your default Automation Policies and scoped Automation Policies take effect in relation to each other. A default policy has a
global effect, while a scoped policy overrides the default policy for the entities within the indicated scope. You should keep the
following points in mind:

m  Scoped policies override a subset of settings.
A scoped policy can override a subset of settings for the entity type, and for the remainder Workload Optimization Manager
will use the default policy settings on the indicated scope.
m When an entity applies conflicting scoped policies, Workload Optimization Manager applies the following tie breakers:
— A scheduled policy always takes precedence over a non-scheduled policy, even if the non-scheduled policy is more
conservative.
— Among scheduled policies with identical schedules, the most conservative setting wins.
— Among non-scheduled policies, the most conservative setting wins.
For example, a VM currently belongs to four groups with different policy settings.
— Group A policy: Resize VM in Manual mode every Saturday.
— Group B policy: Resize VM in Automatic mode every Saturday.
—  Group C policy: Resize VM in Manual mode (no schedule).
— Group D policy: Resize VM in Recommend mode (no schedule).
Results:
— On a Saturday, Groups A and B policies take precedence over Groups C and D policies. The VM ultimately applies the
Group A setting because it is more conservative.

— On all the other days, only Groups C and D policies are active. The VM applies the Group D setting because it is more
conservative.

m  Scoped policies always take precedence over default policies.
Even if the default policy has a more conservative setting, the setting in the scoped policy wins for entities in that scope.
m  For a global effect, always use default policies.
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Because of the conservative setting wins rule for scoped policies, you should never use a scoped policy to set a global
effect. For example, you can create a scoped policy for the All VMs group. If you then specify a conservative setting for
that policy, no other scoped policy can specify a more aggressive setting - the conservative setting will always win.

For this reason, you should always use default Automation Policies whenever you want to achieve a global effect.

Viewing and Editing Default Automation Policies
To view or edi