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i, RE—FEM T —BMXEERSEIOAREE, ATEZEM (ge0/4) 71 MPLS (9e0/2) fEHstis 32 FIE,

Bk 55t
34 3 B vEdge BRERZRFUREIZE 2 BRIRYL (4nF BR3-SW1) . ZP4EEIRACEM ™ VLAN: vian 10 (¥
#&) #Mvlan20 (iEF) , 7 vEdge FRFZRImXM D VLAN RAMN AR FEQ, ¥IRHERE 9e0/0 BBETE VPN

0 1, MENFEOEHIIRSIH VPN (BT VPN 1) B—EB5
9 XK 3 EHETIIRS i

eEO
FHEO
BR3-WE1 3G
& i} € 75 0.000/0  ge0/4 ge
CEAL e 50e0/0.10_Vian 10 | qu> |
64.100.103.2{,-;28 J]geom.zo T / ; |
o Ol M,
00 =ge0/2vpn g /PN BR3-SW1

s
< 192.168.103.2/30
Vian 10 10.103.10.1/24

Vlan 20 10.103.20.1/24
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DA 3 8% P bt

FH4A ge0/4 HExW ge0/2 MPLS ge0/0 BR3-SW1 ge0/0 BR3-SW1
VLAN 10 VLAN 20
BR3-WE1 64.100.103.2/28 192.168.103.2/30 10.103.10.1/24 10.103.20.1/24

M 4 FHO TLOC ¥ /% 3 J& OSPF BRI~

&

XN 4 BE—E5EEMEEREENEE vEdge 1000 HEE, UR—&5 MPLS SEREENBR
ISR4351 I0S XE SD-WAN 88, LhikmREME IBMIN&ERHEes ZEEE T —% TLOC ¥ BHl, FEar i\
R4k E8 R 2R &R T LUA e X MR EEER . TLOC ¥ REEEFIAZMFiEO, 10S XE SD-WAN FEH28 (75 BR4-
WE1) fEf&4im VPN 1T BGP, LU TLOC ¥ R FMiEEL MPLS =, HALk vEdge BEH2E (58 BR4-
WE2) AILUEISEUE FOiAalisHI28F0 MPLS (Z55Ees EROE M I Mn4&E HeS, MIMEIL IPSec BB, XME
IR RNk ER 88 L #BECE T 150 T — BRI XAVERSEAIARE R, FATF7E MPLS FOEBXMEEES FE7fE, TLOC i
BRFEOTENTEMRFINRERE, EACRTRBEIIZFIRERHBET—B, M —REEEWN. I EKN
W% 1 RO IEWIA% 2 _ERYIRSERE AR FiEOEECEE VPN O i,

10 =HN# 4 s
BR4-WE?2 .
P \\\“
ge0/0
ge0/2 64.100.104.2/28 B HXX
57 0.0.0.0/0> _
TN '/__ .
TLOC #~ mpls '
ge0/2.102 || -2 ' ge0/2.101
10.104.2.0/30 | 2 10.104.1.0/30

I o
It g
Is ¥
1S

Ig

GigabitEthemet0/0/0.102 M1 GigabitEthemet0/0/0.101
HER TLOC ¥ &
BGP
AS 65201
GigabitEthernetO;'OfO\ 375 0.0.0.0/0> BGP
GigabitEthernet0/0/2 AS 102
192.168.104.2/30
BR4-WE1 FB I LR

10.104.1.0/30 &%
BGP TLOC #'E >

15



HBERG

AR 55t

AXH 4 BRAT BRASERIREEDE 3 BRI (78 BR4-SW1) , FRENZEETARSAEEZEMN
5% (OSPF) thi¥, FTARFEATXIE 0 . BASRNEOREATEESMEOLHSE 3 BRMRVIEIL OSPF W4
RN REE.

B 11 %A 4 BRSSiR

BR4-WE2
‘i
|

x( BR4-SW1
N GigabitEthemet0/0/1

10.104.0.2/30

OSPF [X13 0

geOM
7~10.104.0.6/30

10.104.10.1/24

BR4-WE1

D 4 8% 1 1P Hbht

FH4% Gigabit Gigabit Gigabit Gigabit
Ethernet0/0/0.102 Ethernet0/0/2 Ethernet0/0/0.101 Ethernet0/0/1
L2353 MPLS TLOC ¥ & BR4-SW1

BR4-WE1 10.104.2.1/30 192.168.104.2/30 10.104.1.1/30 10.104.0.2/30

AN 4 8% 2 P #iht

W4 ge0/0 ge0/2.101 ge0/2.102 ge0/4
HEEW MPLS TLOC ¥ B BR4-SW1
BR4-WE?2 64.100.104.2/28 10.104.1.2/30 10.104.2.2/30 10.104.0.6/30

3248 5: CE BZHERgs/5 3 BAHA/FRSBIE MR L =

&

2% H\¥3 5 FH—8& vEdge 100b (#rF BR5-WE1) S5EEMEMBEREE, LINEEET —& CE BEHE (In8
BR5-CE1) , MiZ% CE B{EH23NIS MPLS FhitdiiEE. BE—FKIEM T — BN XESEIAEAR, ATETERWN
(9e0/4) ¥1 MPLS (ge0/2) E5%%Eg L2 7fX1E, CE B3 LACERY BGP @5 vEdge MPLS ¥, &t vEdge B
FHER AT A a] MPLS f&HiEERE _EAOE Ml 3 W45 2R FR 833 B 0T LU $E O 1B 12 11 28
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AR 55t
T34 5 B vEdge BREHRREERISE 3 BN (78 BR5-SW1) , FEBEMEHIN vEdge 2R 8]
FCE TSR,

B 12 5% 5 EnnfifRssin

BR5-WE1

BEW

10.105.1.2/30
10.105.10.1/24

€ 75 0.0.0.0/0

BR5-CE1

SRR R
10.105.1.0/30 @&
€BGPTLOCHE

533244 5 A% P ik

& ge0/4 ge0/2 ge0/0
HEXM MPLS BR5-SW1
BR5-WE1 64.100.105.2/28 10.105.1.2/30 10.105.0.2/30

HAtFis

o MEEESS
TREABEEEEFNHORS AR, “BEMN” 58/ T &1 vEdge B5 FAY ZTP 50, PnP HFARFRETF 10S
XE SD-WAN B&H 28 EAYSFE RO,

mO&RS R

TSNS EREERES | BB MPLS EE R TLOC I'E’
vEdge 5000 ge0/0 ge0/2 ge0/4, ge0/5 ---

vEdge 1000 ge0/0 ge0/2 ge0/4. ge0/5 ge0/7

vEdge 100 ge0/4 ge0/2 ge0/0 ge0/3
ISR4351 IOS XE SD- Gigabit Gigabit Gigabit Gigabit

WAN Ethernet0/0/0 Ethernet0/0/2 Ethernet0/0/1 Ethernet0/1/0
ISR 4331 10S XE SD- Gigabit Gigabit Gigabit --

WAN Ethernet0/0/0 Ethernet0/0/2 Ethernet0/0/1
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HBERG

2% P #hhtf0ug = 1D

FEMRBIMEE R, 10.255.240.0/12 SEERAIARSE IP it FALE, E=4)ARKRMK (KEBESPHER
;) . BN AR ZNERS.

EERBIMERILA R 1D KT CREFEX T EMigitEE ) PIEENAR, EEANESUBMAZNLAE. 2%
MRS RN RERE A, LB TIMER =B TIRR,

FERYES S 1D A

W4 GigabitEthernet0/0/0 GigabitEthernet0/0/2 MPLS
BEXK
1 E R /X /KM 1=4k%, 2=EH, 3= TIXMHKX
2 X 1=XEHER, 2=XEFRH, 3=MEXEHH, 4= NEKRHH
3-6 pief=tid] 0000-0099 = =t MiIE, 1000-1999 = A 1 44, 2000-2999 =
RA 2 U, 3000-3999 = 2£8Y 3 ufigl, 4000-4999 = KA 4 uhg,
5000-9999 = #LiEKER

IS uE S BB
el e

MR 1 (1000-1999) | RHEEWIGR, EPA2NRAE. REBLFHEIEHHO (932414 2 71 5)

B REEE 2 (2000-2999) | LLHE RN PERHEBTRMEN (DIA) (HZHM 1 F14)  (AIERRKIIE)

IhRZEEY 3 (3000-3999) | KGR ERAE MPLS LEHMIEEME, MAREMAENEAEERMERER (23
#3) (FERHREHE)

IhZEEY 4 (4000-4999) | ERIARBEREWAEEAFOMMNERSEthiE R EZEE (FEEPREKHE)

TRES T HROINBRLER 1D FARSE IP .
THIMLRE R ID FFRSE P tbit

FH4 (A=} pry=yv) R IP
DC1-WE1 iRl 1/753p 110001 10.255.241.101
DC1-WE2 R 1/78E8 110001 10.255.241.102
BR1-WE1 AN 1/7EER 112001 10.255.241.11
BR1-WE2 DEHIH 1/FGEp 112001 10.255.241.12
BR2-WE1 NN 2/FEER 111002 10.255.241.21
BR3-WET LM 3/FGER 113003 10.255.241.31
BR4-WET NI 4R 122004 10.255.242.41
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N4 fE it ID 5t IP

BR4-WE2 AW 4/7RE 122004 10.255.242.42

BR5-WET WM 5/FRE 121005 10.255.242.51
e

FERBIFES, MPLS BT MPLS fSHiSE, MPLS ISHIRIEM NAT BT SUE L EA B R Mt 0S4
%, {B:F MPLS REMHiE, Rt vEdge BERSREME ML (3 NAT SIETHAL) BT MPLS (SHERER T
B,

AW EBRMEAHEE, ATOEMERER, XBWREMNRE NAT EijgititiT/A, N vEdge EHRRKEER
NAT 2548 /5 b B EXR (E RS 5 H fth vEdge ERFRSREIFEE,

Hhigit28
REPEIEFAERARELEIRTTSE, FESIBAE SN PR S NEEMIRERS. XLESHETRBPIILH.

BRITSE

FiNA g

8RR S IP 3thit

54 cisco.local

Active Directory, DHCP fR%8% 10.4.48.10

DNS fR5523 10.4.48.10 (AI&B) . 64.100.100.125, 64.100.100.126
FHiCE. SNMP fARssas 10.4.48.13

BRI&#% RS 5I1Z (ISE) 10.4.48.15

RL&ET E]HIX (NTP) ARSS 23 10.4.48.17 (A&F) . time.nist.gov

19



BEFBER

SEFMER

RARRETR: D PRFRHENTIERTRZHIRE. BEMANVKRMKENERRATERHRINEEKE.

BEFMEEEEUTAR:

s

HRIZHIREE - XERERIIEHREEERY, FRRKRELKREXRELE. th, T8FELERNFSIS
X o

R RFFRIZH SR

MEBIER O IR AZEREL - BB SRAZ BRI EEERREE, ARICE, BEEREE
IRANTNREIRMR, AR EPE AL RIS,

BB AR AR A8 - XEIERA ZTP # PnP FiB BN ER B aEERinh28, ARR
13, EEEIRFRIRFINAERR, UNRBEAURE.

ERE AL IRR

B R R A B R SRS
FCERE MR,
EEMRSFE (QoS).

i Er

ELEPE S, ITHIZZEIE—S vManage. M & vSmart 1£428F0M & vBond #Ez28. vManage #1 vBond /&2
AFa<1THmE (CL) BXT, M vSmart iTHI23EAET CLI AUEIRAT vManage =T, vManage #1 vBond
AR RVEC B BT A E 24 R CLI #1TI8ER, 1 vSmart i=#I28 L FER vManage #{TEL B,

T—TNEOAEREHR A, NASKIEHIREE, URINA_EE vEdge F3ISXH,

=R 1:

1.

2.

RiHTHlzs e S R ESME
B Web 3%38814ia] vManage Web 3£l, fla0: httos://vmanage1.cisco.com:8443/
FEARAFPA2MNEREILEER.

AFEET vManage 1E5IER. ZEHERTEEETATERITARSARES, SEEREFIE
vManage FHIFTA vSmart %4188, vEdge ERERE8FN vBond WiASSHIF a1, WiFEHIS R TIUER
™, BRGEHMRE, EHRREFTUEET—NMREHLEX (RARMHAE) HLEEK (RTAH
1A0E) .
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Cisco vManage 4 (7] admin ¥

I 25 DASHBOARD

(m}
2 I 2 3 1 Reboot @ Warning 0
WAN Edge - 0 ) 0

© @ vSmart - 2 ge @ vBond - 2 % vManage - 1 Last 24 hrs V% nvalid 0
\ Control Status (Total 2) Site Health View (Total 0) Transport Interface Distribution
. Control Up Full Connectivity 0 sites <10 Mbps 0
- 10 Mbps - 100 Mbps 0
. Partial Partial Connectivity 0 sites 100 Mbps - 500 Mbps 0
an > 500 Mbps 0

Gontral Dawn 0 ©  No Connectivity 0 sites
m View Percent Utilization

WAN Edge Inventory WAN Edge Health (Total 0) Transport Health Type: Byloss & = II

Total 0

Authorized 0 0 0 0

Deployed 0

Staging 0 _

Normal Warning Error

12F 2 REEHISREER
BEWERHBRERR, EREUTSRIRE:
1. HORKEIRE > 18&, ARGERRHRETF.

2. #%EHERF. vManage # vBond #2288 #84%0F CLIRXR, M vSmart $Z#88%F vManage £XT.

Cisco vManage = admin ¥

[Tl %% CONFIGURATION | DEVICES

WAN Edge List Controllers
a

0 rsdconroter—] @ range i 000

o
a Q Search Options v Total Rows: 5
& vManage ENB_vManage } 1113 3 CLl . In Sync ) Installed
-~ vBond ENB_vBond_West 153574 1 CLi - In Sync Installed
vBond ENB_vBond_East 1112 2 CLI e In Sync Installed
] vSmart ENB_vSmart_West 1.1.1.4 4 vManage | Smart-West In Syne Installed
vSmart ENB_vSmart_East 1115 5 vManage vSmart-East In Syne Installed

3. EEE vSmart ITHISRERARIREER, BRXEZIRE > IR/IR, FREZRREENF, ZIBT
vSmart 28R IEAEER CLI R, MAZINEEERMR.
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Cisco vManage

=¥ 3

£X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

Q Search Options v

vSmart-West vSmart - Do Not Modify | CLI vSmart 0 1 admin
vSmart-East vSmart - Do Not Modify | CLI vSmart 0 1 admin
Remote_C_LAN_Static Remote Single vEdge |..] Feature] vEdge 100B 14 1 admin

D HEEEIRE (ERTAITHIER LY PhE)

— BT R RN E R T:

EHEREN (AR - IREAXSHIIE, NAEREERTHRNEERETE.

TLS (vSmart f£#l28%0 vManage) - SNRFIEE, BBITERELTE (TLS) thi¥, {E/ vEdge 5%l i8I
BisH|R5iEH2R 2 BN ethil, XTERTF vBond 154152, TLS EFEHITEIHY (TCP), HEREF
RN,

BARRR: 1518, BEEHSRNT2MNFIRSERIERTEN T, YriEshE, FEEERITI
icE.

REEFNHE (ERAT vSmart £1123) - RIAMER T, ARSZFSFNHEWERT, EBEEHIN (OMP)
NBERERE. BA “REEFNKEE" <N, OMP RFUERERERMAZINRIXRERH, XAMTR

REBEMRGE (NERT vSmart Z4l83) - BIAMERT, 8MAIREBSHFNHBHKEANT. BIEIE
IBERKKE 16 1

ZEREERE, BRENTSREE:

1. 7 CLI EXTEITHI2R, BEHATEINS (SSH) EEFEISHI2E, MNRA P #ult, TTIEIERT
SSH &#, BN, HATLUREBI TS EE I vManage #1T SSH &E#E: {RXEZETH > SSH K, RE
EEMERIRE. %EF vManage 1£4188. FERTEER SSH E0O. MARFZ0EHE.
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Cisco vManage

i Dashboard ‘\ TOOLS | SSH TERMINAL

Monitor Device Group <

Al

Configuration

Q

Tools

Sortby Reachability &

SSH Terminal o
de1-ve2 Edge 500

Rediscover Network 10.255.241.102 | Site ID: 110001

Operational Commands [EEEREEERZES
1.1.1.2 | SiteID: 2

Maintenance >
ENB_vBond_West
1111 | siten:1
" Administration >

ENB_vManage

vAnalytics > 1113 | StelD:3

ENB_vSmart_East
1115 | SiteID: 5

ENB_vSmart_West
11.1.4 | SteID: 4

2. £ vManage {Z#l88 £, BAUTHLEREEREEHZH TLS:

config terminal
system
aaa
user admin password admin
security
control protocol tls

commit and-quit

B, TRANEEZENXERE. EEEHEREPRIRAMEFTH,
3. ¥f vBond ZHIBREEE 1 FME 2 . ERRERBEHINNE N TLS, ERXALUEERA DTLS.

4. 7£ vManage k£, fRRZEIEE > iR, HKEIFTHRA CLI #EREFR (vSmart-East),
5. EREAMN ..., ASEEEE

6. BLRMUTEHLBK CLI iR, LIGEERE CLI EiRFA, PILUREEINFBRE, BLFHNEEY
RIZERITRE (R4, OMP, ££) T, &N, EEWEAIIZENFIESHIER. UTE— M EERE
RE:

omp

no shutdown

send-path-limit 16

graceful-restart
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send-backup-paths
|

security
control

protocol tls

SNETE CLI ERPIFEE AAA B, NFRREZBMNERN. BCIEZEATRMTHEIMERER. TEMNE
RRABANHEN, EZEEBBANEERHEEEIREZH, RASEHINEHITMNE.

7. # CLI &R+, REBRNEED, AEEFCIRER.

Q search @ CreateVariable [§

[ opases |
8. RHLBFMH—IEN, EREBEHBRZXEANZELTR, EERABAFRIAES, HIA admin_password,
REEZEBTE,
9. EEEH.

10. EFRFAM ..., RAEMNTHRHEPEFEBIZEFER.
1. EXAERENFTNERREE, REEEFEEH.
12.&FT—%, AREFERERSE. KERRIEEERE. KEMZSRCH ‘B,

13. ¥ vSmart-West {£HI8SEEE 4 £ 12 5.,

12 4 WEERN BMNAsREFISXHT

REEBTEHFME BMALIRE, ©J6E vManage HEERKEIRNFSISX M. XMERFIISIESIH
RIPENNEFAT BMAEERBRNFFISHNERS. vManage 2RI REEIEGHEE, RAESHIIRS
HFFI S EHIRE T S MIIE T T H SRAIIEAN S I8,

|H#Y vEdge ERERESIRINFSS XA T BRI SD-WAN My b, (EXE 4T EEENA (PnP) EiE
TP, PnP &R _LRVSIESISXXEE S 10S XE SD-WAN KBHSRER, AXNAE THENFTISxxt2
HIRIBR R EMIBZEZRMEIFNER, BSRAME C. IR, BB EBNFIISXHLLE
E| vManage, EEUMNIZ=HITISiE.,
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PnP &1
1. SfiiZE https://software.cisco.com,
2. EMEBENRENAERN T, KREEPFREIAER.
3. WfRE LAERREDINKS Ef.
4. REEHIFREEF.

5. FIEFRAIEHIZRECE X+ (ENB-SOLUTIONS-VBOND) 5534, R XA,

Cisco Software Central > Plug and Play Connect English [ Change] & Hello 60 PNP SDWAN POC + internaltesting ~
Plug and Play Connect Feedoack Support Help
Devices Controller Profile: N k rificate
+ Add Profile... C
Profile Name Controller Type Default Description Used By Download
Any -
ENB-SOLUTIONS-VBOND VBOND is vBond for ENB SOLUTIONS 3

Showing 1 Record

6. EHHEOS, MTHYREDIEFITHIZERA, 15%EF 183 RRESRAE. AT FEIPE XHREFEDR
BTN L. BRNBERT, XHRKSFEA serialFile.viptela,

Download Provisioning File X

* Controller Versions 18.3 and newer v |

Download

BF 5 LERN BMAsisEF5S5 X
BIEMAEIR&EFS S XHMEES| vManage FERMMITE:
o BIRFEMHE vManage H
e M vManage 5 PnP |17 LRI EEKF B 5
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BEFMER

FIINEFIR

1. 7 vManage GUI 1, {fOXEEIZMERNEE > 8E. HE, HAILLERE GUI £ LHR=FREFERU
BAZMER,, REROLEFER > 8&. BREFBMa%e&IIRERF.

Cisco vManage a =] 'S

8 Dashboard . %X CONFIGURATION | DEVICES

WAN Edge List Controllers

[[: Change Mode ~ | * Upload WAN Edge List | & Export Bootstrap Configuration

Monitor >

Configuration >

Search Options v

Devices

2. EFEEFEMASEEINIRRE. AEFER—NREEN. EFREEXH. NEFEEFIISXIHE,
EEFTIT

3. MEEBSKERT XM, BETRBEEPHENERE UERIEFIRAGELEETHES, EFLE%RE. 0
REH TRIRERE, REEIIR EFFAFIREHENERRT, ERMIEiRXLiE AU EREIRME S
HFRERRE, MRTEREE, FIAREKETATY, MENRERERILEIREEETINEPH
MAEE, NREZ—RKREERABTRRE.

Upload WAN Edge List

WAN Edge List ip1e|aﬁseria|,,ﬁle.viplela

alidate the uploaded vEdge List and send to controllers

Cancel

4. EETRETHRIMEREERE.
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5. RFRER—NEEEN, BAETIRLERD, FESEANEMIN LENBHINE. REHE. RS
BER—0HE, BEERIIRAINEEE vBond F vSmart 2123,

6. MR/ EPATRIEE LEFRFFEREAELHIZRMSIRE, _HZE/AE*?' |ECE > P, fIREE
MBZREIIRETF, RARERFEEZ LANRKEIERHRRE. X8 EMAKBHRFIIRD R
LRI, RABET—IIHE, BHERIIRENEEE vBond A vSmart fZil#5. FRIRIREER
2 F EBURT.

Cisco vManage

L& CONFIGURATION | CERTIFICATES

WAN Edge List Controllers

Click Send to Controllers to sync the WAN Edge list on all controllers

o) ¢ 1=

Search Options v Total Rows: 66
vEdge 100 B 1920B448161200 - = 10004EFD d | |
vEdge 100 B 1920B448161220 - - 10004B7F d| |
vEdge 100 B 1920B448161254 = - 10003661 dl |
vEdge 100 B 1920B448161287 - - 10004B64 | |
vEdge 100 B 1920B448161331 = . 10004D37 | |
vEdge 100 B 1920B448161414 - - 10004CAQ0 | |
vEdge 100 B 1920B448161432 B = 10004C17 | |

S5EERFPRL
M 18.3 hR#2, vManage FFiafRMtFRIPEREM &, LRINFILE vManage BaN&EEE] PnP &P, FHEUR
B %R & FHS M.

1. 7 vManage GUI 1, {fRX¥ZIRCE > 8%, FHRREFIEMAZREINRET .
2. RERPEREKF, RESBEE—TEQ, BRRERARFPAINED.

Cisco vManage

* CONFIGURATION | DEVICES

WAN Edge List Controllers

=
* [[: Change Mode ~ | % Upload WAN Edge List | [Z Export Bootstrap Configuration
- ]

[4 Sync Smart Account

Q Search Options v

vEdge 1000 1106403180391 10007556

vEdge 1000 110G403180404 1000701D

3. MATHERIMEAFAAMNER, RANERT, BTRIEE LEFIRNEXEEETD., HIR, BMEERE
hiZEi%EHE, 5 vManage BRI ENTERIIRD KA EAMEH .
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4. RERP. vManage KEM SSL EEZBRIARSER, FEM REST API THEIIR,

Sync Smart Account

Organization Name ENB-Solutions - 21615

Username

Password

Validate the uploaded vEdge List and send to controllers

Cancel

5. 7 vManage #1, {RXM¥EFIECE > iEH, ERELEIIIR. RENSHLTHEYRRES.

6. mii GUI £ EANRXERFIRRE, NWEEAERN BNAZREREHNAEIEHRE, THE, &
1ERZRRAL .

R RN RIZ flI2R

SD-WAN FRER]AM https://software.cisco.com &, FEAIMILE
https://software.cisco.com/download/home/286320954,

{2 SD-WAN FmBIX HFan BRI,

SD-WAN X #ap49%E

FA g

ASR1000 asr100xx-ucmk9.16.9.3.SPA.bin
ISR1000 c1100-ucmk9.16.9.3.SPA.bin
ISR4000 isr4x00-ucmk9.16.9.3.SPA.bin
vEdge 100/vEdge 1000/vEdge 2000 viptela-18.3.4-mips64.tar.gz
vSmart/vBond/vEdge Cloud/vEdge 5000 viptela-18.3.4-x86_64.tar.gz
vManage vmanage-18.3.4-x86_64.tar.gz
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BEFBER

THERFERIBMRAR, DA% E vManage EARARE, ASEEHIZR (vBond 1 vSmart) EAERMRE, &
BE MO EARRE, R8MaSKRBEEAREBTABRAZA], 1E#fR vManage F0iEHIg8(€
BRI, [ ISMASKERBEERTTIATE LEREIZEIALE, tHEITE ZTP 5 PnP REREE T HITHE; WAL
B, BEEUEREZAFIAR. vEdge BRHBRRAT—EBESITHRER, BRENERAEERNRE, BN
vManage GUI FZ B E A REFE G TR ISR AR vEdge BEHEER LT,

AT B AR T LU R — e T
1. F%% vManage, 1ZEF L vBond iE2s, ABEHRFEAY vSmart 174123, 1HEHIZIIREIEIT 24 /Y,
REFHRER vSmart 124188,

2. B iBMAasigER AR RE, FIMERGERPIREAFRAARCHITIFR, 18BE -1
ZPBEMMNRIE R, RERABLE IBMDEBHRRASE — M RE. TR ERAKEERER P, &
BRRABBMATENARE, FEFBERNARMSEERE. — M REARNRET BMBDEEHS ]
MERALR (&% 32 &I EMA%RKHR) , BHNEE vManage SURREX HFARSSERE) R R
BRI TR M A RILIREE ST,

3. ALE—NFHLE, UHRBEREBITIEN—ERME), REREFREMALRE,
L EF vManage I ITHEE, ERILUER—E#E L% vManage 5(ixiE vManage HIXIEBMEHITHS, tH7A]
BUE RO T fE X IR S 28 E A IBRUGFHITH K.
2F 1: BFEEFHFECE vManage LUF{TER{FFHR

HEERFP, FERATEMAEHENT EMASEHRRRE LEE vManage IZEXHRSHES, RAREKE
FHE®E vManage RFFMEEUARIREF. BEPLRERERATERSHATHE, MEMRERER vManage
L AERIBRGHITH LR,

1. {ROREDEP > REFMEE. FHEESBRREFIET vManage Aitl; EEATEX MRS IRHITE
vManage BJIER T, FiEESETMIEBRERME,

2. EIFRMIFRY, RHEKERTHESR, EAILMBIERE vManage, 2RS35 2RSS -

vManage,

€ MAINTENANCE | SOFTWARE REPOSITORY

(oY=

vManage

B ;s oD

L

29



BEFMER

3. & vManage, RAEHETR—IMEM, RINEHEREASNEAMITEN LAIRE.

Drag and Drop File

or No Images Uploaded

Browse

4. EIMEMGH AT WS ZEEFERE, BRFRENEZEOH,

5. miibERE,

Upload Software to vManage

Upload Image (Total:6)

vmanage-18.3.4-x86_64.tar.gz
1 1020.76 MB

vmanage-18.3.1-x86_64.tar.gz
1021.07 MB

Drag and Drop File
viptela-18.3.4-x86_64.tar.gz

Or 233.35MB

i viptela-18.3.4-mips64.tar.gz

1 117.45MB

viptela-17.2.8-x86_64.tar.gz
207.25MB

AABET—TEOD, BHEERSENABRANEEZ vManage . TG, RASER—FKES, BHBRELE
f&pY), FEMRMARAE. BRHFAE (vManage) AR FRRINEIFIEFE .
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6. EFAEREXHREI[IARLE, BEMEXH LEREREXHRSES, RE7E vManage EAZE URL {5
B ROREEIMP > REFME. aBRmiee, AEMNTHEEEFIEFTERSSR. 258 —1
BO. ESRHREE (18.3). BUKMRBARA (18.3.4) LURX#HARSERM FTP 5 HTTP URL, MIBEH
TBDIRAE (ftp://admin:c1sco123@192.168.254.51/), BTN, IEHIZRARA. RMERRA, WEE

(iZF2) FEE URL BiRINEIFERES R+,

Location of Software on Remote Server

Controller Version
18.3

Version
18.3.4

FTP/HTTP URL

ftp://admin:c1sco123@192.168.254.51/

12F 2: FK vManage (AJ%E)
BINEHE vManage ZRIENEIE.
BEFRAIE EARAREE: https://sdwan-

docs.cisco.com/Product Documentation/Software Features/Release 18.3/Release Notes/Release Notes f
or 10S XE SD-WAN Release 16.9 and SD-WAN_Release 18.3#Upqgrade to SD-
WAN_Software Release 18.3

BARRR: ARETER vManage FREAERMEZRAE. Fla0, RESTHIZ 18.3.x lRA, NTERERA

18.2.x HERARA. BATPILUEE R IBIRATEE] vManage fRESEE L, BREHWEE.
1. {ORFLRHEP > AR, ARiEE vManage &I+,
2. EERIEZEZ EANARRE. REMEIFIARRRY, EEITERMEREZRE, vManage 7 2E#E
st INERFT .
3. iiﬁ){%;ﬁﬂj—/rﬁmo M THRIFIRIEFIEZFRAFRG (18.3.4), RFFIAN vManage MNEHMRER. EF
.
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BEFMER

Backup of data volume is highly ded before upgrad
vManage.

@ vManage | i ) Remote Server | 7 ) Remote Server - vManage

Platform Version

vManage R34 ~.

Upgrade | Cancel

4. RGUHIEHIFRENY. REIZFIHER> REARFERE vManage 120, ARG, EEMERE.

5. RFKEH—1EN, 15 vManage LEIEIMRARGTEENED, XRIHEEHE E, £
vManage RUIEHIZEEMT . M THRIFIRIEPEFRMMRA (18.3.4), R EFHE.

A\ Activating new version of software on vManage requires a reboot, which
will log out all active clients and bring down all control connections

Platform Version

vManage

6. vManage X L&/, EMER, ARRMRKEIER > REARFIEE vManage EHF, EYHIRAES!
TR ANETTRIRRAS.

2R 3. F4% vBond # vSmart 154122
TEHEFD, 1THIZSEIEM vManage ERIBIG LR,
1. {HORFEEIHEP > AL, A EEFEHIZZETF,

2. EERZEFRRY vBond EHIZRZRIEEE, REEFENEZL EAARIRE.
3. RAHREH—TEM. EFWRAARA (18.3.4), F{REF vManage BiERHIETIRE.
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4. MREBERRVMRIUAWEAENESY, HBEPHEHEHBHEEE. MRTERZEEE NWEE
BEIFISER > REAR, REEFEFRHETF UEMHERY, SRERBEFIRFSITIRGE. #
FRiEPBEHERBIAN NS RIE, AREFEAR.

Software Upgrade

© vManage | i ) Remote Server | :" Remote Server - vManage

Platform

vEdge-x86

Activate and Reboot

5. IRXEEF 1 E 4P, ARERTHESR —RABLERERES SIZHIES,

EREEUR RO ERAZER R
AAHREERBLRIB RO AN, TRMI CE BEEE. MR F JIHTRERE FHBXRBE.
REFUIT ZTP i2, B8R LA vEdge BEEBRMEF 3154 4EERE vBond HE.

2R 1: WuE£F vBond it

EAREEIIRERIRIELR vBond IP it s EH]4; vManage BIRIRE T5IHAY vBond thifzs IP it siEN 24
ERTHEERIRIEN EMIAEIREREEP. WRAERELLIRE, NWECSHEETHNE—MIFERN, REx
REEELELOHITRE.

1. 7£ vManage GUI /1, {fRXEEE|EIR > iR B, vBond ECE{TRE2EA vBond =N &fkOS, T[N, ©
SR RFAE,

2. EREIEXILIRE, 157 vBond BLEfTAMIEESREE, AFHIA vBond B IP 3¢ DNS it (vbond-
21615.cisco.net), EFFEF.
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Cisco vManage

[Fll =% ADMINISTRATION | SETTINGS

Organization Name ENB-Solutions - 21615 View | Edit
o vBond Not Configured

vBond DNS/ IP Address : Port
& vbond-21615.cisco.net 3 12346

m Cancel
m

Certificate Authorization Manual View | Edit

VEdge Cloud Certificate Authorization =~ Automated View | Edit

12 20 B EBRASRERE T TRES (AlE)

R IBMDEIRRIREETIMEZ R ZH], BITFTMEFERIRET - TXLRBE. SERIHMATLUSE Sz
FEBRSEE, BREIRNEERENERREZHAENBASMAERHERRE. | EMNAZBRHRES
vSmart {ZHI2R 2L OMP WEX R, BARKXEM OMP BH, UAXFEMARMBHENTKE OMP,

1. # vManage GUI &, #RFZIRE > . ZHET DC1 ) vEdge JHEER. HUt, LAILBMIGEH
HRBRASFH SHERS T PRVFERFIISHITIZN, BRI vEdge BREZRZH & P MIT show
hardware inventory &<

vedge# show hardware inventory

hardware inventory Chassis 0

version 1.1
part-number vEdge-5000
serial-number 193A1104180033

hw-description "vEdge-5000. CPLD rev: 0x0, PCB rev: A."

2. 7£B#F vEdge BEHBRAMN, EFHET. REFET—TREED, WREEEHEENTIRET. &F
ﬁio
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Are you sure you want to stage the device?

This will stage the device.

3. XEfh vEdge BBHBEEE 2 &,

4. AR, FSYUEEREAL FANREEREREE.

12 3: @Y CLI B &S Mk s DUEEITHEs

1. BEEHEEEERERN dc1-vel B vEdge i&&. MESBEERIET. WARFPRNER (RIS
ST/ admin/admin) , MRXBEEREFR, vEdge BREMZAZ L BRIARE. MEMRE L HKiA
RE (TER) XBHH RINEE, FSHWR D,

BRI INRZHEERIMEE R vEdge 5000 BIXIBRRART 17.2.5, ERTHZHIFEE FIRERB2i0]
B, &R, PILUR vEdge B FENARE 17.2.8 HESRAE, ABRBZE1NIE vEdge EEEIM
K. BRFARIR, BSHMRE.

2. ECE VPN 0 0REEEBIMLE LR vBond IR, FREE X DNS ARSS2ELUEHT vBond EH14,
HEBEE X —FRERARHUSEFIBIEE SO T —B. E6HMMENUT CL &<:
config t
vpn 0
dns 64.100.100.125 primary
ip route 0.0.0.0/0 10.4.1.5
interface ge0/0
ip address 10.4.1.6/30
tunnel-interface
encapsulation ipsec
color biz-internet

vpn 512
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interface mgmtO
ip address 192.168.255.167/23

commit and-quit

3. 7ri%#|&hE vbond-21615.cisco.net & Ping 15K, Mit5 vBond tiESeRNEE, M{REERTN,
BRETIRAE,

vedge# ping vbond-21615.cisco.net

Ping in VPN O

PING vbond-21615.cisco.net (64.100.100.51) 56(84) bytes of data.

64 bytes from 64.100.100.51: icmp seq=1 ttl=63 time=0.380 ms

64 bytes from 64.100.100.51: icmp seqg=2 ttl=63 time=0.538 ms

64 bytes from 64.100.100.51: icmp seg=3 ttl=63 time=0.499 ms

4. REVENRSSH. XLESHEERSIP. iR ID. HLRRFI vBond IP itk s EH R, HINERTE
XRFENSR, EXEIREE vManage PEFZTIRA. EFIFHMUENUT CLI 652

config t

system

host-name dcl-wel

system-ip 10.255.241.101

site-id 110001

organization-name "ENB-Solutions - 21615"
vbond vbond-21615.cisco.net

commit and-quit

5. WIHEHEE, —FFIREIT show control summary @R, RESBROMEE: —MEEE vBond
888, —MEEE vWanage, TARMHBRERFE—A vSmart 125155, A4S vBond SERIGLALE
5 vManage 1 vSmart £ 83 FEERRIEIT,

vedge# show control summary

control summary O

vbond counts 0

vmanage counts 1

vsmart counts 2
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Cisco vManage

Tl £ CONFIGURATION | DEVICES

WAN Edge List Controllers

o —
o [l: Change Mode ~ | % Upload WAN Edge List | [3 Export Bootstrap Configuration | [Z Sync Smart Account
Q Search Options v
=)
— vEdge 5000 193A1104180033 3440ED68 dc1-vel 10.255.241.101
- vEdge 5000 193A1104180039 0D611768
an
vEdge 5000 193A1104180040 1AFAA920
m vEdge 5000 193A1104180047 082C1032

6. EAMUTS

SEEa<XNE -4 vEdge BHREES 2 £ 5 H:

config t
vpn 0
dns 64.100.100.125 primary
ip route 0.0.0.0/0 10.4.2.5
interface ge0/0
ip address 10.4.2.6/30
tunnel-interface
encapsulation ipsec
color biz-internet
vpn 512
interface mgmtO
ip address 192.168.255.168/23
system
host-name dcl-we2
system-ip 10.255.241.102
site-id 110001
organization-name "ENB-Solutions - 21615"
vbond vbond-21615.cisco.net

commit and-quit

110001

©0

CLI

cLI

cLl

YE T/ vEdge ERTE vManage FiY, MNREBEEFE, TILARIFET vManage TiH,
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12 4: MEEFALK vEdge BEHSS

AR & vEdge BEHREBARS 18.3.0 HESHRAE, ML EBRTIR 18.2.0 HEMARAIME. R
vEdge FEARFIELEGFEME, NPILIHEEAFENRARIKRE (—ER) . 7 vEdge IEHER L%
FHHE 18.3.1 lREESHRA—RE, FiF 18.1 R ERRARNIRHIGE S MEERZE TR BT EBE
&sk, ESRA T T WAUAYRRANIZAE: https://sdwan-

docs.cisco.com/Product Documentation/Software Features/Release 18.3/Release Notes/Release Not
es for I0OS XE SD-WAN Release 16.9 and SD-WAN Release 18.3

1. {RREDIEP > REAR, HERBRA (BEFYUMRET) .

2. MRFEAR, FEPME vEdge BRHRZHIEEE, REEEAR. RAKRL—TEO.

3. MTHAIREDEFHBRE, REEFEERSRAERE. 1%F vEdge FTRLGEIHA VPN ZiAz
BARSSER. AL, TALERE VPN 512, EHHEHEMBHIESRE, REEFEAR. vEdge IRE&REM
EEXHRFSFEFREHHITRE, REENBIHLEZRMY.

Software Upgrade

( ) vManage @' Remote Server | : ! Remote Server - vManage

WAN Edge VPN 512

Platform Version

vEdge-x86 1834

Activate and Reboot

Cancel

127 5. BECEERRINERNEEEBD
LB PR EE R TIREERNERERE T HINEER. XBFERKIRE. BHICK. MR EITHY (NTP),
AAA, OMP, X% &1eM (BFD) FlZk £ IREIRIR.

UTHRER T EIEFIRRINRGERIR AT BRAZIRELIZRARRROIRE. BFEANZENGESTRANSH
SIEEE, MMENREEIRFIMA TSR EMNiA%RE. RITAIUE vManage GUI AR EI ISR > #IFE (Y
B, FRKEENSEET vManage B EEE HMNAZIRENME,
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BEFMER

1. #EKE > B ROE L, WBREFNEETF, MMRIRREIZ TR SRIEREERIN, EEFMEMRIAIEE
RIREIFIR,

2. EHEFIEFRAN system-vedge, REREFR. RAEINEH—MER, EERA
Factory_Default_vEdge_System_Template BIIEIRZ D] ..., AT ERE S,

Cisco vManage _ admin ¥

£ CONFIGURATION | TEMPLATES

e

=)

& © Add Template 0 e
Template Type | Defalt - Q_ | systemvedge x Search Options v Total Rows: 2 of 18
R R T e (T |

= Factory_Default_cEdge... Default System templates.. WAN Edge System  C1111-8P|C1111-8PL... 0 Copy

oo Factory_Default_vEdge... Default System template s... WAN Edge System C1111-8P|C1111-8PL... 0 0 system

an

m

3. EHRHEEAOS, MAERAIR System_Template MRIARLGIHER, AREERH.

Template Copy

Template Name

System_Template

Description

System Template

4. ROINEERIRERR, MERER THHIRIEDEZRIERIA. XK system-vedge 7E XA EEIEF AL
TRARS. REEIHHFEFNRFINEEER.

5. 7E#X System_Template FIHEERRIRAM, & ..., RRIERRE.
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Cisco vManage - h? admin ¥

X CONFIGURATION | TEMPLATES

Device Feature

o

View
o |
Q
-]

Template Type| | Nonefaurr  ~ Search Options v Change Device Models

Delete

| Copy
Syste. System Template WANE.. C1111-8P|C1111-8PL 0 0 admin T4 Dec 2018 4:08:..

ARG RTARARNERNTEE. EREMNEEHIER PR FGFEBFERNE, ERGIPIZEEBAFRFREE
B, BMANBRAT, ELRERID, RS IP IENZEIEUTSELTE: system_site_id, system_system_ip ]
system_hostname,

6. #fEA vManage GUI #{THRINGEN, REBAMTXER BMASKHEBRIZATEENTE, 0,
A BURIER B S (U BRR BWASERHEE, EARIEPEENRATEARE. FR&EHSH, M
TRIIRIEPEFRHEREEM. EAZELIR system_device_groups,

7. EEHERNE (bps) Fi8, NTHhYRIEFEZFREREFLTH. FRTEAMR
system_console_baud_rate, 10S XE SD-WAN &35 (9600 bps) 1 vEdge 2% (115200 bps) B
ERINEFEARE,

8. EHEFEIN, NTHRIIREFEFRFERFER. REMINLERBAIR system_latitude (HA[IUREHEXA
EFBMN—TIHERRTR, MMERZEELF) .

9. Xt “4EE” (system_longitude), “PkEE” (system_port_hop) F1 “ik{RFEE” (system_port_offset)
WEBEEFE S5 . 8F “‘HX” (UTC) £, FTEEHMZREIXARINEE.

10. EFEHT.

Cisco vManage

£ CONFIGURATION | TEMPLATES

Device Feature

Feature Template - System

Basic Configuration m Tracker Advanced

GPS

o

Longitude o v

Update Cancel
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ko 28 E-Si] TE/ME

EAXRE i ID RERBZTH system_site_id
R4 IP EEISRETHA system_system_ip
FiNA RHEREEH system_hostname
&&E NEIREEH system_device_groups
=B REFE (bps) BEIREER system_console_baud_rate

GPS HE IR TR system_latitude
ZE BEISEEA system_longitude

=% i e REREEH system_port_hop
mOREE REREEH system_port_offset

HEIER

TRELE T RAREERPERENSE:

REThEERIRIZE

11. ZRIZERICRINGEER, BROREZIRE > /R, RASEFEEF. EERIMREREE.

Cisco vManage

¥ CONFIGURATION | TEMPLATES

Device Feature

© Add Template
L

Template Type | NonDefault

Syste...  System Template

12. EAEMERBEERNAZIFIZE. &SR vManage 1 vSmart ZIMNUFTEIRE TN NS %R, E4

Q

WANE... C1111-8P|C1111-8PL...

0

M EMERIRER| T, EEBEICRERIR,
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Cisco vManage

admin ¥

* CONFIGURATION | TEMPLATES

Device Feature

0
Feature Template -~ Add Template
i Management| WAN | LAN
\\ Select Devices g | |
o |SR4331 'OTHER TEMPLATES
- ISR4351
BGP DHCP Server
Banner
L ISRv WAN |LAN LAN
VEdge 100 SR
Logging SNMP
VvEdge 100 B o WAN|LAN
vEdge 100 M

13. RGIER “HEIER” 2R, BEE “EHRE#R” (Logging_Template) 1 “ixB7” (HFHICFEER)

14. %ZERSEER, UBHHEENZIRIRBRICRRS R, EETERSHERE. £ENA 1P HHED, 4
ANBEICRESRENSES P it (EAFIHRZ 10.4.48.13) . KIABERT, XB— 1 2FE, XEK
E1E 10.4.48.13 BN A TNALRIRKAR RS, HE, HAINELHEEENARERETHALE.

15. XF VPN ID, M\ THIFIRIEHREZELE, ABHA 1, sIREECIENRSE VPN HS. BEICRRS
U TRIEPL, RAZAMUMNER IS SRR SN B {TimE. N TERiim, RERFHEEEIAN
fEHL.

16. X FR#EO, MTHIIRETEZRLE, REEXFEPHAN loopback0, HITFEM loopback0 FREX
BRICRHER, BEMRENRS P, MUEEFithXEX vManage L RREIEH.

1l

Cisco vManage

admin *

X CONFIGURATION | TEMPLATES

Device Feature

a
Feature Template - Add Template ~ Logging
ek

‘\ Hostname/IP Address v 1044813
=
=

VPN ID v 11
o0
an

Source Interface ¥ loopback0
o

Priority (4

Add Cancel
=

AR A loopback0 FEERP(EANBFICTAERBRIREDSIA, PIUWLITE 5| RITHRERIR AV
TE X loopback0, INRAFE X loopback0, B BFICRIEMFHITIIA, MHxFEMEPEIREZ PN, A
BfERER.
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17. BRANERT, BHERCRIAEES. ERASRERANRENERIEER. EFERNRE, UWESESE
ICRARSSRECE RN B ThEEER .

BART: NREAEERRENENGHNREFRNEINRERRIE R RS T EFRIRE, SRS
ERFSHREEREER, BRNTFERRERRFTEMATRIE.

18. EFRFR AT HIER.
TREE T HRICRMEERPEENSE:
AFRCRAERIRIZE

=R4N S By TE/E
5528 FH14&/IP ik 25 10.4.48.13
VPN ID 25 1
RO 25 loopback0

AZEB () Y (NTP)

7£ NTP 1847, REEFEALTEEMNFAY NTP AR558% time.nist.gov, & 4w VPN (Bl VPN 0) TJiialiZ
R&83. FRPRERNREEEEE, AAEEFERIEBRHTENRIEFEZEHZE. EEEED| vSmart 15423,
RIETHERZRL IPSec BFEH M ZHMIRE SHEB P OINEE. A THE NTP EEEIE, SAEERGE VPN FEE
— DNS RS EZLURENT NTP 4. Ltkoh, TRBEREEO LY NTP Y, T[N NTP B IA7EEHiR VPN
T, AIEEEEIPNFEEAR VPN EOERTIEEE DNS F 28,

19. RIZRENTE “THREMENR” TUEL, BEEFRMERIZE. FRUTIRRER, BIREER, EiRaTRFN1EEA
I NTP #&1x:

EHFIRE: B} vManage 1 vSmart ZSMNUFTEIRE
BiR: EXSRINTP

R AFR: NTP_Template

WEA: NTP #E1R

20. EARS RS, IEEIERSRIRT, REEENA NP MHHEHRRN time.nist.gov., ZHEESNWIE,
B VPN ID 2IANER T A O,

21, EFRM. RERINEMEMARSSES.
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Cisco vManage

£X CONFIGURATION | TEMPLATES

Device Feature
=l
Feature Template Add Template NTP
m Authentication
|
s
=]
o Hostname/IP Address +  time.nist.gov
Authentication Ke! o~
m ¥
VPN ID [
Version o~
s Interf: Q-
Pref @ - of off
@ o

KARRR: REFERASNINIE, WEEERERSRMBZAT, ECE NTP HEEERSHIEIESE . W
REZHAREERSRI D, FEHERSHRWIERZR, REBRTMELY (AABREIRBEMNIIIE) , X
MRS ERER, BE{NSIRA— T EREFERNS IR R,

22. EFRT USSR,

TREET NTP EERIRPECERNSEL.

NTP ThEEfRIRIZE
zZh4 S £l TE/E
i FH4/1P Hhtik 25 time.nist.gov

AAA

7£ AAA THEEEIR S, EXAMSHRITIHAIZEMAR. B8 RENRIRERT T U ITRE RN netadmin
BF. &8, XAUERFEER SSH iAalig&itiEHliAe), £ vManage §1, AN AREEH TARREF 253
TECE, MMmiEHIx vMangage GUI Jifia]l (EEE > EBAFPT) .

23. BRIRITINTE “ThAEENR” TiE L, HEFRMERIZH, EAMTIRESER, SRR, EiRaFiitaEel
Z AAA 18R

WEIgE: Bk vManage 1 vSmart ZIMIFRBIZE
HiR: EXESE/AAA
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HiREF: AAA_Template
EA: AAA iR

24. EHHBIEIRFSET, M TRIGIREBGEER radius §1 tacacs (ALLRFET local 755%) . s FhI
HIRIEIMIBAIE, MiTRHE TR,

25. EARME NIRRT, [REMERAFRE.

26. FERFRZIAN, WA operl, EFEWEEN, WAER, FAFEED, N TRXAFIEDER operator,

27. R,

28. MM REARME_ AR,

29. FERMREIA, WA operl, EFEEEN, WAER, FAFEED, N THRXAFIEDER operator,

30. EB/MEN, WA netadminl, EFEZN, WAER, ERAPEZD, W TRIXAIEPERE netadmin,
31. &AM,

Cisco vManage Gl admin ¥

€2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template Add Template AAA
Authentication [l RADIUS TACACS

Name ~  netadminl
Password @ e
Description 9~

User Groups - netadmin

? Cancel

32. iIEEREFEUSEHRER.
TRELT AAA TIREEIRF L ENSEL
AAA THEERIRIZE
BB S8 il TE/E
BRI SNIREIRRF Thi5lzk Aith
A/ FrERF ZFRIEB/RFE 25 oper1/oper1/operator
ZFRIEB/RFE 25 netadmin1/netadmin1/net
admin
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ESEEMNIN (OMP)

£ OMP ThEEtElR+, SRIREEARRFEAN ECMP REISEUIGMERIME 4 AR K(E 16, FNERT, &EEMN
FEEASHERERS OSPF IEE#HHN AZE OMP, {B5ME OSPF ERERRIN. TIRELSRRFWER, EBEEENER

TERRS I VPN iR E A,

33. RIRENMAETRERIRTIE £, IEEFRIMRRIZH. FRAUTIREEE, RIREE, RIREIRMIRACIE
OMP #&1x:

EEIRE: BR vManage 1 vSmart ZMYUFTEIRE
#iR: BEXER/OMP
#HiR&FR: OMP_Template
RE3: OMP i
34. EEEUTSH:

OMP IhEEEIRIZE
=N S Byl TE/ME
EARE FRIGBEEEER 25 16
ECMP R o] 16
BE BEx 25 ES%i!
EE TN 23 X

35. EFRTF AT AHAENR.

X a¥E &M (BFD)
R R BFD XitH SLA £HEIR. ZEFHIE), BFD KERGEFHHER A TNEERKE. BFD 3
T RBRARSETERRA.

7€ BFD TheEetEtR s, NMARBAE BFD #18EREHIERA 120000 2, BIERTPHEIRE S, EBAIUERE
EERE_ERVEKIA BFD 1HAT2S, BDUSMIRXIEPEFFFT S X AREE MTU &I (PMTUD), EXAERT, PMTUD &F
BRRE.

36. (RIRIEHAE “IREIRMR” TIE L, EEFRIMERIRHE, FERAN TSR, RIREE, RIRAMNIHAL
¥ BFD #&1R:

EFESE: BR vManage 1 vSmart ZMUFRBIRE
Eif: EXSE/IBFD
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EiR4¥R: BFD_Template
WeAH: BFD &y
37. ERARE THRIDERSES, EFEREBHFEXAREFHA 120000,

Cisco vManage

admin ~

[ H €2 CONFIGURATION | TEMPLATES

Device Feature
0

Feature Template Add Template BFD

Basic Configuration m

- Multiplier S -
5
- Poll Interval (milliseconds) ~ 120000
o

38. I RTFUTTAHAEMR.

TRELET BFD EERIRPERENSHE.

BFD ITheEtiEiRiZE
2B S8 e TE/E
EXEE ®imiEkE 25 120000

ZE
ER2VEERRD, REREARENENE (4096 MEER) .

39. RN “THREIRIR” DIE L, SEFRIMRRIZE. RN TIRERE, RIRER, RIRARMiAE
BRERR:

EFIRE: PR vManage f1 vSmart ZSMIFFBIRE
HiR: BEXERIRE
HEiREZFR: Security_Template
A B2l
40. EEEU TS

REVIREERIZE
) 8 % TE/E
EARE ERED 2R/ TRBI% 4096

41 EFRRTF STRARIR.
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12 6: EcEEHium VPN

MFEES D, TECIE LSRR VPN 5 VPN 0 IHRERIR. 7 VPN Rijd, ERINEESFN ZHE (ECMP) &
=, DNS fFESEH. RENEMERSERE IEED, B MPLS EOFMEBRMEN, EXLERT, BEZEL
EEOBR. P #ikF] IPSec BREHRHE,

B 13 gl vEdge fFHItENR
DC1-FW1

DC_MPLS_ Interface

_ §$75 0.0.0.0/0>
DeT-VET DC1-CET

&5iim VPN (VPN 0)
1. £ vManage GUI f, {REZFECE > 1R1R, AR EEINEETF.

2. EEHRIRRIR .

XF VPN HEMNERE, BEPOERSDSNERFRSTMRIL, RLESSZERREE PRENER T STEF
EE L RIECE.

3. O%EIFIR&ESI%, 1% ASR1001-HX, ASR1001-X. ASR1002-HX. ASR1002-X. vEdge 2000,
vEdge 5000 FIRTRENL T HUR P OARRMERI B 3EMiNLag &R, £4MEY VPN E9T, 1% VPN
IR,
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Cisco vManage

Pl £X CONFIGURATION | TEMPLATES

Feature Template - Add Template

Select Devices Select Template
O vedge 100 i BASIC INFORMATION
[] vEdge 1008

AAA BFD NTP
O vedge100m
[ vedge 100 WM

OMP Security System
[ vEdge 1000

<]

vEdge 2000

<]

VvEdge 5000

VPN Interface Ethernet
vEdge Cloud

Management | WAN | LAN

vManage

O o o

OTHER TEMPLATES
vSmart

4. ECE “BiRATR A0 Ui
#HiR&#: DC _VPNO
WA BE LR VPN 0
5. EERFECETRIVPN 314, & VPNID iZEXR O,

6. FERMEIN, NTHHEPEFLE, REWAEH VPN EAX VPN 8iitEA,
7. 7EiE58 ECMP 8550, NTHREEFER “2F", RAEEEFE. BRLESK ECMP B5IRER

£A% 4 BERMNBIRD, URFENER IP ik, thilFIES RSB R (DSCP) FER{EJ ECMP &5
#®. VPN hEENRARENER ECMP, FEREX IP #RAHaVRET R ERARGRiEE EFEM
iz LN

8. 7£ DNS THY= DNS #buits=ih, MTFHREBEFIEESLE, REHA 64.100.100.125, Z45EERHEE
DNS #iitiE, MThEEEFIEFELR, FH7EE) DNS it SCAES 4N 64.100.100.126,

£ IPv4 BREIRAREB T, AT MEORMBIARS, BEAXLRH, UERELRFIUSHEMEAEIINEX
F. BT EBMNASREFERTIRERRNERAYIERELRImFENEN, RIEFIRSFES FIIAKH,

9. f£ IPv4 BREAEB T, RETHEE IPv4 BREIR, 7ERTSAEFRIN 0.0.0.0/0, AFEFRMT—BE.
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Cisco vManage

¢ CONFIGURATION | TEMPLATES

Device Feature
o
Feature Template - Add Template - VPN
Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service GRE Route IPSEC Route
*
-
[J mark as optional Row @
Prefix v  0000/0
m
Gateway @® nNexttiop (O nuio ) ven
Next Hop @ Add Next Hop
i
O
- I

10. RGERER—MEHED, RAEFIAME—NT—B. EERNT—BkiRHE.

. BFEIREEAT SN EMagigE, AT -ReBRTE, MARLBE. EREEO®, it
R, MTHERBEHBFEREREETH, HEXKERHN MPLS FHSEHRAT—BE P it
(vpnO_mpls_next_hop_ip_addr), mERINT—BHRERME =T —BE.

12. MU FTROSE AT —BER B £, MNTRREHPEFR/EIZETH, AREXKER N EBWEHMEERH
ANT—BE IP #ih)t & (vpnO_inet_next_hop_ip_addr),

Next Hop

Address Distance

< v (VR4

[vpnO_mpls_next_hop_ip_addr]

Global fp-addr]

= Device Specific > Enter Key

vpnO_inet_next_hop_ip_addf T

13. fES B O EERERRM. XK ARIE 0.0.0.0/0 FAEXA N T—BE. TRHREZR] “ThEER” T1E.

14. ME, T—RFREETEET 249 T—HFE. RFMERIZR 0.0.0.0/0 MUKIZAIZREI T —BE 23N
BRI,
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Cisco vManage . admin ~

LX CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Add Template - VPN

Basic Configuration DNS Advertise OMP IPv4 Route 1Pv6 Route Service GRE Route IPSEC Route

o [ Mark as opticnal Row @
I Prefix > 0.0.00/0

Gateway @ Nexttop O Nulo O VPN

Next Hop

m Cancel

15. EFRFLUEEIER.
TRELT VPN 0 THEERIRFELENSE

VPN 0 ThEERRIRIRE

2k S8 it TE/E
BEALE VPN 2/ 0
e 2R3 &5 VPN
128 ECMP 1% 2R/ FE
DNS = DNS it 25 64.100.100.125
4HEf DNS it 25 64.100.100.126
IPv4 E&HR BTER £F 0.0.0.0/0
ZES R Bk
T—BlHttt BERRETH vpnO_mpls_next_hop_ip_addr
T—Bettht RNEIRETH vpnO_inet_next_hop_ip_addr

ETR, #EffRim VPN TREEQ,
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VPN #£0 (MPLS)

16. RIRIENHETHRERIRTIE L, HEFRMERIRE. ERANTIRERE, WIREE, RiRAMAiRAC=
VPN ##ZO&R4R:

@& ASR1001-HX, ASR1001-X, ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000

R1%: VPN/VPN $#0LBLKR

EiR&GTR: DC_MPLS Interface
RER: BdEdG MPLS 0

17. ERFEEDINRAZ A, EEHEREETRA, FHAZESRR vpn0_mpls_int_shutdown, &I K ifk
AREEXA—NEER, ANETEARRITASKARO, RFERZEERT, THERDEERR.

18. ZRAEEN MHEOAME, EFRFEIREETA, FRAZERM vpnO_mpls_int_x|x, @IEFEN
BMEEXA—IRE, FIMETEMAREESED, IFEREEERT], MEAHERIRERR.

19. ZEAEE TRIRAZ L, EELF/HHEA MPLS EOERMIEORIREA,
20. ERABCELS “IPv4 BEE” TH “IPv4 it 3530, EIRNEREER, HREATELMR

vpn0_mpls_int_ip_addr|maskbits,

21. ZBFAEE T LITHRES S, SFEREREFTH, HBRAZTELFR vpn0_mpls_int_bandwidth_up,
AETTHESS, ERBEREETRAFBATESRTR vpnO_mpls_int_bandwidth_down, i&Ei XN
EE, EFHRFAZERAE 85% X TRENTERA, RIIEKIE vManage BA]. EEMEEER NN
(SNMP) FERHFIBEICRIER.

22. ZARETHREROZ, ®FLE, AREEREFAR. EFFEZRE, ARABABERTESSH. &Ml
BF0, EFELB, ARMNTRNXAERERE mpls, EMREIZY, EEFELR, RAEEEFE. IMIREE
k&R S5HERA e E LR RS,

MBI EMANEIRE, RIMERT, EEARERE, ¥IREOES DTLS/TLS # IPSec 8. 1IN, EAIIUER
HMRSHGEMARNEZNYIEREO, BRIANER TXERE DNS. DHCP, HTTPS F1E BXM=HE B Y
(ICMP), EfthihiXE31E SSH. NETCONF, NTP, BGP. OSPF #1 STUN, BER—MRERXeXHK, ATHRARE
AL RFEE RN, ERFIMET, HTFVESEAFRER, ICMP {2 MAFHH DHCP Xt MPLS #O{REFX
H, EAZEOLW P it 2EESM, BT MPLS FaiE ] DOBE EIREH OEAE RN, FELksaiF NTP 1 DNS

23. 7EREFNARTARSS AR 80 DHCP 553, EF2R, REEEXE, 7 NTP 5, EFLF, REiEE
ﬁEO

24. EAVFREZEAN T, EEEBPEMAE, RETTHEDS. TEHIENSH, E#FHEREFEH, HET
EA.E N vpnO_mpls_tunnel_ipsec_preference, F|f IPSec B EE, &0 LURIEE EIMAETER
B2 [EhiEFE S E R FEE,

52



BEFBER

Cisco vManage a? (2] admin v

[Tl %% CONFIGURATION | TEMPLATES

Device Feature

a
Feature Template Add Template VPN Interface Ethernet
]
Basic Configuration NAT VRRP ACL/QoS ARP 802.1X Advanced

/{4 STUN - on ® off
-]

HTTPS o~ e on off
]

GRE [ 22 on ® off

IPsec - ®on off

Global
o Device Specific > | EnterKey

@ Default vpno_mpls_tunnel_ipsec_preference].

Carrier el
m Cancs|

25. EBRHBINBRADERE L, EELE, REEREFE. X2EMK DF IRE, HATKTEORKE
W (MTU) EIREHITHER.

26. RRTFIRAUEIRIENR,
TRES T ZNERIRPEENSH:
VPN 0 VPN #OBIKMIIEERIRIZE (MPLS)

2k S8 it TE/ME
BEAXGE Kl REREELH vpnO_mpls_int_shutdown
BOAR REREEH vpnO_mpls_int_x|x
EA 2R MPLS #0
IPva i B IPv4 st Bk B
IPva it RERETH vpnO_mpls_int_ip_addr|maskbits
HiTH®E HEEISEER vpnO_mpls_int_bandwidth_up
TiTH = EEIREEH vpnO_mpls_int_bandwidth_down
3E] BEEEO 2R/ B
ae 25 mpls
PR o) B
FLVFARSS > DHCP o) X
FLVFARSS > NTP o) B
BE > BER > HE | HiER RERETR vpnO_mpls_tunnel_ipsec_prefer
ence
=% AR R 25 A=
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Tk, EFRI VPN TEEEDEKMED, ZERNZS MPLS VPN #O#ERIEFERL, BXERIRE.

VPN #0 (BEXW)

27. RIZEMEAERRTIE £, XEINRNIEIZIIIEEENR (DC_MPLS Interface), FEFEHRAMR ... &
S

Cisco vManage & admin ¥
[Tl X CONFIGURATION | TEMPLATES
Device Feature
D —
3 ®e
aQ Template Type | NonDefault  ~ Search Options v Total Rows: 9
m— O
- AAA_Template AAA Template C1111-8P|C1111-8PLT... 0 0 admin 17 Dec 2018 11:05:19
. BFD_Template BFD Template BFD C1111-8P|C1111-8PLT... 0 0 admin 17 Dec 2018 11:43:00
DC_MPLS_Interface DC MPLS Interface WAN Edge Interface VEdge 2000|ASR1001-... 0O 0 admin 17 Dec 2018 3:23:24 P...
m DC_VPNO DC Transport VPN 0 WAN Edge VPN vEdge 2000|ASR1001-... 0O 0 admin 170 View
Logging_Template Logging Template Logging C1111-8P|C1111-8PLT... 0 0 admin 170 gt
NTP_Template NTP Template NTP C1111-8P|C1111-8PLT... 0 0 admin 170 Change Device Models
OMP_Template OMP Template WAN Edge OMP C1111-8P|C1111-8PLT... 0 0 admin 1710 Delete
Security_Template Security Template WAN Edge Security C1111-8P|C1111-8PLT... 0 0 admin 17p CoPY & B
System_Template System Template WAN Edge System C1111-8P|C1111-8PLT... 0 0 admin 14 Dec 2018 4:30:44 P... oo

28. ERHEOH, ATEXIRRAVRAAR:
R AFR: DC_INET _Interface
WRE: BEPOEERED
0. EEEFIRIE. VEERIRAELIRE, HFS5ECIZMNEMINERIR—ERREIIRF.

Template Name

DC_INET_Interface

Description

DC Internet Interface

ot

0. EFHTAIEAIINEEIRIR (DC_INET Interface) AMUIAY ..., R/ iEF4miRUSLIER.
31. IEiE O, ZEMKESE.

TRES T RNERIRFHSH.
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VPN 0 VPN #ZAKMINEEERZE (EExM)

k) S8 KE TE/E
BEAERE K REREEH vpnO_inet_int_shutdown
EOAM BEREETH vpnO_inet_int_x|x
A 25 BExMEO
IPv4 BB IPv4 itk LB il B
IPv4 ik RHERETH vpnO_inet_int_ip_addr|maskbits
BEARE LiTHE REREEH vpnO_inet_int_bandwidth_up
TTHE BEIREEH vpnO_inet_int_bandwidth_down
B&E REEREO 27 A=
Be 25 = | A= 535T
PR 25 XH
F21FARSS > DHCP 2/ Kl
SEVFARSS > NTP 25 pav=]
E > S0%In > Fi Bkl HEISREHR vpnO_inet_tunnel_ipsec_preference
S AR R 25 B

32. MITECEENRG, EEFEIREURENEEERIIER.

12F 7: RBEEE VPN (Flik)

RXGECETHIMEE VPN, It VPN #8282 VPN 512, THILL VPN REEATEMEMAR. HRRAINATER
AR R ER.

1. RENEVIREERRTIE L, HSEFRIMRIRIRE, ERAUTIRERE, RIREE, ERBIRMGEACIE
VPN 512 #&#y:

EES&: BR vManage 1 vSmart ZMUFRBIRE
1##%: VPN/VPN
ER AT VPN512_Template

ixBd: VPN 512 #5MEHE

55



BEFBER

2. RETRPIILHSE

VPN512 ThEEtEiRiRE

il S8 KA TE/E
BEAXRE VPN 25 512
A 2R &1 VPN
IPv4 BRER/ETEE IPv4 B8R | BT 2/F 0.0.0.0/0
FES L:Bviioedil Tk
T—Bktusit BEREETH vpn512_mgt_next_hop_ip_addr

3. EFRTFUCIRINAEE MR,
BTk, FEREERE VPN THEDO.

VPN #£0 (VPN512)
4. BRRENHEEERIRTIE L, EEERIIMER .

5. ERAMMRERE, ERER, RiRBIRARACIE VPN 512 EORIR:

EFIRE: bR vManage 1 vSmart ZSMNUFIEIRE
#4%: VPN/VPN $#0LIKM
®iR&#: VPN512_Interface
EA: VPN 512 B0
6. FETRPILASH,

VPN512 #ONRERIRIZE

i) S8 it TE/E
BEARE X 2/ S
EO& KERELH vpn512_mgt_int_x|x
e 2R EEEO
IPva BLE IPv4 it L Bvies gl B
IPv4 it BEREEHA vpn512_mgt_int_ip_addr|maskbits
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BEEOZMENALTE, MARER—MER, FHETJLUSHARNRN A T2 MR IEMB%EE, BAR
BB S X RIAERARENEIRREOEO, Fli0, vEdge 1000, 2000 #1 5000 B 2REREAAEAT mgmto,
vEdge 100 FEAEMUKIHRO (FEARTBIMEEF /A ge0/1) , i 10S XE SD-WAN & 28N
GigabitEthernetO,

7. RRFRAUCIRIER.

127 8: Fc&RRSSum VPN

RERMIRS HRE R REMIIME, ERMEREERSIED LM SRR, 1S VPN
TE= VPN LUK VPN iR, EHEEAAER— VPN SR MERESEAMAR, MARRRENEER
MEIR, ERRY IP X ) loopback0 EOBE—MEIR, WINERE— BOP iR SHIRHLH EIEST
BGP I, BGP EHHKE OMP, MTHETARNAATLAIEME L.

B 14 ¥iEdul vEdge PREBIEWR

DC1-SW2

DC_LAN_BGP

BGP
AS 65113

\ / DC1-VET \ #0 loopback0
* [ 0
*« l (-A BGP $1/E | FRERN
-p
- DC_LAN_INT1
DC1-SW1
DC_VPNI1
AR &5i% VPN 1
1. OREFERE > iR, AREENEEADTF, SEFRRMERRE.

2. ERANTREXRE, Bk RIRATFIGACIE VPN 1 81k
#EHF#&: ASR1001-HX, ASR1001-X, ASR1002-HX., ASR1002-X, vEdge 2000, vEdge 5000
#iR: VPN/VPN
it 4%: DC_VPN1
WAR: BuEe LRSS VPN 1
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3. BEETRPIIHNSH,

#ED VPN 1 TIEEERIRE

E) 85 %R LR/E
BERECE VPN 25 1
AFR £ RR&5u% VPN 1
5% ECMP % 25 pay=]
& OMP BGP 25 A=

FIF@E OMP iLE, BGP BHEIEHKEH DK E| OMP f, EixiRid =T A ez B/ O FIAR S5 im B .
4. EFRTFUCIRER.

VPN = BUKK 1
5. RIREMETNEERRITE £, HEFRIMRRIL .,

6. FERAMUTIREAEE, RIREE, RIRBIFMRALIZEE— VPN 1 EORR:

@& ASR1001-HX, ASR1001-X. ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000

#iR: VPN/VPN 00 BIKR

#HiR&%: DC_LAN _INT1

AR BuEd O EERED 1
7. RETRPINLHNSE,

uED VPN #EODEERIRIRE (0O 1)

i) 28 it TE/ME

EARE X BEIRETH lan_int1_shutdown
BmOAMm RERELH lan_int1_x|x
15BE HEEIREER lan_int1_description

IPv4 ECE IPv4 ik kiR N
IPv4 it KNEIRETH lan_int1_ip_addr|maskbits

8. EERRFLSTAENR.
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VPN £ OLBCKW 2

9. RIZEMAETNRERRIIE £, REININICIZEAIINEEENR (DC_LAN_INT1), FiEFEKRAMAY ... &F
5.

10. FEHEAP, WNTEBRRBFPFREA:

B 4aFR: DC _LAN_INT2
WA BuEd O EERED 2
1. EEREGHHRE. ThEEEREIERE, HS5ELIEMNEMINEEIRIR—EERETIRF,

12. EFH G ERITIEEREMR (DC_LAN_INT2) AMIRY ..., REEFREEBUEHIER,
13. fBEOZE,
TRELE TZEERIIRP IS,

yEhO VPN #EOTEEERIRE (0 2)

25 B8 %A TE/E

HARE Pl BEIRETH lan_int2_shutdown
EORM REREEH lan_int2_x|x
15AA BEIRREH lan_int2_description

IPv4 FicE IPv4 it LoBeiigiil RS
IPv4 it HETEIREEH lan_int2_ip_addr|maskbits

14. PITREENE, EEFEEHRAURENIEEERENR,

VPN ##0OLLKR LoopbackO

SIZEB RS IP H#ihA) loopback0 #M, MUEMARSE IP bk HHEKICREK. SNMP fIEMEERE, @S
vManage RUXREX, IHRIRAIUAEMRAIRELREZELE,

15. RIZEMIETHRERMRTIE £, BEFERMEARR .
16. SEAA TR LR, EIREE, BIREFRFIAAEIE loopback0 HOIHEAR:
#EFIRE: B vManage f1 vSmart ZSMNUFTEIRE
##R: VPN/VPN #O0KK
#HiR&M: Loopback0
WRE: H[EECO
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17. RETRPIIHHNSE,

VPN #AAMINEEERIZE (FEHER 0)

Eiks) 28 KE TE/E
BEAXRE KA 2R/ &
EOBMR 25 loopback0
IPv4 BCE IPv4 itk i gosdil RN
IPv4 ik Y EISEER loO_int_ip_addr|maskbits

18. R RF U TTRIER.

AF MK MY (BGP)
FcEMRS iR VPN R0 BGP, #EECEH, OMP E#i&F BGP, MMELEH LFILIARLERER. BRAAN “&

& AS B812” IUTHEEIRE, 1§ BGP AS BRZER2EHE] OMP, il OMP FliGLtE RZ#FIEA T BGP pyE bk
=, AR,

BEARER: 7£16.11.1 fRZAT, 10S XE SD-WAN SRR HERE AS BREINEE,

19. RIZEHETIREEMRTIE £, B EERRIAEAR R H,
20. ERAMTIR&EER, BIRER, RIRBITFAIRALIE BGP 1&Rik:
¥EHEIRE: ASR1001-HX, ASR1001-X, ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000
HiR: HEIR/BGP
&R &%: DC_LAN_BGP
RE: KR O RER BGP iR
21. EEFXEESH T, EETRPIILHNSE.

BGP hEEtRiREAECEIRE

25 S8 it TE/E

BEARE eS| BERELTH lan_bgp _shutdown
AS HE RNERETH lan_bgp_as_num
EE2s ID KNEIRETH lan_bgp_as_num
E4& AS B2 25 FiE
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B F 8 0

5
)

22. i E BGP 1R4RAY IPv4 BRI, ERKBERED, EELR, ABREXFERHA 2

23. ML RINFEN, M TRIFIRIERIER ipva BE,

24. ZEFHRETF (RRNEDIF) P, REREENS KRR, HEEXKEBAPES MMUERD LR

BGP. EABIFHEHITKR OMP,

25. WY, MTRIFIRIEDRERE omp, AER[AERMEE.

Cisco vManage

LX CONFIGURATION | TEMPLATES

Device Feature

Feature Template -~ Add Template - BGP
Basic Configuration IPv4 Unicast Address Family Neighbor Advanced

IPV4 UNICAST ADDRESS FAMILY

admin ~

Maximum Paths

[ Merk as Optional Row @

Address Family ipv4-unicas’ it -
RE-DISTRIBUTE NETWORK AGGREGATE ADDRESS
© New Redistribute
Protocol v | omp -
Route Policy (]
-

26. bR 5 A9 loopbackO tbi& BT AL E network 1IBA7E BGP Hi#{TiE
EWEiz.

27. EMBAMRSL, ERREREEH, REEXFEPRANLEERRMT

lan_bgp_network_lo_addr|maskbits,

28. RIS,
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Cisco vManage

¢ CONFIGURATION | TEMPLATES

Device Feature

Feature Template -~ Add Template -~ BGP

IPv4 Unicast Address Family

Basic Configuration Neighbor Advanced

Maximum Paths o

2

Address Family

RE-DISTRIBUTE NETWORK AGGREGATE ADDRESS
© New Network

ipv4-unicast

[] Mark as optiona
Network Prefix

Add
N

Cancel

admin ¥

IPV4 UNICAST ADDRESS FAMILY

Irow @

Cancel

BGP IheEtEiR IPv4 Bttt RY|ECEIRE

a2 28 Es ZE/ME
IPv4 gEthE RS BRABREE 2/ 2
Hhik 25 IFELES ipv4 HiE
B0 R/ 2 1ES omp
RALE/ R4 AT ER BEREERA bgp_network_lo_addr|maskbits

29. icE BGP IRIRMIBER D . REMBSERAHEE TRPIIHIISH.
BRI,

BGP DIREMRIRSEE 1 BCEIRE

RESPEMIAUE TSRS

%) S St TE/E

B (1) ik RNEREETH lan_bgp_neighbor1_addr
15AA HEEIREER lan_bgp_neighbor1_description
g AS BNERETH lan_bgp_neighbor1_remote_as
ot 25 25 Pa=
ik R5 25 ipv4 Bi%
XA EEISEER lan_bgp_neighbor1_shutdown
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2B S et TE/E
S eudilEA ! BERETLTH lan_bgp_neighbor1_password
SE/ R 8] (7)) 25 3
SR/ IRiFRTE) (FY) 25 9

Cisco vManage 2 admin v

£X CONFIGURATION | TEMPLATES

Device Feature
=l
Feature Template Add Template BGP
Basic Configuration IPv4 Unicast Address Family Neighbor Advanced
Advanced Options +
=)
=
e
) Next-Hop Self @~ Oon e Off
m :
Send Community 9 - e On off
Send Extended Community @~ ® On off
Negotiate Capability @~ e On off
Source Interface (@ Address (O) Name
Source Interface Address 9~
EBGP Multihop @ ~
Password o~

30. REARMNLERE BEECEFMENRR P,
31. ESHIRANSE, HME=/ BGP FEMRE. RETRDIIHHNSH.

BGP IheEtERM/E 2 kK BiRE

2k 28 KR TE/E

B (2) ik BEIRETH lan_bgp_neighbor2_addr
1588 BEISREHR lan_bgp_neighbor2_description
iTiE AS RNERETH lan_bgp_neighbor2_remote_as
Huht 251 23 A
it R ThIFIZR ipv4 %
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il S8 St TE/E
X EEIREEH lan_bgp_neighbor2_shutdown
SR/ RERELTHA lan_bgp_neighbor2_password
SR/ RFEE (RD) 25 3
SRET/RIFEE (7)) eSS 9

32. REAMR R B EECETRINENIRR P,

33. IR RTFUCIRIER.

27 9 BCEEAMIER (Fhk)
IEATIX G — MEIRRI— 1 SNMP ThEER1R,

T&E

BHFFEIE: —M7E CLI AP R/ERERZAIER BIEREE) ; —MERNEREET (BIYBEER [MOTD]
#ig) . BB MOTD #ig,

1. RREEER > BiR, RAEEEEETF. SERMEERRE,
2. FRAMUTEERE, RIRKR, ERATRIGPLIZEIZER:
EFIRE: B vManage f1 vSmart ZSMNUFTEIRE
iR HtEwREE
i AFR: Banner_Template
WEA: HEIEERER
3. ERETRHIILHNSE.

HEIEINRER IR E
#Bar 28 et TE/E
EXRE MOTD #1E 25 RXEBERAME, ERHERGRNE

ERTER.

4. EFRTFUCIRER.
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SNMP

FART: BB, 10S-XE SD-WAN 1B SD-WAN H7FE MIB f0fEM, R%4F 10S MIB FOFEM .

5. RIRENMEIREEMRTIE L, HEFRINERIR.

6. FAMUTREXE. &R, BRAFIIRALIZE SNMP iR
EFIRE: B vManage f1 vSmart ZSMNUFTEIRE

iR HAtiEiR/SNMP

HiR&#: SNMP_Template

WEA: SNMP iR

7. RETRPINEHNEFLEESH.

SNMP ThHERIRER I EIRE

=N S8 By TE/ME
HARE Pl BEIREBTH snmp_shutdown
SNMP BJiZ&E AR ISR EH snmp_device_name
BEMUE BNERETH snmp_device_location
8. ELEMEIRAT SNMP [REER5 . £ SNMP fEASSA, HFREE V2, EMEEN-FHABMERT, =3
BMER.

9. HERMBDRIXAIES, HiN isoALL,
10. RERIMFITIRFF XA
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Cisco vManage 2 admin ¥

= n CONFIGURATION | TEMPLATES

=l

Device Feature
]

Feature Template Add Template SNMP
o
=

SNMP VERSION

@ SNMP Version @ vz O v3

VIEW & COMMUNITY

COMMUNITY

Name @ isOALL
Object Identifers o Add Object Identifers

Add Cancel

. REFRE—TEO, BHRERRME—TIHEIFRNT. [RERMNRIFRATRE.
12. AFHFETHEIMRAFFELEL, EXAER, WA 1.3.6.1. RE, KRIHRMEE,

Exclude OID

© Add Object Identifer

@ cance{

13. EERVREARNITE £, REFIZEF isoALL MEHREFRIERF.
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14, ZUEFMEESA T, EFHXENF, ARRTHEMKRE. BALXAFR (c1sco123), EFHRN
(RiE) , ABEENINICIZEAME (isoALL),

15. RERMFEFHEKIREREFIER P,

Cisco vManage : Q admin ¥

X CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Add Template -~ SNMP
SNMP VERSION

SNMP Version ®v2Q vs

B F 8D

H

VIEW & COMMUNITY

VIEW COMMUNITY

Name ¢15c0123
Authorization ~ | read-only -
View ~ | isoALL -

16. EREHEA T, EEFMEHREIF, RRR/LHEMBAARE. MAERM (SNMP-GRP), AR RTHRM
BRI BIRIR UK,

17. AEREE—1NEQ, BRERNE—MEMHER, REARINERHRR %,
18. NTRIFIRIEFEFER AR (all) MEHRS (FE EE, KE) .
19. REARMZE.
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Module Name Severity Levels

@ - || critical

© Add Trap Module

20. HEERINEEAERDIEE, K[ERMNEENEREHEAREFRIERD.

21. EEBES AT, EREHBERIREIRIET £, AEATEEMHEERRE. W\ SNMP [EARS 25
VPNID (1). IP Hhiik (10.4.48.13) 70 UDP iz (162). PEBHERATR (SNMP-GRP) 03X &%k
(c1sco123), FEREOSN, NTHIFIRIEDTIEELB, RAEHIA loopbacko,

22. RIS,

Cisco vManage

X CONFIGURATION | TEMPLATES

Device Feature

]
Feature Template - Add Template - SNMP
SNMP SNMP Version
TRAP GROUP | TRAP TARGET SERVER |
= | |
© New Trap Target
ah
D Mark as Optional Row o
o
VPN ID &~ 1
IP Address @ v | 1044813
UDP Port &~ | 162
Trap Group Name @ - | SNMP-GRP -
Community Name @ v | clsco123 v
Source Interface @ ~ | loopbacko

=

23. EFRFLOIZIER.
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SNMP ThEERMRAE. HXMPEMHRE

& S it TE/E
SNMP hRZA SNMP hRA L:Bviiedil V2
SNMP k7 /#REFNE X ME/BFR 25 iSOALL
ME /N RIFIRFF £ 1.3.6.1
HX /B 25 clsco123
X /121X 2R/ ThiflR 2
HX/HE 2R/ iSOALL
SNMP KRA/FERH BeaRH4R/ 4R 2 TR 25 SNMP GRP
PERHE/ PP RIRIR/IRIR | £/F all
AR
PEBHE/PEPRBUER/mE | 25 mE, BB, KB
MR
BeaRHt B #mAR 5525/ VPN 25 1
PRt B AmAR S5 2R /IP ik e 10.4.48.13
PEMERARSSER/UDP IO | 23 162
BB B ATAR S5 88 /FERHAARTR | 25 SNMP GRP
FeaBH B ATAR S5 88/ 4L X B 7R £ c1sco123
PRt B fRAR S8R ED 2/ loopback0

2R 10 EIEBIRRIENR
HWEFRT, BEECE— S| ANICIZENIEEERNERIER,
1. 7£ vManage GUI #1, {RRHZFIEE > &k, HRFEFIREATF (FRAAEF) .

2. EFGIRIRIR, AR MTHIFIRIEDEZEMNINRERMR.
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Cisco vManage as (7] admin ~

[ H * CONFIGURATION | TEMPLATES

Device Feature

o
N [oY=)
Q
- ]

From Feature Template e Total Rows: 2

CLI Template Y

| Nam
vSmart-West vSmart - Do Not Modify CLl vSmart 0 1
vSmart-East vSmart - Do Not Modify cul vSmart 0 1

3. MTHAIRIEDEFIREES (vEdge 5000),

4. EEEIRBFR (DC_Hybrid_BGP), HTERIATFRAWERMIRE (BEH0 MPLS 7 INET - {£4i5FE
M BGP) . BIABRT, REERPFERERIRAIXIREINE T RIMER,

5. HEEAXERTHRLES N, NTHIIRIEFEZFEEERIR System_Template,
6. EABCRFEA, MTHIIRIEREFINEERNR Logging_Template,

7. XF NTP, BEAEZEEZUINERNEZHERD., ERMRFEERT, =E NTP, REMNTHIRIEDIE
BEIHEERENR NTP_Template,

Cisco vManage i admin ¥

Pl X CONFIGURATION | TEMPLATES

ull

Device Feature
o
o Device Model vEdge 5000
‘\ Template Name DC_Hybrid_BGP
= Destrintion DC MPLS & INET - Static to Transport and BGP to LAN
=
- Basic Information Transport & Management VPN Service VPN Additional Templates
m . .

Basic Information
System * System_Template = Additional System Templates
@ Archive
Logging* Logging_Template - © NP

8. T AAA 1, MTHIFIRIEFEZEINRERNR AAA_Template,

9. X BFD (BFD_Template), OMP (OMP_Template) $1&£ (Security_Template) #EEIREE KRG —F.
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REFRER S

IRAREE RARB IR

A System_Template
BEIiER Logging_Template
NTP NTP_Template
AAA AAA_Template
OMP OMP_Template
BFD BFD_Template
TZe Security_Template

10. ZEEMFEE VPN BT, @EEAMEM VPN 0 #4789 VPN #00. HRESEERIR VPN TN
ZA VPN #0, 7 VPN 0 THIFIRIET MK VPN 0 THIEA VPN O THRIFIRIET, HEEMHEIENTH
BEAER.

11. XF VPN 512, 7£ VPN 512 THFRIE TR VPN 512 THY VPN O TRFIRIET, @EEFEHEIEN

REAR AR
R HEROEEAEE VPN E5

AR EE 1R FIEE ERB IR

VPNO DC_VPNO
VPN #£0 DC_MPLS_Interface
VPN 0 DC_INET _Interface

VPN 512 VPN512_Template
VPN $#0 VPN512_lInterface

12. 7RSI VPN S0 T, BEFREEE + REH VPN XA L. RABER—1E0, TAUEEPXE
EPRNEER RS R VPN HE,

13. % 1, ARREER., RERKHRIN— VPN ThFIRIE, fZEAMEM VPN #iRd, %% VPN EO=X
(FAFM/NBiEM1ZOF] Loopback0 EX) , AE%EE BGP &R,

14. AARMESEA T RITRAE SR A BRI ThREE R,
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IREARIRAVAR S5 VPN &7

IRAREE RRFEE 1RAR A TR

VPN1 DC _VPN1
BGP DC_LAN_BGP
VPN 0 DC_LAN_INT1
VPN #0 DC_LAN_INT2
VPN #£0 Loopback0

15. A HMRIRE AT, AENTHIFIRIE (HEIEF] SNMP) EZFFEIZINThAEER. Rt RIE=KLIE,
BRIt FE SR 5508 T RIS RAE R S TTAE P SRIS T AS | A R B RIS AR 2 5RHE.

IRE IR E MIRIRET

EREEY IR B R

] Banner_Template
SR

R R

SNMP SNMP_Template

16. EFEB L CIEFRFIRFIRR.

1B 11 FRERREPER BMAsE BT

AT EEI BN EEREPE R IEMALEERZE D, vManage IRIBIEEIRINNETELRE, ABKHEHEXERTE
BB IASER AR, A U X BEE A, TEAE X SIREERTREKIIIERRIEXEXRIAE R
8, TUEIUTRMANITIHRIE: & GUI RFHRAZENE; LE-HESEEBRERETIR csv
X

FoHIN

1. RXFIIEE > /iR, AREFEEFET T, KEIAFIIRERR (DC_Hybrid_BGP), #&FERAM
B ..., REEEXBIRE.
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Cisco vManage 4 admin ¥

Tl XX CONFIGURATION | TEMPLATES

=i
Device Feature
a
3 (oY)
.\ Q Search Options Total Rows: 3
S S S 0 S = e
& Smart-West vSmart - Do Not Modify vSmart
oe vSmart-East vSmart - Do Not Modify CLI vSmart 0 1
-
DC_Hybrid_BGP DC MPLS & INET - Static to Transport and BGP to LAN Feature vEdge 5000 19 0
o
Edit
View
Delete
Copy
Attach Devices
Export CSV Y

2. RHEFEE—TEA, JHASHEERXEKRIRSE. MRFLGET vManage 3RA, LEAIAIRESIRSD
BEZIREENSN P i, JTNIARIZEEHRHINNLZFHHK vManage 3RA, MHKESZEHIVFEFT!
S. BEARRT, WIRBIALSEALIBERNEXNRERS (EAXPIH vEdge 5000) .

3. ERENACEERANRE, REEFFLUERENTRREEBIEEIREE. —KFIERES MR
&, REDAR/EARNRFENE, EFEXE,

Attach Devices

Attach device from the list below 2 ltems Selected

Name Device IP Name Device IP
193A1104180040 dcl-wel 10.255.241.101

193A1104180031 del-we2 10.255.241.102

193A1104180047

193A1104180039
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4.

AFRER—IIE, JHEEEFNRE. K3 dcl-wel, REEFEKREMH ... EEWEIRE
&R,

Cisco vManage 7 admin v

L& CONFIGURATION | TEMPLATES

Device Template | DC_Hybrid_BGP

006

Q Search Options v Total Rows: 2

193A1104180027 10.255.241.102 dcl1-we2

193A1104180033 10.255.241.101 dcl-wel

Edit Device Template

¥

ARRRE—RERE, ET—MEENTXAENIIR. EESAZEHFHEEE, ATRLETERHKE
HIERXESFERERE “FB” M KA. EXFEFENZENE. BTHRIRERGE D ORIRF
BEMLERE, RWMIESMEXAIE, BREFANNMEFEEE, NTXESEE, EHERETT,
BUREREREXRA. MREXFEFRET, NEESHIENT IR XFERRHETR. HETRF
SIS,

#ED L EMA%IRE 1 IRERIREE(E

T8 &
Hostname(system_host_name) dc1-wel
Latitude(system_latitude) 37.409284
Longitude(system_longitude) -121.928528

Device Groups(system_device_groups) DC,v5000,US,West,UG3,Primary
System IP(system_system_ip) 10.255.241.101

Site ID(system_site_id) 110001

Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) O

Console Baud Rate (bps) (system_console_baud_rate) 115200

Address(vpn0_mpls_next_hop_ip_addr) 10.4.1.1
Address(vpnO_inet_next_hop_ip_addr) 10.4.1.5
Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits) 10.4.1.2/30
Preference(vpnO_mpls_tunnel_ipsec_preference) 0
Shutdown(vpnO_mpls_int_shutdown) O
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T8 &
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 1000000
Bandwidth 1000000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_inet_int_x|x) ge0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits) 10.4.1.6/30
Preference(vpn_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 1000000
Bandwidth 1000000

Downstream(vpnO_inet_int_bandwidth_down)

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

mgmt0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.167/23

AS Number(lan_bgp_as_num)

65113

Shutdown(bgp_shutdown)

O

Router ID(lan_bgp_router_id)

10.255.241.101

Network Prefix(lan_bgp_network_lo_addr|maskbits)

10.255.241.101/32

Address(lan_bgp_neighbor1_addr) 10.4.1.9
Address(lan_bgp_neighbor2_addr) 10.4.1.13
Description(lan_bgp_neighbor1_description) Agg-Switch1
Description(lan_bgp_neighbor2_description) Agg-Switch2
Shutdown(lan_bgp_neighbor1_shutdown) O
Shutdown(lan_bgp_neighbor2_shutdown) O

Remote AS(lan_bgp_neighbor1_remote_as) 65112
Remote AS(lan_bgp_neighbor2_remote_as) 65112
Password(lan_bgp_neighbor1_password) cisco123
Password(lan_bgp_neighbor2_password) cisco123
Interface Name(lan_int1_x|x) ge0/4

Description(lan_int1_description)

To DC1-SW1 G1/0/11
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T8 &
Shutdown(lan_int1_shutdown) O

IPv4 Address(lan_int1_ip_addr|maskbits) 10.4.1.10/30
Interface Name(lan_int2_x|x) ge0/5
Description(lan_int2_description) To DC1-SW2 G1/0/11
IPv4 Address(lan_int2_ip_addr|maskbits) 10.4.1.14/30
Shutdown(vpn1_lan_int2_shutdown) O

IPv4 Address(lo0_int_ip_addr|maskbits) 10.255.241.101/32
Shutdown(snmp_shutdown) O

Name of Device for SNMP(snmp_device_name) DC1-WE1

Location of Device(snmp_device_location) Datacenter 1

6. EEEH,
7. TEEERAE, BHERA LANTHELTETH cov X, AEHUEHMIRE.

Cisco vManage D @ admin ~

£X CONFIGURATION | TEMPLATES

Device Template | DC_Hybrid_BGP

©[0]

Q Search Options v Total Rows: 2

A8 D

193A1104180027 10.255.241.102 dcl-we2

& 193A1104180033 10.255.241.101 dcl-wel DC1-WE1

% .csv file XHHREANZEIERTALLEESRE. MRESSLEN L TEMNRESHENRALE L IEIRT
RECERZRW, NHEREILTIEN, TERANMEESERTA, CFEEEMRMAXEE. IRETHT
EEER .csv X, RFEFOLEIHITEE. AE, BALLEFAFRFEMN ..., FEREEREER, AT
ARMBAANNEFEANXFER, EREMHNE FERXEHRBE.

B .csv X EEE

8. HNEALA, EFETHEKTS. XK TH cov XM, EXHFRIRRIREERDEA
DC_Hybrid_BGP.csv. .csv XHFRIIHE SERKBKNFMEIRE, HFEEIIPIHLENER. AT
del-wel RECFIHEE, FLIPLEEENZEFRIEFR.

9. HE dc1-we2 HEEE, ARRTFZ csv X, REHN, HRE csv 8. BETRPIILHE
215,
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B LT IBMiA%iE 2 IRERIREEE

TE =]
Hostname(system_host_name) dc1-we2
Latitude(system_latitude) 37.409284
Longitude(system_longitude) -121.928528

Device Groups(system_device_groups)

DC,v5000,US,West,UG2,Secondary

System IP(system_system_ip)

10.255.241.102

Site ID(system_site_id) 110001
Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) O

Console Baud Rate (bps)(system_console_baud_rate) 115200
Address(vpn0_mpls_next_hop_ip_addr) 10.4.2.1
Address(vpnO_inet_next_hop_ip_addr) 10.4.2.5
Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits) 10.4.2.2/30
Preference(vpnO_mpls_tunnel_ipsec_preference) 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 1000000
Bandwidth Downstream(vpnO_mpls_int_bandwidth_down) 1000000
Interface Name(vpnO_inet_int_x]|x) ge0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits) 10.4.2.6/30
Preference(vpn_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 1000000
Bandwidth Downstream(vpnO_inet_int_bandwidth_down) 1000000

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

mgmt0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.168/23

AS Number(lan_bgp_as_num)

65113

Shutdown(lan_bgp_shutdown)

O




HEEMER

TE

18

Router ID(lan_bgp_router_id)

10.255.241.102

Network Prefix(lan_bgp_network_lo_addr|maskbits)

10.255.241.102/32

Address(lan_bgp_neighbor1_addr) 10.4.2.9
Address(lan_bgp_neighbor2_addr) 10.4.2.13
Description(lan_bgp_neighbor1_description) Agg-Switch1
Description(lan_bgp_neighbor2_description) Agg-Switch2
Shutdown(lan_bgp_neighbor1_shutdown) O
Shutdown(lan_bgp_neighbor2_shutdown) O

Remote AS(lan_bgp_neighbor1_remote_as) 65112
Remote AS(lan_bgp_neighbor2_remote_as) 65112
Password(lan_bgp_neighbor1_password) cisco123
Password(lan_bgp_neighbor2_password) cisco123
Interface Name(lan_int1_gex/x) ge0/4

Description(lan_int1_description)

To DC1-SW1 G1/0/12

Shutdown(lan_int1_shutdown) O
IPv4 Address(lan_int1_ip_addr/maskbits) 10.4.2.10/30
Interface Name(lan_int2_gex/x) ge0/5

Description(lan_int2_description)

To DC1-SW2 G1/0/12

IPv4 Address(lan_int2_ip_addr/maskbits)

10.4.2.14/30

Shutdown(lan_int2_shutdown)

O

IPv4 Address(loO_int_ip_addr/maskbits)

10.255.241.102/32

Shutdown(snmp_shutdown)

O

Name of Device for SNMP(snmp_device_name)

DC1-WE2

Location of Device(snmp_device_location)

Datacenter 1

10. EFRFEFEA LA EEFKULE csv Xt

1. REFEE—IE O, EFREFEM4RE, ARERETHR csv XFURERFNEEE.




BEFMER

12. &F LfERE. FREBNUFERTXHERILE,

CSV File | Choose File |DC_Hybrid_BGPcsv

Cancel
]

13. BAIMAARDHAEENEREATHANEERE. BHAAREMREEMN ..., REEEEHERLE
RIRUEEFMARAREFEENEREENE. HE, BEFTULEZIBHRE csv XHRIERE
E{EO

14, ERIFERER, EFET SR, IRETEAREFIE NSHMER, EHRGIMEZATRET
IRYREERAF,

15. T—"TEEaEH, EERERNATRBRI—MREERNMEIRE. ERENNRESETERIER
ArEMagmmHRNEE (BEMEENF) . SRFENFNEEERANF, EFYFNHEES
B HEXRRIFRECE Z BRI E .

16. &, CHAILLERA THNEEREEIRITRESGNE, EFENEROIRITIYER. FRIANERT, Lithtss
READSH, XEBERE, NREARENRFEIRS vManage BiFERE, N SRA&BRFGER
SENERESRINEE. B UERILITRBEFEEREANNT 6 2 15 2¥iziE, HT2BERE (R
HE) .

17. B2 EMITIE, EFEEREIRE.
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Cisco vManage

‘Configure’ action will be applied to 2 device(s)
attached to 1 device template(s).

= |

system

¥ CONFIGURATION | TEMPLATES

Device Template Total
DC_Hybrid_BGP 1

Device list (Total: 2 devices) evice-nodel

vedge-5000
host-name dcl-we2
gps-location latitude 37.489284
gps-location longitude -121.928528

device-groups DC Secondary UG2 US West v5ee@

Filter/Search

193A1104180027
de1-we2|10.255.241.102

system-ip 10.255.241.182
193A1104180033 domain-id 1
de1-we1110,255.241.101 site-id 110001
port-offset 8

admin-tech-on-failure
no route-consistency-check
sp-organization-name “ENB-Solutions - 21615"
organization-name "ENB-Solutions - 21615"
no port-hop
console-baud-rate 115200
vbond vbond-21615.cisco.net port 12345
aaa
auth-order local
usergroup basic
task system read write
task interface read write
!
usergroup netadmin
|
usergroup operator
task system read
task interface read
task policy read

m eoneel

18. AF{RBE—TEAHAETUTER: BRIXLELRET 2 AizE LAEE.
EAE, IR MRE CRECERER. EFERE.

Configure Device Rollback Timer

/\‘I‘L

RERRRHEEEEEX o 5ERL/E, vManage RIfEREIERLTI.
BT EMAsmEmRe TIREITER, FIFTEMN vManage EHIERPEEI HMNA
19. fORAEEMEHE > Mg, NRHPFLIEL, dc1-wel # dc1-we2 HH]5E], BHE

Cisco vManage

admin ¥

ERREBHRE

?i&HhE

NEZREBIRTS.

At RMEIERE,

H L[] MONITOR | NETWORK

o

O Device Group | Al T Q Search Options v

\ @ del-wel 10.255.241.101 vEdge 5000 193A1104180033 reachable 110001 0 ‘ 5 18.3.4

ﬂ 6 del-we2 10.255.241.102 vEdge 5000 193A1104180027 reachable 110001 0 5 18.34

- ENB_vBond_East 1392 vEdge Cloud (vBond) 2ce721d6-9397-4bed-8¢c1-36625... reachable 2 18.3.4

= ENB_vBond_V 1130 vEdge Cloud (vBond) 39013e15-3f6a-4c57-aadf-74bdca reachable 1 18.3.4

m &) ENB_vManage 1113 vManage 9539b89¢-83be-4¢95-8afb-87ddf0 reachable 3 = 4 18.3.4
&3 ENB_vSmart_East  1.1.1.5 vSmart d6edbeb9-436c-4051-97f9-5a8a2... reachable 5 = 6 18.3.4
&I ENB_vSmart_ West  1.1.1.4 vSmart 5cbb7709-dbd6-4e09-b6d1-f6bbb... reachable 4 = 6 18.3.4

0. it de1-wel, HEZAMBHITER, ERINEZEEBIEHTMERERITHE
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[= I H -

F o0 =

rrrrrr

ananan

23456

23456

12F 12 CIBEAH LRI

FE RIS E A WMRLAZEREE DER. AthtEH RIS ROISERBRE, 2RISR A ithih m 28
) BGP #1 OSPF BEE1TA, ERIUSME HIZFE i MBS, M EURE RIS PTE SIS H s ARk HaR E
BEOMFONINEIERE. REIEERRIIR, HfIRATHABHATHEFFRAERFTIRRENE, A
ERK. RIEEHIT QoS,

ERPIMEERIEIESL, CE BAMSINCAAERSR 101:101 XA MPLS B8 (fZ%iF03F SD-WAN IAREZH) .
B EMIA%IRE ERIBROI A ILIRES, X

e J BGP EX AR, LUTEFIEMiH MPLS (£55%%E8 (192.168.0.0/16 le 32, 10.101.1.0/30,
10.104.1.0/30. 10.105.1.0/30) FAi@{¥ CE FREH2ZAVEEEE (10.4.1.0/30 1 10.4.2.0/30) HYEAAIENEL
%,

o 7£ BGP MIERFISEREh, PLEZFIEEEA 101:101 X (Non-SD-WAN-Sites) HIEEHATE.

o 7f BGP RUERHISRER S, LECHIEIETAMBEENEMEEE, HF AS-PATHIREIRE 65112, XL
B XIZEE RN 1:100,

o #T7F netflow/cflowd, DB 1SMALER B P S TR B I FRE R R EE] vManage.

o FIFERESUEEIN (DPI) KN AT MM, & DPI, [TiSMNEHR AT, KISHREEIENGE(T
BIRZF, XFEEFTLUEAN vManage GUI A B RN FE R,

TREIE— T IRERE, NATIROINEEHROEEMNGH BGP ME. TEXIIR, RRENHHER. NTE
TERERES, BEXFY, 8TFIERE—PRE/AREN. REB LM TMERSHIARF X1 hREHTIT
fl. —B5eAEC, HMEAMSHIERRIEE/IIE. WRBEKEE, WAUER set erdPITSH—PRIEME. —B
SERRLECHBITIRME, MEMSFEL. RIIAFIRNEERELEAERE, NT 5K PREMFAEEBRLERN
ERE, S RERBERNSNITRRIMNRE (EZHIEE) .
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B F 8 D

IR, SMIRFRENA-NAULKE, ERNESMREZEEZT IR, NREXKIRENRMILE
BRREN TERE, NMELLREZEIIAXEPIRES, HFEENARRENZENE. Fit, EARAERESL
RYIRERBEE S DAL RIRAE, UBRLTMATLENEEE,

FESRIE S ORI RMMBARE 2, KA RIR 5 IREERKER. REXIURIRHFBERNIREG, FIUEXRKEIREE
WREVE(ITRERR IR o 5| FISRES P AR ERSRRR. MRIFIRR EAbA L, R RIERERE B S RIETRANREE
iR, ERTTEAREERPEEESRER. MRIRFRIRESREXK, FEALZHEARKRTEERNEE -1
BERMRBEARRECRES, NEEEFRKERW.

BREBUT S BEIZ AL SRES,
1. 7€ vManage GUI 1, {RREZZIEE > R, AR IEFERMLRIRETF.

2. EFRMSERERE.

Cisco vManage S admin ¥

Q CONFIGURATION | POLICIES

Centralized Policy Localized Policy

No Localized Policies added, add your first Policy

BAIRTR: 158, 7 vManage 18.2 (RIBRRAZ B, AL HEIRNET CLI, &EH&ES CLI N AL ESR
B SdA LANBENIER FRIFIRIE, AE%ER CLI ER,

IR RIBHE PR OEXTE, ARFIERP, EX—TEIRTIR. —MEXFIRA—1 AS BT
=

3. EEAEMER, AR SEIERIRZE.
4. TERTRSIRAFRTHISIAIES, N MPLS-Transport,

5. & “NINBIZR” TRIXAIES, A 192.168.0.0/16 le
32,10.101.1.0/30,10.104.1.0/30,10.105.1.0/30,10.4.1.0/30,10.4.2.0/30,

6. mEAIEH,
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Cisco vManage

5 %X CONFIGURATION | POLICIES Localized Policy > Add Palicy

Create Groups of Interest

AS Path © New Prefix List

o
-3 Select a list type on the left and start creating your groups of interest
-

Communi ty N
Prefix List Name

Data Prefix MPLS-Transport
o
an

Extended Community Add Prefix 4 Import
o L

Class Map 192.168.0.0/16 le 32,10.101.1.0/30,10.104.1.0/30,10.105.1.0/30,10.4.1.0/30,10.4.2.0/30

N (=] o

Bl oo

7. EEMEFME, REAGHBLRIIFRERE,

8. EHRXINRBMTHIXAIES, %N\ Non-SD-WAN-Sites,

9. 7ERNAER THIXAIES, HA 101:101,

10. mERMIREA.

1. EAMIEE AS IR, RERTHE AS BREFIFRRE,

12. 7£ AS BZFIRBMTHIXAIEF, HA Local-Routes,

13. 75N AS BRETRISIAIET, B “651128,

14. |RERMIRE.

15. AET—HREI=X, EE¥FIGCERRHKRIETIAE.

16. AR RIERIE, AREENE.

Cisco vManage [~] admin v
[ H 0 CONFIGURATION | POLICIES  Localized Policy > Add Policy
Create Groups of Interest Configure Forwarding Configure Access Control Configure Route Policy
Classes/QoS Lists

[ UL O (add and Configure a Route Policy) @ e

=
o
.\ Create New
=)
=

Search Options v Total Rows: 0
Import Existing

| Name

17. EAME DM\ R ARG AFR (BGP-POLICY-IN), REHERAZSAMARE (BiEF O8N BGP
RHEE) .

18. EEAMBIFNNRE, ARREFFIF,
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19. FRREIRICECHE, AEEFEMNt, ERRFREGT, M TR AIEFEEFE MPLS-Transport,

Cisco vManage

¢ CONFIGURATION | POLICIES  Add Route Policy

Name BGP-POLICY-IN

Description BGP Policy Inbound at the Data Center

=
© Sequence Type ,,yi Route Route
ty Drag &drop to reorder RS T | Drag and drop to re-arrange rules

| feens
Y ASpatn i Extended CommiyList | 567 Loca prefrece | Metic | Newttop | owptag | oS
Default Action
s

Match Conditions Action:

B 8 D

b

Address X Reject Enabled

MPLS-Transport x

2

o

R AARRIMRE (B%) T, RERFLEMMEERE.

21. RERFFIHALRINT —3 LA /R,

22. RfREFICECHE, AREFHRIIR, ERERRET, MTHAXFIEREE Non-SD-WAN-Sites,
23 EERRMEE, RRGFERRHRRE., RERTFERRIRERE.

24. RERFFIHAERINT —3 LA /AR,

25. IRIRGEIRACIE, AREEE AS BEIIR. ELEFHT, M ThIXAIESERE Local-Routes,

26. EFRMFIE, ARTFEIRERE, EEARIE, RABREXFERRA 1:100, HHEKEERRRIER
HIHZE.

Cisco vManage

X CONFIGURATION | POLICIES Add Route Policy

Name BGP-POLICY-IN

Description BGP Policy Inbound at the Data Center

B &£ 8% 0

Efl
© Sequence Type Bl Route Route
1, Drag &drop to reorder [ LR REY TR | Drag and drop to re-arrange rules

b

m o @ Accept BECHEE W Aggregator | ASPath Atomic Aggregate
Match Conditions Actions
AS Path X Accept Enabled

Local-Routes x

. i x

1:100

Save Route Policy Cancel

27. RERFLAECIAERERE.
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28. EERAMBIBINRE. REMRINRE, B, MRLELRINIESL, BATER, HEFERANNHER
tr, EEERSIEE, RERTRFLRETIAHERE.

Cisco vManage

= Q CONFIGURATION | POLICIES ~ Add Route Policy

=N
] Name BGP-POLICY-IN
Q Description BGP Policy Inbound at the Data Center

© Sequence Type Default Action
= .
Tl Drag & drop to reorder :
L Reject Enabled
-n .

Route

Default Action

29. R RTFHRERMEILE,
30. RET—HF,
31. BINREZBTR (DC_Policy) FNSREZIRAR (B L AHusRES) .

32. FEERIRE I NT, % Netflow E%HER A Netflow 5 Cflowd, A& MASGIEFENEAT
s,

Cisco vManage : admin »

= * CONFIGURATION | POLICIES Localized Policy > Add Policy

=i
Create Groups of Intere§id Configure Forwardingi’s) Configure Access Contilyy Configure Route Polici{_) Policy Overview

] Classes/QoS Lists

* Enter name and description for your localized master policy

Q Policy Name DC_Policy

= Policy Description DC Local Policy

Policy Settings

Netflow Application Cloud QoS Cloud QoS Service side Implicit ACL Logging

Log Frequency Enter in seconds (maximum 2147483647)

33. HE, REFRRIEERREEXDI EMA%EEHRARES,
34. RELRFREE,
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BARET: EEXNIRIEIZER DC_Policy, FIMACKRIZIEE > &L HmE, EEREAM “..”, REMN
THIFIRPEFRE, ERILURIN QoS BCE. ThaEHIFIRMEMERSERE. MRFRCIZHMIIR, HE
BREIFIRTAH) QoS ELE. MaizHFIRMEARE FHETEESARNMLRIETR) , BEFERRIET
HA L ANBEXET%EE.

12 13 BARMERESIREIERKE
MECLZLIZET AHLIRER, TERFERSIAIZREE. XRRRREE T HEI ISR EERES.

1. RXFIIER > /iR, FHFREFREXDF. £k DC_Hybrid_BGP RIS, #FEAMAY “...”, &
[R iR YRR,

2. RENFIRMRIRERSY, SOEFRFEAMRIR AL RN ATIR FAEREB D
3. 7ESREERISED, EEFHCIZAIAHLIRER DC_Policy, R/GEZEH.

Cisco vManage

Tl X CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN Additional Templates

o

=] Additional Templates

an Banner Banner_Template -

m .
Policy DC_Policy -
Security Policy Choose... -
SNMP SNMP_Template v

I lmldalze Cancel

\
4. REEEXNWEE, RAWEFT—, RAREFEERS.
5. EPHENEEERNFLIRE LIENR, AEERRE.
6. RORERBHEXDTIERAOEERHRE, FERBMIERBI,
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12 14 ERERIRFPFMA RIS
AR RIEE SigEERREHF THEIMRMA%iE, F7 BGP MRERIRPECER AR,
1. RREDIRR > BBE, AEEEMREADF,
2. HEEEXAKIED, WA bgp HREIER, RAEHERZIRFERM. R, XKENBSHPIIEER.

3. EHFHENR DC_LAN_BGP AlIRY “...”, RRIEFEE.

Cisco vManage

Tl % CONFIGURATION | TEMPLATES

Device Feature

a

& © Add Template @ e
Template Type | MNonDefaut - Q bgp x Search Options v Total Rows: 1 of 19
__-__""'“'“ -

‘-h DC_LAN_BGP DC LAN BGP Template vEdge 2000 | ASR1001... 1

.

ah

m

4. EWET, EEFEXNE N BEIHRETI T HRIENS.
5. NTHREKMERE, MTHIIREDEFSE, ARERFR. ERIEAME:0% A\ BGP-POLICY-IN,

Update Neighbor

Maximum Number of Prefixes

Route Policy In - @® on

Policy Name ~  BGP-POLICY-IN

Route Policy Out - On

Shutdown

Advanced Options >

6. %% Save Changes ({EEX) .

7. MAEXNE-NTBEEEL4E6 D,
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8. EEFEIIVRFINAEENR. BT ERIHINERIRSREXE, FEik vManage SEHITEMAINEEERE
BEEHMEXEREHEE. vManage SRHMEREGH B HETBAMMEESR, FIFTEREEAR 5K
puate Siz:=Er N

9. TFRMAFTEE, AUEET—F. NRTE, BEERE. BN, BERERIZE.
10. FRHBEODRINMAIRE LHNEEF N, AEEEHE.
2% 15: ¥ vEdge 18&ZBH I TE
WMRTIFMAEEARHBRVFE TIASETER, NALLLEN EEHFFIRE1T. AT TXIHEE.

1. XL EIEE > B, REINEER BMAEHEES (de1-wel F de1-we2) , RARNEFEHKERE
RREY.

2. ¥TEARE, RRAHIBLHER, BOEEEHEZRILRE. EEHRE.

3. MARFHANE, ERREAELHRRE, HiTHRRUKITRBERETIR. [ERNAERSBERY]
FIRERAEEHIER LR RA A BEATEGIRT, EE—2HRRIZIME ER A B rHEFIRS.

B2 vManage ZHIERIIERETRANBE P BRI E —NARUREERE. XZFENXLE EMNIAL%KEHE -
BUFRA BFD SR TRANRS. XERNHMIARIIER L, FEMAEED L EMa%iREZEET e
¥ECE RERIALE R ID MASRZEK BFD &if.

Cisco vManage 8 admin ~

[l 28 DASHBOARD

o
g 2 2 £ 2 g . 1 Warnin: 0

* w‘ vSmart - 2 8 WAN Edge - 2 w vBond - 2 w; vManage - 1 LRe?OOl 0 9 Invalid i 0

'\ Control Status (Total 4) Site Health View (Total 1) Transport Interface Distribution

- Control Up Full Connectivity 0 sites <10 Mbps 16

= 10 Mbps - 100 Mbps 0

- Partial Partial Connectivity 0 sites 100 Mbps - 500 Mbps 0

an > 500 Mbps 0

m _ @ tocomee " 1 sies View Percent Utilization

S pan eyl

BENMDZNMART ERITAMERE. XANMNEETEITZEE P E DS HINEE.
HEUEETR, BEFEEAMCKBIINERR, AREEIREER. EFTEK, KRERRS BEMAKHERIEX
B, SAEFMA ZTP ((&RT vEdge) 5 PnP (EFT 10S XE SD-WAN) iRfE 8MngERmes L4k, BT A5
REIREARKEE, ARERATRLEERARE X,
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=F

L A EI B A SRS

ANZHEEIR A RES, EAUESIZ—MERTHRE DMK, HrAINEIRE IR FETER
RN AR REIRI A AR,

B SR N B E:

AT

Rz R ] R R E iR 4l (DPI)

W EMiA% SRR R _ LR BGP BHRE. —MRIBM{ES TLOC i REETM, UEMERA MPLS &4
HERRAVER FH 2R FT AR A TLOC ¥ FRBEREHEEI I I AR ERAR LAFIT MPLS 84, H—MRIBREIEHAN

f&4im VPN BUFTHE BGP B&H, EAfEM MPLS SR T —BERVERSENAR B A TRHZ AT EHN IPSec
B &L im i & k% & il VPN,

BERIABBNAEYIER, UE VRRP REFE. %R OMP RIRESEEK, [IEMIN&ERHRSMF VRRP £

FEARR: £ vManage 18.3 frH, MFEARMKIESE—LRH, B, BUNBEEX QoS K.
ACL SEERHRIRAISIF, 7 RECIBEMIIAMIERS; TeeREFABNATTIMSURIIM, & R EIERHE
REFERMEISYIR. X, S EERKETERZSRE—BRREN AR EMN%EEE (86"
FHEALSEEER) . HTE, £RBOS GUI t, EINARTFILEIES MNSHEFE, RIEEEEAERT
FREIRR T AR S| AR, BRI RREEN AEIRBAI IR MINZIEE. NRNMERAMEER G
B, FLEKmERARE CLI KAg, mEAtthitRISEA LANBREGEIRHRNERTRE. BEER
DA SRS [E) SRR AMEERS, Bl LUSFEIZRES. TS CLI, EATEIE CLI 5RAg, HEEFHT
B4,

B,

BIEM N2 W H%KEE: Branch_Policy 31 Branch_BGP_OSPF_Policy, Branch_BGP_OSPF_Policy &

857 BGP LB BMA%ERHa (AT&S TLOC ¥ BFM) 3y OSPF ECERI A4 R HIE
A ERERSEME. Branch_Policy #£3F OSPF #13F BGP " i#iMiA%k g F 28 £ R TRt FTARE AR A FT 404 UK. VRRP Y
FRABBHERER. BT ERAIRIEESATRER ORI, Rt CLI R tREEA T 723244,

BER, BRtCRIERNAZIEN A TS A BRA%KEH R ERRE, DI NZAMCREPMEEE
EXME, TR ZRESEBEHINEERPEAXLRIBAMIIZNL., (FIE) SIREMEAMRE, XHFENAK
BRI RN E XL BRI R

BEUTERA DA EI B AL SRES:

1.

2.

£ vManage GUI #1, {RRHZIECE > I8, AR EFEAUMALTRELETIF.
/i GU A EANBEGETRE, AR TR RERE CLI RS,
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Cisco vManage ) Q admin «

Tl %X CONFIGURATION | POLICIES

o Centralized Policy Centralized Policy @ Localized Policy
CLI Polic; CLI Polic
© Add Policy Y Y

* Lists Lists

‘\ Q SR & Topology Forwarding Class/QoS
" De I Traffic Policy Access Control Lists

= . DC_Policy DC Local Policy . 2 1 Route Policy

3. MR,
4. FNBIR (Branch_Policy) #1itRH (/9 ZAAAMERS) .
5. 7 CLI g NS T a2

policy

app-visibility
flow-visibility

lists

prefix-1list Default-Route

ip-prefix 0.0.0.0/0

6. EFERMMUSTRFREFA AL RS,

Cisco vManage o =] az o admin v

23 CONFIGURATION | POLICIES | Localized Po icy > CLIPolicy > Add CLI Policy

Add CLI Policy

[y Branch_Policy
Description Branch Local Policy
CLI Configuration Q Search W Create Variable [§ Selecta file

1 policy

2 app-visibility

3 flow-visibility

a lists

5 prefix-list Default-Route

6 ip-prefix .0.0.0/0

7 1

8 |

gl !

10
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7. ANIMEZANDIHEARMERE, SRR IR,
8. HINBIR (Branch_BGP_OSPF_Policy) f1i%BA (433z41#5 BGP 1 OSPF Zih5ehg)
9. £ CLI g NSaMELA T a4

policy
app-visibility
flow-visibility
lists
prefix-list Default-Route
ip-prefix 0.0.0.0/0
|
route-policy DENY-ALL
sequence 10
action reject
!
|

default-action reject

10. EFEFRM ST REFA UL RIS,

127 2: BcEERinINEERMR
ERBIMEZRIE R, NEEL D RERITIEEENR.

FERORATANG 4, RARMGT BRAZEHR 2R BRER AT SN ER TLOC  BF#EO. R
LR, BIEEOBMIEEALTE, TUEFEOMNYEEOASH - TheERERT. RIERT, FEORIE
QoS, fB=E, QoS FKEZFIUMAZIENR, ZEFET HiEORRIZEERAGULEYIEEZONFIZED, BER
SRS N A B F 12 O R BRI T N EF X RAR,

INRARSS BB SIFERBH DSCP 28, NEBGREAVHEAERERPETS DSCP B, MREFXZEEHRNE,
vManage A AFERENAE FEO, FEHEXMER T RIFCIZRMAVEOMFEOER.

FHEOERE VPN 0 RENYIERENO, FHEBHT 802.1q tric, dERFHEO MTU te¥gEO/ I FT, &
W3 1504 FTHRY MTU BECERYIREOA LUK R LLE K.
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AT 25 ¥ t&aimFr TR EIER:

» VPN 0 ##R - AJUAFRENZEEE— I ThREER (FiE 924118197 BR_VPNO)

e VPN #EOLUKMIER - VPN 0 THRE/LNRRIAEOER:
— MPLS f#afRaIEEO (T2 X189 FZE BR_MPLS_INT)
— A -TLOC ¥ &rY MPLS f£iatEmmyrE0 (723244 4 F=E BR_MPLS_SUBINT)
— fERFFS IP FUREEXM EHERaIEED (23114 1. 4 70 5 FE BR_INET_INT)
— {&£F DHCP IP St EEXMFatEmauimiEzED (573<1# 2 70 3 FZE BR_INET_INT_DHCP)
— ERES IP FUMNEBRMEHEERFED (534113 4 FZ BR_INET_SUBINT)
— TLOC ¥ R#EOSFEDO, FIBEGHE—MER (7314 1 70 4 FZE BR_TLOC_EXT_INT)
— FEONBRAYIEED (93214 4 FE BR_WAN_Parent_INT)

o BGP - FE BGP IhfetElR, LUE MPLS E#EI 8 ML 4 H 23p0EMimIE TLOC ¥ REEES FW{ZiHLS
MPLS £5i558% (4 Z#144 1 1 4 = BR_VPNO_MPLS_BGP) .

15 AN SN E iR

BR_VPNO

BR_WAN_Parent_INT
N BR DHCP
1’ H;NET—JNT (3 B e 1P ’
B o) ) BR2/BR3
_\__\_\-‘_‘-\—\_

T B

2071748

INITSTdN HE

(#4755 1P Hhht)
(#4755 1P Hhit)
(EO/FM)

LINIINS™STdWHEa
|

([d=/015) NI

' BR1/BR4

BRJ\"PLSJNT
N
{K BR_WANMN_Parent_INT

BR_VPNO
BR_VPNO_MPLS_BGP

BR_INET_INT

BR5

BR_INET_SUBINT

BR_TLOC_INT

AN VPN 0 18R

—“™ VPN 0 ARG ATRA 2 UM EWiA%igE. ELBEMED_EER DHCP i, MEA LR, RFE—
AT B (AT MPLS EORRIARRERIR) , EAEBRMEORKIARBES ISR, E£EMA DHCP 3%
EXEEXK IP #tROIER T, ARELIZRIRAT VPN 0 121k, mMIERFIUERR—&RR, EAXEQ#HIT DHCP
BEE, 38 IP MXMEBEEHFETE XWX,
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1. RXFIIEE > /iR, AEEEREETF, SERMERRE ARERAUTSHRECE VPN 0 Ih8E
1R

¥R %: Bk ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart ZMYOFRE &%
t&#%: VPN/VPN
iR &#R: BR_VPNO
WEA: 93 SZH IR VPN 0
AZHH VPN 0 ThEEER

ETAN S el TE/E
HEARE VPN 25 0
e 25 &5l VPN
158 ECMP 1% 25 E
DNS & DNS it £ 64.100.100.125
BB DNS it 25 64.100.100.126
IPv4 E&HER EIE: 25 0.0.0.0/0
ZFS Lobrigiegdil T—Bk
T—Bktt REREELH vpnO_mpls_next_hop_ip_addr
T —Bkibtt BNERETH vpnO_inet_next_hop_ip_addr

2. EFRFUSTHER,
MM MPLS O
3. EANUTSEBIRMEATIRERNR:
EFFEE: BR ASR1K, vEdge 2000, vEdge 5000, vManage #] vSmart Z5MNUIFTEIRE
#R: VPN/VPN #0OLCKR
&R &¥R: BR_LMPLS_INT

WEA: BAES IP B34 MPLS &0
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S VPN 0 MPLS O IP ThEERER

k) S8 KEY TE/E
BEARE K REREEH vpnO_mpls_int_shutdown
EOAM BERETH vpnO_mpls_int_x|x
iEH 2/ MPLS #0
IPv4 BB IPv4 itk L B il AR
IPv4 #thiik RERETH vpnO_mpls_int_ip_addr|maskbits
FHiTH® HEEIREER vpnO_mpls_int_bandwidth_up
TR BEIRELTH vpnO_mpls_int_bandwidth_down
B&E REEREO 25 A=
e 25 mpls
PR 25 A=
B8 > SRVFARSS BGP 25 B
DHCP 25 %
NTP 25 B
8 > S0%In > H3 Bkl HEIZEEH vpnO_mpls_tunnel_ipsec_preference
=% AR 25 A=

4. EFRTFUCIEER.

AN MPLS FEOER

5. FRANUTSERMIFTNEEERKE 2 fIThEEERR., H—WTHREOATMNTE, ©TH
vpnO_mpls_int_x|x.VLAN,

EE & BR ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart 29 NUFTBIR&E
$E45: VPN/VPN #OKRN

ERAFR: BR_MPLS_SUBINT

WA BRARS IP K544 MPLS FiE0O
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S VPN 0 MPLS FHEOFRZ IP ThEERE R

k) S8 KE TE/E
BEAERE K REREEH vpnO_mpls_int_shutdown
EOAM BEIRETH vpnO_mpls_int_x|x.VLAN
iEH £/ MPLS #0
IPv4 BB IPv4 itk L b il AR
IPv4 #thiik RERETH vpnO_mpls_int_ip_addr|maskbits
FHiTH® HETEIREE A vpnO_mpls_int_bandwidth_up
TiTH® HETEIREEH vpnO_mpls_int_bandwidth_down
B&E REEREO 2/ A=
e 25 mpls
PR 25 A=
VRS BGP 25 B
DHCP 25 %
NTP 25 B
8 > S0%In > H3 Bkl HFEISEEH vpnO_mpls_tunnel_ipsec_preference
=% AR 27 A=

6. ERRFIEMURFER,
o132 B BRI AR
7. ERANTSERINFATNRERNR:
i&#&: BR ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MNUFFB&&
HE#R: VPN/VPN $3 0K
iR AFR: BR_INET_INT
A EARS IP KAV ERRMED
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34 VPN 0 EEXRIEOEZ IP ThEERRR

k) S8 KE TE/E
BEAERE Kl REREEH vpnO_inet_int_shutdown
EOAM BEREETH vpnO_inet_int_x|x
A 25 BExMEO
IPv4 BB IPv4 it L b il B
IPv4 ik RHERETH vpnO_inet_int_ip_addr|maskbits
FHiTH® HEISEER vpnO_inet_int_bandwidth_up
TTHE BERELH vpnO_inet_int_bandwidth_down
B&E REEREO 2/ pa=]
Be 25 = | A= 535T
SRVFRRSS DHCP 25 XH
VRS NTP 25 B
8 > S20%In > i B%kIn IR TR vpnO_inet_tunnel_ipsec_preference
NAT NAT HEIREER nat-enable
S AR R 25 B

8. EFRETFIUCIRER.

DI ERM DHCP EOfEy

9. EHIREEIEAIMRMNR (BRLINET_INT), BIESE IPv4 RIREAMN GRS BN RHITHRIE, N, &
SIS ITARSS THY DHCP REEX AR, MRTMULERN, EEMEORMITEIREEZ IP ik, F
B0 S5EHIRER MRS,

1##R&FR: BR_INET_INT_DHCP
%AA: B%E DHCP IP {5 T EBXRE N
234 VPN 0 BERXRIZOE IP 8RR

B4 B8 &Sl TE/E

EARE X RNERETH vpnO_inet_int_shutdown
EOARR NEIRE TR vpnO_inet_int_gex|x
1%RH 25 EEMEAQ
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il S8 KA TE/E
IPv4 BCE IPv4 it L Bviggisil UF
FHiTH® IR EHR vpnO_inet_int_bandwidth_up
TTH R HEISEEH vpnO_inet_int_bandwidth_down
B&E B EREO 27 FE
Be 25 Al B EXW
RVFARSS DHCP 27 FE
RVFARS NTP 25 =
E > S2%In > i B%kIn TR EH vpnO_inet_tunnel_ipsec_preference
NAT NAT HEIREER nat-enable
S BRI 25 pay=!

10. EEEFHFLURFER.

A BB = iR

11. EHIEIZAEEMIEREFSENR (BR_INET_INT), @R EO/MEFEEKRS vpnO_inet_int_x|x.VLAN

K FHITYREE.

iR 4&F: BR_INET_SUBINT

REA: RARS IP S ERM-FiEO
SIH14 VPN 0 BEEXM-FHEOEZ IP ThEEER

Ei%) S8 KR TE/E

BEAGE KA REREELH vpnO_inet_int_shutdown
EOAWR KNEIRETH vpnO_inet_int_x|x.VLAN
AR 2R BEEMEO

IPv4 BB IPv4 btk LB 3 0N
IPv4 ik REREETH vpnO_inet_int_ip_addr|maskbits
FiTgEw EEISEER vpnO_inet_int_bandwidth_up
TiTH® IS EE R vpnO_inet_int_bandwidth_down

BEE RE&E O 25 Ay
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B S8 it TE/E
ge 2R/ A E B
RVFARSS DHCP 2R XA
RVFARSS NTP 25 FE
BXIE > SLA > 2 I=prialil IR ERH vpnO_inet_tunnel_ipsec_preference
NAT NAT HEIZEEH nat-enable
=% AR 25 pad=

12 EFREHURFERR.

N TLOC ¥ BIZOIER

13. AINFFINEEREIRR E I A THREER. FRAUTSH:

i8%&: B& ASR1K, vEdge 2000, vEdge 5000, vManage F1 vSmart ZSMNYFTE &%

=4 VPN/VPN $5=00 BUKK

IR EFR: BR_TLOC_EXT_INT

WEA: 2% HH TLOC § B#EO/F#N

733Z##3 VPN 0 TLOC #20/FHOITNREREMR

Ei%) S8 KA TE/ME

BERRE *xH HEISEEH vpnO_tloc_ext_int_shutdown
EOAMR BERRETH vpnO_tloc_ext_int_x|x_or_x|x.VLAN
1568 25 TLOC ¥ i[O

IPv4 FicE IPv4 i L-Beiigiil B
IPv4 it HEEIREEH vpnO_tloc_ext_int_ip_addr|maskbits

SN TLOC ¥ & REREELHR vpnO_tloc_ext_wan_int_x|x

14, EFERFULIBIRR.
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DA WAN R$ZOER

15. FRINATNEEREMR. ERUTSH:

i%%&: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MNOFFE iR

#Ei#z: VPN/VPN BOIKK

ERATR: BR_WAN_Parent_INT
WHH: 3ZH# WAN g0
SH# VPN 0 WAN RIZOTHEEIRIR

ik S8 il TE/E

BEAXRE bl RHERETH vpnO_wan_parent_int_shutdown
BOAMR REREELH vpnO_wan_parent_int_x|x
L] 25 WAN R#0

=40 IP MTU S 1504

16. WEFRF UTTRIER.

S H#15 VPN 0 MPLS BGP 1&#y

17. AINFRTHEEREIR. ERAMUTSE:

i%%&: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MNOFFEI8&

Bt Hh#iR/BGP

iR 4&#: BR_VPNO_MPLS_BGP

iRBl: S5iR4EHEZERS ¥ VPN 0 MPLS BGP
49F#N# VPN 0 MPLS BGP IhEEtEiRigE

B S8 KR TE/E
BEARE ES%i! BNERETH vpnO_bgp _shutdown
AS 5 HERETR vpn0_bgp_as_num
BEEER ID RERETH vpnO_bgp_router_id
IPv4 &t RS RAREH 28 2
ttit R ThIFIR ipv4 B
WL/ LB RTER REREELH bgp_tloc_ext_prefix_to_advertise
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Z4) SH it TE/E
= ik BNERETH vpnO_bgp_neighbor_addr
15AA IS EHA vpn0_bgp_neighbor_description
g AS BNERETH vpnO_bgp_neighbor_remote_as
ot 251 25 A=
ok 251 IFE]IES ipv4 B
PNEtiz=z L 25 A=
REGATR 25 DENY-ALL
XA IS EER vpnO_bgp_neighbor_shutdown

18. EFRTF U TTRUARIR.

12 3. BCEMRSSIRINEEIRMN

AERBIMERIARSS IR, MNEAIEIL D RRERTIEEERNR.

M 18.2 RTEFFIE, FIUERERIRSBIFCHFE. X, EBRMAIMNAESELNE XS MERWER T EEER
1842,

A3 5 RIARSS IR VPN 2R B S Sm A mE 2 A ARIARS R VPN AEE, Ritt, SRR REEHSE
HMFFCAPNERCE, MERAD VA UEAZE— T ERARIARSIHR VPN R1R,

BARTR: BAEHEAILFE VPN BUKREORER UG VRRP BREFCAFNE, (BHETELST MR AHE
HERERRES, VRRP ARV FRECE, FILEARMES VRRP LB XIXHRE X I ASSEZ 1Z1ER. F
ALt EIfRRE, FLEIERANAREAY VPN BIKMIZORER, —MCE VRRP, — M ELE.

5 VPN 1 #8XEXRY LAN # O AZYIEEOSFEO. — VPN DIKMEOERARYEBEOMFED. KW
ihm e DHCP H4kR|EuRE L, AMEET IP DHCP HBENER ML, BRE—MARAIIEMBEERHRAE
LAN FJEZHY DHCP fR5538. #ARME— VPN fRy— & EMiA%EME EEM 1 LAN #0, NFEMNTERIL
BERRMR; TREZ RTEHEA VPN TERERAINREER,

N 2 3R S5 i P TR RO TH RERRAR :

o VPN 1 #&#R - — 2RSSR VPN DIRERIRENTLER M ZHNBAER (23<H# 1-5 FE BR_VPN1T) . XF
A 5, IEEFSEERAINEENR P FARIC A AL,

o VPN #EHABLKREMNR - VPN 1 THEZE/LDARRYECENR:
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— —F VRRP By LAN #ORWWIEED/FHEDO (934 2-5 FE BR_LANLINT) .
— ZEZAE VRRP B LAN EORIEEO/FHEO (59320 2-3 FE BR_LANLINT2) .
— 73 VRRP RCERJ— LAN #ZORVYIEEEO/FEDO (93414 1 % BR_LAN_INT1_VRRP) .
— 1 VRRP BB/ LAN EOMYIRED/FHEO (5244 1 FE BR_LAN_INT2_VRRP) ,
o FHEOMI LAN R¥EBHEO. MINAEHEREFR EET VPN O (932#1# 1 §1 3 FFZE BR_LAN_Parent_INT) ,

o DHCP fg%2sitt - #EOEIR THEE DHCP fR&Sa5hiElR. TEECIEMMER, —NATER, — 1 HATE
5. 1BE DHCP RS SB1EIRIGE S7EEUE DHCP RSB 851EMR T AR EARIBEI & LY (TFTP) IReS
8 (9FH# 3 = BR_LAN_DATA_DHCP_Server #1 BR_LAN_VOICE_DHCP_Server) ,

e OSPF - VPN 1 FZEZ OSPF JAEElR (9 3H# 4 BE BR_LAN_OSPF) .

* Loopback0 - VPN 1 (533#/144 1-5) THREEEA 0 &Y VPN LUIXMEANRERR (EEE)

B 16 XA Esmasi E RS imiER
YRR

BR1

BR2
WA | BRLAN_INTI ‘_-b
4
| ¥R *_-b
BR_VPN1
FEED 0

HEEO o

BR_LAN_DATA_DHCP_Server ggr vypn1

BR_LAN_VOICE_DHCP_Server g
_LAN_ - — g 0

(FEOT) Az

BR5
V.
l K BR‘LAN_.FNT?
<
BR_VPNI1
fmao\ﬂ
BR_VPN1

AFSRBERERN—NCRASESEE OMP MAZS MAREH. WEE, BMEERILUGLLATSRIRICH AEE
B, BAEABLRE, BEIFREEX—NLCRANR. TEEEERBENENDTKUEEHEED, UKRSEYE
b ZERIAEE, ATBOAITERE.

FERSHBATEEMICAE, UWEEDSNA 5 LERERBIACITE 3 BIRIE LAN MR, ZifR
T ERBHSEREEHTKE OMP, MEESLCRATR.

101



BEFBER

1. ERAUTSERMITIREENR:
i%%&: Bk ASR1K, vEdge 2000, vEdge 5000. vManage fl vSmart Z5MNOFFGR&E
&i%: VPN/VPN
H#iR&M: BR_VPN1
WA 232 VPN
S VPN 1 ERITHESER

2k S8 KR TE/E
BEALRE VPN £ 1
2y 2R/ AR 55i% VPN
1#38 ECMP 1% 2R i
@ OMP HEX 25 FE
5 2R i
CR/ASR RERETH vpn1_omp_aggregate_prefix
CR/MUCR £ pad=
IPv4 BREH B4R KNERETH vpn1_lan_static_route_prefix|mask
[¥RIC 7 ATi%4T] bits
ZES LBy gl Tk
T—Bkihht BEIRETH vpn1_lan_next_hop_ip_addr

2. EFRFUCIZER,
I3ZHA LAN #2001 151
3. EANUTSEIRMIATIRERNR:
i®%: B ASR1K. vEdge 2000. vEdge 5000, vManage 1 vSmart Z5MUFREIRE
#4%: VPN/VPN $#00LKM
iR Z#R: BR_LAN_INT1

AA: HSZHM LAN #0001
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234 VPN 1 30 1 hEEEIRIZE

25 B8 e TE/E

HARE X BEIRETH lan_int1_shutdown
EORR REREETHA lan_int1_x|x_or_x|x.VLAN
15AA BREIREEH lan_int1_description

IPva BB IPv4 it LCBics gl B
IPv4 ik IS EER lan_int1_ip_addr|maskbits

=k DHCP #ENERF o] 10.4.48.10

4. EFRRTFUCIERER.

AN LAN 20 2 iR
5. ERANUTSEHRMIIEERENR:

i#%: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart Z9MNYFTER&

#R: VPN/VPN #0OLCKR
#EiR4&FR: BR_LAN_INT2
AR 23T LAN #2002
S VPN 1 30 2 ThEsRiRigE

il S St TE/E

EARE XA BEIRELTH lan_int2_shutdown
EORM RERETR lan_int2_x|x_or_x|x.VLAN
1588 HEIREER lan_int2_description

IPv4 BiLE IPv4 ik PR B
IPv4 itk BEIRETH lan_int2_ip_addr|maskbits

S DHCP #BBHEF 2B 10.4.48.10

6. EFRTUSTAHENR.
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BR_LAN_INTT_VRRP

7. ERUTSERINRTHRERR:

i%%&: B& ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MNOFFEi8&

##z: VPN/VPN BOKH

EWRAFR: BR_LAN_INT1_VRRP

RBH: #Z#1# LAN 0 1 VRRP

S H1# VPN 1 30 1 VRRP ThEERIRIZE

Eiks) S8 KA TE/E
XA HESREH lan_int1_shutdown
EOAR RERELTHA lan_int1_x|x_or_x|x.VLAN
15EA IS EEH lan_int1_description
IPva BB IPv4 ik Bk B
IPv4 it KNERETH lan_int1_ip_addr|maskbits
=k DHCP #BEIZF 25 10.4.48.10
VRRP 41D 2R 1
55k BERELH lan_int1_vrrp_priority
BRER OMP S XA
EREREIZRTIZR 25 Default-Route
IP it RNEREETH lan_int1_vrrp_ip_addr

8. EFRRTFIUCIEER.

BR_LAN_INT2_VRRP

9. ERUTSERIMHATHRERR:

i#%: B& ASR1K, vEdge 2000, vEdge 5000, vManage #1 vSmart Z5NYFTER&

#Ei#z: VPN/VPN BOIKK

EWRAFR: BR_LAN_INT2_VRRP

RBA: 93Z#1# LAN #0 2 VRRP
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3483 VPN 1 $#0 2 VRRP TREEIRIZRE

i S8 et TE/E
BEAXGE X REREELH lan_int2_shutdown
EORR BEREEH lan_int2_x|x_or_x|x.VLAN
15 EH BTEIREEH lan_int2_description
IPv4 FicE IPv4 it Bk B
IPv4 ik RERETH lan_int2_ip_addr/maskbits
=k DHCP #BEIERF eSS 10.4.48.10
VRRP 1D o) 2
R5EeR KERBTH lan_int2_vrrp_priority
ERER OMP 25 KA
IRERATERTR 25 Default-Route
IP $thit BEIRETH lan_int2_vrrp_ip_addr

10. EFRRFULIRIRR.

DM LAN R3EOIER
1. RN T SERINIREENR:
i®%: BR ASR1K, vEdge 2000. vEdge 5000, vManage 1 vSmart ZMUFREIRE
HE#R: VPN/VPN $3 0K
R AFR: BR_LAN_Parent_INT

WEA: S33ZH# LAN 240

SN VPN 1 LAN REOFEIRIZE

#Bar S it TE/E

BEAXGE X REREELH lan_parent_int_shutdown
EOAM BEIRELTH lan_parent_int_x|x
A 25 LAN R0

=5 IP MTU ! 1504

12. SEERFUSTRIER,
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DI LAN #4E VLAN DHCP fR%% 2851k

13. ERUT S ERINFTHEERIR:

i%%&: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFBEIRE

]iR: HAthiRiR/DHCP fRS58%

& 4#R: BR_LAN_DATA_DHCP_Server

WA ATHUE VLAN 5334144 LAN DHCP 5538
FIT#dE VLAN 895332414 VPN 1 LAN DHCP ARS528ThBEIRR

B4 S8 B TE/E

EARE ikt BNERETH data_dhcp_addr_pool|maskbits
HEBR ik EEISEER data_dhcp_addr_exclude_range

=22 154 25 cisco.local
L SINTIES KERBTH data_dhcp_default_gateway
DNS ARR5538 25 10.4.48.10

14. EFRFUTTHIER.

AN LAN S VLAN DHCP PR& 28181k
15. EFIFNGEZ ATHENR, HEXLZERAR. T2 TFTP fRSB[WTERMENIENR, FAFE =4 DHCP R

SEttATIEE VLAN, MBBIEFEEM Call Manager i1 fit. ERAUTSE:

i%&: BR ASR1K. vEdge 2000, vEdge 5000. vManage #1 vSmart ZSMUFTEIR&

iR Hh#EHR/DHCP PRS2

& &#R: BR_LAN_VOICE_DHCP_Server

WHA: FATFiEE VLAN R95)32#1# LAN DHCP AR5

FITiES VLAN 895232414 VPN 1 LAN DHCP fR$528ThBEIRMR

i) S8 et TE/E
HEARE Hhibith BEIRETH voice_dhcp_addr_pool|maskbits
HEpR bk EEIREEH voice_dhcp_addr_exclude_range
=244 154 eSS cisco.local
2RI R IS EE A voice_dhcp_default_gateway
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=R4N S8 Bl TE/E
DNS fr$528 2RF 10.4.48.10
TFTP AR5588 253 10.4.48.19

16. EEEHRURFER.

534 LAN OSPF
17. ER T SERIH D BEER:

i%&: BR ASR1K, vEdge 2000, vEdge 5000, vManage #1 vSmart ZSMUFTER&

iR HAEHR/OSPF

iR &%¥: BR_LAN_OSPF

WiAA: 4¥3Z#1# LAN OSPF
34143 LAN OSPF IhEEtER

2k S8 KE TE/E
EARE &8s ID pEeeine2 =M | lan_ospf_router_id
Bk X 25 omp
Xz XS 25 0
EOAZRORMR KEIREEA | lan_ospf_int_x|x
EOAEOSS REIREFEA | lan_ospf_int_cost
1EO/S%/OSPF MLEHEEY 2RTHIIR | "RYR
EO/ SO/ SRR £/ ThFIR | message-digest
EO/RREEEREERA D 25 22
BOEEREEERERA BHEREER | lan_ospf_message_digest_key
Xi%EE it tEeins2 M | lan_ospf_area_range_addr_0
= 2% (Mbps) 28 100000
FR 25 B

18. EFRTF U TTRUARIR.
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2 4:

BN AL FIENR

SIETNRERIR/G, BNFIEIZBIRFIEMR. WRHIME DA EMRREE A,

A KA T BMAZERERER, SBEREE (MPLS f1EEXK) , TLOC f RO, 5 2 Bkl
2, VRRP

B RN HM: B EMAZIRHRMR, BEEE (MPLS f0EEXN) , $3 2 |& LAN 3%l

C £NZMMA: N EMBEIEHRER, REEE (MPLS MIEEM) , TLOC 7 RiZO, 5 3 Bk,
OSPF

D £N3HH: B EMia&EmRiLm, BEGERE (MPLS f1EEXW) , CE MR, % 3 BRI

XNFHHE 150 4, BEEMERNISMASEEHRTT MPLS EER IRMNA5 KR AR S B AE AR SRz
BiRERNR, FAIE BGP INRERIRAINE] MPLS ZEERI IS MIA %R R 2RAYIR & RN .

LB U TNREEMNR:

Branch_A_MPLS_BGP_TLOCEXT_VRRP (#}3z##4 1, " iEMA%iRE 1)
Branch_A_INET_TLOCEXT_VRRP (#3z#1#4 1, [ iBMiA%i&&E 2)
Branch_B_MPLS_INET(DHCP) (#%#1#3 2)
Branch_B_MPLS_INET(DHCP)_LAN(DHCP) (#3%#1#3 3)
Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF (#XZ#l#4 4, T iSMiA%I&E 1)
Branch_C_INET_TLOCEXT_SubInt_OSPF (/X #\#4 4, [ EMiA%ig#&E 2)

Branch_D_MPLS_CE_INET_LAN-Static-Routing (4 #1#3 5)

Branch_A_MPLS_BGP_TLOCEXT_VRRP

. £ vManage GUI 1, {KRHEEIRCE > &1k, FHHREFZFETF.

2. EFGIRRIR, AR MTHFIREDEEMNINRERMR.
3. EHE “g&BS". “ERA/W A “REA",

FHTE: ISR 4351

AR Branch_A_MPLS_BGP_TLOCEXT_VRRP

REA: AN IHMAZIRERES TLOC /R, AA MPLS BGP & LAN i+ 4] VRRP
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4. ERUTIEEERAETRE:

Branch_A_MPLS_BGP_TLOCEXT_VRRP i&&#&R

IRAREE 1R F LR 1RiR B IR
RE System_Template
BEiLE Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
ze Security_Template
VPNO VPN BR_VPNO
BGP BR_VPNO_MPLS_BGP
VPN ##0 BR_MPLS_INT
VPN #0 BR_INET_INT
VPN ##0 BR_TLOC_EXT_INT
VPN ##0 BR_LAN_Parent_INT
VPN 512 VPN VPN512_Template
VPN 0 VPN512_Interface
VPN1 VPN BR_VPN1
VPN &0 BR_LAN _INT1_VRRP
VPN #0 BR_LAN _INT2_VRRP
VPN ##0 Loopback0
] Banner_Template
SR Branch_BGP_OSPF_Policy
SNMP SNMP_Template

5. EEIEMUEIBRH REFIER.
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Branch_A_INET_TLOCEXT_VRRP
6. EEGIRRIR, RSN THIFIRIEFIEZFMINERR.

7. ERAUTSHEEIREIER:
R&EBIS: ISR 4351
&R &F: Branch_A_INET_TLOCEXT_VRRP
WRE: SN IEMNIAZIRERE TLOC 7R, B% INET LUK LAN id4%f0 VRRP

Branch_A_INET_TLOCEXT_VRRP i&#&&iR

IR R R FER &R &R
EXAN System_Template
AEIiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
oae ) Security_Template
VPNO VPN BR_VPNO
VPN #0 BR_MPLS_INT
VPN ##0 BR_INET_INT
VPN &0 BR_TLOC_EXT_INT
VPN #Z[0 BR_LAN_Parent_INT
VPN 512 VPN VPN512_Template
VPN 0 VPN512_Interface
VPN1 VPN BR_VPN1
VPN #0 BR_LAN _INT1_VRRP
VPN &0 BR_LAN _INT2_VRRP
VPN $##0 LoopbackO
] Banner_Template
RS Branch_Policy
SNMP SNMP_Template
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8. EEEUEIRH REFIER.

Branch_B_MPLS_INET(DHCP)
9. EEROIEIRMR, RiEMTRIFIRIEFEZFMINERIR.

10. ERANUTSHECEIREENR:

RERE: ISR 4331
iR F: Branch_B_MPLS_INET(DHCP)
WA Y MERAIEMA%IE SRS EEM DHCP ik, BA LAN 4

Branch_B_MPLS_INET(DHCP) 1&&#&E#k

ERER ERTFER EIRBIR
5 System_Template
HEILR Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
ze Security_Template
VPNO VPN BR_VPNO
VPN $#0 BR_MPLS_INT
VPN &0 BR_INET_INT_DHCP
VPN 512 VPN VPN512_Template
VPN ##[0 VPN512_Interface
VPNT VPN BR_VPN1
VPN $#0 BR_LAN_INT1
VPN ##0 Loopback0
] Banner_Template
R Branch_Policy
SNMP SNMP_Template

1. EFENB LU LIEFREFIER.
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Branch_B_MPLS_INET(DHCP)_LAN(DHCP)
12. EERQNEENR, AR MNTHIYRIEDIEZEMNINEER.

13. ERANTSHEEIREENR:
REFHES: vEdge 100B
{#RAFR: Branch_B_MPLS_INET(DHCP)_LAN(DHCP)
R AR BAIENA%ISRBATEMN DHCP itit, B LAN 440 DHCP iRS583

Branch_B_MPLS_INET(DHCP)_LAN(DHCP) i&&#&tk

IR R R FER &R &R
EX4S System_Template
AEiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
zE Security_Template
VPNO VPN BR_VPNO
VPN &0 BR_MPLS_INT
VPN ##0 BR_INET_INT_DHCP
VPN [0 BR_LAN_Parent_INT
VPN 512 VPN VPN512_Template
VPN $#0 VPN512_lInterface
VPN1 VPN BR_VPN1
VPN 0 BR_LAN_INT1
VPN ##[ > DHCP A58 BR_LAN_DATA_DHCP_Server
VPN &0 BR_LAN_INT2
VPN #£[] > DHCP fg53528 BR_LAN_VOICE_DHCP_Server
VPN ##0 Loopback0
IS Banner_Template
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R RRFEE 1RAR A FR
b <1173 Branch_Policy
SNMP SNMP_Template

14. EFEIEE

Branch_C_MPLS_BGP_TLOCEXT_Sublnt_OSPF

15. SEEAIRRRER, RGN TRITIRIEFIEZEMIRERIR,

16. ERU TS MBIz EIER:

REEIE: ISR 4351

R4 FR: Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF

R AT IEMIALIRERS TLOC f /& Subint, BA MPLS BGP L} LAN i OSPF

Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF &&#&iR

IRAREE 1R F LR 1RiR B IR

ER4 System_Template
BEiLE Logging_Template
NTP NTP_Template
AAA AAA_Template

BFD BFD_Template

OMP OMP_Template

ze Security_Template

VPNO VPN BR_VPNO
BGP BR_VPNO_MPLS_BGP
VPN ##0 BR_MPLS_INT
VPN #0 BR_INET_SUBINT
VPN $#0 BR_TLOC_EXT_INT
VPN 0 BR_WAN_Parent_INT

VPN 512 VPN VPN512_Template
VPN 0 VPN512_Interface
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1RREEY R F LR 1RiR B IR
VPN1 VPN BR_VPN1
OSPF BR_LAN_OSPF
VPN &0 BR_LAN_INT1
VPN 0 Loopback0
] Banner_Template
b <1173 Branch_BGP_OSPF_Policy
SNMP SNMP_Template

17. &R EIE

Branch_C_INET_TLOCEXT_SublInt_OSPF
18. IGEFCIBENR, 25N THIFIRIEDIEEMINEERR.

19. ERAMUT SRR EIREER:
g&TE: vEdge 1000
AR Branch_C_INET_TLOCEXT_SubInt_OSPF
REA: AXENAE IEMA%IgFIRS TLOC § /& Subint, B% INET {5 LAN ix OSPF

Branch_C_INET_TLOCEXT_Subint_OSPF 1&&&ix

IRAREE R F LR 1RiR B IR
5 System_Template
BEiLE Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
=z Security_Template
VPNO VPN BR_VPNO
VPN #0 BR_MPLS_SUBINT
VPN ##0 BR_INET_INT
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RAREE R F LR 1RiR B IR

VPN $#0 BR_TLOC_EXT_INT

VPN 0 BR_WAN_Parent_INT
VPN 512 VPN VPN512_Template

VPN 0 VPN512_Interface
VPN1 VPN BR_VPN1

OSPF BR_LAN_OSPF

VPN 0 BR_LAN_INT1

VPN #£0 Loopback0
t&iE Banner_Template
SRR Branch_BGP_OSPF_Policy
SNMP SNMP_Template

20. EE ARSI R FRFIRIN

Branch_D_MPLS_CE_INET_LAN-Static-Routing

21, EFCIRRR, A M THIFIRIE M ERRAR.

22. ERUTSHECEIRFIRIR:

g&RS: vEdge 100 B

&R Branch_D_MPLS_CE_INET_LAN-Static-Routingg

W AR EMIA%IRERS, REERT LAN i MPLS CE HIBERE

Branch_D_MPLS_CE_INET_LAN-Static-Routing i&&#&iR

it 1R F B 1EHR AR

ER4 System_Template
BEICE Logging_Template
NTP NTP_Template
AAA AAA_Template

BFD BFD_Template

OMP OMP_Template
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R RRFEE 1RAR A FR
ze Security_Template
VPNO VPN BR_VPNO
VPN &0 BR_MPLS_INT
VPN $#0 BR_INET_INT
VPN 512 VPN VPN512_Template
VPN $#0 VPN512_lInterface
VPN1 VPN BR_VPN1
VPN &0 BR_LAN_INT1
VPN 0 Loopback0
] Banner_Template
REE Branch_Policy
SNMP SNMP_Template

23. EEFAIR U EIRFRFIRIR

127 5. REXIZFIRR
EHERFF, CRFRERRS EBMNASD SN AREIRKEK, SXERART N ENIRSH M R R
ERIEHERY, vManage SR TR EHESAEN .
1. RXEREIERE > Rk, HFEFEEALF.

2. 7EFTEENR (Branch_A_MPLS_BGP_TLOCEXT_VRRP) H03&ih, &% ..., AREERXBNEE.

3. EREEE MPLS (E5ERAI0 I 1 TIEMINEGRE 1, Bl bri-wel, EEEHRE|S51HIRE (ISR
4351) XBMFESIES, RAIGEETEME S, EELEVEIMNREIFSIS. &, 7€ 10S XE i’H
23, ATIMIEHI & IT show license udi ¢ EFFSIS. XTF vEdge B§HES, AILUMIEHIGIMIT
show hardware inventory #i<. N F5|S5|FRHAE ISR 4351 BABHFIISHYNERTEEEO
h, AAXZBFIESEERINSEZER, EEFFS, REEFESHL UEEENTRIERTBEEEIR
F1T. EEXE,
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Attach device from the list below

Available Devices B select All Selected Devices

All - || QQ All

Name Device IP Name

ISR4351/K9-FDO183908DL

ISR4351/K9-FD02051120V

1 Items Selected
B select Al

Device IP

ISR4351/K9-FDO205108CB

m gancdl

4. SEEHODIREERGELN, TOFTEEREERNEEE. BFREAMM ..., REEFREBILE

iR,

5. BEUTETE (@ .csv BFRIEHFIEE) .

AN 1 TENASIRE 1 IRERIREEE

T=E &
Hostname(system_host_name) br1-we1
Latitude(system_latitude) 33.4484
Longitude(system_longitude) -112.0740

Device Groups(system_device_groups)

BRANCH,ISR4K,US,West,UG5,Primary

System IP(system_system_ip)

10.255.241.11

Site ID(system_site_id) 112001
Port Offset(system_port_offset) 1

Port Hopping(system_port_hop) %]
Console Baud Rate (bps)(system_console_baud_rate) 9600

Address(vpn0_mpls_next_hop_ip_addr)

192.168.101.1

Address(vpnO_inet_next_hop_ip_addr) 10.101.2.2
AS Number(vpn0_bgp_as_num) 65201
Shutdown(vpn0_bgp_shutdown) O

Router ID(vpn_bgp_router_id)

10.255.241.11

Address(vpn0_bgp_neighbor_addr)

192.168.101.1
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Description(vpn0_bgp_neighbor_description)

MPLS BGP Service Provider

Shutdown(vpn0_bgp_neighbor_shutdown)

O

Remote AS(vpn0O_bgp_neighbor_remote_as)

102

Network Prefix(bgp_tloc_ext_prefix_to_advertise)

10.101.1.0/30

Interface Name(vpnO_inet_int_x|x)

GigabitEthernet0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

10.101.2.1/30

NAT O
Preference(vpnO_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000

Bandwidth Downstream(vpnO_inet_int_bandwidth_down) 500000

Interface Name(vpnO_mpls_int_x|x) GigabitEthernet0/0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

192.168.101.2/30

Preference(vpnO_mpls_tunnel_ipsec_preference) 0
Shutdown(vpnO_mpls_int_shutdown) O

Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000

Bandwidth Downstream(vpnO_mpls_int_bandwidth_down) 500000

Interface Name(vpnO_tloc_ext_int_x|x_or_x|x.VLAN) GigabitEthernet0/1/0

IPv4 Address(vpnO_tloc_ext_int_ip_addr|maskbits)

10.101.1.1/30

TLOC Extension(vpnO_tloc_ext_wan_int_x|x) GigabitEthernet0/0/2
Shutdown(vpnO_tloc_ext_int_shutdown) O
Interface Name(lan_parent_int_x|x) GigabitEthernet0/0/1
Shutdown(lan_parent_int_shutdown) O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_ x|x)

GigabitEthernet0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.143/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix)

10.101.0.0/16
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Interface Name(lan_int1_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.10

Description(lan_int1_description)

Data Vlan

IPv4 Address(lan_int1_ip_addr|maskbits)

10.101.10.2/24

Shutdown(lan_int1_shutdown) O
Priority(lan_int1_vrrp_priority) 200
IP Address(lan_int1_vrrp_ip_addr) 10.101.10.1

Interface Name(lan_int2_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.20

Description(lan_int2_description)

Voice Vlan

IPv4 Address(lan_int2_ip_addr|maskbits)

10.101.20.2/24

Shutdown(lan_int2_shutdown) O
Priority(lan_int2_vrrp_priority) 200
IP Address(lan_int2_vrrp_ip_addr) 10.101.20.1

IPv4 Address(lo0_ip_addr|maskbits)

10.255.241.11/32

Shutdown(snmp_shutdown) O
Name of Device for SNMP(snmp_device_name) BR1-WE1
Location of Device(snmp_device_location) Branch 1

6. EEFEEH. EEET P A, BARERETH cov XHUREFLEEBEUEESHEM, RaBRERE.
7. #EFEF—H, RREERE. BTIRELTRIVAS, BHLRFBAEIREHINKERECE.

8. EAMNUTRIRESSE 1 E8¥, AXEEHE, BFSIMRG.

BR1-WE2: Branch_A_INET_TLOCEXT_VRRP

e BR2-WE1: Branch_B_MPLS_INET(DHCP)

e BR3-WE1: Branch_B_MPLS_INET(DHCP)_LAN(DHCP)

e BR4-WE1: Branch_C_MPLS_BGP_TLOCEXT_SubInt_OSPF
e BR4-WE2: Branch_C_INET_TLOCEXT_Sublnt_OSPF

e BR5-WE1: Branch_D_MPLS_CE_INET_LAN-Static-Routing

119



BEFBER

2R 6: B ZTP b2 vEdge B82S F2%
FELREFD, BEH ZTP L2 ZH1# 4 iy vEdge (BN brd-we2) ik, WIGEBIE ZTP R TEREHA R,

vEdge 1000 228 A ge0/0 $#ZHOERE AFER L FNZRER DHCP, vEdge BEHESIRE IP HlitfF, EEEiAR
7 ztp.viptela.com LUZ R E vBond IP it 3 FFi4ia s 2 S IIET I,

1. EEFEY ZTP L4/ vEdge BRHZRAMAIEARAE, B vManage GUI {fRHEEIEE > 88, #HFIK
TR (ZTP) ECE. EFERAMA%HE.

Cisco vManage

Fll =~ ADMINISTRATION | SETTINGS

Organization Name ENB-Solutions - 21615 View
A Email Notifications Disabled View | Edit
= Controller Certificate Authorization Manual View | Edit
= WAN Edge Cloud Certificate Authorization  Automated View | Edit
o Web Server Certificate 04 Nov 2019 12:07:40 PM CSR | Certificate
Enforce Software Version (ZTP) |
Banner Disabled view | Edit
2. ERFHHAT, KEIFAFEFES (VEdge-mips), ARTERETEBROAED, BREELXABA. &
AT, ERBEARRIRERRA (18.3.4). MNBFABMRAKRENTERMERT| L, BHOXETIHER >
TR ERA, 1515, vEdge-mips EIHEHEE%! vEdge 100, 1000 #1 2000 RIS,
vEdge-x86 ;%125 %l vEdge Cloud 7 vEdge 5000 #1 5,
3. EEFRE.

FARRTR: vManage (XEZHRA 18.3 NIFTE PnP SRFEH 31T I0S XE SD-WAN XEZH K,
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Cisco vManage 4t (2] admin ¥

Fl =% ADMINISTRATION | SETTINGS

o Enforce Software Version (ZTP)
s Software Version:
\\ Platform Status Version
vEdge-mips Enabled 1834 Y
- ge-mip @
=
vEdge-x86 M Disabled
Py
= CSR1000v Disabled
m ASR1002x Disabled
ASR1000 Disabled
ASR1001x Disabled
TSN1100 Disabled
ISR4200 Disabled
ISR4300 Disabled
ISRV Disabled

W Cancel .

Bra-we2 EREFMLEH, B2 vEdge 1000, BB ZTP i ge0/0 HNEEBEMEHER D, i bra-we2
FRAEBRIANRE, BEhsiTHR 17.2.7 .

4. 158 vEdge BRHZREIR. VEdge EiER| ZTP fr552%, AEX vBond REAZEHISZH#HITEMNWIE, REFH
/TR

Cisco vManage

[Tl £ CONFIGURATION | DEVICES

WAN Edge List  Controllers

D_ —

g (oY )

Q Q Search Options v Total Row

-] vEdge 1000 1106403180391 10007556 - - cLl ‘ valid

B | ecce 1000 1106403180404 10007010 vedge 10.255.242.42 122004 VManage __Branch_C_INET_TLOC_Sublnt_OSPF___Sync Pending - Software upgrade after ZTP__valid__|
vEdge 1000 1106403180418 10007002 - - oLl valid

m vEdge 1000 1106403180460 10007349 - - cLl - valid
vEdge 1000 1106403180462 100070F6 - - CLI - valid
vEdge 1000 1106408180011 10006€32 - - cLl - valid
vEdge 1000 1106408180012 10007089 - - - CLI - valid
vEdge 1000 1106408180039 10006E97 cLi valid
vEdge 5000 193A1104180027 OCFEB460 dol-we2 10255241102 110001 vManage  DC_Hybrid_BGP InSync valid

5. HXTEAE, vEdge HEHIRFFIAS vManage {RIFREIL,

Cisco vManage

Pl % CONFIGURATION | DEVICES

WAN EdgeList  Controllers

= —

& (3 Change Mode ~ | # Upload WAN Edge List | (2 Export Bootstrap Configuration | 3 Sync Smart Account @ g

Q Search Options v Total Row

e I vEdge 1000 1106403180404 10007010 bra-we2 10.255.242.42 122004 VManage  Branch_C_INET_TLOC_SubInt_OSPF InSyne valid I
. vEdge 5000 193A1104180027 0CFEB460 dol-we2 10255241102 110001 vManage  DC_Hybrid_BGP InSyne valid
vEdge 5000 193A1104180033 3440ED68 del-wel 10.255.241.101 110001 vManage  DC_Hybrid_BGP Insyne valid

6. @I ZTP s(Fa)5| ST RETNEHA vEdge 18&. FSHBERBP O BMOEKRBRHD, EEFH
31 IO,
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=F 7 I PnP {#iz#2 I0S XE SD-WAN pEHzs E2%

TELFEF S, {EH PnP {494 1 89 10S XE SD-WAN 3828 (Bf br1-we2) 4%, w201t

vManage fRAH, PnP RIFHGFR, PP FRIZTEYIEIEO L{EFH DHCP k&% IP Hhiik, 10S XE SD-WAN §§

H25IR1E IP LR, [Ea=idf#17 devicehelper.cisco.com FEx%& PnP k5328, LUEEIRE vBond IP itk F
FriamizH 2RE T RN IWIERTE,

1. #R4 SD-WAN R&ERHEA PP 1P d. AXEFMER, BSHAME C.

2. Br1-we2 ELEFIMEH, BE ISR 4351 EEH2F LAY GigabitEthernet0/0/0 & OEZEI EBXMEER.
RIZEGEHSBE IR SD-WAN MR (155 MR B hAURRE) .

58 10S XE SD-WAN BBH#REIR. R IP iHit/5, IRER[RES PP [RSB[ER, ARG PP TFASE BIMA%
HBEAREEMEE vBond, ETR, [ EMBEIRHRS5EME vBond MR EERIZHIZRHAITHHIIE. & PnP 1§
[TIEMNEIREHBREEME vBond B, PnP [TJFPIFERER AR,

Plug and Play Connect Feedback Support Help

Devices Controller Profiles Network Certificates.

4+ Add Devices... 4 Add Software Devices... C
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any v Any v 4 Select Range ¥ Any v Clear Filters

FDO2051120V ISR4351/K9 Router ENB-SOLUTIONS-V...  2018-Jan-22, 21:21:20 Show Log... | w
BR1-WE2

Fpozoizosat ISR4331/K9 Router ENB-SOLUTIONS-V... 2018-Dec-12, 03:13:08 Show Log... | w
FDO1839080L ISR4351/K9 Router ENB-SOLUTIONS-V...  2018-Dec-10, 20:10:07 Show Log... W
Fhoaesioece ISR4351/K9 Router ENB-SOLUTIONS-V...  2018-Dec-10, 19:42:03 Show Log... W

3. @ PnP RIZ(E{(ERIE M I0S XE SD-WAN && L4k, BXFEEI184%, 585ET—39.
4. RIFFTEMFEH vManage AKEEHES.

12F 8 BUFms| & A EFEIRIE I0S XE SD-WAN EEHgs F2k

TR P, EAFHEIRAEEDZNM 2 A 10S XE SD-WAN 88 (B0 br2-we2) k4, WHEFERSZ
/NECERSIN vBond fEHIZRAIIE], FAFIREERIZHIZATHHIERTE.

1. R4 SD-WAN i2&ERBIA PP [T]JFPH., BXFMER, BESHMR C.

2. Br2-we2 BELEIIWEhIHiEERR, BRE ISR 4351 BRA28 _FAY GigabitEthernet0/0/0 & 3| B B
WMEEE, RISRHERC%A SD-WAN g (55EMiRE B hERE) .
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3. BiEHaEEZRAR, FNRAREFSBALTGR<:
config-transaction

7
config-t

4. =174, EEEFLUTA: admin connected from 127.0.0.1 using console on Router, i\
T &% 5 vBond BB AEE:

ip domain lookup

ip name-server 64.100.100.125

ip route 0.0.0.0 0.0.0.0 64.100.102.1

interface GigabitEthernet 0/0/0

ip address 64.100.102.2 255.255.255.240

no shutdown

commit

end
5. Mit5 vBond 54l 28R0EE

Router#ping vbond-21615.cisco.net
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 64.100.100.51, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

6. WAMUTER, UEHHFREIITH &R

config-t

system

host-name br2-wel

system-ip 10.255.241.21

site-id 111002

organization-name "ENB-Solutions - 21615"
vbond vbond-21615.cisco.net

interface Tunnel 0

ip unnumbered GigabitEthernet0/0/0
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=R 9:

tunnel source GigabitEthernet0/0/0
tunnel mode sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

color biz-internet

encapsulation ipsec

commit
7. WE ST SRS

Router#show sdwan control summary
control summary O
vbond counts 0
vmanage counts 1

vsmart counts 2

8. REmifE{aEth I0S XE SD-WAN 2%,

9. IRIEFZE(EA vManage FHRERHES.

BOE 2 IRES

1. BIFMEEROIRES. vManage NTEEHIERTNE B RATBEIR&IYAAE. BHRESNE TN AT SMIN%E
2SS vSmart IHISSHIFR B ITHIEESE BT, HEMABTRAME LN E RS EER N b s
(BUBRHF OB ZNME) . XEKEEST BMAKIEE TR S & MR EEE g E M 15
Mihsig&E. HEE, FAARE TIREIXEE, FTRE MPLS EENT EBMA% RS 4 feEET Hith
MPLS ZEH#ZRI 3 WA R 2R .

Cisco vManage

[ 2§ pAsHBOARD

] Nam
ol 2 9 g 2 T 1 Reboot 4 @ Wming O
o w vSmart - 2 WAN Edge -9 U vBond - 2 vManage - 1 ast24 hes ”n Invalid 0
\ Control Status (Total 11) Site Health View (Total 6) Transport Interface Distribution
- Control Up Full Connectivity 6 sites <10 Mbps 42
10 Mbps - 100 Mbps 0
- Partial Partial Connectivity 0 sites 100 Mbps - 500 Mbps 0
% > 500 Mbps 0
Control Down 0 o
©  No Connectivity 0 sites
m View Percent Utilization
WAN Edge Inventory WAN Edge Health (Total 9) Transport Health Type: Byloss & = 0
Total 70 100
Authorized 70 6 3 0
Deployed 9
Staging 0 0
Normal Warning Error
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2. MRAFRFIRSETEFRFFE. PARBHXA, WERESBLE—IEHO, HPLCETEETEHMA
ZigBFEAREHERY. XMNIHE vSmart B, BERREZER, BEEMTFREFAMN ..., A
[ R SR R E AR

Control Status: Control Up

Q s opiors &

Device Dashboard
e T T R e
@ dc1-wel reachable 10.255.241.101 110001 vEdge 5000 4 22 ganzuty TS ves

m dc1-we2 reachable 10.255.241.102 110001 vEdge 5000 4 22 Jan 2019 1:37:
@ br2-wel reachable 10.255.241.21 111002 ISR4331 4 22 Jan 2019 1:37:
€3 bri-we2 reachable 10.255.241.12 112001 ISR4351 4 22 Jan 2019 1:38:...
€ bri-wel reachable 10.255.241.11 112001 ISR4351 4 22 Jan 2019 1:37:...
€3 br3-wel reachable 10.255.241.31 113003 vEdge 100 B 4 22 Jan 2019 1:37:...

@ br5-wel reachable 10.255.242.51 121005 vEdge 100 B 4 22 Jan 2019 1:37:...

3. EEEMAEHEENRE, BEERL hrsHlERE.

Cisco vManage

L MONITOR  Network > Control Connestions

SelectDavice - delowel 10255241101 Site ID:110001  Device Model: vEdge 5000 @

TCP Optimization

B+ &[0
' (-4
d

e
vemer mpls
WAN Throughput
.. . @ (5
o P
- vSmart 2/2 vSmart2/2 vManage 171
TLOC
Tunnel
Search Options Total Rows: 5
lm_—»-—m_m_—mum—
v biz-internet
Events vsmart 1114 dils 12346 12346 0 18 Jan 2019 4:45:39 PM EST
vsmart 1115 dils 12346 12346 0 18 Jan 2019 4:47:35 PMEST
ACLLogs
v mpls
Trowbleshooting ] ygman t 1114 dils 12346 12346 0 18 Jan 2019 4:46:02 PM EST
Real Time vemart 1118 dils 12346 12346 0 18 Jan 2019 4:46:34 PMEST
vmanage 1113 dils 12346 12346 0 18 Jan 2019 4:47:35 PM EST

4. REEFIERNER/RSTRAMEEPERTSER. BOERSEEER NWRESHH—EQ, H
PLETEA BMAZREMAAR BFD EE. ERNESER, REMRBRENAMNED ..., AR
10 R SR SR I AR
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Device Dashboard

I T 0 IS s rarna

€D del-we2 reachable 10.255.241.102 110001 22 Jan 2019 T37S0PMEST
€3 bri-wel reachable 10.255.241.11 112001 22 Jan 2019 1:37:18 PM EST

€ dcl-wel reachable 10.255.241.101 110001 22 Jan 2019 1:37:48 PM EST

€9 br1-we2 reachable 10.255.241.12 112001 22 Jan 2019 1:38:11 PMEST
€D br3-wel reachable 10.255.241.31 113003 22 Jan 2019 1:37:51 PMEST
€B br2-wel reachable 10.285.241.21 111002 22 Jan 2019 1:37:52 PM EST
€3 bré-wel reachable 10.255.242.41 122004 22 Jan 2019 1:37:51 PMEST
€3 br5-wel reachable 10.255.242.51 121005 22 Jan 2019 1:37:52 PM EST

€) bra-we2 reachable 10.255.242.42 122004 22 Jan 2019 1:37:51 PMEST

5. EEEMA IPSec BENEYEFEERIIRT, BEZLTIHE WAN K5 T EZRE.

Cisco vManage

F o0 =

[+

L0 MONITOR Network > WAN- Tunnel
Select Device ~ del-we2 | 10.255.241.102  Site ID: 110001 Device Model: vEdge 5000 @
e @ Chartoptions + Ih 3h sh 120 EZ) 7days Custom =
T0%
W der-we2 "
Intersce ! : we2:biz-
) N\,
Jan21,18:00 Jan 21,20:00 Jan21,22:00 Jan 22,00:00 Jan 22, 02:00 Jan 22, 04:00 Jan 22,06:00 Jan 22,08:00 Jan 22, 10:00 Jan 22,12:00 Jan 22, 14:00 dol-we2.
JEROpt Rty wel:biz-inter wel[iF’SECI -
WAN Throughput
6 Rows Selected @ e
Flow:
Q o yeloval Total Rows: 14
Top Talke
& Down (0) Init (0) Up (14)
WAN
---M [ A
e ¥ bizeintemet
dol-weZbiz intemet brd-we:biz-interet IPSEC
IPSEC
Control Connections |PSEC
System Status IPSEC
IPSEC
Event
IPSEC
PG IPSEC

Fic & 5 P R

# vManage GUI §1, ZEEFRENEDF THECE > SR TEEE DRI, HITEKEHEEEIRE T HE vSmart
SRR ER PR,

WRTBLAR B E XETHEM I CLI 5REE, HEXIIR, HEEPRIBZIMIBTERIRIRE X, EAURMREIE
RIBEN, RARMEESIASKREKEIEDRE. —BXEKEIEDRE, CRITEARTESE PRIENRIRE X HTE
I4mhE; ELARCRELEIRR > Rig (KPR F) ELHNBEXERE, & Hhid (ATEHRE) X
“RERE (ATHIERE) , BREREXSIRNHAITRE.

YL ETT_ EEFRINRARIRIAN, KR ERIEETIAE XEPRE, FE-RRER— T SEPRETHE
vSmart 28R, KI5, EAITRESEPREEPEIZE—RIIZFINBIRRIEEN, RAERKENRAZRLERT VPN
Sk, RETHE, SPREETHE vSmart 2183,
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B 17 vManage £HHEIREHD

5 X CONFIGURATION | POLICIES

No Centralized Policies added, add your first Policy
Add Policy I

HEIREDRREN, AOTERESR:

1. CQUEMGEBA, FUERS T, TRCIRBERIRPERNTIR, SIMNNA. B, BiER. KIKSE. 8l
. M. SLA 2, TLOC 70 VPN 7R, EEVFZLIZIER ID FIRA BERAZTMREENX. HTNA
RESE XM BERIBIEE A ID B, FRFIFRPAESR ID TEEEER. KRS E 0 ARIBIIRS
i VPN FIIR, DURSRES 5+ RECAR (R AR5 R.

2. ECEIMA VPN BGASD (IEHIRES) . 7 “FafMO VPN BAS” TIE T, FIROESE “Phh” 3 “VPN
BRSH” EMF. £ RN ERFT, DIGEBMLERFIRE, SR EMRE P OENETIE R
B TERE, WALOAEECE B CRIBE X ERHFN TLOC KIRE . ERILUGIIAEHIRIE SN EIEH
REEH. £ “VPN BASMD” EHFT, SRR IFEFREI & ih =BT VPN BISRESE X

3. EEMEMN (BEFRE) . £ REMN” 5ITET, ATNEIBRNABAMEKE. REHFEK Cllowd K.
AN\ EAEE PRI ZIMIZRIIA LR RIEE .

4. KHRBNARLESF VPN, ERE—FH, BRATEPEBRZHFNE#TIREA. RERKSMEREEE X
R AZE 5K, FIEEERENA VPN JI%,

tﬂ%?ﬁﬁaﬂﬁ%ﬂiﬂ"ﬁfﬂ% AIBOEZETTE N RE MR S M ERIMIREMMNTIE, MNEEHSNTRE. CIEN
SNE, ERE SRR H R RIS E X REXE i R YR,

Cisco vManage

£ CONFIGURATION | POLICIES Edit Policy

ites and VPNs k

B A8 D

Topology  Application-Aware Routing Traffic Data Cflowd

MFRGIMLE, CIERESREUART RIS ( \ﬁmm 2#15) gIEfOiESTERIN. ETES, 2 2 10
5 (X5#uE+0 vEdge BREZEAZAK IPSec fFiE, XE@iiIEREFN TLOC BE¥R5EMRN.

127



BEFMER

B 18 Z3Hl4y 2 70 5 LGRS
HERL

'V ux ux
4. R R

D3N 2 A3 3 N3N 4

1. RXEIIEE > RIg, FHREFERPRIBER . EERMBTE,

2. BIEKMILAMNTIR, LAY DERA, ERRAIR, REEERFIREMTEAN
Low_BW_East_Branches, ASHMNAM FHEA 121000-121999, &EFHM.

Cisco vManage

[Tl % CONFIGURATION | POLICIES  Gentralized Policy > Add Policy

© create Groups of Interest

Application © New Site List |

jm |
[l Selectalisttype on the left and start creating your groups of interest
-]

Color
Site List Name

Data Prefix Low_BW_East_Branches /
a2 ‘

= Add Site ]
m

Prefix 121000-121999

Add Cancel

- " ]

3. EEE 24, GIBMUTIIR:
a. Low_BW_West_Branches: 111000-111999

b. High_BW_East_Branches: 122000-129999
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High_BW_West_Branches: 112000-119999
West_DC1: 110001
ALL_SITES: 0-4294967295

All_US_Sites: 110000-129999

Low_BW_US_Sites: 111000-111999,121000-121999

4. BIE—" VPN FIR, R AZIARSS VPN (BI VPN 1) o &EFZMRY VPN, REEFHE VPN
Bk, B VPN JIRAFR (Service_VPN), ARTERM VPN XAEHEN 1. &F Add (FRD) .

5.

Cisco vManage

WINB—1 45 ALL_VPNS B VPN 5IIR, &% VPN 3| 1-511, &&FR0M.

P 8 D =

° CONFIGURATION | POLICIES 0 Add Policy

Create Groups of Interest

Select a list type on the left and start creating your groups of interest

e

Color

ALL_VPNS 2

Service_VPN 3

[ Nex  ERVAVSE

(2] admin v

28 Sep 2018 4:19:39 PMEDT # O®

10 Sep 2018 11:55:25 AM /08

6. EET—H. CIMERKEERIND VPN KREFH.

Service_VPN 7%l|3%,

BRI THRINEDF, REEERmah. N TR ukEpiERNE,

BAA (Low_BW_Hub_and_Spoke) 188 (EHIEHOESEIEH) o M VPN FlIRpPIEE

EEFRMPLIER. FiiRFIRT, ®EFE West_DC1, ARFEZFEZM.

10. 1%&$%F “RNINNZihR", % Low_BW_East_Branches, AFEE “HM”, X

11.

Low_BW_West_Branches E8 RS E,
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Cisco vManage “ admin v

5 X CONFIGURATION | POLICIES  Add Hub-and-Spoke Policy
a Name Low_BW_Hub_and_Spoke
3 Deseripti Low BW Hub and Spoke Topology
LY VPN List Service VPN
=
I © Add Hub-and-Spoke I Add Hub-and-Spoke Sites
a 3
My Hub-and-Spoke H
m © Add Hub Sites
West_DC1

© Add Spoke Sites

Low_BW_East_Branches

Low_BW_West_Branches

CANCEL

12. &FT—%. BROEFET—F, BIREMNDImE.

13. AW TE EAEDEEGA. BNAKKEAT (Global_Policy) FEKIRA (£F%KE) , ARERRE
R,

Cisco vManage

[Pl & CONFIGURATION | POLICIES ~ Centralized Policy > Add Policy
Create Groups of Interest Configure Topology and Configure Traffic Rules Apply Policies to Sites
jm] VPN Membership and VPNs
* Add policies to sites and VPNs
LN Policy Name Global_Policy
= Policy Description Global Policy|

3
!

Topology  Application-Aware Routing ~ Traffic Data  Cflowd

HUB-AND-SPOKE

Service_VPN

H*ﬁ?'ﬁﬁﬁﬁ%$®%ﬁ@%%%Wﬁ,ME%EWE¢Mﬁ5MHDCm$E N EEEERRTTE
i, RERBECEALRBETEG e P OB EEMTiZM R, BRERNEIER 02 & TEEIA
iz:3=z 8

IR, SR RRMARERE 2NN 2 70 5 EREMN TLOC 58, HEHSXLENMNMEAA IPSec B
&, BRFEINELERZIEAEMIZNMEERE. EZMERT, LT vManage EHERPERESD
EE, RRIIERN—MERITEZ TN A MRS B RSB TLOC, XK vSmart i85 LAY S
RIENARSHRER, RLMTEESHEELRREEM TLOC (BAEREIHKE P OAIEEHI TLOC) . MR
FEEIHEP O REEIREELR, WREMNSER OIS ZEEESEMWLSHAIAME.
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14. £EE > REE L, EENEA LANBREER, M THSE FisEmih, RAGERMEmEHR
B&TE X o

15. SRS, RENTHRFIRPEFEENES (BB TLOC) .

= Cisco vManage = admin
[Fll £ CONFIGURATION | POLICIES  Centralized Policy > Topology m Custom Options ~

Specify your network topology

Topology VPN Membership

)

Hub-and-Spoke Search Options v Total Rows: 1
Mesh
oW and_Spoke Tl and Spoke Low BW Hub and Spoke Topology 1 admin 28 Sep 2018 10:41:12 AM EDT

16. MINBFR (Filter-Low-BW-Sites) B3 (F-TF3iER 8 O RS REH B A RIER R TLOC BY
RHE) .

17, EFETTAAZMBFTIRE, REERIMEGIRBEELEO D, EERE.

Add Control Policy
{= | Route
[ =BEl create a policy to apply on a OMP
TLOC
PP Create a policy to apply to TLOCS

18. EFFFIAN, EETESREET. EFER, REEMMTIRT, %F Low_BW_US_Sites, 7E#(F
T, RMEERENIELS.

19. IEFRFACIRTNEE.
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Cisco vManage

5 Q CONFIGURATION | POLICIES Policy > Topolog ‘Add Custom Control Policy
o Name Filter-Low-BW-Sites
& Description Policy for Filtering Routes and TLOGs from Hub-and-Spoke Low BW Sites
© Sequence Type E Route Route
-

1, Drag & drop to reorder I '© Sequence Rule I Drag and drop to re-arrange rules

B _ fe
| —— ENENEAETET T

Match Conditions Actions

Site List % Reject Enabled

Low_BW_US_Sites x

PREVIEW Cancel
20. EETIELEMFFIZEE, ASERMEGHRIEEHEOF, %E#F TLOC,

21 EFEFIIMN, CETHERRLETR. EFEMR, REEMRIIRT, &EF Low_BW_US_Sites, 7R
T, RMEERENELE.

22. EFRRELRIAHRE.
23. NS FIEERERIARIE. ERERANNEESS. ERESIE, REERRETEIRE.

Cisco vManage (7] admin v

* CONFIGURATION | POLICIES  Policy Topology > Add Custom Control Policy

Name Filter-Low-BW-Sites

Description Policy for Filtering Routes and TLOCs from Hub-and-Spoke Low BW Sites

© Sequence Type Default Action
Reject Enabled I

1, Drag &drop to reorder

24 R TF I HRME DURF AR E Lo

25. (AT RERE X 2R Global_Policy RIS FRER 2 SMEIERY, FILFEERE I Global_Policy F A
A RAIR, OXIIEE > KB HREREEFEEPREED .

26. 1% 479 Global_Policy FRIRRAMY ..., AEMNTHEiEFELER.
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7. EFIE AR IME. M TH B REERMAIMISARF R

Cisco vManage

admin v

* CONFIGURATION | POLICIES  Centralized Policy > Edit Policy

o r—— |mc Ruts
E o ] Specify your network topology
‘\ Topology VPN Membership
Y © Add Topology ~ 0 e
- tiib-endspoke Search Options Total Rows: 1
- Mesh

| Import Existing Topology o I nd Spoke Low BW Hub and Spoke ... 1 admin 28 Sep 2018 10:41:12A... .-

28. TESEMRBARAEINE A, BREENES (BB TLOC) HikikiH, ABEEEIRNED, M THYIRIEFE
% Filter-Low-BW-Sites,

29. EFEBEAN.

Import Existing

Hub Custom Control (
Oad QO (® Route and TLOC)
Spoke

Filter-Low-BW-Sites

Cancel

30. MEEIARIRENX, HEFIEINEPAIRIBAAE, MUEEEZRFRIEE X NARMMRTIR,

31. 7 Filter-Low-BW-Sites Zf5 T, GHEFTBIHRIIR, EHIGHRIIRT, &F
High_BW_East_Branches f1 High_BW_West_Branches, i%&#& “7xi0”.

32. EFRFIRIEE L.
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Cisco vManage ® ¢ admin v

[ H €2 CONFIGURATION | POLICIES entralized P Edit Policy
= o ! .
& Add policies to sites and VPNs
'\ Policy Name Global_Policy
-] Policy Description Global Policy
-n
Topology Application-Aware Routing Traffic Data Cflowd
m

Filter-Low- Z S CUSTOM CONTROL
© New Site List

out High_BW_East_Branches, High_BW_West_Branches '

Preview Save Policy chI:.ngen CANCEL

33. BIEEAIRERE, FILUEELS vSmart S48 XEXHHEE. EEPRBENFHERE > HKIBT, £FEA
Global_Policy FISRISERAMIAY ... M THIZE B PIEFERIE,

34. RFEEBWH—EO, ELZRBEYAR AR vSmart (1.1.1.5, 1.1.1.4), EFHE. ZRIBEHK
HEXE| vSmart 1288, RSEIERELI.

B & R A 2R AN R SR S
R FBRAIES e RS B (S b SRS — P HTRCE, TR ISt LS (LAN) i1

f%E (WAN) iR E. RASLEREHFIETHENA SLA £, REEE—TENEE. BHERE. BATH
e

o FEWRE SLA ERIFERE EXREHITRHITE. MREMBEEFE SLA, MBI EMFIARERE

hr——1%
l)ﬁaio

o MRKMPEETEEHE, NWAERE SLA, maBIEEHeRERERE. MREMREEHTHE
SLA, M@ EMFIAREREME.

o UWRIEET &M SLA BEEE, NELAHE SLA NRENERZKE. NRFABERFA, NERS—

FIRZ.
o FINEFRBPEAREXRET, XEWE, NMRLBERBEFLUAE SLA, NESEFRE.

o FRIEAUERENKBAMNEE XEWRE, NRAEBSIIRPIMEAFIIEALE, MNRIEHEBHIESER
g, &, WRINREFMA SLA £,
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SN ABANBARBEE=TTELR:
o EIREMIIR,

— GE SLA KFIR, HPEE SLA KBMURAERMERERE, FIMNER. E8M08E. ZHION
SLA 2%,

— RELENSE SLA ERRECIREMNAIIR. X, ERMAUNNA#ITIE, UERZEFEN—
NEAMEEIA.

— RIEFECREMERIIR. VPN JIRSEUERRS IR, BARKNARLRFIRIN VPN JIR, HiET
R AT LA REE P RUE.

o CIENARMKRHRE, HPESLERE XLRESWHMNFERN SLA FH,
o IRMIBE X NMAEiARFIRM VPN FlI3R,
TR EIEUTERESR:

=F 1 BIESIR

SIEEHRIRE, TEBIHERBREETIR - BRECIBRIBREFFEIEPRBEENATE], TEEEE
SRR D1 L B R SUAT A Ref8 iR B TR,

1. #£ vManage GUI #1, {RHZIECE > g, EENEA LANBEENER, REEFEPRIBIES
75

2. EEFEAMIAY SLA 2K, REEEFHE SLA 35K, M\ SLA #FRATR. EEF (%). TR (BF) 08
T (3BRD) . BN FTE SLA XEE L g, FRUTIES:

Rz FARRAIRE HISREE SLA 25k (Rfl)

SLA KIIRATR E8E (%) R (ER) Bz (ER)
SLA_BEST_EFFORT 5 750 750
SLA_BUSINESS_CRITICAL 1 300 300
SLA_BUSINESS_DATA 3 500 500
SLA_REALTIME 2 300 60
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Cisco vManage ® o admin ~

O CONFIGURATION | POLICIES y Define Lists

Select a list type on the left and start creating your groups of interest

Application | © New SLA Class List

SLA_BEST_EFFORT ) 750 750 1 admin
Policer SLA_BUSINESS_CRITICAL 1 300 300 2 admin
Prefix SLA_BUSINESS_DATA 3 500 500 0 admin
SLA_REALTIME_FULL_MESH 2 300 60 1 admin
Site
TLOC %

3. ERAMMNA, RREFERENATIR.

4. WARMRATIREW, REEFVPEAENIIRN—ED. ERINENATREEEFRAXETRER
EMMNA, 1HI8, KREBUAHBKRES, XEFE SSH R Secure Shell, FELLiHEYFEXEF
R, EEFERMANEMNATIREE N LEE, ERANTRETRS:

RIFRBAER RIS AR (1)

Rz FAIZR A& FR Nz A
APPS_SCAVENGER Apple Update, Twitter, Instagram, Youtube HD, Google Play

Music, Facebook Mail

APPS_NETWORK_CONTROL Network Time Protocol (NTP), Remote Authentication Dial-In
User Service (Radius), Secure Shell (SSH), Terminal Access
Controller Access-Control System Plus (TACACS Plus), Telnet

5. GIBRBUEMIRSIRNUENABANBHRBHER, SEEER, R EFTE8dERYIR.

6. WA “BIRRIRIIREN” (MGT_Servers), RARE “RNNBIBAIR" XAEFRMALIRAIRTIR
(10.4.48.10/32,10.4.48.13/32,10.4.48.15/32,10.4.48.17/32),

7. % Add (F)

127 20 RN FRRANRS AR SRS
1. ORFTEE > KEg, FRREEEPRBERF.

2. FEFSATEIZAVE DR (Global_Policy) 3532, EFEEAMA ..., AR TR EDIEREE.

3. NMABAREZEEREN -, EREBMANTIL, EETERETREANE, UESEPREHe)
BITRON ABAIRES, R RSHEIRE BB 2 LD R RIRRIAE TR
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4. EFRIRRE, AREENE.

Cisco vManage = () admin v
[Hll $* CONFIGURATION | POLICIES Centralized Policy > Edit Policy
* Choose a tab and add Traffic rules under the selected type
* Application Aware Routing Traffic Data Cflowd |
- [ LULRLICIRGN (Create an application-aware routing policy) e e
E Import Existing \~/
o

5. RNKERE AR (App-Route-Policy) 1A (R FAREEHEREE) .

6. ERRINRMET, EREETS. RIMER “T7. %R SLA EFRIE, A SLA EXXHKIET, MTHEE
#hi%$® SLA_BEST_EFFORT, %R {F7EPCECIRFIIR(E.,

Cisco vManage i 2] admin v

[H Q CONFIGURATION | POLICIES  Add Application Aware Route Policy

Name App-Route-Policy

=1
* Description App Route Policy
=)
=

© Sequence Type Default Action

T, Drag & drop to reorder Actions .
o
o [ [oomin

SLA Class

SLA_BEST_EFFORT x >

il

7. EFREMBFIRE, REEEFTIN,

8. AEIEEM, ARGEBREEFAFRE, GRERFLREMIMNRE. BFMEZ—1F3, BEEFEFIIR
n, AEEE LRRE, THE, EENAESRFAEABMEEERE. F/HAUTERI/REER
Tl
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PR/ RE R SR R FRER ER R (TRpl)

A%

N YR ATR W A
FIF/RI R &%5%: APPS_SCAVENGER SLA %: SLA_BEST_EFFORT

HiggE: K

DSCP: 46

SLA 2:

SLA_REALTIME

BEEI®: mpls

BEEUERIZR: MGT_Servers SLA Z5: SLA BUSINESS_CRITICAL
N FA/R A 25151 %: SLA Z: SLA BUSINESS_CRITICAL
APPS_NETWORK_CONTROL

DSCP: 10 12 14 18 20 22 26 28 30 34 36 38 SLA #: SLA BUSINESS_CRITICAL

DSCP: 8 16 24 32 40 48 56

SLA 2:

SLA_BUSINESS_DATA

DSCP: 0

SLA 2£:

SLA BEST_EFFORT

BikEe: il EEK

Cisco vManage

[ H * CONFIGURATION | POLICIES  Add Application Aware Route Policy

Name App-Route-Policy

Description App Route Policy

=1 AppRoute

© Sequence Type
© Sequence Rule

1L Drag & drop to reorder Drag and drop to re-arrange rules

a
u i m = -

Default Action Match Conditions

Application/Application Family List

APPS_SCAVENGER x

(7] admin ¥

Application Route

Actions
X SLA Class X
b SLA_BEST_EFFORT x b
Preferred Color
biz-internet x -
1 strict v
Save Application Aware Routing Policy CANCEL

12F 3 NAREENX

1. DECCIERNABERIBEY, HEEIEREHIRENAE.

2. EFNABARREER . ERICIZARIRE X TEFIELA5RM VPN 5%,
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3. EFIRTIR (ALL_SITES), #%#% VPN 53R (ALL_VPNS), RFiEFHRM.

Cisco vManage ® o admin ~

[ H £ CONFIGURATION | POLICIES Centralized f y Edit Policy

[}

3 Add policies to sites and VPNs

'\ Policy Name Global_Policy
=

Policy Description Global Policy

Topology Application-Aware Routing Traffic Data Cflowd
m
| © New Site List and VPN List |
ALL_SITES ALL_VPNS P |

m Save Policy Changes CANCEL

4. EFRFRIEER.

5. ABHKETHEEEN, BEIZEBIENAEIFAEH vSmart 25128, EFBE. RASBZRETHT
vSmart =23,

/7 DPI BeE X TR E

DPI 7RI AR RAR P A TR LM AT, FRXENAMARER SLA %, AT BMANEEHR
£#Y DPI BEBN RS BNAREAITAE, [ HMAZEBFRVIREBEEIR T ENMNERAE. ARERIEM
VAR RIS AR FRYE, RERFEEZM LAN E WAN 1 WAN Z| LAN XA 7 ) &P &% — Mg hEs.

EMUTRAIS, 7 LAN 2| WAN Al L, FEEZEIE0m:

e XF VRRP, BIIZE VRRP {5tk

o XF OSPF, & ElEEARIERIELMN OMP 7352 OSPF RUBRHAIES

o XF BGP, B EIZEKARIERIELMN OMP 73 5% BGP RIEREHAY MED (E£)
£ WAN | LAN 7@ L, AERZERMm:

o f{EM IPSec BXEE LR

B IEMIASER B AR m AT IEBRLAZIRE 1 BRI R BRIE EMNIASER B,
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B 19 EEMFAE

[ DE 1 144 100 \
: su' 0 i
. II. ———J &0 . P
! \\ I / \\_'\\ ot s ks . .- - =
I | 100 & (  EER Y PR J— , OSPF
g ! ! FFE = 20 |
| VRRP 'l" 100 !\\\ S o3 ' |
- 44k 200 / - PP i) ) _
e e e Y e T Bt S S = o g - Bl
N #7100 : ar—n Y
S . # |
7  hoo I“‘,,k
N il I
7 MPLS T\ . F =10 .
\ J N\, HEHH a7
. [ P2 L

[EIE R 15 R 77 16]

IR ES R TTE

TLOC #'EB

IPSec [#i&E
[=pabil

2R 1. MM LAN E| WAN BYRE

an{aIE2m LAN 2| WAN AEgREBURF AL A ST, T E2eEA VRRP, OSPF #1 BGP #2003k
EriREAE,

VRRP

7£ BR1-WE1 ¥ VRRP {£44RiS 8 H 200 H7E BR1-WE2 45 VRRP {L5E4RiEE R 100 i, BESZNME 1 19
I MIB4 R 2R HI% VRRP R B 1% BR1-WE1,

OSPF
% OSPF, RIZEIREHERE, BXM OMP Efo & F OSPF HMERHMWESE.
1. RXFEIEEE > EE, RABEEERMERRENF,
2. 4§%8 Branch_BGP_OSPF_Policy, EZFFIHERIBHAM «...”, AR EEELE.

3. KT R RISRINE A SR -

route-policy OSPF WEDGE PREFER
sequence 10
action accept

set metric 20
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default-action reject

4. FHBTEBOREERTRN 20, RAEAERER, ERHBONIAERHN ospf_metric, AF
SERER, GEERUREEERE,

Replacing Text: 20

Variable Name:

ospf_metrid|

5. ERENEMRIBEXRTIEMASIRER A, FEANSIZRBREKNAET EMASEHREREXE
£{8 ospf_metric, FIE=MEFRIREFIE GUI £ LANTRFIRIES, HFZEEREN, 5ZIREE
WKRBFTAET BMLEBHBRPEREERR L. AT BMLEBRBRNZD, EFAM ...,
RIE G REREIRIR,

Cisco vManage

£ CONFIGURATION | TEMPLATES

(] Device Template | Branch_A_MPLS_BGP_TLOC_VRRP ~
Branch_A_MPLS_BGP_TLOC_VRRP

* Branch Dual WAN Edge Hybrid TLOC with MPLS BGP and ... e 9

Q Branch_C_INET_TLOC_Subint_OSPF TotelRonen
X Branch Dual WAN Edge Hybrid TLOC Sublints with INET an.

B Branch_C_MPLS_BGP_TLOC_Subint_OSPF . Shutdown(snmp_shutdown) Name of Device for SNMP(snmp_d|

o Branch Dual WAN Edge Hybrid TLOC Sublnts with MPLS B...

° ISR4351/K9-FDO20. = BR1-WE1
.0 N
= Edit Device Template
m

6. HELENE. AR, EFRFEHANERRFRIRES LREE, EANTE. ERHF[LRERENE
£ (10), MEBRBRRGRSHEE (20). HER, FIA BR1-WET RHHEMIE, EAZRENRE
THREIRIR ThEBARFER OSPF BREHRER. A TIRFIRISHE, HITEFE—TFLRIEFEFH BGP M
OSPF & SR,
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OSPF E&{&
IR EIENR & ospf_metric
Branch_C_INET_TLOCE BR4-WE?2 20

XT_Sublnt_OSPF

Branch_A_MPLS_BGP_T | BR1-WE1 0
LOCEXT_VRRP

Branch_C_MPLS_BGP_T | BR4-WE1 10
LOCEXT_SublInt_OSPF

7. EFEFH, RREFEERE.

8. WIA=BIRE LNEE, AREERE. KERFKIEL, FREBETRERD.
9. EHEME, WEIHAEEERT S| AEERR. XEEIRE > B/IR, RAREENEETF.

10. 4358 BR_LAN_OSPF IhAEHER
11. FETHREREIREB DT, % OMP N E LR ERT S,
12. ZERHARIEHIED, EEFELR, RERANNRNAEBERE OSPF_WEDGE_PREFER, EFREEM.

13. EEEHFURFINEEEIRECE.

Update Redistribute

Protocol @&~ omp

Route Policy ® OSPF_WEDGE_PREFER

14. BFT—%, REEFEERE. HIANRSRELNEEER, AGREEHE. RENKEL, FREEE
TERIERI.
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BGP

XF BGP, GIZEEEHRE, MEEROAMN OMP Effisr 42| BGP RIERHIRE MED (EE8) . HEPOARMRE
REATAHEAZENRBE SRR, FILAIUAER DC_Policy RZAML SEHE T €I M NN R AYE B SRS,
— P ERERES AT X EWiA%ig®E, H— P EE RN THE SNt &,

1. ORFREEE > 5KEg, REEEEuRIER .
2. %48 DC_Policy, #EERFIRRBRAMR «...”, RREFRRE.
3. EPEDIEIRARY B ER SRS AE.

R4, ARMNFIRPEEFE
S
4. RIERMEREERIERE, ARMIIRPEETE.
Cisco vManage
[Tl £ CONFIGURATION | PoLicies Edit Policy
o Policy O F Class/Q Route Policy
L LELLELENEY LIS | (Add and Configure a Route Policy) @ e
'\ Create New {7 Search Options v ERiECi
Import Existing
) | Name
=
BGP-POLICY-IN @ Route BGP Policy Inbound at the Da... 1 admin 18 Dec 2018 11:42:07 PM EST
-
o

5. EHEHKARAKAIETR (BGP_PRIMARY_WEDGE) fNi%RA (REEBRUEFEE HMASIKEE) .
6. EFEAMBIFIIRE, REEEFTIAN,

7. RAKEMAERE, FLURZEFEMITERENS.

8. EEFRFIE, AEEFEIRITIRD.

9. EERERIE, RFEXFEPRA 50,

10. EERFEETFEEE,
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Cisco vManage

(2] admin v
€& CONFIGURATION | POLICIES Add Route Policy

Name BGP_PRIMARY_WEDGE

Description Set Metric to Prefer Primary WAN Edge Router

Route Route

T © sequence Rule |Drag and drop to re-arrange rules

(@G |

Match Conditions

i | s T vecvon | oves | g

Actions

Default Action

Accept Enabled

Metric X

[ [
11, RERAMEIERS,

12. B8 ERPR, £FAAFF (BGP_SECONDARY_WEDGE) F0iitAl (HEN EMis&EmReEEE) ¢l
BB IRAKEE. £/ 100 (EAKER.

13. Q1M ERERIE, EETTE PRI SRIEBIRIE.

Cisco vManage

(%] admin ¥
£ CONFIGURATION | POLICIES Localized Policy > Edit Policy

w || Forwarding Class/QoS | Access Control Lists SECTNERLITTY
[ PRGN ELLO N (Add and Configure a Route Policy) e e

Q Search Opions Total Rows: 3
BGP-POLICY-IN @ Route BGP Policy Inbound at th 1 admin 18 Dec 2018 11:42:07 P.
BGP_PRIMARY_WEDGE Route Set Metric to Prefer Prim... 0 admin 11 Jan 2019 1:15:10 PM ...
BGP_SECONDARY_WEDGE Route Set Metric to Prefer Seco. 0 admin 11 Jan 2019 1:19:58 PM

14, EEFRERBER R EA AR, REESUSHEERIEIET O SD-WAN BRH2S.
15. &BEFET—%, REEFERRE

16. IAMAIRE LRE, AEGEREE. REFRIEL, BREBIETREERD.

17. BHRMRE, FILFETNAEREMR 5| AESEIRAR. MORFIIERE > BiR, REEEEEETF,
18. 4548 DC_LAN_BGP IhAEIEHR,

19. EEH SR TH IPva BB RFIZH T, %1% OMP A& ETS.

20. ERRHEBHIE L, ERNERFTRAAERRIAZEAIR bgp_redistribute_route_policy.
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21. EFRFEX.
22. EREFLURFEINREIRIRACE .

Protocol @~ o D Mark as Optional Row o

Route Policy

Save Changes ancel
L

BEAEXNINFRINAERERIBER, AL FIMUEXRE.,
23. %8 de1-wel AT ..., RBEMTHIFIR P IEFHEERIREEIR.
24. FEEA RIS (bgp_redistribute_route_policy) BI55341, %\ BGP_PRIMARY_WEDGE,
25. EEEH.
26. 3 dc1-we2 EEE RS, £ BGP_SECONDARY_WEDGE {EA B 5EHS.

27. RET—%, RAEREERERE. HINFLIRELNEEENR, REEEFHE. KERREL, FERE
TMRIERLIA.

2R 2. EInEZ M WAN 2| LAN B9 S

IPSec BB & EIN

BEMITERIUEINER M WAN Z| LAN 7ZERURE, BRERNITAEZ—28T IPSec BEEEN, hSHE
B7E MPLS FIEEXW VPN EZOLKMRIRE “BE” &inf, FEECIRINERIRNENHEIBRTEE, &Y,

BRERREEETITIREN 0. BIRE EMALIRFR IPSec BREEEMER N 100, AW EMANZIRE L
REBERIER Y E R EMMA%IRE 1 AR BNA%IRE 2. ISIFEER=TIREER:

e DC_Hybrid_BGP
e BR1-WE1: Branch_A_MPLS_BGP_TLOCEXT_VRRP

e BR4-WE1: Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF
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1. RXFEIIEE > /iR, FHFEFEERRF.

2. ¥3| DC_Hybrid_BGP iR&IRIRIAMN, @&F ..., ARMNTHREHEEFEERIREE.

Cisco vManage

admin ~
€2 CONFIGURATION | TEMPLATES

Device Feature
© Create Template ~ @ e
Q, Search Options v Total Rows: 10
Smart-West vSmart - Do Not Modify CLI vSmart Edit
vSmart-East vSmart - Do Not Modify CLI vSmart View
Branch_A_MPLS_BGP_TLOC_VRRP Branch Dual WAN Edge Hybrid TLOC with MPLS BGP a. Feature ISR4351 Delete
Branch_C_MPLS_BGP_TLOC_SubInt_OSPF Branch Dual WAN Edge Hybrid TLOC Sublnts with MPL... Feature ISR4351 Copy
Branch_B_MPLS_INET(DHCP) Branch Single WAN Edge Hybrid Internet DHCP address... Feature |SR4331 Attach Devices

Detach Devices
Branch_C_INET_TLOC_Subint_OSPF Branch Dual WAN Edge Hybrid TLOC Sublnts with INET Feature vEdge 1000

Export CSV
Branch_D_MPLS_CE_INET_LAN-Static-Routing Branch Single WAN Edge Hybrid with MPLS CE and Stat Feature vEdge 100 B R

Change Device Values

b

DC_Hybrid_BGP DC MPLS & INET - Static to Transport and BGP to LAN Feature vEdge 5000 9 )
Branch_A_INET_TLOC_VRRP Branch Dual WAN Edge Hybrid TLOC with INET and LA Feature ISR4351 20
Branch_B_MPLS_INET(DHCP)_LAN(DHCP) Branch Single WAN Edge Hybrid Internet DHCP address... Feature vEdge 100 B 21

3. 7 dc1-wel A, &E#F ..., RAEEFEBIZEER. 7 vpn0_mpls_tunnel_ipsec_pref [

vpnO_inet_tunnel_ipsec_pref 1513, &)\ 100, DC1-WE2 (EE2ig8E N 0, FALTLEBK, &R
B,

4. EET—H, AREEERERE. RAASEREEEN, EREHIAAME LWEEENR, EFEi%E
1E, AREFERE. REMEEEERECERXE] vEdge 18%E, FRIERRIERI.

5. %i%#&1E#R Branch_A_MPLS_BGP_TLOCEXT_VRRP #0
Branch_C_MPLS_BGP_TLOCEXT_SubInt_OSPF ££% 1 £ 5 #. ¥7F BR1-WE1 §1 BR4-WE1, &
vpnO_mpls_tunnel_ipsec_preference #1 vpnO_inet_tunnel_ipsec_preference Hfi%& IPSec Bi%EIn

BEEX A 100,

AcERRSSEiE

M 2ECE7 3 QoS RARIRE], RERENCFIREENEPRIERE, MARRMILER. HRTIRERT
ALKREHITARNEMAN. AL T ESRBRIRG], EEIMNBRRERKRKIEHEHIRIC DSCP ITHARSS
AR KRR QoS AL,
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RGP ERA T ZE5:
RF B QoS RIRRIARSSSF
X% MEBKE DSCP {&
VOICE EERE ef (46)

INTERACTIVE_VIDEO

REAMWA (FAEN)

af41. af42, af43 (34. 36. 38)

BULK

HEHIE (FTP. #bE. &)

af11, af12, af13 (10, 12, 14)

CONTROL_SIGNALING

BREH R IESNATEIEES

cs6 (48). cs3(24)

CRITICAL_DATA

MEREE, 5. MR, ESKRE

cs2, cs4, csb, af21, af22, af23,
af31, af32, af33 (16. 32, 40. 18,
20, 22. 26, 28. 30)

CLASS_DEFAULT

RAmA

PR Eft

TRUATENMERENHRENLNEPX BN, RS REEUNSNRKE DSCP &:

Wwon, HsEEGANERE DSCP E

AR5 25 w5 (EAE) i AT EERIEAKE DSCP (&
VOICE 10 (£ 5E4RBASI) ef (46)
INTERACTIVE_VIDEO 20 (WRR) RED afa1 (34)

BULK 10 (WRR) RED af11 (10)
CONTROL_SIGNALING 10 (WRR) af21 (18)

CRITICAL_DATA 30 (WRR) RED af21 (18)

CLASS_DEFAULT 20 (WRR) RED default (0)

UT REERSRERFNTR:

1. BB QoS HAZMHEFIRHIG (ARMILER) .

2. EE QoS HERRF, ABMHAE (KtLRE) NEEEDE HEANL. EFXESLNESR

i,

3. €& QoS MREY, MFTE QoS RERFIHE (FULERE) .

4. QIEEERE (FLE)

(L)

5. EXATRERERAEIFIRFADEIKRESE (FubiLRIEHNEFRE) .
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6. RBAKARTIRNMAIEDO (R RIBNEDARE) . ERMAEKED, BIE VPN ZEOBCKMER
3| FiEIFIRRSTRMULERIE, X TE PR, @I QoS HIERMMAZILE R VPN FIRK STt
#B#1E.

7. % QoS AN (Fik) EEHRMNARIHOED (£ VPN EOMKMRIRPEE) .

12 1 ECEAMILERER
AIUBER CLI SRESEGET A MSRES GUI RECE AL 5RHE.

CLI KB
1. {ORERZIECE > KIg, REEEARMERIETF.
2. 7 Branch_Policy B9AMI, & “...”, REEFHRE.

3. BUEENTARIKEUTAREHZIEIZNARMILRIED, 1§ QoS SEMESEIEHAT:

class-map
class BULK queue 2
class CLASS DEFAULT queue 3
class CONTROL SIGNALING queue 5
class CRITICAL DATA queue 1
class INTERACTIVE VIDEO queue 4
class VOICE queue 0
|
4. BURENTARBUTHEEHEIRAREED, HEMERE QoS AERF:
!
gos-scheduler QOS BULK DATA
class BULK
bandwidth-percent 10
buffer-percent 10
drops red-drop
|
gos-scheduler QOS CLASS DEFAULT
class CLASS DEFAULT
bandwidth-percent 20

buffer-percent 20
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drops red-drop

gos-scheduler QOS CONTROL SIGNALING
class CONTROL_SIGNALING
bandwidth-percent 10

buffer-percent 10

gos-scheduler QOS CRITICAL DATA
class CRITICAL DATA
bandwidth-percent 30
buffer-percent 30

drops red-drop

gos-scheduler QOS INTERACTIVE VIDEO
class INTERACTIVE VIDEO
bandwidth-percent 20
buffer-percent 20

drops red-drop

gos-scheduler QOS VOICE
class VOICE
bandwidth-percent 10
buffer-percent 10

scheduling 11lg

5. BURENTARHEUTABTEHEIRithLREED, EE QoS METIUN QoS FERFHITHA:

gos-map QOS
gos-scheduler QOS VOICE
gos-scheduler QOS CRITICAL DATA

gos-scheduler QOS BULK DATA
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gos-scheduler QOS CLASS DEFAULT
gos-scheduler QOS INTERACTIVE VIDEO

gos-scheduler QOS CONTROL SIGNALING

FARRR: XF vEdge Cloud #0 vEdge 5000 g, EAFERIHMEZEORBA QoS EEFMER, WAMTER
B {EA cloud-qos <. kAN, EARSIHEORBA QoS AEFMER, HMERIESEER cloud-qos-
service-side <,

6. (M) BSEENTARIEUTARENZIAILRIED, CIEZESRIELUSHREREIMNS DSCP {&:

!
rewrite-rule QOS-REWRITE
class BULK low dscp 10
class BULK high dscp 10
class CLASS DEFAULT low dscp O
class CLASS DEFAULT high dscp 0
class CONTROL SIGNALING low dscp 18
class CONTROL SIGNALING high dscp 18
class CRITICAL DATA low dscp 18
class CRITICAL DATA high dscp 18
class INTERACTIVE VIDEO low dscp 34
class INTERACTIVE VIDEO high dscp 34

7. GEEH, &FT—¥, ARGERERIZE. APENEEEFERHEE, WMIANREENER. BXREH
At ERIE T 32 24EH Branch_Policy e BHYIEE.

8. WH—NXZHH3%KHE Branch_BGP_OSPF_Policy A REMIEMKIKEEE 1 £ 7 &,

A sl GUI

ZEMAARMILER GUI ECE QoS, BERAIBRAREHE IR BRENEEIAG, ARBRHHRIM QoS METREX
At it SR th &N PATIBUHFIE.

1. OREZIEE > Rig, REEEGETURI, REEEEMEKIE TR,
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Cisco vManage ) admin ~
X CONFIGURATION | POLICIES B Custom Options ~
Centralized Policy  Localized Policy Centralized Policy Localized Policy
CLI Poli i
© Add Policy olicy CLI Policy
Lists I Lists o I
o\ SeachOptonal g Topolo Forwardin: E’I’ass/QoS
pology g
Global_Policy Global Policy Ul Policy Builder false admin Route Policy

2. EFREMRISERRET,

3. mLTHMERIIRZE.

4. TEEXAIET, HA VOICE, 7EBAFIT, MTHIFIRIEFER O,
5. RERT

Cancel

6. EEATE=TSR, FMEREIIR:

KFRFNPAT RS

ES PAZ1
VOICE 0
CRITICAL_DATA 1
BULK 2
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ES PAZ1
CLASS_DEFAULT 3
INTERACTIVE_VIDEO 4
CONTROL_SIGNALING 5

7. TR, HROXEER > K8, AREERMLREEDF,
8. & DC_Policy R9AM, & “..”, AR%EEYRIE.
9. HMTHHEHLEREERE vEdge 5000, FHtiEiEHZ QoS EFELN FHiREM QoS.

10. | TIETNEPEI¥E & 2/QoS 1E.

Cisco vManage

L& CONFIGURATION | POLICIES Localized Policy > Edit Policy

UGG  Forwarding Class/QoS | Access Control Lists | Route Policy

=]
* Enter name and description for your localized master policy
===
=

Policy Name DC_Policy

Policy Description DC Local Policy for the Primary WAN Edge Router

Policy Settings

Netflow Application Cloud QoS Cloud QoS Service side Implicit ACL Logging

Log Frequency Enter in seconds (maximum 2147483647)

11. 7 QoS MAHET £, STIF QoS BEHE, ARM THIIRPIEFHE,
12. AT (QOS) AitHA (QoS H#hE) .
13. RAERTEEXNG 0, BRENERTER. REFMATIRE.

14. ZERASIRYSE A, &5 1. BHE % 10 BHK % JBRIBEHE 30, EEFNFZL, MTRIIREHEZRA
B,

15. RERETIIZS.
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Queue

Bandwidth %

Buffer

%

Weighted Round Robin(WRR)

Random Early

CRITICAL_DATA

16. EERTE=1"HRK, HNERNIIER:

TRNEFXEREFEE

FAZI /R e

1 30/30 BEtL 288 (RED)
2 10/10 FEHFHA (RED)
3 20/20 BEtL 288 (RED)
4 20/20 FEtLFEA (RED)
5 10/10 EB&EF

I, MZiEF QoS PAFI 0 BH 10% HHEMEHEX,

17. REGRFRIERE.

18. EERWET R FURMESRE (F1iE) .

19. ARELRMESREIRE, REEEmE.

20. HINEHR (QOS-REWRITE) #1188 (QoS EEHKIR)

21. REFRMEBNNZH.

22. EERIFA, EF BULK, ELEROZE, @EF{E. £ DSCP HIZ5AHA 10,

RUEEAHIAN 1.
23. RERFANZE.
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Class
Priority

DsCP

Layer 2 Class of Service

Cancel
o

24. EERME=NME, FMERESFEE:

QoS EEER

eSS kR Dscp % 2 BRSER
BULK I 10 1
BULK = 10 1
DEFAULT I 0 0
DEFAULT = 0 0
CONTROL_SIGNALING T 18 2
CONTROL_SIGNALING = 18 2
CRITICAL_DATA I 18 2
CRITICAL_DATA = 18 2
INTERACTIVE_VIDEO I 34 4
INTERACTIVE_VIDEO = 34 4

25. TR, RERFREZE.
26. & TIETNERHY SRS HERAE.
27. RERFREERUREX R ith it ERIEHIE L,
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Cisco vManage i admin ~
(5 ¢ CONFIGURATION | POLICIES F y Edit Policy
0 [Forwarding Class/QoS | Access Control Lists | Route Policy
3 Enter name and description for your localized master policy
Q Policy Name DC._Policy
.& Policy Description DC Local Policy for the Primary WAN Edge Router
an
Policy Settings

m

Netflow Application Cloud QoS Cloud QoS Service side Implicit ACL Logging

Log Frequency Enter in seconds (maximum 2147483647)

| Save Policy Changes CANCEL

AL EE R HEA R S 2T BRI R L RIS REXRT IR &

8. mET—¥, REEER® EPHENERENRIAMGIRE LNEEENR, REREHE. vManage 1
1B RIERIN,

1B 2: X QoS 7¥iAinblE
IHRBIEFASE R RIBECE QoS 7 &KihlalFIR,
1. RREEIRE > BRARRE EFREPEEER .
2. EERBAENEM, AEERPREES, MW THIEREETIR.
3. EFRAMNA, REEFHENAYIR.

4. WABASRER, AREELNNRAERFIRE—EBS. EOUENATHSIRETBMAXBTRER
EMNAH, 512, KZHNAHKES, XEKE SSH BRI Secure Shell, FtiEEYEREXEF
BER, SERMANEHMNANRES U LRE, FAUTRETRS. IR, TRELREXT
APPS_SCAVENGER 3l%, EAERENARAMEBERIREE T E XY,

IRSsEREMATIR (RE)

N A5RAFR 5 AR

APPS_SCAVENGER Apple Update, Twitter, Instagram, Youtube HD, Google Play Music, Facebook
Mail

APPS_BULK_DATA File Transfer Protocol (FTP), File Transfer Protocol Secure, File Transfer Protocol

Data, Trivial File Transfer Protocol (TFTP), Lotus Notes, Outlook Web App,
Simple Mail Transfer Protocol (SMTP), Simple Mail Transfer Protocol Secure,
Post Office Protocol (Version 3) (POP3), Secure POP3, Internet Message Access
Protocol Version 4 (IMAP), Internet Message Access Protocol Secure
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Cisco vManage

[ H a CONFIGURATION | POLICIES  Centralized Policy > Define Lists

=) Select a list type on the left and start creating your groups of interest
Application List Name -
Application
* APPS_BULK_DATA
Color
)
==

@ Application O Application Family
Data Prefix
ansfer Protocol Simnle Mail Transfer Protocol Secure x Post Office Protocol (Version 3) % Secure POP3 %
“ >

Policer
internet message

o0
S Prefix
Internet Message Access Protocol Secure
@ site Internet Message Access Protocol version 4
L L L B e [ %_M
SLA Class | -
Google_Apps blogger, chrom... 0 system 07 Nov 2018 4:09:... u}
TLOC Microsoft_Apps  bing, hockeyap... 0 system 07 Nov 2018 4:09.... D
VPN APPS_SCAVE... apple-updates,... 1 system 18Jan 2019 1:41:... # OW
APPS_NETWO... ntp, radius, ssh... 1 system 18Jan20191:41... # OF

5. mEARMZEURENASIR.

6. MEMZERDEFBIER. HIREEERN MGT_Servers MEUBRISRGIR, 1Z5IREENFABAEKS
RETEXH. MREFEZIIR, BREEE7 D.

7. AMRKEEHIEARTIR MGT_Servers, NIEIEEE QoS KIS EMIBIRAIRSIR, EEITEBURM
BIR. BABRBIRIIREM (MGT_Servers), ERMBBRIRNAET, BABIBAIRIIR
(10.4.48.10/32,10.4.48.13/32,10.4.48.15/32,10.4.48.17/32), SAREZTRM,

8. MURHEEIRCE > RIBH R EERR P RIBET .
9. 7t Global_policy B9&1M, & ..., ARIEEESE.
10. EETIE NP EMMAE, EIEREhBIERE.
1. EEREEYRETF, EERMER, RSN TR PERTE,
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Cisco vManage = admin ¥

H * CONFIGURATION | POLICIES  Centralized Policy > Edit Policy

0 Policy Application Topology

Choose a tab and add Traffic rules under the selected type

‘\ Application Aware Routing Cflowd

- [ WLLELIDUR G (Create a data policy) @ e
. Create New 4 Search Options ~ Total Rows: 0

| Import Existing -

]
e T R T T T
m

ED C CANCEL |

12. IN%R (qos_classify) F1iftEA (QoS 2 ZEihialFREUEERE) .
13. EERFFIER, ARMNRINBHEREME L E O $i%EFE QoS,

Add Data Policy
E?& Application Firewall
O

Direct application traffic to a firewall.

QoS

Class/QoS maps for packet forwarding

Service Chaining
Rerouting data traffic through firewalls, load balancers and IDP's.

Custom
Create a custom policy.

Traffic Engineering
Direct control traffic along a desired path.

14. EFFEFIRN, AEERTA LY (DSCP 46),
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Cisco vManage i admin v

(PRl % CONFIGURATION | POLICIES Add Data Policy
] Name gos_classify
* Description QoS classification access list data policy
© Sequence Type QoS Quality of Service

&
=

Tl Drag & drop to reorder Drag and drop to re-arrange rules
. 7
B _ ==

Applications/Application Family List Destination Data Prefix Destination Port Packet Len P
Default Action < : : 5 . 4 gth >
Match Conditions Actions
DSCP 46 x Accept Enabled

15. EFREIE, ERERNEZFRERT (BR) , RAEEFERF (K% VOICE) .
16. EERFLETMEE,

Cisco vManage N admin +

[H £X CONFIGURATION | POLICIES Add Data Policy
a Name qos_classify
* Description Qos classification access list data policy
© Sequence Type QoS Quality of Service
an
1, Drag & drop to reorder [ ESNIPOUPN 0P Drag and drop to re-arrange rules
= Match -
u Default Action @ i O
Match Conditions Actions
X
DSCP 46 Accept Enabled

Forwarding Class x
VOICE
I ‘Save Match And Actions I Cancel d
I
o/

Save Data Policy CANCEL

17. HERCEIN/IGEERAEESE 12 £ 15 5
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QoS 7kiAinlFlE
PUAC &4 ESRER BIE
DSCP 46 % &% VOICE
DSCP 34 36 38 % %2 INTERACTIVE_VIDEO
DSCP 10 12 14 = L& BULK
N A/ N A &R55F &= &% BULK
APPS_BULK_DATA
DSCP 10
DSCP 48 24 =z % 2 CONTROL_SIGNALING
BirEUERTZE MGT_Servers 2 £ 3 CRITICAL_DATA
iYL 17 6 DSCP 16
DSCP 24 B &% 2 CONTROL_SIGNALING
B#riEO 11000-11999 1300 | 5% 1553 CONTROL_SIGNALING
1718 1719 1720 5060 5061
DSCP 24
Y 6
DSCP 16 3240 18 20 22 26 | &% %% CRITICAL_DATA
28 30
DSCP 8 0 EZ k3% CLASS_DEFAULT
M A/MNARFIR &= &3 CLASS_DEFAULT
APPS_SCAVENGER
DSCP 0

18. IEFRAMABRINRE, REEERFEERTS.
19. EIFERIE, ARG EFRELRIAFIRE.
20. EERFEIEHRRE.
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Cisco vManage ; admin v

[ H Q CONFIGURATION | POLICIES  Add Data Policy

] Name qos_classify

Q Description QoS classification access list data policy
© Sequence Type Default Action

-]

=

1y Drag & drop to reorder
- QoS : I Accept I Drop

Defauit Action

I Save Match And Actions I Cancel

3
21. 7, EEILARIARIZRIS T . IR I IR Ao R AIAE.

22. EEFEREBUEEDF.

23. £ qos_classify RERERD T, EEFEFELG AR VPN 73R,

24, EERERF AR, BAXENAT LAN (BNARSIR) Aib7ME.

25. fEIEIRIAMTIRAE T iR ALL_SITES, 7Ei%#E VPN FIRIE Tik#E ALL_VPNS, EHFHM.

26. iIEEFFRFREBER.
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Cisco vManage admin ~
[H X CONFIGURATION | POLICIES  Centralized Policy > Edit Policy
= Policy Application Topology Traffic Rules
o Add policies to sites and VPNs
'\ Policy Name Global_Policy
= Policy Description Global Policy

Topology Application-Aware Routing Traffic Data Cflowd

| © New Site List and VPN List |

O From Tunnel (@) From Service O All

Select Site List

ALL_SITES x

Select VPN List

Preview Save Policy Changes | I.\\[¢/2N

27. RERKERBEEN, BHZEBENAE vSmart 288, EEHE.

28. vManage SR ECEHEAER] vSmart 288 F 18R RIERI.

12fF 3. EHTREIRMR

BT EAEFRIREENNA QoS #KiAiEFIR, FRUAFTEEIEAEEREEDS QoS in)fIR, BE,
FEM VPN EOTIEEENR T 5| FAREIZER QoS MEITEERER, KRG HENA.

FREBUATIIEEER (WREIPRRRBNZNMEER, BT, MEBEOZEF QoS, FEONKS) :
e BR_MPLS_INT
e BR_INET_INT

e BR_INET_INT_DHCP
1. HORAEIRRE > 8, FHRERIERETF.
2. & BR_MPLS_INT £EARAMAY ..., RSN ThISE kX gmis.

3. 7£ ACL/QOS #}51#Y QoS BEtE14, EiFLRF, ARBEXAEPRA QOS, MRRIFUREFERER
QoS #KEg, MAFLIRERARERFLTARE,

4. HEEBHNT, &FELE, ARHKA QOS-REWRITE,

5. EEFEH.

161



BEFMER

Cisco vManage g admin ~

£2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template > VPN Interface Ethernet

Basic Configuration Tunnel NAT VRRP ARP 802.1X Advanced
QO
Shaping Rate (Kbps) 9 -
QoS Map - QoS
Rewrite Rule ~  QOS-REWRITE

Ingress ACL - IPv4 (= On ® Off
Egress ACL - IPv4 9~ On e Off
Ingress ACL - IPv6 9~ On e Off

6. EEFET—%, AEEFEERE. RAIBL—ED, BEREWHINSMRIELNENR. EHEEE R
[RIEEIRTE.

7. NHEM/NIHEEENR BR_UINET_INT #1 BR_INET_INT_DHCP E£5 1 £ 6 #,
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LAl

Bk A @bl

FEZER P T = @mIARAHET T Ik,

(VA= = R A
= B vManage NMS 18.3.5

= BR} vSmart {54183 18.3.5

= A%l vBond 1E23 18.3.5
¢l Rl vEdge 5000 R 5K 28 18.3.5
2 B} vEdge 1000 £ 5SS 18.3.5
I BR} vEdge 100 R 5K A28 18.3.5
A R ISR 4331 10S XE SD-WAN E&Hy52 16.9.4
S B! ISR 4351 10S XE SD-WAN & H28 16.9.4
e = AR A
RO R} ASR 1002 3.16.85
¢l B} Catalyst® 3850 Htf] 3.6.8E
BRI B! ASA 5512 BN I 9.6(4)20
Pt B} catalyst 3850 HH] 3.6.8E
I B} Catalyst 2960X 3] 15.2(4)E6
M Catalyst 3750E 3Z##fl 15.2(4)E6
2 Catalyst 3650 33464l 3.6.8E
XA 4321 EERE %\l R B8R (ISR)/K9 16.3.7
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Bk B: 79 SD-WAN #BE & |0S XE FH2R
FEMLEhERE 10S XE SD-WAN i&#& Z Bll:
o WRELHEFMERAIREENR,
o IRIBFEZEALK ROMMON BR{K:
o JGIREM I0S XE FiA 10S XE SD-WAN {5,
o fEF 10S XE REGDEHMERIBENENAERE]F, UEXNIMA SD-WAN EEM LAY I0S XE SD-WAN 128
HITEIIE,
BF 1 MEEHINREER

WK ABEHSEERZE, AREFEEM 10S XE i 10S XE SD-WAN i HIE18 & EZES| SD-
WAN E&,

EFRAFABEMHFIZEER, 15iAhE https://sdwan-
docs.cisco.com/Product Documentation/Getting Started/Hardware and Software Installation/Software In
stallation _and Updgrade for Cisco I0S XE Routers,

—EFERNERBLEMNT:

o RFREAEXFNBHFRESHHFIUEOERR, HTAXZFWER, % CLI L, M show inventory 514
BERRAETFRBRAHEOERIR,

o TR E DRAM FIETHNGEERK,

o ffafR 10S XE BRHZRIE{THY ROMMON E/MZ3% 1 SD-WAN BUKRIRIK ROMMON kA, A, EiNfERSZ
PR A

o RREHEETAIRS.
o ffafR SD-WAN {ZHlZRa TR ELDRE 18.3 kR

o MNRZ vEdge # 10S XE ;RAIR, EH(R vEdge BREHBRAVIMA 17.2.1 IRAESRA; WREFHIZEE
EER—IE, EHRR vEdge BREISRIVKIES 18.3 KN ESHEA.

BARRR: 7 10S XE SD-WAN A 16.9 B, WFE TABEN SRR Z [F1HE 10S XE BHERE
#9 SD-WAN 18, MR, KBMLTETETERFERET, MEMRSHIER vManage 1E1
EEENRSF. R SD-WAN KBHEI TAZFa0ERE, RINZEOT I show sdwan
running-config er >R , ERILITE reload [FHi request platform software sdwan config reset
FKEMRIE.
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(bl

F1ESR (BRI 10S XE BHES EARHEX T EM: mEmdE) , THRAEXEXR. 7. ALRE HEEHE
IS RFNVIEER AR A E S (S B https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-
networks/sd-wan/white-paper-c11-741071.pdf

2% 2: F4% ROMMON Re&

{8 CLI 55% show rom-monitor Ef show platform && 5] ROMMON kA, £ show platform T,
ROMMON kAL F Firmware Version THJ RO 141, 1R ROMMON A"EZEALE, FHEIT—MERF

ISR4351#show rom-monitor r0
System Bootstrap, Version 16.2(2r), RELEASE SOFTWARE

Copyright (c) 1994-2016 by cisco Systems, Inc.

1. EEFRRHBNEEREH A,

ISR4351#copy ftp://admin:clscol23@192.168.254.51/isr4200 4300 rommon 169 1lr SPA.pkg
bootflash:

Destination filename [isr4200 4300 rommon 169 1lr SPA.pkg]?

Accessing ftp://*:*@192.168.254.51/1sr4200 4300 rommon 169 1lr SPA.pkg...

[OK - 5010380/4096 bytes]

5010380 bytes copied in 1.318 secs (3801502 bytes/sec)

2. 35T upgrade rom-monitor <714 ROMMON HEITFE, T5: B2 K ROMMON #4&, EHER
LIFRT, HEARRSSHERELTERES.

ISR4351#upgrade rom-monitor filename bootflash:isr4200 4300 rommon 169 1r SPA.pkg RO

3. EFMEFHEEARR, FHHY ROMMON AR A £EK.
ISR4351#reload
4. YBREHZRSTABEAT, I8 ROMMON kA,

ISR4351#sh rom-mon RO

System Bootstrap, Version 16.9(lr), RELEASE SOFTWARE
Copyright (c) 1994-2018 by cisco Systems, Inc.

BXEAER, #E

https://www.cisco.com/c/en/us/td/docs/routers/access/4400/cpld/isr4400 hwfp.html,
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(bl

2% 3: FeRE| SD-WAN Mg
1. EEDIRHENEERA,

2. 1% 10S XE SD-WAN BREMIMNBX AR S5 222 HI BB BINEF.

ISR4351#copy ftp://admin:clscol23@192.168.254.51/isr4300-ucmk9.16.9.3.SPA.bin bootflash:
Destination filename [isr4300-ucmk9.16.9.3.SPA.bin]?
Accessing ftp://*:*@192.168.254.51/1isr4300-ucmk9.16.9.3.SPA.bin...

Loading isr4300-ucmk9.16.9.3.SPA.bin
| 1 L O O I O A A |

[OK - 421480892/4096 bytes]

421480892 bytes copied in 106.309 secs (3964677 bytes/sec)
3. FNHAGETHEREEFKREREIIBHBNEHNEF.

ISR4351#copy run bootflash:original-xe-config

Destination filename [original-xe-config]?

5320 bytes copied in 1.178 secs (4516 bytes/sec)
4. MFRFAEIMASISIEM.

ISR4351#sh run | include boot

boot-start-marker

boot system flash bootflash:isr4300-universalk9.16.03.07.SPA.bin
boot-end-marker

ISR4351#config t

Enter configuration commands, one per line. End with CNTL/Z.

ISR4351 (config) #no boot system flash bootflash:isr4300-universalk9.16.03.07.SPA.bin
5. BeEiEMmE SD-WAN B4R boot system #5<,
ISR4351 (config) #boot system flash bootflash:isr4300-ucmk9.16.9.3.SPA.bin

6. MIRIGEESFRIZEN 0x2102, UEREMNESHNEFELESEH.

ISR4351 (config) #config-reg 0x2102

ISR4351 (config) #end
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7. RERE, MUERT boot TE,

ISR4351#write mem

8. IIE BOOT ZEREE{EM XE SD-WAN &, UREETHFREDCIREN 0x2102 HERKE T RKEN

INEFEHRE RN 0x2102,

ISR4351#show bootvar

BOOT variable = bootflash:isr4300-ucmk9.16.9.3.SPA.bin,1;
CONFIG FILE variable does not exist

BOOTLDR variable does not exist

Configuration register is 0x2102 (will be 0x2012 at next reload)
9. MEmIFMRFTENARE.

ISR4351#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]

[OK]
Erase of nvram: complete
ISR4351#show startup-config

startup-config is not present
10. EFINHERHR. MRARFRTEREFEE, B8N No.

ISR4351#reload

Proceed with reload? [confirm]

11. BReaSRIGHER XE SD-WAN BISEHEH. BEREHE, NRFIHEENEE.
FEXEERN, BHA No. BRFRRLILBHTRE, EHA ves.
--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol: no

Would you like to terminate autoinstall? [yes]: yes

HARBRTHNIA

12. BHRETHAD. RAFRESENKHERRETTHERERARAFG/EB, NRAZ2STT Router> 7
TF, BRI enable, MMRRAGRTTHMANRFR/ER, BEAINAFZ admin FAFRIAE admin
B%. RE, RENZEETHBABKRTN. WREARHINEER, FHA enable,

Router>enable

Router#
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User Access Verification

Username: admin

Password:

Router#

13. {21k PnP 72 1F XE SD-WAN R B%dk, RERFERE 22— RAIETE 7 GESTH.
Router$pnpa service discovery stop

PNP-EXEC-DISCOVERY (1): Stopping PnP Discovery...

$INSTALL-5-OPERATION COMPLETED INFO: RO/0: packtool: Completed expand package running

14. B2’ 5TH SD-WAN ¥4-Ef#EfE, £ request platform software sdwan software reset #5%;
JEERAE3 LAY SD-WAN BR{&. SD-WAN BREEHES, WBHRSBoEHRBM. HEIETERTE 2 2
2 —ABIRTEI A BESER, MEHBHARNIRE 4 744HEF] 4.5 28,

Router#request platform software sdwan software reset

$INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install commit

$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install activate
PACKAGE

15. BHREFEHE, BNZIBINRAREENIEE. YARGRTHANVGEENIEEN, ERA no, HR
SRR BRRER, HRIA ves,

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol: no

Would you like to terminate autoinstall? [yes]: yes

16. AR FIRES R THESRTIRRTERARAPA/ER. MRALET Router> 2R, EHA
enable, MRAFRTEHWNAFLBIER, BEARIAAFSE admin MIFIAE admin 2R, A5,
RFNZE T T IRERIRTT. MRERHFNEEER, §HA enable,

Router>enable

Router#

User Access Verification
Username: admin
Password: admin

Router#
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17. MBEEEHNELBER, BLEL PP, EZA PP ZHl, BT EHANEBER,

Router#pnpa service discovery stop

PNP-EXEC-DISCOVERY (1): Stopping PnP Discovery...
18. BWF RGKZ.

Router#show sdwan system

Viptela (tm) vedge Operating System Software
Copyright (c) 2013-2017 by Viptela, Inc.
Controller Compatibility: Pkginfo File Error
Version: 16.9.3

Build: Not applicable

System logging to host is disabled

System logging to disk is enabled

System state: GREEN. All daemons up

System FIPS state: Disabled

Testbed mode: Enabled

Last reboot: LocalSoft.

CPU-reported reboot: LocalSoft

Boot loader version: Not applicable

System uptime: 0 days 00 hrs 06 min 45 sec

Current time: Thu Dec 06 16:27:30 UTC 2018

Load average: 1 minute: 1.03, 5 minutes: 1.76, 15 minutes: 1.32
Processes: 525 total

CPU allocation: 8 total, 8 control, 0 data

CPU states: 7.60% user, 6.80% system, 85.00% idle

Memory usage: 16352320K total, 3127396K used, 13225244K free

274620K buffers, 1931356K cache

)

Disk usage: Filesystem Size Used Avail Use % Mounted on
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/dev/bootflashl 14091M 3036M 10338M 23% /bootflash
Personality: vedge
Model name: vedge-ISR-4351
Services: None
vManaged: false
Commit pending: false

Configuration template: None

BARRER: 518, IREEAE sdwan @< (5120 show sdwan system) {BUEITCAEZERIARSSE81E
R, 1ESWSEER pnp service discovery stop a2 PnP,

19. BEfff{R PnP E T — XAV EFEIEIT, ERILLEIT CLI 6549 request platform software sdwan
config reset KERACE.

20. NRFE, FEAVENEREEMEENA (PnP) EEITF, MUEESMEPANEHIZRFT AN BRIRER
R, BLZITF, EAIUEMLE T BE0EAES I0S XE SD-WAN &8, HX PnP EEITIFPRTAES, 15
SR C,

E R 10S XE:

1. MR 10S XE BRI TREINEFR. RFIEMLL, FRRFIACIMNEX 4RSS, ARFZREEHZ
BoiNEH.

ISR4351#copy ftp://admin:clscol23@192.168.254.51/isr4300-universalk9.16.03.07.SPA.bin
bootflash:

Destination filename [1isr4300-universalk9.16.03.07.SPA.bin]?

Accessing ftp://*:*@192.168.254.51/1isr4300-
universalk9.16.03.07.SPA.bin RN RN RN R

[OK - 459907472/4096 bytes]

459907472 bytes copied in 164.042 secs (2803596 bytes/sec)

2. IRIEEELK L CLI 5% request platform software sdwan config reset, LUifR SD-WAN Bt E.

ISR4351#request platform software sdwan config reset

%$SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram
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3. BERESHERIZTEN 0x0, U5|5ZE ROMMON,

ISR4351#config-t

admin connected from 127.0.0.1 using console on ISR4351

ISR4351 (config) # config-reg 0x0

ISR4351 (config) # commit

Commit complete.

ISR4351 (config) # end

ISR4351#show bootvar

BOOT variable = bootflash:packages.conf,1l;bootflash:isr4300-ucmk9.16.9.3.SPA.bin,1;
CONFIG FILE variable does not exist

BOOTLDR variable does not exist

Configuration register is 0x2102 (will be 0x0 at next reload)
4. EIRMEEER.

ISR4351#reload

Proceed with reload? [confirm]
5. # N ROMMON f5, B TRohNFERRIFTT I0S XE &,

System Bootstrap, Version 16.9(lr), RELEASE SOFTWARE
Copyright (c) 1994-2018 by cisco Systems, Inc.
Current image running: Boot ROMO

Last reset cause: LocalSoft

ISR4351/K9 platform with 16777216 Kbytes of main memory

Rommon 1 > boot bootflash:isr4300-universalk9.16.03.07.SPA.bin
Located isr4300-universalk9.16.03.07.SPA.bin

A R A A
R
PR

6. ECEEMHAIMREKRRISIRIE.

Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system flash bootflash:isr4300-universalk9.16.03.07.SPA.bin

171



(bl

7. BEESHFERIREN 0x2102, HRFEE.

Router (config) #config-reg 0x2102
Router (config) #end

Router#write mem

Building configuration...

[OK]

Bz C: BNEBENA (PnP) &z 1H

PnP TP AL FRATRE: http://software.cisco.com, ZERLMUG £, WATLATEHRE, BT PnP EETFPERIR
%, UREBEFMH. ErLERERAEEEEFE, HAUBIEEKRFHITEER, FASEFIEESEMK
F, eNTMRE— SR EHRSEEREMNMARKPHBRNFONE. RESEKFE, GEREEEFKS,
(REMKF) REBNERALATEE). XIEHABERFAE, EEKFFE— N XEE, SRR N6
AINZNERMF, ZE PP E# 1P LE|ZizHIREEXH, EEEEKAFELIKS.
BXERWRFIEEFIANEAEE, EiAE:

https://cisco.com/go/smartaccounts

https://cisco.com/go/smartlicensing

BR#RENAERE TP (https://software.cisco.com/Hpnp-devices) B1&T BMIAZIREFIR, LI, HEFUEIZ]
P AT T ARIERLE:

o GBI EBRAZIREREANFIISEES, ERANFHEEMNHE] vManage 1. E, AT
vManage 5 PnP IKFPEIY, TFEFTHEIF FHFTISERNEE. RSB FIISENXE, [ EMa%
PREHERFLTEMNE BN,

» 3 10S XE SD-WAN BB SMEREER. TR PREIEZE— MEFIREREXH, ATEXEMN vBond 1
HNZIRMEE. FEBTIRT, 10S XE SD-WAN EREH2ZS T devicehelper.cisco.com, MiZMibt&E i HES
EM[ZE PnP [P, PnP TP ERAZRNFSIS, FHEERMIFHEEXESE, 0 vBond IP iilitFN2A4R
&, BEEHEREITFEER vBond iSRS, EHIBEEBEMIIF K. PP [P ERRATETIFEMIALE
(ZTP) BR%528, HEILFTAEA vEdge BRHEIER ASRIN B 5hR 4R EEC.

MRETCEBRZEERIZHIZEEZE, W PP [TRRIZERE)E TIEHREEN M. i, BIRMESIETE
(CCW) iTWaFHKEx T & REMF AN EE UM RO IS iA%ig & RZ S B 5hiEXE| PnP (7], vEdge IR&ERS
BEEIM PnP RS ESHERD] ZTP ARSSES, ASSI B ShiBED.

T AMIEHZREE, FAUFHEIREFIREEXS, HAUFIRM PP (7 R ETTAI BRA%5IRE.
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£ PP EZIFIIES, EAMUMITUT#ERE:

o GIRIEHIREKEXH (MNREREIE)

o RBIrEMAZIRERMEIT,, FREESEHISREE X REX
o THEMREFIISXH

2R 1. ZF PnP &EHEIF
1. BfZE https://software.cisco.com

2. 7 “MLRENFEENAR” B4y, RELENMEEPAZERE. MRMERER, RAIRTEHWNAERIKF AR 20E
8. RGKGFTFENHEED AR EE.

3. FEENEEPAES 1P RRA LA, REISERKFXBENEMKS. T8 RETEASMELDE, &
HRRBANERAR ID NTILRE 5 2 XERRA NE s P AE DK

Cisco Software Central > Plug and Play Connect English [ Change ] l Hello, I £l PNP SDWAN POC | |

Cisco S 0
P|ug and P|ay Connect Feedback Support Help
Devices  Controller Profiles Network | Certificates
+ Add Devices... |+ Add Software Devices... (&)
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any v | | Any w | [ SelectRange v | Any A4 Clear Filters

No Devices to display.

No Records to Display

MREEARCBRIEHIZREENH, BUACE. IRECHEERAEERHRES, NELHREEXGPHTERS
vBond 223 AXAIER, MEEFIUBLIRERF 2,
127 2 ECEEHIEs XXt
1. 7EBMERIAERFITRIIE T, RECTIREERFANEHIRREE XA+,

2. REFMEEXH. RIEITARIEHSREEXAMIEE, ERREERTHR 1 EXHRE,

Cisco Software Central > Plug and Play Connect English [ Change ] & Hello, @ PNP SDWAN POC internaltesting
Plug and Play Connect Feedoack Support Help
Devices Controller Profiles Network Certificates
+ Add Profile... (&
:
Profile Name W Controller Type Default Description Used By Download
Any -
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3. TEEHISRRBTHIYERSD, 1% vBond,

4. JET—%H. ENESRHETHR 2 BEXHRE, HERLCEXHFREFR.
Add Controller Profile X 1
1

Choose the type of Profile to be created

* Controller Type: VBOND v |

Cancel @

5 AREBEXHEMFERT, MAREECIZENEHISRRENHFINATR (FEAXTRHIH S ENB-SOLUTIONS-
VBOND) .

6. TENEAFERD, MANCIEERIEIEE XHHRAE (ENB SOLUTIONS B vBond) . HWFERRIEIETES,

7. MRAEFEEMEFISREENY, BERANCEXH THFIRIESR, #FR. TieirEWNM, F0EF PnP
EEIPRNEET BMOSRENFES —MCEXHFRE.

8. THLBMFEHD, HWAHLILIR (ENB-Solutions - 21615), fEAIAZE vManage GUI HRVEE > g8
BEE TIREIBRER,

9. ZEFEHITHIIRIED, EFHAK IPv4, AFETE vBond WAL IP #hht, EATRGIG, MTHIT
RIERIEFENA, ABFEXHEFHAN vbond-21615.cisco.net,
10. RET—%.

Edit Controller Profile

1

Profile Settings

Profile Settings:

* Profile Name: ENB-SOLUTIONS-VBOND
Description: vBond for ENB SOLUTIONS
Default Profile: Yes w

* Qrganization Name: ENB-Solutions - 21615

* Primary Controller:

Host Name v DTLS: - vbond-21615.cisco.net 12346
Server Root CA: Max file size up to 1 MB or max characters not to exceed 1048576
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1. ETNINEEREDR, WREBTIR, BHEFRER;, SN, HREEEEXRE,

12. BRRIEOEL, EEXHEMMEIR. @EETH

EF 3 Brigmasag s s~z e
AT LOEE BRI S TET R F RS AR TP B IS MA&igE.
I 10S XE iZ&RME PP 1P, BREEMEFSIS. EXPID (FRIFAT) FHERFYIS. 7 10S XE 15
By CLI R, &Y show crypto pki certificates CISCO_IDEVID_SUDI #3 4 I 3KEU{E 2. HF PnP 98

B9, REHFERFSISH SUDIES (R2M—IRERT) FEFNEEM,, UK 10S XE RENFHIEFNEIAE
fic. EER, FEANKREZEVEERN 3.14.0s FRHESHRAE, 18R ISRAK BT,

ISR4351#show crypto pki certificates CISCO IDEVID SUDI
Certificate
Status: Available
Certificate Serial Number (hex): 01373974
Certificate Usage: General Purpose
Issuer:
cn=ACT2 SUDI CA
o=Cisco
Subject:
Name: ISR4351/K9

Serial Number: PID:ISR4351/K9 SN:FD0205108CB

MRITEiEH SD-WAN Y%, NIiESER show sdwan certificate installed 755,

Router#show sdwan certificate installed
Board-id certificate
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 20396404 (0x1373974)
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Cisco, CN=ACT2 SUDI CA
Validity

Not Before: Dec 16 01:53:51 2016 GMT
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Not After : Dec 16 01:53:51 2026 GMT

Subject: serialNumber=PID:ISR4351/K9 SN:FDO205108CB, O=Cisco,

%%, THAILLER show sdwan certificate serial:

Router#show sdwan certificate serial

Chassis number: ISR4351/K9-FD0205108CB Board ID serial number: 01373974

Xt-F vEdge EXHIZR, EEEIRFWFFISH PID FEERFRERMEIA, MREAMEXLFESR, FIUER show

hardware inventory CLI #5416,

1. BfAZE https://software.cisco.com,
2. ERMEZEMEENAZ ST, =iENMEEDAERE.

3. HRRA LAEFEREDK, ER.
4. REMFINEFGEEDF, EERMEE.

Cisco Software Central > Plug and Play Connect English [ Change ] : Hello 1 PNP SDWAN POC internaltesting
P|Ug and P|ay Connect Feedback Support Hely
Controller Profiles Network Certificates
+ Add Devices... + Add Software Devices... (&)
Serial Number Base PID Product Group Controller Last Modified Status Actions
Any v | | Any w | [ Select Range v | | Any v Clear Filters

No Devices to display.

No Records to Display

5. BAEWHENITRANRERER, SFHRANEZET csv XA, EEFHRNREEREZ DR RIER
#l, RERET—¥.
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Cisco Software Central > Plug and Play Connect English [ Change] & Hello £l PNP SDWAN POC + internaltesting v

Plug and Play Connect Feedback Support Help

Devices  Controller Profiles ~ Network  Certificates

Add Device(s)

-

Identify Source

Identify Source &, Download Sample CSV

Select one of the following two options to add devices:
Import using a CSV file

@ Enter Device info manually

Cancel Next

6. RMETIRANRERE. REUKBEH—IED, RREANAFIISIHER PID, 5ig&XEAEHIRREE 4
AIRER,

7. BNEZHFESIE (FDO205108CB) F1&E A PID (ISR4351/K9), EIZREAK PID XAIER, BASHEZEN
8, REER, AEEERS5TIEEECERN PID, %E PID G, Z4EBEREMTFE. MNTIEFEE
(1373974), ARFIEEFEER PnP HES5Z&XEAEHIZZACE X4 (ENB-SOLUTIONS-VBOND), AT
ERYARE (BR1-WE1), R REFRF

BER, EBFIISATHEFIEN, TEEF 0

cisco el |dentify Device X
* Serial Number FDO205108CB
Cisco Software Central > Plug and Play Conne * Base PID ISR4351/K9 - IPNP SDWAN POC v internaltesting v
Plug and Play Connect Certificate Serial 1373974 Feedback Support Help
Number
Devices Controller Profiles Network { Controller Profile ENB-SOLUTIONS-VBOND -
| Description BR1-WE1
Add Device(s)
Add Additional SUDI
STEP ’] Vv
SUDI SERIAL NUMBER Certificate Serial Number
Identify Source I
SUDI Serial Number Certificate Serial Number Actions
Identify Devices No Devices to display.
Entercevice delais by clicking IGenty DEVICe v st st sors © v @ Erors @ Edsing
No Records to Display
=+ Identify Device... ]
Row Serial Number Bas: Description Actions
Cancel Save g

Spiay.

8. EET—#. MERERER RERTRER. MRFEEKREER, BEREEERRE,
9. BEER. BRMNIERELERINRM 1 81RE.
10. EFESERARIFDIE, AEROIREEE
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Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices  Controller Profiles ~ Network ~ Certificates

<+ Add Devices. 4 Add Software Devices..

Serial Number Base PID Product Group
Any
ey s ISR4351/K8 Router

1. EE LSRR, FMEMIRE,

THEHEBENFSS
1. BfZE https://software.cisco.com,

v

English [ Change] & Hello €8 PNP SDWAN POC

Controller

Any -

ENB-SOLUTIONS-VBOND

2. EMZEMBEENARES T, ~EEMERIRERE.

3. HRfRA LAEFEREDK, ER.
4. REGEHIRICENH.

internaltesting ~

Feedback Support Help

Last Modified Status Actions

B3 Select Range - Any - Clear Filters

2018-Dec-10, 19:42:03

ShowLog.. w

Showing 1 Record

EIEfRIEHISSECE S (ENB-SOLUTIONS-VBOND) 554, REEECSIHFXA.

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices  Controller Profiles ~ Network  Certificates
<+ Add Profile....
Profile Name Controller Type
Any
ENB-SOLUTIONS-VBOND VBOND

English [ Change] & Hello 68 PNP SDWAN POC v

Default

v vBond for ENB SOLUTIONS

6. EWHMEOR, M TFRGIFIEFIEEHIBIE.
B EHLE, BRATRT, XEHESBEN seralFile.viptela,

Download Provisioning File

* Controller Versions

18.3 and newer
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Feedback Support Help

C

Used By Download

3 | Provisioning File

Showing 1 Record

s

HEE 18.3 RERRE. /T THABXHREDE

Download
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ffisk D: vEdge ti] FAIN=E

TR T A vEdge BEAREE A FINRE (BETTEHIITIIRIE) . KiRAT EEE 0 PR T WL
1RIRAYHT vEdge 5000 BEMFEREHARAIRIAL IRERE.

AILLEE & request software reset G FELEEE N FMRE. HOILUET R TEEREET 10 #5hsk
mEL BMARE., BFHRHERBRSBEFER. B BABFA/EE A admin/admin,

1. REBRINGHE (TE) . EEEBAH BRAMREZHT, NREARFRRINRGRE, NAIEEEEKRERIA
AR, RFEEMBEINKERRE, F—ERBEHRINRE—MRE, FEERBRETE BB
A, 7£ CLI 1, & H show software 5 KREBRIARA:

vedge# show software

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
16.3.0 false true true - 2017-10-18T17:21:15

17.2.5 true false false user 2018-05-07T17:16:47

2. EBUTIRIU TR request software set-default [version] MEZNIBRRA, ERGHCDEEDHEER
PEZATEIE yes.

vedge# request software set-default 17.2.5

This will change the default software version.

Are you sure you want to proceed? [yes,NO] yes

3. BEREEEEANN] RIANRE, BENTER THEH request software reset ii%, HERFBLIEBES
REEHEREZE ves,

vedge# request software reset

Are you sure you want to reset to factory defaults? [yes,NO] yes
4. {FM show version ti ¥ EEFRIEERA.

vedge# show version

17.2.5

B2 vEdge 5000 My FRINRERE:

system
host-name vedge

admin-tech-on-failure
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no route-consistency-check
vbond ztp.viptela.com

aaa

auth-order local radius tacacs

usergroup basic
task system read write

task interface read write

usergroup netadmin

!

usergroup operator
task system read
task interface read
task policy read
task routing read

task security read

usergroup tenantadmin
!
user admin

password [admin password]

logging
disk

enable

omp
no shutdown

graceful-restart
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advertise connected

advertise static

security
ipsec

authentication-type ah-shal-hmac shal-hmac

ven 0

interface ge0/0

ip dhcp-client

ipv6 dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf

no allow-service stun

no shutdown

vpn 512

interface mgmtO

ip address 192.168.1.1/24

no shutdown
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Biisk E: FopFteR mMAs SRR

TR 7@ VPN 512 (vEdge) 8 Mgmt-intf VRF #1 (cEdge) SERIMNGE FTP ARSSERAITHRAITRA, T2
FRigEOBREFESES P tiitp9EQ, FETEILIZEOHE FTP RSEE. FIRIABLAZERS RN
FTP BRABRHFIA.
vEdge B&HH2S

EXMERT, BN FTP fR$E8 192.168.254.51 1% viptela-17.2.5-x86_64.tar.gz (vEdge 5K ¥Xf¥f) .
B, WIERSREEAE:

vedge# ping 192.168.254.51 vpn 512

Ping in VPN 512

PING 192.168.254.51 (192.168.254.51) 56(84) bytes of data.

64 bytes from 192.168.254.51: icmp seg=1 ttl=128 time=9.03 ms

64 bytes from 192.168.254.51: icmp seg=2 ttl=128 time=0.422 ms
RETHERM, BEARIMNGTREZIRE. HEE S vEdge BBHSFERAMERBIRAEIH R,

vedge# request software install ftp://admin:c1sco123@192.168.254 .51/viptela-17.2.5-x86_64.tar.gz vpn 512

--2018-07-18 15:57:52-- ftp://admin:*password*@192.168.254.51/viptela-17.2.5-x86 64.tar.gz

=> 'viptela-17.2.5-x86 64.tar.gz'

Connecting to 192.168.254.51:21... connected.

Logging in as admin ... Logged in!

==> SYST ... done. ==> PWD ... done.

==> TYPE I ... done. ==> CWD not needed.

==> SIZE viptela-17.2.5-x86 64.tar.gz ... 216733499

==> PASV ... done. ==> RETR viptela-17.2.5-x86 64.tar.gz ... done.

Length: 216733499 (207M) (unauthoritative)

100% [====================================== >] 216,733,499 10I1MB/s  in 2.1s

2018-07-18 15:57:54 (101 MB/s) - 'viptela-17.2.5-x86 64.tar.gz' saved [216733499]

Signature verification Suceeded.
EFI boot loader Secure Boot check Succeeded
Successfully installed version: 17.2.5

M, EAUTRLHENREREY, ERAWRNEREERENMEE “ves”. AJF vEdge ARG ERBEH 3
SRR RRVEFRR A,
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vedge# request software activate 17.2.5

This will reboot the node with the activated version.

Are you sure you want to proceed? [yes,NO] yes

vedge# Wed Jul 18 15:58:55 UTC 2018: The system is going down for reboot NOW!
Stopping services...

acpid: exiting

ok: down: acpid: 0Os, normally up

ok: down: button: 712s, normally up

ok: down: cloudinit: 651s, normally up

ok: down: ephemeral: 0s, normally up

ok: down: getty-ttyl: 0s, normally up

EETME, vEdge BHRIGHEISH & _ LIER Y ANEITRYRFRRA.

Wed Jul 18 16:02:03 UTC 2018: System Ready

viptela 17.2.5

vedge login:
Password:

IEEFIBU& H “show version” 85 REF H AR,
vedge# show ver

17.2.5

IOS XE SD-WAN &2
EXFERT, M FTP fRSS28 192.168.254.51 INE isr4300-ucmk9.16.9.4.SPA.bin (ISR 4300 10S XE
SD-WAN %) .
Bk, WitARS R\ ES I,
wedge#ping vrf Mgmt-intf 192.168.254.51
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.254.51, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

wedge#
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BTk, BREEFIZIEHNESD, HBREENX FTP AUREO.

wedge (config) # ip ftp source-interface GigabitEthernetO

wedge (config) # commit

wedgef#copy ftp://admin:clscol23@192.168.254.51/1sr4300-ucmk9.16.9.4.SPA.bin bootflash:
Destination filename [1isr4300-ucmk9.16.9.4.SPA.bin]?

Accessing ftp://*:*@192.168.254.51/1sr4300-
ucmk9.16.9.4.SPA. bin. .. 1L EIIEEEEEREEERrrrE Rt rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnt

[OK - 421492305/4096 bytes]

RRTER M. XEH bin XHMRENS D pkg X, HERRMASLEEZRE. BESSE10S XE SD-
WAN & 335 A FmE IR A E B 50,

wedgef#request platform software sdwan software install bootflash:isr4300-ucmk9.16.9.4.SPA.bin

wedge#

$INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install add bootflash:isr4300-
ucmk9.16.9.4.5PA.bin

$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install add PACKAGE
bootflash:1sr4300-ucmk9.16.9.4.SPA.bin

$I0OSXE-5-PLATFORM: RO/0: VCONFD NOTIFIER: Install status: 99f12590-7428-425b-9603-0d46££919644
install-complete. Message Installation of 16.9.4 complete

%$Cisco-SDWAN-cedge-action notifier-6-INFO-1400002: RO/0: VCONFD NOTIFIER: Notification: system-
software-install-status severity-level:minor host-name:brl-we2 system-ip:10.255.241.12
status:install-complete install-id:99f12590-7428-425b-9603-0d46£f£919644 message:Installation of
16.9.4 complete

BENTUTBRLARETALE. NMREAERIARTHIEE, BHFIKE 15 2/EEREIUETRIEBRE.

wedgef#request platform software sdwan software upgrade-confirm
INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install commit

$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install commit SMU
ME, FERAUTHSHEHNRMGRA. ARG, 10S XE SD-WAN AR EFHBNH 5| S EI BN EFRR A,

wedge#request platform software sdwan software activate 16.9.4

wedge#
$INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install activate bootflash:isr4300-
ucmk9.16.9.4.SPA.bin

$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install activate PACKAGEMar 6
17:52:34.491:
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Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

Rom image verified correctly

System Bootstrap, Version 16.9(lr), RELEASE SOFTWARE

Copyright (c) 1994-2018 by cisco Systems, Inc.

BERDTERE, BAIUERFRE “show version” t5 % EH YRTERHFIRA.,

wedge#show version
Cisco IOS XE Software, Version 16.9.4

Cisco IOS Software [], ISR Software (X86 64 LINUX IOSD-UCMK9-M), Version 16.9.4, RELEASE SOFTWARE
(fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Fri 01-Feb-19 23:22 by cedge-sw-dev

fik F: BeERIMZIRERCE
HAEERL, UTRRGIFE T RENSEENHI RE.

iR CE BHgs:
interface GigabitEthernet0/0/2
description To DC1l-WEL
ip address 10.4.1.1 255.255.255.252
negotiation auto
interface GigabitEthernet0/1/2
description TO DC1l-WE2
ip address 10.4.2.1 255.255.255.252

negotiation auto

router bgp 65111

bgp router-id 10.255.241.106

bgp log-neighbor-changes

timers bgp 3 9

neighbor 10.4.0.13 remote-as 65112

neighbor 10.4.0.13 description DC1l-SWl
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neighbor 10.4.0.13 password ciscol23
neighbor 10.4.0.17 remote-as 65112
neighbor 10.4.0.17 description DC1-SW2
neighbor 10.4.0.17 password ciscol23
neighbor 192.168.1.1 remote-as 101
neighbor 192.168.1.1 description MPLS Provider
!
address-family ipv4
! advertise vEdge connected networks for vEdge IPSec tunnel connections and
! controller connections to the Internet
network 10.4.1.0 mask 255.255.255.252
network 10.4.2.0 mask 255.255.255.252
network 10.255.241.106 mask 255.255.255.255
! aggregate and advertise MPLS transport networks for controller
! connections to the Internet
aggregate—-address 192.168.0.0 255.255.0.0 summary-only
neighbor 10.4.0.13 activate
neighbor 10.4.0.13 send-community
neighbor 10.4.0.17 activate
neighbor 10.4.0.17 send-community
neighbor 192.168.1.1 activate
neighbor 192.168.1.1 next-hop-self
neighbor 192.168.1.1 route-map mark-mpls-routes in
maximum-paths 2
exit-address-family
!
route-map mark-mpls-routes permit 10

set community 101:101

DC1-SW1

interface Port-channell

description To DC1-SW2

no switchport

ip address 10.4.0.9 255.255.255.252
ip ospf network point-to-point

!

interface GigabitEthernetl/0/1

description To Core
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no switchport
ip address 10.4.0.2 255.255.255.252
ip ospf network point-to-point
!
interface GigabitEthernetl/0/2
description To DC1l-CEl
no switchport
ip address 10.4.0.13 255.255.255.252
!
interface GigabitEthernetl/0/11
description To DC1l-WEL
no switchport
ip address 10.4.1.9 255.255.255.252
ip ospf network point-to-point
!
interface GigabitEthernetl/0/12
description To DC1-WE2
no switchport
ip address 10.4.2.9 255.255.255.252
ip ospf network point-to-point
!
interface GigabitEthernetl1/0/23
no switchport
no ip address
channel-group 1 mode active
!
interface GigabitEthernetl/0/24
no switchport
no ip address
channel-group 1 mode active
!
router ospf 1
router-id 10.255.241.103
auto-cost reference-bandwidth 100000
redistribute static subnets
redistribute bgp 65112 metric 10 subnets
passive-interface default
no passive-interface GigabitEthernetl/0/1

no passive-interface Port-channell
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network 10.4.0.0 0.0.0.3 area O

network 10.4.0.8 0.0.0.3 area 0

network 10.255.241.103 0.0.0.0 area 0

router bgp 65112

bgp router-id 10.255.241.103

bgp log-neighbor-changes

network 0.0.0.0

network 10.0.0.0

network 10.4.0.0 mask 255.252.0.0

timers bgp 3 9

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

neighbor

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

4.

maximum-paths

DC1-Sw2

NN NN

.14
.14
.10
.10
.10
.10
.10
.10
.10
.10
.10

remote-as 65112
description DC1-SW2
password ciscol23
send-community
remote-as 65111
description DC1-CE1
password ciscol23
send-community
remote-as 65113
description DC1-WE1l
password ciscol23
next-hop-self
send-community
remote-as 65113
description DC1-WE2
password ciscol23

send-community

interface Port-channell

description To DC1-SW1l

no switchport

ip address 10.4.0.10 255.255.255.252

ip ospf network point-to-point

interface GigabitEthernetl/0/1
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description To Core

no switchport

ip address 10.4.0.6 255.255.255.252
ip ospf network point-to-point

!
interface GigabitEthernetl/0/2
description To DC1-CEl

no switchport

ip address 10.4.0.17 255.255.255.252
ip ospf network point-to-point

!
interface GigabitEthernetl/0/11
description To DCl-WE1L

no switchport

ip address 10.4.1.13 255.255.255.252
!
interface GigabitEthernetl/0/12
description To DC1l-WE2

no switchport

ip address 10.4.2.13 255.255.255.252
!

interface GigabitEthernetl1/0/23

no switchport

no ip address

channel-group 1 mode active

!

interface GigabitEthernetl/0/24

no switchport

no ip address

channel-group 1 mode active

!

router ospf 1

router-id 10.255.241.104

auto-cost reference-bandwidth 100000
redistribute static subnets
redistribute bgp 65112 metric 10 subnets
passive-interface default

no passive-interface GigabitEthernetl/0/1

no passive-interface Port-channell
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network 10.4.0.4 0.0.0.3 area O
network 10.4.0.8 0.0.0.3 area 0
network 10.255.241.104 0.0.0.0 area 0
!

router bgp 65112

bgp router-id 10.255.241.104

bgp log-neighbor-changes

network 0.0.0.0

network 10.0.0.0

network 10.4.0.0 mask 255.252.0.0
timers bgp 3 9

neighbor 10.4.0.9 remote-as 65112
neighbor 10.4.0.9 description DC1-SW1l
neighbor 10.4.0.9 password ciscol23
neighbor 10.4.0.9 send-community
neighbor 10.4.0.18 remote-as 65111
neighbor 10.4.0.18 description DC1-CE1l
neighbor 10.4.0.18 password ciscol23
neighbor 10.4.0.18 send-community
neighbor 10.4.1.14 remote-as 65113
neighbor 10.4.1.14 description DCl-WEL
neighbor 10.4.1.14 password ciscol23
neighbor 10.4.1.14 next-hop-self
neighbor 10.4.1.14 send-community
neighbor 10.4.2.14 remote-as 65113
neighbor 10.4.2.14 description DC1-WE2
neighbor 10.4.

.14 password ciscol23

neighbor 10.4.2.14 next-hop-self

NN NN

neighbor 10.4.2.14 send-community

maximum-paths 2

OB AE (DMZ)
interface GigabitEthernet0/2
nameif outside
security-level 0

ip address 64.100.1.2 255.255.255.240
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interface GigabitEthernet0/3.1

nameif vedge-1

security-level 50

ip address 10.4.1.5 255.255.255.252

!

interface GigabitEthernet0/3.2

nameif vedge-2

security-level 50

ip address 10.4.2.5 255.255.255.252

!

object network vel

host 10.4.1.6

object network ve2

host 10.4.2.6

!

object network vel

nat (vedge-1,outside) static 64.100.1.11
object network ve2

nat (vedge-2,outside) static 64.100.1.12
route outside 0.0.0.0 0.0.0.0 64.100.1.1 1

DRI 1 RS (br1-swi)

!

vlan 10

name data

!

vlan 20

name voice

!

interface TenGigabitEthernetl/0/1
description To BR1-WEL
switchport trunk allowed vlan 10,20
switchport mode trunk
load-interval 30

spanning-tree portfast trunk

!

interface TenGigabitEthernet2/0/1

description To BR1-WE2
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switchport trunk allowed vlan 10,20
switchport mode trunk
load-interval 30

spanning-tree portfast trunk

DI 3 ZHRA (br3-sw1)

!

vlan 10

name data

!

vlan 20

name voice

!

!

interface GigabitEthernetl/0/1
description To BR3-WELl
switchport access vlan 10
switchport trunk allowed vlan 10,20
switchport mode trunk

spanning-tree portfast edge trunk

AN 4 2R, (bra-sw1)
!
interface GigabitEthernetl/0/1
description To BR4-WEL
no switchport
ip address 10.104.0.1 255.255.255.252
ip ospf authentication message-digest
ip ospf message-digest-key 22 md5 ciscol23
ip ospf network point-to-point
load-interval 30
!
interface GigabitEthernetl/0/2
description To BR4-WE2
no switchport
ip address 10.104.0.5 255.255.255.252

ip ospf authentication message-digest
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ip ospf message-digest-key 22 md5 ciscol23
ip ospf network point-to-point

load-interval 30

router ospf 1

router-id 10.255.242.43
auto-cost reference-bandwidth 100000

network 10.0.0.0 0.255.255.255 area 0

M 5 ZHRA]L (br5-sw)

interface GigabitEthernetl/0/2

description To BR5-WEL
no switchport
ip address 10.105.0.1 255.255.255.252

load-interval 30

ip route 0.0.0.0 0.0.0.0 10.105.0.2

A #NH 5 CE (br5-ce1)

interface GigabitEthernet0/0/0

description To Service Provider
ip address 192.168.105.2 255.255.255.252

negotiation auto

interface GigabitEthernet0/0/1

description To BR5-WEL
ip address 10.105.1.1 255.255.255.252

negotiation auto

router bgp 65205

bgp log-neighbor-changes

network 10.105.1.0 mask 255.255.255.252
neighbor 192.168.105.1 remote-as 102

neighbor 192.168.105.1 route-map Deny-All in
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ip route 0.0.0.0 0.0.0.0 192.168.105.1

route-map Deny-All deny 10

i G: vEdge FREIEIRIEE
AAELER, REPER T REIME PRI IEMINZIREZTIEEENR. 1R&F1ERF] SD-WAN 2& T EE.,

HEZTNEERRIR

AFINEEIER
1®&%: Bk vManage 1 vSmart Z/MIFTEIRE
iR R4

ER4A: System_Template
RER: RAGIER
AETEEEIRIZE

il S8 it TE/E

BEARE i5& ID KEIRETH system_site_id
R IP BEIREEH system_system_ip
FiNA RERTLH system_hostname
iR&A NERETH system_device_groups
=HI B REE (bps) BEISEER system_console_baud_rate

GPS &E B TEISREH system_latitude
2ZE EEISREH system_longitude

=k HOpkas IR TH system_port_hop
imO{RiSE REREEHA system_port_offset

BRI

1&#&: BR vManage #1 vSmart Z/MIFFE RS
#Hik: BFICR
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iR 4¥R: Logging_Template
iRBA: BEICRER
BEICRINEEERIZRE

BB S8 ESi] TE/E
fR&528 EW¥14/IP Hbhit 25 10.4.48.13
VPN ID 25 1
REO 28 loopback0

NTP Ih&EIER
1&#&: BR vManage #1 vSmart Z/MIFFE RS

R]iR: EXSBINTP

EiRATR: NTP_Template

RAA: NTP &y
NTP ThEEEiRIZE
B4 S8 ESid] TE/ME
i FH&/P ik 25 time.nist.gov
AAA THEEREHR

1®&%: Bk vManage 1 vSmart Z/MIFIEIRE
HiR: EXESE/AAA

ERATR: AAA_Template

WwAA: AAA R
AAA THEEMEIRIZE
2B S8 ESid] TE/E
SN BN WAEIRE Thiyl%x local
Kith/FERAP AFR/IEL/AFA 25 oper1/oper1/operator
AR/ A 25 netadmin1/netadmin1/netadmin
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OMP ThEIER
1&#&: BR vManage #1 vSmart Z/MIFFE RS

B’k EFEE/OMP

EiRGT: OMP_Template

iEA: OMP #EiR
OMP TheetEtRIE
EEila S8 S TE/E
EXAiE BRIRB SRR £ 16
ECMP BRI &5 16
BE HEX ] XA
S 25 ESg
Wa) L &M (BFD) ThaetER
®&: Bk vManage #1 vSmart ZSMIFTHIRE
=HiR: EXEE/BFD
EiR&¥R: BFD_Template
WAA: BFD &y
BFD DhEEEMRIZE
B S8 St TE/E
BEARE BifiErE 25 120000
T2 IEEREIR
%% BR vManage #1 vSmart Z SMYUFFEIRE
HiR: EXER/IT:e
EIRAMR: Security_Template
iRBA: TLER
ZEIEEEIRIE
=i S5 S TE/E
YNy BEHEO 2R/ Thidl® 4096
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VPN512 ThASHE#R
i%&: B vManage 1 vSmart ZSMYFTEIRE

f&iR: VPN/VPN
EiR&TR: VPN512_Template
WAA: VPN 512 #5MER

VPN512 THEERRIRE

i) S8 E-Si] TE/E
BEARE VPN 25 512
i 25 &I VPN
IPv4 BREH/$EE IPv4 | BIS 25 0.0.0.0/0
2]
TES BIREA T—Bk
T—Bkitht NEIREETH vpn512_mgt_next_hop_ip_addr
VPN $#00 (VPN512)
i®#&: PR vManage fl vSmart Z5MYUFTHIZE
f&4%: VPN/VPN #OLBIKRK
EREFF: VPN512_Interface
EE: VPN 512 EiEiE0
VPN512 #OThRERIRIZE
Ei%) S KR TE/ME
BERECE K =)o) B
EOAR KERELHA vpn512_mgt_int_x|x
il 25 EEEO
IPv4 2B IPv4 it LBy gl B
IPv4 it RERETH vpn512_mgt_int_ip_addr|maskbits
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VPN #0OLLKM LoopbackO
1®%: Bf vManage 1 vSmart ZJMYUFFHE & &

#=iR: VPN/VPN O KM
EiRGTR: Loopback0

WiEA: FF[E#EC 0
VPN512 #OKMINEERRIZE (FAEEDO 0)
ZR4) S8 ESyiv] TE/ME
EARE ez 25 )
EOZR 25 loopback0
IPv4 fcE IPv4 ik =Byt gl S
IPv4 itk IS EH loO_int_ip_addr|maskbits
TEIEINHEIRR
1®%: Bf vManage 1 vSmart ZJMYUFFHE & &
iR BRI
&R 4a¥R: Banner_Template
WA EIEER
MEIEINEEERIRE
o S8 i T=E/E
EARE MOTD #&1E 25 XZ2EAME, EEERSENERTER.

SNMP ThEEEHR
1®&%&: Bk vManage 1 vSmart Z/MIFTEIRE

=ik HAEHR/SNMP
EiRATR: SNMP_Template

i%EA: SNMP &1y

198




(bl

SNMP THEERIRE AR EIXE

B 28 it TE/E
BEAXGE eS| REREEH snmp_shutdown
SNMP R & &R REREEA snmp_device_name
BREUE REREEH snmp_device_location
SNMP A& SNMP hig A& Lbvizioedil V2
SNMP FR7A/#REF] HE/ 2R o iSOALL
#X
B/ RITIRRT 23 1.3.6.1
HX /B 25 clsco123
X/ 2R/ ThiFIR Rix
HX/HE 25 iSOALL
SNMP FRA /B BeaRs4E /4R A TR 25 SNMP GRP
PEBHE/PEBHRBUER IERETR | 25 all
BB /PEBR BUE R TR S 1 25 mE. BB, KB
R
PR B #RAR 5528/ VPN 25/ 1
BeRH B 4TRSS 22/IP itk 25 10.4.48.13
B3Rt B #mAR 5528/ UDP i 0 28 162
PeaBH B #RAR 5525/ PR 2 7R 25 SNMP GRP
PEaRH B ARAR S5 88/ 4L X A FR 25 clsco123
b B inAR SRR AREDO 25 loopback0
RO IEERRIR

B L& VPN (VPN 0) ThEgiRiR
i%#&: ASR1001-HX, ASR1001-X, ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000

1EHR: VPN/VPN #0O0BCKR
1EiR4&#: DC_VPNO
AA: RS CfERR VPN O

199



(bl

VPN 0 IhREEIRIZE

ik SH KR TE/E
BEARE VPN 2/ 0
2y 2/ & 4iim VPN
1838 ECMP g% 2B pa=
DNS = DNS it <£F 64.100.100.125
45 DNS it 2R 64.100.100.126
IPv4 B&EH GIE:S 2K 0.0.0.0/0
ZES kRS T—Bk
T—Bkitht NEIREEH vpnO_mpls_next_hop_ip_addr
T—Bkttt KHERSBTH vpnO_inet_next_hop_ip_addr

#Et(y VPN 20 (MPLS)

#E#R: VPN/VPN #0OLIKM
#ER4a¥R: DC_MPLS_Interface
WwAA: BdEdhd MPLS 0

VPN 0 VPN #OBIKMIIEERIRIZE (MPLS)

i%&: ASR1001-HX. ASR1001-X. ASR1002-HX. ASR1002-X. vEdge 2000. vEdge 5000

Eika) S8 it TE/E
BEAXERE XH REREEH vpnO_mpls_int_shutdown
EOAM BERRTH vpnO_mpls_int_x|x
%8R £/ MPLS #00
IPv4 BCE IPv4 i LBviioiil B
IPv4 #thiik RERELTH vpnO_mpls_int_ip_addr|maskbits
FHiTH® ISR EH vpnO_mpls_int_bandwidth_up
TiTH=® EEIREER vpnO_mpls_int_bandwidth_down
B&E BEEO eS| pa=
Be 2/ mpls
RE 1 3] pa=
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Eiks) S8 KR TE/E

RVFARS > DHCP 25 X

RFARS > NTP 2F FE
%8 > S4%IN > H3% | BEn EEIREER vpnO_mpls_tunnel_ipsec_preference
=k AT S| A=

RS0 VPN O ()
i®&: ASR1001-HX. ASR1001-X. ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000

f=4: VPN/VPN #50 BUKK
##R&#R: DC_INET _Interface
WA BuEPOEBMED
VPN 0 #OBKMINEEERIZE (EEXM)

Eiks) S8 et TE/E
BEXERE xH EEISRER vpnO_inet_int_shutdown
BOBR REREEH vpnO_inet_int_x|x
WREA o) BEMEO
IPv4 EicE IPv4 tiht L B il B
IPv4 gt BEIRETH vpnO_inet_int_ip_addr|maskbits
BEAXRE LITHE BERELTH vpnO_inet_int_bandwidth_up
TiTH® HEEIREER vpnO_inet_int_bandwidth_down
3E] BEEEO 2R/ pay=!
ge 25 el B EX
PR o) eS|
SLVFARSS > DHCP 28 XM
SRIFARSS > NTP o) B
%8 > S%In > H3E | BEn EEIREEH vpnO_inet_tunnel_ipsec_preference
S ARRA R 25 B
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BEH DRSS IR VPN 1

i%&: ASR1001-HX. ASR1001-X. ASR1002-HX.

#i#%: VPN/VPN
R aFR: DC_VPN1

eld: BuEdul RS VPN 1
RS VPN 1 THEEERIS S

ASR1002-X, vEdge 2000. vEdge 5000

B 28 it TE/E
EAXERE VPN 25 1
BFR 25 Bg554m VPN 1
1858 ECMP &% 25 pay=!
EE OMP BGP 25 B

FEED0 VPN ORI 1

i&&: ASR1001-HX, ASR1001-X, ASR1002-HX,

#i#R: VPN/VPN O KM
R 2FR: DC_LAN _INT1

WHA: BuEd O EEREO 1

uEdD VPN #ODEERIRIRE (0O 1)

ASR1002-X, vEdge 2000, vEdge 5000

2k S8 KE LE/E

BEXREE X L e lan_int1_shutdown
EOBR BERELH lan_int1_x|x
15AA HEIREER lan_int1_description

IPv4 BCE IPv4 sttt L Bvigsosiil LR
IPv4 ik EEISEER lan_int1_ip_addr|maskbits

R0 VPN 2O UKW 2

i&&: ASR1001-HX, ASR1001-X, ASR1002-HX,

=4 VPN/VPN $5=00 BUKK
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iR 2FR: DC _LAN_INT2

WHA: BuEd O EEMNEN 2

#EO VPN EOThEERRIRE (0O 2)

2k S8 KE LE/E

BEXREE X L e lan_int2_shutdown
EOBR BERELH lan_int2_x|x
15AA HEIREER lan_int2_description

IPv4 BCE IPv4 sttt L Bvigsisiil EETAN
IPv4 ik Y EISEER lan_int2_ip_addr|maskbits

R OBEMNAFRMK MY (BGP)

i%&: ASR1001-HX, ASR1001-X, ASR1002-HX,
iR HithiEiR/BGP

iR 4: DC_LAN_BGP

WAA: BuEd O EER BGP #RiR

ASR1002-X, vEdge 2000, vEdge 5000

BGP DhaeiRiRAiCEIRE
i 28 il TE/E
BEARE ES%i! BNERETH lan_bgp _shutdown
AS RE KNERETH lan_bgp_as_num
EXHE2S ID BEREEH lan_bgp_as_num
&% AS B2 £ A=
IPv4 BBt 25 BRATH 25 2
Husit %5 TR ipv4 BfE
BN RN Thgl® omp
W48/ LB RIS BEREEHA bgp_network_lo_addr|maskbits
BE (1) it KERETH lan_bgp_neighbor1_addr
15tA8 BTEIREEH lan_bgp_neighbor1_description
T AS RNEREETH lan_bgp_neighbor1_remote_as
ik 2] 25 pa=
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Eiks) S8 KE TE/E
ik 25 2R/ ipvd4 BfE
X HEEIREER lan_bgp_neighbor1_shutdown
SREL/ET RERETH lan_bgp_neighbor1_password
SREL/ R E (7)) 25 3
SREG/REFHTE (7)) o) 9

P (2) ik RNEREETH lan_bgp_neighbor2_addr
15AA IS EE A lan_bgp_neighbor2_description
iTig AS BNERETH lan_bgp_neighbor2_remote_as
ik 251 25 pa=]
ik A5 THhIFIF ipvd4 BfE
XA Y EISEER lan_bgp_neighbor2_shutdown
=R/ BEIRELTH lan_bgp_neighbor2_password
SREL/ R E (7)) 25 3
SREG/REFEE (7)) S 9

T AVHTHEERRR

A VPN 0 THEERER

i8%: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart ZIMNYFTE&&

#E#: VPN/VPN

R4 BR_VPNO

WREA: AL VPN O
23 VPN 0 ThREREMR

Eik) 28 KE TE/E
BEAXERE VPN 25 0
E2E i 25 &4 VPN
158 ECMP &% 25 pay=!
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(bl

Eiks) S8 KE TE/E
DNS = DNS shit 25/ 64.100.100.125
4B DNS it ED] 64.100.100.126
IPv4 B&HER EIE:H 25 0.0.0.0/0
ZES LBy igdil Bk
T—Bkttt KNERETH vpnO_mpls_next_hop_ip_addr
T—Bkithk Y EISEER vpnO_inet_next_hop_ip_addr

YA MPLS OThEERER

%% B ASR1K. vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFEIRE

#Ei#z: VPN/VPN BOIKK
EIRZFR: BR_MPLS_INT

RH: BAES IP 231 MPLS #Q1
74K VPNO MPLS #2887 IP ThEERRIR

2k 28 KE TE/E
EXRE eS| RNERETH vpnO_mpls_int_shutdown
EOBMR RERELTHA vpnO_mpls_int_x|x
AR 2R MPLS ##0
IPv4 BCE IPv4 ik L Rviggossil RN
IPv4 ik BEIRRETH vpnO_mpls_int_ip_addr|maskbits
FHiTH®E HEEIREEH vpnO_mpls_int_bandwidth_up
TTHE BEIREEH vpnO_mpls_int_bandwidth_down
3E] REEEO 25 B
gt 25 mpls
FRAH S B
BEE > RIFARSS BGP 25 A=
DHCP 25 >4
NTP 25 A=
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il S8 KA TE/E
fE > SEIN > 3 | EEIn BEIREEH vpnO_mpls_tunnel_ipsec_preference
1 AR 25 B

S MPLS FiEOThEEREIR
i8%: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart ZSMNYFTE&&

HE#R: VPN/VPN $3 0K

R 2¥: BR_MPLS_SUBINT

WA BARS IP S MPLS Fi0
734 VPNO MPLS FHEOER IP THREER

Eik) S8 KE TE/E
BEAXERE XM REREEH vpnO_mpls_int_shutdown
EOAWR RNERETH vpnO_mpls_int_x|x.VLAN
%8R 2/ MPLS #00
IPv4 BB IPv4 ittt Lobvi gl LY
IPv4 #thiik RERELTH vpnO_mpls_int_ip_addr|maskbits
FHiTH® HEISEER vpnO_mpls_int_bandwidth_up
TiTH=® IR EH vpnO_mpls_int_bandwidth_down
h&& BB S| i
e 25 mpls
RE 1 D] i
SVFARSS BGP eS| pal=
DHCP 25 XM
NTP 25 B
8 > S4%IN > H3E | BEn EEIREEH vpnO_mpls_tunnel_ipsec_preference
S AR TR o] B
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PN B EXW1E O THRERR R
i%&: BR ASR1K. vEdge 2000, vEdge 5000. vManage #1 vSmart ZSMUFTER&

#4%: VPN/VPN $#£00LKM

1R aF: BR_INET_INT

WEA: BEHS IP AV AERMED
4333 VPNO ERXMIER O IP ThRERR

2k S8 Eit] TE/ME
HEARE XA BEIRRETH vpnO_inet_int_shutdown
EOAM RERETH vpnO_inet_int_x|x
A 257 BEEXMEO
IPv4 BCE IPv4 it LRviiosiil EEZ
IPv4 ik HEEIREER vpnO_inet_int_ip_addr|maskbits
HiTs5w EEIREEH vpnO_inet_int_bandwidth_up
TiT&%® IR EH vpnO_inet_int_bandwidth_down
BEE B EEO 25 B
Be 25 | =3: 3
VRS DHCP 25 X
SRVFARSS NTP o) B
B8 > SREIR > HiE | BEIRN L e = vpnO_inet_tunnel_ipsec_preference
NAT NAT HEIEEEH nat-enable
S BRI 25 A=

AEHIEEEW DHCP ORI
i#%: B& ASR1K, vEdge 2000, vEdge 5000, vManage #1 vSmart Z5NYFTER&

#iR: VPN/VPN ##0KM
iR 4Z#: BR_INET_INT_DHCP

HA: BA DHCP IP {4 A B ExMiE A
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5314 VPNO EERMIEOEN 1P ThHEER

k) S8 KE TE/E
BEAERE Kl REREEH vpnO_inet_int_shutdown
EOBMR KERELTH vpnO_inet_int_gex|x
A 25 BExMEO
IPv4 BB IPv4 it L B il UES
FHiTHE® HEEIREEH vpnO_inet_int_bandwidth_up
TiTH® HEISEER vpnO_inet_int_bandwidth_down
3E] REEEO 25 B
ge 27 | A=
RVFARS DHCP S B
SRVFRRSS NTP 25 A=
B8 > S0%In > X | BEIn HEISREHR vpnO_inet_tunnel_ipsec_preference
NAT NAT BEIRREH nat-enable
S ARRA R 25 B

AN B BN FE O RERER
i%%: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFEIRE

84R%: VPN/VPN £ LK

R4 BR_INET_SUBINT

WA BARS IP K AN F&O
A3 VPNO EEXPFIZOFA IP RN

Ei%) S E St TE/E

BEXERE X ISR ER vpnO_inet_int_shutdown
EOZR EEIRRETH vpnO_inet_int_x|x.VLAN
AR 25 BEEMEO

IPv4 BB IPv4 it L-Biigiil RS
IPv4 it ISR EH vpnO_inet_int_ip_addr|maskbits
FiTgEw HEEIREER vpnO_inet_int_bandwidth_up
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Eiks) S8 it TE/E
TiT&%® BEIRREH vpnO_inet_int_bandwidth_down
BEE B EEO 25 B
Be 25 | =3: 3
RVFRS DHCP 27 XM
VRS NTP S B
REIE > SLEIN > FEE | EHEIR BEISEEH vpnO_inet_tunnel_ipsec_preference
NAT NAT HEISEEH nat-enable
S BRI 25 A=

3 TLOC ¥ RiE O THhEERR

i%%: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFEIRE

=4 VPN/VPN $5=00 BUKK

ERAFR: BR_TLOC_EXT_INT

iRAA: £H1H TLOC ¥ RIEO/FEN
53314 VPNO TLOC ¥ RE A/ FHEOATHRERRIR

il S St TE/E

BEAXRE K BEREEH vpnO_tloc_ext_int_shutdown
EOLR Y EISEER vpnO_tloc_ext_int_x|x_or_x|x.VLAN
1A o) TLOC ¥ RO

IPv4 BiLE IPv4 ik BER B
IPv4 ik IS EE A vpnO_tloc_ext_int_ip_addr|maskbits

=% TLOC B RS ER vpnO_tloc_ext_wan_int_x|x

AN WAN Rz OIHRERRR

i%%: FR ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFBEIRE

=4 VPN/VPN $5=00 BUKK
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(bl

4 FR: BR_WAN_Parent_INT

WEA: 93H# WAN 420

733ZHH3 VPNO WAN S $ZMTHEEIRR

i) S8 et TE/E

BEARRE E3% BEISRETH vpn0_wan_parent_int_shutdown
EOAM KBEIRETH vpnO_wan_parent_int_x|x
AR 25 WAN R0

=5 IP MTU 25 1504

32K VPN 0 MPLS BGP THAEIEHR
i#%: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart Z5MNYFTER&

81i: Hh#Rt/BGP

EiRE&FR: BR_VPNO_MPLS_BGP

R SiRHERENS Y14 VPN 0 MPLS BGP
533#1#3 VPNO MPLS BGP ThEEEIRIZE

2k S8 KE LE/E
EXEE X BERELTH vpnO_bgp _shutdown
AS S RERELTHA vpnO_bgp_as_num
B&HgE ID BEISRTH vpnO_bgp_router_id
IPv4 2 &t R 5] RAREH 2R/ 2
ik 251 I ElES ipv4 Bi%
P4 /48 BT 4% BNERETH bgp_tloc_ext_prefix_to_advertise
= ik RNEREETH vpnO_bgp_neighbor_addr
15AA IS EE A vpnO_bgp_neighbor_description
e AS EEISEEHR vpnO_bgp_neighbor_remote_as
ok A7) o) B
ik A7) 5 ipvd4 BfE
NUAER SRR 25 pa=]
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i) e il LE/E
RERAWR 25 DENY-ALL
X L e vpnO_bgp_neighbor_shutdown

S VPN THEERE R

i8%&: B& ASR1K, vEdge 2000, vEdge 5000, vManage F1 vSmart ZSMNYFTE &%

#E#: VPN/VPN

1EiR &% BR_VPN1
A ZHH VPN

N VPN 1 BRETHRERER

i S8 et TE/E
HEARE VPN 2F 1
BFR 25 RS54 VPN
158 ECMP 81z 25 Pay=
&#E OMP BEX 2R E
&5 25 A=
SCRIBISR KERBTH vpn1_omp_aggregate_prefix
CRIOCER 25 Pan=]
IPv4 B&E UES RNEREETH vpn1_lan_static_route_prefix|ma
[FRC A I T] skbits
ZES Lobrigzegail T—Bk
T—Bkitht RNEREETH vpn1_lan_next_hop_ip_addr

A LAN 20 1 THEEER
i#%: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart Z5MNYFTER&

#Ei#R: VPN/VPN BOKH

1EiRZ R BR_LAN_INT1

WEA: 33 LAN 0 1
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(bl

3 VPN 1 500 1 TR

ETIN S8 E3id] TE/E

BEXRE KA REREEH lan_int1_shutdown
BOAWR RERETH lan_int1_x|x_or_x|x.VLAN
%R BEREERA lan_int1_description

IPva BLE IPv4 it LB 3 B
IPv4 it BERELH lan_int1_ip_addr|maskbits

S DHCP #BEHi2F 25 10.4.48.10

3 LAN #2002 THEERER

i&%&: B& ASR1K, vEdge 2000, vEdge 5000, vManage f1 vSmart ZIMNIFTH8&
#iR: VPN/VPN $#00BIKR
#RiRA%: BR_LAN_INT2
WREA: 43 H# LAN 0 2
A VPN 1 30 2 ThEEER

il S St TE/E

EARE XA BERTLTH lan_int2_shutdown
EOR/R BEISRETH lan_int2_x|x_or_x|x.VLAN
15tAA BREIREEH lan_int2_description

IPv4 BicE IPv4 ik BERE B
IPv4 itk ISR EH lan_int2_ip_addr|maskbits

S DHCP #EENERF eS| 10.4.48.10

SZHH LAN #2001 VRRP LHEEER
i%%: B ASR1K, vEdge 2000, vEdge 5000, vManage 1 vSmart Z5MUFFBIRE

=4 VPN/VPN $5=00 BUKK

R AFR: BR_LAN_INT1_VRRP

HAEA: ¥4 LAN ##0 1 VRRP
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34K VPN 1 $#0 1 VRRP TREEIRIZRE

E) 5 e TE/E
BEXRE KA REREEH lan_int1_shutdown
BOAWR RERETH lan_int1_x|x_or_x|x.VLAN
%R BEIRERER lan_int1_description
IPva BLE IPv4 it LB 3 B
IPv4 it BERELH lan_int1_ip_addr|maskbits
S DHCP #BEHi2F 25 10.4.48.10
VRRP 4H 1D o) 1
&R BEISREH lan_int1_vrrp_priority
ERER OMP 25 KA
IRERATZRSR 25 Default-Route
IP bk REREEH lan_int1_vrrp_ip_addr

AN LAN £0 2 VRRP ThEEIER
i8%&: B& ASR1K, vEdge 2000, vEdge 5000, vManage F1 vSmart ZSMNYFTE &%

fR#RR: VPN/VPN $=00 BUKR

1EiR 4 #: BR_LAN_INT2_VRRP

%AEA: ¥4 LAN ## 2 VRRP

3483 VPN 1 $#0 2 VRRP TREEIRIZRE

Ei%) S St TE/ME
HARE X BEIRBTH lan_int2_shutdown
EORAMR BEREEH lan_int2_x|x_or_x|x.VLAN
15AA BREIREEH lan_int2_description
IPv4 FicE IPv4 it Bk B
IPv4 ik BEIRERER lan_int2_ip_addr/maskbits
S DHCP #EENERF eS| 10.4.48.10
VRRP ‘21D o) 2
&R BEISREHR lan_int2_vrrp_priority
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i) S8 ZERY TE/ME
IRER OMP 25 XA
RERRTZRSZR 25 Default-Route
IP bt HEEISEER lan_int2_vrrp_ip_addr

DA LAN R¥zOER

i%&: BR ASR1K. vEdge 2000, vEdge 5000. vManage #1 vSmart ZSMUFTER&
#HR: VPN/VPN #0OLUKM
&4 FR: BR_LAN_Parent_INT

WEA: 7332 # LAN 8280

73MH3 VPN 1 LAN REEATHRERER

2k S8 KR TE/E

BEXREE X fhe N lan_parent_int_shutdown
EOAM REREEH lan_parent_int_x|x
EA 25 LAN R0

=0 IP MTU 25 1504

AEHH LAN #iE VLAN DHCP RS 2RIHAEER
i%&: BR ASR1K. vEdge 2000, vEdge 5000. vManage #1 vSmart ZSMUFTER&

iR Hh#EHR/DHCP PR 23

##R4¥: BR_LAN_DATA_DHCP_Server
WEA: FTEUE VLAN B9 37414 LAN DHCP fR 5538
FAT#WE VLAN 8923232414 VPN 1 LAN DHCP BS523VIREMRAR

i) S8 et TE/E

HEARE ikt BEIRETH data_dhcp_addr_pool|maskbits
HepR bt HEISEEH data_dhcp_addr_exclude_range

SN 154 25 cisco.local
L OINTES IS LR data_dhcp_default_gateway
DNS 5523 £/ 10.4.48.10
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S HNH9 LAN iEF VLAN DHCP R 2EThREfER
i%%&: BR ASR1K. vEdge 2000. vEdge 5000. vManage 1 vSmart ZMNYFFBIRE

iR Hih#EHR/DHCP PR 33

& &#R: BR_LAN_VOICE_DHCP_Server

WHA: FATFiEE VLAN R95)32#1#5 LAN DHCP AR5

FITiES VLAN 895232414 VPN 1 LAN DHCP fR$528ThBEIRR

2k S8 it TE/E
HEARE Hhtibsth BEIRETH voice_dhcp_addr_pool|maskbits
HERR bt BERETLTH voice_dhcp_addr_exclude_range
=244 154 eSS cisco.local
EININTIES B EISRER voice_dhcp_default_gateway
DNS fR552% 5! 10.4.48.10
TFTP fR5528 35! 10.4.48.19

73144 LAN OSPF IhEERHR

i8%: B& ASR1K, vEdge 2000, vEdge 5000, vManage F1 vSmart ZSMNYFTER&

B’ HA#RiR/OSPF

iR & F: BR_LAN_OSPF

%AA: 23Z¥\# LAN OSPF

LAN OSPF ThEEtE R

s

B S8 KR TE/E

HARE B&Egs ID iR lan_ospf_router_id

BENK Wil 23 omp

Xz XS 25 0
®O/AZROBR RERETR lan_ospf_int_x|x
EOAZROREK REREEH lan_ospf_int_cost
#O/S%/OSPF M | £FThfIR RN R
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i) S8 ZERY TE/E
BEO/ SN/ SMRIE | @B ThdR message-digest
=Sl
BOMBEREEEHE | 2/ 22
#458 ID
EBO/BEREEERREE | FERETH lan_ospf_message_digest_key
=40
XissEE ik ISR TR lan_ospf_area_range_addr_0
S SEFHH (Mbps) 25 100000
KR 25 FE

AR EIRIR
iR&FAS: vEdge 5000
{517 4%: DC_Hybrid_BGP
WEA: EiEchil MPLS F1 INET - (£B#5F/S15M BGP
BRI LiREEIR: DC_Hybrid_BGP

ERER ERFEE AR AR
RE System_Template
HEIER Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
Foae ) Security_Template
VPNO DC_VPNO
VPN 0 DC_MPLS_Interface
VPN 0 DC_INET_Interface
VPN 512 VPN512_Template
VPN 0 VPN512_lInterface
VPN1 DC _VPN1

216



(bl

RIREE 1R FRE 1RIR AR
BGP DC_LAN_BGP
VPN $#0 DC_LAN_INT1
VPN #0 DC_LAN_INT2
VPN 0 LoopbackO

] Banner_Template

RS DC_Policy

TR

SNMP SNMP_Template

N XA EIRIR

Branch_A_MPLS_BGP_TLOCEXT_VRRP
FHTE: ISR 4351

iR & M: Branch_A_MPLS_BGP_TLOCEXT_VRRP
W SR IEML%ig&ES TLOC B, B4E MPLS BGP & LAN int4##1 VRRP

Branch_A_MPLS_BGP_TLOCEXT_VRRP i&&i&EtR

1R R R R AR AR
EX4 System_Template
AEIiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
zE Security_Template
VPNO VPN BR_VPNO
BGP BR_VPNO_MPLS_BGP
VPN &0 BR_MPLS_INT
VPN &0 BR_INET_INT
VPN ##0 BR_TLOC_EXT_INT
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IRAREE RRFEE 1RiR B IR
VPN ##0 BR_LAN_Parent_INT
VPN 512 VPN VPN512_Template
VPN ##0 VPN512_Interface
VPN1 VPN BR_VPN1
VPN #0 BR_LAN _INT1_VRRP
VPN $#0 BR_LAN _INT2_VRRP
VPN ##0 Loopback0
] Banner_Template
REE Branch_BGP_OSPF_Policy
SNMP SNMP_Template

Branch_A_INET_TLOCEXT_VRRP
FHTE: ISR 4351

w42 F: Branch_A_INET_TLOCEXT_VRRP
WHA: AN IEMIA%IZE RS TLOC § &, BA INET LA LAN in44F] VRRP

Branch_A_INET_TLOC_VRRP i&#&i&ix

ERER ERFER AR &R
EX4 System_Template
AEiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
zE Security_Template
VPNO VPN BR_VPNO
VPN $#0 BR_MPLS_INT
VPN 0 BR_INET_INT
VPN $#0 BR_TLOC_EXT_INT
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HRREE RRFEE &R AR
VPN ##0 BR_LAN_Parent_INT
VPN 512 VPN VPN512_Template
VPN ##0 VPN512_Interface
VPN1 VPN BR_VPN1
VPN #0 BR_LAN _INT1_VRRP
VPN $#0 BR_LAN _INT2_VRRP
VPN ##0 Loopback0
] Banner_Template
R Branch_Policy
SNMP SNMP_Template

Branch_B_MPLS_INET(DHCP)

FHTE: ISR 4331

15 %R: Branch_B_MPLS_INET(DHCP)

W ARHARIEMIA%IREES LM DHCP #itl, 85 LAN
Branch_B_MPLS_INET(DHCP)

it 1R F 2R iR AR
EN4 System_Template
AEiER Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
ze Security_Template
VPNO VPN BR_VPNO
VPN $##0 BR_MPLS_INT
VPN 0 BR_INET_INT_DHCP




(bl

R RRFEE &R AR
VPN 512 VPN VPN512_Template
VPN 0 VPN512_lInterface
VPN1 VPN BR_VPN1
VPN [0 BR_LAN_INT1
VPN ##0 LoopbackO
HEIE Banner_Template
RE] Branch_Policy
SNMP SNMP_Template

Branch_B_MPLS_INET(DHCP)_LAN(DHCP)
#EBE: vEdge 100B

E#RaFR: Branch_B_MPLS_INET(DHCP)_LAN(DHCP)

REA: XA IBMA%IZE RS EH:M DHCP i, BA& LAN th4¥F] DHCP fR55a:

Branch_B_MPLS_INET(DHCP)_LAN(DHCP) i&#&&tk

IR R R R AR AR

EX4 System_Template
BHEIC® Logging_Template
NTP NTP_Template
AAA AAA_Template

BFD BFD_Template

OMP OMP_Template

=z Security_Template

VPNO VPN BR_VPNO
VPN ##0 BR_MPLS_INT
VPN $#0 BR_INET_INT_DHCP
VPN ##0 BR_LAN_Parent_INT

VPN 512 VPN VPN512_Template
VPN 0 VPN512_lInterface




(bl

IRAREE R F LR 1RiR B IR

VPN1 VPN BR_VPN1
VPN [0 BR_LAN_INT1
VPN #£[0 > DHCP fR%88 BR_LAN_DATA_DHCP_Server
VPN [0 BR_LAN_INT2
VPN $#£[0 > DHCP R%2= BR_LAN_VOICE_DHCP_Server
VPN $#0 LoopbackO

] Banner_Template

RS Branch_Policy

SNMP SNMP_Template

Branch_C_MPLS_BGP_TLOCEXT_SublInt_OSPF

GZEIE: ISR 4351

4% Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF

REA: AN IHMAZIRFRS TLOC # /& Subint, A& MPLS BGP LU LAN i OSPF

Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF &&#&iR

1RREEY R F LR 1RIR AR
RE System_Template
HEIER Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
ze Security_Template
VPNO VPN BR_VPNO
BGP BR_VPNO_MPLS_BGP
VPN 0 BR_MPLS_INT
VPN #0 BR_INET_SUBINT
VPN ##0 BR_TLOC_EXT_INT




(bl

IRAREE RRFEE 1RiR B IR

VPN ##0 BR_WAN_Parent_INT
VPN 512 VPN VPN512_Template

VPN ##0 VPN512_Interface
VPN1 VPN BR_VPN1

OSPF BR_LAN_OSPF

VPN $#0 BR_LAN_INT1

VPN 0 LoopbackO
4] Banner_Template
REE Branch_BGP_OSPF_Policy
SNMP SNMP_Template

Branch_C_INET_TLOCEXT_Sublint_OSPF
HHTE: vEdge 1000

1 4aFR: Branch_C_INET_TLOCEXT_Sublint_OSPF
W SZNAEX IEMA%g&RES TLOC ¥ /& Subint, 8% INET AKX LAN &n OSPF

Branch_C_INET_TLOC_Subint_OSPF i&#&&#x

R R ERTFEE AR AR
EX4 System_Template
AEiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
zE Security_Template
VPNO VPN BR_VPNO
VPN $#0 BR_MPLS_SUBINT
VPN 0 BR_INET_INT
VPN $#0 BR_TLOC_EXT_INT
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IRAREE RRFEE 1RiR B IR

VPN ##0 BR_WAN_Parent_INT
VPN 512 VPN VPN512_Template

VPN ##0 VPN512_Interface
VPN1 VPN BR_VPN1

OSPF BR_LAN_OSPF

VPN $#0 BR_LAN_INT1

VPN 0 LoopbackO
4] Banner_Template
REE Branch_BGP_OSPF_Policy
SNMP SNMP_Template

Branch_D_MPLS_CE_INET_LAN-Static-Routing
RFHE: vEdge 100 B

AR Branch_D_MPLS_CE_INET_LAN-Static-Routingg

WA ARUAREMa%IRERES, RERERT LAN K MPLS CE fIEZSEH

Branch_D_MPLS_CE_INET_LAN-Static-Routing iZ& &k

IRAREE RRFEE RARB IR
EX4 System_Template
AEiEH Logging_Template
NTP NTP_Template
AAA AAA_Template
BFD BFD_Template
OMP OMP_Template
zE Security_Template
VPNO VPN BR_VPNO
VPN ##0 BR_MPLS_INT
VPN #0 BR_INET_INT
VPN 512 VPN VPN512_Template
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IRAREE RRFEE 1RiR B IR
VPN ##0 VPN512_Interface
VPN1 VPN BR_VPNT
VPN &0 BR_LAN_INT1
VPN 0 LoopbackO
] Banner_Template
RS Branch_Policy
SNMP SNMP_Template

HEFLEZEE

DC1-WE1: DC_Hybrid_BGP

RO 1 TIENASIRE 1 IRERREEE

T8 &
Hostname(system_host_name) dc1-we1
Latitude(system_latitude) 37.409284
Longitude(system_longitude) -121.928528
Device Groups(system_device_groups) DC,v5000,US,West,UG3,Primary
System IP(system_system_ip) 10.255.241.101
Site ID(system_site_id) 110001

Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) O

Console Baud Rate (bps) (system_console_baud_rate) 115200
Address(vpn0_mpls_next_hop_ip_addr) 10.4.1.1
Address(vpnO_inet_next_hop_ip_addr) 10.4.1.5
Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits) 10.4.1.2/30
Preference(vpnO_mpls_tunnel_ipsec_preference)* 0
Shutdown(vpnO_mpls_int_shutdown) O

Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 1000000
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Bandwidth 1000000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_inet_int_x|x) ge0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits) 10.4.1.6/30
Preference(vpn_inet_tunnel_ipsec_preference)* 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 1000000
Bandwidth 1000000

Downstream(vpnO_inet_int_bandwidth_down)

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

mgmtO

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.167/23

AS Number(lan_bgp_as_num)

65113

Shutdown(bgp_shutdown)

O

Router ID(lan_bgp_router_id)

10.255.241.101

Network Prefix(lan_bgp_network_lo_addr|maskbits)

10.255.241.101/32

Address(lan_bgp_neighbor1_addr) 10.4.1.9
Address(lan_bgp_neighbor2_addr) 10.4.1.13
Description(lan_bgp_neighbor1_description) Agg-Switch1
Description(lan_bgp_neighbor2_description) Agg-Switch2
Shutdown(lan_bgp_neighbor1_shutdown) O
Shutdown(lan_bgp_neighbor2_shutdown) O

Remote AS(lan_bgp_neighbor1_remote_as) 65112
Remote AS(lan_bgp_neighbor2_remote_as) 65112
Password(lan_bgp_neighbor1_password) cisco123
Password(lan_bgp_neighbor2_password) cisco123
Interface Name(lan_int1_x|x) ge0/4

Description(lan_int1_description)

To DC1-SW1 G1/0/11

Shutdown(lan_int1_shutdown)

O
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T8 &

IPv4 Address(lan_int1_ip_addr|maskbits) 10.4.1.10/30
Interface Name(lan_int2_x|x) ge0/5
Description(lan_int2_description) To DC1-SW2 G1/0/11
IPv4 Address(lan_int2_ip_addr|maskbits) 10.4.1.14/30
Shutdown(vpn1_lan_int2_shutdown) O

IPv4 Address(lo0_int_ip_addr|maskbits) 10.255.241.101/32
Shutdown(snmp_shutdown) O

Name of Device for SNMP(snmp_device_name) DC1-WE1

Location of Device(snmp_device_location) Datacenter 1

* X IPSec BFEEEN, BEE— AT 0 WEF (FERfFIHH 100) UEELIREREHAE, MR DPI
BYXSFRIE

DC1-WE2: DC_Hybrid_BGP

RO 1 TIENASIRE 2 RERREEE

T8 &

Hostname(system_host_name) dc1-we?2

Latitude(system_latitude) 37.409284
Longitude(system_longitude) -121.928528

Device Groups(system_device_groups) DC,v5000,US,West,UG2,Secondary
System IP(system_system_ip) 10.255.241.102

Site ID(system_site_id) 110001

Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) O

Console Baud Rate (bps)(system_console_baud_rate) 115200

Address(vpn0_mpls_next_hop_ip_addr) 10.4.2.1
Address(vpnO_inet_next_hop_ip_addr) 10.4.2.5
Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits) 10.4.2.2/30
Preference(vpnO_mpls_tunnel_ipsec_preference) 0
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Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 1000000
Bandwidth 1000000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_inet_int_x|x) ge0/0
IPv4 Address(vpnO_inet_int_ip_addr|maskbits) 10.4.2.6/30
Preference(vpn_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 1000000
Bandwidth 1000000

Downstream(vpnO_inet_int_bandwidth_down)

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

mgmt0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.168/23

AS Number(lan_bgp_as_num)

65113

Shutdown(lan_bgp_shutdown)

O

Router ID(lan_bgp_router_id)

10.255.241.102

Network Prefix(lan_bgp_network_lo_addr|maskbits)

10.255.241.102/32

Address(lan_bgp_neighbor1_addr) 10.4.2.9
Address(lan_bgp_neighbor2_addr) 10.4.2.13
Description(lan_bgp_neighbor1_description) Agg-Switch1
Description(lan_bgp_neighbor2_description) Agg-Switch2
Shutdown(lan_bgp_neighbor1_shutdown) O
Shutdown(lan_bgp_neighbor2_shutdown) O

Remote AS(lan_bgp_neighbor1_remote_as) 65112
Remote AS(lan_bgp_neighbor2_remote_as) 65112
Password(lan_bgp_neighbor1_password) cisco123
Password(lan_bgp_neighbor2_password) cisco123
Interface Name(lan_int1_x|x) ge0/4
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Description(lan_int1_description)

To DC1-SW1 G1/0/12

Shutdown(lan_int1_shutdown) O
IPv4 Address(lan_int1_ip_addr|maskbits) 10.4.2.10/30
Interface Name(lan_int2_x|x) ge0/5

Description(lan_int2_description)

To DC1-SW2 G1/0/12

IPv4 Address(lan_int2_ip_addr|maskbits)

10.4.2.14/30

Shutdown(lan_int2_shutdown)

O

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.241.102/32

Shutdown(snmp_shutdown)

O

Name of Device for SNMP(snmp_device_name)

DC1-WE2

Location of Device(snmp_device_location)

Datacenter 1

NI EEE
BR1-WE1: Branch_A_MPLS_BGP_TLOCEXT_VRRP

AN 1 TENASIRE 1 IRERIREEE

TE =]
Hostname(system_host_name) br1-we1
Latitude(system_latitude) 33.4484
Longitude(system_longitude) -112.0740

Device Groups(system_device_groups)

BRANCH,ISR4K,US,West,UG5,Primary

System IP(system_system_ip)

10.255.241.11

Site ID(system_site_id) 112001
Port Offset(system_port_offset) 1

Port Hopping(system_port_hop) %]
Console Baud Rate (bps)(system_console_baud_rate) 9600

Address(vpn0_mpls_next_hop_ip_addr)

192.168.101.1

Address(vpnO_inet_next_hop_ip_addr) 10.101.2.2
AS Number(vpn0_bgp_as_num) 65201
Shutdown(vpn0_bgp_shutdown) O
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Router ID(vpn_bgp_router_id)

10.255.241.11

Address(vpn0_bgp_neighbor_addr)

192.168.101.1

Description(vpnO_bgp_neighbor_description)

MPLS BGP Service Provider

Shutdown(vpn0_bgp_neighbor_shutdown)

O

Remote AS(vpnO_bgp_neighbor_remote_as)

102

Network Prefix(bgp_tloc_ext_prefix_to_advertise)

10.101.1.0/30

Interface Name(vpnO_inet_int_x]|x)

GigabitEthernet0/0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

10.101.2.1/30

NAT O
Preference(vpnO_inet_tunnel_ipsec_preference)* 0
Shutdown(vpnO_inet_int_shutdown) O

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000

Bandwidth 500000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x) GigabitEthernet0/0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

192.168.101.2/30

Preference(vpn0O_mpls_tunnel_ipsec_preference)* 0
Shutdown(vpnO_mpls_int_shutdown) O

Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000

Bandwidth 500000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_tloc_ext_int_x|x_or_x|x.VLAN) GigabitEthernet0/1/0

IPv4 Address(vpnO_tloc_ext_int_ip_addr|maskbits)

10.101.1.1/30

TLOC Extension(vpnO_tloc_ext_wan_int_x|x) GigabitEthernet0/0/2
Shutdown(vpnO_tloc_ext_int_shutdown) O
Interface Name(lan_parent_int_x|x) GigabitEthernet0/0/1
Shutdown(lan_parent_int_shutdown) O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_ x|x)

GigabitEthernet0

229




(bl

TE

=

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.143/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix)

10.101.0.0/16

Interface Name(lan_int1_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.10

Description(lan_int1_description)

Data Vlan

IPv4 Address(lan_int1_ip_addr|maskbits)

10.101.10.2/24

Shutdown(lan_int1_shutdown) O

Group ID(vpn_if_vrrp_grpid) 1
Priority(lan_int1_vrrp_priority) 200

IP Address(lan_int1_vrrp_ip_addr) 10.101.10.1

Interface Name(lan_int2_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.20

Description(lan_int2_description)

Voice Vlan

IPv4 Address(lan_int2_ip_addr|maskbits)

10.101.20.2/24

Shutdown(lan_int2_shutdown) O

Group ID(vpn_if_vrrp_grpid) 2
Priority(lan_int2_vrrp_priority) 200

IP Address(lan_int2_vrrp_ip_addr) 10.101.20.1

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.241.11/32

Shutdown(snmp_shutdown) O
Name of Device for SNMP(snmp_device_name) BR1-WE1
Location of Device(snmp_device_location) Branch 1

* ¥ IPSec BEEEN, BECE AT 0 WEF (FERFIdH 100) MUEEIIRERBHTE, NMHHER DPI
BYXSFRIE
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BR1-WE2: Branch_A_INET_TLOCEXT_VRRP

N 1 TENA%IRE 2 RERIREEE

TE =]
Hostname(system_host_name) br1-we2
Latitude(system_latitude) 33.4484
Longitude(system_longitude) -112.0740

Device Groups(system_device_groups)

BRANCH,ISR4K,US,West,UG4,Secondary

System IP(system_system_ip)

10.255.241.12

Site ID(system_site_id) 112001

Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) %]

Console Baud Rate (bps)(system_console_baud_rate) 9600
Address(vpn0_mpls_next_hop_ip_addr) 10.101.1.1
Address(vpnO_inet_next_hop_ip_addr) 64.100.101.1
Interface Name(vpnO_inet_int_x|x) GigabitEthernet0/0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

64.100.101.2/28

NAT 4}
Preference(vpnO_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000

Bandwidth 500000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x) GigabitEthernet0/0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

10.101.1.2/30

Preference(vpnO_mpls_tunnel_ipsec_preference) 0
Shutdown(vpnO_mpls_int_shutdown) O

Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000

Bandwidth 500000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_tloc_ext_int_x|x_or_x|x.VLAN) GigabitEthernet0/1/0
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IPv4 Address(vpnO_tloc_ext_int_ip_addr|maskbits)

10.101.2.2/30

TLOC Extension(vpnO_tloc_ext_wan_int_x|x) GigabitEthernet0/0/0
Shutdown(vpnO_tloc_ext_int_shutdown) O
Interface Name(lan_parent_int_x|x) GigabitEthernet0/0/1
Shutdown(lan_parent_int_shutdown) O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

GigabitEthernet0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.144/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix) [optional]

10.101.0.0/16

Interface Name(lan_int1_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.10

Description(lan_int1_description)

Data Vlan

IPv4 Address(lan_int1_ip_addr|maskbits)

10.101.10.3/24

Shutdown(lan_int1_shutdown) O
Priority(lan_int1_vrrp_priority) 100
IP Address(lan_int1_vrrp_ip_addr) 10.101.10.1

Interface Name(lan_int2_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1.20

Description(lan_int2_description)

Voice Vlan

IPv4 Address(lan_int2_ip_addr|maskbits)

10.101.20.3/24

Shutdown(lan_int2_shutdown) O
Priority(lan_int2_vrrp_priority) 100
IP Address(lan_int2_vrrp_ip_addr) 10.101.20.1

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.241.12/32

Shutdown (snmp_shutdown) O
Name of Device for SNMP(snmp_device_name) BR1-WE2
Location of Device(snmp_device_location) Branch 1
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BR2-WE1: Branch_B_MPLS_INET(DHCP)

XM 2 T EMNSZRE 1 1RERIREEE

TE &

Hostname(system_host_name) br2-we1
Latitude(system_latitude) 33.4484
Longitude(system_longitude) -97.335

Device Groups(system_device_groups)

BRANCH,ISR4K,US,West,UG4,Primary

System IP(system_system_ip)

10.255.241.21

Site ID(system_site_id) 111002
Port Offset(system_port_offset) 0

Port Hopping(system_port_hop) |
Console Baud Rate (bps)(system_console_baud_rate) 9600

Address(vpn0_mpls_next_hop_ip_addr)

192.168.102.1

Address(vpnO_inet_next_hop_ip_addr)* 64.100.102.1
Interface Name(vpnO_inet_int_x|x) GigabitEthernet0/0/0
Preference(vpnO_inet_tunnel_ipsec_preference) 0

NAT O
Shutdown(vpnO_inet_int_shutdown) O

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 100000

Bandwidth 200000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x) GigabitEthernet0/0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

192.168.102.2/30

Downstream(vpnO_mpls_int_bandwidth_down)

Preference(vpnO_mpls_tunnel_ipsec_preference 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 100000
Bandwidth 200000

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_ x/x)

GigabitEthernetO

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.134/23
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Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix) [optional]

10.102.0.0/16

Interface Name(lan_int1_x|x_or_x|x.VLAN)

GigabitEthernet0/0/1

Description(lan_int1_description)

To Switch BR2-SW1

IPv4 Address(lan_int1_ip_addr|maskbits)

10.102.10.1/24

Shutdown(lan_int1_shutdown)

O

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.241.21/32

Shutdown (snmp_shutdown) O
Name of Device for SNMP(snmp_device_name) BR2-WE1
Location of Device(snmp_device_location) Branch 2

BR3-WE1: Branch_B_MPLS_INET(DHCP)_LAN(DHCP)

N 3 TTEMASIRE 1 RERIREEE

* HE B EMEHHERAEM T —BE; M DHCP WEIRMENES IP WX ERBSILE.

TE =]
Hostname(system_host_name) br3-we1
Latitude(system_latitude) 33.4484
Longitude(system_longitude) -112.0740

Device Groups(system_device_groups)

BRANCH,v100,US,West,UG5,Primary

System IP(system_system_ip)

10.255.241.31

Site ID(system_site_id) 113003
Port Offset(system_port_offset) 0
Port Hopping(system_port_hop) %]
Console Baud Rate (bps)(system_console_baud_rate) 115200

Address(vpn0_mpls_next_hop_ip_addr)

192.168.103.1

Address(vpnO_inet_next_hop_ip_addr)* 64.100.103.1
Interface Name(vpnO_inet_int_x|x) ge0/4
NAT O
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Preference(vpnO_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000
Bandwidth 500000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

192.168.103.2/30

Preference(vpn0O_mpls_tunnel_ipsec_preference) 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000
Bandwidth 500000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(lan_parent_int_x|x) ge0/0
Shutdown(lan_parent_int_shutdown) O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

ge0/1

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.153/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix) [optional]

10.103.0.0/16

Interface Name(lan_int1_x|x_or_x|x.VLAN)

ge0/0.10

Description(lan_int1_description)

Data Vlan

IPv4 Address(vpn_int1_ip_addr|maskbits)

10.103.10.1/24

Shutdown(vpn1_lan_int1_shutdown)

O

data_dhcp_address_pool_maskbits

10.103.10.0/24

data_dhcp_address_exclude_range

10.103.10.1-10.103.10.50,10.103.10.101-
10.103.10.255

data_dhcp_default_gateway 10.103.10.1
Interface Name(lan_int2_x|x_or_x|x.VLAN) ge0/0.20
Description(lan_int2_description) Voice Vlan
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BR4-WE1: Branch_C_MPLS_BGP_TLOCEXT_Subint_OSPF

TE

=

IPv4 Address(lan_int2_ip_addr|maskbits)

10.103.20.1/24

Shutdown(lan_int2_shutdown)

O

voice_dhcp_address_pool_maskbits

10.103.20.0/24

voice_dhcp_address_exclude_range

10.103.20.1

voice_dhcp_default_gateway

10.103.20.1

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.241.31/32

Shutdown (snmp_shutdown) O
Name of Device for SNMP(snmp_device_name) BR3-WET1
Location of Device(snmp_device_location) Branch 3

NXHM 4 T EMNEZRE 1 1RERIREEE

* HE B EMEHERAYEM T —BE; M DHCP WEIMENE IP MXENBSIE.

TE &
Hostname(system_host_name) br4-we1
Latitude(system_latitude) 33.754
Longitude(system_longitude) -84.386

Device Groups(system_device_groups)

BRANCH,ISR4K,US,East,UG5,Primary

System IP(system_system_ip)

10.255.242.41

Site ID(system_site_id) 122004
Port Offset(system_port_offset) 1

Port Hopping(system_port_hop) |
Console Baud Rate (bps)(system_console_baud_rate) 9600

Address(vpn0_mpls_next_hop_ip_addr)

192.168.104.1

Address(vpnO_inet_next_hop_ip_addr) 10.104.2.2
AS Number(vpn0_bgp_as_num) 65204
Shutdown(vpn0_bgp_shutdown) O

Router ID(vpn_bgp_router_id)

10.255.242.41

Address(vpn0_bgp_neighbor_address)

192.168.104.1
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Description(vpn0_bgp_neighbor_description)

MPLS BGP Service Provider

Shutdown(vpn0_bgp_neighbor_shutdown)

O

Remote AS(vpn0O_bgp_neighbor_remote_as)

102

Network Prefix(bgp_tloc_ext_prefix_to_advertise)

10.104.1.0/30

Interface Name(vpnO_mpls_int_x|x)

GigabitEthernet0/0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

192.168.104.2/30

Preference(vpn0O_mpls_tunnel_ipsec_preference)* 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000
Bandwidth 500000

Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_inet_int_x|x.VLAN)

GigabitEthernet0/0/0.102

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

10.104.2.1/30

NAT O
Preference(vpnO_inet_tunnel_ipsec_preference)* 0
Shutdown(vpnO_inet_int_shutdown) O

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000

Bandwidth 500000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_wan_parent_int_x|x) GigabitEthernet0/0/0
Shutdown(vpn0_wan_parent_int_shutdown) O

Interface Name(vpnO_tloc_ext_int_x|x_or_x|x.VLAN)

GigabitEthernet0/0/0.101

IPv4 Address(vpnO_tloc_ext_int_ip_addr|maskbits)

10.104.1.1/30

TLOC Extension(vpnO_tloc_ext_wan_int_x|x)

GigabitEthernet0/0/2

Shutdown(vpnO_tloc_ext_int_shutdown)

O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

GigabitEthernet0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.145/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]
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Address(vpn1_lan_next_hop_ip_addr) [optional]
Prefix(vpn1_omp_aggregate_prefix) [optional] 10.104.0.0/16
Router ID(lan_ospf_router_id) 10.255.242.41
Interface Name(lan_ospf_int_x|x) GigabitEthernet0/0/1
Interface Cost(lan_ospf_int_cost) 1

Message Digest Key(lan_ospf_message_digest_key) cisco123
Address(lan_ospf_area_range_address_0) 10.104.0.0/16
Interface Name(lan_int1_x|x_or_x|x.VLAN) GigabitEthernet0/0/1
Description(lan_int1_description) To LAN-SW

IPv4 Address(lan_int1_ip_addr|maskbits) 10.104.0.2/30
Shutdown(vpn1_lan_int1_shutdown) O

IPv4 Address(lo0_int_ip_addr|maskbits) 10.255.242.41/32
Shutdown (snmp_shutdown) O

Name of Device for SNMP(snmp_device_name) BR4-WE1

Location of Device(snmp_device_location) Branch 4
vedgePolicy/ospf_metric 10

* ¥ IPSec BHEE RN, BEEE—MAT 0 WEF (ERBIFH 100) UEELIZFRKHTE, MmHR DPI
HIFSFRIE,

BR4-WE2: Branch_C_INET_TLOCEXT_SubInt_OSPF

AZHME 4 T EWMDGRE 2 REERTE

T8 &

Hostname(system_host_name) br4-we?2

Latitude(system_latitude) 33.754

Longitude(system_longitude) -84.386

Device Groups(system_device_groups) BRANCH,v1000,US,East,UG4,Secondary
System IP(system_system_ip) 10.255.242.42

Site ID(system_site_id) 122004

Port Offset(system_port_offset) 0
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Port Hopping(system_port_hop) |

Console Baud Rate (bps)(system_console_baud_rate) 115200
Address(vpn0_mpls_next_hop_ip_addr) 10.104.1.1
Address(vpn0O_inet_next_hop_ip_addr) 64.100.104.1
Interface Name(vpnO_inet_int_x|x_or_x|x.VLAN) ge0/0

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

64.100.104.2/28

NAT 4}
Preference(vpnO_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown) O
Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 500000
Bandwidth 500000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x.VLAN) ge0/2.101

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

10.104.1.2/30

Preference(vpnO_mpls_tunnel_ipsec_preference 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 500000
Bandwidth 500000
Downstream(vpnO_mpls_int_bandwidth_down)

Interface Name(vpnO_tloc_ext_int_x|x_or_x|x.VLAN) ge0/2.102

IPv4 Address(vpnO_tloc_ext_int_ip_addr|maskbits)

10.104.2.2/30

TLOC Extension(vpnO_tloc_ext_wan_int_x|x) ge0/0
Shutdown(vpnO_tloc_ext_int_shutdown) O
Interface Name(vpnO_wan_parent_int_x|x) ge0/2
Shutdown(vpnO_wan_parent_int_shutdown) O

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x)

mgmt0

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.162/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]
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Address(vpn1_lan_next_hop_ip_addr) [optional]

Prefix(vpn1_omp_aggregate_prefix) [optional]

10.104.0.0/16

Router ID(lan_ospf_router_id)

10.255.242.42

Interface Name(lan_ospf_int_x|x) ge0/4
Interface Cost(lan_ospf_int_cost) 1
Message Digest Key(lan_ospf_message_digest_key) cisco123

Address(lan_ospf_area_range_address_0)

10.104.0.0/16

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.242.42/32

Interface Name(lan_int1_x|x_or_x|x.VLAN)

ge0/4

Description(lan_int1_description)

To LAN-SW

IPv4 Address(vpn_int1_ip_addr|maskbits)

10.104.0.6/30

Shutdown(vpn1_lan_int1_shutdown) O

Shutdown (snmp_shutdown) O

Name of Device for SNMP(snmp_device_name) BR4-WE2

Location of Device(snmp_device_location) Branch 4

vedgePolicy/ospf_metric 20
BR5-WE1: Branch_D_MPLS_CE_INET_LAN-Static-Routing

A b IEMNINEIEE 1 1RERIREEE

T8 &

Hostname(system_host_name) br5-we1

Latitude(system_latitude) 37.6461

Longitude(system_longitude) -77.511

Device Groups(system_device_groups)

BRANCH,v100,US,East,UG1,Primary

System IP(system_system_ip)

10.255.242.51

Site ID(system_site_id) 121005
Port Offset(system_port_offset) 0
Port Hopping(system_port_hop) |
Console Baud Rate (bps)(system_console_baud_rate) 115200
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Address(vpn0_mpls_next_hop_ip_addr) 10.105.1.1
Address(vpnO_inet_next_hop_ip_addr) 64.100.105.1
Interface Name(vpnO_inet_int_x|x) ge0/4

IPv4 Address(vpnO_inet_int_ip_addr|maskbits)

64.100.105.2/28

NAT O
Preference(vpnO_inet_tunnel_ipsec_preference) 0
Shutdown(vpnO_inet_int_shutdown)

Bandwidth Upstream(vpnO_inet_int_bandwidth_up) 1000000
Bandwidth 3000000
Downstream(vpnO_inet_int_bandwidth_down)

Interface Name(vpnO_mpls_int_x|x) ge0/2

IPv4 Address(vpnO_mpls_int_ip_addr|maskbits)

10.105.1.2/30

Preference(vpnO_mpls_tunnel_ipsec_preference 0
Shutdown(vpnO_mpls_int_shutdown) O
Bandwidth Upstream(vpnO_mpls_int_bandwidth_up) 1000000
Bandwidth 3000000

Downstream(vpnO_mpls_int_bandwidth_down)

Address(vpn512_mgt_next_hop_ip_addr)

192.168.255.1

Interface Name(vpn512_mgt_int_x|x_or_x|x)

ge0/1

IPv4 Address (vpn512_mgt_int_ip_addr|maskbits)

192.168.255.156/23

Prefix(vpn1_lan_static_route_prefix|maskbits) [optional]

10.105.0.0/16

Address(vpn1_br_next_hop_ip_addr) [optional] 10.105.0.1
Prefix(vpn1_omp_aggregate_prefix) [optional]

Interface Name(lan_int1_x|x_or_x|x.VLAN) ge0/0
Description(lan_int1_description) To LAN-SW

IPv4 Address(lan_int1_ip_addr|maskbits)

10.105.0.2/30

Shutdown(vpn1_lan_int1_shutdown)

O

IPv4 Address(lo0_int_ip_addr|maskbits)

10.255.242.51/32

Shutdown (snmp_shutdown)

O
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Name of Device for SNMP(snmp_device_name) BR5-WE1
Location of Device(snmp_device_location) Branch 5

sk H: T i MhzigHss CLl FWECE

DC1-WE1

system

host-name dcl-wel
gps-location latitude 37.409284

gps-location longitude -121.928528

device-groups DC Primary UG3
system-ip 10.255.241.101
site-id 110001

admin-tech-on-failure
no route-consistency-check
sp-organization-name "ENB-Solutions
organization-name "ENB-Solutions
no port-hop
vbond vbond-21615.cisco.net
aaa
auth-order local
usergroup basic
task system read write
task interface read write
!
usergroup netadmin
|
usergroup operator
task system read
task interface read
task policy read
task routing read

task security read

user admin password [Eﬂﬁ@ﬂ}

US West v5000

- 21615"
- 21615"
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user netadminl

password [netadminl BH5)
group netadmin
!

user operl

password [operl BHg]

group operator

|
logging
disk
enable
!
server 10.4.48.13
vpn 1
source-interface loopback0
exit
|
ntp
server time.nist.gov
version 4

exit

!
bfd app-route poll-interval 120000
omp

no shutdown
send-path-limit 16
ecmp-limit 16
graceful-restart
|
security

ipsec

replay-window 4096

authentication-type shal-hmac ah-shal-hmac ah-no-id none

snmp
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no shutdown
name DC1-WE1L
location "Datacenter 1"
view isoALL
oid 1.3.6.1
!
community clscol23
view isoALL
authorization read-only
!
trap target vpn 1 10.4.48.13 162
group-name SNMP-GRP
community-name clscol23
source-interface loopback0
!
trap group SNMP-GRP
all
level critical major minor
exit
exit
!
banner
motd "This is a private network. It is for authorized use only."
!
vpn 0
name "Transport VPN"
dns 64.100.100.125 primary
dns 64.100.100.126 secondary
ecmp-hash-key layer4
interface ge0/0
description "Internet Interface"
ip address 10.4.1.6/30
tunnel-interface
encapsulation ipsec preference 100
color biz-internet
no allow-service bgp
no allow-service dhcp
allow-service dns

allow-service icmp
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no allow-service sshd

no allow-service netconf
allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

clear-dont-fragment

no shutdown

gos-map QOS
rewrite-rule QOS-REWRITE
bandwidth-upstream 1000000

bandwidth-downstream 1000000

interface ge0/2

description "MPLS Interface"

ip address 10.4.1.2/30

tunnel-interface

encapsulation ipsec preference 100

color mpls restrict

no allow-service bgp

no allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
allow-service ntp

no allow-service ospf
no allow-service stun
allow-service https

|

clear-dont-fragment

no shutdown

gos-map Q0S

rewrite-rule QOS-REWRITE

bandwidth-upstream 1000000

bandwidth-downstream 1000000

ip route 0.0.0.0/0 10.4.1.1
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ip route 0.0.0.0/0 10.4.1.5
!
vpn 1
name "Service VPN 1"
ecmp-hash-key layer4
router
bgp 65113
router-id 10.255.241.101
propagate-aspath
address-family ipv4-unicast
network 10.255.241.101/32
maximum-paths paths 2
redistribute omp route-policy BGP PRIMARY WEDGE
!
neighbor 10.4.1.9
description Agg-Switchl
no shutdown
remote-as 65112
timers
keepalive 3
holdtime 9
!
password $85U14PnNm2A217VzXLNANUcsxgO9rWg92MX8ukYNrfOak=
address-family ipv4-unicast

route-policy BGP-POLICY-IN in

!
neighbor 10.4.1.13
description Agg-Switch?2
no shutdown
remote-as 65112
timers
keepalive 3
holdtime 9
!
password $8$9UEXCPpP2QMNRW1UYX76YCcDbKJIR/X+HCngpADfbC2Rx0=
address-family ipv4-unicast

route-policy BGP-POLICY-IN in
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!
interface ge0/4
description "To DC1-SWl G1/0/11"
ip address 10.4.1.10/30
no shutdown
!
interface ge0/5
description "To DC1-SW2 G1/0/11"
ip address 10.4.1.14/30
no shutdown
!
interface loopback0
ip address 10.255.241.101/32

no shutdown

omp

advertise bgp

!
vpn 512
name "Management VPN"
interface mgmtO
description "Management Interface"
ip address 192.168.255.167/23
no shutdown
!
ip route 0.0.0.0/0 192.168.255.1
|
policy
app-visibility
flow-visibility
cloud-qgos
lists
prefix-list MPLS-Transport
ip-prefix 10.4.1.0/30
ip-prefix 10.4.2.0/30
ip-prefix 10.101.1.0/30
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ip-prefix 10.104.1.0/30
ip-prefix 10.105.1.0/30
ip-prefix 192.168.0.0/16 le 32
!

as-path-list Local-Routes
as-path 765112$

!

community-list Non-SD-WAN-Sites

community 101:101

!
route-policy BGP-POLICY-IN
sequence 1
match
address MPLS-Transport
|
action reject
!
|
sequence 11
match
community Non-SD-WAN-Sites
|
action accept
!
|
sequence 21
match
as-path Local-Routes
|
action accept
set

community 1:100

!
default-action reject
|

route-policy BGP PRIMARY WEDGE
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sequence 1
action accept
set

metric 50

|
default-action reject
!
route-policy BGP SECONDARY WEDGE
sequence 1
action accept
set

metric 100

|

default-action reject
|
class-map

class QueueO queue 0

class CRITICAL DATA queue 1

class Queuel queue 1

class BULK queue 2

class Queue2 queue 2

class CLASS DEFAULT queue 3

class Queue3 queue 3

class INTERACTIVE VIDEO queue 4
class Queue4 queue 4

class CONTROL SIGNALING queue 5
class Queueb queue 5
|
rewrite-rule QOS-REWRITE

class BULK low dscp 10 layer-2-cos 1
class BULK high dscp 10 layer-2-cos 1
class CLASS DEFAULT low dscp O

class CLASS DEFAULT high dscp 0
class CONTROL SIGNALING low dscp 18 layer-2-cos 2

class CONTROL SIGNALING high dscp 18 layer-2-cos 2
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class CRITICAL DATA low dscp 18 layer-2-cos 2
class CRITICAL DATA high dscp 18 layer-2-cos 2
class INTERACTIVE VIDEO low dscp 34 layer-2-cos 4
class INTERACTIVE VIDEO high dscp 34 layer-2-cos 4
!
gos—-scheduler Q0S 0

class Queuel

bandwidth-percent 10

buffer-percent 10

scheduling 1lg

!
gos-scheduler QOS 1

class Queuel

bandwidth-percent 30

buffer-percent 30

drops red-drop

!
gos-scheduler QOS 2

class Queue?2

bandwidth-percent 10

buffer-percent 10

drops red-drop

!

gos-scheduler Q0S 3

class Queue3

bandwidth-percent 20

buffer-percent 20

drops red-drop

!

gos—-scheduler QOS 4

class Queued

bandwidth-percent 20

buffer-percent 20

drops red-drop

!

gos-scheduler QOS 5

class Queueb

bandwidth-percent 10

buffer-percent 10
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!

gos-map QOS
gos-scheduler
gos-scheduler
gos-scheduler
gos-scheduler
gos-scheduler

gos-scheduler

BR1-WE1
system

host-name

Q0S 0
QoS 1
QoS 2
Q0s_3
Q0S4
Q0S5

brl-wel

gps-location latitude 33.4484

gps-location longitude -112.074

device-groups
system-ip
overlay-id

site-id

control-session-pps

admin-tech-on-failure

sp-organization-name

organization-name

console-baud-rate

vbond vbond-21615.cisco.net port 12346

banner login c c

banner motd c¢ "This is a private network.

no service pad

BRANCH ISR4K Primary UG5 US West

10.255.241.11
1

112001

300

"ENB-Solutions - 21615"

"ENB-Solutions - 21615"

9600

service password-encryption

service timestamps debug datetime msec

service timestamps log datetime msec

no service tcp-small-servers

no service udp-small-servers

hostname brl-we

vrf definition

1

1

description Service VPN

rd 1:

1

It is for authorized use only." c
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address-family ipv4
exit-address-family
!

address-family ipv6

exit-address-family

!
vrf definition Mgmt-intf
description Management VPN
rd 1:512
address-family ipv4
exit-address-family
!
address-family ipvé

exit-address-family

no ip dhcp use class

ip name-server 64.100.100.125 64.100.100.126
ip prefix-list Default-Route permit 0.0.0.0/0
ip route 0.0.0.0 0.0.0.0 10.101.2.2 1

ip route 0.0.0.0 0.0.0.0 192.168.101.1 1

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 192.168.255.1 1
no ip rsvp signalling rate-limit

class-map match-any BULK

match gos-group 2

!

class-map match-any CLASS DEFAULT

match gos-group 3

!

class-map match-any CONTROL SIGNALING

match gos-group 5

!

class-map match-any CRITICAL_ DATA

match gos-group 1

!

class-map match-any INTERACTIVE VIDEO

match gos-group 4
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class-map match-any VOICE
match gos-group 0
!
policy-map QOS
class BULK
random-detect
bandwidth percent 10
!
class CLASS DEFAULT
random-detect
bandwidth percent 20
!
class CONTROL SIGNALING
bandwidth percent 10
!
class CRITICAL DATA
random-detect
bandwidth percent 30
!
class INTERACTIVE_VIDEO
random-detect
bandwidth percent 20
!
class VOICE

priority percent 10

!
interface GigabitEthernetO
description Management Interface
no shutdown

arp timeout 1200

vrf forwarding Mgmt-intf

ip address 192.168.255.143 255.255.254.0
ip mtu 1500

mtu 1500

negotiation auto
exit

interface GigabitEthernet0/0/0

description Internet Interface
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no shutdown
arp timeout 1200
ip address 10.101.2.1 255.255.255.252
ip mtu 1500
mtu 1500
negotiation auto
service-policy output QOS
exit
interface GigabitEthernet0/0/1
description LAN Parent Interface
no shutdown
arp timeout 1200
no ip address
ip mtu 1504
mtu 1504
negotiation auto
exit
interface GigabitEthernet0/0/1.10
no shutdown
encapsulation dotlQ 10
vrf forwarding 1
ip address 10.101.10.2 255.255.255.0
ip helper-address 10.4.48.10
ip mtu 1500
vrrp 1 address-family ipv4
vrrpv2
address 10.101.10.1
priority 200
track 1 shutdown
exit
exit
interface GigabitEthernet0/0/1.20
no shutdown
encapsulation dotlQ 20
vrf forwarding 1
ip address 10.101.20.2 255.255.255.0
ip helper-address 10.4.48.10
ip mtu 1500

vrrp 2 address-family ipv4
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vrrpv2
address 10.101.20.1
priority 200
track 1 shutdown
exit
exit
interface GigabitEthernet0/0/2
description MPLS Interface
no shutdown
arp timeout 1200
ip address 192.168.101.2 255.255.255.252
ip mtu 1500
mtu 1500
negotiation auto
service-policy output QOS
exit
interface GigabitEthernet0/1/0
description TLOC Extension Interface
no shutdown
arp timeout 1200
ip address 10.101.1.1 255.255.255.252
ip mtu 1500
mtu 1500
negotiation auto
exit
interface GigabitEthernet0/1/1
no shutdown
no ip address
exit
interface Loopback0
no shutdown
arp timeout 1200
vrf forwarding 1
ip address 10.255.241.11 255.255.255.255
ip mtu 1500
exit
interface TunnelO
no shutdown

ip unnumbered GigabitEthernet0/0/0
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no ip redirects
ipv6 unnumbered GigabitEthernet0/0/0
no ipvé redirects
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan
exit
interface Tunnel?2
no shutdown
ip unnumbered GigabitEthernet0/0/2
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/2
no ipv6 redirects
tunnel source GigabitEthernet0/0/2
tunnel mode sdwan
exit
route-map DENY-ALL deny 10
!
route-map OSPF WEDGE PREFER permit 10
set metric O
!
clock timezone UTC 0 O
logging persistent size 104857600 filesize 10485760
logging buffered 512000
logging host 10.4.48.13 vrf 1
no logging rate-limit
logging source-interface loopback0O vrf 1
logging persistent
aaa authentication login default local
aaa authorization exec default local
track 1 list boolean or
object 2
!
track 2 ip route 0.0.0.0 0.0.0.0 reachability
ip vrf 1
!
router bgp 65201
bgp router-id 10.255.241.11
bgp log-neighbor-changes
distance bgp 20 200 20
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maximum-paths eibgp 2
neighbor 192.168.101.1 remote-as 102
neighbor 192.168.101.1 description MPLS BGP Service Provider
neighbor 192.168.101.1 ebgp-multihop 1
neighbor 192.168.101.1 maximum-prefix 2147483647 100
neighbor 192.168.101.1 route-map DENY-ALL in
address-family ipv4 unicast
redistribute connected
exit-address-family
!
timers bgp 60 180
!
no router rip
snmp-server community clscol23 view isoALL RO
snmp-server enable traps
snmp-server host 10.4.48.13 vrf 1 version 2c clscol23 udp-port 162
snmp-server location Branch 1
snmp-server view isoALL 1.3.6.1 included
!
ntp server time.nist.gov version 4
sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec preference 100 weight 1
color biz-internet
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https

exit
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rewrite-rule QOS-REWRITE
exit
interface GigabitEthernet0/0/2
tunnel-interface
encapsulation ipsec preference 100 weight 1
color mpls restrict
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
exit
rewrite-rule QOS-REWRITE
exit
interface GigabitEthernet0/1/0
tloc-extension GigabitEthernet0/0/2
exit
omp
no shutdown
send-path-limit 16
ecmp-limit 16
graceful-restart
timers
holdtime 60
advertisement-interval 1
graceful-restart-timer 43200
eor-timer 300
exit
address-family ipv4 vrf 1
advertise connected

advertise aggregate 10.101.0.0/16 aggregate-only
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!

routing-policy defined-sets prefix-sets prefix-set Default-Route
config prefix-set-name Default-Route

!

routing-policy policy-definitions policy-definition DENY-ALL
config name DENY-ALL

!

routing-policy policy-definitions policy-definition OSPF WEDGE PREFER
config name OSPF WEDGE PREFER

!

bfd app-route multiplier 6

bfd app-route poll-interval 120000

security

ipsec
rekey 86400
replay-window 4096

authentication-type shal-hmac ah-shal-hmac ah-no-id none
|
policy
app-visibility
flow-visibility
no implicit-acl-logging
log-frequency 1000
class-map
class VOICE queue 0
class CRITICAL DATA queue 1
class BULK queue 2
class CLASS DEFAULT queue 3
class INTERACTIVE VIDEO queue 4
class CONTROL SIGNALING queue 5
!
rewrite-rule QOS-REWRITE
class BULK low dscp 10
class BULK high dscp 10
class CLASS DEFAULT low dscp O
class CLASS DEFAULT high dscp 0

class CONTROL SIGNALING low dscp 18
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class CONTROL SIGNALING high dscp 18
class CRITICAL DATA low dscp 18
class CRITICAL DATA high dscp 18
class INTERACTIVE VIDEO low dscp 34

class INTERACTIVE VIDEO high dscp 34

BR2-WE1 (&B847)

Sy
h

stem

ost-name br2-wel

gps-location latitude 33.4484

gps-location longitude -97.335

device-groups BRANCH ISR4K Primary UG4 US West
system-ip 10.255.241.21

overlay-id 1

site-id 111002

control-session-pps 300

admin-tech-on-failure

sp-organization-name "ENB-Solutions - 21615"
organization-name "ENB-Solutions - 21615"
console-baud-rate 9600

vbond vbond-21615.cisco.net port 12346

no
ip
ip
ip
ip
ip
no

cl

ip dhcp use class

name-server 64.100.100.125 64.100.100.126
prefix-list Default-Route permit 0.0.0.0/0

route 0.0.0.0 0.0.0.0 64.100.102.1 1

route 0.0.0.0 0.0.0.0 192.168.102.1 1

route vrf Mgmt-intf 0.0.0.0 0.0.0.0 192.168.255.1 1
ip rsvp signalling rate-limit

ass—-map match-any BULK

match gos-group 2

cl

ass-map match-any CLASS DEFAULT

match gos-group 3

cl

ass-map match-any CONTROL_SIGNALING

match gos-group 5
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|
class-map match-any CRITICAL DATA
match gos-group 1
|
class-map match-any INTERACTIVE VIDEO
match gos-group 4
!
class-map match-any VOICE
match gos-group 0
|
policy-map QOS
class BULK
random-detect
bandwidth percent 10
!
class CLASS DEFAULT
random-detect
bandwidth percent 20
!
class CONTROL SIGNALING
bandwidth percent 10
!
class CRITICAL DATA
random-detect
bandwidth percent 30
!
class INTERACTIVE VIDEO
random-detect
bandwidth percent 20
|
class VOICE

priority percent 10

!
interface GigabitEthernetO
description Management Interface
no shutdown
arp timeout 1200

vrf forwarding Mgmt-intf
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ip address 192.168.255.134 255.255.254.0
ip mtu 1500
mtu 1500
negotiation auto
exit
interface GigabitEthernet0/0/0
description Internet Interface
no shutdown
arp timeout 1200
ip address dhcp client-id GigabitEthernet0/0/0
ip dhcp client default-router distance 1
ip mtu 1500
mtu 1500
negotiation auto
service-policy output QOS
exit
interface GigabitEthernet0/0/1
description To Switch BR2-SWl
no shutdown
arp timeout 1200
vrf forwarding 1
ip address 10.102.10.1 255.255.255.252
ip helper-address 10.4.48.10
ip mtu 1500
mtu 1500
negotiation auto
exit
interface GigabitEthernet0/0/2
description MPLS Interface
no shutdown
arp timeout 1200
ip address 192.168.102.2 255.255.255.252
ip mtu 1500
mtu 1500
negotiation auto
service-policy output QOS
exit
interface Loopback0

no shutdown
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arp timeout 1200
vrf forwarding 1
ip address 10.255.241.21 255.255.255.255
ip mtu 1500
exit
interface TunnelO
no shutdown
ip unnumbered GigabitEthernet0/0/0
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/0
no ipvé redirects
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan
exit
interface Tunnel?
no shutdown
ip unnumbered GigabitEthernet0/0/2
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/2
no ipvé redirects
tunnel source GigabitEthernet0/0/2
tunnel mode sdwan
exit
sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec preference 0 weight 1
color biz-internet
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp

no allow-service ospf
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no allow-service stun
allow-service https
exit
rewrite-rule QOS-REWRITE
exit
interface GigabitEthernet0/0/2
tunnel-interface
encapsulation ipsec preference 0 weight 1
color mpls restrict
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
exit
rewrite-rule QOS-REWRITE
exit
omp
no shutdown
send-path-limit 16
ecmp-limit 16
graceful-restart
timers
holdtime 60
advertisement-interval 1
graceful-restart-timer 43200
eor-timer 300
exit
address-family ipv4 vrf 1
advertise connected

advertise aggregate 10.102.0.0/16 aggregate-only
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1
routing-policy defined-sets prefix-sets prefix-set Default-Route
config prefix-set-name Default-Route
!
policy
app-visibility
flow-visibility
no implicit-acl-logging
log-frequency 1000
class-map
class VOICE queue 0
class CRITICAL DATA queue 1
class BULK queue 2
class CLASS DEFAULT queue 3
class INTERACTIVE VIDEO queue 4
class CONTROL SIGNALING queue 5
!
rewrite-rule QOS-REWRITE
class BULK low dscp 10
class BULK high dscp 10
class CLASS DEFAULT low dscp O
class CLASS DEFAULT high dscp O
class CONTROL SIGNALING low dscp 18
class CONTROL SIGNALING high dscp 18
class CRITICAL DATA low dscp 18
class CRITICAL DATA high dscp 18
class INTERACTIVE VIDEO low dscp 34

class INTERACTIVE VIDEO high dscp 34

BR3-WE1 (&%)
vpn 0
name "Transport VPN"
dns 64.100.100.125 primary
dns 64.100.100.126 secondary
ecmp-hash-key layer4
interface ge0/0

description "LAN Parent Interface"
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mtu 1504
no shutdown
!
interface ge0/2
description "MPLS Interface"
ip address 192.168.103.2/30
tunnel-interface
encapsulation ipsec preference 0
color mpls restrict
allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
clear-dont-fragment
no shutdown
qos-map QO0S
rewrite-rule QOS-REWRITE
bandwidth-upstream 500000
bandwidth-downstream 500000
!
interface ge0/4
description "Internet Interface"
ip dhcp-client
tunnel-interface
encapsulation ipsec preference 0
color biz-internet
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd

no allow-service netconf
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allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
clear-dont-fragment
no shutdown
qos-map Q0S
rewrite-rule QOS-REWRITE
bandwidth-upstream 500000
bandwidth-downstream 500000
!
ip route 0.0.0.0/0 64.100.103.1
ip route 0.0.0.0/0 192.168.103.1
!
vepn 1
name "Service VPN"
ecmp-hash-key layer4
interface ge0/0.10
description "Data Vlan"
ip address 10.103.10.1/24
dhcp-helper 10.4.48.10
no shutdown
dhcp-server
address-pool 10.103.10.0/24
exclude 10.103.10.1-10.103.10.50 10.103.10.101-10.103.10.255
offer-time 600
lease-time 86400
admin-state up
options
domain-name cisco.local
default-gateway 10.103.10.1
dns-servers 10.4.48.10
!
interface ge0/0.20
description "Voice Vlan"
ip address 10.103.20.1/24
dhcp-helper 10.4.48.10

no shutdown
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dhcp-server
address-pool 10.103.20.0/24
exclude 10.103.20.1
offer-time 600
lease-time 86400
admin-state up
options
domain-name cisco.local
default-gateway 10.103.20.1
dns-servers 10.4.48.10

tftp-servers 10.4.48.19

!
interface loopback0
ip address 10.255.241.31/32

no shutdown

omp
advertise connected

advertise aggregate 10.103.0.0/16 aggregate-only

BR4-WE1 (&%)

ip route 0.0.0.0 0.0.0.0 10.104.2.2 1
ip route 0.0.0.0 0.0.0.0 192.168.104.1 1
!

interface GigabitEthernet0/0/0
description WAN Parent Interface

no shutdown

arp timeout 1200

no ip address

ip mtu 1504

mtu 1504

negotiation auto
exit

interface GigabitEthernet0/0/0.101

no shutdown

encapsulation dotlQ 101

268



il

ip address 10.104.1.1 255.255.255.252

ip mtu 1500

exit

interface GigabitEthernet0/0/0.
no shutdown

encapsulation dotlQ 102

ip address 10.104.2.1 255.255.255.252

ip mtu 1500
exit
interface GigabitEthernet0/0/1
description To LAN-SW
no shutdown
arp timeout 1200

vrf forwarding 1

ip address 10.104.0.2 255.255.255.252

ip helper-address 10.4.48.10
ip mtu 1500

ip ospf 1 area O

ip ospf authentication message-digest

ip ospf network point-to-point

ip ospf message-digest-key 22 md5 0 ciscol23

mtu 1500

negotiation auto
exit

interface GigabitEthernet0/0/2
description MPLS Interface

no shutdown

arp timeout 1200

ip address 192.168.104.2 255.255.255.252

ip mtu 1500

mtu 1500
negotiation auto
service-policy output QOS
exit

interface Loopback0

no shutdown

arp timeout 1200

vrf forwarding 1

ip address 10.255.242.41 255.255.255.255

102
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ip mtu 1500
exit
interface Tunnel2
no shutdown
ip unnumbered GigabitEthernet0/0/2
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/2
no ipvé redirects
tunnel source GigabitEthernet0/0/2
tunnel mode sdwan
exit
interface Tunnell02000
no shutdown
ip unnumbered GigabitEthernet0/0/0.102
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/0.102
no ipvé redirects
tunnel source GigabitEthernet0/0/0.102
tunnel mode sdwan
exit
route-map DENY-ALL deny 10
!
route-map OSPF WEDGE PREFER permit 10
set metric 10
!
router bgp 65204
bgp router-id 10.255.242.41
bgp log-neighbor-changes
distance bgp 20 200 20
maximum-paths eibgp 2
neighbor 192.168.104.1 remote-as 102
neighbor 192.168.104.1 description MPLS BGP Service Provider
neighbor 192.168.104.1 ebgp-multihop 1
neighbor 192.168.104.1 maximum-prefix 2147483647 100
neighbor 192.168.104.1 route-map DENY-ALL in
address-family ipv4 unicast
redistribute connected

exit-address-family
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timers bgp 60 180
!
router ospf 1 vrf 1
auto-cost reference-bandwidth 100000
max-metric router-lsa
timers throttle spf 200 1000 10000
router-id 10.255.242.41
default-information originate
distance ospf external 110
distance ospf inter-area 110
distance ospf intra-area 110
redistribute omp subnets route-map OSPF WEDGE PREFER
|
sdwan
interface GigabitEthernet0/0/0.101
tloc-extension GigabitEthernet0/0/2
exit
interface GigabitEthernet0/0/0.102
tunnel-interface
encapsulation ipsec preference 100 weight 1
color biz-internet
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
exit
exit
interface GigabitEthernet0/0/2
tunnel-interface

encapsulation ipsec preference 100 weight 1
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color mpls restrict
no last-resort-circuit
vmanage-connection-preference 5
no allow-service all
allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
exit
rewrite-rule QOS-REWRITE
exit
omp
no shutdown
send-path-1limit 16
ecmp-limit 16
graceful-restart
timers
holdtime 60
advertisement-interval 1
graceful-restart-timer 43200
eor-timer 300
exit
address—-family ipv4 vrf 1
advertise connected

advertise aggregate 10.104.0.0/16 aggregate-only

BR4-WE2 (&%)

vpn 0

name "Transport VPN"
dns 64.100.100.125 primary
dns 64.100.100.126 secondary

ecmp-hash-key layer4
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interface ge0/0
description "Internet Interface"
ip address 64.100.104.2/28
nat
!
tunnel-interface
encapsulation ipsec preference 0
color biz-internet
no allow-service bgp
no allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|
clear-dont-fragment
no shutdown
gos-map QOS
rewrite-rule QOS-REWRITE
bandwidth-upstream 500000
bandwidth-downstream 500000
!
interface ge0/2
description "WAN Parent Interface"
mtu 1504
no shutdown
!
interface ge0/2.101
description "MPLS Interface"
ip address 10.104.1.2/30
tunnel-interface
encapsulation ipsec preference 0
color mpls restrict
allow-service bgp

no allow-service dhcp
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allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
clear-dont-fragment
no shutdown
bandwidth-upstream 500000
bandwidth-downstream 500000
!
interface ge0/2.102
description "TLOC Extension Interface"
ip address 10.104.2.2/30
tloc-extension ge0/0
no shutdown
!
ip route 0.0.0.0/0 10.104.1.1
ip route 0.0.0.0/0 64.100.104.1
|
vpn 1
name "Service VPN"
ecmp-hash-key layerd
router
ospf
router-id 10.255.242.42
auto-cost reference-bandwidth 100000
default-information originate
timers spf 200 1000 10000
redistribute omp route-policy OSPF WEDGE PREFER
area O
interface ge0/4
cost 1
network point-to-point

authentication type message-digest
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authentication message-digest message-digest-key 22 md5
$8$8XW8DMhTKNu8yxFoHXIcpUNXsPS1ao6kJb7WGDFbFoU=

exit
range 10.104.0.0/16
exit
!
interface ge0/4
description "To LAN-SW"
ip address 10.104.0.6/30
dhcp-helper 10.4.48.10
no shutdown
!
interface loopback0
ip address 10.255.242.42/32

no shutdown

omp
advertise connected

advertise aggregate 10.104.0.0/16 aggregate-only

!
vpn 512
name "Management VPN"
interface mgmtO
description "Management Interface"
ip address 192.168.255.162/23
no shutdown
|

ip route 0.0.0.0/0 192.168.255.1

BR5-WE1 (&%)
vpn 1
name "Service VPN"
ecmp-hash-key layer4
interface ge0/0
description "To LAN-SW"
ip address 10.105.0.2/30
dhcp-helper 10.4.48.10
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no shutdown

!
interface loopback0

ip address 10.255.242.51/32

no shutdown

!
ip route 10.105.0.0/16 10.105.0.1
omp

advertise connected

advertise aggregate 10.105.0.0/16 aggregate-only

vSmart (&847)
policy
sla-class SLA BEST EFFORT
loss 5
latency 750
jitter 750
!
sla-class SLA BUSINESS CRITICAL
loss 1
latency 300
jitter 300
!
sla-class SLA BUSINESS DATA
loss 3
latency 500
jitter 500
!
sla-class SLA REALTIME
loss 2
latency 300
jitter 60
!
data-policy ALL VPNS qgos classify
vpn-list ALL_ VPNS
sequence 1

match
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dscp 46

!

action accept
set

forwarding-class VOICE

|
sequence 11
match
dscp 34 36 38
!
action accept
set

forwarding-class INTERACTIVE VIDEO

!

sequence 21
match
dscp 10 12 14
!

action accept
set

forwarding-class BULK

|
sequence 31
match
app-list APPS BULK DATA
|
action accept
set
dscp 10

forwarding-class BULK
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sequence 41
match
dscp 24 48
i
action accept
set

forwarding-class CONTROL SIGNALING

|
sequence 51
match
destination-data-prefix-list MGT Servers
protocol 6 17
!
action accept
set
dscp 16

forwarding-class CRITICAL DATA

!
sequence 61
match
dscp 24
|
action accept
set

forwarding-class CONTROL SIGNALING

!

sequence 71

match
destination-port 11000-11999 1300 1718 1719 1720 5060 5061
protocol 6

!

action accept

set
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dscp 24

forwarding-class CONTROL_ SIGNALING

!

sequence 81

match
dscp 16 18 20 22 26 28 30 32 40
!

action accept
set

forwarding-class CRITICAL DATA

|
sequence 91
match
dscp 0 8
|
action accept
set

forwarding-class CLASS DEFAULT

|
sequence 101
match
app-list APPS SCAVENGER
|
action accept
set
dscp 0

forwarding-class CLASS DEFAULT

default-action drop
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app-route-policy ALL VPNS App-Route-Policy

vpn-list ALL VPNS

sequence 1

match

app-list APPS_ SCAVENGER

|
action

sla-class

|
sequence 11
match
dscp 46
i
action

sla-class

!
sequence 21

match

SLA BEST EFFORT strict preferred-color biz-internet

SLA REALTIME preferred-color mpls

destination-data-prefix-list MGT_Servers

|
action

sla-class

|
sequence 31

match

SLA BUSINESS CRITICAL

app-list APPS NETWORK CONTROL

i
action

sla-class

!
sequence 41

match

SLA BUSINESS CRITICAL

dscp 10 12 14 18 20 22 26 28 30 34 36 38

action
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sla-class SLA BUSINESS CRITICAL

!

sequence 51

match
dscp 8 16 24 32 40 48 56
i

action

sla-class SLA BUSINESS DATA

|
sequence 61
match

dscp O

|

action

sla-class SLA BEST EFFORT preferred-color biz-internet

default-action sla-class SLA BEST EFFORT

|
lists
vpn-list ALL_ VPNS
vpn 1-511
!
vpn-list Service VPN
vpn 1
!
data-prefix-list MGT Servers
ip-prefix 10.4.48.10/32
ip-prefix 10.4.48.13/32
ip-prefix 10.4.48.15/32
ip-prefix 10.4.48.17/32
!
app-list APPS BULK DATA
app ftp
app ftp-data

app ftp data
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app ftps

app imap

app imap-secure

app imaps

app live hotmail

app livemail mobile
app lotus-notes

app lotusnotes

app outlook-web-service
app owa

app pop3

app pop3s

app secure-ftp

app secure-pop3

app secure-smtp

app smtp

app smtps

app tftp

!

app-list APPS NETWORK CONTROL
app ntp

app radius

app ssh

app sshell

app tacacs

app tacacs plus

app telnet

!

app-list APPS SCAVENGER
app apple-updates

app apple update

app facebook

app facebook live

app facebook mail

app facebook messenger
app fbcdn

app google-play

app instagram

app twitter

282



il

app youtube
app youtube hd
!
site-list ALL SITES
site-id 0-4294967295
!
site-list High BW East Branches
site-id 122000-129999
!
site-list High BW West Branches
site-id 112000-119999
!
site-list Low BW East Branches
site-id 121000-121999
!
site-list Low BW US Sites
site-id 111000-111999
site-id 121000-121999
!
site-list Low BW West Branches
site-id 111000-111999
!
site-list West DC1

site-id 110001

!
control-policy Filter-Low-BW-Sites
sequence 1
match route
site-list Low BW US Sites
!
action reject
|
!
sequence 11
match tloc
site-list Low BW US Sites
!

action reject
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!
default-action accept
!
control-policy control -1988590079
sequence 10
match route
site-list West DC1
vpn-list Service VPN
|
action accept
|
|
sequence 20
match tloc
site-list West DC1
|
action accept
|
!

default-action reject

|

apply-policy

site-list ALL SITES
data-policy ALL VPNS gos classify from-service
app-route-policy ALL VPNS App-Route-Policy
!

site-list High BW East Branches
control-policy Filter-Low-BW-Sites out

!

site-list High BW West Branches
control-policy Filter-Low-BW-Sites out

!

site-list Low BW East Branches
control-policy control -1988590079 out

!

site-list Low BW West Branches

control-policy control -1988590079 out
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