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1 Introduction

The NETCONF APl of ESC is to let the northbound clients communicate with ESC using the NETCONF
protocol.

1.1 Using NETCONF API

ESC’s NETCONF API can be accessed using any client that can communicate using the Netconf/Yang
Protocol. The easiest way to interact with the NETCONF Interface is using the Confd. ConfD provides a
python-based program called netconf-console that ships with ConfD. On any ESC VM, the netconf-
console is located in:

/opt/cisco/esc/confd/bin/netconf-console

The Netconf APl is hosted on port 830.

The following operations below are supported by netconf-console, the examples presume
/opt/cisco/esc/confd/binisin the execution path:

1.1.1 Getconfiguration
# netconf-console --user=admin --password=<confd-password>
—--port=830 --get-config -x "/esc datamodel"

1.1.2 Getnon-configurable data
# netconf-console --user=admin --password=<confd-password>
--port=830 --get -x "/esc datamodel/opdata"

1.1.3 Subscribe ESC notifications
# netconf-console --user=admin --password=<confd-password>
--port=830 --create-subscription=escEvent

1.1.4 Make RPC calls
# netconf-console --user=admin --password=<confd-password>
-—-rpc rpc.xml

1.1.5 Pushin configurations
# netconf-console --user=admin --password==<confd-password>
-—edit-config cfg.xml

1.2 ESC esc_nc_cli script

ESC’s also provides a script which wraps the native netconf-console in an ESC functional specific
manner, providing a simple method to perform common tasks. This should be the preferred method to
interact with the NETCONF Interface and is fully supported.

Onany ESCVM, theesc_nc_cli scriptislocated in /usr/bin, therefore will be in the execution
path of every operating system user.

Theesc nc cli scriptcanbe run by the admin operating system user without the sudo
requirement.

The following operations show a small subset of the common tasks which can be performed.

NOTE: ConfD RPC calls cannot be directly made using this script: the netconf-console script
should be used for that purpose, as shown above.



1.2.1 Showall available commands
# esc_nc _cli help

1.2.2 Get configuration
# esc nc cli --user admin --password <confd-password> get-

config

1.2.3 Getnon-configurable data
# esc nc cli --user admin --password <confd-password> get

1.2.4 Pushin configurations
# esc nc cli --user admin --password <confd-password> edit-

config cfg.xml

1.3 SSH RSA Key-based authentication for the esc_nc_cli script

The examples above show esc_nc_cli script using user/password-based authentication.

Up to and including ESC 5.3, the operating system admin user has an SSH RSA key automatically
generated under its home directory: /home/admin/ . ssh. Itis public key is stored in the ConfD
database authentication data against the ConfD admin user and can be used in conjunction with a
matching private key when validating access to the NETCONF API.

By default, if a user and password are not presented to the esc_nc_cli script as parameters, then
authentication would be RSA key based, using the admin user’s private RSA key (remember, the public
key was automatically stored within the ConfD database during ESC VM creation) and the ConfD admin
user.

Therefore, the following is valid:

# esc nc cli get-config

Get CoEfig_ured data

/opt/cisco/esc/confd/bin/netconf-console —-port=830 --host=127.0.0.1 -
-user=esc-nc-admin --privKeyFile=/home/admin/.ssh/confd id rsa --
privKeyType=rsa --get-config -x "esc datamodel" -

the output following the command shows the private RSA key authentication.

From ESC 5.4 onwards, the operating system admin user does not have an SSH key automatically
generated during ESC, therefore RSA key validation is not possible “out-of-the-box”.

This can be enabled via the following post ESC VM creation command run as root:

# escadm confd keygen --user admin

This will a) generate an RSA SSH key under /home/admin/.ssh and b) populate the ConfD database
authentication data with the public key.

NOTE: No passphrase is required.

1.4 ConfD CLI

ConfD has a CLI to enable user to read, write configurations and check operational data.

The path of ConfD CLI in ESC is in:

/opt/cisco/esc/confd/bin/confd cli

NOTE: From ESC 5.4 and beyond, the confd c1i command can only be executed by the root user, or a
user with Linux sudo privileges, due to security hardening measures.

1.5 Change ConfD Admin Password
ConfD admin Password can be changed using ConfD CLI.



# sudo /opt/cisco/esc/confd/bin/confd cli -u admin
admin@host> configure

adminl@host% set aaa authentication users user admin
password ESCt3st!234 (ESCt3st!234 is the new password)
admin@host% commit

1.6 NETCONF Protocol Operations
This table captures what are the NETCONF Protocol Operations supported by ESC.

Operation

close-session

commit

copy-config

create-
subscription

delete-config

discard-
changes

edit-config

get

get-config

kill-session

lock

unlock

validate

Usage

:base

:base AND
:candidate

:base

:notification

:base

:base AND
:candidate

:base

:base

:base

:base

:base

:base

:base AND
:validate

Description

Terminate this session

Commit the contents of the <candidate/> configuration database
to the <running/> configuration database

Copy a configuration database

Create a NETCONTF notification subscription

Delete a configuration database

Clear all changes from the <candidate/> configuration database
and make it match the <running/> configuration database

Modify a configuration database

Retrieve data from the running configuration database and/or
device statistics

Retrieve data from the running configuration database

Terminate another session

Lock a configuration database so only my session can write

Unlock a configuration database so any session can write

Validate the entire contents of a configuration database

1.7 NETCONF Capabilities
This table captures what are the NETCONF capabilities supported by ESC.

Supported

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes



Name

:candidate

:confirmed-
commit

:interleave

:notification

:partial-lock

:rollback-on-
error

startup

qurl

:validate

Description

The server supports the <candidate/> database. It will allow this special database to
be locked, edited, saved, and unlocked. The server will also support the <discard-
changes> and basic <commit> operations.

For servers that support the :candidate capability, this additional capability will also
be advertised if the server supports the 'confirmed commit' feature. This special
mode requires a server to send two <commit> RPC method requests instead of
one, to save any changes to the <running/> database. If the second request does
not arrive within a specified time interval, the server will automatically revert the
running configuration to the previous version.

The server will accept <rpc> requests (besides <close-session> while notification
delivery is active. The :notification capability must also be present if this capability
is advertised.

The server supports the basic notification delivery mechanisms defined in RFC 5277,
e.g., the <create-subscription> operation will be accepted by the server. Unless the
:interleave capability is also supported, only the <close-session> operation must be
supported by the server while notification delivery is active.

The server supports the <partial-lock> and <partial-unlock> operations, defined in
RFC 5717. This allows multiple independent clients to each write to a different part
of the <running> configuration at the same time.

The server supports the 'rollback-on-error' value for the <error-option> parameter to
the <edit-config> operation. If any error occurs during the requested edit operation,
then the target database (usually the running configuration) will be left affected. This
provides an 'all-or-nothing' edit mode for a single <edit-config> request.

The server supports the <startup/> database. It will allow the running configuration
to be copied to this special database. It can also be locked, and unlocked, but a server
is not required to allow it to be edited.

The server supports the <url> parameter value form to specify protocol operation
source and target parameters. The capability URI for this feature will indicate which
schemes (e.g., file, https, sftp) that the server supports within a particular URL value.
The 'file' scheme allows for editable local configuration databases. The other
schemes allow for remote storage of configuration databases.

The server supports the <validate> operation. When this operation is requested on a
target database, the server will perform some amount of parameter validation and
referential integrity checking. Since the standard does not define exactly what must
be validated by this operation, a client cannot really rely on it for anything useful.
This operation is used to validate a complete database. There is no standard way to

Supported

No

Yes

No



‘writable-
running

:xpath

validate a single edit request against a target database, however a non-standard set-
option for the <edit-config> operation called test-only has been defined for this

purpose.

The server allows the client to change the running configuration directly. Either this
capability or the :candidate capability will be supported by the server, but usually
not both.

The server fully supports the XPath 1.0 specification for filtered retrieval of
configuration and other database contents. The 'type' attribute within the <filter>
parameter for <get> and <get-config> operations may be set to 'xpath'. The 'select’

attribute (which contains the XPath expression) will also be supported by the server.

A server may support partial XPath retrieval filtering, but it cannot advertise
the :xpathcapability unless the entire XPath 1.0 specification is supported.

Yes



2 ESCDatamodel
ESC defines datamodel in Yang language. The ESC Datamodel can be found in the below location in
the ESC VM
/opt/cisco/esc/esc-confd/YANGmodels-tailf
The datamodel contains three major sections
e Configuration
e Operational Data
e Notifications
The configuration section defines the configuration that a northbound user sends to ESC. ESC will
accept the configuration after initial validation. Once a request is accepted, ESC will begin processing
the request. Once the request is successfully processed, ESC will send a success notification and update
the Operational data to reflect the current status and details.

3 Configuration Data

In the ESC Data Model, any object that can be created and deleted through Netconf is represented using
the Netconf Configuration datastore. ESC contains only a single Configuration datastore, the running
configuration datastore. Therefore, configuration changes, once accepted, are applied immediately to
the running configuration datastore, and immediately reflect the new running configuration.

3.1 Reading Configuration Data

Configuration data can be retrieved from ESC using the Netconf get-config rpc method. A Netconf
subtree filter or XPath filter should be supplied to limit the results that will be retrieved (see Netconf
specification for more details).

3.1.1 Fetching all config data

The example below illustrates how to fetch all existing configuration data from ESC, which in this
example includes a deployed Cisco Cloud Service Router (CSR). This request uses a fully inclusive XPath
filter that requests all ESC configuration data.

3.1.1.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter select=" esc_datamodel " type="xpath"/>
</get-config>
</rpc>

3.1.1.2 Netconf Response
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">

<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<tenants>

<tenant>
<name>admin</name>

</tenant>

<tenant>
<name>vnf-tenant</name>
<deployments>

<deployment>

<name>csr-dep</name>
<networks>


http://www.cisco.com/esc/esc

<network>
<name>csr-net</name>
<shared>false</shared>
<admin_state>true</admin_state>
<subnet>
<nhame>csr-subnet</name>
<ipversion>ipv4d</ipversion>
<dhcp>true</dhcp>
<address>10.91.90.0</address>
<netmask>255.255.255.0</netmask>
<gateway>10.91.90.1</gateway>
</subnet>
</network>
</networks>
<vm_group>
<name>csr-dep</name>
<bootup_time>600</bootup_time>
<recovery_wait_time>0</recovery_wait_time>
<interfaces>
<interface>
<nicid>0</nicid>
<network>esc-net</network>
</interface>
<interface>
<nicid>1l</nicid>
<network>csr-net</network>
</interface>
</interfaces>
<kpi_data>
<kpi>
<event_name>VM_ALIVE</event_name>
<metric_value>l</metric_value>
<metric_cond>GT</metric_cond>
<metric_type>UINT32</metric_type>
<metric_collector>
<type>ICMPPing</type>
<nicid>0</nicid>
<pol1_frequency>3</poll1_frequency>
<pol1ing_unit>seconds</polling_unit>
<continuous_alarm>false</continuous_alarm>
</metric_collector>
</kpi>
<kpi>
<event_name>VM_OVERLOADED</event_name>
<metric_value>l</metric_value>
<metric_cond>GE</metric_cond>
<metric_type>UINT32</metric_type>
<metric_colTlector>
<type>Memory</type>
<nicid>0</nicid>
<pol1_frequency>3</pol1_frequency>
<pol1ing_unit>seconds</polling_unit>
<continuous_alarm>false</continuous_alarm>
</metric_collector>
</kpi>
<kpi>
<event_name>VM_UNDERLOADED</event_name>
<metric_value>99</metric_value>
<metric_cond>LE</metric_cond>
<metric_type>UINT32</metric_type>
<metric_collector>
<type>CPU</type>
<nicid>0</nicid>
<pol1_frequency>3</pol1_frequency>
<polling_unit>seconds</polling_unit>
<continuous_alarm>false</continuous_alarm>
</metric_collector>
</kpi>
</kpi_data>
<rules>
<admin_rules>
<rule>



<event_name>VM_ALIVE</event_name>
<action>ALWAYS log</action>
<action>FALSE recover autohealing</action>
<action>TRUE servicebooted.sh</action>

</rule>

<rule>
<event_name>VM_OVERLOADED</event_name>
<action>ALWAYS log</action>

</rule>

<rule>
<event_name>VM_UNDERLOADED</event_name>
<action>ALWAYS log</action>

</rule>
</admin_rules>
</rules>
<config_data>
<configuration>

<dst>iosxe_config.txt</dst>
<file>file://cisco/images/csr_config.sh</file>

</configuration>
</config_data>
<scaling>
<min_active>l</min_active>
<max_active>5</max_active>
<elastic>true</elastic>
</scaling>
</vm_group>
</deployment>
</deployments>
</tenant>
</tenants>
</esc_datamodel>
</data>
</rpc-reply>



3.1.2 Example: Fetching deployed services by network name

The example below illustrates how to fetch all deployed services that contain an interface bound to the
given network ‘esc-net’, using an XPath filter. Note that in the response, only elements representing key
data are shown in the ancestor elements.

3.1.2.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="xpath"
select="esc datamode1/tenants/tenant/dep1oyments/dep1oyment/vm_group/
interfaces/interface[network="esc-net']"
</get-config>
</rpc>

3.1.2.2 Netconf Response
<rpg—rep1y xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>vnf-tenant</name>
<deployments>
<deployment>
<name>csr-dep</name>
<vm_group>
<name>csr-dep</name>
<interfaces>
<interface>
<nicid>0</nicid>
<network>esc-net</network>
</interface>
</interfaces>
</vm_group>
</deployment>
</deployments>
</tenant>
</tenants>
</esc_datamodel>
</data>
</rpc-reply>
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3.2 Writing Configuration Data (CRUD operations)

Create, Update, or Delete operations are performed on configuration data through the standard
Netconf edit-config request. By default, only nodes that are explicitly specified in the edit-config
request will be changed (see Netconf specification for more details).

Most configuration changes in ESC follow a two-stage model. The first stage begins when the Netconf
request is received and ends when the response is returned to the Netconf client. If the request is
validated and the configuration accepted during the first stage, then the configuration workflow
transitions to the second stage, which occurs asynchronously inside ESC. The second stage involves
processing the workflow and activating the change in ESC and in the VIM. These two stages are
described in more detail below.

3.2.1 Stage 1: Acceptance or Rejection of a Configuration Request

A Netconf rpc-reply response is returned to indicate the status of the configuration request. This
response will indicate whether the configuration request was accepted or rejected by ESC.

The rpc-reply response will contain a status body:

o A Netconf ok status inside the rpc-reply means that the configuration request was validated and

accepted by ESC. E.g.:
<rpc&;ep1y message-id="1" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

An ok status indicates that the data model has been updated with the new configuration, and the
workflow for activating the configuration has been submitted for asynchronous processing.
o A Netconf rpc-error status inside the rpc-reply means that the configuration request failed

validation and was rejected by ESC. E.g.:
<rpc-reply message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-path xmlns:esc="http://www.cisco.com/esc/esc">/rpc/edit-
config/config/esc:esc_datamodel/esc:tenants/esc:tenant/esc:name
</error-path>
<error-message xml:lang="en">"" 1is not a valid value.</error-message>
<error-info>
<bad-eTlement>name</bad-element>
</error-info>
</rpc-error>
</rpc-reply>

An rpc-error status indicates that the configuration in ESC remains unchanged and there is no

further cleanup required in ESC or in the VIM to back-out the change. As shown above, the rpc-
error body contains information about the error that occurred.

3.2.2 Stage 2: Activation of a new Configuration

When a configuration is accepted by ESC, the workflows for activating the configuration are submitted
for asynchronous processing. These workflows may update internal states within ESC, and create,
update, or delete resources in the VIM. The ESC Netconf API provides two mechanisms for
communicating the outcome of a configuration activation. These two mechanisms are Event
Notifications and Operational Data and are discussed below.

3.2.2.1 Event Notifications
ESC will generate escEvent Notifications for events that occur during the activation of a new
configuration. A Netconf client can subscribe for these notifications in order to monitor the progress of
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the activation. This is the recommended way of monitoring the status of an activation. Each escEvent
notification will have a status of SUCCESS or FAILURE, to report progress during various stages of
activation.

3.2.2.2 Operational Data

ESC provides operational data (also called state data in Netconf) through the Netconf interface, which
reflects the current operational state of ESC and the VIM resources that are being managed by ESC.
During various stages of activation, the operational data may be updated to reflect the new state.
Operational data will be updated after a configuration is successfully activated. Refer to section 6.1 for
details on the impact of specific configuration changes on operational data. Refer to section 4.1 for
general information on reading operational data through the Netconf interface.

3.2.2.3 Activation Failures

If a failure occurs while activating the configuration change, the operational data may be left in a state
that is inconsistent with the configuration. Therefore, when a failure occurs it may be necessary for the
Netconf client to revert the ESC configuration, or for an operator to clean up the VIM configuration, in
order to bring ESC and the VIM back to a consistent operational state. Refer to section 6.1 for
instructions on handling activation failures for specific workflows.

3.2.3 Configuration Workflows

ESC uses configuration workflows to manage configuration changes. The supported workflows are
defined in detail in section 6.1. In general, a separate Netconf edit-config request should be sent for
each specific configuration workflow. So, for example, one service deployment would map to a single
workflow, and therefore a single Netconf edit-config request.

There are some workflows however that can be combined into a single Netconf edit-config request. See
the next section for more details on combining workflows.

3.24 Combining Workflows

ESC supports combining some workflows into a single Netconf edit-config request.

As of ESC 1.0, any number of the following workflow types can be combined into a single Netconf
request:

Tenant Creation

Tenant Deletion

Service Registration

Service De-registration

O O O O

Any other workflows must each be sent in a separate Netconf edit-config request. Combining
workflows other than those specified above will result in an rpc-error response and a configuration
rejection



4 Operational Data

4.1 Reading Operational Data

Operational data can be retrieved from ESC using the Netconf get rpc method. A Netconf subtree filter
or XPath filter should be supplied to limit the results that will be retrieved (see Netconf specification for
more details).

4.1.1 Fetching all operational data

In this example, we will fetch all operational data from ESC, which includes a deployed Cisco Cloud
Service Router (CSR). This request uses a fully inclusive XPath filter that requests all ESC operational
data. Note that specifying “esc_datamodel/opdata” in the filter will ensure that no configuration data
will be returned.

4.1.1.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter select="esc_datamodel/opdata" type="xpath"/>
</get>
</rpc>

4.1.1.2 Netconf Response
<rpg—rep1y xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<status>0OPER_UP</status>
<stats>
<hostname>esc-vm</hostname>
<0S_hame>L1inux</os_name>
<os_release>2.6.32-504.16.2.e16.x86_64</0s_release>
<arch>amd64</arch>
<uptime>98960</uptime>
<Ccpu>
<Cpu_num>4</cpu_num>
</cpu>
</stats>
<tenants>
<tenant>
<name>admin</name>
<tenant_id>6b81858d5de047e8b650589bdchcf32e</tenant_id>
</tenant>
<tenant>
<name>vnf-tenant</name>
<tenant_id>dccd22al3cc64e388a4b8d39e6a8fa7f</tenant_id>
<networks>
<network>
<name>csr-net</name>
<netid>a39af676-5004-4f2d-8b7b-d4c804645dc3</netid>
<shared>false</shared>
<status>active</status>
<subnets>
<subnet>
<name>csr-subnet</name>
<subnetid>de4625ad-5465-4812-ab9c-
de4a0ed21063</subnetid>
<cidr>10.91.90.0/24</cidr>
<gateway>10.91.90.1</gateway>
<dhcp>true</dhcp>
<ipversion>4</ipversion>
</subnet>
</subnets>
</network>
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</networks>
<deployments>
<deployment_name>csr-dep</deployment_name>
<service_name>-</service_name>
<service_version>-</service_version>
<deployment_id>vnf-tenantcsr-depcsr-regl.2</deployment_id>
<vm_group>
<hame>csr-vm</name>
<vm_instance>
<vm_id>b25a8634-ee2f-46b5-94d1-d2cf20ed93ea</vm_id>
<name>csr-reg_64600_vnf-tenant_vnf-tenantcsr-depcsr-
regl.2_0_csr-vm_0</name>

<host_id>d43732ea7ac2a3ead6f400e8f887dc706605b5729c39e553f6af6031</host_id>
<hostname>compute-host-1</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<port_id>66ba846f-c02a-4c2b-964b-
4572d938b5ed</port_id>
<network>7af5c7df-6246-4d53-91bd-
aal2al607656</network>
<subnet>7ch6815e-3023-4420-87d8-2b10efcheld4e</subnet>
<ip_address>192.168.0.58</ip_address>
<mac_address>fa:16:3e:c0:fd:49</mac_address>
</interface>
<interface>
<nicid>1</nicid>
<port_id>f6ald46d-d5ad-4b7e-a48a-
3d539a2920994</port_id>
<network>a39af676-5004-4f2d-8b7b-
d4c804645dc3</network>
<subnet>de4625ad-5465-4812-ab9c-de4a0ed21063</subnet>
<ip_address>10.91.90.2</ip_address>
<mac_address>fa:16:3e:64:8c:ab</mac_address>
</interface>
</interfaces>
</vm_instance>
</vm_group>
<state_machine>
<state>SERVICE_ACTIVE_STATE</state>
<vm_state_machines>
<vm_state_machine>
<vm_name> csr-red_64600_vnf-tenant_vnf-tenantcsr-
depcsr-regl.2_0_csr-vm_0</vm_name>
<state>VM_ALIVE_STATE</state>
</vm_state_machine>
</vm_state_machines>
</state_machine>
</depToyments>
</tenant>
</tenants>
</esc_datamodel>
</data>
</rpc-reply>



5 Custom RPC Methods

The ESC Netconf interface provides some custom RPC methods for controlling operational states of
deployed services and VMs.

5.1 serviceAction method

This method is used to perform service actions including stop, start, reboot, disable-monitor and enable
monitor.

Refer to section O for ESC workflows using the serviceAction method.

5.2 vmAction method

This method is used to perform VM actions including stop, start, reboot, disable-monitor and enable
monitor.

Refer to section 6.2.2 for ESC workflows using the vmAction method.



6 ESC Workflows using Netconf

6.1 Configuration Workflows

6.1.1 Create Vim Connector

In ESC 2.3 or later, a new Vim Connector datamodel is defined to add, update, or delete the Vim
Connectors. Before ESC 2.3, Vim credentials have to be added during installation. Now, ESC can be
installed without Vim Credential. The Vim Credential can be configured at a later time using the Vim
Connector. From 3.0, ESC supports adding multiple Vim Connectors. If no Vim Connector has been
added or configured during installation, ESC will reject the northbound config requests that require Vim
Credentials. As part of update, user name and password can be updated.

6.1.1.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<!--represents a vim-->
<vim_connector>
<!--unique 1id for each vim-->
<id>openstack-vim</id>
<!--vim type [OPENSTACK|VMWARE_VSPHERE|...]-->
<type>0PENSTACK</type>
<properties>
<!-- The os_auth_url 1is mandatory property for Openstack-->
<property>
<name>os_auth_url</name>
<value>http://{os_ip:port}/v3</value>

</property>
<!-- The project name is mandatory property for Openstack-->
<property>
<nhame>os_project_name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is mandatory if using Openstack
v3 identity api -->
<property>
<name>os_project_domain_name</name>
<value>default</value>
</property>
<!-- The openstack identity api version-->
<property>
<name>os_identity_api_version</name>
<value>3</value>
</property>
</properties>
</vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

6.1.1.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.
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6.1.1.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_VIM_CONNECTOR with a status of SUCCESS will be sent to Netconf
subscribers once the configuration activation has completed. This indicates that the activation workflow

is complete, and the configuration resource has been successfully created in ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-07-21T1T08:24:34.08+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Created vim connector successfully.</status_message>
<vim_connector_id>openstack-vim</vim_connector_id>
<event>
<type>CREATE_VIM_CONNECTOR</type>
</event>
</escEvent>
</notification>

Operational data

After a Vim Connector creation configuration has been successfully activated, the operational data for
the vim connector will show the Vim Connector id and the status of the VIM. A CONNECTION_FAILED
status mean ESC is unable to establish Vim Connection, NO_CREDENTIALS status if Vim Connector has
been added but no Vim User has been added. A CONNECTION_SUCCESSFUL means the Vim is reachable
and Vim User is successfully authenticated.

Netconf Request
<rpc message-id="1" xmIins="urn:ietf:params:xml:ns:netconf:base:1.0">

<get>

<filter

select="esc_datamodel/opdata/system_config/vim_connectors/vim_connector[id=openstack-
vim]" type="xpath"/>

</get>
</rpc>

Netconf Response
<rp§—rep1y xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<opdata>
<system_config>
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<status>CONNECTION_SUCCESSFUL</status>
<status_message>Successfully connected to
VIM</status_message>
</vim_connector>
</vim_connectors>
</system_config>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>
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On Failure:

Event notification
An escEvent of type CREATE_VIM_CONNECTOR with a status of FAILURE will be sent to Netconf
subscribers if the configuration action cannot be completed for some reason.

Operational data
After a Vim Connector creation configuration has failed activation, there will be no change to the
operational data.

Handling Activation Failures

If a failure occurs while activating a Create Vim Connector configuration change, the Netconf client
should explicitly bring the configuration back to a consistent state by sending the corresponding Delete
Vim Connector configuration change. The configuration change can then be retried explicitly by the
Netconf client once the underlying issue is resolved.



6.1.2 Delete Vim Connector

The Vim Connector can be deleted if there are no resources/deployments in ESC referring to the Vim
Connector. But for the default Vim Connector, once it is successfully authenticated, cannot be deleted. If
a Vim User exists for the Vim Connector, it has to be deleted before deleting the Vim Connector.

6.1.2.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector nc:operation="delete">
<id>openstack-vim</id>
</vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

6.1.2.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.2.3 Configuration Activation
On Success:

Event notification
An escEvent of type DELETE_VIM_CONNECTOR with a status of SUCCESS will be sent to Netconf
subscribers once the configuration activation has completed. This indicates that the activation workflow

is complete, and the configuration resource has been successfully deleted from ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-07-21T709:02:00.692+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Deleted vim connector successfully.</status_message>
<vim_connector_id>openstack-vim</vim_connector_id>
<event>
<type>DELETE_VIM_CONNECTOR</type>
</event>
</escEvent>
</notification>

Operational data
After a Vim Connector deletion configuration has been successfully activated, there will be no
operational data for the Vim Connector.

On Failure:

Event notification
An escEvent of type DELETE_VIM_CONNECTOR with a status of FAILURE will be sent to Netconf
subscribers if the configuration action cannot be complete for some reason.
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6.1.3 Update Vim Connector
Update Vim Connector allows the Vim Connector properties to be updated. This is allowed only if there
are no resources/deployments in ESC referring the Vim Connector.

6.1.3.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<!--represents a vim-->
<vim_connector nc:operation="replace’>
<id>openstack-vim</id>
<type>OPENSTACK</type>
<properties>>
<property>
<name>os_auth_url</name>
<value>http://{os_ip:port}/v3</value>
</property>
<property>
<name>o0s_project_name</name>
<value>vimProject</value>
</property>
<property>
<name>os_project_domain_name</name>
<value>default</value>
</property>
<property>
<name>os_identity_api_version</name>
<value>3</value>
</property>
</properties>
</vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

6.1.3.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.3.3 Configuration Activation
On Success:

Event notification
An escEvent of type UPDATE_VIM_CONNECTOR with a status of SUCCESS will be sent to Netconf
subscribers once the configuration activation has completed. This indicates that the activation workflow

is complete, and the configuration resource has been successfully updated in ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

<eventTime>2017-07-21T112:03:09.088+00:00</eventTime>

<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Updated vim connector successfully.</status_message>
<vim_connector_id>openstack-vim</vim_connector_id>
<event>
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<type>UPDATE_VIM_CONNECTOR</type>
</event>
</escEvent>
</notification>

On Failure:

Event notification
An escEvent of type UPDATE_VIM_CONNECTOR with a status of FAILURE will be sent to Netconf

subscribers if the configuration action cannot be completed for some reason.



6.1.4 CreateVim User
In ESC 3.0, adding only one Vim User per Vim Connector is supported. Request to add more than one
user will be rejected.

6.1.4.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<users>
<user>
<id>vimuserName</id>
<credentials>
<properties>
<property>
<name>o0s_password</name>
<value>userpPassword</value>
</property>
<!-- The user domain name is mandatory if using
Openstack v3 identity api -->
<property>
<nhame>os_user_domain_name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

Note - Create Vim User does not create a user in the Vim, it will add the Vim User credentials in ESC to
be able to authenticate to the Vim.

6.1.4.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.4.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_VIM_USER with a status of SUCCESS will be sent to Netconf subscribers
once the configuration activation has completed. This indicates that the activation workflow is

complete, and the configuration resource has been successfully created in ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-07-21T1T08:24:34.306+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Created vim user successfully.</status_message>
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<vim_connector_id>openstack-vim</vim_connector_id>
<vim_user_id>vimuserName</vim_user_id>
<event>
<type>CREATE_VIM_USER</type>
</event>
</escEvent></notification>

Operational data

After a Vim User creation configuration has been successfully activated, if the Vim is reachable, the
operational data for the Vim Connector will show the status of the Vim as either
CONNECTION_SUCCESSFUL for successful authentication or AUTHENTICATION_FAILED for failed
authentication.

Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<get>

<filter

select="esc_datamodel/opdata/system_config/vim_connectors/vim_connector[id="openstack-
vim']" type="xpath"/>

</get>
</rpc>

Netconf Response
<rp§—rep1y xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<opdata>
<system_config>
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<status>CONNECTION_SUCCESSFUL</status>
<status_message>Successfully connected to
VIM</status_message>
</vim_connector>
</vim_connectors>
</system_config>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification
An escEvent of type CREATE_VIM_USER with a status of FAILURE will be sent to Netconf subscribers if
the configuration action cannot be complete for some reason.

Operational data
After a Vim User creation configuration has failed activation, there will be no change to the operational
data.

Handling Activation Failures

If a failure occurs while activating a Create Vim User configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Vim
User configuration change. The configuration change can then be retried explicitly by the Netconf client
once the underlying issue is resolved.


http://www.cisco.com/esc/esc

6.1.5 Delete Vim User

6.1.5.1 Netconf Request
<rpc message-id="1" xmIins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<users>
<user nc:operation="'delete'>
<id>vimuserName</id>
</user>
</users>
</vim_connector>
</vim_connectors></esc_system_config>
</config>
</edit-config>
</rpc>

Note - Delete Vim User does not delete the User from the Vim, it will delete the Vim User credentials
from ESC, and it can no longer be used to authenticate to the Vim.

6.1.5.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details

6.1.5.3 Configuration Activation

On Success:

Event notification
An escEvent of type DELETE_VIM_USER with a status of SUCCESS will be sent to Netconf subscribers
once the configuration activation has completed. This indicates that the activation workflow is

complete, and the configuration resource has been successfully deleted from ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-06T16:33:27.197+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Deleted vim user successfully.</status_message>
<vim_connector_id>openstack-vim</vim_connector_id>
<vim_user_id>vimuserName</vim_user_id>
<event>
<type>DELETE_VIM_USER</type>
</event>
</escEvent>
</notification>

Operational data
After a Vim User deletion configuration has been successfully activated, the vim connector status will
show NO_CREDENTIALS if the Vim is still reachable.
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On Failure:

Event notification
An escEvent of type DELETE_VIM_USER with a status of FAILURE will be sent to Netconf subscribers if

the configuration action cannot be complete for some reason.



6.1.6 Update Vim User
Update Vim User allows the Vim User credential properties to be updated.

6.1.6.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<users>
<user nc:operation="replace’>
<id>vimuserName</id>
<credentials>
<properties>
<property>
<name>o0s_password</name>
<value>newPassword</value>
</property>
<property>
<name>os_user_domain_name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

6.1.6.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.6.3 Configuration Activation
On Success:

Event notification
An escEvent of type UPDATE_VIM_CONNECTOR with a status of SUCCESS will be sent to Netconf
subscribers once the configuration activation has completed. This indicates that the activation workflow

is complete, and the configuration resource has been successfully updated in ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-07-21T12:12:01.212+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Updated vim user successfully.</status_message>
<vim_connector_id>openstack-vim</vim_connector_id>
<vim_user_id>vimUserName</vim_user_id>
<event>
<type>UPDATE_VIM_USER</type>
</event>
</escEvent>
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</notification>

On Failure:

Event notification
An escEvent of type UPDATE_VIM_USER with a status of FAILURE will be sent to Netconf subscribers if

the configuration action cannot be completed for some reason.



6.1.7 Create Default Vim Connector

In ESC 3.0, if Vim Credentials have not been passed during installation, the default Vim Connector will
not be created. After adding Vim Connector/s using the Vim Connector APIs, one of the Vim Connectors
can be configured as the default Vim Connector using this Default Vim Connector API. If no Vim
Connector Id specified in a config request for resource/deployments, then the resource/deployment will
be configured on the Default Vim.

6.1.7.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_system_config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<default_vim_connector>openstack-vim</default_vim_connector>
</vim_connectors>
</esc_system_config>
</config>
</edit-config>
</rpc>

6.1.7.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of

a Configuration Request for more details.
6.1.7.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_DEFAULT_VIM_CONNECTOR with a status of SUCCESS will be sent to
Netconf subscribers once the configuration activation has completed. This indicates that the activation

workflow is complete, and the configuration resource has been successfully created in ESC.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-07-21T711:32:58.938+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc'">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Created default vim connector
successfully.</status_message>
<event>
<type>CREATE_DEFAULT_VIM_CONNECTOR</type>
</event>
</escEvent>
</notification>

Operational data
After a Default Vim Connector creation configuration has been successfully activated, the operational

data will add configurations of the Default Vim to the {vim_type}_config section under the
system_config.

Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
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<get>

<filter select="esc_datamodel/opdata/system_config" type="xpath"/>
</get>
</rpc>

Netconf Response
<rp§—rep1y xmIns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<opdata>
<system_config>
<active_vim>OPENSTACK</active_vim>
<openstack_config>
<os_auth_url>https://xxx:xxx/v3</os_auth_url>
<admin_role>admin</admin_role>
<os_tenant_name>vimProject</os_tenant_name>
<0s_username>vimuserName</os_username>
<member_role>_member_</member_role>
</openstack_config>
<vim_connectors>
<vim_connector>
<id>openstack-vim</id>
<status>CONNECTION_SUCCESSFUL</status>
<status_message>Successfully connected to
VIM</status_message>
</vim_connector>
</system_config>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification
An escEvent of type CREATE_DEFAULT_VIM_CONNECTOR with a status of FAILURE will be sent to
Netconf subscribers if the configuration action cannot be completed for some reason.

Operational data
After a Default Vim Connector creation configuration has failed activation, there will be no change to

the operational data.

6.1.8 Delete Default Vim Connector
In ESC 3.0, the default Vim Connector once created cannot be deleted.
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6.1.9 C(Create Tenant
Three types of tenants can be created in ESC:
e Tenantonthe VIM (ESC creates the tenant)— ESC creates and uses the tenant for deployments on

default VIM. ESC can delete this tenant.

<tenants>
<tenant>
<name>new-tenant</name>
<managed_resource>true</managed_resource>
</tenant>
</tenants>

e Pre-existing (out-of-band) tenant on the VIM— ESC does not create this tenant but uses the tenant
for deployments on default VIM only. The admin tenant, for example, is a pre-existing tenant, where
the ESC itself is deployed. ESC supports deploying resources such as flavors, images and volumes on
a pre-existing tenant that is identified by its name or UUID. ESC manages a pre-existing tenant for
default VIM only. ESC cannot delete a pre-existing tenant.

<tenants>
<tenant>
<hame>pre-existing</name>
<managed_resource>false</managed_resource>
</tenant>
</tenants>

e Tenant within ESC— ESC creates a tenant within ESC, which is independent of any VIM. This tenant
acts as the root tenant for deploying VMs on multiple VIMs.

<tenants>
<tenant>
<name>esc-tenant-A</name>
<vim_mapping>false</vim_mapping>
</tenant>
</tenants>

6.1.9.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>mytenant</name>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

Note - Tenant Operations(Create and Delete) are not supported for VMware VIM !
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6.1.9.2 Create Tenant with Quota Settings
ESC gives the ability to set the openstack quota settings during the tenant creation, for the first type of
tenants.
This is done by adding an extension to the tenant in the netconf request.
Below an example for setting the number of cores and ports quota settings:

<rpc message-id="1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<source>
<running/>
</source>
<config>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<hame>mytenant</name>
<extensions>
<extension>
<name>quota</name>
<properties>
<property>
<name>cores</name>
<value>20</value>
</property>
<property>
<name>ram</name>
<value>100</value>
</property>
</properties>
</extension>
</extensions>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

Most of the quota settings, be it for nova or neutron, are supported. This table contains a list of all
supported quota settings :

Compute quotas (Nova) Network quotas (Neutron)
metadata_items floatingip
floating_ips security_group_rule
cores security_group
injected_file_path_bytes network
injected_files subnet
injected_file_content_bytes port

instances router

key pairs

ram

security_groups

security_group_rules
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Quotas settings conditions

The names of quota settings should be entered exactly, to the letter, as specified in the previous
table. Failing to do so will cause the rejection of the request by confd.

The values of the settings are integers that are superior or equal to -1 and MAX_INT. Any other
value will result in the failure to create the tenant.

6.1.9.3 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.9.4 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_TENANT with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully created in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-05T19:38:27.71+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Tenant successfully created</status_message>
<tenant>mytenant</tenant>
<vm_source/>
<vm_target/>
<event>
<type>CREATE_TENANT</type>
</event>
</escEvent>
</notification>

Operational data
After a tenant creation configuration has been successfully activated, the operational data for the
tenant will show the name and the tenant_id:

Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter select="esc_datamodel/opdata/tenants/tenant[name="mytenant’]"
type="xpath" />
</get>
</rpc>

Netconf Response
<rp§—rep1y xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<opdata>
<tenants>
<tenant>
<name>mytenant</name>
<tenant_id>dccd22al3cc64e388a4b8d39e6a8fa7f</tenant_id>
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</tenant>
</tenants>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification

An escEvent of type CREATE_TENANT with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures

Operational data
After a tenant creation configuration has failed activation, there will be no change to the operational
data.

Handling Activation Failures

If a failure occurs while activating a Create Tenant configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Tenant
configuration change. A Delete Tenant sent at this stage should return an <ok> status but will not
generate a Notification. The configuration change can then be retried explicitly by the Netconf client
once the underlying issue is resolved.



6.1.10 Delete Tenant

6.1.10.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<tenants>
<tenant nc:operation="delete">
<name>mytenant</name>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.10.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.10.3 Configuration Activation

On Success:

Event notification
An escEvent of type DELETE_TENANT with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully created in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-06T16:33:27.197+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Tenant successfully deleted</status_message>
<tenant>mytenant</tenant>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>DELETE_TENANT</type>
</event>
</escEvent>
</notification>

Operational data
After a tenant deletion configuration has been successfully activated, there will be no operational data

for the tenant.
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On Failure:

Event notification

An escEvent of type DELETE_TENANT with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. For example, this could occur if the
configuration resource already exists in the VIM but was not created by ESC. If a FAILURE event occurs,
there may be cleanup required as described below under Handling Activation Failures.

Operational data
After a tenant deletion configuration has failed activation, there still will be no operational data because
by default whenever a delete configuration fails then ESC cleans up the resources from its database.

Handling Activation Failures

If a failure occurs while activating a delete tenant configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator manual
intervention may be required to clean up possible leaking VIM resources.

6.1.11 Update Tenant
The update tenant operation is supported mainly to allow the user to add, update or delete the tenant
guotas for an already existing managed tenant (tenant on the vim).

Update Tenant Quotas Conditions

The same conditions that apply during the creation of the tenant with quotas also apply during the
update; meaning that the quotas should be supported and part of the list mentioned in paragraph
6.1.9.2, and their values should be between -1 and MAX_INT i.e. 2,147,483,647.

6.1.11.1 Netconfrequest

Update tenant quotas allows the operations of add, update, and delete to be sent in the same request.
To delete a tenant quota, the attribute nc:operation="delete” should be added to the property tag of
the quota intended for deletion. Although this quota configuration will be deleted from NetConf, its
value will not be changed in the VIM i.e., Openstack.

If we consider the tenant created in paragraph 6.1.9.2, this example will delete the CORES quotas,
update the RAM quota, and add the INSTANCES quota.




<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<source>
<running/>
</source>
<config>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>mytenant</name>
<extensions>
<extension>
<name>quota</name>
<properties>
<property nc:operation="delete”>
<name>cores</name>
<value>20</value>
</property>
<property>
<hame>ram</name>
<value>2147483647</value>
</property>
<property>
<hame>instances</name>
<value>-1</value>
</property>
</properties>
</extension>
</extensions>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.11.2 NetConfresponse

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.11.3 Configuration Activation

On Success:

Event notification

An escEvent of type UPDATE_TENANT with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,
and the quota configuration has been successfully updating in the VIM.

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-06T16:33:27.197+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Tenant successfully updated</status_message>
<tenant>mytenant</tenant>
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<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>UPDATE_TENANT</type>
</event>
</escEvent>
</notification>

Operational data
After a tenant update configuration has been successfully activated, there will be no operational data
for the tenant, because we only update the tenant quotas which are not part of the operational data.

On Failure:

Event notification

An escEvent of type UPDATE_TENANT with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. For example, this could occur if updating a
tenant that was directly deleted in the VIM but not in ESC.

Operational data
After a tenant update configuration has failed activation, there will still be no change to the operational
data.

Handling Activation Failures
If a failure occurs while activating an update tenant configuration change, the tenant will revert back to
the active state and ready to receive other operations.

6.1.12 Create Network

6.1.12.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> <edit-config
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmlIns="http://www.cisco.com/esc/esc">
<networks>
<network>
<name>mgmt-net</name>
<shared>false</shared>
</network>
</networks>
</esc_datamodel>
</config>
</edit-config>
</rpc>

Note: ESC does not allow the users to modify other properties of a network except shared property. If user tries to modify
other properties of a network through service update request, ESC does not throw any error, instead ESC ignores the

changes. ESC allows the users to set the shared property of a network to True only when the network is configured outside
the deployment tag. If the user tries to create a network inside the ESC deployment tag with shared property as True, then
ESC throws an error. Only an admin privileged tenant can update a network with the shared property as True or False. If a
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non-admin tenant tries to create or update the shared property of the network, ESC throws an error.

6.1.12.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.



6.1.12.3 Configuration Activation

On Success:

Note: attributes ‘vlan_id’, ‘switch_name’ and ‘number_of_ports’ are required for VMware VIM

Event notification

An escEvent of type CREATE_NETWORK with a status of SUCCESS will be sent to Netconf subscribers
once the configuration activation has completed. This indicates that the activation workflow is
complete, and the configuration resource has been successfully created in the VIM. The network will be

created as a shared network.
<?xml version="1.0" encoding="UTF-8"7>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-19718:32:13.383+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc'">
<status>SUCCESS</status>
<status_message>Network creation completed successfully</status_message>

<network>SystemAdminTenantldmgmt-net</network>
<tenant>SystemAdminTenantId</tenant>
<vm_source>

</vm_source>
<vm_target>

</vm_target>
<event>

<type>CREATE_NETWORK</type>

</event>

</escEvent>

</notification>

On Failure:

Event notification

An escEvent of type CREATE_NETWORK with a status of FAILURE will be sent to Netconf subscribers if
the configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures.

Handling Activation Failures

If a failure occurs while activating a Create Network configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete
Network configuration change. The configuration change can then be retried explicitly by the Netconf
client once the underlying issue is resolved.


http://www.cisco.com/esc/esc

6.1.13 Delete Network

6.1.13.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<networks>
<network nc:operation="delete">
<name>mgmt-net</name>
</network>
</networks>
</esc_datamodel
</config>
</edit-config>
</rpc>

6.1.13.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.13.3 Configuration Activation

On Success:

Event notification
An escEvent of type DELETE_ NETWORK with a status of SUCCESS will be sent to Netconf subscribers
once the configuration activation has completed. This indicates that the activation workflow is

complete, and the configuration resource has been successfully created in the VIM.
<?xml version="1.0" encoding="UTF-8"7>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-19T720:05:45.824+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>OpenStack Driver: Network successfully deleted</status_message>
<network>SystemAdminTenantIdmgmt-net</network>
<tenant>SystemAdminTenantId</tenant>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>DELETE_NETWORK</type>
</event>
</escEvent>
</notification>

On Failure:

Event notification

An escEvent of type DELETE_ NETWORK with a status of FAILURE will be sent to Netconf subscribers if
the configuration action cannot be complete for some reason. For example, this could occur if the
configuration resource were already deleted in the VIM and was not done from ESC. If a FAILURE event
occurs, there may be cleanup required as described below under Handling Activation Failures.
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Handling Activation Failures

If a failure occurs while activating a delete network configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator manual
intervention may be required to clean up possible leaking VIM resources.



6.1.14 Create Subnet

6.1.14.1 Netconf Request

For Netconf Request for adding dns servers under the subnet:

<rpc message-id="1" xmiIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlIns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>

<running/>

</target>

<config

<esc_datamodel xmlIns="http://www.cisco.com/esc/esc"
xmlns:ns0="http://www.cisco.com/esc/esc"
xmins:ns3="http://www.cisco.com/esc/esc_notifications"
xmlns:ns1="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:ns2="urn:ietf:params:xml:ns:netconf:notification:1.0">
<networks>

<network>

<name>mgmt-net</name>

<subnet>

<name>mgmt-net-subnet</name>
<ipversion>ipva</ipversion>

<dhcp>false</dhcp>

<address>10.20.0.0</address>
<gateway>10.20.0.1</gateway>

<dns>

<server>24.0.0.23</server>

<server>25.0.0.35</server>

</dns>

<netmask>255.255.255.0</netmask>

</subnet>

</network>

</networks>

</esc_datamodel>

</config>

</edit-config

</rpc>

For Netconf Request for modifying the order of DNS entries, use nc:operation="replace” as follows:

<?xml version="1.0" encoding="UTF-8"?>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<networks>

<network>

<name>test-network2 </name>

<shared>false</shared>
<admin_state>true</admin_state>
<router_external>false</router_external>
<provider_physical_network>physnet_tenant</provider_physical_network>
<provider_network_type>vlan</provider_network_type>
<provider_segmentation_id>3112</provider_segmentation_id>
<subnet>

<name>test-subnet2</name>
<ipversion>ipvé4</ipversion>

<dhcp>false</dhcp>

<address>40.10.11.22</address>
<netmask>255.255.255.0</netmask>
<gateway>40.10.11.1</gateway>

<dns nc:operation="replace”>

<server>25.0.0.1</server>

<server>24.0.0.1</server>

</dns>

</subnet>

</network>

</networks>

</esc_datamodel>
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For Netconf Request to delete any existing DNS Name Server entry, use nc:operation="delete” as
follows:

<?xml version="1.0" encoding="UTF-8"?>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<networks>

<network>

<name>network-new-1</name>

<shared>false</shared>
<admin_state>true</admin_state>
<router_external>false</router_external>
<provider_physical_network>physnet_tenant</provider_physical_network>
<provider_network_type>vlan</provider_network_type>
<provider_segmentation_id>3112</provider_segmentation_id>
<subnet>

<name>subnet-new-1</name>
<ipversion>ipva</ipversion>

<dhcp>false</dhcp>

<address>40.10.11.3</address>
<netmask>255.255.255.0</netmask>
<gateway>40.10.11.1</gateway>

<dns>

<server nc:operation="delete”> 24.0.0.1</server>
<server nc:operation="delete”>25.0.0.1</server>
<server>26.0.0.1 </server>

</dns>

</subnet>

</network>

</networks>

</esc_datamodel>

6.1.14.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of a
Configuration Request for more details.

6.1.14.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_SUBNET with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete, and

the configuration resource has been successfully created in the VIM.
<?xml version="1.0" encoding="UTF-8"?>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-19T20:24:32.57+00:00</eventTime>
<escEvent xmiIns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Subnet creation completed successfully, subnet ID: [SystemAdminTenantldmgmt-netmgmt-net-subnet]</status_message>
<network>SystemAdminTenantldmgmt-net</network>
<subnet>SystemAdminTenantldmgmt-netmgmt-net-subnet</subnet>
<tenant>SystemAdminTenantld</tenant>
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<vm_source>

</vm_source>

<vm_target>

</vm_target>

<event>
<type>CREATE_SUBNET</type>
</event>

</escEvent>

</notification>

On Failure:

Event notification

An escEvent of type CREATE_ SUBNET with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures

Handling Activation Failures

If a failure occurs while activating a Create Subnet configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Subnet
configuration change. A Delete Subnet sent at this stage should return an <ok> status and will also
generate a DELETE_SUBNET Success Notification. The configuration change can then be retried
explicitly by the Netconf client once the underlying issue is resolved.



6.1.15 Delete Subnet

6.1.15.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<networks>
<network>
<name>mgmt-net</name>
<subnet nc:operation="delete">
<name>mgmt-net-subnet</name>
</subnet>
</network>
</networks>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.15.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.15.3 Configuration Activation

On Success:

Event notification
An escEvent of type DELETE_SUBNET with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully created in the VIM.
<?xm] version="1.0" encoding="UTF-8"7>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-19T21:57:06.526+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>OpenStack Driver: Subnet successfully deleted</status_message>
<network>SystemAdminTenantIdmgmt-net</network>
<subnet>SystemAdminTenantIdmgmt-netmgmt-net-subnet</subnet>
<tenant>SystemAdminTenantId</tenant>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>DELETE_SUBNET</type>
</event>
</escEvent>
</notification>
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On Failure:

Event notification

An escEvent of type DELETE_SUBNET with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. For example, this could occur if the
configuration resource were already deleted from the VIM and not from the ESC. If a FAILURE event
occurs, there may be cleanup required as described below under Handling Activation Failures.

Handling Activation Failures

If a failure occurs while activating a delete subnet configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator manual
intervention may be required to clean up possible leaking VIM resources.



6.1.16 Create Image

Creates an Image(Template) which will be managed by ESC and can be used for creating instance VMs.
An optional properties list can be included in the image creation payload. This is only supported for the
creation of images on OpenStack. Image properties will be stored in OpenStack as image metadata.
Property name and values are not validated by ESC.

6.1.16.1 Netconf Request
6.1.16.1.1 Example One

<rpc message-id="1" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<images>
<image>
<name>cirros-image-indep</name>
<src>file://cisco/images/cirros-0.3.3-x86_64-disk.img</src>
<disk_format>qcow2</disk_format>
<container_format>bare</container_format>
<serial_console>true</serial_console>
<disk_bus>virtio</disk_bus>
</image>
</images>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.16.1.2 Example Two

The use of image properties allows flexible assignment of image metadata, such as hw_disk_bus and
hw_vif_model. This extends current limitation of ESC schema with disk_bus :=ide [ scsi | virtio and
e1000 net := true | false and virtio_net : = true | false.

<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<images>
<image>
<name>cirros-image-indep</name>
<src>file://cisco/images/cirros-0.3.3-x86_64-disk.img</src>
<disk_format>qcow2</disk_format>
<container_format>bare</container_format>
<serial_console>true</serial_console>
<disk_bus>virtio</disk_bus>
<properties>
<property>
<name>hw_d1isk_bus</name>
<value>pcnet</value>
</property>
<property>
<name>hw_vif_model</name>
<value>pcnet</value>
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</property>

</properties>
</image>
</images>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.16.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.16.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_IMAGE with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully created in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-05T19:38:27.71+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc'">
<status>SUCCESS</status>
<status_message> Image creation completed successfully.</status_message>
<image>cirros-image-indep</image>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>CREATE_IMAGE</type>
</event>
</escEvent>
</notification>

Operational data
After an image creation configuration has been successfully activated, the operational data for the
image will show the name, image_id and visibility of the image:

Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter select=" esc_datamodel/opdata/images/image[name="cirros-image-
indep']" type="xpath"/>
</get>
</rpc>

Netconf Response
<rpg—rep1y message-id="1" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<images>
<image>
<name>cirros-image-indep</name>
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<image_id>660088al-c38a-46b4-9dce-5b7f543acl37</image_id>
<public>true</public>
</image>
</images>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification

An escEvent of type CREATE_IMAGE with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures

Operational data
After an image creation configuration has failed activation, there will be no change to the operational
data.

Handling Activation Failures

If a failure occurs while activating a Create Image configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Image
configuration change. The configuration change can then be retried explicitly by the Netconf client once
the underlying issue is resolved.



6.1.17 Delete Image

6.1.17.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<images>
<image nc:operation="delete">
<name>cirros-image-indep</name>
</image>
</images>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.17.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for

activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.17.3 Configuration Activation
On Success:

Event notification
An escEvent of type DELETE_IMAGE with a status of SUCCESS will be sent to Netconf subscribers once

the configuration activation has completed. This indicates that the activation workflow is complete, and

the configuration resource has been successfully deleted in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-06T16:33:27.197+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Image deletion completed successfully.</status_message>
<image>cirros-image-indep</image>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>DELETE_IMAGE</type>
</event>
</escEvent>
</notification>

Operational data
After an image deletion configuration has been successfully activated, there will be no operational data

for the image.
On Failure:

Event notification
An escEvent of type DELETE_IMAGE with a status of FAILURE will be sent to Netconf subscribers if the

configuration action cannot be complete for some reason. For example, this could occur if the
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configuration resource was already deleted in the VIM and was not done from ESC. If a FAILURE event
occurs, there may be cleanup required as described below under Handling Activation Failures.

Operational data

After an image deletion configuration has failed activation, there still will be no operational data
because by default whenever a delete configuration fails then ESC cleans up the resources from its
database.

Handling Activation Failures

If a failure occurs while activating a delete image configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator manual
intervention may be required to clean up possible leaking VIM resources.



6.1.18 Create Flavor

6.1.18.1 Netconf Request
<rpc message-id="1" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<flavors>
<flavor>
<name>myflavor</name>
<vcpus>1</vcpus>
<memory_mb>512</memory_mb>
<root_disk_mb>0</root_disk_mb>
<ephemeral_disk_mb>0</ephemeral_disk_mb>
<swap_disk_mb>0</swap_disk_mb>
</flavor>
</flavors>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.18.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

Note - Flavor Operations (Create and Delete) are not supported for VMWare VIM !

6.1.18.3 Configuration Activation
On Success:

Event notification
An escEvent of type CREATE_FLAVOR with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully created in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-05T19:38:27.71+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc'">
<status>SUCCESS</status>
<status_message> Flavor creation completed successfully.</status_message>
<flavor>myflavor</flavor>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>CREATE_FLAVOR</type>
</event>
</escEvent>
</notification>
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Operational data
After a flavor creation configuration has been successfully activated, the operational data for the flavor
will show the name, flavor_id and visibility of the flavor:

Netconf Request
<rpc message-id="1" xmIins="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter select=" esc_datamodel/opdata/flavors/flavor[name="myflavor']"
type="xpath" />
</get>
</rpc>

Netconf Response
<rpc-reply message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<flavors>
<flavor>
<name>myflavor</name>
<flavor_id>db0209a5-cf8a-4eaa-89al1-64511519486a</flavor_id>
<public>true</public>
</flavor>
</flavors>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification

An escEvent of type CREATE_FLAVOR with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures

Operational data
After a flavor creation configuration has failed activation, there will be no change to the operational
data.

Handling Activation Failures

If a failure occurs while activating a Create Flavor configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Flavor
configuration change. The configuration change can then be retried explicitly by the Netconf client once
the underlying issue is resolved.
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6.1.19 Delete Flavor

6.1.19.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<flavors>
<flavor nc:operation="delete">
<name>myflavor</name>
</flavor>
</flavors>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.19.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.19.3 Configuration Activation
On Success:

Event notification
An escEvent of type DELETE_FLAVOR with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete,

and the configuration resource has been successfully deleted in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2015-05-06T16:33:27.197+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_message>Flavor deletion completed successfully.</status_message>
<flavor>myflavor</flavor>
<vm_source>
</vm_source>
<vm_target>
</vm_target>
<event>
<type>DELETE_FLAVOR</type>
</event>
</escEvent>
</notification>

Operational data
After a flavor deletion configuration has been successfully activated, there will be no operational data

for the flavor.
On Failure:

Event notification
An escEvent of type DELETE_FLAVOR with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. For example, this could occur if the
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configuration resource was already deleted in the VIM and was not done from ESC. If a FAILURE event
occurs, there may be cleanup required as described below under Handling Activation Failures.

Operational data
After a flavor deletion configuration has failed activation, there still will be no operational data because
by default whenever a delete configuration fails then ESC cleans up the resources from its database.

Handling Activation Failures

If a failure occurs while activating a delete flavor configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator manual
intervention may be required to clean up possible leaking VIM resources.



6.1.20 Create Volume

6.1.20.1 Netconf Request
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>admin</name>
<volumes>
<volume>
<name>some-volume</name>
<type>Tvm</type>
<size>l</size>
<sizeunit>GiB</sizeunit>
</volume>
</volumes>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.20.2 Netconf Response

An rpc-reply response is returned with a status of ok if the request was accepted for activation, or a
status of rpc-error if the request was rejected. See section 3.2.1 Stage 1: Acceptance or Rejection of
a Configuration Request for more details.

6.1.20.3 Configuration Activation
On Success:

Event Notification
An escEvent of type CREATE_VOLUME with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete, and

the configuration resource has been successfully created in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-04-18T19:46:12.037+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Volume successfully created.</status_message>
<volume>some-volume</voTlume>
<tenant>admin</tenant>
<event>
<type>CREATE_VOLUME</type>
</event>
</escEvent>
</notification>
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Operational data
After a volume creation configuration has been successfully activated, the operational data for the

volume will show the display_name, external_id, type, and size of the volume:
<rp§—rep1y message-id="1" xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<tenants>
<tenant>
<name>admin</name>
<tenant_id>ca50e51bc0894e58b334eeb586ddbbd7</tenant_id>
<volumes>
<volume>
<display_name>some-volume</display_name>
<external_id>aed7adeb-e31d-4fc8-b8e9-e4f9ee58afee</external_id>
<type>lvm</type>
<size>1GiB</size>
</volume>
</volumes>
</tenant>
</tenants>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

On Failure:

Event notification

An escEvent of type CREATE_VOLUME with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. If a FAILURE event occurs, there may be
cleanup required as described below under Handling Activation Failures

Operational data
After a volume creation configuration has failed activation, there will be no change to the operational
data.

Handling Activation Failures

If a failure occurs while activating a Create Volume configuration change, the Netconf client should
explicitly bring the configuration back to a consistent state by sending the corresponding Delete Volume
configuration change. The configuration change can then be retried explicitly by the Netconf client once
the underlying issue is resolved.
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6.1.21 Delete Volume

6.1.21.1 Netconf Request

<rpc message-id="1" xmIins="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>
<config>
<esc_datamodel xmIns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>admin</name>
<volumes>
<volume nc:operation="delete">
<name>some-volume</name>
</voTlume>
</volumes>
</tenant>
</tenants>
</esc_datamodel>
</config>
</edit-config>
</rpc>

6.1.21.2 Netconf Response
An rpc-reply response is returned with a status of ok if the request was accepted for
activation, or a status of rpc-error if the request was rejected. See section 3.2.1 Stage 1:
Acceptance or Rejection of a Configuration Request for more details.

6.1.21.3 Configuration Activation
On Success:

Event Notification
An escEvent of type DELETE_VOLUME with a status of SUCCESS will be sent to Netconf subscribers once
the configuration activation has completed. This indicates that the activation workflow is complete, and

the configuration resource has been successfully deleted in the VIM.
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-04-18720:03:03.607+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Volume successfully deleted</status_message>
<volume>some-volume</voTlume>
<tenant>admin</tenant>
<event>
<type>DELETE_VOLUME</type>
</event>
</escEvent>
</notification>

Operational data
After a volume deletion configuration has been successfully activated, there will be no operational data

for the volume.
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On Failure:

An escEvent of type DELETE_VOLUME with a status of FAILURE will be sent to Netconf subscribers if the
configuration action cannot be complete for some reason. For example, this could occur if the
configuration resource were already deleted in the VIM and was not done from ESC. If a FAILURE event
occurs, there may be cleanup required as described below under Handling Activation Failures.

Operational data

After a volume deletion configuration has failed activation, there still will be no operational data
because by default whenever a delete configuration fails then ESC cleans up the resources from its
database.

Handling Activation Failures

If a failure occurs while activating a delete volume configuration change, there are no further actions
required to take as ESC will automatically clean up all the resources from its database. Operator ma