afran]n
CISCO.

[ ]

g

z

[
s
.-

=

2

T
I

Cisco Cloud Native Broadband Router Operations Hub REST API Guide,
Release 20.2

First Published: 2020-07-23

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

Contents

Operations Hub Authentication API 1
Version: 1.0 . . . . . . ..o 1
Security . . ... 1
Jloglevel . . . . oL 1
Jvl/token . . ... 2
Jvl/token/fresh . . . . . ... Lo Lo 3
/vl/token/validation . . . . . . ... ... L 4
Models . . . . . . . . . 4
Operations Hub cnBR Management API 7
Version: 1.0 . . . . . . ..o 7
Jloglevel . . . . oL 7
/vl/cable-modems . . . ... ... 8
/vl/cable-modems/flap . . . . ... ... oL 9
/vl/cable-modems/phy . . . . ... ... L 9
/v1l/cable-modems/statistics . . . . . ... ... L. 10
/vl/cable-modems/{mac} . . . ... ... ... L. 10
/v1l/cable-modems/{mac}/cpes . . . . ... ... ... 11
/vl/cable-modems/{mac}/dbc . . .. ... . ... ... ... 12
/v1/cable-modems/{mac}/service-flows . ... ... ... . ... 12
Jvljemts ..o 13
Jvl/emts/refresh . . . . ... Lo Lo 14
/vl/emts/{cmts-id} . ... 14
/vl/emts/{cmts-id}/configs . . . . .. ..o 15
/vl/emts/{cmts-id}/health . . . . ... ... o000 16
/vl/cmts/{cmts-id} /interfaces . . . . ... ..o 16
/vl/ecmts/{cmts-id} /modems . . . . . ... 17
/vl/emts/{cmts-id}/refresh . . . . ... oo 17
/vl/collector/file/{tid} . . . . . . . . .. .. 18
Jvl/collector/info . . . . . . ... Lo 19
/vl/collector/snapshot . . . . . ... ... L. 19
Jvl/service-flows . . . .. ... L 19
/vl/service-flows/{sf-id} . . . . ... .. oo 20



ii CONTENTS
Models . . . . . ... .. 20
Operations Hub Configurator API 27
Version: 1.0 . . . . . . ... 27
/vl/cmts/config/{cmts-id} . ... ... ... Lo 27
/v1/cmts/{cmts-id}/config/global . . . . ... ... ... 28
Jvl/templates . . . . . ... 29
/v1l/templates/{template-name} . .. ... ... .. ... ... . 30
Models . . . . . . . . . 31
Operations Hub RPD/SG Operation API 65
Version: 1.0 . . . . . . ... 65
Jloglevel . . . . . .. L 65
/vl/hashelf/reload . . . . . ... ... ... ... ... 66
Jvl/ifsindex . . . ..o 67
/vl/pnm-session . . . .. .. ... 67
Jvl/rpd/eve . oo 68
/vl/rpd/cve/{cve-name} . . ... 69
/vl/rpd/image . . . . ... .. L 69
/vl/rpd/image/{filename} . . . . . . ... 70
Jvl/rpd/ssd . . ..o 70
Jvl/rpd/ssd-state. . . . . . ... L 71
/vl/rpd/upgrade/{image} . . . . . . ... ... L. 71
/vl/sg/config/canary . . . . . ... L Lo 72
/v1/sg/config/canary/transactions . . . . . ... . ... ... .. 72
/v1/sg/config/canary/transactions/active . . . . . ... ... .. 73
/v1/sg/config/canary/transactions/{transaction-id} . . ... .. 73
/v1/sg/config/canary/transactions/{transaction-id} /revert-canary 74
/v1/sg/config/canary/transactions/{transaction-id} /upgrade-all 74
/v1l/sg/{cmts-id}/{sg-name} . ... . ... ... ... L. 75
/vl/sg/{cmts-id}/{sg-name} /requests . . . . . .. ... ... .. 76
/v1/sg/{cmts-id}/{sg-name}/status . ... ... ... ... ... 7
/v1l/sg/{transaction-id}/status . . . . ... ... ... ... r
/v1/shelf/group-information . . . . . ... ... oL 78
/v1/shelf/platform-information/{parameter} . . . ... ... .. 78
/v1/shelf/request-output/{parameter} . . . . ... ... ... .. 79
Jvljutsc . ..o 79
/vl/utsc-status . . . . ... 80
Jvl/utsc/start . . ... 81
Jvljutse/stop . . .. oL 81
Models . . . . . .. . .. 82
Operations Hub KPI Alert Management API 89
Version: 1.0 . . . . . . ... 89
Security . . . . . .. 89

Jvljalerts . . . ... L 89



CONTENTS ii

Jvl/alerts/groups . . . . . ... o 90
/vl/alerts/groups/{name} . . . . . .. ... L L. 90
Jvljalerts/{id} . . . . . ..o 91
Jvl/alerts/{id}/ack . . .. ... o 92
Jvl/loglevel . . . ... 92
Jvl/smtp ..o 93

Models . . . . . . .. 94
Operations Hub KPI Management API 97
Version: 1.0 . . . . . . ... 97
/api/clusterkpi/health . . . . .. ... ... Lo L 97

/api/clusterkpi/health/{folder} . . . . . . ... ... ... ... .. 98



iv

CONTENTS



Operations Hub
Authentication API

Version: 1.0

Security
BasicAuth

basic  Basic

/loglevel
GET
Summary Get HM Auth Current LogLevel

Description Get HM Auth Current LogLevel

Responses
Code Description Schema
200 OK auth.LogLevel
Security
Security Schema Scopes

AuthBearerHeader
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PUT
Summary Set HM Auth LogLevel

Description Set HM Auth LogLevel

Parameters
Name Located in  Description Required Schema
LogLevel body Log Level Yes LogLevel
Responses
Code Description Schema
200 OK auth.LogLevel
400 Bad Request string
Security
Security Schema Scopes
AuthBearerHeader
/v1/token
POST

Summary Generate an API token if user is valid
Description Generate an API token

Responses

Code Description Schema

201 Created auth.TokenGenInfo
400 Bad Request string

Security
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Security Schema  Scopes

BasicAuth

DELETE

Summary Delete access token from DB

Description Delete access token from DB

Responses
Code Description Schema
200 OK string
400 Bad Request string
Security
Security Schema Scopes
AuthBearerHeader
/v1/token/fresh
POST

Summary Refresh access and fresh token
Description Refresh access and fresh token

Parameters

Name Located in Description Required Schema

Token body Token Yes auth.TokenRefreshReqInfo

Responses

Code Description Schema

200 OK auth.TokenGenlInfo
400 Bad Request string




4 OPERATIONS HUB AUTHENTICATION API

Security
Security Schema Scopes
AuthBearerHeader
/v1/token/validation
POST

Summary Validate access token

Description Check if the access token is valid

Responses
Code Description Schema
200 OK string
400 Bad Request string
Security
Security Schema Scopes
AuthBearerHeader
Models
auth.LogLevel
Name Type  Description Required
Log Level string No
auth.TokenGenInfo
Name Type Description  Required
access_ token string No
refresh_ token string No
refresh_ token_ expire integer No

token_ type string No




VERSION: 1.0

auth.TokenRefreshReqlnfo

Name Type  Description Required

access_token  string No
refresh_token string No
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Operations Hub cnBR
Management API

Version: 1.0

/loglevel
GET
Summary Get HM Manager Current LogLevel

Description Get HM Manager Current LogLevel

Responses

Code Description Schema

200 OK model.LogLevel

PUT
Summary Set HM Manager LogLevel

Description Set HM Manager LogLevel

Parameters
Name Located in  Description Required Schema
LogLevel body Log Level Yes model.LogLevel
Responses
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Code Description Schema

200 OK model.LogLevel
400 Bad Request string

/v1/cable-modems
GET

Summary Get all Cable Modems information

Description Get all Cable Modems information

Parameters
Name Located in  Description Required Schema
cmts-id  query CMTS Yes string
state query filter modems state No string
format  query output format Yes string
Responses
Code Description Schema
200 OK model.SCMInfo
400 Bad Request string
404 Not Found string
PUT

Summary Reset or Delete Modem from HM

Description Reset or Delete Modem from HM

Parameters
Name Located in  Description Required Schema
ModemAction body Modem Action Yes model.ModemAction

Responses
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Code Description Schema

200 ok string
400 Bad Request string

/v1/cable-modems/flap
GET
Summary ShowCableModem Flap List from HM

Description Show Cable Modem Flap List from HM

Parameters
Name Located in  Description Required Schema
cmts-id  query CMTS Yes string
format  query output format Yes string
Responses
Code Description Schema
200 ok string
400 Bad Request string
/v1/cable-modems/phy
GET
Summary ShowCableModem PHY from HM
Description Show Cable Modem Phy from HM
Parameters
Name Located in  Description Required Schema
cmts-id  query CMTS Yes string
format  query output format Yes string

Responses
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Code Description Schema

200 ok string
400 Bad Request string

/v1/cable-modems/statistics
GET
Summary Get Modem Statistics from HM

Description Get all the monitored CMTSs” Modem statistics from HM

Responses

Code Description Schema

200 OK model.CmStats
400 Bad Request string

/v1/cable-modems/{mac}
GET

Summary Get one Cable Modem information
Description Get one Cable Modem information

Parameters

Name Located in  Description  Required Schema

mac path ModemMac  Yes string
kind query output type No string
Responses

Code Description Schema

200 OK model.ModemBasicInfo
400 Bad Request string
404 Not Found string
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/v1/cable-modems/{mac}/cpes
GET
Summary GetModemCpelnfo from HM

Description Get Modem CPE Info from HM

Parameters

Name Located in Description  Required Schema

mac path Modem Mac  Yes string

Responses

Code Description Schema

200 ok string
400 Bad Request string

DELETE
Summary HttpDeleteModemCpes from HM

Description Delete Modem CPE Info from HM

Parameters
Name Located in  Description Required Schema
mac path Modem Mac Yes string
cpe-mac  query CPE Mac List, split with , No string
Responses

Code Description Schema

200 ok string
400 Bad Request string

11
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/v1/cable-modems/{mac}/dbc
GET
Summary Get Modem Dbc Info from HM

Description Get Modem Dbc Info from HM

Parameters
Name Located in  Description Required Schema
mac path ModemMac Yes string
kind query output type Yes string
limit  query limit number for events No integer
Responses

Code Description Schema

200 ok string
400 Bad Request string

/v1l/cable-modems/{mac}/service-flows
GET

Summary Get cable modem’s Service Flows information
Description Get cable modem’s Service Flows information

Parameters

Name Located in  Description Required Schema

mac path ModemMac  Yes string

Responses

Code Description Schema

200 OK model.SfPerModemList
400 Bad Request string
404 Not Found string
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/v1l/cmts
GET
Summary Get all CMTS Information

Description Get all CMTS Information

13

Parameters
Name Located in  Description Required Schema
fields query give information based on the fields No string
Responses
Code Description Schema
200 OK model. CmtsDetaillnfoEntries
400 Bad Request string
404 Not Found string
POST
Summary Add new CMTSs to the HM
Description Add new CMTSs to the HM
Parameters
Name Located in Description Required Schema
Cmts body CMTS Yes model.NewCmtsInfo
Responses
Code Description Schema
200 OK model. CmtsBasicInfo
400 Bad Request  string
500 Internal error string
DELETE

Summary Delete All CMTSs from the HM
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Description Delete All CMTSs from the HM

Responses
Code Description Schema
200 OK model. CmtsEntry
400 Bad Request string
/v1/cmts/refresh
POST

Summary Refresh All CMTS

Description Trigger CMTS(s) to send the telemetry

Responses
Code Description Schema
200 OK string
500 Internal Server Error string

/v1l/cmts/{cmts-id}
GET

Summary Get one CMTS information

Description Get one CMTS information

Parameters
Name Located in  Description Required Schema
cmts-id  path CMTS Yes string
fields query give information on the fields No string
Responses

Code Description Schema

200 OK model.CmtsBasicInfo
400 Bad Request string
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Code Description Schema

404 Not Found string

DELETE
Summary Delete one CMTS from the HM

Description Delete one CMTS from the HM

Parameters

Name Located in  Description Required Schema

cmts-id  path CMTS Yes string

Responses

Code Description Schema

200 OK model.CmtsEntry
400 Bad Request string

/v1l/cmts/{cmts-id}/configs
GET
Summary Get CMTS Config

Description Get CMTS Config

Parameters

Name Located in  Description Required Schema

cmts-id  path CMTS Yes string
type query config type No string
Responses
Code Description Schema
200 configuration string

500 Internal Server Error string
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/v1l/cmts/{cmts-id} /health
POST
Summary Update CMTS Health

Description Update CMTS healthy status

Parameters

Name Located in  Description Required Schema

cmts-id  path CMTS Yes string
Responses
Code Description Schema
200 OK string

500 Internal Server Error string

/v1l/cmts/{cmts-id} /interfaces
GET

Summary Get CMTS’s Interfaces information
Description Get CMTS’s Interfaces information

Parameters

Name Located in  Description Required Schema

cmts-id  path CMTS Yes string

Responses

Code Description Schema

200 OK model. IntfInfoList
400 Bad Request string
404 Not Found string
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/v1l/cmts/{cmts-id} /modems
GET
Summary Get CMTS’s Cable Modem List

Description Get CMTS’s Cable Modem List

Parameters
Name Located in  Description Required Schema
cmts-id  path CMTS Yes string
Responses

Code Description Schema

200 OK model.CmSgList
400 Bad Request string
404 Not Found string

/v1l/cmts/{cmts-id} /refresh
POST
Summary Refresh CMTS

Description Trigger CMTS to send the telemetry

Parameters

Name Located in  Description Required Schema

cmts-id  path CMTS Yes string
Responses
Code Description Schema
200 OK string

500 Internal Server Error string
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/v1/collector/file/{tid}
GET

Summary Get the tar.gz file which includes collected infomation

Description Get the tar.gz file which includes collected infomation

Parameters
Name Located in  Description Required Schema
tid path tid of the collection Yes string
Responses
Code Description Schema
200 OK string
500 Internal Server Error string
DELETE

Summary Delete the tar.gz file which includes collected infomation as well as
its record in database

Description Get the tar.gz file which includes collected infomation as well as
its record in database

Parameters
Name Located in Description Required Schema
tid path tid of the collection  Yes string
Responses
Code Description Schema
200 OK string

500 Internal Server Error string
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/v1/collector/info
PUT

Summary Collector Debug Info

Description Collector Debug Info

Parameters

Name Located in  Description Required Schema
CollectorInfo  body Collector Info  Yes handler.CollectorInfo
Responses

Code Description Schema

200 ok string
400 Bad Request string

/v1/collector /snapshot

/v1/service-flows
GET
Summary Get CMTS’s Service Flows list

Description Get CMTS’s Service Flows list

Parameters

Name Located in  Description Required Schema

cmts-id  query CMTS Yes string

Responses

Code Description Schema

200 OK model.ServiceFlowList
400 Bad Request string
404 Not Found string
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/v1/service-flows/{sf-id }
GET

Summary Get one Service Flow

Description Get one Service Flow

Parameters
Name Located in  Description Required Schema
cmts-id  query CMTS Yes string
sg-id query Service Group  Yes integer
md-id query MAC Domain  Yes integer
sf-id path Service Flow  Yes integer
Responses
Code Description Schema
200 OK model.SfInfoVerb
400 Bad Request string
404 Not Found string
Models

handler.CollectorInfo

Name Type Description  Required
from string No
info source [ handler.CollectorTypelnfo | No
to string No
user string No

handler.CollectorTypelnfo

Name Type Description Required

id string No
source string No
type string No
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model.CmSgInfo
Name Type Description  Required
modems-list [ string ] No
sg-id integer No
model.CmSgList
Name Type Description  Required
cmts-id  string No
sg-id-list [ model.CmSgInfo ] No
model.CmSgStatsInfo
Name Type Description  Required
init integer No
offline  integer No
online integer No
sg-id integer No
model.CmStats
Name Type Description  Required
cmts-modems-stats [ model.CmStatsItem | No
model.CmStatsItem
Name Type Description  Required
cmts-id  string No
sg-stats [ model.CmSgStatsInfo ] No
model.CmtsBasicInfo
Name Type Description Required
access-token string  CmtsToken string json:"cmts-token" No
cmts-id string No
cmts-name string No
ingress-host-name string No
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Name Type Description Required
namespace string No
password string No
refresh-token string No
refresh-token-expire integer No
username string No
model.CmtsDetaillnfo

Name Type  Description Required
access-token string No
cmts-id string No
cmts-name string No
description string CmtsToken string json:"cmts-token" No
docsis-base-cap string No
ingress-host-name  string No
namespace string No
status string No
username string No

model.CmtsDetaillInfoEntries

Name Type Description  Required
cmts-list [ model.CmtsDetaillnfo ] No
model.CmtsEntry
Name Type Description  Required
cmts-id [ string ] No
model.IntfInfo
Name Type Description  Required
if-in-octets integer No
if-mac string No
if-name string No
if-out-octets integer No
if-stack-status  string No
if-type string No
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model.IntfInfoList
Name Type Description  Required
cluster-id string No
interface-list [ model.IntfInfo | No
model.LogLevel
Name Type  Description Required
Log Level string No

model.ModemAction

Name Type Description  Required
action string No
cmts-id  string No
modems [ string | No
sg-id string No

model.ModemBasicInfo

Name Type Description  Required
cpe-count integer No
errors-correctable(s) integer No
errors-uncorrectable(s)  integer No
flap-count integer No
flap-time string No
good-codeword integer No
interface string No
ip-address [ string ] No
mac-address string No
mac-tate string No
mac-version string No
operation-version string No
primary-ds-sfid integer No
primary-sID integer No
primary-us-sfid integer No
provisioned-version string No
rep-id string No
res-deid [ integer | No

reinit-reason string No

23
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Name Type Description  Required
tes-ucid [ integer | No
timing-offset integer No

model.NewCmtsInfo

Name Type  Description Required
cmts-name string No
ingress-host-name string No
namespace string No
password string No
username string No
model.SCMInfo
Name Type  Description Required
cpe-num string No
dual-stack string No
interface string No
ip-addr string No
mac-state string No
modem-mac string No
prim-sid string No
rx-pwr(dBmV)  string No
timing-offset string No

model.ServiceFlowList

Name Type Description  Required
cmts-id string No
service-flow-list [ model.SfInfo ] No

model.SfInfo

Name Type Description  Required
dir string No
id integer No
mac string No
mac-domain-id  integer No

service-group-id  integer No
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Name Type Description  Required
state string No
type string No
model.SfInfoVerb
Name Type Description  Required
byte-cnt  integer No
clusterld string No
dir string No
id integer No
mac string No
mdId integer No
pkt-cnt integer No
sgld integer No
state string No
type string No
model.SfPerModem
Name Type Description  Required
byte-cnt  integer No
dir string No
id integer No
pkt-cnt  integer No
state string No
type string No
model.SfPerModemList
Name Type Description  Required
mac string No
service-flow-list [ model.SfPerModem | No

25
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Operations Hub
Configurator API

This is Operations Hub Configurator backend server.

Version: 1.0

/v1/cmts/config/{cmts-id}
GET
Summary Get cnBR-Core All Configuration

Description Get cnBR-Core all configuration

Parameters
Name Located in  Description Required Schema
cmts-id  path c¢nBR~Core Cluster ID  Yes string
Responses
Code Description Schema
200 OK string
400 Bad Request string
PUT

Summary Update cnBR-Core All Configuration

Description Update cnBR-Core all configuration

27
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Parameters

Name Located in  Description Required Schema

cmts-id path cnBR-Core Cluster ID  Yes string
Configuration body Cluster Configuration  Yes model.CnBRConfig
Responses

Code Description Schema

200 OK string
400 Bad Request string

/v1/cmts/{cmts-id} /config/global
GET
Summary Get cnBR-Core Global Configuration

Description Get cnBR-Core Global Configuration

Parameters
Name Located in  Description Required Schema
cmts-id  path cnBR-Core Cluster ID Yes string
type query Global Configuration Type Yes string
Responses
Code Description Schema
200 OK string
400 Bad Request string
PUT

Summary Update cnBR-Core Global Configuration
Description Update cnBR-Core Global Configuration

Parameters
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Name Located in  Description Required Schema
cmts-id  path c¢nBR-Core Cluster 1D Yes string
type query Global Configuration Type Yes string
value body Global Configuration JSON Data  Yes string
Responses

Code Description Schema

200 OK string

400 Bad Request string
/v1/templates
GET

Summary Get All Configuration Template

Description Get all configuration template

Parameters
Name Located in  Description Required Schema
type query Template Type No string
Responses
Code Description Schema
200 OK string
400 Bad Request string
POST

Summary Add Configuration Template

Description Add configuration template

Parameters
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Name Located in  Description Required Schema
Template body Template Yes model. Template
Responses

Code Description Schema

200 OK string
400 Bad Request string

/v1/templates/{template-name}
GET

Summary Get Configuration Template

Description Get configuration template

Parameters
Name Located in  Description Required Schema
template-name path Template Name Yes string
type query Template Type  No string
Responses
Code Description Schema
200 OK string
400 Bad Request string
PUT

Summary Update Configuration Template

Description Update configuration template

Parameters
Name Located in  Description Required Schema
template-name path Template Name Yes string

Template body Template Yes model. Template
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Responses
Code Description Schema
200 OK string
400 Bad Request string
DELETE

Summary Delete Configuration Template

Description Delete configuration template

Parameters
Name Located in  Description Required Schema
template-name path Template Name Yes string
Responses
Code Description Schema
200 OK string
400 Bad Request string
Models
model.CnBRConfig
Name Type Description  Required
global model.CnbrGlobalConfig No
sgs [ model.CnbrSGConfig | No
model.CnbrGlobalConfig
Name Type Description  Required
bgpagent models.Bgpagent No
cin models.Cin No
12vpn models.L2vpn No
packetcable models.Packetcable No
pfgActive models.PfgActive No

pfgGroup models.PfgGroup No
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Name Type Description  Required
ptp models.Ptp No
rip models.Rip No
sav models.Sav No
tftpProxy models. TftpProxy No
wiring models. Wiring No

model.CnbrSGConfig

Name Type Description Required
sg-config  models.Sg No
sgid integer No

model.ServiceGroupList

Name Type Description Required

model.ServiceGroupList —array

model.Template

Name Type Description Required
description  string Example: "My First Template Example" No
json-data string (json) Ezample: "Template JSON Data" No
name string Example: "MyFirstTemplate" No
type string Ezxample: "TEMPLATE-SG" No
models.BackoffCfg

Name Type Description Required

end integer end Maximum: 15 Minimum: 0  No

start  integer start Maximum: 15 Minimum: 0 No
models.BgpNeighbor

Name Type Description Required

address string  address No
asNumber integer as number Maximum: 65535 Minimum: 1 No
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Name Type Description Required
gateway string gateway No
weight integer weight Maximum: 65535 Minimum: 1 No
models.Bgpagent
Name Type Description Required
asNumber integer as number Required: true No
Maximum: 65535 Minimum:
1
ebgpMultihopnteger ebgp multihop Required: No
true Maximum: 255
Minimum: 0
gracefulRestantodels. Gracefubldefthmestart Required: No
true
ifname string ifname Required: true Max  No
Length: 255 Min Length: 1
neighbors [ mod- neighbors Required: true No
els.BgpNeighbor
]
models.Cin
Name Type  Description Required
CinGwlIp string cin gw Ip No
CinGwlpv6 string cin gw Ipv6 No
SecondaryCinGwlp string secondary cin gw Ip No
SecondaryCinGwlpv6 string secondary cin gw Ipv6 No
models.Dhcp
Name Type Description Req
adjCleanup boolean adj cleanup No
arpGlean boolean arp glean No
arpProxy boolean arp proxy No
arpTimer integer arp timer Maximum: 1440 Minimum: 0 No
customDevice string custom device No
dheplfname string dhcp ifname No
dhcpServers [ string ] dhcep servers No
dynamicSecret boolean dynamic secret No
dynamicSecretExcModemList [ string | dynamic secret exc modem list No
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Name Type Description
dynamicSecretExcOUIList [ string ] dynamic secret exc o UI list
ipv4Giaddr [ string ] ipv4 giaddr
ipvdLq boolean ipvd 1q
ipvd4LqlL.easetimer integer ipv4 1q leasetimer Maximum: 240 Minim
ipv6LinkAddr [ string | ipv6 link addr
ipv6Lq boolean ipv6 1q
ipv6LqLeasetimer integer ipv6 lq leasetimer Maximum: 240 Minim
lqV4scope [ string ] lq v4scope
lqV6prefix [ string ] lq v6prefix
mobilityScopes [ string | mobility scopes
ndGlean boolean nd glean
ndProxy boolean nd proxy
ndpTimer integer ndp timer Maximum: 1440 Minimum: 0
ralnterval integer ra interval Maximum: 1800 Minimum: 4
relayModeV4 integer relay mode v4 Maximum: 255 Minimum:
relayModeV6 integer relay mode v6 Maximum: 255 Minimum:
relayPolicies [ models.DhepRelayPolicy | relay policies
v4Nets [ string ] v4 nets
v6Nets [ string ] v6 nets
vrouterBdiLla string vrouter bdi lla
vrouterBdiMac string vrouter bdi mac
models.DhcpRelayPolicy
Name Type Description Required
deviceClass string device class Enum: [CM No
HOST MTA STB PS
EROUTER DVA CUSTOM]

giAddr string gi addr No
linkAddr string link addr No
v4Serverlp  string v4 server Ip No
v6Serverlp string v6 server Ip No
models.DImCfg

Name Type Description Required

interval integer  interval Maximum: 420 Minimum: 1 No

updateMap boolean

update map

No

models.Dotlqvc
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Name Type Description Required
modemMAC string  modem m a c No
vlanID integer vlan ID Maximum: 4095 Minimum: 2 No
vpnlD string  vpn ID Max Length: 255 Min Length: 1 No
models.DsCfg
Name Type Description Required
annex string annex Enum: [AnnexA No
AnnexB AnnexC)|
attributeMasknteger attribute mask Maximum: No
4.294967295e+09 Minimum:
0
frequency  integer frequency Maximum: No
1.794e+09 Minimum:
5.4e4-07
idInSg integer id in sg Required: true No
interleaver string interleaver Enum: [fecI8J16  No
fecl12J17 fecI16J8 fecl32J4
fecl64J2 fecI128J1 fecl128J2
fecI128J3 fecl128J4
fecI128J5 fecl128J6
fecI128J7 fecI128J8|
modulation string modulation Enum: [qgam256 No
qamo64]
powerAdjust integer power adjust Maximum: 6 No
Minimum: -8
rfMute boolean rf mute No
models.DsCfgs
Name Type Description Required
models.DsCfgs  array
models.DsResilCfg
Name Type Description Required
chCmCount integer ch cm count No
chOfdmCmCount integer ch ofdm cm count No
chOfdmPercent integer ch ofdm percent No
chPercent integer ch percent No
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Name Type Description Required
chStateEn string  ch state en Enum: [true false] No
dampenTime integer dampen time Minimum: 5 No
resilEn string  resil en Enum: [true false] No

models.DsgCfg

Name Type Description Required

cfr [ models.DsgCfr | cfr No

chanList [ models.DsgChanList | chan list No
clientList [ models.DsgClientList | client list No
dseh boolean dseh No
nameUpdatelnterval integer name update interval No
tg [ models.DsgTg | tg No
timer [ models.DsgTimer ] timer No
tunnel [ models.DsgTunnel | tunnel No
vendorParam [ models.DsgVendorParam | vendor param No
models.DsgCfr

Name Type Description Required

destlp string dest Ip No

destPortEnd  integer  dest port end  No

destPortStart integer  dest port start No

enable boolean enable No

id integer  id No

priority integer  priority No

srclp string src Ip No

srclpMask string src Ip mask No

srcPortEnd integer  src port end No

srcPortStart  integer  src port start  No

models.DsgChan

Name Type Description

Required

freq integer freq Maximum: 1e4+09 Minimum: 1le4+08 No

id integer id

No

models.DsgChanList
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Name Type Description  Required
chans [ models.DsgChan ] chans No
id integer id No

models.DsgClient
Name Type Description Required
applicationld string application Id No
broadcast string broadcast No
caSystemld string ca system Id  No
id integer id No
macAddr [ string | mac addr No
vendorParam integer vendor param  No

models.DsgClientList
Name Type Description  Required
clients [ models.DsgClient |  clients No
id integer id No
models.DsgTg
Name Type Description  Required
id integer id No
tunnel [ integer | tunnel No
models.DsgTimer
Name Type Description  Required
id integer id No
timeout [ integer | timeout No
models.DsgTunnel
Name Type Description  Required
cfr [ integer | cfr No
clientList integer client list No
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Name Type Description  Required
id integer id No
macAddr  string mac addr No

models.DsgVendorParam

Name  Type Description  Required
id integer id No
vendor [ models.VendorCfg | vendor No

models.GracefulRestart

Name Type Description Required
enable boolean enable No
restart Time integer  restart time Maximum: 3600 Minimum: 1 No

stalePathTime integer  stale path time Maximum: 3600 Minimum: 1 No

models.IcpiCfg

Name Type Description Required

icpiPerCausePum@fglist icpi per cause punt cfg list No
els.IcpiPerCausePuntCfgList

}

models.IcpiPerCausePuntCfg

Name Type Description  Required

MaxBurst integer max burst  No
MaxRate  integer max rate No

models.IcpiPerCausePuntCfgList

Name Type Description Required
Causeld integer cause 1d No
icpiPerCausePuntCfg  models.IcpiPerCausePuntCfg icpi per cause punt cfg  No
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models.L2vpn
Name Type Description Required
dot1lqVcMap [ models.Dot1lqve | dotlq ve map No
mplsVcMap [ models.Mplsve ] mpls vc map No
mplsVlanRangeSg [ models.Mplsvlansg | mpls vlan range sg No
spRouterStat [ models.Sprstat | sp router stat No
models.Layer3Cfg
Name Type  Description  Required
sgGWMac string sggwmac No
sglpv4 string sg Ipv4 No
sglpv6 string sg Ipv6 No
sgMac string sg mac No
sgPeerlpv4d  string sg peer Ipvd No
sgPeerlpv6 string sg peer Ipv6 No
models.MapAdvanceCfg
Name Type Description Required
advanceTime integer advance time Maximum: 45000 Minimum: 100 No
mode string  mode Enum: [static dynamic] No
safetyFactor  integer safety factor Maximum: 1500 Minimum: 300 No
models.MapCtrlCfg
Name Type Description Required
mapPgiePaddingEna boolean map pgie padding ena Required: true No

models.McastCfg

Name Type Description Required

mdfDisable [ string | mdf disable No
mdfOverride boolean  mdf override No

models.MdCfg
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Name Type Description

adminState string admin state

cmInitChanTimeout integer cm init chan timeout Maximum: 65535 Minimum: 1
dataBackoff models.BackoffCfg data backoff

disableDocsis31 boolean disable docsis31

disableMrcMode boolean disable mrc mode

disableMtcMode boolean disable mtc mode

dsg models.MdDsgCfg dsg

enableBalanceUs boolean enable balance us

idInSg integer id in sg Required: true

insertionInterval integer insertion interval Maximum: 2000 Minimum: 100
ipInit string ip init

mac string mac

mapAdvance models.MapAdvanceCfg map advance

multiCast models.McastCfg multi cast

primDcid [ integer | prim dcid

rangeBackoff models.BackoffCfg range backoff

registrationTimeout integer registration timeout Maximum: 60 Minimum: 2
reportVerboseRCP boolean report verbose r ¢ p

rng models.RngSgCfg ng

sharedSecret [ string ] shared secret

synclnterval integer sync interval

ucld [ integer | uc Id

usInitTech integer us init tech Maximum: 4 Minimum: 1

models.MdCfgs

Name Type Description Required
models.MdCfgs array
models.MdDsgCfg
Name Type Description Required
channelList integer channel list No
dedDisable [ integer | ded disable No
tg [ integer | tg No
timer integer timer No
vendorParam integer vendor param  No

models.ModProfCfg
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Name Type Description Required
entries models.ModProfCfgEntries entries No
idInSg  integer id in sg Required: true No

models.ModProfCfgEntries
Name Type Description Required
advPhyLongData  models.Profentries adv phy long data  No
advPhyShortData models.Profentries adv phy short data No
initialRanging models.Profentries  initial ranging No
longData models.Profentries long data No
periodicRanging models.Profentries  periodic ranging No
request models.Profentries  request No
requestData models.Profentries  request data No
shortData models.Profentries  short data No
ugs models.Profentries  ugs No

models.ModProfCfgs
Name Type Description Required
models.ModProfCfgs array

models.Mplsvc

Name Type Description Required

experimental integer experimental Maximum: 7 Minimum: 0  No

modemMAC  string modem m a ¢ No
peerlp string  peer Ip No
velD integer vc ID Minimum: 1 No
vpnlD string  vpn ID Max Length: 255 Min Length: 1 No
models.Mplsvlansg
Name Type Description Required
maxVlan integer max vlan Maximum: 4094 Minimum: 2 No
minVlan integer min vlan Maximum: 4094 Minimum: 2 No
sgld integer sg Id Minimum: 0 No
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models.NetworkDelayCfg

Name Type

Description

Required

dlmCfg
staticDelay integer

models.DImCfg  dlm cfg

No

static delay Maximum: 100000 Minimum: 30 No

models.OfdmDsCfg

Name Type Description Required

attributeMasknteger attribute mask No

cyclicPrefix integer cyclic prefix Enum: [192 256 No
512 768 1024]

idInSg integer id in sg Required: true No
Maximum: 162 Minimum:
158

interleaverDeptteger interleaver depth Maximum: No
32 Minimum: 1

pilotScaling integer pilot scaling Maximum: 120 No
Minimum: 48

plc integer ple Maximum: 1.218e+09 No
Minimum: 1.08e+08

profileControktring profile control No

profileData [ mod- profile data No

els.OfdmProfileType
]

profileNcp  string profile ncp No

rfMute boolean rf mute No

rollOff integer roll off Enum: [64 128 192 No
256]

startFrequendnteger start frequency Maximum: No
1.218e+09 Minimum:
1.08e+-08

subcarrierSpaxtirigg subcarrier spacing Enum: No
[50KHZ 25KHZ]

width integer width Maximum: 1.92e+08  No
Minimum: 2.4e+4-07

models.OfdmDsCfgs

Name Type Description Required

models.OfdmDsCfgs — array
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models.OfdmFreqExclBand

Name Type Description Required
startFreq integer start freq Maximum: 1.217e+09 Minimum: 1.08e4+08 No
width integer width Maximum: 1.11e4+09 Minimum: 1le+06 No
models.OfdmModProfCfg
Name Type Description Required
assigns [ models.OfdmProfAssigns |  assigns No
description string description No
idInSg integer id in sg Required: true No
modulationDefault  string modulation default No
models.OfdmModProfCfgs
Name Type Description Required
models.OfdmModProfCfgs array

models.OfdmProfAssigns

Name Type Description Required

modulation string modulation No

rangeSubcarriers models.RangeSubcarrier range subcarriers No
models.OfdmProfMgmtCfg
Name Type Description Required
exempt-sc-pct integer exempt sc pct Maximum: 100 Minimum: 0 No
mer-margin-qdb integer mer margin qdb Maximum: 40 Minimum: 0 No
recm-prof-age integer recm prof age Maximum: 1440 Minimum: 1 No
rxmer-poll-interval integer rxmer poll interval Maximum: 1440 Minimum: 1 No
unfit-prof-age integer unfit prof age Maximum: 1440 Minimum: 1 No

models.OfdmProfileType
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Name Type Description Required
id integer id Required: true Maximum: 5 Minimum: 1 No
modulationDefault string  modulation default No
modulationProfile  integer modulation profile No

models.OfdmaDataluc

Name Type Description Required
idIuc integer id iuc Required: true Enum: No
[5691011 12 13]
modulation string modulation Enum: [none No
bpsk gpsk qam8 qam16
qam32 qam64 qam128
qam256 gamb512 qam1024]
pilotPattern integer pilot pattern Maximum: 14  No
Minimum: 1
models.OfdmaDatalucOverWrite
Name Type Description Required
idIuc integer id iuc Required: true Enum: No
[656910 11 12 13]
modulation string modulation Enum: [none No
bpsk gpsk qam8 qam16
qam32 qam64 qam128
qam256 gamb512 qam1024]
pilotPattern integer pilot pattern Maximum: 14  No
Minimum: 1
startFreq  integer start freq Required: true No
Maximum: 2.04e+-08
Minimum: 5e+06 Multiple
Of: 50000
width integer width Required: true No

Maximum: 9.5e+07
Minimum: 50000 Multiple
Of: 50000

models.OfdmaFreqPortBand
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Name Type Description Required
startFreq  integer start freq Maximum: No
2.04e+08 Minimum: 5e+06
Multiple Of: 50000
width integer width Maximum: 1.99¢e4+08  No
Minimum: 50000 Multiple
Of: 50000
models.OfdmaUsCfg
Name Type Description Required
adminState string admin state No
attributeMasknteger attribute mask Maximum: No
4.294967295e+-09 Minimum:
0
cyclicPrefix integer cyclic prefix Enum: [96 128  No
160 192 224 256 288 320 384
512 640]
datalucOverWrited- data iuc over write No
els.OfdmaDatalucOverWrite
]
docsisMode string docsis mode Enum: [ofdma] No
equalizationCoeffléanble equalization coeff enable No
idInSg integer id in sg Required: true No
Maximum: 13 Minimum: 12
initRngFreqSiateger init rng freq start Maximum: No
1.971e+09 Minimum: 5e+-06
modulation integer modulation Maximum: 500  No
Minimum: 401
powerLevel integer power level Maximum: 23 No
Minimum: -13
rollOffPeriod integer roll off period Enum: [0 32 No
64 96 128 160 192 224]
startFrequendnteger start frequency Maximum: No
1.971e+-08 Minimum:
4.5e+06 Multiple Of: 50000
subcarrierSpastirigg subcarrier spacing Enum: No
[F0KHZ 25KHZ)
symbolsPerFriteger symbols per frame No
Maximum: 36 Minimum: 6
width integer width Maximum: 9.6e+07 No

Minimum: 7.4e-+06 Multiple
Of: 50000
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models.OfdmaUsCfgs

OPERATIONS HUB CONFIGURATOR API

Name Type Description Required
models.OfdmaUsCfgs array
models.OfdmaUsModProfCfg
Name Type Description Required
datalucs [ mod- data iucs No
els.OfdmaDataluc
]
fineRngSubcamnteger fine rng subcarriers No
Maximum: 512 Minimum:
64 Multiple Of: 2
idInSg integer id in sg Required: true No
initialRngPrembdger initial rng preamble No
Maximum: 8 Minimum: 1
initialRngSuhiczegers initial rng subcarriers No
Maximum: 128 Minimum:
16 Multiple Of: 2
subcarrierSpastirigg subcarrier spacing Enum: No

[F0KHZ 25KHZ]

models.OfdmaUsModProfCfgs

Name

Type Description Required

models.OfdmaUsModProfCfgs array

models.OverlayInfo

Name Type Description Required
overlay-type string overlay type Required: true Enum: [vxlan vlan] No
vlan-info models.OverlayVlanInfo  vlan info No
vxlan-info models.OverlayVxlanInfo  vxlan info No

models.OverlayVlanInfo
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Name Type Description Required
cnbr-wan-  string cnbr wan ifname Required: No
ifname true
overlay- integer overlay cin vlan Required: No
cin-vlan true Maximum: 4095

Minimum: 1
overlay- integer overlay 12vpn mpls vlan No
12vpn- Maximum: 4095 Minimum:
mpls-vlan 1
overlay- integer overlay 12vpn vlan vlan No
12vpn- Maximum: 4095 Minimum:
vlan-vlan 1
overlay- integer overlay wan vlan Required: No
wan-vlan true Maximum: 4095

Minimum: 1
models.Overlay VxlanInfo
Name Type Description Required
cnbr- string cnbr loopback ip Required: No
loopback- true
ip
cnbr-wan-  string cnbr wan ifname Required: No
ifname true
cnbr-wan-  string cnbr wan ip Required: true  No
ip
cnbr-wan-  integer cnbr wan prefix Required: No
prefix true Maximum: 32

Minimum: 1
overlay- integer overlay cin vni Maximum: No
cin-vni 1.6777215e4-07 Minimum: 1
overlay- integer overlay 12vpn mpls vni No
12vpn- Maximum: 1.6777215e4-07
mpls-vni Minimum: 1
overlay- integer overlay 12vpn vlan vni No
12vpn- Maximum: 1.6777215e+07
vlan-vni Minimum: 1
overlay- integer overlay wan vni Maximum:  No
wan-vni 1.6777215e+07 Minimum: 1
sp-router-  string sp router loopback ip No
loopback- Required: true

1p
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Name Type Description Required
sp-router-  string sp router wan ip Required: No

wan-ip true
models.Packetcable
Name Type Description Required
copsAddrlp string cops addr Ip No
copsGwlp string cops gw Ip No
pcEnable boolean pc enable No
pcMaxGate integer  pc max gate Maximum: 51200 Minimum: 1 No
sendSubscriberEnable  boolean send subscriber enable No
tOTimer integer  t0 timer Maximum: le+09 Minimum: 1 No
t1Timer integer  t1 timer Maximum: le409 Minimum: 1 No
models.PfgActive
Name Type Description Required
cm_ds integer cm ds Minimum: -1 No
cm_ us integer cm us Minimum: -1 No
host_ds integer host ds Minimum: -1 No
host_us integer host us Minimum: -1 No
mta_ds integer mta ds Minimum: -1  No
mta_us integer mta us Minimum: -1  No
ps_ds integer ps ds Minimum: -1 No
ps__us integer ps us Minimum: -1 No
stb_ds  integer stb ds Minimum: -1 ~ No
stb_us  integer stb us Minimum: -1 ~ No
models.PfgGroup
Name Type Description  Required
grpList [ models.PfgGrpList |  grp list No
models.PfgGrpList
Name Type Description  Required
id integer id No
ruleList [ models.PfgRuleList | rule list No
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models.PfgRuleList

Name Type Description Required
dstlp string  dst Ip No
dstIpPrefixLen integer dst Ip prefix len Maximum: 128 Minimum: -1 No
dstportOrlempcodeFirst integer dstport or icmpcode first Minimum: -1 No
dstportOrlcmpcodeLast — integer dstport or icmpcode last Minimum: -1 No
isIpv6 integer is Ipv6 Maximum: 1 Minimum: 0 No
isPermit integer is permit Maximum: 1 Minimum: 0 No
proto integer proto Minimum: -1 No
srclp string  src Ip No
srclpPrefixLen integer src Ip prefix len Maximum: 128 Minimum: -1  No
srcportOrlemptypeFirst  integer srcport or icmptype first Minimum: -1 No
srcportOrlecmptypelast  integer srcport or icmptype last Minimum: -1 No
tepFlagsMask integer tcp flags mask Minimum: -1 No
tcpFlagsValue integer tcp flags value Minimum: -1 No
tosMask integer tos mask Minimum: -1 No
tosValue integer tos value Minimum: -1 No

models.PreEqualizationExcludeCfg

Name Type Description Required

address string address Pattern: No
([0-9a-fA-F]{2}[:-]) {2} [0-9a-£A-F]{2}]|([0 — 9a — fA — F]2[: —])5[0 — 9a — fA — F]2| ([o-

9a-FA-F]{4}\.){2}]0-9a-fA-
Fl{4}$

models.PreEqualizationExcludeCfgs

Name Type Description Required

models.PreEqualizationExcludeCfgs array

models.PrivacyCfg

Name Type Description Required
AcceptSelfSighGlsletan accept self sign cert No
BpiPlusPolicgtring bpi plus policy Enum: No

[capable-enforcement
d11-enabled-enforcement
d11-enforcement
total-enforcement]
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Name Type Description Required
DsxSupport boolean dsx support No
EaePolicy  string eae policy Enum: No

[capability-enforcement
disable-enforcement
ranging-enforcement
total-enforcement]

Kek models.Privadkekek Timeout No
Mandatory boolean mandatory No
OaepSupportboolean oaep support No
RetainFailed Gerdlean retain failed cert No
Skip Validity Peoioldan skip validity period No
Tek models.Privadgkek Timeout No

models.PrivacyKekTimeout

Name Type Description

Required

GraceTime integer grace time Maximum: 302400 Minimum: 300 No
LifeTime integer life time Maximum: 6.048e+406 Minimum: 86400 No

models.PrivacyTekTimeout

Name Type Description

Required

GraceTime integer grace time Maximum: 302399 Minimum: 300 No
LifeTime integer life time Maximum: 604800 Minimum: 1800  No

models.Profentries

Name Type

Description

bytelnterleaverBlockSize integer

bytelnterleaverDepth integer
channelType string
differentialEncoding boolean
fecCodewordLength integer
fecErrorCorrection integer
guardTimeSize integer
lastCodewardShortened  boolean
maxBurstSize integer
modulation string
preamble string

preambleLength integer

byte interleaver block size

byte interleaver depth

channel type

differential encoding

fec codeword length

fec error correction

guard time size Maximum: 255 Minimum: 0
last codeward shortened

max burst size

modulation Enum: [qpsk qam8 qam16 qam32 qam64 qam128|
preamble

preamble length

[ Bl e B = B o B oo B o B o B o B o B o B o I o B I )
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Name Type Description Required
scrambler boolean scrambler No
scramblerSeed integer  scrambler seed No
temErrorCorrectionOn boolean tcm error correction on No
models.Ptp

Name Type Description Required

PtpDomain integer ptp domain Maximum: 127 Minimum: 0 No

PtpGwlp string  ptp gw Ip Required: true No

PtpGwIpAlt string  ptp gw Ip alt No

PtpMasterlp string  ptp master Ip Required: true No

PtpMasterIpAlt string  ptp master Ip alt No

SecondaryPtpGwlp string  secondary ptp gw Ip No

SecondaryPtpGwIpAlt string  secondary ptp gw Ip alt No

models.PtpPort

Name Type Description Required
adminState string admin state No
anncReceiptTimeout integer  annc receipt timeout No
cos integer  cos No
dscp integer  dscp No
enetPortIndex integer  enet port index No
gateway string gateway No
localPriority integer  local priority Maximum: 255 Minimum: 0 No
logAnnclnterval integer  log annc interval No
logDelayReqInterval — integer  log delay req interval No
logSynclnterval integer  log sync interval No
masterAddr string master addr No
masterAdminState string master admin state No
preferAlternate boolean prefer alternate No
ptpPortIndex integer  ptp port index No
secondaryGateway string secondary gateway No
unicastDuration integer  unicast duration No

models.RCPChan
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Name Type Description Required

CenterFreqAsdsipgger center freq assign Maximum: No
4.294967295e+-09 Minimum:
0 Multiple Of: 62500

Connected Offisetteger connected offset Maximum:  No
255 Minimum: 0

Connectivity string connectivity Pattern: No
“([0-1]%)$

Index integer index Maximum: 255 No
Minimum: 0

PrimDSChanhodieator prim d s chan indicator No

models. RCPModule

Name Type Description Required

AdjChannels integer adj channels No

ChanBlockRangelels. RCP Mham1b{dlckailogk Range No

CommonPhykaijagPara  common phy layer para No
Pattern: ~([0-1]*)$

Connectivity string connectivity Pattern: No
“([0-1]%)$

FirstChanCennt¢rEreqAssigfirst chan center freq assign  No
Maximum: 4.294967295e+09
Minimum: 0 Multiple Of:
62500

Index integer index Maximum: 255 No
Minimum: 1

ResequChanSatbidgpabilityresequ chan sub capability No
Pattern: " ([0]{1}[0-1]*)$

models. RCPModuleChanBlockRange

Name Type Description Required

MaxCenterFrauegecy max center frequency No
Maximum: 1002 Minimum:
999

MinCenterFrdgtegery min center frequency No
Maximum: 112 Minimum:

111

models.RangeSubcarrier
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Name Type Description Required
freqAbs integer freq abs Maximum: 1.02e+09 Minimum: 5.04e4+08 No
width integer width Maximum: 1.92e+4-08 Minimum: 25000 No

models.RateLimitCfg

Name Type Description Required
BurstTimeMs integer burst time ms Maximum: 8000 Minimum: 1000 No
RatePerdSec integer rate perd sec Required: true Maximum: 255 Minimum: 1  No

models.RcpCfg

Name Type Description Required
CenterFrequeintyg§pncingMénter frequency spacing m  No
hz Enum: [6 §]
RCP-ID string r ¢ p ID Required: true No
Pattern: “([0]{1}[x]{1}[a-fA-
F0-9]{10})$
RCPName string r ¢ p name Required: true No
Max Length: 15 Min Length:
1
ReceiveChanijalsod- receive channels Required: No
els. RCPChantrue
]
ReceiveModHnowstag receive mod encoding No
els. RCPModule
]
models.RcpCfgs
Name Type Description Required
models.RcpCfgs array
models.RfDsPort
Name Type Description Required
adminState string admin state No
basePower integer base power Maximum: 61 Minimum: 20 No
channel [ integer | channel No
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Name Type Description Requi
maxOfdmSpectrum  integer max ofdm spectrum No
ofdmFreqExclBand [ models.OfdmFreqExclBand |  ofdm freq excl band No
portld integer port Id No
rfMute boolean rf mute No
models.RfFiberNode
Name  Type Description  Required
dsPort [integer ] ds port No
fnld integer fn Id No
usPort [ integer | us port No
models.RfUsPort
Name Type Description Required
channel [ integer | channel No
ofdmaFreqExclBand [ models.OfdmaFreqPortBand |  ofdma freq excl band No
ofdmaFreqUnusedBand | models.OfdmaFreqPortBand | ofdma freq unused band No
portld integer port Id No
models.Rip
Name Type Description Required
flushTimer integer  flush timer No
holddownTimer integer  holddown timer  No
invalidTimer integer  invalid timer No
ripEnable boolean rip enable No
ripPassiveMode boolean rip passive mode No
updateTimer integer  update timer No
models.RngSgCfg
Name Type Description Required
extPower  boolean ext power No
maxChannel Roteg@ffset max channel power offset No
Maximum: 12 Minimum: 0
powerAdjust integer power adjust Maximum: 6 No

Minimum: -3
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Name Type Description Required
ranginglInit Testhrinigue ranging init technique Enum: No

[reInitMAC broadcast

unicast ranging directUse]
rangingIntervilteger ranging interval Maximum:  No

30000 Minimum: 20000
reduceTansmisGiilaanelSet reduce tansmit channel set No
t4Multiplier integer t4 multiplier Maximum: 10  No

Minimum: 0
models.RpdCfg
Name Type Description Required
idInSg integer id in sg No
netDelayCfg  models.NetworkDelayCfg net delay cfg No
rfTopology models.RpdRfTopology rf topology No
rpdIp string rpd Ip No
rpdLocation models.RpdLocation rpd location No
rpdMac string rpd mac No
rpdName string rpd name Max Length: 256 No

models.RpdLocation

Name Type Description Required
address string address No
city string city No
latitude number latitude No
longitude number longitude No
neighborhood  string neighborhood No
region string region No

models.RpdMultiCoreCfg

Name

Type Description Required

models.RpdMultiCoreCfg  array

models.RpdMultiCoreltem
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Name Type

Description  Required

coreip string
description  string

coreip No
description  No

models.RpdPtpCfg

Name Type Description Required
domain integer domain No
dtiMode string dti mode Enum: [SlaveDtiMode MasterDtiMode] No
priorityl integer priorityl Maximum: 255 Minimum: 0 No
priority2 integer priority2 Maximum: 255 Minimum: 0 No
ptpClkProfileld string ptp clk profile Id No
ptpPortCfg [ models.PtpPort | ptp port cfg No

models.RpdRfTopology

Name Type Description  Required
dsPort [ models.RfDsPort ] ds port No
fiberNode [ models.RfFiberNode | fiber node  No
usPort [ models.RfUsPort | us port No

models.RpdSsdCfg

Name Type Description

ceve string  ccve Max Length: 5000 Min Length: 1 No
filename string  filename Max Length: 128 Min Length: 1 No

ip string ip

mcve string  mcve Max Length: 5000 Min Length: 1 No
proto integer proto Enum: [1 2] No

models.RpdTelemetryCfg

Name Type Description Required
interval integer interval Maximum: 60 Minimum: 0 No
transport string  transport Enum: [gRPC] No

models.Sav
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Name Type Description  Required

savEnable  boolean sav enable  No
savEntries [ models.SavGroupStruct | sav entries  No

models.SavGroupStruct

Name Type Description Required

grpName string grp name Max Length: 16 Min Length: 1 No
prefixes [ string ] prefixes Max Length: 4 No

models.SbriCfg

Name Type Description Required
subMacAddr$hribdst sub mac addr sbrl list No
els.SubMacARbGhirddsttrue
]

models.Sg

Name Type Description Required
cnBRName string cn b r name No
depiFragmentboolean depi fragment No
description string description Required: true No
dhcp models.Dhcp dhep No
ds models.DsCfads Required: true No
dsResilCfg  models.DsRedHiesil cfg No
dsg models.DsgClgsg No
dsmtu integer dsmtu Required: true No
layer3Cfg  models.Layerd{yfe3 cfg No
mapCtrl models.MapGid@fetrl No
md models.MdCfgsd Required: true No
modProfs  models.ModPrud@fgsofs Required: true No
ofdmDs models. Ofdmblslitigds No
ofdmModProfaodels. OfdmdfddPnodd fpsofs No
ofdmProfMgmtodels. OfdmbliiiMjgrof @gmt No
ofdmaUs models. Ofdmelds@Qidgns No
ofdmaUsModPratsls. Ofdmetdhod® rafidfgyrofs No
preEqualizationdthetduidee Eprelieq timhizatidndex dgrde No
privacy models.Privagr@facy No
punt models.IcpiClgunt No

rcep models.RepClgp No
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Name Type Description Required
rpdCfg models.RpdCifgd cfg Required: true No
rpdMultiCora@bglels. Rpd MpldiQorkCégre cfg No
rpdPtpCfg  models.RpdPtp@igtp cfg Required: true No
rpdSsdCfg  models.RpdSspdfgsd cfg No
rpdTelemetryfitglels. Rpd Tepanidlertdtry cfg No
sgName string sg name Required: true Max No

Length: 128 Pattern:
([A-Za-20-9]|[A-Za-z0-9-
1{0,61}[A-Za-z0-9])?(\.A-Za-

77)*$
specsvl boolean specsvl No
subMacAddrSholels.SbrlCégb mac addr sbrl No
sveds models.SveDslHghs No
svcus models.SveUsGHass No
txPowerHeadmodels. TxPowgrplewdr deeadifgem No
us models. UsCfgss Required: true No
usmtu integer usmtu Required: true No
models.Sprstat
Name Type Description Required
bgpAsn  integer bgp asn No
routerld string  router Id Max Length: 255 Min Length: 1 No
state string  state Enum: [Up Down] No

models.SubMacAddrSbrlList

Name Type Description Required

PuntCause string punt cause Required: true No
Enum: [dhcpv4__us
dhcpv6__us cable arp req
cable_arp_ reply ndp
svly v4 svfy_v6 ds 1q v4
ds_lq v6 mobility_ v4
mobility_ v6 tftp_req
ds_no_adj_v4
ds_no_adj_v6]
RateLimitCfgmodels.Ratelimtiet Gfgit cfg Required: true No

TA-Za-z
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models.SveDsCfg

59

Name Type

Description

Required

attrAggreRuliMegtr

forbAttrMaskinteger

iPTypServOvimteger

maxDsLatcy integer

maxSust TrafRetteger

maxTrafBursinteger

minRsvdRateRkegere

minRsvd TrafReteger

peakTrafRatednteger

qgoSParaSet Typteger

requAttrMasknteger

reseqDisab  boolean
servClassNans¢ring

tmoutActQoSRetagen

tmout AdmQdiRaem

attr aggre rule mask
Maximum: 4.294967295e+09
Minimum: 0

forb attr mask Maximum:
4.294967295e¢+09 Minimum:
0

i p typ serv ovwri Maximum:

63 Minimum: -1

max ds latcy Maximum:
4.294967295e+09 Minimum:
0

max sust traf rate
Maximum: 4.294967295e+09
Minimum: 0

max traf burst Maximum:
4.294967295e+09 Minimum:
1522

min rsvd rate pkt size
Maximum: 65535 Minimum:
0

min rsvd traf rate
Maximum: 4.294967295e+09
Minimum: 0

peak traf rate Maximum:
4.294967295e+09 Minimum:
0

qo s para set type Enum: [1
234567

requ attr mask Maximum:
4.294967295e+09 Minimum:
0

reseq disab

serv class name Required:
true Max Length: 15 Min
Length: 1

tmout act qo s param
Maximum: 65535 Minimum:
0

tmout adm qo s param
Maximum: 65535 Minimum:
0

No

No

No

No



60 OPERATIONS HUB CONFIGURATOR API

Name Type Description Required

trafPrio integer traf prio Maximum: 7 No
Minimum: 0

models.SveDsCfgs

Name Type Description Required

models.SveDsCfgs — array

models.SvcUsCfg

Name Type Description Required

attrAggreRuliMegtr attr aggre rule mask No
Maximum: 4.294967295e+-09

Minimum: 0

forbAttrMaskinteger forb attr mask Maximum: No
4.294967295¢+-09 Minimum:
0

graPerIntvl integer gra per intvl Maximum: 127 No
Minimum: 0

iPTypeOfServfdegen i p type of serv ovwri No
Maximum: 63 Minimum: -1

maxConcaBuisteger max conca burst Maximum: No
65535 Minimum: 0

maxSust TrafRatteger max sust traf rate No

Maximum: 4.294967295e+09
Minimum: 0
maxTrafBursinteger max traf burst Maximum: No
4.294967295e+09 Minimum:
1522
minRsvdRatdRkeSere min rsvd rate pkt size No
Maximum: 65535 Minimum:
0
minRsvd TrafRetger min rsvd traf rate No
Maximum: 4.294967295e+-09
Minimum: 0
multiConteRangRmeWin  multi conte req bac win No
Maximum: 12 Minimum: 4
multiNumBytiatRgemu multi num bytes requ Enum: No
[124816]
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Name Type

Description

Required

nomGrantIntinteger

nomPollntvl integer

peakTrafRatdnteger

qoSParaSet Timteger

reqTxPolicy integer

requAttrMasknteger

servClassNans¢ring

servFlowScheiligger

tmout ActQoSRtagen

tmout AdmQafRegemm

toleGrantJit integer

tolePollJit integer

trafPrio integer
ugsGrantSizeinteger

ugsGrant TimiuReger

nom grant intvl Maximum:
4.294967295e+09 Minimum:
0

nom pol intvl Maximum:
4.294967295e+09 Minimum:
0

peak traf rate Maximum:
4.294967295¢+09 Minimum:
0

qo s para set type Enum: [1
234567

req tx policy

requ attr mask Maximum:
4.294967295¢+09 Minimum:
0

serv class name Required:
true Max Length: 15 Min
Length: 1

serv flow sched type
Required: true Maximum: 6
Minimum: 0

tmout act qo s param
Maximum: 65535 Minimum:
0

tmout adm qo s param
Maximum: 65535 Minimum:
0

tole grant jit Maximum:
4.294967295¢+09 Minimum:
0

tole poll jit Maximum:
4.294967295e+09 Minimum:
0

traf prio Maximum: 7
Minimum: 0

ugs grant size Maximum:
65535 Minimum: 0

ugs grant time ref Enum: [0
1234294 967 295)

No

No

No

models.SvcUsCfgs
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Name Type Description Required

models.SvcUsCfgs — array

models. TftpProxy

Name Type  Description Required

secondaryvdGw  string secondaryv4 gw No
secondaryv6Gw  string secondaryv6 gw No
vaGw string v4 gw No
v6Gw string v6 gw No

models. TxPowerHeadroomCfg

Name Type Description Required
oui string  oui Pattern: ~([0-9a-fA-F]{2}[:-]){2}[0-9a-fA-F]{2}$ No
power integer power Maximum: 6 Minimum: 1 No

models. TxPowerHeadroomCfgs

Name Type Description Required

models. TxPowerHeadroomCfgs array

models.UsCfg

Name Type Description Required
adminState string admin state No
attributeMasknteger attribute mask Maximum: No
4.294967295¢+-09 Minimum:
0
channelWidtlinteger channel width No
docsisMode string docsis mode Enum: [tdma No
atdma tdma_ atdma]
equalizationCoefiléanble equalization coeff enable No
equalizationEbomiBanoveryequalization error recovery No
freqAdjust Avéentegey freq adjust averaging No
Maximum: 100 Minimum:
10
frequency  integer frequency Maximum: No

8.5e+07 Minimum: 5e+06
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Name Type Description Required
idInSg integer id in sg Required: true No
ingressNoise(aowlddnable ingress noise cancel enable No
modulation integer modulation No
power AdjustGotdgane power adjust continue No
Maximum: 15 Minimum: 2
powerAdjustNotisger power adjust noise No
Maximum: 100 Minimum:
10
powerAdjust Thteghold ~ power adjust threshold No
Maximum: 10 Minimum: 0
powerLevel integer power level Maximum: 23 No
Minimum: -7
powerLevel Adjuisger power level adjust No
slotSize integer slot size No
models.UsCfgs
Name Type Description Required
models.UsCfgs array
models.VendorCfg
Name Type Description  Required
id integer id No
oui string  oui No
value string  value No
models.Wiring
Name Type Description Required
cluster- string cluster type Required: true  No
type Enum: [SNSI NORM
AIO_RM MUL_NODES]
13-info models. WiriniL.iilfdRequired: true No
mtu integer mtu No
overlay- models.Overlayhrfay info Required: true No

info
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models. WiringL3Info

Name Type Description Required
bgp-agent- [ string | bgp agent if ipv4 Required: ~ No
if-ipv4 true

bgp-agent- [ string | bgp agent if ipv6 Required: ~ No
if-ipv6 true

cin-ipv4- integer cin ipv4 prefix Maximum: 32 No
prefix Minimum: 1

cin-ipv6- integer cin ipv6 prefix Maximum: No
prefix 128 Minimum: 1

cmts-cops- [ string | cmts cops if ipv4 No
if-ipv4

cmts-cops- [ string | cmts cops if ipv6 No
if-ipv6

dc-link- integer dc link ipv4 prefix Required: No
ipv4- true Maximum: 32

prefix Minimum: 1

dc-link- integer dc link ipv6 prefix Required: No
ipv6- true Maximum: 128

prefix Minimum: 1

dmic-if- [ string ] dmic if ipv4 Required: true  No
ipv4

dmic-if- [ string ] dmic if ipv6 Required: true  No
ipv6

ptp-if- [ string | ptp if ipv4 No
ipv4

ptp-if- [ string ] ptp if ipv6 No
ipv6

ptp-mac- [ string | ptp mac addr Required: true No
addr

relayproxy- [ string | relayproxy if ipvd Required:  No
if-ipv4 true

relayproxy- [ string | relayproxy if ipv6 Required: No
if-ipv6 true

rphmgr-if- [ string | rphmegr if ipv4 No
ipvd

rphmer-if- [ string | rphmegr if ipv6 No
ipv6

vpp-dp- [ string ] vpp dp rpd if ipv4 No
rpd-if-

ipvd

vpp-dp- [ string ] vpp dp rpd if ipv6 No
rpd-if-

ipv6
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Operation API

This is Operations Hub server.

Version: 1.0

License: Apache 2.0

/loglevel
GET

Summary Get Current LogLevel
Description Get Current LogLevel

Responses

Code Description Schema
200 OK rpd_ operation.LogLevel

PUT
Summary Set LogLevel

Description Set LogLevel

Parameters
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Name Located in  Description Required Schema
LogLevel body Log Level Yes rpd__operation.LogLevel
Responses

Code Description Schema

200 OK rpd_ operation.LogLevel

/v1/hashelf/reload
POST

Summary Reboot HA Shelf’s line card or whole chassis

Description reboot HA Shelf’s line card or HAShelf chassis

Parameters
Name Located in Description Required Schema
rpd-id  query This rpd id is the Yes string
master RPD in the
shelf
slot- query slot number is the Yes string
number HAShelf’s Line card
number, from 0 to
12. If slot-number is
set as -1, it means to
reboot the whole
chassis
cluster- query id designating a Yes string
id cnBR cluster
Responses
Code Description Schema
202 Accepted UTSC start request string
400 Could be malformed or incorrect query parameters string

500 Internal Server Error string
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/v1/if-index
GET
Summary Get ifindex for all US ports

Description Get ifindex for all US ports, it is for snmp

Responses
Code Description Schema
200 OK main.IflndexTable
400 Bad Request string
500 Internal Server Error string

/v1/pnm-session
GET

Summary Get PNM Session configuration

Description Get Proactive Network Maintenance(PNM) Session Configura-
tion

Parameters
Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster  Yes string
Responses

Code Description Schema

200 OK main.PnmSessionForUser

400 Bad Request string

500 Internal Server Error string
PUT

Summary Config PNM session
Description Configure Proactive Network Maintenance(PNM) Session

Parameters
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Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster  Yes string
Configuration body PNM Session Configuration Yes main.PnmSessionForUser
Responses
Code Description Schema
202 Accepted configuring pnm session request string
400 Could be malformed or incorrect query parameters string
500 Internal Server Error string
/v1/rpd/cvc
GET

Summary Get RPD CVC page
Description Get RPD CVC page

Responses

Code Description Schema

200 OK string

POST
Summary Upload RPD CVC

Description Upload RPD CVC

Parameters
Name Located in  Description Required Schema
cve-name  formData  cve name Yes string
cve-txt formData  cvc txt Yes string

Responses
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Code Description Schema

200 OK string

/v1/rpd/cve/{cvc-name}
DELETE
Summary Delete RPD CVC

Description Delete RPD CVC

Parameters
Name Located in  Description Required Schema
cvc-name  path RPD CVC name Yes string
Responses
Code Description  Schema
200 OK string
/v1l/rpd/image
GET

Summary Get RPD image page
Description Get RPD image page

Responses

Code Description Schema

200 OK string

POST
Summary Upload RPD image

Description Upload RPD image

Parameters

69
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Name Located in Description Required Schema
file formData  RPD image file Yes file
Responses

Code Description Schema

200 OK string

/v1/rpd/image/{filename}
DELETE
Summary Delete RPD image

Description Delete RPD image

Parameters
Name Located in  Description Required Schema
filename path RPD image file name Yes string
Responses
Code Description Schema
200 OK string
/v1l/rpd/ssd
GET

Summary Get RPD SSD page
Description Get RPD SSD page

Responses

Code Description  Schema

200 OK string
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POST
Summary Trigger RPD SSD

Description Trigger RPD SSD

Parameters
Name Located in  Description = Required Schema
rpd-id query rpd id Yes string
cluster-id query cluster id Yes string
ssd_payload formData  ssd payload  Yes string
sg id formData  sgid Yes string
next_ boot formData true or false Yes string
Responses
Code Description Schema
200 OK string
/v1/rpd/ssd-state
GET
Summary Get RPD SSD state
Description Get RPD SSD state
Responses
Code Description Schema
200 OK string

/v1/rpd/upgrade/{image}
POST
Summary Trigger RPD SSD

Description Trigger RPD SSD

Parameters
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Name Located in  Description  Required Schema

image path image name  Yes string

rpd formData  rpd id Yes string

next_boot formData  true or false Yes string
Responses

Code Description Schema

200 OK string

/v1/sg/config/canary
POST

Summary SG config canary upgrade

Description SG config canary upgrade

Parameters

Name Located in  Description Required Schema

CanaryParams body Canary params Yes sg_cfg canary.RequestBody
Responses

Code Description Schema

202 Accepted sg_cfg canary.Result
400 Bad Request sg_cfg canary.Error

/v1/sg/config/canary/transactions
GET

Summary Get all transactions
Description Get all transaction ids

Responses
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Code Description Schema

200 OK [ string ]
404 Not Found  sg_cfg_canary.Error

/v1/sg/config/canary/transactions/active
GET

Summary Get active canary transactions
Description Get active canary transactions

Responses

Code Description Schema

200 OK [ sg_cfg canary.CanaryTransaction |
404 Not Found sg cfg canary.Error

/v1/sg/config/canary/transactions/{transaction-id}
GET

Summary Get specific canary transaction status

Description Get the status of specific canary transaction

Parameters
Name Located in  Description Required Schema
transaction-id path transaction-id  Yes string
Responses

Code Description Schema

200 OK sg_ cfg canary.CanaryTransaction
404 Not Found sg cfg canary.Error
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/v1/sg/config/canary/transactions/{transaction-id} /revert-
canary

POST

Summary Revertback canary SGs’ config

Description Revertback configuration of canary service groups

Parameters
Name Located in  Description Required Schema
transaction-id  path transaction-id ~ Yes string
Responses

Code Description Schema

202 Accepted sg_cfg canary.Result
400 Bad Request sg_cfg canary.Error

/v1/sg/config/canary/transactions/{transaction-id} /upgrade-
all

POST

Summary Upgrade all SGs of previous canary transactions

Description Upgrade all service groups of previous canary transactions

Parameters
Name Located in  Description Required Schema
transaction-id  path transaction-id  Yes string
Responses

Code Description Schema

202 Accepted sg_cfg canary.Result
400 Bad Request sg_cfg canary.Error
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/v1/sg/{cmts-id}/{sg-name}

PUT

Summary Update/RMA SG

Description Trigger Update,RMA existing SG

75

Parameters

Name Located in  Description Required Schema
cmts-id  path cmts-id Yes string
sg-name  path sg-name Yes string

sg-config  body

SG Configuration Yes

rpd_ operation.SgConfig

Description Schema

Accepted rpd_ operation.Result
Bad Request rpd_ operation.Error

Responses
Code
202
400
POST

Summary SG Adding

Description Trigger Adding new SG

Parameters

Name Located in  Description Required Schema
cmts-id  path cmt-id Yes string
sg-name  path sg-name Yes string

sg-config  body

SG Configuration Yes

rpd_ operation.SgConfig

Responses

Code

Description Schema

202
400

Accepted rpd_operation.Result
Bad Request rpd_operation.Error
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DELETE
Summary Delete SG

Description Trigger Deleting existing SG

Parameters
Name Located in  Description Required Schema
cmts-id  path cmts-id Yes string
sg-name path sg-name Yes string
Responses

Code Description  Schema

202 Accepted rpd_ operation.Result

/v1/sg/{cmts-id}/{sg-name} /requests
GET
Summary SG Operation history

Description Trigger SG Operation query

Parameters
Name Located in  Description Required Schema
cmts-id  path cmts-id Yes string
sg-name path sg-name Yes string
Responses

Code Description Schema

200 OK [ rpd__operation.rest TransactionTable ]
400 Bad Request rpd_operation.Error
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/v1/sg/{cmts-id}/{sg-name} /status
GET

Summary SG and Operation status

Description Trigger SG status query

Parameters
Name Located in  Description Required Schema
cmts-id  path cmts-id Yes string
sg-name path sg-name Yes string
Responses

Code Description Schema

200 OK rpd_ operation.Status

/v1/sg/{transaction-id} /status
GET

Summary SG Operation Trans status

Description Get the status of SG Operation

Parameters
Name Located in  Description Required Schema
transaction-id path transaction-id  Yes string
Responses

Code Description Schema

200 OK rpd_ operation.rest TransactionTable
400 Bad Request rpd_ operation.Error
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/v1/shelf/group-information
GET
Summary Get Shelf group info

Description Get 1RU/HA Shelf group information for all RPDs

Parameters

Name Located in  Description Required Schema
cluster-id  query id designating a cnBR cluster  Yes string
Responses

Code Description  Schema

200 OK [ main.ShelfEntry |

/v1/shelf/platform-information/{parameter}
GET

Summary Get Shelf Platform Information details

Description Get detailed information about the 1RU/HA shelf including
alarm, fan, power, eeprom

Parameters
Name Located in Description Required Schema
parameterpath Choose between: Yes string
[alarm,fan,power,sensors,eeprom-
fanio,eeprom-
psio,eeprom-psu]
rpd-id  query rpd id Yes string
cluster- query id designating a Yes string
id cnBR cluster

Responses
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Code Description Schema
200 OK main.UtscConfigForUser
500 Internal Server Error string

/v1/shelf/request-output /{parameter}
POST

Summary Post Shelf Platform Information details

79

Description request the platform inforation output of 1RU/HA shelf for type

like alarm, fan, power, eeprom

Parameters
Name  Located in Description Required Schema
parameterpath Choose between: Yes string
[alarm,fan,power,sensors,eeprom-
fanio,eeprom-
psio,eeprom-psu]
rpd-id  query rpd id Yes string
cluster- query id designating a Yes string
id cnBR cluster
Responses
Code Description Schema
202 Accepted UTSC start request string
400 Could be malformed or incorrect query parameters string
500 Internal Server Error string
/v1/utsc
GET

Summary Get UTSC configuration

Description Get UTSC(Upstream Triggered Spectrum Capture) configuration

Parameters
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Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster ~ Yes string

sg-id query id designating a Service Group Yes string
Responses

Code  Description Schema

200 OK main.UtscConfigForUser
400 Could be malformed or incorrect query parameters string

404 Not found UTSC entry string

500 Internal Server Error string

DELETE

Summary Remove UTSC Configuration

Description Remove UTSC(Upstream Triggered Spectrum Capture) Configu-
ration

Parameters
Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster  Yes string
sg-id query id designating a service group  Yes string
Responses

Code Description Schema

202 Accepted removing UTSC configuration request string

400 Could be malformed or incorrect query parameters string

404 Not found UTSC entry string

500 Internal Server Error string

/v1/utsc-status
GET
Summary Get UTSC Status

Description Get UTSC(Upstream Triggered Spectrum Capture) Status
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Parameters
Name Located in  Description Required Schema
cluster-id  query id designating a cnBR cluster  Yes string
sg-id query id designating a service group  Yes string
Responses

Code Description Schema

200 OK main.UtscStatusForUser

404 Not found UTSC status string

500 Internal Server Error string
/v1/utsc/start
POST

Summary Start UTSC with configuration

Description Start Upstream Triggered Spectrum Capture(UTSC) for wide-

band spectrum analysis.

Parameters
Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster  Yes string
sg-id query id designating a service group  Yes string
Configuration body UTSC Configuration Yes main.UtscConfigForUser
Responses

Code Description Schema

202 Accepted UTSC start request string

400 Could be malformed or incorrect query parameters string

500 Internal Server Error string
/v1/utsc/stop
PUT

Summary Stop UTSC
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Description Stop UTSC(Upstream Triggered Spectrum Capture)

Parameters
Name Located in  Description Required Schema
cluster-id query id designating a cnBR cluster  Yes string
sg-id query id designating a service group  Yes string
Responses
Code Description Schema
202 Accepted UTSC stop request string
400 Could be malformed or incorrect query parameters —string
404 Not found UTSC entry string
500 Internal Server Error string
Models

main.IfIndexTable

Name Type Description  Required
cluster-id  string No
if-index integer No
sg-id integer No
us-port integer No

main.PnmSessionForUser

Name Type Description  Required
pnm-dest-addr string No
pnm-dest-path string No
pnm-session-id integer No
pnm-upload-control integer No

main.ShelfEntry

Name Type Description  Required
clusterld  string No
hostname  string No

isMaster boolean No
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Name Type Description  Required
rpdId string No
shelfld string No
shelfPid string No
shelfSn string No
slotld integer No

main.UtscConfigForUser
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Name

Type

Description

Required

sc-cfg-
aggregation-
mode
sc-cfg-
aggregation-
period
sc-cfg-
averaging
sc-cfg-
center-

freq

sc-cfg-
num-bins
sc-cfg-
output-
format
sc-cfg-
port-end
sc-cfg-
port-start

sc-cfg-
qualify-
bw
sc-cfg-
qualify-
center-
freq
sc-cfg-
qualify-
threshold

integer

integer

integer

integer

integer

integer

integer

integer

integer

integer

integer

Currently, we don’t support
cross US ports, we will
specify the same value by
URL parameter

No

No
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Name Type Description Required

sc-cfg- integer No
repeat-

period

sc-cfg-run- integer No
duration

sc-cfg- integer No
span

sc-cfg-trig-  integer No
channel-

index

sc-cfg-trig-  integer No
channel-

type

sc-cfg-trig-  integer No
iuc

sc-cfg-trig- integer No
minislot-

count

sc-cfg-trig-  integer No
mode

sc-cfg-trig- integer No
sid

sc-cfg-trig-  integer No
timestamp

sc-cfg- integer No
trigger-

count

sc-cfg- integer No
window

usc- integer No
command

usc-sac- integer Currently, we only support 0 No
index

main.UtscStatusForUser

Name Type Description  Required
sc-cfg-port-end  integer No
sc-cfg-port-start  integer No
usc-sac-index integer No

usc-status integer No
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rpd_ operation.Error

85

Name Type Description Required
error  string No
rpd_ operation.LogLevel
Name Type  Description Required
Log Level string No
rpd_ operation.Result
Name Type  Description Required
transaction-id  string No
rpd_ operation.SgConfig
Name Type  Description Required
13-template  string No
rpd-ip string No
rpd-location  object No
rpd-mac string No
rpd-name string No
sg-template  string No
rpd_ operation.Status
Name Type Description Required
status  string No
rpd_ operation.restTransactionTable
Name Type Description Required
cmts-id string No
cmts- string No
name
created-at  string No
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Name Type Description Required
error-info  string No
13- string No
template

last-state-  string No
change

operation  integer No
rm-task- string SgConfig string No
id json:"SgConfig"

rpd-mac string No
rpd-mac-  string No
new

sg-id integer HostcnBR string No

json:"HostcnBR"
TokencnBR string
json:"TokencnBR"

sg-info string No
sg-name string No
sg- string No
template

state string No
transaction- string No
id

sg_ cfg canary.CanaryTransaction

Name Type Description  Required
canary-sg-list string No
canary-sg-pre-config string No
canary-sg-pre-status string No
created-at string No
error string No
13-template string No
last-state-change string No
operation string No
pre-transaction string No
revert-canary-on-failure  boolean No
sg-list string No
sg-template string No
sg-transactions string No
state string No
transaction string No

transaction-name string No
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Name Type Description  Required
upgrade-all-on-success boolean No

sg_cfg canary.CnbrSgs

Name Type Description  Required
cmts-id  string No
sgs [ string ] No
sg_ cfg_ canary.Error
Name Type Description Required
error  string No

sg_ cfg canary.RequestBody

Name Type Description Required

canary-sg-list [ sg_cfg canary.CnbrSgs | No

13-template string No
revert-canary-on-failure  boolean No
sg-list [ sg_cfg canary.CnbrSgs | No
sg-template string No
transaction-name string No
upgrade-all-on-success boolean No
sg_ cfg canary.Result

Name Type  Description Required

transaction string No
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Operations Hub KPI Alert
Management API

This is Operations Hub KPI Alert Management service.

Version: 1.0

Security

AuthHeader
apiKey API Key
Name Authorization
In header

/v1/alerts

GET

Summary Get the Alertmanager Alert List

Description Get the list of alerts(“firing” and/or “resolved” status) from the
Alertmanager.

Parameters
Name Located in Description Required Schema
status  query Filter alerts by No string
status, and if status
is empty will return
all alerts.
limit query Query limit from No integer
DB.
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Name Located in Description Required Schema

offset query Query offset from No integer
DB.

sort-by  query Query sory by the No string
parameter from DB.

order-  query Query order from No string

by DB.

Responses

Code Description Schema

200 OK model. AlertGetEntry

/v1/alerts/groups
GET
Summary Get the Alertmanager Alert Group List

Description Get the list of alert groups from the Alertmanager

Responses

Code Description Schema

200 OK model. Alert GroupGetInfo

/v1/alerts/groups/{name}
GET
Summary Get the Alertmanager Alert Group

Description Get one alert group by group name from the Alertmanager

Parameters
Name Located in Description Required Schema
name path Alert Group Name Yes string

Responses
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Code Description Schema

200 OK model. Alert GroupGetInfo

PUT
Summary Set the Alertmanager Alert Group

Description Set one alert group by group name to the Alertmanager.

Parameters
Name Located in  Description Required Schema
name path Alert Group Name  Yes string
AlertGroup body Alert Group Setting  Yes model. Alert GroupSetInfo
Responses
Code Description Schema
200 OK model.Alert GroupGetInfo
400 Bad Request string
/v1l/alerts/{id}
GET

Summary Get the Alertmanager Alert
Description Get one alert by alert ID from the Alertmanager.

Parameters

Name Located in Description Required Schema

id path Alert ID Yes string

Responses

Code Description Schema

200 OK model.AlertGetInfo
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/v1/alerts/{id}/ack
PUT

Summary Ack the Alertmanager Alert

Description Ack one alert by alert ID to the Alertmanager.

Parameters
Name Located in  Description Required Schema
id path Alert 1D Yes string
Alert  body Alert Ack Information Yes model. AlertSetInfo
Responses
Code Description Schema
200 OK model.AlertGetInfo
400 Bad Request string
/v1/loglevel
GET

Summary Get OpsHub KPI Alertmanagement Log Level
Description Get Get OpsHub KPI Alertmanagement Log Level

Responses

Code Description Schema

200 OK model.LogLevel

PUT
Summary Set OpsHub KPI Alertmanagement Log Level

Description Set OpsHub KPI Alertmanagement Log Level

Parameters
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Name Located in  Description Required Schema
LogLevel body Log Level Yes model.LogLevel
Responses

Code Description Schema

200 OK model.LogLevel
400 Bad Request string

/v1/smtp
GET
Summary Get the Alertmanager SMTP Configuration

Description Get the configuration for SMTP that is used to forward alerts
for notifications.

Responses

Code Description Schema

200 OK model.Alert ConfigGetInfo

PUT
Summary Set the Alertmanager SMTP Configuration

Description Set the configuration for SMTP so that alertmanager can forward
alerts for notifications through the configured SMTP server.

Parameters

Name Located in Description Required Schema

Config  body Alertmanager SMTP Configuration Yes model. Alert ConfigSetInfo
Responses

Code Description Schema

200 OK model. Alert ConfigGetInfo
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Code Description Schema

400 Bad Request string

Models
model.Alert ConfigGetInfo

Name Type Description  Required
auth-identity string No
auth-password string No
auth-secret string No
auth-username  string No
create-time string No
from string No
hello string No
host string No
require-tls boolean No
update-time string No

model.AlertConfigSetInfo

Name Type Description  Required
auth-identity string No
auth-password  string No
auth-secret string No
auth-username string No
from string No
hello string No
host string No
require-tls boolean No
model.AlertGetEntry
Name Type Description  Required
alerts [ model. AlertGetInfo ] No
limit  integer No
offset  integer No
total  integer No

model.AlertGetInfo
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Name Type Description  Required
acked boolean No
acked-time string No
alert-group  string No
alert-name string No
cnBR string No
comment string No
create-time  string No
creator string No
description  string No
end-time string No
expire-time  string No
id string No
severity string No
start-time string No
status string No
summary string No
update-time string No
model.Alert GroupGetInfo
Name Type Description  Required
alert [ string | No
create-time  string No
enabled boolean No
name string No
sendto [ string | No
update-time string No
model.AlertGroupSetInfo
Name Type Description  Required
enabled boolean No
sendto [ string | No
model.AlertSetInfo
Name Type  Description Required
acked-time  string No
comment string No
creator string No
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Name Type  Description Required

expire-time  string No

model.LogLevel

Name Type  Description Required

Log Level string No




Operations Hub KPI
Management API

Version: 1.0

/api/clusterkpi/health

GET

Summary Top level health kpi query

Parameters

Name Located in

Description

Required

Schema

verbose query

time query

start query

end query

step query

A flag to show detail
response for debug
Timestamp in
rfc3339 or
unix__timestamp
format, only for
instant query
Start timestamp in
rfc3339 or

unix_ timestamp
format

End timestamp in
rfc3339 or
unix__timestamp
format

Query resolution
step width in
duration format
(e.g. 5s) or float
number of seconds.
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No

No

No

No

No

boolean

string

string

string

string
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Name Located in Description Required Schema

params query additional query No object
condition

Responses

Code Description

200 1 is healthy, 0 is unhealthy, -1 is no data available
400 User input error
500 Internal error

/api/clusterkpi/health/{folder}
GET
Summary Detail health kpi query

Parameters

Name Located in Description Required Schema

folder path kpi metric path Yes string
verbose query A flag to show detail No boolean
response for debug
time query Timestamp in No string
rfc3339 or
unix__timestamp
format, only for
instant query
start query Start timestamp in No string
rfc3339 or
unix__timestamp
format
end query End timestamp in No string
rfc3339 or
unix__timestamp
format
step query Query resolution No string
step width in
duration format
(e.g. bs) or float
number of seconds.
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Responses

Code

Description

200
400
500

1 is healthy, 0 is unhealthy, -1 is no data available
User input error
Internal error
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