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General Information

« Software
» clonezilla ISO file for respective CPU architecture
» Reference: clonezilla.org

« Hardware
» Network-based storage (NFS, CIFS, SSHFS) or USB hard drive
» Network-based storage can be a Windows or Linux server with respective file system listed above



General Information

« Network

» Network devices management IP and console IP are accessible from Cisco corporate or internal
network

» Not all of the host devices will be accessible from Cisco corporate or internal network. There are private
networks utilized as part of the lab and demo process

« Software
» Required to have telnet client
» Required to have Microsoft Remote Desktop client
» Recommended to have either Chrome or Firefox browser

« Reference



Access Server Remotely to Boot Clonezilla

Cisco Integrated Management Controller
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S2003-2012, Cisco Systems, Inc. All rights resenved.




Access KVM Console

Overall Server Status
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Change the boot order to CDROM

il ciseo |

CiscOo
Overall Server Status c P E 200 i |
i f
‘aﬁnnd
BIOS
Sarver i -Actions . ~BI0S Properties
: : Running Version; C€200.1.4.3c.0 (Build Date: 02/29/2012)

Summary {%Cunflgure BIOS |
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Sensors . -Configured Boot Order— -Actual Boot Order

lh::_,Recuver Corrupt BIOS i =
System Event Log 2 1. .2} CDROM + @) CD/DVD

=1yl BIOS CMOS | i
Remote Presence @ SR 2. 5 el E HDD
BIOS 5. =] PxE =l Network Device (PXE)

+ b= FOD
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Configure Boot Order
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Select Clonezilla ISO — Add Image

Exit

Create Image

—
ﬁid Image...

e ——
Remove Image...

Details =

File Help
[ &' KM | ' Virtual Media |
Client View
Mapped | ReadOnly | Drive
r ~ &2 D: - CODVD
1| Il [ |»
Details
Target Drive Mapped To |Read Bytes |Wﬁte Bytes |Durai
Virtual CD/IDVD Hot mapped
Removable Disk Mot mapped
Floppy Not mapped
1 I L »

USE Reset




Select Clonezilla ISO

%) Open ==
Look In: |] Documents - | ||| R B —
CI ES®S.A1
3 Expo
3] Openstack_Diff
D clonezilla-live-2.2.0-16-amd64.i50
File Hame: clonezilla-live-2.2.0-16-amdBd.iso
Files of Type: |Disk image file (*.is0, *.img) -

Open Cancel




Select Clonezilla ISO — Map ISO to vDVD

File Help
[ & KkvM [ 2 virtual Media |
Client Yiew
Mapped | ReadOnly | Drive —
r ~ 25 D: - CDIDVD
Create Image

.E CUsers'cisco'Documents'clonezilla-lve-2.2.0-1
Add Image...

Remove Image...

Details ¢
q| Il [ |
Details
Target Drive |I'u'lapped To |HEEId Bytes |Write Bytes |Durai
Mirtual CD/DYD &} CiWsers'cisco'Docu... 98304 ] o0n:00 LISE Reset

Removable Disk  Not mapped
Floppy Mot mapped

q] I




Power cycle server

CIMC Hostname: winci-ucs1l37-cimc

.El:s.éla’vl Cisco I i jrat / Logged in as: admin@z-ﬂl.z.u.fng .
Overall Server Status & f hl..) @ PR | ]
HGM Server Summary
Server | admin | Storage | FARLnS cServer Propertles []

ot 2 Product Name: UCS C220 M35
Pewer Gn Server

Summary
Serial Number: FCH1724VOFK
Inventory ,h.;Power Off Server !
: _ PID: UCSC-C220-M35
ENSOrs 1

o~ +Shut Down Server UUID: AE44C799-A747-4C44-A398-DOD3EFFB8692
Remote Presence e RTSTITITE. ——

@eftﬁle Server | D BIOS Version: C€220M3.1.5.149.0 (Build Date: 03/15/2013)
BIOS B
D Rie ki 0 | Hard Reset Server Description: ]
Faultz and Logs L h KvM C |

@ HuIE SOER:E +Server Status A

@ Turn On Locater LED Power State: @ Cn
Overall Server Status: IEGGN

Temperature: Gnnd
Power Supplies: God
Fans: Qﬁod

Locator LED: ) Off Iy

Overall Storage Status:  NfA

. Cisco Integrated Management Controller (CIMC) Information

Hostname: winci-ucsl37-cimc
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Boot Clonezilla ISO

File View Macros Tools Help

[ &'rvm | 2 virtual Media |

clopezilla.ory, clonezilla.nch

Clonezilla live (Default setting

Diher wode: of Clonezilla >
Local operating systew i
Hewtezt & FreeDDS >

Hetworl boot wia i

Prezz [labl bo sdit gobion:

13, HCHE, Tadiwen
BT

‘Free Software Labs
uh-Performance Computing
Taiwan

nezilla




Select Language

File View Macros Tools Help
= Kvm [ 2 virtual Media
Free Software Labs, NCHC, Taiwan

Choose language
Hhich language do you prefer:

.UTF-8 Catalan | Catala
UTF-8 German Deutsch

Spanish | Espanol
French | Francais
Italian | Italiano
Japanese | HAGE

Brazilian Portuguese | Portugués do Brasil
Russian | Pyccrwa
Chinese (Simplified) | ﬁiﬁkﬂhﬁ%{

| 1ERS -

Chinese (Traditional)

iis

==

<Ok




Select Keyboard Mapping

File View RMacros Tools Help

= KM | 2 virtual Media
e configuration

Configuring console-data
The keumap records the layout of sumbols on the kewboard.

'Select keumap from arch list': select one of the predefined keumaps
specific for your architecture (recommended for non-UsSE keyhboards) s
'Don't touch keumap': don't overwrite the keumap in Aetcsconsole,
which is maintained manually with install-keymapis);

'Keep kernel keumap': prewvent ang keumap from being loaded next time
the suystem hoots;

'Select keumap from full list': list all the predefined kedmaps.
Recommended when using cross-architecture [often USB) keyboards.

Policy for handling keumaps:
Select keumap from arch list
Won 't touch keymap

Keep kernel keumap
Select keumap from full list

<Cancel:




Start Clonezilla

File View Macros Tools Help
= KM | & virtual Media
MCHC Free Software Labs, Tailwan

Start Clonezilla
Start Clonezilla or enter login shell (command linel?
Select mode:

- - = art Clo illa
Enter_shell Enter command line prompt

<0k <Cancels




Select device-image

File View Macros Tools Help

= kvm [ 2 virtual Media
NCHC Free Software Labs,

Taiwan

Clonezilla - Opensource Clone System [(OCS)
*Clonezilla is free (GPL) sofftware, and comes with ABSOLUTELY MO HARRAMT
SAAHINt ! From now on, if multiple choices are avallable, you hawve to press space key to mark
your selection.

An asterisk () will be shown when the selection is donesss
Two modes are avallable, you can

(1) clonesrestore a disk or partition using an image

(23 disk to disk or partition to partition clonesrestore.
Select mode:

with disk

. or partitions us :
device-device work directly from & disk or partition to a disk or partition

<Ok.>

<Cancel>




Select Image Repository - SSH Server

File View Macros Tools Help

= kv [ 2 virtual Media
MCHC Free Software Lakbs, Taiwan

Mount Clonezilla image directaory
Before cloning, you hawe to assign where the Clonezilla image will be sawved to or read from. HWe
will mount that dewvice or remote resources as Shomespartimag. The Clonezilla image will be sawved
to or read from Jhomespartimag.

Select mode:

local dew Use local dewvice (E.g.: hard drive, USE drive)
ssh_server lse S55H server

samba_server Use SAMBA serwver (Metwork Meighborhood serwver)
nfs_server Use WFS serwver

enter_shell Enter command line prompt. Do it manually

skip Use existing shomespartimag (Memory! xNOT RECOMHMEMDED:)

<Ok <Cancel:




Select EthernetO Interface — lowest MAC address

File Wview Macros Tools Help
2 kv [ 2 virtual Media

network device you want to configure 7

Link_detected:noiket¥treme_II_BCMSTT71Z_10_ .. |00:10:18:eh:53:h4d)
Link_detected:no(NetXtreme_II_BCHMS7712_10_.. |00:10:18:eb:53:h6)
2 Link detected:uesi{I350 Gigabit Metwork Conn. . |7c:ad:7d4:6e:ch:e2)

Link_detected:ues{I350_Gigabit_Metwork_Conn..|7c:ad:7d4:6e:ch:e3)
Link_detected:uyes{I350_Gigabit_Metwork_Conn..|7c:ad:7d4:6e:ch:ed)

Link_detected:no{I350_Gigabhit_Metwork_Conn..|7c:ad:7d4:6e:ch:es)

<Ok <Cancelx>




Assign Static IP

File View Macros Tools Help

= Kvm [ 2 virtual Media

Metwork Config
Choose the mode to setup the network for this network card: eth2

dhcp Use DHCFP hbroadcast

static se static IF address

pppoe ll=e_FFPFoE

enter_shell Enter_command_line_prompt._Do_it_manually

<Ok = <Cancel:




Enter Static IP

File View Macros Tools Help
= KkvM | 2 virtual Media

Please enter IF Address for ethZz

<Cancel:




Enter Static IP Mask

File View Macros Tools Help

= kv | T virtual Media

Flease enter Metwork HMask for ethz

<Cancelx>




Static IP Default Gateway

File Wiew Macros Tools Help

= kvm | & virtual Media

Flease enter Default Gatewauy

<Cancelx




Static IP DNS

File View Macros Tools Help

= kM | 2 virtual Media

Flease enter Mameserveri(s)

<Cancelx




Enter Repository Server |IP

File Wiew Macros Tools Help
= KvM [ 2 virtual Media
MCHC Free Software Labs, Tailwan

Mount sshts
IF address or FODW of the serwver. E.g. 192.168.120.254 or hostname.domainname.org:

B3.251.223.201

<Cancel:




Enter Repository Server SSH Port Number

File Yiew Macros Tools Help
= KM | 2 virtual Media
MCHC Free Software Labs, Talwan

| Mount sshfs |
Fort to connect to on the remote S5H host (normal port number is 22)1:

<Cancelx




Enter Repository Server User Account

File View Macros Tools Help
2 KkvM [ = virtual Media
MCHC Free Software Labs, Talwan

Mount sshtfs |
Account in serwver, the account that you have the permission to write (for saving image) or read,
Ex root:

Ccisco

<Ok <Cancel>




Enter Absolute Path to the image directory on the
Repository Server

File View Macros Tools Help
2 KM [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Mount sshfs |
The directory where Clonezilla image will be sawved to or read from. AASNOTESY Y use absolute path
in ssh server, Ex Shomespartimag

Shomescisco

<0k> <Cancel>




Enter Repository Server User Password

File View Macros Tools Help
= KvM [ 2 virtual Media

| HMount sshfs |

Mow you have to enter the password for: cisco@63.231.223.201: /homerscisco [(If it is the ftirst
time 4you access the ssh serwver after Clonezilla live boots, for better security, a confirmation
will he asked)

Are ol =




Enter Repository Server User Password Cont.

File View Macros Tools Help

= Kvm | 2 virtual Media

| HMount sshts |

Mow you hawve to enter the password for: cisco@s3.231.223.201: shomescisco (If it is the first
time you access the ssh serwver after Clonezilla liwve boots, for hetter security, a confirmation
will be asked)




Enter Repository Server User Password Cont.

File WVview Macros Tools Help
2 Kkvm | 2 virtual Media
| |

" shomespartimag —-p 22 -0 nonempty,noatime

ounted on




Choose the mode to run wizard.

File View Macros Tools Help

2 KvM | & virtual Media |

MCHC Free Software Labs, Taiwan

| Clonezilla - Opensource Clone System (OCS)
Choose the mode to run the following wizard about advanced parameters:

Beginner Beginner mode: A 1t the default options
Expert Expert mode: Choose your own options

<0k <Cancel:




Select Clonezilla Mode — Restore Disk

2 kM [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Clonezilla - Opensource Clone System (OCS): Select mode |
*Clonezilla is free (GPL) software, and comes with ABSOLUTELY WO HWARRAMTY:@*®
This software will overwrite the data on your hard drive when restoring! It is recommended to
hackup important ftiles before restoring ! sk

SAAHInt ! From now on, if multiple choices are awvailable, you hawve to press space key to mark
your selection. An asterisk (%) will be shown when the selection is doness s

savedisk Save_local_disk_as_an_image

saveparts Save_local partitions_as_an_image
restoredisk Festore_an_image_to_local _disk
restoreparis Restore_an_image_to_local_partitions
1-2-mdisks Restore_an_image_to_multiple_local_disks

recovery-iso-zip Create_recovery_Clonezilla_liwve
chk-img-restorable Check_the_image_restorable_or_not
exit Exit. Enter command line prompt

<0k <Cancel>




Restore Disk — Select Image : ucs05-build-
Img/ucs34-control-img/ucs05-compute-img

2 KkvM [ 2 virtual Media
MCHC Free Software Labs, Taiwan

Clonezilla - Opensource Clone System (0CS) | Mode: restoredisk
Choose the image file to restore:

11-15-13-oscl-img 2013-1115-1002_sda_59394GHB
11-15-13-0sc—-img 20153-1115-10072_=sda_5994GHB

<0k <Cancel:




Restore Disk

File View Macros Tools Help
[ 2 KvM | Virtual Media
(MCHC Free Software Labs, Talwan

Clonezilla - Opensource Clone System (0CS) | Hode: restoredisk
Choose the target diskis) to be overwritten (ALL DATA OW THE EMTIRE DISK HILL BE LOST AMD
REFLACED! 11

The disk name iz the device name in GHUALinux. The first disk in the system iz "hda'’’ or "sda'',
the znd disk i= "hdb'" or "sdb'... Press space key to mark your selection. An asterisk (x) will
bhe shown when the selection is done

e <Cancel:




Ex. Restore Disk

="' KM [ virtual Media

| Clanezilla - Opensource Clopne System (0CS) | Mode: restoredisk |
Choose the target diskis) to be overwritten (ALL DATA OW THE EWTIRE DISK WILL BE LOST AMD
REFLACED ! |3

The disk name is the dewvice name in GHU<Linux. The first disk in the system is "hda' or ''sda',
the 2nd disk is "hdb' or ''sdb''... Press space key to mark your selection. agn asterisk (%) will
bhe shown when the selection is done

=g 4GB _HMRI9Z266-—81__3

< e <Cancels

. MWext time wou o
s ; : -p true
later




Ex. Restore Disk Cont.

=5 KvM | Virtual Media

i HARNING! !
NG DATA IN THIS HARDD FARTITIOM(S) WILL BE OVERWRITTEM! ALL EXISTIMG DATA HWILL

. first: Ad da

unknown partition tahle

cannot

hamepart im
hard dr : from EDD will b
found from EDD info for di

Writing tition o
tition table i ¥ d i : : try to initialize one so that we can get the di
> by parted... Runn Do s mk label msdos

Destination di (- ] ] 5.99TB, which is 1la than the HMBR partition table ent
n 2 TiB e ¥ GUID partition table format (GFT).




Ex. Restore Disk Cont.

File View Macros Tools Help
v [ 2 virtual Media

Partclone
Partclone wO.2.66 hitp: fpartclone.org

Starting to restore image (-) to device (sdewssdal)
Calculating bitmap... Flease wait... done!

File system: EXTFS
Device size: L]
Space in use: 33.2 GB
Free Space: Al e
Block size: 4096 Byte

420690432 Blocks
8115018 Blocks
412575414 Blocks

Elapsed: 00:00:10 Remaining: 00:05:16 Rate: 6.10GEBSmin
Current Block: 5983304 Total Block: 4206904372

Data Block Process:

Total Block Process:




Change the boot order to HDD

ol I Il II [ C}EE !
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.’-
=i Recowver Corrupt BIOS

Clear BIOS CMOS

Running Version:

CZ200.1.4.3c.0 (Build Date: 02/29/2012

-Boot Order
Configured Boot Order—,
1. ‘@) CDROM

2. H HDD
3. =] Pxe

Configure Boot Order

Device Types:
=l FoD
£ EFI

Acdd =

= Remowe

Boot Order:

(@) CDROM Up
PXE
H Daown

-Actual Boot Order
+ @) CD/DVD
[+] ! HDD

=] network Device (PXE)

[+
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L
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=l
'JEI' Internal EFl Shell

[apply | [cancel]




Ex. Restore Disk Completed - Reboot

File WVview Macros Tools Help
= kvm | =" virtual Media

in th
in Tt
ition S
partition

and root :
mode. Opts: {null)

allation finis

not found or not among estored partition 2 ip running partclone

ted by Clor ; JEM, S ip notifying it the Jjob is done.

flush filesystem buffe

you want to 2
in th 1 e 17, command line prompt

or follow the menu to
iz a writable d




After reboot, use CTRL-ALT-F2 to get the login
window (If you are not in login window)

2:000,:40 =N Sansol2 |
File View Macros Tools Help
KYM vM Ctril-Alt-Del
Alt-Tab
buntu 12 @IS
Ctrl-Esc
Alt-Space
Alt-Enter
Alt-Hyphen
inci-ucs4fEUE
PrtScrn
buntu 1Z. QY
F1
Pause
Tab
Ctril-Enter
SysRq
Alt-SysRq
Alt-LShift-RShift-Esc
Ctri-Alt-Backspace
Alt-F? 4
Ctrl-Alt-F? ¥ Ctri-Alt-F1
User Defined Macros » Ctri-Alt-F2
Ctri-Alt-F3
Ctri-Alt-F4
Ctri-Alt-F5
Ctrl-Alt-F6
Ctri-Alt-F7
Ctri-Alt-F8
Ctrl-Alt-F9 | [
Ctri-Alt-F10 |]
Ctri-Alt-F11
Ctrl-Alt-F12

T N

inci-ucs4

buntu 12.

ﬁ'

inci-ucs4

230 ps —te |
331 history

vinci-ucs05
vinci-ucs06
vinci-ucs30

=




Issues reported by our users when restoring
Images



Issue #1 encountered by our users - KVM console issue

The console application file viewer.jnlp(172.29.21.213@0@1391192569073) can't
be opened by proper java application.

Solution:

Download following JRE version and reboot Apple MAC.:

java -version

java version "1.7.0_51"

Java(TM) SE Runtime Environment (build 1.7.0_51-b13)

Java HotSpot(TM) 64-Bit Server VM (build 24.51-b03, mixed mode)


mailto:172.29.21.213@0@1391192569073

Issue #2 encountered by our users - The following screen didn't show up:

=) KM | 2 virtual Media
NCHC Free Sottware Labs, Taiwan

1 Clonezilla - Opensource Clone System (0CS): Select mode |
#Clonezilla is free (GPL) software, and comes with ABSOLUTELY MO HARRAMT#
This software will overwrite the data on your hard drive when restoring! It is recommenced to
backup important files hefore restoring ! s

AAAHInt Y From now on, if multiple choices are available, you have to press space key to mark
your selection. An asterisk (%) will bhe shown when the selection is donesss

savedisk Save_local_disk_as_an_image
saveparis Save_local

partitions_as_an_image

restoredisk Restore_an_image_to_local_disk
restoreparts Restore_an_image_to_local_partitions
1-2-midisks Restore_an_image_to_multiple_local_disks

recovery-iso-zip Create_recovery_Clonezilla_live
chk-1img-restorable Check_the_lmage_restorable_or_not
gxit Exit. Enter command line prompt

<0k> <Cancelx

Solution: this is pure network configuration issue.

| used user name "cisco" to access, but found that there is no such user on our repository, so | used "root".



Issue #3 encountered by our users - can't choose boot option to pick
Cisco KVM vHDD

After clonezilla iso is installed, can't choose boot option to pick Cisco KVM vHDD, and change BIOS boot
order from CMIC GUI does not take effect:

The following menu should be popped up after | try to change boot order (hit Fn+F6 keys), and then | can
choose "Cisco vKVM-Mapped vHDD1.22) after clonzilla is installed, but if BIOS version is old (built in
1/31/2013), so it always boot up the system from vKVM-Mapped vDVD.122.

File Wiew Macros Tools Help

= KM | =) virtual Media

Flea=e =elect boot dewvice:

(Bus 82 Dew OQQO)JPCI RAID Adapter
Cisco CIMC-Mapped wHDD1.22
Cisco vk 22

IBA GE &

I1BA GE £

IBA GE S

IBA GE S

T and 1 to move selectior
ENTER to = i



Issue #3 encountered by our users - can't choose boot option to pick
Cisco KVM vHDD

Solution:
The BIOs version is old. Upgraded BIOS with: ucs-c220-huu-1.5.4-3.iso

<Lei> 1). On KVM console, "Virtual Media" tab, add the above bios iso as the image. 2). Reboot the UCS
and change the boot order to "Cisco vKVM-mapped vDVD1.22". 3). After root the screen pops up asking to
upgrade the bios, select upgrade all. Click "yes" when prompt asking to reboot. 4). The KVM console and
CMIC will be lost after reboot. Wait for around 10 minutes and reconnect CMIC. Check on the CMIC GUI
verify that the BIOS version is updated.



Issue #4 encountered by our users - KVM console connection failure:

L8000 Message

Connection failed.

| OK f

Solution:
| went to the lab and unplug and plug in the power for the 2 UCSs, now it is connecting to it.



Issue #5 - If you hit permission error. Change the file owner when
tar .tgz file and start Clonezilla again

2 kvM [ & virtual Media |

Fartclone

Fartclone w0.2.66 hitp://partclone.org

Starting to restore image (-) to dewice (/devs/sdal)
gg

Partclone fail, please check svar/slogspartclone. log |

Fress "Enter' to continue......
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