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1. 1Jozdd po woe Iduslole 1Uss spad 1dpuudJs: IPV4A/IPVE/IPVAVE

2. 0283 pel Bl Jow e dJs poed s ols luve vbs 9009d (APN) Iy zese willb 1909
APN Jly lJpuvddé spdu lu odyy pogd 96 o APN pesu.

3. 023 ppl Bl Jlve IdpuudJs wogdd weoldso URL pesus eds IJosw 19 eulsso URL
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URL JJg>p6 IJgbsé 90288 lsual ppl Bl o IJpudds coedd wuveds VPN pesub.
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Iod pologs ldizoch szpe Iduwedle:

Flush the subscriber from the node and also clear browsing history/database from testing user handset s

clear subscriber imsi <IMSI number> -------———————————- to be executed in the node to clear the subscri
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<tfroot>

On SPGW

Togging filter active facility sessmgr level debug
Togging filter active facility acsmgr level debug
Tlogging filter active facility npumgr-acl Tevel debug
Togging filter active facility firewall Tevel debug
logging filter active facility vpn Tevel debug

Togging filter active facility vpnmgr Tevel debug
logging active  -—--------------—- to enable the logging

after 5 mins
no logging active ---------------- to disable the Togging

On CP

Togging filter active facility sessmgr level debug
Togging filter active facility sxdemux level debug
Togging filter active facility firewall Tevel debug
logging filter active facility vpn Tevel debug
Togging filter active facility vpnmgr Tevel debug
logging active ---------------- to enable the logging

after 5 mins
no logging active ---------------- to disable the Togging

On UP:

Togging filter active facility sessmgr level debug
Togging filter active facility sxdemux level debug
Togging filter active facility npumgr-acl Tevel debug
Togging filter active facility firewall Tevel debug
logging filter active facility vpn Tevel debug
Togging filter active facility vpnmgr Tevel debug

logging active ----———--————--- to enable the logging
no logging active -------————---——- to disable the Togging
Note :: These logging has to be enabled for short time depending on the CPU utilization because it

increase the utilization so while enabling Togging need to keep a watch on CPU

3. luwdd Ids 9u28 IJedasu e $p wopdsu pildwd IJouvesd Jdeuve,d.



config
logging monitor msid <imsi>
end

4. 10902 9256 by 986 IS 9uwed eduws gpd tty: slusl pil§us IUpubend webo, eluss 59de
wupdsy odo lJgshlu:

<#root>

SPGW

Press + for times then it collects the logs verbosity 5 logs then select next options
+H+++

X, A, Y, 19, 33, 34, 35, 22, 26, 75

Once option 75 1is pressed then select 3,4,8 then press esc

CUPS: :
on CP
monitor subscriber imsi <IMSI> +++++ S, X,A,Y,56,26,33,34,19,37,35,88,89
on UP:
monitor subscriber imsi <IMSI> +++++ S,X,A,Y,56,26,33,34,19,37,35,88,89

5. 8p vy lJpgve,d gouo-._éa euw9lu URL Ll pyly Jpsé wonlog oo 3 1Js 5 58lisd sleule
loveg)luo wudss 030 IJI9le) £36 pile souwesd eduws gpd PUTTY Juuw [ 8w.

<#root>

ON SPGW SAEGW

show subscriber full imsi <>

show active-charging session full imsi <>
show subscriber pgw-only full imsi <>

show subscriber sgw-only full imsi <>

show subscribers data-rate summary imsi <>
show ims-authorization sessions full imsi <>
show subscribers debug-info msid <>

On CP node

Show subscriber full imsi <imsi>



Show active-charging session full imsi <imsi>

show subscribers pgw-only full imsi <>

show subscribers sgw-only full imsi <>

show session subsystem facility sessmgr instance <> verbose
show Togs

On UP node:

show sub user-plane-only full callid <>

show sub user-plane-only callid <> urr full all

show sub user-plane-only callid <> far full all

show sub user-plane-only callid <> pdr full all

show subscribers user-plane-only callid <> far all

show subscribers user-plane-only callid <> far

show subs data-rate call <callid>

show subscribers user-plane-only flows

show user-plane-service statistics all

show user-plane-service statistic rulebase name <rulebase_name>

6. vg> 55838 pu lUluweg)luo 9p COUBSd Uip_) no logging active B 1Jpebos 1,886 1Jig)s IJos sop
Bogol B IUglbys 3.

7. oglbsd pildws lJoywesd Jdpuve,d.

Config
no logging monitor msid <imsi>
end

8. Jl 9353 1Jg pd IJ, 5 MON sle,Jo sgpd 2os wowos pu gee 1ob 1JLEle 9JI0 Ll 9226 1Jpeldes 1Jpsd5s8.

9. §p woudss o3l 1Jipy JJeuesd eds pesd IJecuod IUElue wldeuie,d soumesd eduws Idged 1Jgluos wosl s ol.

Show subscriber full imsi <imsi>. -a get the call id
show logs calid <call_id>
show logs

1 JIo perd Idecuod p9e93l: Buusdou pu lsluoe Iue we cepse wedlo edusle Jpubesd: sI3l p sJo 1Jie) I3J9.
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ping <URL IP address> ------------ from Gi context
--- ping statistics ---
3 packets transmitted, O received, 100% packet loss, time 12160ms. >.>>>> There are packet drops, now we need to check were it is dropping

2. §p wouldss aputraceroute yusld Gl gloze gu Is euwldd vogds vidlodss lUsuoed.

traceroute <peer ip address> src <local diameter origin host ip address>

Ex: traceroute 10.52.5.49 src 10.203.144.8

3.0283 pu lzuolssle Ipuvosd Jdozdd pu gpdsle bl 1Jz;es.

<ffroot>

Show subscriber full inmsi <insi nunber>

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0

input pkts dropped: 0 output pkts dropped: 0

input pkts dropped due to lorc : O output pkts dropped due to lorc : 0O
input bytes dropped due to lorc : 0

in packet dropped suspended state: O out packet dropped suspended state: 0
in bytes dropped suspended state: 0 out bytes dropped suspended state: 0O
in packet dropped sgw restoration state: O out packet dropped sgw restoration state: 0
in bytes dropped sgw restoration state: 0 out bytes dropped sgw restoration state: 0
pk rate from user(bps): 18547 pk rate to user(bps): 25330

ave rate from user(bps): 6182 ave rate to user(bps): 8443

sust rate from user(bps): 5687 sust rate to user(bps): 7768

pk rate from user(pps): 13 pk rate to user(pps): 14

ave rate from user(pps): 4 ave rate to user(pps): 4

sust rate from user(pps): 4 sust rate to user(pps): 4

Tink online/active percent: 92

ipv4 bad hdr: 0 ipv4 ttl exceeded: 0

ipv4 fragments sent: 0 ipv4 could not fragment: O

ipv4 input acl drop: 0 ipv4 output acl drop: O

ipv4 bad length trim: 0

ipv6 input acl drop: 0 ipv6 output acl drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4 output xoff pkts drop: O ipv4 output xoff bytes drop: 0

ipv6e output xoff pkts drop: 0 ipv6 output xoff bytes drop: 0

ipv6 input ehrpd-access drop: 0 ipv6 output ehrpd-access drop: 0O

input pkts dropped (0 mbr): 0 output pkts dropped (0 mbr): 0O

ip source violations: 0 ipv4 output no-flow drop: 0

ipv6 egress filtered: 0

ipv4 proxy-dns redirect: 0 ipv4 proxy-dns pass-thru: 0

ipv4 proxy-dns drop: 0

ipv4 proxy-dns redirect tcp connection: 0



ipv6 bad hdr: 0 ipv6 bad length trim: 0

ip source violations no acct: 0

ip source violations ignored: 0

dormancy total: O handoff total: O

ipv4 icmp packets dropped: 0

APN AMBR Input Pkts Drop: 0 APN AMBR Output Pkts Drop: O

APN AMBR Input Bytes Drop: O APN AMBR Output Bytes Drop: O

APN AMBR UE Overload Input Pkts Drop: O APN AMBR UE Overload Output Pkts Drop: 0O
APN AMBR UE Overload Input Bytes Drop: O APN AMBR UE Overload Output Bytes Drop: O
Access-flows:0

Num Auxiliary A10s:0

4. 22838 po 02 ol Iduvew ol Joles) 2rds e9) Idpgied.

Show active-charging session full imsi <imsi num>

PP Dropped Packets: 0
CC Dropped Uplink Packets: 0 CC Dropped Uplink Bytes: 0
CC Dropped Downlink Packets: 0 CC Dropped Downlink Bytes: 0

5. cedd pu ldle IJiro) show active charge Jg pJsé luv Sl 2506 ECSACS o0 puwess 9ldozdd pu 929> Ls codslo sl
Jdeie. p wzdd pu lJodso 1Uglue wldlg)le 1U3s wp wdssue.

<ffroot>

Show active-charging session full insi <insi num> or show sub user-plane-only full callid <>

Ruledef Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed

dns_free_covid 4 428 4 340 8 0
icmpve 0 0 5 1423 5 0
ip-pkts 479 103670 432 74488 764 429

6. w28 el 131 Iy 2d DNS ulzel I JI. I3l Jlue vlezs BJl w9z puvdJé o DNS.



18.60.158.135 GTP <DNS> Standard query response @x3adc AAAA tracking.india.miui.com CNAME tracking-india-miui-com-1-77

42.185.241.29 GTP <DNS= Standard query 8x3984 AAAA www.shcilestamp.com
42.185.241.29 GTP =DNS> Standard query @x3984 AAAA www.shcilestamp.com
42.185.241.29 GTP <DNS= Standard query 8x3984 AAAA www.shcilestamp.com
42.105.241.29 DNS Standard query @x3984 AAAA www.shcilestamp.coem
42.185.241.29 DNS Standard query 8x3984 AAAA www.shcilestamp.com
42.185.241.29 DNS Standard query @x3984 AAAA www.shcilestamp.com
42,185.241.29 GTP <DNS=> Standard query 8x63bb A www.shcilestamp.com
42,185.241.29 GTP <DNS> Standard query @x63bb A www.shcilestamp.com
42.185.241.29 GTP <DNS> Standard query @x63bb A www.shcilestamp.com
42.105.241.29 DNS Standard query 8x63bb A www.shcilestamp.com
42.185.241.29 DNS Standard query @x63bb A www.shcilestamp.com
42.1085.241.29 DNS Standard query @x63bb A www.shcilestamp.com

. Standard response www.shcilestamp.com A 121.241.45.21
18.608.150.135 DNS Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.60.150.135 DNS Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.60.158.135 GTP <DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
10.60.150,135 GTP <DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
10.608.158.135 GTP <DM5> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21
18.60,150,135 DNS Standard query response 0x3984 AAAA www.shcilestamp.com AAAA 64:fFfOb::79f1l:2d15
108.60.158.135 DNS Standard query response Bx3984 AAAA www.shcilestamp.com AAAA 64:Ff9b::79f1:2d15
18.60.158.135 DNS Standard query response 0x3984 AAAA www.shcilestamp.com AAAA 64: FfOb::79f1:2d15
18.60.158.135 GTP <DNS> Standard query response @x3984 AAAA www.shcilestamp.com AAAA 64:Tf9b::79f1:2d15
18_RA_15A 138 ETD Mt Standard auery reconnce Be3084 AAAK wune cheilectamn. cam ARAA Rd- £FGh--T70F1-2A18
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Total Dropped Packets : 132329995
Total Dropped Packet Bytes: 14250717212

Total PP Dropped Packets: 0
Total PP Dropped Packet Bytes: 0

R7Gx Rule-Matching Failure Stats:
Total Dropped Packets : 871921
Total Dropped Packet Bytes : 86859232

P2P random drop stats:
Total Dropped Packets : 0
Total Dropped Packet Bytes: O

2. 0288 o0 Idouwwd 1Jpsoss JIBuid Iedlel Bis 161z 1Jpuie,d show. I3l dloe elle [uwslb 1Jzps 16 po 17 Blool
odoy gds Idbze bosws Bluoss odl wdd s cles).

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0
input pkts dropped: 0 output pkts dropped: O

3. bl dlzgbe 2lJIe [uwdlb 1Jeie B pzesesd wuousd RX gzldle [uvdlb 256 ITC Bpu 1desze 1o s 3JY wuwow puvdds
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ITC Packets Drop: 47235019
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