luwoduuldd igble IJp e, 9luadizel B
SMF/UPF

3. o839 1Jp9ly> 1 Jp92>

4. 9bb596 15,6 Iz J wle (SMF)

5. 915596 o we9s ldp wegse

6. 1910, 91206 _wlo, IJisle, (CLI) J SMF

6.1. 0288 ool Bl Il lp vy L pezs 38l e JI
6.2. uz>ss sulosy IP 315 lJool

6.4 o, ,ou"_é‘sé DNN Je b, p2ad

6.5. wpdsu puveyd zolj lJg, o

7. 1910, 9lz06 wlb, IJigle, (CLI 1JEl 08 wu,9e9de) UPF

7.1, 0238 o0 op lowosglio oo lzd puve,d ppsd

7.2. 1Jz09d £Js pedople pweos ldpeue,d (pod Ruledefs 9 PDR g far 9 ger 9 urr)
7.3. opdsu puvoyd golj I g, o

7.4.1Jz 09 £Js pwl) Llbse/NVPP PCAPs 2l o wpvo,d pgsy

8- g9lpd & LOBS 9SS IJI [ | Js6 JIJJ 9lz06 2l o0 lJosiso [ Jud,e.56

8-1 90999 wbous, § NG (NGAP)

8.2. 9lz0o0 NRF

8.3. v wzsJlve,ly UDM (glzos N10)

8.4. AMF (9lzos N11)

8.5. PCF (9lz06 N7)

8.6- CHF (9lzos N40)

8.7. £9loJ o 0956 | old 56 08536 v Izble IJoedsole I 0286 9 RST STREAM

lJp 9500

S 03l 98,886 CLl p,y suweepd J puve,d [uosly eds SMF/UPF. Jel luol wouoew £9l0J
wuodse Wireshark Jogdsd wrd@ Idpdldele 5G.

1. wust IJubveds IJususs 4G/5G



| 5G capable |

| devices |
EPC - . 5G
PCRF PCF |
GX ;H? \""
Non 5G capahla] | Eawe il‘“xknu\
devices ss-C - S 1 T S T
~— | PGW-U UPF |
' PGW — SGW | SGW <, - N S
' I T si1 - A .
e e
- [ N16
| MME |- /- - |
_."I / Ir.. i
s/ [ HSS | ubm |-
|I
LTE -~ NR

2. LUSO iuu|uu.,§5 (8lispd eds Ut)pk“;) pu IJesd 1Ugleuw

98 lewps wpsse IJouopse IUpgpbs IUElue wudd 1Ussdé IJopesds (REST) pu Sod 3GPP
Jorgp ldloold vsu ldobosilo sldoblisee 1Jpeyjeé eds uglé IUzsd 1UEleuw.

cgwps REST gdis wysesdsdle Ipelssy HTTP Iy HTTPS JLuuld IJedlele wso Iddslole.
35000 309 sop luweesle e rdle URL 10,638 ol e 19 lup. Bespl sdis Ipuldse HTTP s
IJIGelJ 1Upzs36 J REST:

- GET: [uwenb 1Jpgys 1U3s wp wogsoo woluubs URI Lopu IUbdw

- POST: sbdu pu lJghe losle p9)> 238>

- PUT: suwowsd (Clddled) 1Jes)s 1J3s sgldze URI Lz esds (wuuwsd JSON) Idbdw

T OUORST wISY e (Biss])

- 1308 $2309 1Jp9)s 1Uss wp wozsoeo woluwbs URI B Idbdy
IJouss Ipuwowss [Us 1UEe6 (SBA): wuss wble sop Wsol wzds¥ 9blisw IJuble w9luubo
9blisw IJyvoJs (NF). was) 1> plo Jdpsuwuwle 1J9buss ldpgepss IJos ogvwodd
erplool.

306 NF: 8506 NF o5 I25 Io9le 1J 8,10 1dos sesuoel puce exele NF (NF) gds puveodd sple
NF Tz, pewps (NF) oo ¢JIJ 9lz06 Blisps s 1Ugs06.

lJ9lzoo |,Jrouuog',:)6 IJs |_.J'a>,o|o (SBI): o(ooJ lJ9lzoo 1IJB8lspd eds 1Ug>ple Js9so6 -_:)&)@p
p2e9€d 1Jgple 19 Jubdol Loluubs 0y 98 9bus pesU. 030 05 1Uslzod IJos Swp Vol
luvwsgle gpdsle 306 NF. NAMF. NSMF. NUDM. NNRF. NNSSF. NAUSF. NNEF. NSMSF.
903l.

ouwogse Idolzele Idpuwowss Is 1dgsele (SBI) wy9wedsd HTTP/2 g, TCP JJleold wsu
e3plo NF Jpl 05 pg) 96 L9luwbs 3GPP. s9W9, w)9w9d9d TCP IJsle Ideedpe bs Idlsele eds
e e9s IJuldd Jel 09 pea> B IETF RFC 5681 9ldos Spdu luweésleol Jdwzdpe B IUlszle
wsu udbos wolss TCP (sldes wdyy 096 Lglbys). Jel s98, HTTP/2 IUsle Ideede Bs
lJo>98 99595 w9l9§ 1U>8 8¢ Jpl 09 ped> Os IETF RFC 7540 9ldos Spdu wdssuol



Jdoede Bs idele puvess Idlouold.

3. perd [Jpsly> 1Jpse>

SpIdu I LOULPL 00 5G NF e3L> puEsr6 Spdu Idguesd lUsol. )9 1Jpsl)ys 1Jpesz> (URI) o9
wduwds po i, IJos gy 9,0 pesU.

[ {apiRoot}/{apiName}/{apiVersion}/{apiSpecificResourceUriPart} ]

- ApiRoot 09 JudwJé ew http:// g https://. LIJlEe,lo P& P (P SWY 9p0W93 Eus)s)
uwduwds losbss elues olduui.

- Subsy APIname g6 |Js 1Jgspo IJos wp luwesglgol wyluwlbs APLL

- APlversion o9 , 9, l_o>l, APL.

- Subs, apiSpecificResourceUriPart [Js 1Je9)ys 1Jpeess 1Uds wp wuopse API
JJouosdJpeldes.

4. 9595 |>y5 Iz wle (SMF)

9596 |56 g wé gpd Cisco (SMF) os 91236 pu 9blis Yoo Js puuwess Idozde (NF)
Jubods 5G IJlwlyuss (5GC). 9lduou298 puwdsd eu bhs Ideduwle pg dep 1Ugblisd 1Jw,5356
E_J.,s |L}u|L}u GJJ .)9_)6.

$>8p SMF 118 IJzduws (louvle gduws 1Jged sldoessd sldluosh) soguosue euslo IP 1Ugluo
CNJpuwegse sbbwo 99blisd DHCP gluole huwld lublle NAS Idpced 96 wbbé gduws IUgpd
sledle wslole DL yodssy wozse s pi9) Idoslule J UPF Jogzse 29 1Jess) wuvdd
w2Se: (sopoe AMF e pu 9blis Iduble IUlwluws Jdouss IUlgwluwss (MME) slduble
IJele Jdouss IUluwlguss (PGW) oo glde o3 bbLs IdIubes (EPC)).

5. 96596 pw9s [Jpuwodse

9bs96 pw9s Idpuwede (UPF) os 91236 pu 9blised IduvwJds (NF) IU2glod wubodé 5G
IJlwluwso (BGC). sg> UPF puw99d! o wozso 1Uz)e Slel>s wozsoo 99z 0 1Jeip 9peldzo
2926 1Jg2p0: 9zduws gpd 9polo wyjse 1Jbl 9o (PDU) IUghess Juvedle Iduslole dpouods
wsus! (DN)e O wusé IJesd 1Ugleuw.

UPF os 9586 Livwds bloyss (VNF) ppsié w98, ez, lelss wozso elds Idble Jz,96 0,9,

lpumwedre. wluwodsle o duss peldes 2ie lJporole (VPP). sz88 UPF lgls wozse 2ip
Ils 96 I1duw,gsd pe 1deSlb gds 1wl pg zpse 9blsV puveys [Jpuwedse.

6. I9lo) 9lz0é Ll IJIgle, (CLI) J SMF

6.1. o289 ppl Bl Jlu IJpuie,yd 1Jpe>> FJL.'9,_§| ip JI

[snf/data] snf# show subscriber nanespace snf supi insi-123969789012404 gr-instance 1



subscri ber-details

{

"subResponses": [
[
"roam ng-status:visitor-Ibo",
"ue-type: nr-capabl e",
"supi i msi-123969789012404",
"gpsi : msi sdn-22331010101010",
"pei:imei-123456789012381",
"psid: 1",
"dnn: testing. cont,
"energency: f al se",
"rat:nr",
"access: 3gpp access",
"connectivity: 5g",
"udm uecm 10. 10. 10. 215",
"udm sdm 10. 10. 10. 215",
"aut h- st at us: unaut henti cat ed",
"pcf G oupl d: PCF- dnn=t esti ng. com ",
"policy: 2",
"pcf:10.10. 10. 216",
"upf:10.10. 10. 150",
"upf EpKey: 10. 10. 10. 150: 20. 20. 20. 202",
"i pv4-addr: pool 1/ 172. 16. 0. 3",
"i pv4- pool : pool 1",
"i pv4-range: pool 1/172. 16. 0. 1",
"i pv4-startrange: pool 1/172. 16. 0. 1",
"i pv6- pf x: pool 1/ 2001: db0: 0: 2: : ",
"i pv6- pool : pool 1",
"i pv6-range: pool 1/ 2001: db0: : ",
"i pv6-startrange: pool 1/ 2001: db0O: : ",
"id-index: 1:0:32768",
"id-val ue: 2/ 3",
"anf:10.10. 10. 217",
" peer G puEpKey: 10. 10. 10. 150: 20. 0. 0. 1",
"namespace: snf",
"nf-service:snf"

,oJla_J'Qé: Bl Iy I>sd psié oyl GEO (GR) ppdus: Wedsd 1oz 8l pu posd GR
lJer08 wo ldpuive,d.

6.2. oo guldsu IP JJubs) geldwel

### NRF Peers
[snf/data] snf# show peers all rpc NRF

R POD

CONNECTED ADDI TI ONAL | NTERFACE

| NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTI ON | NSTANCE TYPE TIME
RPC DETAILS NANVE

1 <none> 192.168.109.94 20. 20. 20.219: 8080 CQut bound rest-ep-0 Rest 21 hours
NRF <none> nrf

### AVF Peers
[snf/data] snf# show peers all rpc AVF
R POD



CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192.168.109.94 10.10.10.217: 8086 Cut bound rest-ep-0 Rest 21 hours
AMF  <none> nil

### UDM Peers
[snf/data] snf# show peers all rpc UDM

R POD

CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192.168.109.94 10.10. 10.215: 8000 Cut bound rest-ep-0 Rest 21 hours
UDM <none> n1o0

### CHF Peers
[snf/data] snf# show peers all rpc CHF

&R POD

CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192.168.109.94 20. 20. 20. 218: 1090 Cut bound rest-ep-0 Rest 21 hours
CHF <none> n40

### PCF Peers
[snf/data] snf# show peers all rpc PCF

&R POD

CONNECTED ADDI TI ONAL | NTERFACE

I NSTANCE ENDPO NT LOCAL ADDRESS PEER ADDRESS DI RECTION | NSTANCE TYPE TIME
RPC DETAI LS NAME

1 <none> 192.168.109.94 10.10. 10.216: 8080 Cut bound rest-ep-0 Rest 19 hours
PCF <none> n7

6.3. o223 gwslu wi9weded IJlue,ue (IP) IUElue wpsié UPF

IJauogJ ng UPF IP pu "show subscrlber namespace smf SUPI IMSI-XXXXXXXXXXXXX": & o

[snf/data] snf# show subscriber namespace snf supi imsi-123969789012404 gr-instance 1 | include
"upf:

"upf:10. 10. 10. 150",

[snf/data] snf# show running-config profile network-el ement upf n4-peer-address ipvé
10. 10. 10. 150
profile network-el enent upf upfl

node-id n4- peer - NAVE
n4- peer - address i pv4 10.10. 10. 150
n4- peer - port 8805
upf-group-profile upf-groupl

dnn- i st [ testing.com]

capacity 10



priority 1
exit

6.4 & o6 DNN Jp oy e

[snf/data] snf# show subscri ber namespace snf supi imsi-123969789012404 gr-instance 1 | include
"dnn:"
"dnn: testing. cont,

6.5. cpJdsu pubed golj IJgy o

[snf/data] snf# nonitor subscriber supi insi-123969789012404 gr-instance 1 nf-service snf
capture-duration 3600 internal -nessages yes

supi: imsi-123969789012404

capt ureDurai ton: 3600

enabl el nt ernal Msg: true

enabl eTxnLog: fal se

nanespace(deprecated. Use nf-service instead.): none

nf-service: snf

gr-instance: 1

% Tot al % Recei ved % Xferd Average Speed Ti me Ti me Time Current
Dl oad Upl oad Tot al Spent Left Speed
100 305 100 103 100 202 3678 7214 --:--:-- --:--1-- --:--:-- 11296
Conmand: --header Content-type:application/json --request POST --data
{" commandnane": "non_sub", "paraneters”: {"supi":"insi-

123969789012404", "dur ati on": 3600, "enabl eTxnLog": f al se, "enabl el nternal Msg": true, "action":"start",
"namespace": "none", "nf-service":"snf","grlnstance":1}} http://oam pod: 8879/ conmands

Result start nmon_sub, fileNane ->| ogs/ monsubl ogs/snf.insi-123969789012404_TS 2022- 05-

24T18: 27: 21. 343004358. t xt

Starting to tail the monsub messages fromfile: |ogs/nmonsubl ogs/snf.insi-
123969789012404_TS_2022- 05- 24T18: 27: 21. 343004358. t xt

Def aul ti ng contai ner name to oam pod.

Use ' kubect!| describe pod/oam pod-0 -n cn-data' to see all of the containers in this pod.

pdlelbs: 3¢ J Ctrl+C Jls sl 1UlJo@lb.

7. I5lp, 9lzos Lulo; 1Jl9le, (CLI) 1Jglu06 wun9csdsd UPF
7.1. 038 po op luwesglio pu lzd pube,d pes»

[l ocal ] saegw upl# show subscriber insi 123969789012404

Fommm - Access (S) - pdsn-sinple-ip (M - pdsn-nmobile-ip (H) - ha-mobile-ip

| Type: (P) - ggsn-pdp-type-ppp (h) - ha-ipsec (N - Ins-12tp

| (1) - ggsn-pdp-type-ipv4 (9 - IPSG

| (V) - ggsn-pdp-type-ipv6 (© - cscf-sip

| (z) - ggsn-pdp-type-ipv4vb (A - xXeew

| (R - sgwgtp-ipvé (O - sgwgtp-ipvé (Q - sgwgtp-ipva-ipvb
| (W - pgwgtp-ipv4 (Y) - pgwgtp-ipvé (Z2) - pgw gtp-ipv4-ipve
| (B) - pgw gtp-non-ip (J) - sgwgtp-non-ip

| (@ - saegwgtp-ipv4 (#) - saegwgtp-ipv6 ($) - saegw gtp-ipvé-ipvé
| (& - sanog-ip (™) - cgwgtp-ipvé (*) - cgwgtp-ipva-ipvb
| (p) - sgsn-pdp-type-ppp (s) - sgsn (4) - sgsn-pdp-type-ip
| (6) - sgsn-pdp-type-ipv6 (2) - sgsn-pdp-type-ipv4a-ipvb

| (L) - pdif-sinple-ip (K) - pdif-mobile-ip (0) - femo-ip

| (F) - standal one-fa

| (e) - ggsn-nmbns-ue (U - pdg-ipsec-ipvé

I

(E) - ha-nobile-ipv6 (T) - pdg-ssl (v) - pdg-ipsec-ipv6



(f) - hnbgw hnb (g) - hnbgwiu (x) - sl-me

I

| (k) - PCC

| (X) - Hsew (n) - ePDG (t) - henbgw ue

| (m - henbgw henb (g) - wsg-sinmple-ip (r) - sanog-pmp

| (D) - bng-sinmple-ip (1) - pgwpnip (3) - ALAN

| (y) - User-Plane (u) - Unknown

| (+) - sanog-eogre (%9 - eMBMs-ipv4 (') - eMBMs-ipv6

I

| +----Access (X) - CDVA 1xRTT (E) - GPRS GERAN (ry - 1P

| ] Tech: (D - CDVA EV-DO (U - WCDMVA UTRAN (W - Wreless LAN
| ] (A) - CDVA EV-DO REVA (G - GPRS Ot her (M - W Max

| ] (C - CDMVA Ot her (J) - GAN (O - Fenmto |IPSec

| ] (P) - PDF (S) - HSPA (L) - eHRPD

| ] (T) - eUTRAN (B) - PPPoE (F) - FEMIo UTRAN

| ] (N - NB-l10T (Q - WG (.) - Oher/Unknown
'l

|| +---Call (C© - Connected (c) - Connecting

| 11 State: (d) - Disconnecting (u) - Unknown

| 11 (r) - CSCF-Registering (R) - CSCF-Registered

| 11 (U) - CSCF-Unregistered

[1]

||| +--Access (A) - Attached (N) - Not Attached

|1l] CSCF (.) - Not Applicable

||| Status

[T

| ]]]+-Link (A) - Online/Active (D) - Dormant/ldle

|11]] Status

[T

[11]]+Network (1) - IP (M - Mbile-IP (L) - L2TP

[ 1111] Type: (P) - Proxy-Mbile-IP (i) - IP-in-IP (9 - GRE

[ 1111 (V) - IPv6-in-1Pv4 (S) - IPSEC (© - GIP

[ 1111 (A - R4 (IP-GRE) (T) - 1Pv6 (u) - Unknown

[ 1111 (W - PMPv6(IPv4) (Y) - PMPv6(IPv4+l Pv6) (R) - |Pva+l Pv6

[ 1111 (v) - PMPv6(IPv6) (/) - GIPvl(For SAMOG (+) - GIPv2(For SAMOG
[ 1111 (N - NONIP (x) - UDP-1Pv4 (X) - UDP-1Pv6
[TTTT

[TTTT

vvvvvv CALLID MSID USERNANE I P TI ME- | DLE
y.C. Al 01317b22 123969789012404 - 2001: db0: 0: 3: 0: 1: 317b: 2201, 172.16.0. 4
00h00OND0s

7.2. 1J2u29d gJs pedople puwess IJpube,d (p&d Ruledefs 9 PDR g far g ger 9
urr)

show subs user-plane-only full callid 01317b22

show subs data-rate call 01317b22

show subscri bers user-plane-only callid 01317b22 pdr full all
show subscri bers user-plane-only callid 01317b22 far full all
show subscri bers user-plane-only callid 01317b22 ger full all
show subscri bers user-plane-only callid0 1317b22 urr full all

pdlebs: eds wosd Idpold [uvegseol 01317022 J§se6. popl szole oo o suveepd
IJ callid wule gds Jloolz low weuod pu elbes 7.

71.3. opdsu pubveyd zob; IUsyuo

[l ocal ] saegw upl# nonitor subscriber imsi 123969789012404



Mat chi ng Call Found:

MSI D/ | VSI : 123969789012404 Callid : 01317b22

| VEI : 123456789012381 MSI SDN © 22331010101010

User nane : nla Sessi onType : upl ane-i pv4v6

St at us : Active Servi ce Name: upf

Src Context : up Dest Context: |SP

C - Control Events (ON) 11 - PPP (ON) 21 - L2TP (ON)
D - Data Events (ON) 12 - All (ON) 22 - L2TPMCR (OFF)
E - EventID Info (ON) 13 - RADIUS Auth (ON) 23 - L2TP Data (CFF)
I - Inbound Events (ON) 14 - RADIUS Acct (ON) 24 - GIPC (ON)
O - Qutbound Events (ON) 15 - Mobile IPv4 (ON) 25 - TACACS (ON)

S - Sender Info (OFF) 16 - ALIMSR (OFF) 26 - GIPU (OFF)
T - Ti mestanps (ON) 17 - SESSMGR (ON) 27 - GIPP (ON)
X - PDU Hexdunp (OFF) 18 - Al0 (OFF) 28 - DHCP (ON)
A - PDU Hex/ Asci i (OFF) 19 - User L3 (OFF) 29 - CDR (ON)
+/- Verbosity Level ( 1) 31 - Radius COA (ON) 30 - DHCPV6 (ON)
L - Limt Context (CFF) 32 - MP Tunnel (ON) 53 - ScCCP (OFF)
M- Match Newcalls (ON) 33 - L3 Tunnel (CFF) 54 - TCAP (OFF)
R - RADIUS Dict: (no-override) 34 - CSS Data (CFF) 55 - MAP (ON)
G - GIPP Dict: (no-override) 35 - CSS Signal (OFF) 56 - RANAP (CFF)
Y - Milti-Call Trace (OFF) 36 - EC Dianeter (ON) 57 - GwW (ON)
H - Display ethernet (OFF) 37 - SIP (I M) (OFF) 58 - GPRS-NS (CFF)

39 - LM SF (OFF)

U - Mn Display (ON) 40 - | PSec I KEv2 (OFF) 59 - BSSGP (OFF)
V - PCAP Hexdunp (OFF) 41 - IPSG RADIUS (ON ) 60 - CAP (ON)
F - Packet Capture: (Full Pkt) 42 - ROHC (CFF) 64 - LLC (CFF)
/ - Priority ( 0 43 - W MAX R6 (ON) 65 - SNDCP (OFF)
N - MEH Header (OFF) 44 - WMAX Data (OFF) 66 - BSSAP+ (OFF)
W - UP PCAP Trace (ON) 45 - SRP (OFF) 67 - SMS (OFF)

68 - OpenFl ow( ON )

46 - BCMCS SERV AUTH( OFF)

47 - RSVP (ON)

48 - Mobile IPv6 (ON) 69 - X2AP (ON)
77 - 1CAP/UDH (ON)

50 - STUN (IMS) (OFF) 78 - Mcro-Tunnel (ON)

51 - SCTP (OFF)

72 - HNBAP (ON) 79 - ALCAP (ON)
73 - RUA (ON) 80 - ssL (ON)
74 - EGTPC (ON)

75 - App Specific D anmeter (OFF)

81 - Sl1-AP (ON) 82 - NAS (ON)
83 - LDAP (ON) 84 - SGs (ON)
85 - AAL2 (ON) 86 - S102 (ON)

87 - PPPCE (ON)
88 - RTP(I M) (OFF) 89 - RTCP(I MB) (OFF)
91 - NPDB(IMs) (OFF)
92 - SABP (ON)
94 - SLS (ON)
96 - SBc-AP (ON)
97 - MBAP (ON)
49 - PFCP (ON)
76 - NSH (ON)
(Quit, <ESC> Prev Menu, <SPACE> Pause, <ENTER> Re-Di spl ay Options
*** User L3 PDU Decodes (ON ) ***
*** GIPU PDU Decodes (ON ) ***
*** CSS Data Decodes (ON ) ***
*** CSS Signaling (ON ) ***
*** gsession initiation protocol (SIP) decodes (ON ) ***
*** | PSEC | KE Subscriber (ON ) ***
*** Real Time Transport Protocol (RTP) decodes (ON ) ***
*** Real Time Transport Control Protocol (RTCP) decodes (ON ) ***
**% PDU Hex+Ascii dunp (ON ) ***



**% PpU Hexdunp (ON ) ***

*** Multi-Call Trace (ON ) ***
*** \erbosity Level ( 2) ***
*** \erbosity Level ( 3) ***
*** \erbosity Level ( 4) ***
*** \erbosity Level ( 5) ***

pdlebbd: 9o wopdsy IUgsble IJuo,9)s86 luwaubl IUs pundds 1Jpgve,d (IJide,
SS9l o A9 X9Y 919 926934935937 940988989 JpdlJps VOLTE LIl ols |Js
lJuwsgs 5). bgd Q Jls@lw 1Jpuve,d Vs zolj Ide,uo.

7.4.1Jzu09d gJs puwlh) wbse/VPP PCAPs ¢luo wpuve)d pgsu

[l ocal ] saegw upl# nonitor subscriber insi 123969789012404

Mat chi ng Call Found:

VBl D/ | VBI © 123969789012404 Callid : 01317b22
| MEI © 123456789012381 VSl SDN : 22331010101010
User nane : nla Sessi onType : upl ane-i pv4v6
St at us . Active Service Name: upf
Src Context : up Dest Context: |SP
C - Control Events (ON) 11 - PPP (ON) 21 - L2TP (ON)
D - Data Events (ON) 12 - All (ON) 22 - L2TPMGR (OFF)
E - EventID Info (ON) 13 - RADIUS Auth (ON) 23 - L2TP Data (OFF)
I - Inbound Events (ON) 14 - RADIUS Acct (ON) 24 - GIPC (ON)
O - Qutbound Events (ON) 15 - Mobile IPv4 (ON) 25 - TACACS (ON)
S - Sender Info (OFF) 16 - ALIMGR (OFF) 26 - GTPU (OFF)
T - Ti mestanps (ON) 17 - SESSMGR (ON) 27 - GIPP (ON)
X - PDU Hexdunp (OFF) 18 - Al0 (OFF) 28 - DHCP (ON)
A - PDU Hex/ Asci i (OFF) 19 - User L3 (OFF) 29 - CDR (ON)
+/- Verbosity Level ( 1) 31 - Radius COA (ON) 30 - DHCPV6 (ON)
L - Limt Context (OFF) 32 - MP Tunnel (ON) 53 - SCCP (OFF)
M- Match Newcalls (ON) 33 - L3 Tunnel (OFF) 54 - TCAP (OFF)
R - RADIUS Dict: (no-override) 34 - CSS Data (OFF) 55 - MAP (ON)
G - GIPP Dict: (no-override) 35 - CSS Signal (OFF) 56 - RANAP (OFF)
Y - Milti-Call Trace (OFF) 36 - EC Dianmeter (ON) 57 - GwW (ON)
H - Display ethernet (OFF) 37 - SIP (IM) (OFF) 58 - GPRS-NS (OFF)
39 - LM SF (OFF)
U - Mn Display (ON) 40 - | PSec | KEv2 (OFF) 59 - BSSGP (OFF)
V - PCAP Hexdunp (ON) 41 - IPSG RADIUS (ON) 60 - CAP (ON)
F - Packet Capture: (Full Pkt) 42 - ROHC (OFF) 64 - LLC (OFF)
/| - Priority ( 0 43 - W MAX R6 (ON) 65 - SNDCP (OFF)
N - MEH Header ( OFF) 44 - WMAX Data (OFF) 66 - BSSAP+ ( OFF)
W- UP PCAP Trace (ON) 45 - SRP (CFF) 67 - SMB (OFF)

68 - OpenFl ow( ON )

46 - BCMCS SERV AUTH( OFF)

47 - RSVP (ON)

48 - Mbbile IPv6 (ON) 69 - X2AP (ON)
77 - ICAP/UDH (ON)

50 - STUN (IMS) (OFF) 78 - Mcro-Tunnel (ON)

51 - SCTP (OFF)

72 - HNBAP (ON) 79 - ALCAP (ON)
73 - RUA (ON) 80 - SssL (ON)
74 - EGIPC (ON)

75 - App Specific D ameter (OFF)

81 - Sl1-AP (ON) 82 - NAS (ON)
83 - LDAP (ON) 84 - SGS (ON)

85 - AAL2 (ON) 86 - S102 (ON)



87 - PPPCE (ON)
88 - RTP(I M) (OFF) 89 - RTCP(I M) (OFF)
91 - NPDB(IMs) (OFF)
92 - SABP (ON)
94 - SLS (ON)
96 - SBc-AP (ON)
97 - MBAP (ON)
49 - PFCP (ON)
76 - NSH (ON)
(Quit, <ESC> Prev Menu, <SPACE> Pause, <ENTER> Re-Di spl ay Opti ons

pdlebd: spdu wpdsu puvend Ip)ldus pg IJesh V Jlugile IJpuwb Idobse/Goodle
PCAP. $p voujsd ldpuwl) Idobse/oblgle PCAP 1UglLod woy9wsdsd VPP ey "dir /hd-
raid/records/hexdump".

8- g9lod © o8 S6 e-..'9..§>6 eds I._J_iuu._JI-.’J IJuwJIsé JIJ 9lzod
eluod wldosisé IJu,)es6 JJouuwss

8-1 wy9099Y9d wbows® NG (NGAP)

$99) w90999d wbusd NG (NGAP) |uble puwess IJopde wso €856 NG-RAN 99bbs.96
1316 1J9,29d sldoudd (AMF). ool Jssd weup pyuizle Wireshark 100536 Jo 9939

ngap. RAN_UE_NGAP_I D == <NGAP_I| D>
ngap. pr ocedur eCode == 29
ngap. pDUSessi onl D == 5

8.2. 9lz06 NRF

wgp 996 p w9 NF (NRF) 95096 1Jo il 1Ugspe6 9opodb wpdd wg)sd NF
9posdlo NF IJeclzs. (Es) £929> Vs gldp EPC). oul Jssd weo £9lpd oo so Wireshark
lJe9s56 Jglzoo NREF:

htt p2. header. val ue contains "/nnrf-nfnfvl/ nf-instances/"

htt p2. header.val ue == "/nnrf-nfm vl/ nf-instances/ XXXXXXX-XXXX-XXXX= XXXX= XXXXXXXXXXXX"
json.val ue. string == "REQ STERED"
json.val ue.string == "UNDI SCOVERABLE"

8.3. cuwasdllube,ld UDM (slzos N10)

o380 1UbL6 1926 JJoslole (UDM) [ouile wslole leoels 1deuolds sldlewls Iloul s
(AKA) 9p¢ldes oy Idpuwese 90¢9sd [J9uosd sbhhs IJlgbesld. (25e pu 9blisd uble HSS
o0 elde EPC). oul Ussd weuo g9lpd wuodse Wireshark 1Jew9556 JJ9lzos N10:

## Regi stration
htt p2. header. val ue contains "/nudmuecn vl/insi-" && http2. header.val ue contains
"/registrations/snf-registrations"

## DELETE Regi stration
htt p2. header. val ue == "DELETE" && http2. header.val ue contains "/registrations/snf-registrations"

## Subscription



htt p2. header. val ue contains "/nudm sdm v2/insi-" && http2. header.val ue contains "/sdm
subscri ptions"

## Subscription Fetch
htt p2. header. val ue contains "/nudm sdm v2/" && http2. header.value contains "/sm
dat a?dnn=<dnn_nanme>&pl m-i d="

8.4. AMF (slzo5 N11)

W& p 9596 blyo 1U9ue9d 9ldeudd (AMF) luole huwld luvble spsle Idegiso Idpouodo
wldubods (NAS) sldo v Ss) ewn odle Idegiso Ipounds olduvods (NAS) 9zelss
lJuwdlps: 96 Idogwesd: sbbis ldlouald: 9bbs Idooudd: 9pu01> 96 1U9uo9d 9lJowys o
9bbs pusld Idlelo. (sepwe AMF Leje pu 9blisd MME oy glde EPC). ool Jssd weuo £9lpd
ouo9s6 Wireshark 1J o956 JJ9lgos N11:

## Filter all SM Context packages
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/ vl/ sm cont exts”

## Filter SM Context Rel ease
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/ vl/sm contexts" && http2. header.val ue contains
"/ rel ease"

## Filter SM Context Retrieve
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/ vl/sm contexts" && http2. header.val ue contains
"Iretrieve"

## Filter SM Context Mdify
htt p2. header. val ue contai ns "/ nsnf-pdusessi on/ vl/sm contexts" && http2. header.val ue contains
"/ nodi fy"

## Filter all UE-Context packages
htt p2. header. val ue contai ns "/ nanf-comm vl/ ue-contexts/insi-"

## Filter all UE-Context Assign-EBi
htt p2. header. val ue contains "/ nanf-comm vl/ ue-contexts/imsi-" && http2. header.val ue contains
"/ assign-ebi”

## Filter all UE-Context NLN2- Message
htt p2. header. val ue contains "/nanf-comm vl/ ue-contexts/imsi-" && http2. header.val ue contains
"/ nl-n2- message"

## Filter all UE-Context Assign-EBi/NLN2- Message for specific SUPI
htt p2. header. val ue == "/ nanf-comi v1l/ ue-cont ext s/i MBi - XXXXXXXXXXXXXXX/ assi gn- ebi "
htt p2. header. val ue == "/ nanf-comi v1l/ ue-cont ext s/i MBi - XXXXXXXXXXXXXXX/ nl- n2- messages”

8.5. PCF (slz05 N7)

wgp 9bs s IJopde B IJuwsluws (PCF) bl pgzsl Jduwsluwle: 9098, $oles 1duwsluws
J916l:50 CP. 51Us 09 1Jws pedsele IJluie,ld JIozh @yble IJuuslows e UDR. (szc9s PCF
£Js 258 00 9588 PCRF po £lp EPC) g pd 9bosds b Ipoolbs (AUSF) Jslse puolss
(232 po HSS po £ldp EPC). ool Ussd weuo £9lod wuobss Wireshark Iecb.ssé Jslzod N7:

### Filter all SM Policy packages
htt p2. header. val ue contains "/npcf-snpolicycontrol ™"

## Filter SMPolicy Create Request
htt p2. header. val ue == "/ npcf-snpolicycontrol/vl/smpolicies"

## Filter all SMPolicy fromspecific SUPI



htt p2. header. val ue contains "/ npcf-snpolicycontrol/vl/smpolicies" & http2. header. val ue
contains "imsi - XXXXXXXXXXXXXXX"

## Filter SMPolicy Update
htt p2. header. val ue contains "/npcf-snpolicycontrol/vl/smpolicies/ism5.inmsi-" &&
htt p2. header. val ue contai ns "/update"

#H### Filter SMPolicy Delete
htt p2. header. val ue contains "/ npcf-snpolicycontrol/vl/smpolicies/ismb5.inmsi-" &
htt p2. header. val ue contains "/del ete"

#### Filter SM Policy Update Notification
htt p2. header. val ue contains "snPolici esUpdat eNotification"

8.6- CHF (slz05 N40)

9588 1Jbzo (CHF) 05 9596 v ds Iuuluuss wuwgs b zstloe Vs 1Jeluss: sos wage
9bliss uble IJubzo Idpzee 5931 Jpgsh 3GPP. wage CHF psj6 Iduizo e IJlucsow 9290
louold JJgsele 1dpogsss wpl WS 3JY sez 1Jugls pu ldzsd IJEleuw 9ldzsd IU)leg. ool Ussd
w2 &9lpd w oW Wireshark |Jp9s36 JJglzos N4O:

htt p2. header. val ue == "/ nchf-convergedchargi ng/ v2/ char gi ngdat a/ "
htt p2. header. val ue contai ns "/ nchf-convergedchargi ng/"

8.7. £9lpJ ©LoWbSH |old b pd$8 ped igble IUcgdsple IJw)prss 9
RST_STREAM

## PDU session establishnment accept
nas_5gs. sm nessage_t ype == 0xc2

## PDU session establishnment reject
nas_5gs. sm nessage_t ype == 0xc3

## GIPv2 (filter specific IMSl)
€212.1 MBI == XXXXXXXXXXXXXXX

## GIPv2 (S5/S8 interface type)
gtpv2.f _teid_interface_type ==

## GIPv2 (S2b ePDG interface type)
gtpv2.f _teid_interface_type == 30

## Search for Specific Errors

htt p2. header. val ue == 400

htt p2. header. val ue == 404

htt p2. header. val ue == 413

htt p2. header. val ue == 410

htt p2. header. val ue == 409

htt p2. header. val ue == 500
json.val ue. string == CONTEXT_NOT_FOUND
json.val ue. string == USER_NOT_FOUND

## RST_STREAM
http2.rst_streamerror

pdlehos: Jog S IUlewol lue oo lod &ru2 wa909dsd HTTP2: 5509 O wopsinde
lJpewed3 90881 J3JY eds Wireshark oo Analysis. 25> BY IJe)ps) Jesh.
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