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8cl oud-user @cf-cm 1: ~$ ssh xx.xx.xx.xx //worker-15 IP address
8Aut hori zed uses only. Al activity may be nonitored and reported.
§Passwor d:

8You are required to change your password innmedi ately (password aged)
§Changi ng password for cl oud-user.

§(current) UN X password:

8New passwor d:

8Ret ype new password:

8Ret ype new password:

§Wel come to Ubuntu 18.04.5 LTS (GNU Li nux 5. 4.0-49-generic x86_64)
§

§* Docunentation: https://hel p.ubuntu.com

8* Managenent: https://| andscape. canonical.com

8* Support: https://ubuntu.conf advant age

§

§* Canoni cal Livepatch is available for installation.

§- Reduce systemreboots and i nprove kernel security. Activate at:
8https://ubuntu.con|ivepatch

§

89 packages can be updat ed.

80 of these updates are security updates.

8To see these additional updates run: apt list --upgradable

§

8Failed to connect to https://changel ogs. ubuntu. com neta-rel ease-1ts. Check your Internet
connection or proxy settings

8cl oud- user @cf - wor ker - 15: ~$

lJglb9s 2. Idgue9d eJs uuwed lzesllbséd ey common-password 9 pwquality.conf pJg_élo.

cl oud- user @cf - wor ker - 15: ~$ cd /etc/pam.d/

cl oud- user @cf -worker-15:/etc/ pam d$ 1ls -lrt common-password

-rwr--r-- 1 cloud-user cloud-user 1770 Apr 19 08:01 common-password

cl oud- user @cf - wor ker-15: / et c/ pam d$ cp common-password common-password_bkp


https://help.ubuntu.com
https://landscape.canonical.com
https://ubuntu.com/advantage
https://ubuntu.com/livepatch
https://changelogs.ubuntu.com/meta-release-lts

cl oud- user @cf -worker-15:/etc/ pam d$ cd /etc/security/

cl oud- user @cf-worker-15:/etc/security$ ls -lrt pwquality.conf

-rwr--r-- 1 cloud-user cloud-user 2172 Apr 19 08: 00 pwguality. conf

cl oud- user @cf-worker-15:/etc/security$ cp pwquality.conf pwquality.conf_ bkp
cl oud- user @cf - wor ker - 15: ~$

lJg 9o 3. wz)ys) common-password 9 pwquality.conf pJSle.

8cl oud- user @cf-worker-15:/etc/security$

8cl oud- user @cf-worker-15:/etc/security# sudo sed -i 's/14/8/' pwquality.conf
§cl oud- user @cf -worker-15:/etc/security# cat pwquality.conf | grep "minlen"
8% mnlen = 8

8mnlen = 8 //This line must contain minlen =8

§cl oud- user @cf - wor ker-15:/etc/ security#

8cl oud- user @cf-worker-15:/etc/security# cd /etc/pam.d/

8cl oud- user @cf-worker-15:/etc/ pam d# sudo sed -i '26 s/password/#password/' common-password
8cl oud- user @cf-worker-15:/etc/ pam d# sudo sed -i '28 s/password/#password/' common-password
§cl oud- user @cf - worker-15:/etc/ pam d# cat common-password | grep password

8# /[ etc/ pam d/ common-password - password-rel ated nodul es comon to all services

8# used to change user passwords. The default is pam unix.

8# The "shab12" option enabl es salted SHA512 passwords. Wthout this option,

8password requisite pampwjuality.so retry=3 mnlen=8 ucredit=-1 Icredit=-1 dcredit=-1 ocredit=-
1 enforce_for_root

8#password requi site pam pwhistory.so renmenber=5 use_aut ht ok

8password requisite pampwjuality.so try first_pass retry=3

8#password required pam pwhi story.so use_aut ht ok renmenber=5

8password [success=1 defaul t=i gnore] pam.uni x.so obscure try_first_pass sha512

§password requi site pam deny. so

8password required pampermt.so

§cl oud- user @cf - wor ker - 15: / et ¢/ pam d#

lJgb9é 4. wessy uvsluwle Jdpeé 1Jpy9) 1UElued w cloud-user puuegse. 0280 pu whse luwoele
wodless IJes 1Uesg) 1deldss.

cl oud- user @cf - wor ker - 15: ~$ sudo chage -1 cloud-user
Last password change : My 21, 2021

Password expires : Aug 19, 2021

Password inactive : Sep 18, 2021

Account expires : never

M ni mum nunber of days between password change : 7
Maxi mum nunber of days between password change : 90
Number of days of warning before password expires : 7
cl oud- user @cf - wor ker - 15: ~$

Sew wEssy luwele Lodless JJes 1Up,9) [Js never wosl 1Ule,.

cl oud- user @cf - wor ker - 15: ~$
cl oud- user @cf - wor ker-15: ~$ sudo chage -m 0 -M -1 cloud-user

298 pu wESS) luwele Lodlzsd JJped 1Jp,9) |Js never.

cl oud- user @cf - wor ker - 15: ~$ sudo chage -1 cloud-user
Last password change : May 21, 2021

Password expires : never

Password i nactive : never

Account expires : never

M ni mum nunber of days between password change : 0
Maxi mum nunber of days between password change : -1
Nurmber of days of warning before password expires : 7
cl oud- user @cf - wor ker - 15: ~$



5. wgss) cloud-user IJpé 1Jp,9) lJs JJps 1Jey9) 1J9>506.

8cl oud- user @cf - wor ker - 15: ~# sudo passwd cloud-user
8New passwor d:

8Ret ype new passwor d:

8Ret ype new passwor d:

8§passwd: password updated successfully

8cl oud- user @cf - wor ker - 15: ~#
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