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Iz uasd £ds o3 IJailyacsd a0 #dId sizes by 1T sl (CLI) 1JEIuas wascis MSE ol o5 asuag agle
[root@robin ~J# cmdshell

cmd> show server-auth-info

I 1Jluscsg le: com.aes.server.cli.cmdGetServerAuthinfo

gdlb &1dss Jolises 1okl ) AesLog: 50000

gdlab acraumb Jalses Ionkl ) AESlog: 500

ag J sl agala@s g1

goslo MAC: 00:50:56:9¢:34:89

SHA1 Key Hash: eOafbe2e2abeed5a2f9ffc75f059daba1bf2bfa0

<z 3iss SHAZ I1dIpel st
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c177
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3850c(config)#username 0050569c3489 AAA b Glises NMSP
3850c(config)#aaa us® Blissd nmsp

3850c(config)#attribute type password
6ab919e20afc103d025aaf210c2a9dda151af9403ef52e80a35ae1ecb6d3c177
3850c(config)#aaa g el 1de g5 - <o jed wem_loc_serv_cert 1dazds

mac asa attribute list NMSP
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Services » Mobiity Services > Synchronize Services
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& Admin v
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General Properties HMSP Status
Licensing
Active Sessions Sumimary
IapEeelinschs IP Address 10.201.234.38
Advanced Parameters
s Target Type GG Switch
NMSP Status Active
isets Echo Request Gount 27
Groups
Echo Response Count 27

Sener Events
Audit Logs

Backup
Restore
Download Softwars

Last Activity Time
Last Echo Request Message
Last Echo Response Message

Capable NMSP Services

Subscribed Services
Service
RSS! Service
ATTACHMENT Service
INFORMATICN Service
LOCATION Service

STATISTICS Senvice

Jun-06-2015 145547 PM

Jun-06-2015 14:55.43 PM

Jun-06-2015 14:58.43 PM

IPvG_CLIENTS_SUPPORT, RSS!, INFORMATION, STATISTICS, IDS, HANDOVER, APMONTOR, SPECTRUM, ATTACHMENT, LOCATION

SubServices

MOBILE_STATION, TAG

MOBILE_STATION_ATTACHMENT

MOBILE_STATION
SUBSCRIPTION

MOBILE_STATION, TAG

Messages

Message Type INJOuT Count Last Activity Time Byles

INFORMATION_REQUEST ouT 2 Jun-06-2015 14:53:13 P 38

STATISTICS_REQUEST ouT 4 Jun-06-2015 14:53:13 P 78

STATISTICS_RESPONSE N 4 Jun-06-2015 14:53:13 PM =5

SERVICE_SUBSCRIBE_REQUEST ouT 1 Jun-06-2015 14:52:59 P 77

SERVICE_SUBSCRIBE_RESPONSE N 1 Jun-06-2015 14:52:59 PM 18
hitps//10.201.236.122/settings/licensing LOCATICN_RESPONSE N 2 Jun-06-2015 14:53:13 PM 70
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3850ct#set wy Cparez il aus s Ipald nmsp
3850c#show wxg 1Jylisd nmsp

[06/03/15 22:28:10.762 UTC A27 10241] <» <fuesua leuald NMSP 7262 0



[06/03/15 22:28:10.762 UTC A28 10241] ssIConnectionlnit: SSL_New() conn ssl b3f8a8d0
[06/03/15 22:28:10.762 UTC A29 10241] sslConnectionlnit: SSL_do_handshake for conn
ssl3f8a8d0« conn state: INIT« SSL 25J5: Handshake

[06/03/15 22:28:10.762 UTC A2a 10241] z'J SSL = 0x6000¢ zs< = 0x10¢ RET = 0x1
[06/03/15 22:28:10.762 UTC a2b 10241] ret_type_string=¢ s o o5

[06/03/15 22:28:10.762 UTC a2c 10241] ret_desc_string=g . a¢ s

[06/03/15 22:28:10.762 UTC A2d 10241] SSL_STATE_STRING=GxJ/3<sd 1desiss
[06/03/15 22:28:10.762 UTC A2e 10241] /% SSL = 0x6000¢ zs< = 0x2001¢ RET = 0x1
[06/03/15 22:28:10.762 UTC a2f 10241] ret_type_string=¢ . s o5

[06/03/15 22:28:10.762 UTC A30 10241] ret_desc_string=gs_ g 3=

[06/03/15 22:28:10.762 UTC A31 10241] SSL_STATE_STRING=3xJ/3<sd 1desiss
[06/03/15 22:28:10.762 utc a32 10241] ¢! SSL = 0x2111¢ z s = 0x2002¢ ret = Oxffffff
[06/03/15 22:28:10.762 UTC A33 10241] ret_type_string=¢ . o o5

[06/03/15 22:28:10.762 UTC A34 10241] ret_desc_string=g¢_ g 3=

[06/03/15 22:28:10.762 UTC A35 10241] SSL_state_string=SSLv3 &_lss ad—t &g sss 1dgasd B

b3f8a8d0

[06/03/15 22:28:10.762 UTC A37 10241] sslConnectionInit() cz'z s¢ 2! 1dlwuald: INIT #1ds SSL:
Qid&) \dda

[06/03/15 22:28:10.768 UTC A38 10241] doSSLRecvLoop: J» s<x 1€ald Handshake J conn 0
[06/03/15 22:28:10.768 UTC A39 10241] ssIConnectioninit: SSL_do_handshake for conn
ssl3f8a8d0« conn state: INIT« SSL 25J5: Handshake

[06/03/15 22:28:10.768 UTC A3a 10241] z/J SSL = 0x2111¢ zs& = 0x2001¢ RET = 0x1
[06/03/15 22:28:10.768 UTC A3b 10241] ret_type_string=¢ . o o5

[06/03/15 22:28:10.768 UTC A3c 10241] ret_desc_string=¢ s og s

[06/03/15 22:28:10.768 UTC A3d 10241] SSL_STATE_STRING=SSLV3 G sz Idgasd Hello B
[06/03/15 22:28:10.768 UTC A3e 10241] £/ SSL = 0x2130¢ zs<& = 0x2001¢ RET = 0x1
[06/03/15 22:28:10.768 UTC A3f 10241] ret_type_string=¢ . o o5

[06/03/15 22:28:10.768 UTC A40 10241] ret_desc_string=gs_ g 3=

[06/03/15 22:28:10.768 UTC A41 10241] SSL_state_string=SSLv3 write server szl «d A
[06/03/15 22:28:10.768 utc A42 10241] z)Jds SSL = 0x2140¢ z s = 0x2001¢ RET = 0x1

[06/03/15 22:28:10.768 UTC A43 10241] ret_type_string=¢ . o o5

[06/03/15 22:28:10.768 UTC A44 10241] ret_desc_string=g¢_ g s

[06/03/15 22:28:10.768 UTC A45 10241] SSL_state_string=SSLv3 Write Certificate A

0x2001¢ RET = 0x1

[06/03/15 22:28:10.768 UTC A47 10241] ret_type_string=szssJ

[06/03/15 22:28:10.768 UTC A48 10241] ret_desc_string=gs_ g s

[06/03/15 22:28:10.768 UTC A49 10241] SSL_STATE_STRING=SSLVv3 &l bl iols A
[06/03/15 22:28:10.768 UTC Ada 10241] /% SSL = 0x2100¢ zs< = 0x2001¢ RET = 0x1
[06/03/15 22:28:10.768 UTC A4b 10241] ret_type_string=¢ . o o5

[06/03/15 22:28:10.768 UTC A4c 10241] ret_desc_string=¢ s og s

[06/03/15 22:28:10.768 UTC A4d 10241] SSL_state_string=SSLv3 «ylolo s

[06/03/15 22:28:10.768 UTC Ade 10241] z'J SSL = 0x2180¢ zs<& = 0x2002¢ RET = Oxffffff
[06/03/15 22:28:10.768 UTC A4f 10241] ret_type_string=¢ . o o

[06/03/15 22:28:10.768 UTC A50 10241] ret_desc_string=g¢s_ g 3=

[06/03/15 22:28:10.768 UTC A51 10241] SSL_state_string=SSLv3 &_lss el 1z asd A
[06/03/15 22:28:10.768 UTC A52 10241] — s_zg WANT_READ J conn ssl b3f8a8d0
[06/03/15 22:28:11.068 UTC A53 10241] doSSLRecvLoop: J» ¢<» 1<ald Handshake J conn 0
[06/03/15 22:28:11.068 UTC A54 10241] sslConnectionlinit: SSL_do_handshake J conn
ssl3f8a8d0: conn state: INIT: SSL 25J5: Handshake

[06/03/15 22:28:11.069 UTC A55 10241] Ca 12z 3G 0 g Uiels 1dodas 5 J conn ssl b3f8a8dO0:«
Juosag e authlist..



b3f8a8d0

[06/03/15 22:28:12.070 UTC A57 10241] Jp s 1Jz 3G a0 uags 1d0bsL adld AuthList
[06/03/15 22:28:12.070 utc A58 10241] z!Jds SSL = 0x2182¢ z s = 0x4008¢ RET = 0x22e
[06/03/15 22:28:12.070 UTC AS59 10241] ret_type_string=deadly

[06/03/15 22:28:12.070 UTC Ab5a 10241] ret_desc_string=cies £ s af g

[06/03/15 22:28:12.070 UTC A5b 10241] SSL_state_string=SSLv3 &_lss (el 1z asd C
[06/03/15 22:28:12.070 utc a5c 10241] z/ds SSL = 0x2182¢ 7 = 0x2002¢ ret = Oxffffff
[06/03/15 22:28:12.070 UTC A5d 10241] ret_type_string=¢ . a¢ o5

[06/03/15 22:28:12.070 UTC A5e 10241] ret_desc_string=g¢_ g 3=

[06/03/15 22:28:12.070 UTC a5f 10241] SSL_state_string=SSLv3 &_les Uil 1z asd C
[06/03/15 22:28:12.070 UTC A60 10241] — i il Iagalirs J conn ssI3f8a8d0« ssl_err 1 ¢4l =
£4:140890B2:SSL routines:SSL3_GET_CLIENT_CERTIFICATE:Js s 1g)g Gl
[06/03/15 22:28:12.070 UTC A61 10241] <z ¢ NMSP conn ssl b3f8a8d0« conn id 0

s ags \dele:

[06/06/15 17:47:53.600 UTC 42 10205] |u«/d NMSP_APP_MEAS_NOTIFY_MSG !Js LocServer 0
[06/06/15 17:56:34.305 UTC 4f3 10205] l<uald NMSP g2 st wau= 0

conn ssl 590a6048

[06/06/15 17:56:34.306 UTC 4f5 10205] sslConnectionInit: SSL_do_handshake J conn ssl
590a6048:¢ conn state: inite SSL 2sJs: wielsa

[06/06/15 17:56:34.306 UTC 4f6 10205] z!ds SSL = 0x6000¢ zs= = 0x10¢ RET = Ox1
[06/06/15 17:56:34.306 UTC 4f7 10205] ret_type_string=gs_ ot o5

[06/06/15 17:56:34.306 UTC 4f8 10205] ret_desc_string=g . ag o5

[06/06/15 17:56:34.307 UTC 4f9 10205] SSL_STATE_STRING=G<d/3wd 1desiss
[06/06/15 17:56:34.307 UTC 4fa 10205] z!ds SSL = 0x6000¢ zs< = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.307 UTC 4fb 10205] ret_type_string=¢gs_ o o5

[06/06/15 17:56:34.307 UTC 4fc 10205] ret_desc_string=¢ . og o5

[06/06/15 17:56:34.307 UTC 4fd 10205] SSL_STATE_STRING=G<d/3<d 1desiss
[06/06/15 17:56:34.307 UTC 4fe 10205] z!ds SSL = 0x211¢ zs<& = 0x2002¢ RET = Oxffffff
[06/06/15 17:56:34.307 UTC 4ff 10205] ret_type_string=¢g . o o5

[06/06/15 17:56:34.307 UTC 500 10205] ret_desc_string=g . o o5

[06/06/15 17:56:34.307 UTC 501 10205] SSL_state_string=SSLv3 &_)s3 1z asd pg<) <
[06/06/15 17:56:34.307 UTC 502 10205] — <_zg WANT_READ J conn ssl 59026048

[06/06/15 17:56:34.307 UTC 503 10205] ssIConnectionlnit() o'z o8 105 1Jlcu=ld: INITe 10 SSL:
c_’\nﬂgga UL..SJ

lJaualszs J conn 0

[06/06/15 17:56:34.309 UTC 505 10205] sslConnectionlnit: SSL_do_handshake J conn ssl
590a6048: conn state: initc SSL 2sJ5: Handshake

[06/06/15 17:56:34.309 UTC 506 10205] z!Js SSL = 0x2111¢ z¢s& = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.309 UTC 507 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:34.309 UTC 508 10205] ret_desc_string=¢ . s o5

[06/06/15 17:56:34.309 UTC 509 10205] SSL_STATE_STRING=SSLV3 s Idgasd sz ! @
[06/06/15 17:56:34.309 UTC 50a 10205] z!Jds SSL = 0x2130¢ z= = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.309 UTC 50b 10205] ret_type_string=¢ . o o5

[06/06/15 17:56:34.309 UTC 50c 10205] ret_desc_string=g¢_ ¢g s

[06/06/15 17:56:34.309 UTC 50d 10205] SSL_STATE_STRING=SSLv3 write server s_r< «d a
[06/06/15 17:56:34.310 UTC 50e 10205] z!Js SSL = 0x2140¢ zs= = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.310 UTC 50f 10205] ret_type_string=¢ . o o5

[06/06/15 17:56:34.310 UTC 510 10205] ret_desc_string=¢ . s o5



[06/06/15 17:56:34.310 UTC 511 10205] SSL_state string=SSLv3 write certificate A
[06/06/15 17:56:34.310 UTC 512 10205] /s SSL = 0x2160¢ zs= = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.310 UTC 513 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:34.310 UTC 515 10205] SSL_STATE_STRING=SSLV3 dlcs bl Uil A
[06/06/15 17:56:34.310 UTC 516 10205] z!Jds SSL = 0x2100¢ zs< = 0x2001¢ RET = 0x1
[06/06/15 17:56:34.310 UTC 517 10205] ret_type_string=¢ . o o5

[06/06/15 17:56:34.310 UTC 518 10205] ret_desc_string=¢ . s o5

[06/06/15 17:56:34.310 UTC 519 10205] SSL_state string=SSLv3 wglola Cacas

[06/06/15 17:56:34.310 UTC 51a 10205] !ds SSL = 0x2180¢ z¢s< = 0x2002¢ RET = Oxffffff
[06/06/15 17:56:34.310 UTC 51b 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:34.310 UTC 51c 10205] ret_desc_string=¢ . a¢ s

[06/06/15 17:56:34.310 UTC 51d 10205] SSL_STATE_STRING=SSLv3 &_les (il 1z asd A
[06/06/15 17:56:34.310 UTC 51e 10205] — s_ozg WANT_READ J conn ssl 590a6048
[06/06/15 17:56:34.610 UTC 51f 10205] doSSLRecvLoop: J» < Ild Handshake J conn 0
[06/06/15 17:56:34.610 UTC 520 10205] ssIConnectioninit: SSL_do_handshake J conn SSL
590a6048: conn state: initc SSL 2s5J5: Handshake

[06/06/15 17:56:34.616 UTC 521 10205] < 1oz dd o0 wagh Uielss 1Jobs, J conn ssl 59026048«
luwcag)s authlist..

[06/06/15 17:56:34.622 UTC 522 10205] zz< au<l@® Authlist J conn ssl 59026048

[06/06/15 17:56:35.616 UTC 524 10205] Js SSL = 0x2180¢ zs< = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.616 UTC 525 10205] ret_type_string=¢ . og s

[06/06/15 17:56:35.616 UTC 526 10205] ret_desc_string=¢ . a¢ L5

[06/06/15 17:56:35.616 UTC 527 10205] SSL_state_string=SSLv3 G_lss el 1z asd A
[06/06/15 17:56:35.633 UTC 528 10205] ¢!Js SSL = 0x2190¢ zs< = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.633 UTC 529 10205] ret_type_string=¢ . og s

[06/06/15 17:56:35.633 UTC 52a 10205] ret_desc_string=¢ . ag L5

[06/06/15 17:56:35.633 UTC 52b 10205] SSL_state_string=SSLv3 &_lss acal 1dgaisd clad A
[06/06/15 17:56:35.635 UTC 52¢ 10205] z!J SSL = 0x21a0¢ z< = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.636 UTC 52d 10205] ret_type_string=¢ . og s

[06/06/15 17:56:35.636 UTC 52e 10205] ret_desc_string=¢ . ag L5

[06/06/15 17:56:35.636 UTC 52f 10205] SSL_STATE_STRING=SSLV3 e (el 1dz 338 o0 A
[06/06/15 17:56:35.636 UTC 530 10205] ¢!Js SSL = 0x21¢0¢ z<» = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.636 UTC 531 10205] ret_type_string=¢ . og s

[06/06/15 17:56:35.636 UTC 532 10205] ret_desc_string=¢ . ag L5

Bl NS A

[06/06/15 17:56:35.636 UTC 534 10205] z!Js SSL = 0x21d0« zs<= = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.636 UTC 535 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:35.636 UTC 536 10205] ret_desc_string=¢ . s o5

[06/06/15 17:56:35.636 UTC 537 10205] SSL_state string=SSLv3 write change cipher spec A
[06/06/15 17:56:35.636 UTC 538 10205] !Js SSL = 0x21e0¢ z¢= = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.636 UTC 539 10205] ret_type_string=¢ . o o5

[06/06/15 17:56:35.636 UTC 53a 10205] ret_desc_string=¢ . s o5

[06/06/15 17:56:35.636 UTC 53b 10205] SSL_STATE_String=SSLv3 write end a
[06/06/15 17:56:35.637 UTC 53¢ 10205] 'J5 SSL = 0x2100¢ z s = 0x2001¢ RET = 0x1
[06/06/15 17:56:35.637 UTC 53d 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:35.637 UTC 53e 10205] ret_desc_string=¢ . s o5

[06/06/15 17:56:35.637 UTC 53f 10205] SSL_STATE_STRING=SSLv3 «glola Cacad
[06/06/15 17:56:35.637 UTC 540 10205] z!ds SSL = 0x3¢ z< = 0x20¢ RET = 0x1
[06/06/15 17:56:35.637 UTC 541 10205] ret_type_string=¢ s o o5

[06/06/15 17:56:35.637 UTC 542 10205] ret_desc_string=¢ . s o5



[06/06/15 17:56:35.637 UTC 543 10205] SSL_STATE_STRING=SSL < 1ol ag 1wl s ozlz
[06/06/15 17:56:35.637 UTC 544 10205] !Js SSL = 0x3¢ z¢< = 0x2002¢ RET = 0x1

[06/06/15 17:56:35.637 UTC 546 10205] ret_desc_string=¢ s o s

[06/06/15 17:56:35.637 UTC 547 10205] SSL_STATE_STRING=SSL < 1lcsls agy 10l sim i le
[06/06/15 17:56:35.637 UTC 548 10205] SSL_do_handshake() czz< J conn ss| 59026048
[06/06/15 17:56:35.637 UTC 549 10205] ciz'z \=uald NMSP! Jdeuala 0
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