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lole 9226 wedpe MSE

1. 89p vouwesd 1Uxg9d IJs 9226 Idoedp oluwegsle vslole IJlgwpls IJoldss: [Jgd,/Jddes
IJe)9,-80> IJeeoss Iisds: sbde MSE pu Idpuuisd cusésd woolez IJlesh IJuges.
2. bgd ugp lJs o030
|JobolJ 6.
Cisco Mobility Service Engine

mse-kw login: root
Password:
Last login: Fri Oct 21 15:46:34 on ttyl

Enter whether you would like to set up the initial
parameters manually or via the setup wizard.

setup parameters via Setup Wizard (yessno) [yes]:

ebs: 131 Jp sbldo MSE Lldlesh. B 1Jie; IJelds: /opt/mse/setup/setup.sh.
3. 8p wodssu luwe
lJeosed:



Please enter the requested information. At any prompt,
emter © to go back to the previous prompt. You may exit at
any time by typing <{Ctrl+C>.

You will be prompted to choose whether you wish to configure a
parameter, skip it, or reset it to its initial default value.
Skipping a parameter will leave it wunchanged from its current
value. 1

Changes made will only be applied to the system once all the
information 1s entered and verified.

Lurrent hostname=Ilmse-kwl
Conf igure hostname” (Yless(S)kips(U)se default [Skipl: y

The host name should be a unigque name that can identify
the device on the network. The hostname should start with
a letter, end with a letter or number, and contain only
letters, numbers, and dashes.

Enter a host name [mse-kwl:

4. 8p wodsu luwe peld
DNS:
Configure domain name? (Yles (S)kips(U)se default [Skipl: y

Enter a domain name for the network domain to which this device
belongs. The domain name should start with a letter, and it should
end with a valid domain name suffix such as ".com". [t must contain
only letters, numbers, dashes, and dots.

Enter a domain mame [corp.rf-demo.coml]:

- 9p wodssu 29y HA
1l wl st

Current role=[Primary]l
Configure High Availability? (Yless(S8)kips(U)se default [Skipl:

- odysu pedelo 9lzos

lseyuuw:

Current IF address=[1H.18.18.111]

Current ethd netmask=[255.£55.255.8]

Current gateway address=[18.18.18.1]

Configure ethl interface parameters? (Yles-(Slkips(lU)lse default [Skipl:
cew Ipbldué pgdele slzes ETHT. 1oy Skip JJpolugs IUs 1dgbes 1Joldss eee o

bl s 9lzos IJubveIds (NIC) IJoluss g5y plodws

JJgodso.

The second ethernet interface is currently disabled for this machine.
Configure ethl interface parameters? (Yles/s(S)kips(Ulse default [Skipl:

pdlebé: seo oS98, lJewslo 1Uds wp wdssuoe logold IP weulby) WLCs guble |51)6
WCS lJpwegspe pe o3l IJgol).




8. bed pedaple ¢bp (2913p) DNS. sUjp w9, glse DNS gles B @b JeJ Ipeld wuele: Ibéd
&be ldouwe Ilzoslbs Jdeuesd eds

uo.

Domain Mame Service (DN3) Setup

: g currently enabled.
rent DHS server 1=[18.18.18.181]
-onfigure DNS related parameters? (Yless(S)kipsillse default [Skipl:

9. 9p wodIsu IUpulb s IJjpuss. w9uos Cisco wluwagsle UTC (Idosdse IJeldes
IJeouwd)- Bl Jlue Idpub §6 1dje0s6 IUIOe,loss O usIsod s dleds JJobosd
eds vssoddlgwog,ue Y9lise Idpslde Jozass Ipub §6 1djp0s6
|J ,02820.

Current timezone= ericas-New Yorkl
Conf igure timezone?y (Yless(SlkiprsiUlse defanlt [Skipl: y

Enter the current date and time.

Fleazse identify a location zo that time zone rules canm bhe set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

10. g Idpbldwd wodsse S9p 998w lebo ldogvgsd Vs ldpuwodud: Idoo
IJogbs.

Enter whether you would like to specify the

lay and time when you want the MSE to be restarted. If you don’t specif
{. then

saturday 1 AM will be taken as default.

-onf igure future restart day and time 7 (Yiess(S)kip [Skipl:
11. Qp wodosu ¢gbp syslog gu wes B Jly 3JY

oo Jyl.

Conf igure Remote Syslog Server to publishsMSE logs MSE logs.

A Remote Syslog Server has not been configured for this machine.

Lonf igure Remote Syslog Server Conf iguration parameters?Y (YlesAs(S)kipsllds
ult [Skipl:

12. $p wodosu wi9esdsd 88¢ IJuvwds (NTP) g s8¢ 1Juble.sopss wiswsdsd sée
IJubods (NTP) Gloe [goshs: sddue suopo Jduble Jasd 1deeldbs eds s8e wblp
39809 13 i'aojo opdsu NTP W wsoe wdsso 99w [dJuble pu g9lp NTP IJos wessol.
Sl Swsbdo pod belJ IJobsg sldade
|JelJssy.

fetwork Time Protocol (HTP) Setup.

If you choose to enable NTP, the suystem time will be
conf igured from HTP servers that you select. Otherwise,
youw will be prompted to enter the current date and time.

TF 1= currently enabled.
Current HTFP = =+ 1=[18.18.18.18]
aurrent TP server Z=Lnonel
Conf igure NTP related parameters? (Yless(S)kipsil)se default

13. g ldpbldws wodsso uveh ouvesd IUsgsd oo



14.

15.

16.

17.

18.

19.

20.

21.

Lurrent Login Bammer = [Uisco FMobility Serwvice Enginel
Lont igure login banner (YlesA(S)lkipAslUlse defaunlt [Skipl:

CpIdsu wuwesd 2¢9d g3y 9226 Iduedpe ldpedsd.swp luwegsle 030 IJpedpd
Jopdsulogbsd 9009d 9226 Idoede Ipedse s Iduble. seo wpdsu wuvesd
lJ>god lJs g3) 9226 lJogdp IUpzdsd zos Spdu grge iuuodu;blx_é Ui'ablc sluedlzol
pedsl. 1J@ses Il e,)loss os

"IJoglbs".

aystem console iz not restricted.

Conf igure system console restrictions? (Yless(S)kips(U)se default [Skipl:

e wopdso wuwesd 289d 23 buds IJlelo (SSH).see luvegsle oo IUpedps
Jopdsulogbsd 9009d 9226 [dozdpe g0 wed [ds IUuble. sew wpdso ogwesd »29d
g5 SSH Tos SpIJU 2298 Iuwe Juldd 1Jigble gluodlzol 80 wes. 9p 3JI: @3 wubdo
owsluwle el 1duiyds cgbsd o3l

lJgsl).

v root (Y] 50k default [Skipl:

Ul el os6 os

sl )se default [Skipl:

Sp wotssy IJps pi9) IJzdsoes 030 1Jeb9s Loi9rss Jurelu lelu IJuble. olds e
[2esh Jdes 0195 9986 wodsu pu Iy sbdle w90 Jdple Bleguw. 1des IUbus Jbsd
Jdpo 1Jp,9) 09 &pluss (8) 2,99. walule IJlgw el IUIWe, )l oss 08 23,/IJpd

Conf igure root password? (Yles-s(3)kips(Ulse default [Skipl:

edsso Idegdele sl 1Uuods vouvesd 1Usgsd 93 ps

|Jo;9):

Login and password stremgth related parameter setup
Maximum number of days a password may be used @ 99999
Minimum number of days allowed between password changes
Minimum acceptable password length @ disabled

Login delay after fail login @ 5

checking for s g passwords is currently enabled.

Conf igure loginspassword related parameters? (Yles/(S)kips(ll)se default

S 2566 IJps (GRUB) I pb. (Iteshs)eedes IJedss 030 ) plodsws.
IJIo,luos 09

lJoglbs.

aRUB password is not currently configured.

-onf igure GRUER password (Yless(D)isables(S)kips(U)se default [Skipl:

Sp wodIsu luwpe puwetse luuold
NCS.

sonf igure HCS commumication username? YlesA(S)kips(U)se defanlt [Skipl:

lWed ldogss)y eds
lJodsu.



Conf iguration Changed
Is the above information correct (yes, no, or

o&Hue 030 Iduo9,é poldl Jublué
|J1YJ ol J:

SLUE LIy it 4 A0 LA LA
Flushing firewall rules: [
Setting chains to policy ACCEPT: nat filter |
mloading iptables modules: Remowving netfilter NETLINE layer.
[
ip_tables: (C) ZBBB-ZBHG Netfilter Core Team
Hetfilter messages via HETLINK vB.38.
ip_comntrack wversion 2.4 (8192 buckets, 65536 max) 384 bytes per conntrack

starting MSE FPlatform

Flushing firewall rules: |

Setting chains to policy ACCEPT: filter I

Imloading iptables modules: Remowving netfilter NETLINE layer.
[

zyslogd : unknown facility wname “"LOCAL="

ip_tables: (C) ZBBB-Z8B6 Hetfilter Core Team

Hetfilter messages wia HETLINE vB.38.

ip_comntrack wversion £.4 (819£ buckets,; 65536 max) JH4 bytes per conmtrack

starting Health Monitor, Waiting to check the status.

Health Monitor successfully started

Starting Admin process...

Started Admin process.

starting databasze

Natahaze started zuccessfullo. S5tarting Framewnrk and services

22. 3p wouvesd IUJle, getServerinfo JJwz 99 pu
lJoJ9sy.
Active Wired Clients: H
Active Elements(Wireless Clients, Rogue APs, Rogue Clients,
lients, Tags) Limit: 115
Active Sessions: 1
Wireless Clients Not Tracked due to the limiting: ©
Tags Not Tracked due to the limiting: 8
Rogue APs Not Tracked due to the limiting: 8
Rogue Clients Not Tracked due to the limiting: 8
Interferers Not Tracked due to the limiting: B
Wired Clients Not Tracked due to the limiting: B
Total Elements(Wireless Clients, Rogue APs, Rogue Clients,
ients) Not Tracked due to the limiting: B8

subservice Name: Aeroscout Tag Engine
Admin Status: Disabled
Operation Status: Down

|oldé MSE VA |Js NCS

1. uwed [Us¢9d IUs NCS. 9lz o, dplo > ppydle el




Cisco Prime
Network Control System

e Monitor v Configure v EEEWU-CERM FReports v Admini

B3 Mobility Services
Mobility Services Engines

lervices Engines
bility Services Engines

Synchronize Services

Synchronization History

High Availability
e Mame Device Ty Context Aware Mofifications
MSAP
|g=| Identity Services
IJeodd Demo Mob, y

2. p0 1J8lisp6 1Jpouwsds 1Upsz9s6 eds IJelow Idlspu po lduodzs. g, luolds ppyd
eelo IJooudd: 9loud) B9

Add Mobikty Services Engine| ~| [ Go |
- Selact a3 command -
Add Location Server

Add Mobilty Services Engine
gemndw SEnrer UElEtE S'EI'v'H."EfE} !

Name | Synchronize Senvices
Conte SYnchronization History
Servig Edit Configuration
wiP5S Senvice Disabled Down

lok Supported

luodld

3. bgd lgwe zols Wyss J MSE. 980910 IP 1Jss wp wdasue puwwdl leole [esl> MSE. gluwpe
206 louold JJsgp. 9luup puwegse 99Jp6 039, NCS IUJ3s0 wp wdasuopl Icule Jgsls
MSE.JI sés) IJ username pu lJoduos) pu puwsd. Spdod Idpgls o
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7. Os LoWVzo Select Mobility Service: 118, 998 j) Jbs9 peyd IJgdlple po Cisco (o909,
pud T.OMR) (Jsgp £Jlp6 IUgpsd 9 RFID) Iy 1) 998 15y Jiuwdds perd edles IJuiydle
(J Aeroscout: 9l |Js 3J9).

8. 1uW9) s ¢glus IUIgosh 06 gpelsé IJoyudd IJJlundIds JIgool) psié lolo wble pug
IJoundd (IPS) pu 9u0e 1dubluis sesile 1dssoe Idpeds 1dpeuwy.

9. 1u@,) W9 Next (IJolJs).

10. 22> glole IJIRosh Jdeuluo) IJos uvsop wedsuel JJowws 9dpedple ez bl

IJos odu odd Idguluo) posd,o Jdodhs)
lJol)sgsé.

o Cha s WS - D lusd et o il 7.

ailisilia  CrSCD Prama
CisCo Retwork Control Systom

il
Select Tracking & Helory Paramcters
Hae WSl Confguritehn
LT
Selact Serace L] e ks Wined Stabond
Traching ¥ WirekE Oty 4| [lant taterm
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11. 108, B9, Next
(IJolds).



s o WCS: - Dol uaration Wicsd Sy, |

wilian]ny CiBED: Pramia
ciice  Metwork Conbrol Sysiems R an

Edit MSE Configuration e w2 B0
Leesrg
Sglert Service
Tracking
Araagn Magr

B Mo Trow Sratus

Bl (B

12. 235 ¢lole IJIgesh Jdpwus sldbus 1Jpsesss: slud) pilews.ees IJpslpus: sop wedse
€e9> 1Jelds Jlbol, lue 8> we pilews wuopse lJuvwJds

NIENES

(] Mame Type Status

System Campus > Building 14 > 1st Floor Floor Area ﬂ'

Systermn Campus > Building 14 Building #
Synchronize Reset

13. e 1Y pld 1dpjlewd log) W99 wp.sbo) pywe 29b SIoe o leshle MSE wp
e bol.
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IJe>yd6 Jduwsls.

©2d8 pu louold MSE 9926 Ideede Jésele Idptels.cedd pu louald MSE wdJ
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(WLC).



|.|||,|||| Cis00 Prmse:
cisca MNetwork Control System reat  Lag

.....

i) Please refer ta the Troublesheoting guide for adatnaal troubleshesating stess.

Controber reachable from HCS
Controber reachable from MSE
Controber tme 3ftar MSE time
MSE KeyHadh prédent on the Controler
Controber Keyhash matches with the MSE
Action
Flease chedk if the Mobility Senvice Stabus background (ack is enabled of manually run the thsi. I aftér 10 min the Nmsp connection still

shows as Inactive, please synchronize and unsynchronize the controller. NMSF Status may alse be Inactive, i the SHMF Community string of
the controlier s sat to Read-Only Access mods,

XEEES

Additional Information
HashEey micmatch Betweeen Controller 10.10.10.5 and MSE: mse2

£Js 9226 wpdp WLC. Iuwegsp IUie, show auth-list.s9oe |Jecld 1Jolds po 9236 wpde
WLC g3p w99, ¢gbp

PIE:

(Cisco Controller) =show auth-1ist

Authorize MIC APS against AAA . .......cceennnnnns disabled
authorize LSC APs against auth-List ............. disabled
APs Allowed to Join
AP with Manufacturing Installed Certificate.... yes
AP with self-5Signed Certificate.........cuvu... no
AP with Locally significant Certificate........ no
P
O ia.J lolwo MSE s>9.l 9luvle louold NMSP |Js WLC. idro._J lJgbsle IJoldsé:sds
9238 wedp MSE. $p wousgsd Ile, cmdshell. & p 1Jio, show server-auth-info.sos.s o3l
pold IJ MAC gogly gldpvclz o suwoged o suosW IUs IJ
cmd> show server-auth-info
invoke command: com.aes.server.cli.CmdcetserverauthInfo

MAC Address: 00:0cC:29:55:6b:b7
Keay Hash: 1469187 dbl4ac53ac6l08e56b04d4 801 5bdd70d7
wLc, certificate Type: 55C

Bp wousésd IJie, config auth-list add ssc <mac address><MSE keyhash>. &p $p
woubgsd show auth-list. s9 oz o3l IJpeeld o0 opw luolws MSE |Js suuo) Idoedpe WOs
IJobeds Ipedss IUJluedIss (WLC)

($291).

(Cisco controller) config=auth-1ist add $5¢ 00:0C:29:55:6b b7 1469187db14acs3ac6108e 5600404801 shddr0d7

(Cisco {untruilerg config=exit
{(Cisco Controller) =show auth-1ist

Authorize MIC APS against AR .. ....cacsssasansns disabled
authorize LSC aPs against awth-List ............. disabled
aps Allowed to Join
AP with Mmanufacturing Imstalled Ccertificate.... yes
ap with self-signed Certificate................ no
ap with Locally significant Cervificate........ ]
Mac addr Cere Type K&y Hash
O0:0e:29:55:6b:b7 55C 1469187db14ac53ac6108e56b04 44801 Shdd7 0d7

b5 NCS. wlds oy o louold NMSP sbo,



ouvb.

& Groups
T Status
Senver Events
Audi Logs
HCS Abkrs
HCS Events

Be Be B B B

P Address Target Type | Varsaon NMSP Status  Echo Request Count | Echo Respongs

HMSF Connection Stabus

pIeE Wb 1Jl9le)

i9lo, WLC

config location expiry
client Timeout

?

for clients

calibrating-client Timeout for calibrating clients

tags Timeout
rogue-aps Timeout

show location ap-detect

all Display
client Display
rfid Display
rogue-ap Display

rogue-client Display

for RFID tags
for Rogue APs

?

all (client/rfid/rogue-ap/rogue-client) information
client information

rfid information

rogue-ap information

rogue-client information

(Cisco Controller) >show location ap-detect client

show client summary

Number of ClientsS. .. ..ttt 7

MAC Address AP Name Status WLAN/Guest-Lan Auth Protocol Port Wired
00:0e:9b:a4:7b:7d AP6 Probing N/A No 802.11b 1 No
00:40:96:ad:51:0c AP6 Probing N/A No 802.11b 1 No

(Cisco Controller) >show location summary

Location Summary

Algorithm used: Average
Client
RSSI expiry timeout: 5 sec
Half life: 0 sec
Notify Threshold: 0 db
Calibrating Client
RSSI expiry timeout: 5 sec
Half life: 0 sec
Rogue AP
RSSI expiry timeout: 5 sec
Half life: 0 sec
Notify Threshold: 0 db
RFID Tag
RSSI expiry timeout: 5 sec
Half life: 0 sec
Notify Threshold: 0 db

show rfid config




RFID Tag data Collection.........c.ououiiiuunnnnnnn Enabled
RFID CIMEOUL . v vttt ittt ettt et e et et et et e eeeeenn 1200 seconds
REID MOBLI Lldty e ittt e e e ettt e e e e e e et ettt e e e eeeeenn Oui:00:14:7e : Vendor:pango State:Disabled

show rfid detail

RFID addresS . v v ittt ittt ittt e et et et et e e 00:0c:cc:7b:77:3b
V4o T Lo Aerosct

Last Heard. ..o u ittt et e e et e e e e e e e e 7 seconds ago
Packets Recelved. ... ...ttt 40121

Bytes Received. . ...ttt et ettt eeeiiaan 2567744

Detected Polling Interval..........c.uiiiieennnnn. 30 seconds

[T =T o o T 5 oY=

Content Header

CCX Tag VerSIOm . v v vt e it ettt e et e e ettt ee e e eeeennn 1
TR POWET ¢ v ittt ettt e e et e et e e et e et e et et 18 dBm
Channel . ... ...t e e e e e 11
RET ClasS S e i i ittt ittt e e e e e e e e e e e e e e e e 6
Burst Length. ..... ...t et e 1

CCX Payload

Last Sequence Control. ..... .. iiiiieeennnnnnn 0
Payload length. ...... ..ttt e 29
Payload Data Hex Dump

00 02 00 33 02 07 42 00 00 00 00 00 00 03 05 01

41 bc 80 00 04 07 00 Oc cc 00 00 00 00 4

Nearby AP Statistics:

demo-AP1260(slot 0, chan 11) 6 seconds .... -48 dBm

show location plm

Location Path Loss Configuration

Calibration Client : Enabled , Radio: Uniband
Normal Clients : Disabled , Burst Interval: 60

(Cisco Controller) >config location ?

plm Configure Path Loss Measurement (CCX S60) messages

algorithm Configures the algorithm used to average RSSI and SNR values
notify-threshold Configure the LOCP notification threshold for RSSI measurements
rssi-half-life Configures half life when averaging two RSSI readings

expiry Configure the timeout for RSSI values

config location expiry client ?
<seconds> A value between 5 and 3600 seconds

config location rssi-half-life client ?
<seconds> Time in seconds (0,1,2,5,10,20,30,60,90,120,180,300 sec)

show nmsp subscription summary



Mobility Services Subscribed:

Server IP Services

172.19.32.122 RSSI, Info, Statistics, IDS
3

910, MSE

Bp woubgsd o3l 1Jle, Jogass glJs ¢sple MSE:

[root@MSE ~]# getserverinfo

e woubgsd o3l lie, pu led woe wubgsd IUped IJp2yds Jduwsld Jogde IJepsd:

[root@MSE ~]# /etc/init.d/msed start

B wodugsd o3l IJiey Jozass 2ls Ideud Idesles Jduwsld Jogde IJgpsd:

[rOOt@MSE ~1# /etc/init.d/msed status

S woungsd o3l 1iey JIsdId pesd elels IUousls Joowe Igesd:

[root@MSE ~]# /etc/init.d/msed stop

Sp woubésd o3l llp) eu led lole IJouvgsoole:

[root@MSE ~]# rundiag

odlebs: spdy lsuol luwegsle 1Jie, rundiag Je,Lo ped9ple MSE UDI IJebdows JJzuo9d eJs
pJI IJosgsue Jdpyd 1Uss ses Iduvsld JJgedls.

pedsple dlo LoJé

<D oddosy MSE (IJzol; I blo IJel>
- lJodesy glds IJoglws, MSE

- 2 Jisd wiy Cisco WIPS

- bdu lJpuogle
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http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/CAS_72.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/mse/3350/7.2/CAS_Configuration/Guide/msecg_high_availability.html?referring_site=bodynav
http://www.cisco.com/en/US/docs/wireless/technology/wips/deployment/guide/wipsdep.html?referring_site=bodynav
http://www.cisco.com/en/US/prod/collateral/wireless/ps9733/ps9742/data_sheet_c07-473865.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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