lued bl Igble pods DNS g|odlzol B
MME

lJpzossle

| Jp, 9506

IJpobJole Il wsé
IJeobJoule
lJodoule | 0200

lo | wl 6

DNS

9blisd MME IJpc g, 86 o DNS
IJIz)le 12l o wopsss SPGW

|J o v b

| wed ol 1Jizble 9l odlzol

zJ

lJp 9500
Lo 03l 1puueos IWpuuldd 1Jpoedds weods wble loue IJezld (DNS) JJluveedlele

IJ¢l 08 o DNS Bis 9238 bLs 112036 1dezesds (MME) Jgops GateWay (SGW) sezas> gl
wweds wslole Idgje (PGW).

IJecbdule IUIlguluss
IJpobdolo

w9os Cisco yi() oJ9y s pgy9s wldpesluose IJoldse:

- StarOS
- 9596 MME lJpoged 86 « DNS

lJedyule IJpuuegsped
ouwow Idpedsele 1Uglyo WO o3l ldpuwews IJs luosble Ido)lez 9ldedsule 1debss Ideldss:

- DNS

“lelp
U logble Uro&Jg,olu |,J_9|J)6 WIS o3l IJpwews pu I.JiaoJé 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apgse |JICOJO |Jpwua)p0 k9.$ o5l |LJ|»°.~)UUU3 uqu_SgSu PPU“SC (ldu)luDgS) |)| !Jluu

peJ9ple iu»'uunsa



DNS

s89p DNS wozosd luvpls Ipeldle [Js guldsy IP: sldos cuvagspol Ideuwotsruole Jogpsd
weSzle ozle. sdsu JIJ zols poued wlduvedle guslu IP gluo wosldds sep luwegsleo
w9luwbod 12056 1) Jugass pade IJzols.

p0 pubg) Bledss IJoudd: DNS og IUghe IUghes IJss sop luuopslpe Jigwe wdbs 1sosd
(APN) 9586 £09lo URL Ioueobl 1JJs leoalde oldgds B IUubods.

1. louold MME |Js DNS: swegspe J> 86 APN Jegsss> SPGW

2. louold SPGW o DNS: s wegse J> @6 guslo URL JJsuosd [Js 099 €306 Iluc,ue (ISP)
Ioole IJuwedle IJpuueéspé bs DNS.

1. gved IJpuolb$6 9ldeas o 9ldpeluvas (AAA): suweise Jogrsd euslu puosd IPV4
IPV6 IJpeso eds luve Idpos9 1dedod wlddled 25 sop luwodsle uved J IPV4 slJp ol $6
9ldodas o 9ldezluvws (AAA) suweese J IPVE.

2- pad woolez 1Jepd IUsbus Jouoss, IJipsle: suwogse Jeps wee wubs IJs uved ¢2p6
(SRV) 9 wedle AIAAA Jg pdsé lzoslh SPGW Js 96 u9bé 9,09d 4G slzplds wdJdws IJgo9J.

3. uwed SRV s wegse Jogd Jogsso wsu e pae Idluwe (NAPTR) 9 uzd A/AAA.

pold: Jlgb Jsdso Huwpe g)lislo AISRVINAPTR.

Mapping done with different records for TAC and APN resolution to get SGW and PWG

naptrrecord |tac-lb10.tac-hbec.tac.epc.mncXXX.mecYYY. 3gppnetwork.org a bc.gglvﬂl,epcmncm.mccmBEp pnetwork,m;g

naptrrecord |internet.apn. epc.mncXXX.mecYYY. 3gppnetwork.org — def.pgw.epc.mneXXX.mecYYY.3gppnetwork.org

srvrecord  |abe,sgw0l.epc.mncX)0 mecYYY. 3gppnetwork.org l topoff.sgw-5558.abc.node. epc. mncXX mecYYY. 3gppnetwork. org
srvrecord  |def.pgw.epc.mncmecYYY.3gppnetwork.org topoff. pgw-5558.def. node.epc. mncXXX.mecYYY.3gppnetwork.org
arecord 10.100.3.68 —— topoff.sgw-5558.abe.node.epc. mncX0L mecYYY. 3gppnetwork.org
arecord 10.197.21.69 topoff.pgw-s558.def.node.epc. mneXXX.mecYYY.3gppnetwork.org

9blisd MME IJpcgJ 36 » DNS

1o sds 1 iuwlwss J MME 1JpeeeJ$6 o DNS os J& o wess> SGW 9 PGW I wa bl
lJs luvogdlple DNS.

- wewys Cisco MME gJs 319,68 wgisu 98w DNS ¢l os wol gldos wuwles sds veuw
IJlweedlple 1Jpod))6 lJs 1UEbe 1JEbzso 9ot iso JJ luweedle swp lz)lge WO 319506
lJogisu Idesde DNS 1Jglues o MME Jo@gdsd 1Jzlzs 1Js huwld IJlgwegdlp 1Us Ebp
DNS ¢lzs.

- ewdel 89 UE Cldoywesd [ds yuods uble 2ip polbky, (EPS): szw wessu sgole SGW 9
PGW IJpuluvewd Jol. s 990 MME Cogass> GW lgwoubl |Js DNS.

- Swp luwedsle luveedle NAPTR Jlg)le wedsd gugly GW.

- lgwoobl |Js luwegdle DNS: wzas> MME 1Jglzod wso S-GW 9 P-GW.

WUlple IJglus wopsss SPGW

- 890 MME Ulg)le Iguegdle DNS isds JJzuosd eds $lises wossle GW sldisdssle
- op lple ©pdss S-GW luwoubl [Js perod pub s IJogde (TAI)



- Op wgdsd P-GW lgwo bl s APN

- w@89p MME Logsss GW luweobl [Js pedsple 1Jlsdsss I wdssy MME

- Op Ssup lple luvogdle DNS wly JJzuesd eds gulasu IP 1JgElueé o GW IdplbJse.
J3JY 9008l JJlz)ler o 89 MME sliispl Llg)le luwod s po DNS JJgo9d |Js GW IP 909 pl
SOp yuCo-

lgweedle 1 oldogwws Jdlawegdle Iisd 1Uss op lzold0 ews APN is TAL spdod Iz 09l
gJs pJ 0ers 9 SRV pesu wo by [le uwed pesu puluiné Jlgweelws.

IUlgwoedle 2: £J196 gJs 3JY. sop lple luwogdle Jpdd og s SRV gl wldo Jwdwds
wd3sdé JJguesd eds GW IP.

SGSN-MME DNS Server

i. Req (APH-FOQDM)
Fesp (Services, per PGW- FODN)

2. Req(TAl)
Resp(Services per SGW-FODN)

GW Pair selection

3. Req { SGW canonical name)
Respl Services per SGW-FODMN)

4. Reqg P&WN- FODN)
Resp(PEW IPs)

5. Ren SEW- FOD N
Resp ( SGW IPs)

eds uwosd ldpeld:

Query Name: abcd. apn. epc. mcXXX. nccYYY. 3gppnet wor k. org

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Preference: 50000

Fl ags: a Servi ce: Xx-3gpp- pgw. X- s5- gt p: x-s8-gt p: x- gn: x-gp

Regul ar Expr essi on:
Repl acenent: _nodes. _pgw. epc. mcXXX. ntcYYY. 3gppnet wor k. org

Query Name: _nodes. _pgw. epc. mcXXX. nccYYY. 3gppnet wor k. org

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Service: x-3gpp-pgw. x- s5-gt p: x-s8- gt p: x-gn: x-gp

Regul ar Expression: topoff.pgw s5s8.node. epc. mcXXX. nceYYY. 3gppnet wor k. or g



Query Nanme: topoff.pgw s5s8. node. epc. mcXXX. nceYYY. 3gppnet wor k. or g
Query Type: A TTL: 646 seconds

Answer :

IP Address: X. X. X X

IJpird Jé

1. ew lple luwogdle NAPTR oo, MME J APN abced.apn.epc.mncXXX.mecYYY.3gppnetwork.org
9ldzue9d eJs podo DNS o s MME.

pdlebé: |Juuduwds +ne-nros [Juwduwds 1Jzrs30 IJos cpw luolwel |Us g>p06 5G
sluolwol pdled JJ uwed p9ls NAPTR (RR) Jogsss 9lzos 1Ugs es.

" X-3gpp- pgw. x- s5- gt p+nc- nr: x- s8- gt p: x- gn: x- gp"

pdlebs: +nc-nros IJwd v ds 1Je>$56 IJpwewss IJs @206 56 3 weoleg MME |Js
>gp 030 106 Jdepd Jluo eudpl ©89p MME Llgle luvegdle DNS 9ldzosd eds
lovozles JJozgdd pu wpdsu 1Ugsed [Jees6 19 g30 wpdsuol bs MME.

[ gn] SGSN- MVE# dns-client query client-name dnsclient query-type NAPTR query-nane

abcd. apn. epc. mcXXX. ntcYYY. 3gppnet wor k. org

Wednesday Cctober 27 17:06:20 | CT 2021

Query Name: abcd. apn. epc. mcXXX. nccYYY. 3gppnet wor k. org

Query Type: NAPTR TTL: O seconds

Answer: -Negative Reply-

Fai | ure Reason: DNS query tined out

2. Os gpdsle wowg PCAP: wpe ldewy) eds lu gbp DNS sodds IJlgwegdle: slgweglwo
J5Jd $yumd 30 1Js 35 wasdl pdlod JJ APN Cuwoo 2zp I2ies 13 Suowe 4186 Llse
95wl MME o old TCP.

3. spJdud Iy w)ys 1o DNS wdys bdo luwogdlp shuwld 1) 9JI0 w90 s pzuss wedled
9126 VEb pod "wpe lGuble 1U)uwlds". 9sep pdlzbs 3Jd VEb Vs IJzlJs IJos wp Wsol
lowlble Huwlds IUlgwogled 9sgpd wlds luwozlole 4G ouvdd 28> gwdpl Jl swop looble
|JywlJo.

Iduvoo 1gluo oluwlds IJes cp ldeblgol 09 guspl sdos £33 Ilgwewldle IJes cp
wgsswol pdlod APN IJe, o0 30 95585 pu 2ze Iouwldé 9suuwd edled 1d)uulds Idos wp
IGoblgol luozlus JsJ. Izee IUlzplds Jyuwlds IUlguozlus 09 4181 Llse Jzpsds TCP (Ize
lJs 1Juo9,6).

wped wdds 0o Idluvoelué Ws MME. ousl MME o olJ TCP o DNS.
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. Frame 31 - MME s, luvegdlel JJs DNS

< 1Jlbl, 32 - sy0wd DNS |Luczlus pg pzeses Idedlole gds osss uwlds op lGeblgol”
- 1Jlbl, 33/34/35 - & p louble louold TCP wso MME 9 DNS seulsd @asleopl 1UglLo6

B 1JJB8bs 1pesss: spdod 1 wus o 1des IJIsuos Jeze IJpldbe (MSS) 1Uss wp Luwldo pu

MME o9 9060.

g036l 5896 MME Clele lowogle $890 DNS whuwld luvezlus Jol pg "o ble 1)oulJe"
9dsuw Jsxso pedyple 138 ouwows wesel |Js luveeles DNS o g9p MME Lwosiss louold

TCP.

I 31 2021-88-82 18:24:12.

535211

32 2021-88-82 10:24:12.535293

DNS
DNS

117 Standard query @xffd5 NAPTR internet.apn.epc.mncé83.mcc262.3gppnetwork.org OPT
17 Standard query response 8xffdS NAPTR internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org OPT

35 20921-88-82 18:24:12.
36 2021-08-82 10:24:12.
37 2921-@8-82 18:24:12.
38 2021-08-02 18:24:12.
39 20921-868-02 18:24; 12.

<

542338
554558
554578
554686
555626

w Domain Name System (response)
Transaction ID: @xffds
w Flags: 8xB38@ Standard query response, No error

Questions: 1

TCP
DNS.
TCP
DNS:
TCP

. = Response: Message is a response
= Opcode: Standard query (@)
.. = Authoritative: Server is not an authority for domain

vae = Truncated: Message is truncated

I = Recursion desired: Do query recursively

. = Recursien available: Server can do recursive queries
. = Z: reserved (@)
. = Answer authenticated: Answer/authority portion was not authenticated by the server
. = Non-authenticated data: Unacceptable

,,,,,,,,,,,, eege = Reply code: Ne error (@)

v 47684 » 53 [ACK] Seq=1 Ack=1 Win=18432 Len=8 T5wval=2577277423 TSecr=384534864
o Standard query 8xffdS NAPTR internet.apn.epc.mnc@83.mcc262.3gppnetwork.org OPT

66 53 + 47684 [ACK] Seq=1 Ack=78 Win=29856 Len=@ TSval=384894879 TSecr=2577277437
v Standard query response 8xffdS MAPTR internet.apn.epc.mnc@3.mcc262.3gppnetwork.org NAPTR 20 3276
s 47684 SS [ACK] seq-?s Ack=1443 u:n-ssssz Len-@ TSval=2577277438 TSecr=384894879

[11



29 2021-88-82 10:24:12.419414 DNS 126 ¢ Standard query @x3b46 NAPTR tac-lbcd.tac-hble.tac.epc.mnc@d99.mcc250.3gppnetwork.org OPT

30 2821-88-82 18:24:12.419480 DNS 183 Standard query response 8x3bd4s No such name MAPTR tac-lhc4.tac-hblc.tac,epc,mncess.mcczse.agppnet':
31 2821-88-82 1€:24:12.535211 DNS 117 Standard gquery exffdS NAPTR internet.apn.epc.mnce@3.mcc262.3gppnetwork.org OPT il
32 2021-98-02 10:24:12.53%293 DNS 117 Standard query response @xffdS NAPTR internet.apn.epc. .mcc262, 3gppnetwork.org OPT o
3
.88 8. .. = Opcode: Standard query (@)
- P = Authoritative: Server is not an authority for domain
iili = Truncated: Message is truncated
....... 1.u00 2v.. = Recursion desired: Do query recursively
........ 1.. = Recursion available: Server can do recursive gqueries
e.. = Z: reserved (@)
- = Answer authenticated: Answer/authority portion was not authenticated by the server
........... ® .... = Non-authenticated data: Unacceptable
............ 8888 = Reply code: Mo error (@)

Questions: 1

Anzwer RRs: @

Authority RRs: @

Additional RRs: 1

~ Queries

v internet.apn.epe.mncB@3.mec262. 3gppnetwork.org: type NAPTR, class IN
Name: internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org
[Name Length: 48]
[Label Count: 7]
Type: MAPTR (Naming Authority Pointer) (35)
Class: IN (exeeel)

pu DNS |Js MME

+ Souwd MME Iwegdlel wgs legold TCP
. SEe, DNS LsJd.

+ Souwd DNS |uwoelus pg peeses IJedlple J "Je sop leoble 1U,uwlJs" Jiu MSS

IJeubed pg DNS wp wessuo lJs 9060 olse ssyuwd IJluwerles olddled Bs luwdld

slg>.
- MME ¢,5 o ACK 0390 pzw9s
- Syuwd DNS ACK |Jss Ipzegs B [huwlds 38 e oo IUgpesds 4181 Llse

- 0d9p MME Chuwld < 90999 TCP Jlghs ook Idleyaldle slgdldol wezs lo codds

IUzse 1Ji2s,.
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Tadalird iy B E] BAFTE Fix

w ] ek s bk e e s g
B S e B R e B
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P prplasl (4080 el

eou adbel 4z
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gwpl sSuwcdud MME Uz esJs wlddled Bs pdlbg [Js 3 pdllbg Is B pzlods 9lzsé ou DNS.

Syuvd MME [ wlds lglss wesso TCP.

DNS commands to troubl eshoot

show dns-client statistics

show dns-client statistics client <DNS Cient Name>

show dns-client cache client <client nane> [query-name <query-name>[ query-type <NAPTR |
A>] | [query-type <NAPTR | AAAA | A>]]

dns-client query client-nane <client name> query-type <NAPTR | AAAA> [ query-nane <query
nane>] . show port datalink counters

Commrands to check if there were any probleminternal to the starOS system where request

AAAA |

i's not



able to reach fromdenmux vpnngr to DNS app in sessngrs

show port npu counters

show cl oud configuration

show i ftask stats sunmmary

show npu utilization table

show i ftask port-stats card <card> ---- for all active SF cards
show i ftask ionux-stats card <card> ---- for all active SF cards

MON SUB to be captured with options enabled (verbosity 5,YV,S, 34, 35, 19, A 26)
PCAP traces to be captured

DNS cache flush comrands

cl ear dns-client <client-nane> cache

wwsubsy IJizooh

1. 1Joglb JIs Lwedlool, ouoese IJigble IJplbdsws o leoul, peuoue Sopdse lduvedle
B v 19w ewdel st Ieubend e APN IJILb Il sé

2. oi.eb U o0 WOs JJ o0 sop lple uvsobsy lRooh: seole IJpuvo,d [Js lg)le Looly zosd6
Jow,se ldegve,d.

3. JIgloo ool Bp woessu peow, 9les 9seolz o3l ldpgow, 1Js la)le ool peuoue e
uble IMSIIJglo wo gldeles |Js IJsuesd IJs yuodé APN IJ]udldsé:
abcd.apn.epc.mncXXX.mccYYY.3gppnetwork.org.

logging filter active facility vpn level debug  ------ debug | evel 1 ogs
logging filter active facility tcpdemux |evel debug  ------ debug I evel | ogs
l oggi ng nonitor nsid <MSI D nunber-  ------ (these 1 ogging conmand to be

executed in config node)

lwed il iz ble sluodlzol

1. 0288 e ptatle zese IJle, 1Jp399,8 JJCids po 9293 s luwdllo 256 slgds eds IJoble.
2. 0288 pu Jlzuolissle JJolds oo jsbs ogle, Bosle lowole IJpods 150088 Juble Iuwele

IUpzlJle (DNS) Bes 1Jg 856,

[ gn] SGSN- MVE# show dns-client statistics client dnsclient
Friday August 20 13:31:48 |ICT 2021
DNS Usage Statistics:

Query Type Attenpts Successes Fai |l ures
A 2430996860 2410410937 20546467
SRV 1325520986 1325516557 4429
AAAA 3939810089 0 3939810089
NAPTR 480586697 432853033 47732791
PTR 0 0 0
Tot al 3881947336 4168780527 4008093776

Total Resol ver Queries: 4480708
Successful Queri es: 670040
Query Ti meout s: 409717
Dormai n Not Found: 2455918



Connecti on Refused: 0

O her Fail ures: 580612

W8> wubgsd 0do Idible) JIdodlb Il olissle 1Uglues wldedsble 1dpaesss 9pdlebs Iy
eodle Idluwoedlp wojlss wyyses! JIo Jp sIu ould ls gpdslo luwslb 2p wsou Demux g
Sesmgrs uzse Sup luwouolg Jl puvdds pe lduble IUsIgds

lJlolwes [Js an,j,j PU i._s punldd coedd wldlogold 1Ughes 19 puvdds wdysy O DNS,
5pdud 'DulL}UJO ou9s3 Idluweedlp 80 8BS IJIu,uuu)IJ 5)_9le e MME LoJl o APN Yol o9
9T B 1Juo9)6: 28 $up 2ol Lubdd LorSE 290 s ity 9utdus IUs £30 9295 pUb IS
S Ilogold 1ghzs sldedssy kol

[ gn] SGSN- MVE# dns-client query client-name dnsclient query-nane
TOPON. t est . NODE. EPC. MNCXXX. MCCYYY. 3GPPNETWORK. ORG

Monday August 02 18:51:29 |ICT 2021

Query Nane: TOPON. t est. NODE. EPC. MNCXXX. MCCYYY. 3GPPNETWORK. ORG

Query Type: A TTL: 1038 seconds
Answer :
IP Address: X. X X. X ------ resol ve properly and gave IP

92> IJeuvdJs o DNS 9 SGSN-MME zise spdud 4956 DNS o)und luwelole Slo Gspe
luvowsld ?Jé@roé topon 9szw o wuwegde MME )6 13,5 gu IUb¢lJle IUbwyoss 9JJy o3l Je
Seao gdlw 3JY Bl Geul w9l wed IJlpwegdle wogle

bodl Jprzle i) soogloo: diu pu IJsl oz lwo el ©@9e wluwoedlo APN. pwoeuod eds
lwozlole o 30 wasdl ey logold TCP B lzjle sosupl wge,d MME oso Ilg;le Blyol
oouwd lebé I oo b |Js DNS.

wpl lu MME s)uud TCP Jlglss Idupwlo: spduol lu vys ds MME s sbo, luagdle DNS
I.JaJol drooJo luvoedlp Zws 030 IJudbo lJjpuso Jl ous Bspe IJluveowsld Idedless 030 WS
ptuzle 1Jiey MME ooyl Jive Jp sop ldog,wd eds IUizsle wundd Jled 960d [Jpld o030
lJepdso: 0890 MME C,uuld TCP Jlghs I oo bo.

Debug | ogs anal ysi s
For abcd. apn. epc. mcXXX. nceYYY. 3gppnet wor k. or g

2021- Cct - 27+17: 06: 20. 910 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, UDP, Sent tine 1635329180, Ti meout set 1635329183 ----
tiner is set here

2021- Cct - 27+17: 06: 20. 910 [vpn 5919 info] [9/0/11730 <vpnngr: 6> dns_resol ver.c: 323] [software
internal system syslog] Sent out a DNS Query abcd. apn. epc. mcXXX. nceYYY. 3gppnetwork. org to DNS
Server  --------- DNS query is send for the first tinme

2021- Cct - 27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query

2021- Cct - 27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Sent tine 1635329180, Ti nmeout set 1635329183 ---------
--- DNS query is send for the second tine

2021- Cct-27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 6766924, Sock_fd = 21

2021- Cct-27+17: 06: 21. 008 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP READ, Kernel O osed, EOF - DHost-ld = 6766924, Sock _fd = 21, errno =
115, reqg_read_len =0

2021- Cct-27+17: 06: 21. 008 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection close - DHost-1d = 6766924, Sock _fd = 21

2021- Cct-27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Timeout detected: 1635329183 ---------------- Ti meout



detected here

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query --------------------- Query is
send again

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Sent tinme 1635329183, Ti neout set 1635329186 -------
Again send the query with new tiner val ue set

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 6504921, Sock_fd = 23

2021- Cct - 27+17: 06: 26. 036 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Timeout detected: 1635329186 ---------------- Ti meout
detected here

2021- Cct - 27+17: 06: 26. 036 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 35196, UDP, Tinmeout detected: 1635329186 ---------------- Ti meout
detected here

Anot her exanpl e abcd. apn. epc. mcXXX. ntccYYY. 3gppnet wor k. or g

2021- Cct - 27+17: 06: 27. 257 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, UDP, Sent tinme 1635329187, Ti neout set 1635329190 ----

tinmer is set here

2021- Cct - 27+17: 06: 27. 257 [vpn 5919 info] [9/0/11730 <vpnngr: 6> dns_resol ver.c: 323] [software

internal system syslog] Sent out a DNS Query abcd. apn. epc. mcXXX. nceYYY. 3gppnetwor k. org to DNS

Server --------- Query send for the first tine

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Init, \Wile Sending Query

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, TCP, Sent tine 1635329187, Timeout set 1635329190 --------

Sane Query send for the second tinme

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Successful - DHost-ld = 7201531, Sock_fd = 22

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c: 1466] [software

internal system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0
----- shaptr match starts

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:237] [software

internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-

3gpp- me: x-gn, inp_svc_param X- 3gpp- sgw: Xx-s5-gt p ue_usage_type_enabl ed: 0 nc_nr_enabled:0  -----

-- nc_nr enabled which | mentioned earlier

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:237] [software

internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-

3gpp- sgw. x-s5-gt p: x-s8-gtp, inp_svc_param x- 3gpp- SgW. X- s5-gt p ue_usage_t ype_enabl ed: 0

nc_nr_e: nabl edO

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:279] [software

internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-s5-gtp

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c: 323] [software

internal system syslog] VPN DEBUG : 4. Success Sel ected Protocol (Nornal):x-sb-gtp -----------

snhaptr protocol nmatched

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, TCP, Timeout detected: 1635329190 -------- TCP ti meout
happens

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query ----- Again TCP connection
initiated

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query:19140, TCP, Sent tine 1635329190, Ti meout set 1635329193 ------
New timer value set with send query

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 7136007, Sock_fd = 21



2021- Cct - 27+17: 06: 30. 158 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP READ, Kernel O osed, EOF - DHost-ld = 7136007, Sock _fd = 21, errno =
115, req_read_len = 0 — Error because TCP connection is busy because previ ous connection is not
cl osed

2021- Cct - 27+17: 06: 30. 158 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection close - DHost-1d = 7136007, Sock fd =21 --------
Connection cl osed

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/ 12709 <sessngr: 15> dns_snaptr.c: 1466] [software
internal system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0 -
-- again snaptr match takes place

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c: 237] [software
internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-
3gpp- me: X-gn, inp_svc_param X- 3gpp- sgw: Xx-s5-gt p ue_usage_t ype_enabl ed: 0 nc_nr_enabl ed: 0

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c: 237] [software
internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter x-
3gpp- sgw. x- s5-gt p: x-s8-gtp, inp_svc_param x- 3gpp- SgW. X- s5-gt p ue_usage_t ype_enabl ed: 0
nc_nr_enabl ed: 0

2021- Cct-27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c:279] [software
internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-s5-gtp

2021- Cct - 27+17: 06: 33. 073 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query:19140, TCP, Timeout detected: 1635329193 ----- TCP timeout detected
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