od9su W)lgle DNA 9 Catalyst 9800 I 9256
IJoede IJJlundIdss [Jpopws (EWC) pe
Direct Connect 9l_ucd bl i3 blisol 9] oJlzol

lJpzossle

| Jp, 9506

IJpobJole Il wsé
lJpdoule | w06
lJoJosy

| IJogbsb oo
wdJosy 9236 oz

lJedose o) CLI (91206 w1 Jigle )
lowoslb EWC |Js Idwsz 1Joses JJe9. 98

NFX YY)

w>J! po Mobility Express. «J9y lzae uduwds 9000 oo wélb 1Jse9J pu Cisco (91159 9117 9
9120 9 9130) ¥b>,6 eJs wuvgsd U296 9236 lJuedp IUJlundIsé |Jpopud (EWC). suwows
EWC |Js ,e) Cisco 9800 WLC 9suwpz J9lgré pu ulle IUsuesd wldepd J9zaé wzde Jel
Swed s 100 0 8bs 9,09 1.

Spdu w9osd EWC Iy Catalyst 9800 wwzlué puwlzle DNA wodle byd pgoduds:

1. louold poluy

2. Ew r°.9u0'J rouu|g§|o DNA

3. pu eJIJ zobs IJousgsd Idpuwed 19 VM ¢ Cisco Idpouods JJlizoss Ieeesds (CMX)
Swpe dge ldodled pg puwlzle DNA eds JJ |uoslh po EWC. (woglbs odo 1Jpdlds lesls
IJleuold 1deoluin Slgwad guld Igbliso gluadlzel B8 JIJ pu EWC gds u§los 9,09
Catalyst 9 9800 zse o IUlg)le plolw .

olp: 9008 Lluwepsle Idloueld Ipuluby Béb Jepdsle 1doub, Jel suad 1Js 50 gpsd.
isucise p9uod pusldle 1Jzeu 1099s (DNA) Jis puulsle ido,.

IJecbdule IUIlguluss

lJedyule IJpuucsped



- w296 936 Iduedp IUJluwdIss IJpopud 17.1.1s Iy Catalyst 9800-L wluwegsle 16.12.1
- 9115 ap

- owelus puwlzle woss IUuvods 1U,8es6 (DNA)

_9ug9ujuo lJglosle 1Jes oz WO o030 1dpe8lJo o0 9> Up ul.JdeJ ouvy pesh EWC |_9 9800
9luo Suvwpd gJs 9lzed 9su gledd 90,909d9d bo 96 I.Jllolu (SSH).

lJodosu

lLuwe Idogbslbs JJyveIdd

lllllitlr :
) . a5
CI1SCO DNA Spa

TETTTTTITTY 2

ra
s,

)

9800-L Controller

odsu 928 [Jogdp

couod £85 wzlusd puulBle DNA 95238 IJozde go) wi99ds] HTTPS. B leab Il ul, o3l
Op 9UPE 926 [Jwzede 8JW NAT pe lpdluss 1Usuosd 1dIled IUs IJloooe.

wso Iduvelss 1Ugs,

ISwd -_.';v-iJ_sg,so 9ea6 ldogdp sgo wujsd uuolsé g3, DigiCert. s>¢J SSH |Js 9226 IJoedpe
SSsubgd:



W.C# conf t

Enter configuration comrands, one per line. End with CNTL/Z.

WLC(config)# ip nane-server <DNS ip>

W.C(config)# ip domai n-1 ookup W.C(config)# crypto pki trustpool import url
https://www.cisco.com/security/pki/trs/ios.p7b

Reading file fromhttp://ww.cisco.com security/pki/trs/ios.p7b

Loadi ng http://ww. ci sco.com security/pki/trs/ios.p7b !!!

% PEM files inport succeeded.

oew9s EWC eJs DNS 1Uss wp wdssuo wuvdd lWe)lios wluwegsle 9l Cisco DNS.
9dJuol gwodyy glbgs pbdewé Jgerd IJugdpe 9800.

JJozdd pu wousw Idubolyéd 9p voungsd:

EWC(confi g) #do show crypto pki trustpool | s DigiCert Global Root CA
cn=Di gi Cert d obal Root CA
cn=Di gi Cert d obal Root CA

IJodoso gw 9lgod IUssw

Swd lpdluss waposd 9226 IJoede weuslele DNA sdje [esl> 291> NTP 9 DNS gluopele
vdb6 9,09d slers eds 1JISJ.

oz 9lzos IUgsw 1UEluos w EWC gluedd IJs IJbLé > IJgde. olds pu pjleus suuo) Jogde
B Idubods 1dpedss 1JJluuddss (WLC) pe glap NTP. LLindd 18e,luos: sop odasy EWC

euvedl Jluuwgsle 9lse ciscome.pool.ntp.org NTP. s zlJs 9800: lue suvebse lwegpdo IJ
obwo NTP Iy J B _oJ NTP ¢lsJ:

loe®d 1Js IJBLé > DNS 90289 pu luolds gbe DNS. L vdd lWo,)los sop odysy EWC
euvodl Jigweslpe ¢9lbp Cisco Open DNS:



: é'l'g ":L;' Cisco Embedded Wireless Controller on Catalyst Access Points
17115

## €« B &0 ec Q C 2

Administration = > DNS

DNS Loopback EMABLED .|

IP Address
20B.67.222.222,208.67.220.220

1 10

wew oubdsS>Jluwdds>odlb Idsuosd: >$5w o eds I 9lz> ap sodds sdso & luope.
SpJdu lu wdys v dbs 19 o9d 030 05 v wol IJus swp wuvgsd EWC gdsol:

n "':Il's'l':l‘__;' Cisco Embedded Wireless Controller on Catalyst Access Points
i& # T B &0 e Q (=
tion = » Wireless = > Access Poimts
“ Al Access Points
Current Primary  Current Stand...  Preferred Mas...
Humber of AR(s): 1
Bage
AP “ AP Admin ~ P « Radio AP «  Operation Policy ~ SBe ~ FRF ~  Tag
MName Madel Slots - Status Address MAC Made Status Tag Tag Tag Source
4 CHNBANM-E 2 (] 192168111 (8016415 3l  Flax Rogistered Vasas '??Ila;;:t_: ‘10‘)': Static
sabir-1ag ri-ga
1 0 ]
£ -

eJs uveled puwlzle DNATuo8d pu lduodzo |J)$§w§6_!J5 IJlgsh > 1Jgbedle
IJJIlvdIdss > o9,0sd WLC/Catalyst 9800 ol b)s. 10.8) 999 Hp5 IJeru2 IJpes):

wa
Cares yrr v e

] LS B e Ty

—— b oy -

QVQQJ &J|ro¢3 ongqg IJs Cisco Catalyst 9800. " |J_)|o_j |Jp|p..§_j_9 URL:



— & @ D 8 nitosyidnaspaces.eu/setup/wirelessnetwork e 1

Token for WLC to connect to DNA Spaces

WLE Cisco Catabyst 9800 |

Follow the steps balow to configure token in Cisco Catalyst 9800 Senes Wireless Controlier CLI

1 Once you logged in,
a. type “config® command

z | Execute the following steps in CLI mode
.00 IMSH cloud-senvices enalhe

Bunmsp cloud-servicos sanvar m%%w&m%l
c.nmsp cloud-senvices sener token [TOREN

TOKEN

ey J0eXAICLIEV CILC WPGIANMb]4Pa -
TYltkrerpmRgog ]

d.nmsp cloud-sendces enable

3 | Exit from config
a. typa “exit” command

9 9lzod 95w WLC: luedd Ids IJodssy > IJgple>gsple IJuualqé>p,_,.ulal_o DNA. J_o 3
euw9lu URL 9l 05 1dppss Jdpeuolb§s. 131 Ul 9dsd HTTP 9o IUlgwegslec Ozas gusly IP
9p0u93 IP IJglo wo.

&« c Q @ & hitps192.168.1.10/webulfindex htmb# notworkAssurance e B 5

W
b
1]

n '1'1'5';L;' Cisco Embedded Wireless Controlier on Catalyst Access Points
. Welcome admin # T o " e = O, >

[fJ0:1htjxlr;at on = » Services™ > Cloud Seruitesl

Network Assurance DNA Spaces

DNA Spaces Service Configuration B Apply,
Enable Semvice o
Service URL lipzparovic.dnaspaces.e

Eg

herps: A<tk CMXCECo. o

Authentication Token Abj4Pa-TYBkrerpmRagl

HTTP Promy
(Hoatname/IF)

Port 1

w2 pu louble IUlouold vole wro eildwsé > Jlgwdds > NMSP. szo o oy 2ldé 1Jgsed
Jowop i o



“ c @ @ B https/192.1681.10/ws t sy F %

n Al Giseo Fmbedded Wireless Controller on Catalyst Access Points

clsco
# €O &0 e Q =
ring = > Wireless = > NMSP |
Cloud Senvices
DMNA Spaces Services DNA Spaces Services
Status Statistics
Sarvar https-fivasiijgparovic. dnaspaces.eu  Tx DataFrames 7
P Address 63.33.127.190 Rx DataFrames 2
DMNA Spaces Enablad Tx Heartbeat 4
Sernvice Request
Connectivity https Heartbeat o
P Timeout

Senice 0 Hx Subscr 2
Status Requeast

HTTR/2.0 Tx DataBytes 512

200 OK

Rx DataBytes 74

Heartheat OK
Status Tx Heartbeat

Fail

Rx Data Fail 0

wtbs IJSuod Idelds sldloedld 1ds luvesb spdle IJopdp Bs ouvduvd IUpsde"
IJodasw gwy CLI (91206 yulo, 1Jisle))
IJoedd po wdasu NTP 9pjleuwo:

EWCHshow ntp associations

addr ess ref clock st when poll reach delay offset di sp
*~45,.87.76.3 193.79.237.142638 1024 377 10.919 -4.315 1.072
+~194.78. 244. 172 172.16. 200. 253 2646 1024 377 15.947 -2.967 1.084
+~91.121. 216. 238 193. 190. 230. 66 2856 1024 377 8.863 -3.910 1.036
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

SeJdu [Uol86 g9le NTP 23536 Lluwegsle IJie) ntp server <ntp_ip_addr>.

o298 pu wdysy g9l DNS:

EWC#show ip name-servers
208. 67. 222. 222
208. 67. 220. 220

SpIdu |uolds g9lse DNS 23536 Lluwegsle 1Ule, ip name-server <dns_ip>.

Joldss luuoele wdbs 1Us o9J:



EWCHshow ap status
AP Narre St at us Mbde Country

9115 Enabl ed Local BE
Jol 30l wlodle Gp ldsuesd [Js uvelws pusldle DNAC soodz s Ilesh > Iduvepdle
IJJlwJ s8> 9,05 WLC/Catalyst 9800 puluiné 9lud, $98 £xu2 Wes Ippss:

Cormact war vl remed

Licsrao] WL AL - ey

1 e e (welewn Mty |
i Gl Ve s i
. .
(d = i)
| e Dad ey R LA e e

] — -
N TR

owdsd edlpd lJowssy |Js Cisco Catalyst 9800. o wg 1U)e) lJppss 9 URL:

= O 5 © & nipsyidnaspeceseu/setup wirdlessnetwork e @

Token for WLC to connect to DNA Spaces

WLG Cisco Catabyst 9800 |

Follow the steps below to configure token in Cisco Catalyst 9800 Senes Wireless Controller CLI

1 Once you logged in,
a. type “config” command

z | Execute the following steps in CLI mode
a.n0 nmap cloud-senvices enale

bunmsy cloud-servicos sarvor M%&WI
c.nmsp cloud-services server token :

TOKEN

e =

d.nmsp cloud-sendces enabile

2| Exit from config
a. typa “exit™ command

Sp woubtsd Iisle, 1Jelss:

CL-9800-01(confi g) #no nmsp cloud-services enable
CL-9800-01(confi g) #nmsp cloud-services server url [URL]
CL-9800-01(confi g) #nmsp cloud-services server token [TOKEN]
CL-9800-01(confi g) #nmsp cloud-services enable
CL-9800-01(confi g) #exit

JJezdd eu lousle Iloold wuweles DNA Spaces wuele: Op woubésd:



CL- 9800- O1#show nmsp cloud-services summary
CMX O oud- Services Status

Server : https://vasilijeperovic. dnaspaces. eu
CMX Service : Enabl ed

Connectivity : https: UP

Service Status : Active

Last I P Address : 63.33.127.190

Last Request Status : HITP/ 2.0 200 K
Heartbeat Status : K

luves)b EWC [Js IJes)z 1Jo)ps JJpesde

IJgb9o 1. yuswe lple wl@s IJoosiss Ws puwlzle IUzpue [Jugss. wee Idlesh>l1dgbedle
IJJluwdIdso>e9,05J WLC/Catalyst 9800 ool 109y 9938 93l Iozdp B IUluwes))s.

&« c @ D & nhpsdnaspaces.eu/setug e @ 5O
= Cisco DNA Spaces eyetirlend

Connect WLC/Catalyst 9800 Directly

Comnnect WLC/Catalyst 9800 Directly IS an &asy way 10 gt your wirsless network connected to Cisco DNA Spaces. No need 10 upgrade Wireless LAN Controllers of reconfigure A
your wiraboss nebwark

1 Install Root Certificate Meed Help?
‘m-. can r1 I-.'nc:_m-';‘cmu from WLC CLI Access the below links 1o view detaded
heip.
2 Cﬂl‘lfigu re Tﬂ'ken in WLG View Conhguration Stops

Conhgure the 1cken in WLC 10 enablish the connection

Syswem Requiremants

‘] 4 Toital controlens) View Token

Freguently Asked Questons

3 Import Controllers into Location Hierarchy

Orece fhe controllers are connached, you coan empo them mfo location hisrachy

T
Bocation higrarciy

IUgb96 2. 0288 pu iy IJIResh IJeszss wral luwe zuslod sludy B9 "lJelds”. bl wpo
loolss weuo IJpslde wldoed: g wlbo, s IUYlses bole:



)= & o T & hitps//dnaspaces.eu/setup/wirelessnetwark

Import Controllers

Where do you want to import this Controller
Choose a location that you wani o import this controller.

=0, Search Locations ’\

TestLocation

lJglb9s 3. loge gu guslo IP Jgegaé IJoedp 1Ugluod wJi 9235 [Jpywe Idpele) Jo 9luoe b IJolds:

impaoit Comeollars

Sodoct whie Coruncho ] tha v wont 12 impon

BT o Crwmri ] i s oo G e * R

@

il | T

sl Wl | £ e

sl Wl | A e
-

IJgb9s 4. ool Jlwo Jp wop luolds ls el 18,6 1o, 898 luole b @lb:



llllllll

ﬁ

lJglo9é 5. yuswp boy,) ldpbldué IJos wuvs) 1Js [P we lowos)b gouo) IJoedp BOs
lJuvedé |Jpedss IJlgwdIdss (WLC) wuogle [Js 1w,z 1doyes Jdesloe:

Controller successfully
imported to location
hierarchy!

Total controllers added - 1
Total number of APs : 1
Total number of Locations : 0

VWould you like to organize your location
hierarchy

Yes, take me to location hierarchy

[ No, Continue with Setup ]




o wes wauosd euues Jepde B Idubeds Ieedss IUlueddss (WLC) wugle wlduvelws.
sedod Iwse B luwepsle zpste sl eumlele DNA I s.

Jlabo Ouuwede Jé P29 NMSP >|5p|3|aoo IJIsL6 1dJdlgwddss Jdlouold weumlzle
DNA Iy CMX. Jl spdy wéss) 03l Idiey Bs odssy 926 Idezde 9800. usdos 18
lJ9lzos £, 38 LoJé: I..§| Jlvo [Jslzosd IJos wp wessuol Jslzosd b6 JlgwdIdss eds
9226 IJupdp 9800 uswpe luvweslpol.

cubse lJogwduwd IJosdds JJpsde eds punllo vuss IJubeds |, $e$6
(DNA) oy Cisco

51 o 1oz IJesps JJeade 1zass pbodsol 19 I3l Jp cop luolds s polde B 1Jgloss 4 pu
Suve luvos)b 9236 IJozdp 9800 JJUs puvlzle DNA oy Ciscor Wspedoud wdysuol $x95l.

IJouwdund Idesdds JJesde o8 Izs lop psilo B)lEle DNA 258 sop luvagsleo Jegdsple
lJogdsdlo _9|uuuu|>| lJso swp wdssy L9_9|g> lJoslole IJIwSJo 9JJpl -JIU lJouvduwd
lJoyps JJpsse |Ju) 386 Jly ould wedp |duJ 396 gJs Wole> [Jusleé I.Jluu..SJo 98Js
|.JroE.J_9ro|u |.Ju..§ u§,°du !uUu_))l)Ol U ro,_).u|a| |.J)U|

wged ps)6 IJopwdund ldosdds JJeslde eds puvlele DNA Lo IUb,sd6 IJos sgpd
wol IJuwsyz 1doyps lJowdsss pu Cisco Prime Infrastructure lg Cisco CMX. 9JJg lJouwpesod
peoddo welel. guspl sop luvos)b 9236 Idoede IJs 1wz 1Joyps JJesde: Sluol wped
lJeglbd dezee IJoslole po Idws)z 1doyes IJo@dsss soee 9236 IJoedp Spdu qu.uls:
ptpj&lu pd'k_9.,50 J‘qulu..Ss Y.y () |thp9&| ..S'DLJU U\JS..SU L)quJlu Io-Jlk_9.,50 JJ'JUD
9|a5_)| oo Iduvodlos spdu lugule ,Du”DLS obd Vs v Idpuveys IUss Jlve gdso Bs
lJos,z 1doyes JJpsde lJoddsss. JIJauo o3l 09 IJeYluag:

IJzo9d 1. IJodly wsu puwessle 1wz Idoyes 1Uodds>s6 9puwessle W)lgle 1Usul.

IJousduwd IJosps JSlEle IJzeus 1Jugss IJosse IJoses lJoddsss
9228 IJogde (Ubods Jluuddss) e lJelegs

PRPIES PLUS

N-OE blog

pub§o pulb 9o

IJgbogs 1. ©dosu pzeses. ©¥9e ldpzestle voubse p9lde 19 polb§ pogss luvoubl lds
IJes e IJeéslds Iy Idedles Idoghss 19 ks wae 1) pu lusle Idezese 9981 Jdlgeld. loodd
lJs IJogwduwd ldogdds JJpsde: wp Gp wldeng) wldelogw eds 9226 ldopde IUJlgwdIdsé
1Je92926 9lu 9y 999 luuble pre9es.



MEX-EAST-1

B 5508-1-CMX

@ 5508-2-Connector-Campus

@ 5520-DirectConnect

@ 9800L-Mexico-Campus 0

= Unconfiguned Rrname SEA0L-kex

@ efmLocation

@ Lisboa

Ackd Notwork

Ackd/Eckt Maiadata

Dapbebe Locaion

Jogssy luwe puwess 1Jpsde: Sp vorrsd Idplauw eds Idubods 9lug) B9 "lehs ouwpss”.
1Jg 96 2. I¢J luwp 1Jpzesesd 923 19 8E & Ipdav 25 soupeu 3J9 zase wdlb IUsosd
lJos wp luwaos)bol uluuegsle 9256 |JQCJP‘3uu§.Qp oessu uldlb 1Jguo9d 030 wed 3JY gds
lJuvedle sldpollb§ euve 1Jzlzs. lu®, W98 luolwé (Add).

Add Group

MXC-10-Building

Select Location

[-1 Unconfigured

‘ m | {:HFIEEI

l|Jglogs 3. luuble u‘b.__,ndé. SUp UEdSd uuwdé i_9 P99 Vs puwlele vuss IUgveds 1U)8ps0
(DNA) oy Cisco gdss luol zese vl 1Jsuosd s1ed pous pbs p2pzd Jpslde. Bp vorsy
IJplouw eds 1Upzesesd lud) 993 luples beds.



MEX-EAST-1

@ 5508-1-CMX

@ 5508-2-Connector-Campus

@ 5520-DirectConnect

@ 9800L-Mexico-Campus

[l MXC-10-Building °

@ efmlLocation Rename MXC-10-Bui...

Create Group

@ Lisboa
Edit Group

Add/Edit Metadata

Delete Location

pdlebé: 030 05 lop £858 Vs IJouuduwd IJosps JJpsde 28 sop louble zuslule
sedsdle 1Jpslde 9,95 Idlgpld po ool

lJ¢lbgé 4. i)'aJ luwe lJubods 9ubbisé udbs 1ol lud) eds leuol. wede "puwlelo DNA"
zese wilb 1Jsosd 1Jpde,us wodl ldeols wede pg o0do IUobisé soywee JJess wluolos
ullb Idsuo9d IJs IJLuoss. spdo bbeld wlbisé 9lzré vl

Add Network *

10.10.30.5

Second Floor

Matching access points will be shown below

1 Foliows ng access points are discovered based on prowded prefix and will be added to this network.

2802AP-9800L

lJglogs 5. Vs zldo 1Uzlzs 1Us pis> pu ldobisle Ws Iduveds. lu@) eds luve Iduvods Os
edlpd IJowssy pedsele IJpade lod) eds i o 1Up9z9> vl whiss udlb 1dsosd
lJpuweédpeé.



MEX-EAST-1 B =000 Mixieo- Campus ]| MO0 110 Builing

Location Inlg

Second Floor »

O Mo Ty
J;.r- Mabwork

Access Ponts Prafix Used

Ibed luve IJulsisé: slod, Huolds Liss. &p ledb. I, Jepse Idobsle puve 1Uzlzé: 903l

WSI9pe vuessu ullb 1Jsuosd IUs Iduveds slduwele vogssu udlb 1Usuesd IUs 1dpulb g
Jlzdl.

Second Floot

Chooss Access Points that are part of this location

Peei ] Ak §
=
|
1 ar
AR GRO0L Secand Floge

IJglo96 6. luuble pubb96. IUpulb 86 05 pzeses pu w8l 1J909d It Buwe pU pouSPISE.
sedu wessdol wule gds IUIGuwle 1Up9z926 Bes pous pbs I9 pdowuws. Ge wornsd 1Jplogw
eJds Idubwds 9233 |uolwe pub §s.
MEX-EAST-1

@ 5508-1-CMX

@ 5508-2-Connector-Campus

@ 5520-DirectConnect

@ 5800L-Mexico-Campus

%, MXC~-10=-Building

& Unconfigured Ronama Second Flo
. dd Zone
@ efmlocation
iddiEci Motadata
@ Lisboa Doketi Location

1J21096 7. 9p wodssu luwe IJpulb§6 9235 wdllb 1Jsuo9d Jdpobb§é: 9lud,) W93 |uolle:



Add Zone Q X

Wireless-Zone

Select Access Points
MNetwork Access Points

2802AP-9800L (10:b3:d6:94:00:e0)

luvedunldd IJpuvdJle spdel sl puildd I blisgs

IJpobddle 1Jublisgd

gldol ol ogyu0 Loz 9lzos 1Josw weo IJaldws > Jluwdds > NMSP (s oubgsd 1Jis, show
nmsp cloud-services summary) e Jsele JIOss 29d Wuuvd Idlcold. spdo puiless IUgsss pu

IJigble I slisgs B J@ble IJuuluus bolo:

1. 80> £3p wd9s0u DNS. whbo, ,uwlJs IUgbl ol w s (6): wgsy ed luwp Ide o sS"



« c @ 0 £ nipsy/ 1921681000

fvir ® € B O

"<I|'s."ci:;' Cisco Embedded Wireless Controller on Catalyst Access FPoints
| Monitoring = > Wireless~ > NMSP |
Cloud Senvices

DMA Spaces Senvices Status

Sanver hiips:fivasilpepercwic.dnaspacas.eu

IP Addrass 1

!':Iu".."~ Spaces sl
i (e

DA Spaces Services
Statistics

Tx DataFramas 1]

R= DataFramaes o

Harthes Tameou o
Rx Suipscr Redquest o
T= DataByles o
Rx DataBytes o
Tx Heartbeat Fail 1
R Data Fail o
Tx Data Fa o

UOSES £3p wous Idubols 19 £30 wdasy NTP os Huwlds 1Ugbl Idos w@sd: gbl uéd (60):

Jo oo yiobé ubs, SSL Is pclz SSH g0 wg™
« G 0 & 192.168.1.10

','C'I's"c";' Cisco Embedded Wireless Controller on Catalyst Access Points

['.‘. nitaring = » Wireless = 3 NMSP

Cloud Services
DNA Spaces Services Status
hitps:fivasiijeperovic. dnaspaces.au
P Address 208.67.222.222

Hearbeat
Status

oowg IJougslb IUlubgles

Seed Jd spdlo Idozde 9800 IJig)s0 wogp EWC IJooug IJlubeles 1dskse. 9dzpgol 908,86

# T 32 40

DNA Spaces Services
Statistics

x DataFrarmes 0

Fx DataFrames o

2

Heanbeat T i [
Rx Subscr Request

x DataBy [i

Fx DataBy [i

Hear 1

Rex D Fa
= Diata Fa i

oo 8 oluwsuw Ilouold sdip per96 euslu IP 1Jgluo wpumlele DNA IUSs suwes EWC

IJs 1d9u09d Idso. spdo IJges) eds o3l uopw zoly IJgsue > Jluwdds > NMSP s oo ¢JIJ

9lzos ulo, 1Jl9le):



EWCHshow nmsp status

NVSP St at us
CMX | P Address ActiveTx Echo Resp Rx Echo Req Tx Data Rx Data Transport
63.33.127.190 ActiveO 0 38 2 HTTPS

SO o9uesd EWC Vs |esh IJIgool) o3l o 63.33.127.190. luwg guslu IP o3l sluedd 1Js
I,JUU\J,JUI\.Q IJlaJoIc sluedlgol > lJooug I.J,ouug oy luolwe lduod guslo IP 9lud) louble:

&« c © &£ https://192.168.1.10/webui/#/troubleshooting T 7 I o

n . ,'C'I's'.':'c',' Cisco Embedded Wireless Controller on Catalyst Access Points
17.1.15

Welcome admin A € B &

Troubleshooting * » Radioactive Trace

Conditional Debug Global State: Stopped

f‘(:—J donitoring
MAC/IP Address Trace file
63.33.127.190
1 10 -

2 louble IUygwedle ¢JIJ Té) 10 538lis 9 9lu¥) W99 wbwusy. SpJdu i S9S wedsu IJuwedle
IUslgJs6 [Js wadss Jpsle Jus,é pu lduslole Jos 8> suoew wedsdol:

] =1 Aoy i Devica

pdlgbs: Ju s9>65 wble. qurolc lJublgle (DNS) 9 NTP (w)9w9eded 98w IJuvwdd) 9850
929> ywolsé |Js wods> I.,s el PUUES
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2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-main] [11100]: (note): CMX [63.33.127.190]:[32]:
cl osing

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): Called 'is_ready'

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-main] [11100]: (info): CMX [63.33.127.190]:[32]:
Processi ng connection event NVSP_APP_LBS DOAN(201)

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-db] [11100]: (info): Started or increnented
transaction (TID: -1, ref count: 1, started: 0, abort: 0)

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-enc] [11100]: (debug): Decodi ng control message
structure

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmep-enc] [11100]: (debug): Control structure was
successful ly decoded from nessage

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-db] [11100]: (debug): Retrieving CMX entry: 32
2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-db] [11100]: (ERR): CMX entry 32 not found

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-main] [11100]: (debug): CMX Pool processing NVSP
nmessage (id: event NVSP_APP_LBS DOAMN(201), length: 48, client: 0, CMX id: 32)

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-db] [11100]: (info): Ending transaction (TID -1,
ref count: 1, started: O, abort: 0)

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-db] [11100]: (info): Ended transaction (TID: -1,
ref count: 0, started: O, abort: 0)

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-client] [11100]: (debug): NMSP |IPC sent nessage
to NVBPd NVSP nessage (id: event NVSP_APP_LBS DOMN(201), length: 48, client: 0, CMX id: 32)
successful ly

2020/ 02/ 24 18:40: 30. 774 {nmspd_RO-0}{1}: [nmsp-main] [11100]: (info): CMX [63.33.127.190]:[32]:
successfully broadcasted | PC event NVSP_APP_LBS DOAN( 201)

2020/ 02/ 24 18:40:30.774 {nnspd_RO-0}{1}: [nmsp-main] [11100]: (note): CMX [63.33.127.190]:[32]:
down

2020/ 02/ 24 18:40:30.774 {nnspd_RO-0}{1}: [nmsp-main] [11100]: (debug): NMSP timer Oxab774af4:
close

2020/ 02/ 24 18:40:30. 774 {nnspd_RO-0}{1}: [nmsp-https] [11100]: (debug): Decrease reference count
for https_con object: Now it's 1

peld "ldoooe IUpuve" Jlooald 1Jolze wlduselus:

2020/ 02/ 24 18:53: 20. 634 {nnmspd_RO-0}{1}: [nmep-https] [11100]: (note): Server did not reply to
V2 method. Falling back to V1.

2020/ 02/ 24 18:53: 20. 634 {nnmspd_RO-0}{1}: [nmep-https] [11100]: (debug): C oud authentication 2
step failed, trying | egacy node

2020/ 02/ 24 18:53: 20. 634 {nmspd_RO-0}{1}: [nmep-https] [11100]: (note): Set connection status
from HTTP_CON_AUTH_PROGRESS_2STEP to HTTP_CON_AUTH_I DLE

2020/ 02/ 24 18:53: 20. 634 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): tenant |D:
vasilijeperovic

2020/ 02/ 24 18:53: 20. 634 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): hostname is:

dat a. dnaspaces. eu

2020/ 02/ 24 18:53:20.635 {nnspd_RO-0}{1}: [nnsp-https] [11100]: (note): Starting authentication
V1 using Heartbeat URL https://data.dnaspaces. eu/ api/config/vl/ nnspconfig and Data URL
https://dat a. dnaspaces. eu/ net wor kdat a

2020/ 02/ 24 18:53: 20. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (note): Set connection status
from HTTP_CON_AUTH_I DLE to HTTP_CON_AUTH_PROGRESS_1STEP

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): tenant |D:
vasilijeperovic

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): hostname is:

dat a. dnaspaces. eu

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): Authenticator V1 get
heartbeat host: https://data.dnaspaces. eu/ api/config/vl/ nnspconfig

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmsp-https] [11100]: (debug): Authenticator V1 get
access token: eyJOeX[information onitted]rpnmRgOg

2020/ 02/ 24 18:53:21.635 {nnspd_RO-0}{1}: [nnmsp-db] [11100]: (debug): DNSs used for cloud
services: 208. 67.222.222,208. 67.220. 220

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): Using nanmeservers:

208. 67.222. 222, 208. 67. 220. 220

2020/ 02/ 24 18:53:21.635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): IP resolution preference
is set to IPv4

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmep-https] [11100]: (debug): Not using proxy for



cloud services

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmsp-dunp-https] [11100]: (debug): Found bundle for
host dat a. dnaspaces. eu: 0xab764f 98 [can nul ti pl ex]

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmsp-dunp-https] [11100]: (debug): Re-using existing
connection! (#0) with host data.dnaspaces. eu

2020/ 02/ 24 18:53:21.635 {nnspd_RO-0}{1}: [nnsp-dunp-https] [11100]: (debug): Connected to
data.dnaspaces.eu (63.33.127.190) port 443 (#0)

2020/ 02/ 24 18:53:21. 635 {nmspd_RO-0}{1}: [nmsp-dunp-https] [11100]: (debug): Using StreamID: 3
(easy handl e 0xab761440)

2020/ 02/ 24 18:53:21. 636 {nmspd_RO-0}{1}: [nmsp-dunp-https] [11100]: (debug): PCST

[ api/config/vl/ nmspconfig/192. 168. 1. 10?recordType=nnsp_hrbt _i ni t & wt t oken=eeyJOeX[ i nf or mati on
om tted] 70¥BA69¥BA5a¥BA74¥BA8e¥BA58 HTTP/ 2

Host: dat a. dnaspaces. eu

Accept: */*

Accept - Encodi ng: gzip

2020/ 02/ 24 18:53:21.665 {nnspd_RO-0}{1}: [nnsp-dunp-https] [11100]: (debug): We are completely
uploaded and fine
HTTP/ 2 200
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