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[cmxadmin@cmx]$ su -
Password:



[root@cmx]# cd /opt/haproxy/ssl/
[root@cmx]# mkdir newcert
[root@cmx]# cd newcert

pdlebé: IU>Jdsd IJlve,)los Jduvoble gJs CMX o9 /opt/haproxy/ssi/.

IUg9s 2. $p wlugile pJd CSR slJpdlose.

[root@cmx newcert]# openssl req -nodes -days 365 -newkey rsa:2048 -keyout
/opt/haproxy/ssl/newcert/private.key -out /opt/haproxy/ssl/newcert/cert.crt
Generating a 2048 bit RSA private key

writing new private key to '/opt/haproxy/ssl/newcert/private.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:MX

State or Province Name (full name) []:Tlaxcala

Locality Name (eg, city) [Default City]:Tlaxcala

Organization Name (eg, company) [Default Company Ltd]:Cisco

Organizational Unit Name (eg, section) []:TAC
Common Name (eg, your name Or your server's hostname) []:cmx.example.com
Email Address []:cmx@example.com

IUz 1696 3. IJz,09J £Js CSR 1Je98e o0 God IUb,dd IJelJe.
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[root@cmx newcert]# cat cert.crt

MIICOTCCADLKCAQAWGYsxCzAJBgNVBAYTAk1YMREWDWYDVQQIDAhUBLGF4Y2FsSYTER
MA8GA1lUEBwwIVGxheGNhbGExD]jAMBgNVBAOMBUNpc2NVvMQwwCgYDVQQLDANUQUMx
GDAWBgNVBAMMD2NteC51eGFtcGx1LmNvbTEeMBwWGCSAGSIb3DQEJARYPY2140QGV4
YW1lwbGUuY29tMIIBIjANBgkahkiGIwOBAQEFAAOCAQ8AMIIBCgKCAQEAZYybDkDR
vRSwWD19EVadehsNjG9Cyo3vQPOPcAAdgjFBpUHME 8QNgn6YFAHYZdpKaRTIXhztm
fa/7NevblIP/pSBgYRXHXQEh19Gj4DTO0gT2T+AZ833J9KMSe8Bakj4qgY8Ua7GCdC
A62NzVcDxDM83gUD920Gbx0OF9VFE2hiRvCQc+d6gBRUTOXxtyLBAtcL3hkiOEQx7
sDAS5CwZU7ysMdWHUBNn4AglzI1gPyz1lmT3dwR0OgfOSYN4j5+H0nrYtrPBZSUbZaa
8pGXVu7sFtV8bahgtnYiCUtiz9J+k5VIDBjgpSzYzb3+KxeAA+g0iV3J1VzsLNt7
mVocT90PaOEI8wIDAQABOAAWDQYJKOZIhvcecNAQEFBQADGUEBAI6Q/A4zTErWP2usS
XtN8X6p6aP8guU0bTWhGEMBEgBQA0bBWYdhxaIltGtlaltdNcIGLACeMPuk7WpsiH
rUs5kiIjlAc2/ANBao6/nlv56vhGUx0d0g0fk/glbrKL+a8Lx9ixtee77aPZ1xVD
A/n3FANASIidWHOM4g8JunxbT33vM9h8H60ge/JI3BDnwa tRnkYaGWJI syWU1PCuO
TWPMagMkntv0JaEOHLg4 /JZyVSdDiTnmb/U8cEH2RrcUP8iw]ykDpb/V4tb4vVtgM
7+9HKxQRQHQ5Q718/QyMG6ctoD+B7k6UpzXvi5SFpvgGQWwXINC52suAt0QeeZjld
rpudLUs=

[root@cmx newcert]#

IJz1096 4. $o Llouble uuduwds Iuvoble JUlwes,ls JJs CMX.
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————— BEGIN RSA PRIVATE KEY----- < Your Private Key
MITEpAIBAAKCAQEA2gXgEo7ouyBfWwCktcYo8ABwWFw3d0yG5rvZRHVS2b3FwFRw5

————— BEGIN CERTIFICATE----- < Your CMX server signed certificate
MIIFEzCCAVugAwIBAgIBFzANBgkghkiGO9w0BAQsFADCB1DELMAKGA1UEBhMCVVMx

————— BEGIN CERTIFICATE----- < Your intermediate CA certificates

————— BEGIN CERTIFICATE----- < The root CA certificate that signed your certificate
MIIGQ]jCCBIKgAwIBAGIJAP] 9p10MATgoMAOGCSAGSIb3DQEBCWUAMIGUMQSWCQYD

IJg o956 5. oo IUuolss IUuolsss [Js CMX.
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Host:  sftp://<CMX-IP> Username: cmxadmin Password: essssssssses Port: QUICKCONNECT Rag

Status:  Retrieving directory listing...
Status:  Listing directory /home/cmxadmin
Status:  Diractory listing of *fhome/emxadmin® successful

Local site: Users/ st Remote site: /home/cmxadmin
> System * R
v v 12 home
> Shared 3
> admin
v cisco
» Trash
> .atem
.bash_sessions
> «config Filename Filesize Filetype Last modified Permissions  Owner/Group
.cups ..
.8gh .cassandra Directory  03/01/18 18:... drwxr-xr-x cmxadmi...
Filename Filesize Filetype Last modified -ssh Directory  10/23/17 08:... drwx------ cmxadmi...
. .bash_history 14485 File 042518 10:... -fw=------  cmxadmi...
Shared Directory 12/0717 11:17:01 Jbash_logout 18 File 1011614 08:... -rw-r--r--  cmxadmi...
admin Directory 12/05/17 15:28:24 Jbash_profile 176 File 1011614 08:... -rw-r--r--  cmxadmi...
cisco Directory 02/21/18 08:34:00 .bashre 777 File 03/2718 1M:0... -rw-r--r--  cmxadmi...

&p lowzo 91lddes 1duiolss 1Je9 ods 1Us 1Jpzds /nome/cmxadmin/.
pdlzbé: IUsJsd IUlve,)luos sus Wog lousld SFTP o CMX o9 /home/cmxadmin/.
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[root@cmx ~]# cd /home/cmxadmin/

[root@cmx cmxadmin]# chmod 775 final.pem

[root@cmx cmxadmin]# chown cmx:cmx final.pem

[root@cmx cmxadmin]# mv final.pem /opt/haproxy/ssl/newcert/
[root@cmx cmxadmin]# cd /opt/haproxy/ssl/newcert/

[root@cmx newcert]# 1ls -la

total 16

drwxr-xr-x 2 root root 4096 Apr 25 12:30



drwxr-xr-x 4 cmx cmx 4096 Apr 25 09:25 ..
-rw-r--r-- 1 root root 1054 Apr 25 11:01 cert.crt

1 cmx cmx 0 Apr 25 12:29 final.pem
-rw-r--r-- 1 root root 1708 Apr 25 11:01 private.key

“ITWXIWXr-X

[root@cmx newcert]#

IJglo96 7. oldds po 1o IJ Uivse wp woldo wuvdd Lozse.

[root@cmx newcert]#openssl verify -CAfile /opt/haproxy/ssl/newcert/final.pem
/opt/haproxy/ssl/newcert/final.pem
/opt/haproxy/ssl/newcert/final.pem: OK

Sew o wpuad eds Huwlds "esld §".
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[root@cmx newcert]#cmxctl node sslmode enable --pem /opt/haproxy/ssl/newcert/final.pem
enabling ssl
ssl enabled

[root@cmx newcert] #reboot
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[root@cmx ~]# cd /opt/haproxy/ssl/

[root@cmx ssl]l# mkdir backup

[root@cmx ssl]# mv host.pem backup/

[root@cmx ssl]# mv host.key backup/

[root@cmx ssl]# 1ln -s /opt/haproxy/ssl/newcert/final.pem host.pem
[root@cmx ssl]# 1ln -s /opt/haproxy/ssl/newcert/private.key host.key
[root@cmx ssl]#

[root@cmx ssl]l# 1ls -la

total 16

drwxr-xr-x 4 cmx cmx 4096 Apr 25 12:59

drwxr-xr-x 6 cmx cmx 4096 Mar 31 2017 ..

lrwxrwxrwx 1 root root 36 Mar 26 09:58 host.key -> /opt/haproxy/ssl/newcert/private.key
lrwxrwxrwx 1 root root 38 Mar 26 09:58 host.pem -> /opt/haproxy/ssl/newcert/final.pem

drwxr-xr-x 2 root root 4096 Apr 25 12:30 newcert
[root@cmx ssl]#
[root@cmx ssl]# reboot
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https://tools.cisco.com/bugsearch/bug/CSCvh21464

CA-KCG-lab
o cmx.example.com

cmx.example.com
Issued by: CA-KCG-lab

Expires: Tuesday, January 19, 2021 at 13:50:21 Central
Standard Time

@ This certificate is valid

Zﬂrffﬁuﬂr

¥ Details
Country MX
State/Province Nuevo Leon
Locality Guadalupe
Organization mex-wireless
Organizational Unit  lab-mex-wireless
Common Name CA-KCG-lab

[ CA-KCG-lab
& [2] emx.example.com

Subject Name
Country MX
State/Province Tlaxcala
Locality Tlaxcala
Organization Cisco
Organizational Unit TAC
Common Name cmx.example.com
Email Address cmx@example.com

Mot Valid Before Wednesday, April 25, 2018 at 14:50:21 Central
Daylight Time

Mot Valid After Tuesday, January 19, 2021 at 13:50:21 Central
Standard Time
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