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Reload with V2
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Switchover

Standby reloads with V2
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APs running V1

APs reloading using "Rolling APs" featura
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A Fallback to original active is not

part of the process so if needed that needs to be run manually
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I, CLI:

show install summary

lJolog IJpwsse:

Jloys Idl uosbl glesl s 1Jzlds "C" (JJwuuvsb sldogos):

WLC#show install summary
[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IJglo96 2: wlds po 1o 9236 IJwedp Bs 9 2 IJoowse

olds po o I pu spdle IJoede IJouulbs 99z3le IJoede IUlzoslbes Bs suoe IJosuse
ISwp weos> wubgsdol pu "bootflash:/packages.conf' (lze 1Jglogs 3).

I, CLI:

show version | i Installation mode

lJolog IJpwsse:



WLC#show version | i Installation mode
Installation mode is INSTALL

1Jgb9s 3: w9l pu ldpdd IUpuwegse JJoposs ("packages.conf”)
lo sY9u IJzoly wedpe Vs s)Jo Iowd9o: 09 SuwEs Juw spos pu IJ "packages.conf” oo )o.

I, CLI:

show boot

lJolog [Jpwsse:

WLC#show boot

BOOT variable = bootflash:packages.conf,12;
CONFIG_FILE variable =

BOOTLDR variable does not exist
Configuration register is 0x102

Standby BOOT variable = bootflash:packages.conf,12;
Standby CONFIG_FILE variable =

Standby BOOTLDR variable does not exist

Standby Configuration register is 0x102

I bo9s 4: 1oz 86 pu eldle Ided)l,

Sew o odsy 9236 ldoedp Iugiubs Vs uuilo 1Uzldos 99230 IJwedpe IJlzoslbss Szw I
d9o I 9u0¢ Iluweesh - ldogvésd IJuwse veeus lu Idosluod pyode 9luoe
Sw9luodsu pe verop IUogo.

I, CLI:

show chassis rmi
show redundancy

IJolog [Jpwsse:

WLC#show chassis rmi
Chassis/Stack Mac Address : 000c.29c4.caff - Local Mac Address
Mac persistency wait time: Indefinite

H/W  Current



Chassis# Role Mac Address

Priority Version State

*1 Active 000c.29c4.caff
2 Standby 000c.29d2.4018

WLC#show redundancy
Redundant System Information :

Hardware Mode =

Configured Redundancy Mode =
Operating Redundancy Mode =
Maintenance Mode =
Communications =

Current Processor Information :

Active Location =
Current Software state =

Peer Processor Information :

Standby Location =
Current Software state =

1Jglo9s 5: w299 pu 929> puwlzs JIdsse Vs 31,6 IJeposs IUesdwe (bootflash) Jogisy

lJue9,6 [Jgrs6

Duplex
SSO

SSO
Disabled
Up

slot 1
ACTIVE

slot 2
STANDBY HOT

169.254.10.9
169.254.10.10

198.19.10.9
198.19.10.1

a*.bin gzp lJu29,6 e9lds 1 eselulse. olds po ly sy €30 GB pu ldpuwles 1Jg )6 W 31Y,6
lJoposs Idesdes Yod ldpologs.

I, CLI:

dir bootflash:/ | in free

lJolog [Jewsse:

WLC#dir bootflash:/ | in free

14785671168 bytes total (11446026240 bytes free)

IJg1096 6: wlds po €30 9295 ©uds6 188 B> IJe@sp

030 ¢096 2luwe: JIu o IJoued 2ol wede B ceuwso uwlvd: wes 3 IJceumso s>

SYOUvd.

I, CLI:



show issu state detail

lJolog IJpw9se:

WLC#show issu state detail
Current ISSU Status: Enabled
Previous ISSU Operation: N/A

System Check Status
PTatform ISSU Support Yes
Standby OnTline Yes
Autoboot Enabled Yes

SSO Mode Yes
Install Boot Yes

Valid Boot Media Yes
Operational Mode HA-REMOTE

No ISSU operation 1is in progress
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I, CLI:

clear ap predownload statistics
show ap image

lJolog [Jewsse:

WLC#show ap image
Total number of APs : 2
Number of APs

Initiated : 0
Downloading : 0
PredownToading : 0
Predownload in progress : No

lJglogs 2: |51do o9y Idwulpe [duwledo
WO 2ldo £50 929> puwlzs JIBss Vs 316 IJeposs IUesdws (bootflash). sedoud siis el
lJowds) Bs wubsw pdudle IJocwse 1J@rspe6 wlguegsle 1Jle, install remove inactive.

I, CLI:

install remove inactive

IJgb96 3: 0 dasu 9spd lJuuwes 1dpisgss Jondss a8 udbs IUs o9d

Sedud eSS 030 IJ8ses 2o 257 (Ide> 1IGLos JGsed). Jleb lue I3l Tge,e 57 (I0p>
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I, CLI:



conf t

ap upgrade staggered {5 | 15 | 25 | one-shot}
end

write memory

lJglo9es 4: wujsd ue9yé .bin gds 9226 IJoegdpe

sedu J Yon ozesd 030 1uo9,8 gw CLIS o gJIJ 9lzos IJpuwcgse Iyumspss (GUI). pe
9lzod ldpuueisp IUyuu9pss. o3l swp gudpl w99p voubesd gpdss IJo)dsé.

I, CLI:

dir bootflash:*.bin
[OPTIONAL] copy ftp://

bootflash:

lJglogs 5: vovse lJuoy,yé



ov)i 0o IJglb9s |Upyedd Ui_9.J5 U IJo)y 960, wop luols o960 wyulpe 9226 Idozde IUs
318,6 Flash (103166 10p9 58) 9s0p caumsgol B 2ip. Sew 10 Suwoind 3J9 wooe

38158 werr 1Wupld godss "wouse 1GolBs8" c2dd pu bog, Iuog,s IUgasss eds luel "¢,
Oubbs" oy IJie, "show install summary".

I, CLI:

install add file bootflash:

show install summary

IJolog [Jpwsse:

WLC#show install summary
[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 17.09.04a.0.6
IMG I 17.12.02.0.2739

IJgbgs 6: wussd 1duo9ss puvedl Ids ublb [dyuosd (APS)

Iod vuuvsb 1Juog s veolz IJs wozse ullb 1Usuosd JJouisd Idpuved JJuo9,s €8,
IJouilos elds! (V2). B 2lds £30 wae ldouisd IJpuwwd Suvoduivd oydss 1ISSU Jigel

96 pbodsus Joddsd 38¢ 1Joedud gu IUged IUs 1z IUbos. $3 ouwsénd oo Igpdsé
€36 59lis 9 euww £33 vl 1Jgueed (APS) Iy owbd w9zsé IJoede 950 loolld IULoullb.

I, CLI:

ap image predownload
show ap image

lJolog [Jewsse:



WLC#show ap image
Total number of APs : 2

Number of APs
Initiated
Downloading
PredownTloading
CompTleted downloading
Completed predownloading
Not Supported
Failed to Predownload
Predownload in progress : Yes

OO OO NOO

lJglo9es 7: couuvsl 1Uue9,6 1Uz>s56
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0 360 58596 (6 wlgle). wpzy> wie gpdsé 1,886 wzdd goJs6 ISSU LlJIlpd: gpdsle
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I, CLI:

install activate issu [auto-abort-timer <30-1200 mins>]

lJolog IJpw9se:

WLC#install activate issu

install_activate: START Sun Jan 14 08:29:36 EST 2024
install_activate: Activating ISSU

NOTE: Going to start Activate ISSU install process

STAGE 0: System Level Sanity Check

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

--- Verifying Platform specific ISSU admission criteria ---
--- Verifying Image ISSU Compatibility ---

Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install_remote ---
[2] install_remote package(s) on chassis 2/R0



WARNING: Found 1545 disjoint TDL objects.
[2] Finished install_remote on chassis 2/R0
install_remote: Passed on [2/R0O]

Finished install_remote

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---
Finished wait for Standby to reach terminal redundancy state

STAGE 3: Installing software on Active

--- Starting install_active ---

WARNING: Found 2969 disjoint TDL objects.

[1] install_active package(s) on chassis 1/R0O

[1] Finished install_active on chassis 1/R0O install_active: Passed on [1/R0]
Finished install_active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---
New software will Toad after reboot process is completed

lool JWOY,6 2838 o ol 1Jelds 1deldss JJesdss wluuegsle IJie, "show chassis rmi"
9"show undancy" o udd 39,s. 03l sboy JJ ey U6 9236 wedp pu j9e HA 980 pl wg9o.
seds ls luosl. Jleb 1o IJgpdss B> ouweésrd 29lds 20 1Js 30 58s86.

ver Wopld IJe,8s6 pwens 1duos)ys uuvlbs 9JIJo "es) pdwjpd”:

WLC#show install summary
[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: active , time before rollback - 05:23:37

wpy luwole IJoowsw: uuo;_»ig@& IJoede W6 lduveds Idpedss IUJlgudIdss (WLC) s
lebsé wzpsd wllb 1Usuo9d (AP) w596 pwa)es. Jesl9ws st uldbd IUsuosd IJus wpe
wyoswol spdud lyuesle slzod Idpuwetse ILumgess (vee "leuolssle wrdss vk

IJs 9" Bs Buwe "oudss Iwlez") 19 1) slzes wb, 1JIsle, (CLI) "show ap 9o IJoubvé s
9ldss uwsbo) 98¢ gpd CAPWAP Jublb [Jyuoed. o3l sgbs luvlyo 1Js wdlb 1y Ides
op lehs czesdol Lldded. lue suvabst lsuol Bzuoe v 1d ap lucese cdss o sdzue I
log. suwwepd IJ "show logging" 0, eds IJzoly wedpe:



Jan 20 14:23:22.478: %UPGRADE-6-STAGGERED_UPGRADE_COMPLETE: Chassis 2 R0/0: wncmgrd: Staggered AP Upgra

IJgloss 8: [lteshs] lsdle psde "lUlsdlw IJodslkss”

B 2lds leosled IJs 95e 1o pu 1d 6 pulgle UGl goss JJondss (eusel sdso Josd
IJJdes) po udlb 1U9uo9d JJe)rdss 9e)ss [Jolds po 1o 03l sgpd wuvdd 26> Yod covse
1Ju29,0)c Spdud 188l 03l 1Jpddw. 9wo30 Idb,ys 96 Ju swpe Ido)lze IUodblss.

i, CLI:

install auto-abort-timer stop

IJgb9s 9: lzed Idwsulez 1zsss oluel

Se wldile cessole Idoogbsk oo U puwe)d Ew Epdslo gl Idogpsd Cluvaisle
|Jl o, install commit. 030 o 1Jglo9s 1JIgs,6 WO gpds0 w8506 £lxs0. sgpd IJlp, install commit
eds oole Ido)lez ew) gpdsle lehs 1o poss.

I, CLI:

install commit

IJolog [Jpwsse:

WLC#show install summary
[ Chassis 1/R0 2/R0 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

weed wuds IJluosl) 9lebs wepsd widlb 1Usuesd (APs) eds IUluosh 1zas wuwos widss
ISSU.

epdsle |uoloss

.:gfoeJQéJ lJews) eds veo IJefJ§|o IJig)s 1dos @ oeole [Js IJdsle wol logle o) 8s6 1ISSU
l9 wedoli pod lgolo IJw, 886 19 Idwslze Js luesh) uwlo :
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odp woldss 1Juo9)é w83. SEpJ 03l IJio, 9030 lJepdso B9 I3l Jp sop luosl) "oowse
IJIJesle" w83, wpzyd wudss Iue9)s Jl spdud Ide,lze wlboys 9o ISSU.

i, CLI:

install abort issu

lJolog [Jpwsse:

STAGE 1: Rolling Back software on Standby

--Starting Deactivation at the standby --
--- Starting abort_standby ---

[1] abort_standby package(s) on chassis 1/R0O
WARNING: Found 1545 disjoint TDL objects.

[1] Finished abort_standby on chassis 1/R0
abort_standby: Passed on [1/R0]
Finished abort_standby

STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---
Finished wait for Standby to reach terminal redundancy state

STAGE 3: Rolling Back software on Active

--Starting Deactivation at the active --
--- Starting abort_active ---

WARNING: Found 1545 disjoint TDL objects.
[2] abort_active package(s) on chassis 2/R0
[2] Finished abort_active on chassis 2/R0O
abort_active: Passed on [2/R0O]

Finished abort_active

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload ---

New software will Toad after reboot process is completed
SUCCESS: install_abort Wed Jan 17 21:58:52 CET 2024
client_loop: send disconnect: Broken pipe



IJowssd 1Js 9236 Idopde "dIowluss"

B Lsisé luolz. 030 IJgb9s Spdu 1o wdsw g9 Il Yoo wuss lu sdou zols IJoede
IJIuods vuibl 0,6 1858, w3, Tue wpess 19opld o)dss 1ISSU. Bl 1Jgess "lJelusss" os 926
IJoede IJougivbs. spdud slsel 1d)z9¢e 1Us 1Jzlds IJiqu§6 U bysd CuVdS wudsd B9s.
ceole IJs IJolds po 1o 9228 IJubs, B 2lds "9oe Iluweesls Iduuse” Gud IJpolugs.

I, CLI:

redundancy force-switchover

IJoslze 1Js 1Jzldo IduwleBo v IYeeld o@so ISSU

e wudss IJoy8so: Jl swp sep ldrzoe IJs 1Jluosl |..JL§>,o ISSU JJioJ'o,oé IJiquuug_sé
Jogsé lduede IUJluwdIsé pu Iduwdundé Cisco Catalyst 9800 Series. g5 o030 lJu9bé.
woEus gpdss ldoslee lelhs wepsd I pu spdlo Idoede IUJluvdIdss suile 1Usuesd (AP)
vuvow OESS) e pel wsdds IJs was) 98w IJwsdu eu ldgpd. spdud IJwse
vldozgl pu vilb lJoslze 1Jpolesd wp wpdsd i~$ puol yusop ldo)lze guvol.

I, CLI:

show install rollback
show install rollback id

install rollback to id

IJolog [Jpwsse:

WLC#sh install rollback

ID Label Description

3 No Label No Description
2 No Label No Description
1 No Label No Description

WLC#sh install rollback 1id 2



RoTlback id - 2 (Created on 2024-04-22 10:31:57.000000000 +0000)
Label: No Label
Description: No Description
Reload required: NO
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 17.09.04a.0.6

WLC#install rollback to id 2
install_rolTlback: START Thu May 30 09:44:38 UTC 2024
install_rollback: Rolling back to id 2

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Rollback ---
Performing Rollback on all members

[2] Rollback package(s) on Chassis 2/R0O

[1] Rollback package(s) on Chassis 1/R0O

[2] Finished Rollback package(s) on Chassis 2/R0O
Checking status of Rollback on [1/R0 2/R0]
Rollback: Passed on [1/R0O 2/R0]
Finished Rollback operation

SUCCESS: install_rollback Thu May 30 09:45:40 UTC 2024
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221693-troubleshoot-issu-upgrade-on-c9800.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221693-troubleshoot-issu-upgrade-on-c9800.html
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-ha-rau-apsp-apdp-issu-rel-17-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-ha-rau-apsp-apdp-issu-rel-17-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-ha-rau-apsp-apdp-issu-rel-17-1.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_issu.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_issu.html
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