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* Radicactive Trace

Conditional Debug Global State: Started

louble Idpd Bp wouisd Idpdd
pU 8lz0d Yulo, 1Jigle):
<#root>

WLC# debug wireless mac

<mac- addr ess>

monitor-time 600

Swp lugile pdW 238> Vs 31Y,6 IJwposs IUpddwo suwes ra_trace_mac_<mac-
address>_hhmss.xxx_timezone_dayWeek_month_day_year.log

<#root>
WLC# more bootflash:

ra_trace_MAC <mac- addr ess>_HHMVSS. XXX _t i mezone_DayWek_Mont h_Day_year. | og

logwe Idpd IJs ¢be Ehzs JJoedsd

<#root>
WLC# copy bootflash:

ra_trace_MAC <mac- address> HHMVES. XXX _ti mezone_DayWeek_Mbont h_Day_year. | og

ftp://username:password@<ftp-server-ip>/path/RATRACE_FILENAME. txt

Jp3s> oo Ipedsele 29d Ioowg euve: sozs Isese s o3l lbeolb.
LI pUIE

bze Ids Ideedsple Jdop pusubiss IJeed J LWA.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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<#root>
MAC: aaaa.bbbb.cccc

Associ ation received

. BSSID d4e8.801a.3063, WLAN LWA-SSID, Slot 0O AP d4e8.801a.3060, APD4E8.8019.608C, old BSSID d4e8.801a.
MAC: aaaa.bbbb.cccc Received Dotll association request. Processing started,SSID: LWA-SSID, Policy profi
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc Dotll ie validate ext/supp rates. Validation Passed for Supported rates radio_type
MAC: aaaa.bbbb.cccc WiFi direct: Dotll validate P2P IE. P2P IE not present.

MAC: aaaa.bbbb.cccc dotll send association response. Framing association response with resp_status_code
MAC: aaaa.bbbb.cccc Dotll Capability info bytel 1, byte2: 14

MAC: aaaa.bbbb.cccc WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled

MAC: aaaa.bbbb.cccc Clearing old call info.

MAC: aaaa.bbbb.cccc dotll send association response. Sending assoc response of Tength: 161 with resp_st
MAC: aaaa.bbbb.cccc

Associ ati on success.

AID 1, Roaming = True, WGB = False, 11lr = False, 1llw = False Fast roam = False
MAC: aaaa.bbbb.cccc DOT11l state transition: S_DOT11_ASSOCIATED -> S_DOT11_ASSOCIATED

el 96 L2

<tfroot>

MAC: aaaa.bbbb.cccc Starting L2 authentication. Bssid in state machine:d4e8.801a.3063 Bssid in request
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L2_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc L2 Authentication initiated. method WEBAUTH, Policy VLAN 0, AAA override =1
[aaaa.bbbb.cccc:capwap_90400002] -

authc_list: forwebauth

[aaaa.bbbb.cccc:capwap_90400002] - authz_list: Not present under wlan configuration

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc

L2 Authentication of station is successful.

, L3 Authentication : 1

Szwed Idgpsd eds euslo IP pesu

<tfroot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE
MAC: aaaa.bbbb.cccc

Received ip |l earn response. nethod: | PLEARN METHOD DHCP



el 96 L3

<{froot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS
MAC: aaaa.bbbb.cccc

L3 Authentication initiated. LWA

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT

Sewed IJgpsd eds ewslu IP

<{froot>

RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE ->

< <0 n <<u0nun

S_| PLEARN_COWPLETE

peldes IUoslo 6

<#root>
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X.X] dst [Z.Z.Z.Z] url [http://connectivitycheck.gstatic.conigenerate_204]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Read complete: parse_request return 8
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Param-map used: Twa-parameter_map
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

State GET_REDI RECT -> GET_REDI RECT

[...]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

GET rcvd when in GET_REDI RECT state



[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
HTTP CET request

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Parse GET, src [X. X X. X] dst [192.0.2.1]

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Par am map used: | wa- paraneter_nap
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

State GET_REDI RECT -> LOG N

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
Sendi ng Webauth login form

, len 8076
[...]
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

POST rcvd when in LOA@ N state

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

St at e AUTHENTI CATI NG - > AUTHC_SUCCESS

url [https://<virtual-ip-address>: 443/ ogin. htm ?redirect=http:

Read complete: parse_request return 10

get url: /Togin.html

Read complete: parse_request return 4
Param-map used: Twa-parameter_map

State LOGIN -> AUTHENTICATING

45876/176 I0 state READING -> AUTHENTICATING
Param-map used: Twa-parameter_map

pedyple gpdsle WLC IJos uvsope cbousyol eds gpsd wvolss ldosuosd

<#froot>

[aaaa.bbbb.cccc:capwap_90400002]

Aut hc success from WebAut h, Auth event success

[aaaa.bbbb.cccc:capwap_90400002] Raised event

APPLY_USER _PROFI LE

(14)

[aaaa.bbbb.cccc:capwap_90400002] Raised event RX_METHOD_AUTHC_SUCCESS (3)

[aaaa.bbbb.cccc:capwap_90400002] SM will
[aaaa.bbbb.cccc:capwap_90400002] SM will

Aut henti cati on Success

not send event Template Deactivated to PRE for OxAE000012
not send event Template Deactivated to PRE for OxAE000012

Resolved Policy bitmap:4 for client aaaa.bbbb.cccc



Applying Attribute :

usernane 0 "cisco"

Applying Attribute : aaa-author-type 0 1 (Ox1)

Applying Attribute : aaa-author-service 0 16 (0x10)

Applying Attribute : clid-mac-addr 0 3a e6 3b 9a fc 4a
Applying Attribute : addr 0 0xacl04206

Applying Attribute : addrve 0 "p€"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : addrvé 0 " ?I??"

Applying Attribute : target-scope 0 0 [client]

Applying Attribute : audit-session-id 0 "1A4210ACO000001C5B12A51C"
Applying Attribute : aaa-unique-id 0 28 (0Ox1lc)

Applying Attribute : client-iif-id 0 4261415483 (0xfe000a3b)
Applying Attribute :

vlan-id 0 100 (0xa63)

Applying Attribute : session-linksec-secured 0 False
Applying Attribute : nas-ip-address 0 0x0

Applying Attribute : nas-ipv6-Address 0 ""

Applying Attribute : interface 0 ""

Applying Attribute : port-type 0 19 [802.11 wireless]
Applying Attribute : nas-port 0 10014 (0x40eba)
Applying Attribute :

cisco-w an-ssid 0 "LWA-SSI D

Applying

w an-profile-name 0

Attribute :

"LWA- SSI D'

Applying Attribute : dnis 0 "d4-e8-80-1a-30-60:LWA-SSID"
Applying Attribute : formatted-clid 0 "3a-e6-3b-9a-fc-4a"
Applying Attribute : bsn-wlan-id 0 16 (0x10)

Applying Attribute : nas-identifier-wireless 0 "LWA-SSID"
Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute : priv-1vl 0 1 (Ox1)

Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute :

met hod 0 1 [webaut h]

Applying
Applying

Attribute :
Attribute :
[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr username(45

clid-mac-addr 0 3a e6 3b 9a fc 4a
intf-id 0 2420113410 (0x90400002)

[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute

Add/ Updat e usernane ci sco

[aaaa.bbbb.cccc:capwap_90400002]

Recei ved User-Nane cisco for client aaaa. bbbb. cccc

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr auth-domain
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002] Context changing state from 'Running' to 'Authc Success'



[aaaa.bbbb.cccc:capwap_90400002]

User name ci sco received

[aaaa.bbbb.cccc:capwap_90400002]

W.AN I D 16 recei ved

s WLC pJod og)s9 ldpuwasp eds IUgpsd IdbyBs 1Ueouod

<#froot>

Applied User Profile: aaa-author-type 0 1 (0x1)

Applied User Profile: aaa-author-service 0 16 (0x10)
Applied User Profile: clid-mac-addr 0 3a e6 3b 9a fc 4a
Applied User Profile: target-scope 0 0 [client]

Applied User Profile: aaa-unique-id 0 28 (0Oxlc)

Applied User Profile: client-iif-id 0 4261415483 (0xfe000a3b)
Applied User Profile: vlan-id 0 100 (0xa63)

Applied User Profile:session-linksec-secured 0 False
Applied User Profile: nas-ip-address 0 0x0

Applied User Profile: nas-ipv6-Address 0 ""

Applied User Profile: interface 0 ""

Applied User Profile: port-type 0 19 [802.11 wireless]
Applied User Profile: nas-port 0 10014 (0x40eba)
Applied User Profile:

cisco-w an-ssid 0 "LWA-SSI D'

Applied User Profile:

w an-profile-name 0 "LWA-SSI D'

Applied User Profile:nas-identifier-wireless 0 "LWA-SSID"
Applied User Profile: priv-1vl 0 1 (0x1)

Applied User Profile: method 0 1 [webauth]

Applied User Profile:

clid-mac-addr 0 3a e6 3b 9a fc 4a

Applied User Profile: intf-id 0 2420113410 (0x90400002)
Applied User Profile:

usernane 0 "cisco"

Applied User Profile: bsn-wlan-id 0 16 (0x10)

Applied User Profile: timeout 0 86400 (0x15180)

Applied User Profile: timeout 0 86400 (0x15180)

MAC: aaaa.bbbb.cccc Link-Tocal bridging not enabled for this client, not checking VLAN validity
[aaaa.bbbb.cccc:capwap_90400002]

User Profile applied successfully - REPLACE

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr method(757)



[aaaa.bbbb.cccc:capwap_90400002]
Rai sed event AUTHZ_ SUCCESS (11)
[aaaa.bbbb.cccc:capwap_90400002]

Cont ext changing state from'Authc Success' to 'Authz Success'

lJopdo puolb 96 1U9sw

<#root>
MAC: aaaa.bbbb.cccc
L3 Aut hentication Successful.

ACL:[]
MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

S _AUTHI F_WEBAUTH_DONE

wwplo AAA IJpbo$o eds Idgpsd IJuoliss

<tfroot>

[ Applied attribute : username 0 "

ci sco

"]

[ Applied attribute : bsn-wlan-id 0 16 (0x10) ]

[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute :bsn-vlan-interface-name 0 "

myvl an
n ]

9u29d IJgpsd IJuoliss IJs elds IJogugsd

<tfroot>

Managed client RUN state notification: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

S_CO_RUN

wsubsgole luwad il IJigble gl odlzol I ulisgd



eldle wubd 1Jeuol> 96

IUleeoble

o 589J IUpsgd 1Ublo, "G IUpuols 8" wes bild wslole Ilgeels I opszs.
* obo, WLC IJgpsd Vs 2lJo :'ongé ,o:_,obLéé XY
© SUp &P LoORs IJuolss IUldss py6 Ieys Jdpuwedse.

suwble WLC RA

<tfroot>

[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][
[aaaa.bbbb.cccc][

X]capwap_90400002 Param-map used: lwa-parameter_map
X]capwap_90400002 State LOGIN -> AUTHENTICATING
X]capwap_90400002 40828/176 IO state READING -> AUTHENTICATING

X.X.X.
X.X.X.
X.X.X.
X.X.X.X]capwap_90400002

Param nmap used: | wa- paraneter _map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State AUTHENTICATING ->

AUTHC_FAIL [ | NVALI D CREDENTI ALS]

[aaaa.bbbb.cccc:capwap_90400002] Authc failure from WebAuth, Auth event fail
[aaaa.bbbb.cccc:capwap_90400002] (Re)try failed method WebAuth - aaaa.bbbb.cccc
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Failed'

IJzdsd IJpsuos wol
olds U 929> Vlispo by g AAA IJIVG,)lose Jowsse Iduveds gds wdssy WLC.
PL 9lzod IJpuueisp 1)y pse:

1. 1oedd IJs IJedsso > IJlels > AAA > §lises by § AAA > [Jod9s . lud) W96 +
luolwe.
2. 9p wodysuo J:
1. lgwpe Blises 1, d: IJIG el os
2. IJuse: IJuvwds
3. w9g IJpzeses: peds
3. 108, WB99 whbosd eds 1Jzols.



Quick Setup: AAA Authorization x

Method List Name* I default I

Type* I network v I )

Group Type I local - I @

Authenticated D

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
802.1x-group
ldapgr

AMEL
(<] [J (] o

I'_:u-mq_u'c-t-v: T > SecurityT > Mﬂl Show Me How °
Servers [ Groups AAA Advanced
Authentication
| ==

Marme T Type T Group Type T Groupl T Group2 T Group3 T Groupd T

I Authorization

Accounting

[D aefault NEtwork ocal NiA T NI MR I

1 o =

pU Slz0d Lulb IUisle,:

<tfroot>

WLC# configure terminal
WLC(config)# aaa authorization default network Tocal

Jl sbo, 1dpsed Jdpuwegse 9JJu sbo, IJgpsd pouodl
IJowded Idpeopd 1dss sop ldegled pgo pu ldepsd IJuolss
+ s Idgpsd IJuolss Tu zolie "eouod".

s Jlsys ldgpsd lJuoliss [Jpsgd.



o Jls@9p lJepsd IJuoliss whbgld lsé wslule lgepls.
* bsldgpsd lJuoliss guslo IP pesuo.
« wgyHue WLC Idgpsd Vs glds "ouvgsd”

suwble WLC RA

stwed IUgpsd eds slu IP wp cesswo 950p vddo eds 1By, IJs 2lJs "ldegvgsd"” eds
couo) Idogde Vs IJgvodo Idpedss IJJluwdIdss (WLC). wboy ywele ldpuweise o Jo
VLAN ldpgswo JJgpsd [Juoliss W ib.

<#root>
MAC: aaaa.bbbb.cccc

Client IP learn successful. Method: DHCP IP: X X X X

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr addr(8)
[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute Add/Update addr X.X.X.X
MAC: aaaa.bbbb.cccc IP-learn state transition:

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

MAC: aaaa.bbbb.cccc Received ip learn response. method: IPLEARN_METHOD_DHCP
[ Applied attribute :bsn-vlan-interface-name 0 "

nyvl an

"]

[ Applied attribute : timeout O 1800 (0x708) ]

MAC: aaaa.bbbb.cccc Client QoS run state handler

Managed client RUN state notification: aaaa.bbbb.cccc

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

IJzdsd IJpsuos wol
olds po wpdsu woe lUssw eds uvwdé WLAN.
pL Sleod Idpuwetse Ihum9pss:

1. luedd Ids Idedyse > Idedlele sldoyosudle > Guodle WLAN.
2. 23> gvoJlo WLAN [Jgluos wlzosd Uy oed (LWA).

3. loodd lJs IJolese > IUbo@s 3.

VA O eu wpdsy glud IJlgusl) vog IUssw.



]

Selactad WLANS : 0
] Staws Y Name ¢ T O T Lawer
] [+] LWA-SSID * 16
1 [ o]
] B
&
>

Sdie opdsu voz 9sv

pw 9lzod b, I.Ji_9IIoJ:

<{froot>

WLC# configure terminal

WLC(config)# wlan

<w an>

WLC(config-wlan)# shutdown
WLC(config-wlan)# security webauth
WLC(config-wlan)# no shutdown

Je sop [bol) 1Jpsed Jdpuwedse 9l s89p 1Jepsd wldloold
IJowded Idpeopd 1dss sop ldogled pgo pu ldepsd IJuolss
-+ &8 Idgpsd Jooliss o zobio szlsd IJleuold Gluveel.

s Jlsys ldgpsd lJuoliss [Jpsgd.
© Jlsewss Idgpsd Iduolss eds guslo IP pesu.
« ogyue WLC IJgpsd B 2lds "o gdsé WebAuth'.

IJzJdod IUpsos wol

G wopdso g9be HTTPHTTPS I o)9)s6. o0 Idppedu IIu IJzuo9d eds piss pu lduzde



IS 29 HTTPHTTPS IJos sdie wpdsuel Jdodsd wuvdd Jled pe leoslzle Iduveds.
Isele Iszoe Ids sl ldboolb Jdeuesd eds piss po ldpedsele 29d odssu bdole HTTP 9
HTTPS Jeuolb 6 95w wbsl Jozgs IJess> pu presele HTTP Idesg9ps. eds uvwsd Idpold.
Sedu lgwegsle HTTP Joywdsd Isse S8 9 HTTP Ideguegse Jeuolb§6 IJsse.

Jduwele wbbé Izols IdbLs 9pu0b 96 1Ussw pg 9029d HTTP 9 HTTPS gds 2> uwgle: pu 9lzos
o) 1JIsle):

WLC# configure terminal
WLC(config)# ip http server
WLC(config)# ip http secure-server

wedsy: Bl op websd JJNJEbpsu Ul s9zs 90209 [Js 9lzod IJpuwegsp IUum9pss
(GUI) 1Jglob w9236 Idoedp B 1duvwds 1 pedss 1JJluuddss (WLC).


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635

JI seuod Idgpdle IJuolissyu eds guslo IP
IJuwdod ldpzopd Iss sop ldogled pgo pu lepsd IJuolss

.« sus Idgpdle IJuolisssu 1o zolioe szlod wluwe el IJzuesd eds guslo IP.
¢ oeruo WLC IJgpsd B 21Js "o IP".

euwble WLC RA
bJole piges wou s s bed.

RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s

IJzdsd IJesos wol
IJlsds: olds oo lo pdwd wg s Iduwsluws wo gvwdle VLAN IJuoeses | egsws.
pL Sleod Idpuwetse Ihuu9pss:

1. luedd s Idedyse > Idedlple 9o9sosle > Idguslgws.
2. 23 pdV ogys IJuog IJpuwedse.

3. luyewd Ids gvsluwle 1Jsuesd.

4. 2> yuoJs VLAN IJspus.

I_ fauration = > Taqs & Profiles = » poncyl Edit Policy Profile x
A Disabling a Palicy or confguring it

Admin T Associated © T

Status Policy Tags Policy Profile Name Genera Acdess Policieg
(] (] 1Y wa-policy_profike | o
RADIUS Profiling
(] ] default-policy-profile WLAN ACL
! I 0 Pvd ACL - | B
TLV Caching
= P ACL v | B
WLAN Local Profiling
URL Filters @
6]
[ ~]
L (2]
[~
VLAN

D Car 5 Update & Apply to Device




oeu 9lzod yub, LJi_9I,oJ:

<#root>
WLC# show wireless profile policy detailed

<policy-profile>

Policy Profile Name :

<policy-profil e>

Description :

<policy-profil e>

Status : ENABLED
VLAN :

VLAN- sel ect ed

[...]

WLC# configure terminal
WLC(config)# wireless profile policy

<policy-profil e>

WLC(config-wireless-policy)#

vl an <correct-vl an>

Slousl: olds o0 929> wgpe DHCP pulz Jdpuweése Vs pdlu pl. ©2dd pu ldodssu 1Jglue wo
900 lpdluss 1Jgosd lJso. wlboj el RAIJes wp) pu ¢JlJol gpJsé VLAN DHCP DORA.
wepuw o3l VLAN IJz g VLAN.

DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,
DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,

Je swp &ue ldwsles ldpguouos Jepsd Iduolss

IJuwdsd ldpzopd Iss sop ldogled pgo pu lgpsd [Juolss
.« sbo, lJpsgd IUIGe,luos J WLC.

lJz2dsd Idesuos wol



IJisds: olds oo lu 1duvwds 1dpedss IUJluvddss (WLAN) ouuogse sbé pedele puols 96
IJssw IJptuouos.

pL Sleod Idpuwetse Ihum9pss:

1. luedd s Idedse > Idedlele sldoyosudle > Guodle WLAN.
2. 25> yvoIds WLAN oy IJSlis po.

3. luodd lJs IJolese > IUbo@s 3.

4.2 ©ESSU pedpd pob$6 95w IdpE 08

Edit WLAN =

Jconfiguration = » Tags & Profiles - > wiAN] Edit WLAN x

a alad kM ol Conacilly o ks coaraced A5k

Selocisd WLANS :0 i

[ e T D T . Layer3

(] [+] LWA-SSID * 16 —

1 N =]
I 3

Sp LS ptlob pedps pEuou0s
U 9lzgoé Lo, 1JIgle):

<{froot>

WLC# show wlan name LWA-SSID
WLAN Profile Name : LWA-SSID

[...]
Security:
Webauth Parameter Map :

<par anet er - map>

WLC# configure terminal
WLC(config)# wlan

<w an>

WLC(config-wlan)# security web-auth parameter-map

<par anet er - map>



IJeloss: oo ldpop pdlebs o IJezpesd lJpeuoue pu wilus IUsso eds Cisco.com JI sgpd o8
9lzod wipzd 8958 908826 JUELSS. ssuos wubdd Elp Vlple cessile B8k eds puvoss
CSS 9y pl luolWs o9, l9 ildwoel. IJobosdle: PHP. pogs)lo IJogssd: Response.js: 9odsl.
£ p289p8. 3l Jp swp 8102 p32d peuoue eds Idgpsd: Selad [uweesle Lodzle WLC
IJlo,luoss 9l el 131 Iy pu ldppdo ol Idpgvdds. 131 wp )00 IJwslws wogle: Would
ubse ) peopd eds Iduale 1dpguoues Ios e, luvaglpol.

>0) VS 9wy luweésle CLI Jluolws

oldol: Bl oo ogwegse EWC (9226 wpdp Jlw JIsé
IJoodzle Idpguouns Juoelu eyuoel wuvdd Lorse:

<tfroot>

EWC# configure terminal
EWC(config)# parameter-map type

<par anet er - map>

EWC(config-params-parameter-map)# custom-page login device flash:loginsantosh.htm]l
EWC(config-params-parameter-map)# custom-page login expired device flash:loginexpire.html
EWC(config-params-parameter-map)# custom-page failure device flash:loginfail.html
EWC(config-params-parameter-map)# custom-page success device flash:loginsucess.html
EWC(config-params-parameter-map)# end

Jp sop lboly IJpsgd ldptuoue wuvdd Lorse JJegesd IJueliss
IJuvded Ipzopd 1dss sop ldogled peo pu ldepsd IJuoliss

+ Jo s e Idestd Idetuowe vuvdd wozse (s Jlsoe 02 1dues)).
lJzdod 1de9uos wol
olds oo o Ersbé 1dpedes 1Jeles Jol gusly IP bloys pgsu.
PL Slzod IJpyueise ILumgpse:

1. loedd s Idedsse > IJlelo > sLol386 lJssw.

2. 22 rsbo Ipedes IUgpspss pu lJksps.
3. luolWs gusly IP bloys £ Blod JJwszso.


http://cisco.com
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products

Edit Web Auth Parameter

| Configuration = > Security * > Wab Auth]

Paramater Mag Mame
(m T

m

e 0eSSU sy IP 1dblo,s W ¢yslos IJpedpes IUgles [Js guslo IP g5y Slod JJeszse

pU Slz0d Lub IUlsle):

<ffroot>

WLC# show parameter-map type webauth global
Parameter Map Name : global

[...]
Virtual-ipv4 :

<unrout abl e-i p>

[...]

WLC# configure terminal
WLC(config)# parameter-map type webauth global
WLC(config-params-parameter-map)# virtual-ip ipvé

<unrout abl e-i p>

Banaer il

o Upclate & Apply




odpse sepd ewslu IP 1dbloys Jeuslu lglhs worse JuoIdes cuvesd 1s¢sd
Jeuob$6 1Jsse. sew Il sdsu Jis zoli 18 eds IUubwds 0w IP. sszw Ul sep
CEssuo lds pods Beds: Jpel Jl sz 1o sdou 92931 e ks 229 wozse. J3JI.
$9u2S wod9su IP Idbloys Jeuslu IP g5y p9zo: 9spdu luwedsle S3b odd 1Je9z956
eJs RFC5737.

$99d Portal o Jouoldd Es) leolopdd pu Suvd IJosése”
IJuwdsd ldpzopd Iss swp ldogled pgo pu lepsd IJuolss

s epsd gbl gus Bog ldwslus sdod lu Ileuald s Te.
* 0 ldposde lu suvere Idesed yiolds.

lp9) Sew per Sl


https://datatracker.ietf.org/doc/html/rfc5737

BlIlYy po IJpe9de eruo 1dprgd uopew HTTPS: Woil sgus o0 Sewlz IJs luwwgsle yvol>é SSL
(bouwsd ples IJessosd 1lews). sew o wuos) 030 IJubolsé pu 0siss upsLe wlugsd Jzod
¢hess JJoedd pu lu Ideeld edsds: 9098s, IJeds JJgpdle IJuolisssu gus 1beld wslule
lecplyoe sl &0 1dwslus. Jozpsd Uuohs [Us goues Ideede Bs Idubwds IUppdss
lJJlgwdIdsé (WLC): syes lese [Js o3l e wons.

lJ2Jod IJpsos wol

IJlsds: Il wuivgsd gsple HTTPHTTPS IJplbdsws. pu Idpedo 10 1deu09d £Js pis> pu
lJogde Bs 9lbe HTTP/HTTPS IJos sdie wedsuel JJodsd vuvdd Jlpd e leoslele
lJuveds. Id)zle Iyzoe 1Js ol Lol Jdzueed £Js p58s pu ldpedyple 2od wdssu bdule
HTTP 9 HTTPS Jp_ol> 80 1S w.

ou 9lzod yub, I.Ji_9|,oJ:

WLC# configure terminal

WLC(config)# no ip http server
WLC(config)# no ip http secure-server
WLC(config)# ip http server
WLC(config)# ip http secure-server

olousl: olds U wepsd [duvolbs wuvdd poese IUs suue) Iduede Vs Iduveds 1pedss
IJJluwdIdss (WLC) 9p0 woré wbsg wedleseol.

pL Slzod IJpuuese Ihuwgpss:

1. 1oedd s Idedsse > IJlely > 516 PKI
2. l1doze gu TrustPoint s 1JSlspo
3. ozl pu wlosdol

[ - > PKI Management I



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring

PEI Management |

T Comécsie Roguests Kiry Gonarated T lssuing CA Authenticated T Used By

O0o0Oo

Certificates x Certificates x

CA Certificate| Devic CA Certificate Device Certificate
CA Certificate Certificate

Status: Available Status: Available
Certificate Serial Number (nex): @1 Certificate Serial Number (hex): €2
Certificate Usage: Signature ificate Usage: General Purpose
Issuer: Issuer:

©* <prganizational-unit> o= <organizational-unit>

<n: <common-name> cn= <common-name>
Subject: Subject:

o= <organizational-unit> Hame:

cn=<COMMOon-name:> Serial Number: 9217PVKUQ2B
Vali ate seriallumber=9217PVKUQ2B+hostname=standalone
0= <grganizational-unit>
cn= <common-name=
Validity Date:
start date: 15:55:23 UTC Mar 14 2024
a2 g par 12 2034

Storage: nvram:CiscoVirtual#2.cer

Storage: nvram:CiscoVirtual®lCA.cer

929> TrustPoint CheckTrustPoint
DetailsCheckTrustPoint

pU 81208 ywlo, 1Jisle):

<#root>
WLC# show crypto pki certificate

[<certificate>]

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=<Common Name>
o=<0rganizational Unit>
Subject:
cn=<Common Name>
o=<0rganizational Unit>
Validity Date:

start date: <start-date>

end date: <end-date>

Associ ated Trustpoints: <trustpoint>

oldal: olds po o Iduielss IJuopses [Upesss Jluveesle eds ersbé pedple WebAuth 900



pbolu 86 luwe pUDSD IPVA IUbloss JJluwe lJuslise (CN) B 1 iolsé.

PL 9lzod Idpuueise Idyumspse:

1. 1oedd s Idedsse > IUlely > 0ol 86 Issw.
2. T é)@bé |.JroE_Jp6 |Jrouuotbr06 y-19) |JL9|590
3. w2dd pu Loes luwp puosYd IPV4 IJblo,s 9 TrustPoint.

| E Ty Web Adth | Edit Web Auth Paramater ®
Parameter-mag Name global Virtual P4 Adire <unretable-ip*
Pararitid Map Namo
O ol Msiffum HTTP connections 100 Trusipoint ra— -
t 120 “cartificate LN
s} u]
o n]
o
a}
s}
o Banner Configuration

o2d8 pu luve puosW IPVA IUslis s 9 TrustPoint

o0 9lz0d Lwlo, 1JIgle):

<#root>

WLC# show run | section paramter-map type
<t ype> <nane>

parameter-map type

<t ype> <nane>

[...]

virtual-ip ipv4

<unrout abl e-i p> <certi fi cat e- conmon- nane>

trustpoint

<t rust poi nt >



osedyple slo Lods

NG A-X Y 1596 l.Jo.sw Catalyst 9800 WLC
o logwle 9ouisd guoble CSR g.Js Catalyst 9800 WLCs
¢ wdosy lJolzole I blo,sé



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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