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WLC Aruba CPPM
10.85.54.99 10.85.54.98

WIN16
AD/DHCP/CA/DNS/NTP
10.0.10.4

B q

| 10.0.10.x |

OOB 10.173.125.x/24

Vlan2: 10.93.136.52/28
Vlan21: 10.93.136.65/28

Win10 Client
10.173.125.1

AP1:9130 AP2:9130 AP3:4800  AP4:4800

od9su 9236 IJoede IUJluvdIsé Catalyst 9800

B pold IJodasy ol sop ldlunedhs po uesse IJodssu IJzrss O C=)9800 Jlouile pdudle
IJog s sldedlele 1JJLes Josids, 9,09 1Juinds dotlx [Js Buge 1Jpduwaws. Swp
odésue IJodssu IJolog Bs IUpgbl.

WLAN Profile: WP_Corp Policy Profile: PP_Corp

S5ID: Corp Central Switching: Disabled
PO“C\! Tag: PT_BI"EF‘ICh Layer 2: WPA+WPA2 Central Auth: Enabled

WPA: AES, 802.1x Central DHCP: Disabled

AAA: DotlX_Authentication Vlan: data (2)

AP Join Profile: APJP_Branch
NTP Server: 10.0.10.4

AP Site Tag: ST_Branch_01

MAC: 30000 XXX KXKK Enable Local Site: Off (to enable FlexConnect)

Flex Profile: FP_Branch
Native Vlan 2
VLAN: 2 (Corp)

5GHz Band RF: Typical_Client_Density_rf_Sgh
RF Tag: RFT_Branch

2GHz Band RF: Typical_client_Density_rf_2gh

C9800 - s su pedele AAA J dot1x

IJ¢lbgo 1. |olds ¢lse Aruba ClearPass Policy Manager 'Corp' |Js wd9sy 9800 WLC. lue@gd
IJs IJodssy > IJolese > AAA > 1Jggb p/lpzpsele > RADIUS > 1Jggbe. 108, 896 +lolbs
9bed pedsple ¢lbe RADIUS. 108, eds iy wbwsd eds IJgols Jel 09 p9 o B 030 1du09,6.



Create AAA Radius Server H

Name* CPPM_Corp

Server Address* 10.85.54.97

PAC Key

Key Type Clear Text =
Key* @

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

[ O Cancel J ‘ _ Apply to Device ‘

1296 2. w285 presgs e9bp AAA JJpuwetsesu IJpduwunssu. luodd s IJodsse >
IJeleso > AAA > IJg9belldpepsele > RADIUS > I pze9ele 9108, ©9.8 +lolds: I>ed I up
rer9d £9bp RADIUS 9235 pedsple ¢bpe RADIUS. 1b6) eds by wbusd eds IJzels Jel o9
£ILPT DS 00 19,6,




Create AAA Radius Server Group %

Name* ﬂ AAA_Group_Corp ‘
Group Type ‘ RADIUS
MAC-Delimiter ‘ none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 5
Source Interface VLAN ID ‘ none | v \

Available Servers Assigned Servers

' CPPM_Guest

[——

CPPM_Corp T

AEE
J 6 Gl

1296 3. $p wozass Slised byd Idpuols$s dottx Jdpuwaetsesu ldpduwunsso. loedd Us
IJodoso > Iiels > AAA > §lises by AAA > 1Jpeu0lb86 9108, 8908 Huolds. 253 u9g dotIx ey
IS8k p6 Idpouwsds. 1ol eds iy obwsd eds IJzels Jel 09 p9 0z s 030 1Ju09,6.




Quick Setup: AAA Authentication %

Method List Name* Dot1X_Authentication

Type* ( dot1x -

Group Type group v| @

Fallback to local

Available Server Groups Assigned Server Groups

. radius { . AAA_Group_Corp ‘>
Idap
tacacs+

WLC_Tacacs_Servers
AAA_Group_Guest

=| Apply to Device ‘

ololela

i B

C9800 - o J9 sy pJV o s WLAN 'Corp'

IJajega 1. Io.c,éJ lJs IJodssy > edlple 90908810 > Jluu'J-.’J.sgIon +Holds. e luwpe
pJB g5 9 SSID 'Corp' 98, WLAN g5,y puweise wlddgd.

Add WLAN e
| General Security Advanced

Profile Name* . WP_Corp Radio Policy | All v |
SSID* Corp Broadcast SSID
WLAN ID* 3

Status ENABLED .

= Apply to Device

21096 2. 1oodd s edles IJowsse Wlelo 5e1p6 IJowsse 1Jb,es6 IUbwds 2. Jl 2les
Jogss s pu ldpedele IUlo)luosé Jpold Idodssy oll.



Add WLAN '

General Security Advanced

Layer2 Layer3 ABA

Layer 2 Security Mode il Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab... »
Protected Management Frame Over the DS
Reassociation Timeout 20
PMF Disabled B
MPSK Configuration
WPA Parameters
MPSK

WPA Policy
WPA2 Policy =
GTK Randomize
QSEN Policy
WPAZ Encryption « | AES(CCMP128)

CCMP256

GCMP128

GCMP256
Auth Key Mgmt + | BO2.1x

PSK

CCKM

FT « 802.1x

FT + PSK

802.1x-SHA256

PSK-SHA256

lJglogs 3. luw®d |Js gdlps IJowsse 1J9,es0 AAA 9255 §lispes b, lJeuob 96 lJos wpe
wdysuol puwodl 1ol eds iy wbesd eds IJzols Jel 09 9oz B 00 IJL09)6.



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA ‘

Authentication List Dot1X_Authenticatiol » P

Local EAP Authentication

C9800 - o9 su pdd ©g)rsd IJumsluws

IJgbo9s 1. loedd IJs IJodsse > gdlele 9pd3le IJog s > Iduusluwé slud, +luolds gixeJ
luwe 90098 Jogos Iuwsluws. $p vopdsu lduee: segbsd Idozasd 1Jp,dss 9 DHCP
SIGslu 2 sop wrasd b p19) Idpuwetse IJuinds pedsl Bs wdbs 1Jsuosd Jel o9
p9LPT S IJu29s.



Add Policy Profile

|

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

| General Access Policies

Name*

Description

Status

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

QOS and AVC Mobility

‘ PP_Corp
‘ Policy Profile for Corp

enagteo [

B oisaeLen

. DISABLED

N III

2-65519

Advanced

WLAN Switching Policy

Central Switching . DISABLED

Central Authentication ENABLED .

Central DHCP . DISABLED

Central Association

Flex NAT/PAT

=| Apply to Device

IJ1096 2. luedd [Js edled IJowsse umsluwls 1d9uesd 9bed eerd Liwds VLAN 9!
Jsoe luwedsleo O IJS,e Joyds py9) IJpuwese lJEluos wldesuwws. Jl sdse wdssu
s VLAN o0 gds CI800 u b wo. Szw wdssuol Bs pdd o) Flex: Jel o9 pd0J
1. Jl epss luwe uvods VLAN oo 168l e6 1 pouwsds Glze o) wuoese IJizble oo Cisco
CSCvn48234 Jp;$> pu ldpedsple). lud) eds 5y wlbwsd eds IJzols Jel 09 p9 o S 030

lJuo9,6.


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General ' Access Policies |~ QOS and AVC Mobility Advanced
[ ——

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
Sl IPv4 ACL | v
DHCP TLV Caching 8]
IPv6 ACL -
WLAN Local Profiling
URL Filters
Global State of Device ®
Classification Pre Auth .
Local Subscriber Policy Name -
Post Auth v
VLAN
VLAN/VLAN Group 2 v
Multicast VLAN Enter Multicast VLAN

[ oo ]

C9800 - o Jssu edled IJuoz

we? lugile pdv wgys9 WLAN (WP_CORP) 90JW wg)s IJuog (PP_CORP): szw lugile
eJlps woz w9 ol Jyvb pdudle we s IJgusluns 9 WLAN odo pgl. sop wbosd gdles [Juog
030 £Js ullb 1Jgo9d. Yp vogssy edlpsd [Juog 030 Jullb 1Uso9d Jouvgsd wdgsy oo
lJuyll Joedso SSIDs IJeess6 gdsol.

IUgloss 1. luodd lJs IJedse > edlplo wpss) 9pdle ogrsd > edlplo wpsss 2> edled
IJowsse wog slud, W98 Huplds. bed luve edles IJuog 91Jso. 1ud) 893 +Hluolds Loey
lisb yog WLAN. 235 pJd wg )59 WLAN 9oJ0 wg)ysd Iduogz IJ3s e lugblgo puwodl &p
ludy 998 Ju edles IIgesh Jel 09 p9 oz S 030 1Jo9)6.



Add Policy Tag X

Name* ‘ PT_Branch |

Description ‘ Policy Tag for Branches |

v  WLAN-POLICY Maps: 0

Add

WLAN Profile v Policy Profile v

0 ) l 10 ¢ | items per page No items to display

Map WLAN and Policy

Policy Profile* “ PP_Corp v

] -]

WLAN Profile* “ WP_Corp . ‘

RLAN-POLICY Maps: 0

=| Apply to Device

1J2096 2. ©288 pu v wbwsd eds IJzels slud) edso Jel 09 p9 o B 030 1J09,6.




Add Policy Tag x

Name* PT_Branch

Description Policy Tag for Branches

v WLAN-POLICY Maps: 1

WLAN Profile ~  Palicy Profile v
O Wp_Corp PP_Corp
1 10  |items per page

RLAN-POLICY Maps: 0

{ = —

C9800 - pJd wg)sd b AP

Sdip wdssu waLesVle Hulb LEbes 1J9ued susLosle Flex 9uguasueol Judlb 1Usesd
slo gdlele IJesde. sew luvedsle edlpd p9de peod9s JdJ O Joge lUloodld 1dumsse
802.11r (FT) slgJ Ies 1IJ,9¢8. pg 1Ues po w9ise PMK g psd wso wdlb 1JsLosd IJgl o6 wodl
lJ8,e WO¥bb. pu ldpope g3p lele [uuegsle 0O gJlpd 1Up9de w998 puEd6. ©IISU pJd
CErsS b 0bs 1Jsuosd. spdud luuetsle pdd e luuoele US55 9les 13|
Jloo JJ 1JB)9e pogilwos I logble pdle wg)sw pogsss bl dlo sze lo odso weuo
IJeedple 1Jos wp wdssuol pgoduds.

IUglss 1. luodd [ds Idedsse > gdlelo 3,9.J=.§I..:, IJog s > ub AP slu g, +Huolws. b
lgwe pdd wersd Hob wdbs 1J9u0d 9lUsuods. 1ud) eds by wlbwsd eds [Jzels Jel o9
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Add AP Join Profile

|

General Client CAPWAP AP Management Security ICap QoS

Name* | APJP_Branch OfficeExtend AP Configuration
Description | Profiles for branches Local Access (%]

LED State Link Encryption %)

LAG Mode 0 Rogue Detection o

NTP Server 0.0.0.0

GAS AP Rate Limit 0

Apphost 0

C9800 - pJd &g s pHu

1o Bp wodase pdud og s Flex. 90,6 1g)s. Spdud [pwopsle w9uos 9lzy JIJ 1J,9¢ I3l
Jluw popleds 9dol o wilbsl VLAN/SSID. g spdud lugile w9o083le pogsss bl Jluw
wewe Idpedele 1Jos wp wdssvol pod cessule VLAN péoduds.

IJg 96 1. loedd [Js Idodss > edlple opssi 9pJBle o s > Flex glu s, +Add. g |uve
99,29 pJV wg s Flex.

Add Flex Profile X

General ‘ Local Authentication Policy ACL VLAN Umbrella

Name* FP_Branch Fallback Radio Shut o
Description Flex Profile for branches Flex Resilient o

ARP Caching 2
Native VLAN 1D 1

Efficient Image Upgrade 2
HTTP Proxy Port 0

OfficeExtend AP 0
HTTP-Proxy IP Address 0.0.0.0

Join Minimum Latency o
CTS Policy

IP Qverlap o
Inline Tagging o

mDNS Flex Profile v
SGACL Enforcement (a]
CTS Profile Name default-sxp-profilex

9 Cancel | Apply to Device

1Jglo96 2. oo dd IJs edles wuse yueds VLAN slu 8, Hluolds. sgde IJ VLAN | we 908,09
p0 VLAN pzdis B Idg s 1 ap sovs luvoeede 1o $29d peds! IJpuweged 2096 p9)-
lod) D98 1Ujy 28 Jpl 09 p9 oz B 030 IJo9,6.



Add Flex Profile x

General Local Authentication Policy ACL —\."LAN Umbrella
2 |
VLAN Name v ID ~ ACL Name v ‘ _
0 10 VLAN Name* CorpData
VLAN Id* 2
ACL Name v
=
—_—

| Apply to Device

1J2096 3. w2838 pu v wbwsd eds IJzels slud) edso Jel 09 p9 o B 030 1 09,6.

Add Flex Profile b

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name ~ ID ~ ACL Name
O CorpData 2
1 10 «

‘ = Apply to Device

C9800 - £Jl06 IJpod¢

ouvedde edlplo 1desde Jogssu wyvosdle IJyuod 9u9uosdle Flex Judlb 1Jyueed. Jel
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Add Site Tag x

Name* ST_Branch_01

Description Site Tag for Branch 01
AP Jain Profile APJP_Branch v
Flex Profile FP_Branch L
Fabric Control Plane Name v
Enable Local Site FD

] Apply to Device

C9800 - gJlpé e3> IJJlgud s

IJgbgs 1. loedd [Js Idedsse > ediple cpsss 9pdBle ogrsd > edlple ©pss)c 9223 edlpd
ow9sey IJe) IJJlgedds slud) Huolwe. e |uwel 99,001 Jedles 1Ue ) IUJlgwdIds 2>
9ol 1Je) IJJlgedds [Jeg )96 woluubs IUoble pu IJ@lsesd IJpuuwsds. 1u8) eds iy
obosd eds IJzely Jel 09 p9 0z S 030 1J 09,6,

Add RF Tag x

Name* RFT_Branch
Description RF in Typical Branch

5 GHz Band RF Profile Typical_Client_Densi v |
2.4 GHz Band RF Profile Typical_Client_Densi v |

{ =| Apply to Device

C9800 - wessu edlple Judbs 1Uso9J

IJlo e IS we logble gdlple IUopss) Idos cogopeo IUgwsluvlo 1dpgodwds 9ldpdole
lJelbdswé Jodsso ullb 1d9uosd: sew edsul wessuol Judlb 1Usosd. ssuoe o3l IUSuwe
JsI9s6 wudss gdlps Slows sop wessuol Judbs 9,09d 295l luwoubl |Js gusle MAC
IJgluo wol eds yvwds Idlse o, wldouwes Jossle locle Idpooz: s9uos wluwegsle uus)
gpd PNP Ju8lbos 1Ugo9d pu ey DNA J Cisco: lg [uuwgslp bys8s weesd CSV Idpezpesd
lJelees IJee9s,o s 9800.

IJgoss 1. luedd lds odssy > edlple opss) susuosle > edlple wpssi 922> edlpd
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Associate Tags to AP x

AP MAC Address™ 380e.4dbf.58%9a

Policy Tag Name PT_Branch -
Site Tag Name ST_Branch_01 v
RF Tag Name RFT_Branch -
-D e l = Apply to Device
od9su CPPm J Aruba

IJodsso IJisdes Jébpe Aruba ClearPass Policy Manager

Swp uus) Aruba ClearPass g, Sldo OVF gJs ¢lbe ESXi pg 030 [Jp9l)>:
- 920l peldes prdsss (CPU) 1B e,)luoss preoselu
- 31,6 9,09d eunsliss (RAM) wes 6 zszlolse

- peod 18)luo uwed 80 pszlulse (sew luoldwo 898! wes IJuui,y IJivds JJdrue
Il luos God wuvgsd IJzol)

obosd IJoslgsue

obusd wrgsue IUuble IJiuwluus oot IUbLS > pas) IJghe > IJosgsue. [uolds 28 I o9
seds IUd9es
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Edit Device Details 9

_m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: SWLC-10.86.54.99] |
IP or Subnet Address: [10.86.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: ' LAB WLC 9800

| .
RADIUS Shared Secret: [ —— | Verify:  [reesssssessesss |
TACACS+ Shared Secret: [serssssennasses | Verify: [ Tr— |
Vendor Name: [Clsco Rl
Enable RADIUS Dynamic Authorization: Ed Port:
Enable RadSec: UJ

odosu CPPm Jlguogsle Windows AD Jp o) p0ob 96

loedd IUs IJodssy > 1dpuolb 6 > Ideuols) > |uolWs. 23> IJuge: Active Directory oo 1U8lis o
lJpouuwsJdo Jel 09 p9 oz Vs 030 IUo9)6.

aruvba ClearPass Policy Manager
“ pashboard [(] Configuration » Authentication » Sources » Add
[Z2) Monitoring 4 Authentication Sources
)
wConﬁguration < m Primary Attributes Summary
Lx Service Templates & Wizards
2% Services Name: |LAB_AD |
= kb Authentication Description:
1 Methods P
Y Sources — -
1 Q Identity ype: [ Active Directory v/
£} Single Sign-On (S50) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
{2 Local Users Authorization Sources:
L) Endpoints
£ Static Host Lists
£} Roles [ Select ~ v|
1 Role Mappings
A Posture Server Timeout: 10 | seconds
= & Enforcement | cache Timeout: 36000 | seconds
1% Policies Backup Servers Priority:
1 Profiles
Network
+ : Add Backup
12 Devices

14x Device Groups
1.4 Proxy Targets

oJd9 sy CPPm 8306 o 0l> 96 dot1x
1Je 96 1. louble 8308 wblo Luple RADIUS 1Jpogss:

. RADIUS:IETF | 1Jlwe: g09lo NAS-IP | suwlss | <goslo IP.>
. RADIUSIETF | Il w e 09¢ 1Jg306 | Suwlos | 1.2.8
U096 2. Uldouwos JJloolz: 59008 wldeblods eds luue SSID wsJl oo "NAS-IP-Address”.



J3JY sJBs Jiyb 9lz> b Idougivy pogss guluoy) WLC. RADIUS:Cisco:Cisco-AVPair | cisco-

wlan-ssid | Dot1XSSID

aruba ClearPass Policy Manager M
Dashboard [] Configuration » Services » Edit - G _DOT1X
i S M Services - DOT1X
HipScofigustion = summary Authentication  Roles  Enforcement
13 Service Templates & Wizards
a Mame; DOTIX
& Authantication Description: 802.1X Wireless Access Service
£} Methods
L3 Sources =
Q Identity Type: 802.1X Wireless
£} Single Sign-0n (S50) Status: Enabled
£ Local Users Monitor Mode: ) Enable to monitor network access without enforcement
13 Endpoints More Options: ) Authorization ] Posture Compliance [ Audit End-hosts [ Profile Endpoints [ Accounting Proxy
£} Static Host Lists Sarvica Rule
& :“:‘:SM . Matches () ANY or ® ALL of the following eanditions:
ole Mappings

& pRing Type Name Operator Value

i1 1 Pasture

$ Enforcement e el
- Login-User (1), Framed-User (2),
Pall ' !
£ Policies: 2 adius: IETF Service-Type BELONGS_TO Authenticate-Only (8)
13 Profiles 3
~d. Netwark =

aruvba

-] Monitoring
% Configuration

1 Service Templates & Wizards
o3 Services
- & Authentication
42 Methods
£ Sources
1+ L Identity
£3 Single Sign-On (550)
42 Local Users
11 Endpoints
£ Static Host Lists
£ Roles
11 Role Mappings
i Posture
7§ Enforcement
12 Policies
£} Profiles
8« Network
{1 Devices
£ Device Groups
4 Proxy Targets
43 Event Sources

ClearPass Policy Manager
Configuration » Services » Edit - G _DOT1X
Services - DOT1X
' summary Service Roles  Enforcement

Authentication Methods:

| --Select to Add— v|

Authentication Sources: [ LAB AD [Active Directory] |

| —Select to Add— v|
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefix
Service Certificate: [—Select to Add— ~|

IJozdd pu lJuogs
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