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il Cisco Catalyst 9800-CL Wireless Controller

= » Tags & Profiles - > AP Join

AP Join Profile Name T Description

oSt

Dotlx

Split-Tunrs

diefault-ap-prafile dedault ap prohle
1 10 -

1Jglb9o 2. Vs LoWzs pJW we)sW IUluople IUs wdlbs |.J_9uo_9.J‘npo AP > ¢glo luodd IJs
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Edit AP Join Profile x

General Client CaAPwAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
1 S
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz [sec) 90
1
Power Injector State 2.4 GHz (sec) 90
Power Injector Type Unknown v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Conﬁgu‘ation Mesi
r N
EAP Type REst X Profile Name mesh-profile v
EAP-FAST Clear
AP Authorization Type EAP-TLS
EAR-PEAR
v

B Cancel I.-'.i Update & Apply to Device

12096 3. 00 1J3lisp6 IJpuuwsds wog cdasus vdbs 1suesd: e, 1Jose |l CAPWAP
DTLS+ Iy CAPWAP DTLS > 68, (8908 w235é 9ubusd eds IJzob.



Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
—
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) 80
Power Injector State 2.4 GHz (sec) a0
Power Injector Type Linknawn v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Configuration Mesh
( . Y
EAP Type EAP-FAST - Profils Name mesh-profile .
- f Clear
AP Authorization Type CAPWAP DTLS v
CAPWAP DTLS +
DOT1x port auth
CAPWAP DTLS
k Dot1x port auth )
=] Update & Apply to Device
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Edit AP Join Profile ®

General Client CAPWAP AP Management Security ICap QoS
Device User Credentials CDP Interface
| —
Dot1x Credentials
Ve N
| Dot1x Username Dot1x
Dot1x Password LITITT YT
i
Dot1x Password Type clear -
\ J

2 Cancel =] Update & Apply to Device
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CLI:

<ffroot>
LAP#

debug capwap consol e cli

LAP#



capwap ap dot 1x username <username> password <password>

Jpuwe wslole leopl dotix eds 0 8bs 19 osd (131 Jie 1J1e))
Judlb 1J9o9d Cisco IOS® APs. wg> 3JY: §p wlelhs cppsd uldbs Iy o9J:

CLI:

<#root>
LAP#

cl ear capwap ap dot 1x

Judlb 1Uguo9d pu Cisco CoS: wgs 3Jd 9p wlebsé wepsd udbs Uy o9d:

CLI:

<#root>
LAP#

capwap ap dot 1x di sabl e

odysu lJpzed

Ip wopdsy dot1x eds 1Upzad wuvdd gl ol od ehp ISE |Js 1Jpeyd.
CLI:

<#froot>

Enabl e
Configure term na

aaa new node
aaa authentication dotilx default group radius

aaa aut horization network default group radius

dot 1x system auth-contro
Radi us- server host <ISE | P address> auth-port <port> acct-port <port>



key 7 <server key>

e wodosu puds pz9d AP.

CLI:

<ffroot>

configure term nal

interface G gabitEthernet</>

swi tchport access vlan <>

swi tchport node access

aut henticati on order dot1x

aut hentication port-control auto
dot 1x pae aut henti cator

spanni ng-tree portfast edge

end
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<tfroot>

aut hentication host-npde multi-host
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I Hetwers Devices

Network Devices

o RADIUS
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= Cisco I Administration - Identity Management

Identities Groups External [dentity Sources dentity Source Sequences Settings

| Usars

Account Disable Policy

« User Groups

lJglogs 3. Vs ISE: §p wodysu ywsluws IJp o> 806 suog lJogosd. luowd IJs IJuog >
peedEle Iduoz 9223 preses IJuor JJodssyu slduwop IULLGE 1Upsz9s eds IJspsu. S odo
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= Awthemication Policy (3)

Status  Rule Mame Conditions Use Hits  Actions
nope
Wired_MAB
® ww or &
Wirsless_MAR * Qptions
User_Il @
Wired_802.1%
e DotIx o {'3‘}
Wirsless_MOZ.1X * Options
or_iD_Stere
(-] Default a {?}
* Options
Authorization Policy (12)
Results
Status  Rule Name Gonditions Profiles Security Groups Hits Actions
L
| @  Basc_awhenticated_Access Natwork _Acctss_Authesication_Passed PermitAccess Sotoct from list 6 @'\
e Defaul DenyAccess Sgboct From sy 0 @

lJglogs 4. olds o0 Iduwpelz o EAP-FAST s Ido,y9esdedle Idpuwesz wol Idos eodues)
lJoo9d IJs Iduveds. loowd IJs Iduwsluws > soluo) [duvsluws > 1dpuobgs > 1Juolseg >
IJooswsdsdle 1dpuwpese wol > 1Usosd IV elos s IUubede> wedsu IJywelz o EAP-
TLS > z00b.

= CiscoISE [ Policy - Policy Elements ]

Dictionaries Conditions Results

Authentication

iban Pictaisih Allowed Protocols

Name
Authorization
Dascription
Default Allowed Protocel Service
Profiling
Posture
Client Provisioning «Allowed Protocols

Authentication Bypass
[ snst Laakup (7)

Authentica

D
Ja
Ca

ticn Protecols

i
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luwogae 03l IJSuwe Joldss gpd IJodssu wubdd Lozse.

IJozdd pu woe IJpuol>$6

s&u2 IJie) show pedgple IJpuolb 96 Jusoss AP:

CLI:

9800WLC#show ap profile name <profile-name> detailed

roC)|JZ

9800WLC#show ap profile name default-ap-profile detailed

AP Profile Name : Dotlx
Dotlx EAP Method : [EAP-FAST/EAP-TLS/EAP-PEAP/Not-Configured]
LSC AP AUTH STATE : [CAPWAP DTLS / DOT1x port auth / CAPWAP DTLS + DOT1x port auth]

>89 802.1x eJs IJpelz psule

s&u2 1ip, show 21J6 1J e ol> 86 802.1X gJs puss IUpzol:

CLI:

Switch# show dotlx all

pold eds IUIRlz:

Sysauthcontrol Enabled
Dotlx Protocol Version 3

Dotlx Info for GigabitEthernet0/8

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30



IJe2d3 po puo 88 IJpuds Iy 30 puobGuo
CLI:

Switch#show dotlx interface <AP switch port number> details

pold eds IUIRlz:

Dotlx Info for GigabitEthernet0/8

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

Dotlx Authenticator Client List

EAP Method = FAST

Supplicant = f4db.e67e.dd16

Session ID = 0A30279E00000BB7411A6BC4
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE

ED

Auth BEND SM State = IDLE

o0 9lzod Lwb, 1Jigle:

Switch#show authentication sessions

pold eds IUIg)lz:

Interface MAC Address Method Domain Status Fg Session ID
Gio/8 f4db.e67e.dd1l6 dotlx  DATA Auth 0A30279E00000BB7411A6BC4

B ISE. Ige) gpdsle > 29ld RADIUS 9ulds pu vele 1dpuolb 96 9308 w9uosd IJogss
IJoozse.



= Cisco

Live Logs
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-V IV ig IJ suvhd gy I o wsu Idevclz 9 IJ ISE obbJ.
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