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S 031 90888 pold wudsd Iusluus eds Js b sodlds sivwds udbs 9,09J (AP) |Us
1Jpl36 208156 9800 Jl_uJJs lan zol; ¢pde (WLC)

IJecbdole IJlgul gusé
lJpolbdolo

59008 Cisco Llu oday Jssd pe,us Lldesl ose IJeldss:

* up9de wdgsy Catalyst Wireless 9800

* ouvdsd |[JH{uppertlap

c Idoede Vs vilb 1Usuesd IUJlpwddss 90935, 0l (CAPWAP)
* oJdysu gbpe DHCP ghes

* od9su peodle Cisco

lJpdyole |dpuuegspd
Suoise 03l 1Upeld 0dbs 9,09 B I oe Lightweight (1572AP 5 1542) sedo wdssuol |l

Judbs 9,09 B IJgoe Root (RAP) Iy o 9bs 9,09d B Iduveds IJgodusess (MAP)
JJlouople 1Js 9236 Idoede B 1duvods 1 epdss 1JJluu]dsé (WLC) b,l; Catalyst 9800.



Ile)le plolod Judlb 1Js o9d 1542 19 1562. swp w9uosd RAP o Catalyst 9800 WLC oy ¢JIJ
oz9d Cisco Catalyst Switch.

ouvows Idpedsple 1Ugl)o WOs 03l IUpuwaows IJs luoshle Idwslez sldpdsole 1debse Ioldso:

« C9800-CL lJlue»l) 16.12.1
s peod lUbo 86 2 py Cisco
* uilb 1Jsesd IJghzss gdsws Idyjo JJuwduvds Cisco Aironet 1572 Series J 9w e

|z
+ Cisco Aironet 1542 J 9w Flex+Bridge

op logvle Urong,olu |,J_9|J)o WIS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu angSE_ |JICOJO |.Jf0uuua)|00 k9._S o5l I.Jrouuuu) uu'J_SgSu forou.uja (ldu)luDgS) l)l \.Jluu

lJodosuy

3luwe Ields 10 9 0e 1dzuws
lJoJdgsule

Szw pueb 86 LEbs 9,09 IJuvuds IJguIdugess Jouope IUs 9228 IJoede 9800. wlgs 5l ws
IJzlJé 030 wesu Ilgcwl I lue cuupe lds wébs IJsuesd Bs IUsyoe 1Upeds ladl [Us
euuoy Idoede B 1dubveds IJppdss IdJluvddss (WLC) wp o@9pe wordsdol IUs suoe
v Jo Bridge (a.k.a).

Jozuw 0SSy pdlle wg)sd jub AP TLuegse o3l 1ecld 8JIJo B WERIXN Iovdoo
ouisd wslule lgcpb lew el leo el AAA IO )luos vese sop lduwele s uldlbs 9,09
wweds uldluuople 1Us 9236 Idogde.

IUs o956 1: od9so oloss MAC J RAP/MAP 2o puols 86 IUzol;.
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Interface

Logical
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Wireless

Layer2

VLAN

VTP

Radio Configurations
CleanAir

High Throughput

Media Parameters
Network

Parameters
REM

Routing Protocols
OSPF

Static Routing
Security

AAA
ACL
Advanced EAP

PKI Management

[&5 Services

AireOS Config Translator
Application Visibility
Cloud Services
Custom Application
10x

mDNS

Multicast

MNetFlow

Python Sandbox
QoS

RA Throttle Policy

Tags & Profiles

AP Join
Flex
Policy
RF
Tags
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Wireless

Access Points
Advanced

Air Time Fairness

Lo 1J$less |e,use {upperimac address po IJubods wlb 1Jso9d. LoV 09 590 s e
sloo: 390 9

A olp: lewobl pu Iluosly 17-3-1.051 cpo 1uolds bs peasle Jewslo MAC ped ' g ' JI
Spdu Judbo 1Ugod Idlusople. ould 2ldsl 2 weuwsy Yoz J o3l cisco 9 id
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https://tools.cisco.com/bugsearch/bug/CSCvv43870
https://tools.cisco.com/bugsearch/bug/CSCvv43870
https://tools.cisco.com/bugsearch/bug/CSCvv43870
https://tools.cisco.com/bugsearch/bug/CSCvv43870
https://tools.cisco.com/bugsearch/bug/CSCvr07920

tup: MAC Filtering

IM.'-'ACAddrzss‘

Aftribute List Name

[ D Cancel ]

IJg 96 2: odose Blisps byl 1Jpuol> 86 91Jogsd.

loodd IJs IJodsse > 1Jiely > AAA > §lised b,y g AAA > 1 e ol> 86 9luuile §lises bb)d
IJeo> 86 98156 b,y IJegsd.

Quick Setup: AAA Authorization

Method List Name* Mesh_~Authz
Type* | credential-download v |

Group Type | local v

Authenticated |

Available Server Groups Assigned Server Groups

radius

Idap L
tacacs+ -
ISE-Group

ISE_grp_|2

] Apply to Device




Quick Setup: AAA Authentication

Method List Name*® | Mesh_Authentication ‘

Type* [ datlx v |

Group Type I lacal A |

Available Server Groups Assigned Server Groups

radius
Idap L
tacacs+

ISE-Group
ISE_grp_I2

Apply to Device

IJglogs 3: wdssu pedele IduboJs Idepgpss.

luedd 1Js Configuration> Mesh> Global parameters. W IJwslss: spdool IUzSlb gJs o030
lJdse IJs 2lds IJoduas)-
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-‘3?&\) Configuration

I

fO! Administration
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& Troubleshooting

IJglb9o 4: logile pdd wguosuo Uveds 238> wew lJodssy > Juvwds > pdud wiguosue >

+|olo

t—II_L—: Layer2

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF
Static Routing

Security

AAA

ACL

Advanced EAP
PKI Management
Guest User
Local EAP

Local Policy

Custom Application
1Ox

mDNS

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy

A} Tags & Profiles

AP Jaoin
Flex
Policy
RF
Ll
WLANSs

Wireless

Access Points
Advanced

Air Time Fairness
Fabric

Media Stream
Mesh




Add Mesh Profile

General Advanced
| Name* Mesh_Profile] ‘
Description Enter Description ‘

Range (Root AP to Mesh AP)
Multicast Mode

IDS (Rogue/Signature Detection)
Convergence Method
Background Scanning

Channel Change Notification

LsC

12000
| In-Out

O

| Standard

0
O

Backhaul amsdu

Backhaul Client Access

Battery State for an AP

Full sector DFS status

]

B & O

Apply to Device

lud) pdW ciuosue IJuvedo IU3s wpe lugblise Jog)s) IJleshle 1Ugles 9ldpw @00 Jedd

wtuoswe IJubods.
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Eecuﬂtv

Method

Authentication Method

EAP v

| Mesh_Authentication »

Autharization Method Mesh_Authz v
Ethernet Bridging

VILAM Transparent [#]

Ethernet Bridging ]
Bridge Group

Bridge Group Name Enter Nama

Strict Match O

5 GHz Band Backhaul

Rate Types

2.4 GHz Band Backhaul

Rate Types

auto

auto

lJ¢b9o 5: logile pdd wg)sd job AP 28, luedd Ids wdsse > edlple 9oy osdle: 9 0J

AP.




Q Search Menu Items ﬁ‘ Interface Services
Logical AireOS Config Translator
Dashboard Ethernet Application Visibility

Wireless Cloud Services

© Monitoring FI‘& Layer2 Custom Application

10x
VLAN

fi i mDNS
5 Con guratlon VTP
Multicast

: Administration Jlle Radio CDﬁﬁguratiOnS NetFlow
CleanAir Python Sandbox

& Troubleshooting High Throughput QoS
Media Parameters RA Throttle Policy

Network =2+ Tags & Profiles
Parameters

RRM

AP Join
Flex
@ Routing Protocols Policy
OSPF RF
Static Routing Tags

&) security WLANS
=~ Wireless

Access Points



Add AP Join Profile

General Client CAPWAP AP Management Rogue AP ICap

—
MName™* ‘ Mesh_AP_Join_Profile |
Description ‘ Enter Description |
LED State

LAG Mode ]

NTP Server 0.0.0.0

| Apply to Device

obosy pdV v IUgveds IU3s we wdysue puwedl 9odsse puol> 96 AP EAP:



Add AP Join Profile

General Client CAPWAP Management Rogue AP ICap
General Hyperlocation BLE Packet Capture
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag O 5 GHz (sec) 90
Power Injector State O] 2.4 GHz (sec) 90
Power Injector Type " Unknown -
) ) Extended Module
Injector Switch MAC 00:00:00:00:00:00
Enable O
Code
Mesh
AP EAP Auth Configuration ,
Profile Name Mesh_Profile v
EAP Type " EAP-FAST v o514
AP Authorization Type CAPWAP DTLS v|
1 Apply to Device

IUgbo96 6: lugble edlpé p9de Uvwdd Jpl 09 p9 o2
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Ethernet

Wireless
Layer2

VLAN
VTP

Radio Configurations

CleanAir

High Throughput
Media Parameters
Network
Parameters

RRM

Routing Protocols

OSPF
Static Routing

Security

AAA

ACL

Advanced EAP

PKI Management

Aire0S Config Translator
Application Visibility
Cloud Services
Custom Application
10x

mDNS

Multicast

NetFlow

Python Sandbox
QoS

RA Throttle Policy

&+ Tags & Profiles

AP Join
Flex
Paolicy
RF
Tags
WLANs

= Wireless

Access Points
Advanced

Air Time Fairness

lud) eds edlps p9de Iduveds IJos wp lugilisel Vs IJglbys 6 Jodgsuwol.

leuod eds edled wousse Ipsde 9w pdS wersd Hub udbs IUsuesd JJuiwds
IJpe 96 1Jss wp wdasue puwodl edso:



Add Site Tag

Name* - Mesh_AP_tag
Description Enter Description

AP Join Profile Mesh_AP_Join_Profi »
Caontrol Plane Name -
Enable Local Site

IJgb9s 7. wzosd udbs 1Usuosd IJs 9uoe [Jzum-
Configuration~ > Wireless~ > Access Points

General Interfaces High Availability Inventory Mesh Advanced Support Bundle
Vv All Access Points
General Version
Number of AP(s): 1
AP Name* [ AP2C33-110E-6B66 Primary Software Version 17.3.017
AP - Admin  ~ IP : )
G w Lt Slots . | Status Adcess Location* | defautt acation Predownloaded Status NIA
. AR~ g '
AP2C33-110E EBB; :I:;I:SZE- 2 ® 109.129.49.9  Base Radio MAC 7070.8bb4.9200 Predownloaded Version MNIA
1 10 v | itarns per pogs Ethernet MAC 2¢33.110e.6b66 Next Retry Time MiA
Admin Status Baot Version 1.1.2.4
5 GHz Radios ( ;
AP Moda Bridge . 10S Versian 17.3.0.17
Manitor i N
g Mini 105 Version 0.0.0.0
2.4 GHz Radios Operation Status —
Fabric Status Sniffer IP Config
Dual-Band Radios DS m
et Clear CAPWAP Preferred Mode  IPvd

cuvobse 1o obdo 3JY po wdbé 1Jsdse gu bysé CLI:

capwap ap mode bridge

©¥9p w6 IUs oo wlglhs IJoyugsd sldluople JJEgJW Joog zumy.

lJglo9é 8. spJdud lJle O3S 29 uldbé 1Uguo9d: el w8l U eed IUe3) I3 udbé 1J9o9d
IJs IJuveds Idgudoyoss.

udbs IJsuosd 1dzs) os odd ldos wrwss eds louold wdds w9226 Idogde B Iduvwds
lJpedsé IJJluuddss (WLC) wsupl cuuop ubdlbs 1Jyuesd pu lduveds 1Upe s 86 |Js 9226



Jozdp S IJubeds 1pedss 1dJlunddss (WLC) po gdId 1l 1Jglue wol 13 selod
IUleoold wudlbs 9,09d (AP) lpul s,

Sedu Judbs 1Usuosd Jduveds Idpe sv 96 IUluuople [Us oo Idoede S 1duvods
pzdess 1JloudJiss (WLC) g Islz08 1Juuddss 1Jgl 06 wo werss Subdol Bis IJews) eds
U b6 9,09d luwluwss gwn Ibsy IUglue wold JIglua IJesss).

Configuration~ > Wireless~ > Access Points Edit AP »

General Interfaces High Awvailability Inventory Mesh Advanced Support Bundle
W All Access Paints -
General Ethernet Port Configuration
Number of AP(s): 1
Black Child iled
AP - Admin ~ « IP
AP Name w  Model Slots ~ Status Addrass Daisy Chaining
AP2C33-110E-6B66 0 <
. APIS6ZE- 2 (] 109.129.49.9  Daisy Chaining strict- Part o b
" E-ka RAP
L 0 - Mode pa— .
Preferred Parent MAC | 0000,0000.0000
i WVLAN Trunking MNative |~ 1

5 GHz Radios Lneeng el
Role Mesh v

2.4 GHz Radios Foot

i Rem 101

Dual-Band Radios move PSK

Country Backhaul

LSC Provision Backhaul Radio Type Sghz v
Backhaul Slot 1D 1 v
Rate Types g v

o Cancel -] Update & Apply to Device

IJozdd pu lduoes

aaa new-model
aaa local authentication default authorization default
1
!
aaa authentication dotlx default Tocal
aaa authentication dotlx Mesh_Authentication local
aaa authorization network default Tocal
aaa authorization credential-download default local
aaa authorization credential-download Mesh_Authz Tlocal
username 111122223333 mac
wireless profile mesh Mesh_Profile
method authentication Mesh_Authentication
method authorization Mesh_Authz
wireless profile mesh default-mesh-profile
description "default mesh profile"
wireless tag site Mesh_AP_Tag
ap-profile Mesh_AP_Join_Profile
ap profile Mesh_AP_Join_Profile
hyperlocation ble-beacon 0
hyperlocation ble-beacon 1
hyperlocation ble-beacon
hyperlocation ble-beacon
hyperlocation ble-beacon

A wWwN



mesh-profile Mesh_Profile

luweduuldd IJigble gl odlzol

B lwed guld Iigble sl adlzel > Lodzs slz0é puwcesp 9sw IJoowe IJpuie: lod) B9
luol8s 9lsgd guslo MAC Ju s 1Js o9

Add MAC/IP Address

MACG/IP Address*

|. D Cancel

=] Apply to Device

lo8) 998 wae lucl, vdbs IUsuesd Jeelsds IJlu oele 1S 9296 Idezdp 006 Ig)s.

weyd Idluwole [u@) 898 luuble 9lge, Be,6 jpuss Jzee Iduvedle (I8 10 Is 30 39886 £Js

wesd ldeeld).

0By 999 luwe pdV IJowwg Jouisdoe pu ldpuwogyuo 1Uglue wd.

ool peld eJs AP Jp swop lugoplpe vuvow 0grs luwpe bysds wasd AAA Es) Lozt !

019/11/28 13:08:38.269 {wncd_x_R0O-0}{1}:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28
2019/11/28

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
288
289

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncmgrd_R0O-0}{1}:

[capwapac-smgr-srvr] [23388]: (info): Session-IP: 192.168.88.4

[ewlc-infra-evq] [23388]: (info): DTLS record type: 23, appli
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.
[capwapac-smgr-sess] [23388]: (info): Session-IP: 192.168.88.

[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec
[mesh-config] [23388]: (ERR): Failed to get ap PMK cache rec

[apmgr-capwap-join] [23388]: (info): 00a3.8e95.6c40 Ap auth p
[apmgr-capwap-join] [23388]: (ERR): Failed to initialize auth
[apmgr-capwap-join] [23388]: (ERR): 00a3.8e95.6c40 Auth reque
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get wtp r
[apmgr-db] [23388]: (ERR): 00a3.8e95.6c40 Failed to get ap ta
[capwapac-smgr-sess-fsm] [23388]: (ERR): Session-IP: 192.168.
[capwapac-smgr-sess-fsm] [23388]: (info): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[capwapac-smgr-sess-fsm] [23388]: (note): Session-IP: 192.168
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-dtTs-sessmgr] [23388]: (info): Remote Host: 192.168.88.
[ewlc-infra-evq] [23038]: (debug): instance :0 port:38932MAC



9sedu pdlebs 0w IJubse wuwosds IJu) B Jogs pedspele 9lzos IJpuveise IUElL06
Cldyse eus 1Jud)y W98 uidlb 1Jsuesd (APs) ) Idpsowbs. s8u0> « "euolb§6 L §lbs
IJsuesd Idped$8" Idodese IUss suvss 1ds puolb 96 udbs 1dyogd vdywol:

Monitoring~ > Wireless - > AP Statistics

General Join Statistics

Mumber of AP{s): 2

Status *Is equal to® NOT JOINED = ?

AP Name

AP2CF8-9B5F-7D70

NA

General Statistics

DTLS Session requeast received
Established DTLS session
Unsuccessful DTLS session

Reason for last unsuccessful DTLS
SBSSION

Time at last successful DTLS session

Time at last unsuccessful DTLS
session

Join phase statistics

Jain requasts received
Successful join responses sent
Unsuccessful join request processing

Reason for last unsuccessful join
attempt

Time at last successful join attempt

Time at last unsuccesshul join attermpt

luwé [Jelds 2: Flex + Bridge

1

0

DTLS Handshake
Success

Mon, 17 Feb 2020
09:15:41 GMT

MA

0

0

Ap auth pending

MNA

MA

Configuration requests recaived

Suecessful configuration
responses sent

Unsucecessful configuration
request processing

Reason for [ast unsuccessful
configuration attempt

Time at last successiul
configuration attempt

Time at last unsuccessful
configuration attermipt

Data DTLS Statistics

DTLS Session request received
Established DTLS session
Unsuccessful DTLS session

Reason for [ast unsuccessful
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session

Join Statistics 4

NA

A

A

]

]

o

DTLS Handshake
Success
NA

A

 OK

suwdb 03l 1JBuwe IJup9s £ £pdss IJlouosle Jodlbs IUs os] 1542 G.s s_oe Flex+Bridge
o€ p2I 86 EAP IJos swp wuldssel pedsl eds suuos IJoede s Iduvods 1Jppdsé

lJJlpwdIss (WLC).
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Configuration * > Security * > AAP“

+ AAA Wizard
Servers / Groups AAA Method List |AAA Advanced é
Global Config

MAC Address Serial Number

RADIUS Fallback
-+ Add

4

Attribute List Name

{Device Authenticatiog MAG Address
002cc8deZb40

« 1Jgb9yo 2. 235 puolb 8o IJzols 925 |uolws

* 1Jgbos 3. Idow B guslo MAC 1Uglue wldlsenos Wigsluus Judlbs 1Jsuesd
JJlosoele IJs oo, Ioede B 1duvwds IUpedss I0JluudIss (WLC). sleyd lowpe
Slisps IJwele SLEL 925 wbosd eds IJzol;

Quick Setup: MAC Filtering

MAC Address™

FFFFFFFFFfef

Attribute List Name

o« 1Jgbogs 4. loodd [Js IJedase > 1Jiely > AAA > §lises by AAA> | e ol> 96
« 1Jgb9o 5. 235 Il who) puol> 96 AAA IUpuw &80

)

E Apply to Device ]




anﬁguratiﬂn' > Security” > AAA

N W

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

| Authenticat c:-b
Add
Authorization ‘ +

Accounting Mame

A

webauth-local-login

* 1Jeb96 6. 10w Bis luup B luwp Slises Iy &p 233 802.1X po IJuse™ IJpouwsd
Ildpeds J woe IUpzeses: sles)l 220 wlbwsy eds 1Jzols

Quick Setup: AAA Authentication 1 x

Method List Name™ ‘ mesh-ap| | e

Type* | dotlx v | e
Group Type | local v | o

Available Server Groups Assigned Server Groups

radius

|dap

tacacs+
imarguez-Radius-grp

El Apply to Device

o 1Jgloos Bb. Bs 2lJs luuoele wbdlb IJsuosd (AP) Il os wd 1Js Ids oe Bridge 9Jp s p
oessu edles p99¢e vz Jol po Sodi VY, 1Jgbys 6 9JIJu Jdb s 6 IJlw,lusss.

* odysu byss puolb 96 dotlx aaa ldos ouvs) IJs peds (puol> 86 CLI AAA dot1x
IS eLlgos p2ds)

* 1Jegbgs 7. luo9d Ids [Jodysy > Uirolg, > AAA > §lisps by g AAA> IJlgwpls




. 196 8. 235 [Lolbs, wlbo, IJ il s 1Jpood 86 b9 o AAA

Configuration~ > Security ™ » AAAD

=+ AAA Wizard

Servers |/ Groups AAA Method List AAA Advanced

Authentication

Authorization ro m o

Accounting Mame

default

« 1Jgb9s 9. 1dow Bs lywp Bs Iywp Slispd IUb) S 92> Idouisd Iivods po IJuse*
lJeouwad 9ldeeds J woe 1dpzeses: 9220 2ol obosy eds Izoly

Quick Setup: AAA Authorization x
Method List Name* | mesh-ap |p
Type* | credential-download | e

Group Type | local v e

Authenticated

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
imarquez-Radius-grp

= Apply to Device

* Jeb9s 9 . Bis s luople w§bs 1d9uosd poluis IJs 9008 IJzuw (s Tuol Jl cugoe
IJs 1suee 1dpeds l9dl)e 8, 1Jglbss 9 Jb,s$6 Il eluass Jouisd welule




Il pls (puwogle od9s o CLIAAA - oussd Isuoe 1dpeds IJId el os)
« 1J¢byo 10. luedd Ids IJodssy > Jlgwdds > 1dgveds > 1deyosdle
o 1Jgbgo 11. 23> |uolWs. slbo,y |uolWs pdd wiELosue Uvwdo

Configuration~ > Wireless~ > Mesh

Global Config Profiles

* 1Jgb9s 12. B Lo IUgles Sp wuowb luve 99,008 JpdVd wiuosue IJubeds

Add Mesh Profile

General Advanced
MName® mesh-profilg|
Description mesh-profile

* 1Jgb9s 13. wew edlpé IUowssy gshle po8p6 235 EAP Jzod IUb 596
e 1Jgbgo 14. 255 pdd og)s9 Idpuob 86 9ldedgs o 1Upes s Ws IUgbyle 6 9 9. 923>
wbosd eds 1Jzols



Add Mesh Profile x
General Advanced

Security 5 GHz Band Backhaul

Method | Eap v Rate Types | auto v

Authentication Method | mesh-ap v

Rate Types | auto v

a 2.4 GHz Band Backhaul

Autherization Method | mesh-ap|

Ethemnet Bridging

VLAN Transparent v

Ethernet Bridging [s

Bridge Group

Bridge Group Name Enter Name

Strict Match

| = Apply to Device

* 1Jgbyo 15. luwldd IUs IJodssy > 1dedles 9pdule IJog s > )b odbe 19 o9
>p,Ju§ |Ju&)5d

« 1Jglbgo 16. 23> |uolWe: sbo) pdd wgrsW ,ob udbs Uyl §p vogssy luve
9902 JpdW eI b v ¥bs 1ol

Configuration~ > Tags & Profiles~ > AP Join

o

AP Join Profile Name



Add AP Join Profile

General Client CAPWAP AP
Name* | mes-ap-join
Description | mesh-ap-join|
LED State v
LAG Mode
NTP Server 0.0.0.0

Management Rogue AP ICap

« 1Jgb9o 17. luedd IJs edles Idowsse AP 9235 pJd wiuosue [duveds 1Uss wp logilye
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Add AP Join Profile ®

General Client

General Hyperlocation BLE Packet Capture

Power Over Ethernet

Switch Flag

Power Injector State

Power Injector Type | Unknown v |

Injector Switch MAG | 00:00:00:00:00:00 |

s

Code ‘ ‘

AP EAP Auth Configuration

EAP Type | EAP-FAST v |P
| CAPWAP DTLS v |P

AP Authorization Type

CAPWAP W Management
1

Rogue AP ICap

Client Statistics Reporting Interval

5 GHz (sec) \ 90 |

2.4 GHz (sec) ‘ 90 |

Extended Module

Enable

Mesh

Profile Name mesh-profilg v

|E_l Apply to Device
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Configuration = >

Tags & Profiles~ > Tags |

Policy E »RF AP
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Add Site Tag 1

MName™

Description

mesh-ap-site

mesh-ap-site

AP Join Profile

meah—ap—jq}in—prﬂﬁlel v
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Add Site Tag x

Narme™® mesh-ap-site

Description mesh-ap-site

AP Join Profile mesh-ap-join-profile »

Flex Profile imarquez-FlexLocal | » e
Control Plane Name v

|Er1ab|e Local Site B n
El Apply to Device |
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Configuration~ > Wireless~ > Access Points b

% All Access Points

Mumber of AP(s): 2

Total ~  Admin ~ Base Radio ~ AP ~  Operation
AP Name ~.  Slots Status AP Model v MAC Mode Status
2 (] Flex+Bridge Registered

2 (V] & . e Registered
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Edit AP x

~

|l Interfaces High Awvailability Inventory Mesh Advanced

General Version

AP Name* H il Primary Software Version 16.12.1.139
Location* default location Predownloaded Status MNfA

Base Radio MAC Predownloaded Version MN/A
Ethernet MAC Next Retry Time N/A

Admin Status Boot Version 1.1.2.4

AP Mode - 105 Version 16.12.1.139
Operation Status Registered Mint10S Version 0.0.0.0
Fabric Status Disabled IP Config

HED State CAPWAP Preferred Mode  IPv4

LED Brightness g DHCP IPv4 Address

Level

CleanAir NSI Key

Static IP (IPv4/IPvE)

Tags Time Statistics

Palicy imarquez-FlexLocal Up Time 4 days 3 hrs 2
mins 6 secs

Site Mesh-AP-Tag v e Contraller Association Latency 20 secs

RF default-rf-tag v

N O
| l'j Update & Apply to Device |
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Configuration~ » Wireless~ > Access Points

W All Access Points

Number of AP(s): 2 L\s
Total ~  Admin ) Base Radio ~ AP ~  Qperation
AP Name v Slots Status AP Model v MAC Mode Status
n s 2 (v} AlR-AP15421-A-K9 e o e el Registered

Jduow 03lle, po WLC 9800 CLI suzew gu Id ap luwdow uwps. Szw 1o sope Iolze eds 1ue
Flex+Bridge

aaa authorization credential-download mesh-ap local
aaa authentication dotlx mesh-ap Tocal
wireless profile mesh default-mesh-profile
description "default mesh profile"
wireless tag site meshsite
ap-profile meshapjoin
no local-site
ap profile meshapjoin

hyperlocation ble-beacon 0
hyperlocation ble-beacon 1
hyperlocation ble-beacon 2
hyperlocation ble-beacon 3
hyperlocation ble-beacon 4

mesh-profile mesh-profile
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Monitoring = * Wireless =

» AP Statistics

Join Statistics

Number of AP(s): 2

s eoqual to” N N x| ¥

Satus Base Radio MAC ~  Ethemnet MAC « AP Name v P Address

(4] 1003.c622.5d80 2ciB.9b21.18b0 APFCFESEE 1880 876646211

(4] T070.8b04.9200 2c33.1 1006066 APICIZN10E.6B56 87.66.46.211
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Join Statistics x

General Statistics

Control DTLS Statistics Configuration phase statistics

DTLS Session request received 179 Configuration requests received 173
Established DTLS session 179 Successful configuration 4
responses sent
Unsuccessful DTLS session 0
Unsuccessful configuration 0

Reason for last unsuccessful DTLS
session

Time at last successful DTLS session

Time at last unsuccessful DTLS
session

Join phase statistics

Join requests received
Successful join responses sent
Unsuccessful join request processing

Reason for last unsuccessful join
attempt

Time at last successful join attempt

Time at last unsuccessful join attempt

DTLS Handshake
Success

Thu, 19 Dec 2019
13:03:18 GMT

NA

179

173

Ap auth pending

Thu, 19 Dec 2019
12:36:10 GMT

NA

request processing

Reason for last unsuccessful
configuration attempt

Time at last successful
configuration attempt

Time at last unsuccessful
configuration attempt

Data DTLS Statistics

DTLS Session request received

Established DTLS session

Unsuccessful DTLS session

Reason for last unsuccessful
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session

Regulatory domain
check failed

Thu, 19 Dec 2019
12:36:10 GMT

NA

DTLS Handshake
Success

NA

NA
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il Gisco Catalyst 9800-CL Wireless Controller

Cisco 16.12.1

Q

) Dashboard

) Monitoring
Configuration
Administration

Troubleshooting

Troubleshooting - » Radioactive Trace

+«— Back to TroubleShooting Menu

Conditional Debug Global State: Stopped

E3 &

MAC/IP Address Trace file
2c33.110e.6b66 debugTrace_2c33.110e.6b66.txt &
1 10 »
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