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SSID = Centrall SSID = Flex1 SSID = Flex2
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, PolicyProfileFlex1
WLAN Flex1 Local Switching
VLAN 2685

PolicyProfileFlex2
WLAN Flex2 Local Switching
VLAN 2686

PolicyProfileCentrall
WLAN Centrall Central Switching

VLAN 2660

Flex Profile
« VLAN 2685
* VLAN 2686
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Q Search Menu ltems WIRELESS NETWORKS

+ Add

Number of WLANSs selected : 0

ES] Dashboard

@ Monitoring

Mame ~ ID ~  SSID
) Configuration
NS 9 Flex] 2 Flex]
T E Flex2 3 Flex2
Administration
Centrall 4 Centrall
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Add Policy Profile e

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile

Name* PolicyProfileFlex1]| WLAN Switching Policy
Description Enter Description Central Switching [. DISABLED ]
Status enasLen [} Central Authentication enasLeo [

Passive Client @ oisaBLED Central DHCP @ o'sasLep

Encrypted Traffic Analytics - DISABLED Central Association . DISABLED

il

CTS Policy Flex NAT/PAT @ oisasLep

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

=l Apply to Device
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Disabling Central Switching will cause Export Anchor to be
disabled
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Add Policy Profile ]
General Access Policies QO0S and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Paolicy Name ‘ v | _
' ' Pre Auth ‘ v
VLAN | |
Post Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device
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Add Policy Profile b

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

'O Cancel

@ oisased

@ oisasLed

2-65519

General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Name* PolicyProfileFlex2 WLAN Switching Policy
Description Enter Description Central Switching . DISABLED |
Status enastep [ Central Authentication enaBLED [}

Central DHCP

- DISABLED

—
)

Central Association

@ oisasLeD

Flex NAT/PAT

. DISABLED

E Apply to Device

Add Policy Profile x

General | Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v .
) ' Pre Auth ‘ v |
VLAN ' ﬁ
Paost Auth ‘ v
VLAN/VLAN Group ‘ 2686 v ' '
Multicast VLAN ‘ Enter Multicast VLAN ‘

| Save & Apply to Device
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* PolicyProfileCentral WLAN Switching Policy

Description Enter Description Central Switching

Status Central Authentication

Central DHCP

Passive Client

J N OKRKE

Encrypted Traffic Analytics Central Association

Flex NAT/PAT
CTS Paolicy

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

[=] Save & Apply to Device
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Add Policy Profile »

General Access Policies | QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
RADIUS PI’C.IFI”FIQ IPv6 ACL ‘ v
DHCP TLV Caching
_ URL Filters
Local Subscriber Policy Name ‘ v | _
) ' Pre Auth ‘ v
VLAN ' ﬁ
Post Auth ‘ v
VLAN/VLAN Group ‘vmwmm v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
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Policy Profile Mame ~ Description
PolicyProfileFlex
\:l PolicyProfileFlex2

PolicyProfileCentral 1

1 [_iﬁ;__:_lnr~ per page
CLI:

# config t

3

vlan 2660
exit

3

wireless profile policy PolicyProfileFlexl
no central switching

vlan 2685

no shutdown

exit

H H H W R

3

wireless profile policy PolicyProfileFTex2
# no central switching



# vlan 2686
no shutdown
exit

H* H*

wireless profile policy PolicyProfileCentrall
vian VLAN2660

no shutdown

end

H* H H W
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Q, Search Menu ltems Ma nage Tags

— Policy Site RF AP
&= Dashboard | _|

ﬁ;\ ) Monitoring

¥, Configuration Policy Tag Name
% ; PT1
Administration
PT2
3% Troubleshooting w2
PolTagi
new - palicy
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‘

Add Policy Tag

Name® | PolicyTag1
Description | Enter Description
+ Add \
WLAN Profile

'O Cancel

I .

Add Policy Tag LS

\ 10 | items per page

Name* | PolicyTag1

Description | Enter Description

+ Add

WLAN Profile

4] | 10 w | items per page

Map WLAN and Policy

~  Policy Profile

~  Policy Profile

WLAN Profile* | Flex

Paolicy Profile®

PolicyProfileFlex 'I| v |

| Save & Apply to Device

J),y luwele SSID IJeJles. sugs 3JI 1Jud, save & Apply to Device.




Add Policy Tag x

Mame* | PolicyTag1 |
Description | Enter Description |
+ Add
WLAN Profile ~  Policy Profile -
Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2
Centrall PolicyProfileCentral 1
1 10 v i
=| Save & Apply to Device
CLI:
# config t
# wireless tag policy PolicyTagl
# wlan Flex1l policy PolicyProfileFlexl
# wlan Flex2 policy PolicyProfileFlex2
# wlan Centrall policy PolicyProfileCentrall
# end
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Flex Profile

Flex Profile Name

@ Dashboard

@ Monitoring

new-flex-profile

NS CDI"If]QUFE]ﬂDF‘I default-flex-profile

\ . . ] 1 10 w
. Administration

Troubleshooting

IJ1096 2. £500 luwe Jpdd og s Flex 9gsoe IJ APs VLAN (o bouses VLAN id).

Add Flex Profile x

General Local Authentication Policy ACL WVLAN
| Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Radio Shut
Flex Resilient
Native VLAN ID 2601
ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade v
HTTP-Proxy IP 0.0.0.0
Address o Office Extend AP
CTS Policy Join Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Mame default-sxp-profilex| »

O Cancel =| Save & Apply to Device
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Add Flex Profile H

General Local Authentication Policy ACL VLAN
[ + Add J
VLAN Name ~ ID ~ ACLName -
0 10 » |it

Save & Apply to Device

VAN Mame* vlan-name

VLAN ld* 2685

ACL Mame v
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)y Juvodle VLAN 1 pbJyos.

Add Flex Profile x

General Local Authentication Palicy ACL VLAN

VLAN Name ~ ID -~ ACL Name v

| viAnzess 2685
] VLAN2686 2686

1 10+ |it

| Save & Apply to Device
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CLI:

H*

config t

wireless profile flex FlexProfilelLab
native-vlan-id 2601

vlan-name VLAN2685

vlan-id 2685

vlan-name VLAN2686

vlan-id 2686

end
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Q, Search Menu ltems MEHEQE TEIQS

Palicy Site RF AP

= Dashboard

@ Monitoring m

BZR\‘ CDnﬁgUratiﬂn Site Tag Name

ST

IJglo96 2. 5lgd eJled 1Jp9 88 p woglbsd EnableLocal Site g5l (Is wdbs 9,09 wuvedud
eJlpd 09 9¢ p& EnableLocd Site Swp g9sd IJgsh lJpglbd lJs suoe FlexConnect). 9o 02>
websdoc spdud |u5u9| wEdSd Flex Profile. &> oJdd 1Jw 9,6 Save & Apply to Device.



Add Site Tag x

Name* FlexSite1

Description Enter Description

AP Join Profile default-ap-profile
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=] Save & Apply to Device

CLI:

# config t

# wireless tag site FlexSitel
# flex-profile FlexProfilelLab
# no local-site

wessu edled [Juog IUs AP

sedud cessu edlps vor pulying lJs v §bs 9,09 Iy Lesso VB edlps Iduoz s
P2LIES U LIl 1J9uo9d Vs LV 19w lew, IJusg IUds sulywed.
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luw9d |Js Configuration > Wireless > Access Points > AP name > General > Tags. o0 9. 9€& Site I 8lispd |JpuuwdJé.
e edlple IJopss) 1Jpre9w6 9108, Update & Apply to Device.



General Interfaces High Availability Inventory Advanced

General Version

AP Name™* AP1702-05 Primary Software Version 16.10.1.0

Lacation® karicisn-WS Predownloaded Status NIA
Predownloaded Version M/A

Base Radio MAC LD, A
Mext Retry Time MIA

Ethernet MAC B 1) et i

) Boot Version 15.3.0.0

Admin Status Enabled v
10S Version 15.3(3JPG15

AP Mode Flex v
Mini 105 Version 0.0.0.0

Operation Status Registered

Fabric Status Disabled IP Config

Tags CAPWAP Preferred Mode  Not Configured
DHCP IPv4 Address 172.16.1.110

A Changing Tags will cause the AP to momentarily lose

association with the Contraller, Static IP (IPv4/IPvE) _]

Time Statistics

Palicy PolicyTag1 . -
Up Time 6 days 20 hrs

Site FlexSite1 N 27 mins 53 secs
Controller Association Latency 5days 18 hrs 0

RF default-rf-tag v mins 30 secs

| Updte & Apply t Device
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CLI:

# config t

# ap <ethernet-mac-addr>
# site-tag <site-tag-name>
# end

CESsSU edlpd Iduoe Jullb 1Usuesd IUpegssé
loe@d |Js Configuration > Wireless Setup > Advanced > Start Now.
0@, V938 TagAPs = Lgd d3JJ: Gp wuedsd Blisps uidlb IJsuosd IUes w)yss wessu edlple

IJopss) Jol (spdud 1dudy 898 wwope udlbs JJiuwdd 1eels, J APname [is s 28 Te)]
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Number of APs: 2
Selected Number of APs: 2

AP AF‘ -

Mame . .
Show items with value that:

APIB02- ‘ s equal to v
karlcisn | |

APZ2B02-

Y o1 ’

wpe 10 ©d9p wopass udlb 1J9uesd Idergsws: lud, eds + udlb Idsuesd Jdedlele.

Advanced Wireless Setup Back

— L ————
N
()

“

Numbar of APs: 2

- Tags & Profiles Selected Number of APs: 2
) - | WLAH Frofie = + AP ~ AP w ) AP w Admin ~ Operation ~ Policy ~ Site ~ RF v . ) Hyperiocation
MNarme Model AP MAC v Mode Status Status Tag Tag Tag Location  ~  Country ~  Method
N = AlR- Location-  Locatien-  Lecation-
I ' ; :
o | olicy Paahie =)+ v i‘::::f: AP3B021-  0042.68c6.4120 Local Disabled  Registered  typical-  typical-  typical- m’;‘l‘; WX Local
A-KD density  densiy  censity
- | PolicyTeg & | B |+ AT ) .
Pa802- fault- It
7 [272802°  apogos-  2c50.0140.8900  Local Enabled  Registered  PT1 SOl CoELE g us Local
(1] B-KS sita-tag ri-tag
o | AP Jain Profile =+ 1 10 | items per page 2o 2items &
o | Flax Profile H +
0| Site Tag # B +
g-------]nwrwe = +
ﬂ.......|RI—'T.1g # B+
. Apply



2 edlple IJopss) Idos oy wesswol gds udlb 1Usuo9d &p 1o saves Apply to Device.

Tags

Palicy | PT1 v
Site ST v
RF default-rf-tag v |

Changing AP Tag(s) will cause associated AF(s) to reconnect

) Cancel = Save & Apply to Device
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luols $Slises Idopde B 1929 (ACL) Ids pdd 1dog s IJpso.

Uivods WLAN 1 p29J6 sl

Jobosd Slses wpde S 1Jsuosd (ACL) eds Igpdle IJpouodso wuvwdd WLAN o296
podsl:

lJglbogs 1 - cbousd Ylised lJoedp B 1Jguo9d (ACL) eds pdud wg)sd IJuwslws. loodd
lJs Idodsse > Idedlple 9pdule IJog s > IJuuslgws: 23 pdd wg s Iduwsluws
lJeyowl ouveds WLAN Idezeds oydisl. ceo Quwe "uvsluwle [Jguosd" > "Blises 1oz de
O 1Jsue9d s Iduveds Idpedso IJdluuddss (WLAN) 235 $lises Idozdpe W 1J909J
(ACL) Idos wyss wbousyol gds Idgpdls.

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC v
DHCP TLV Caching O
IPv6 ACL v

BlJdoo w¥9p vodssu ldpuolb 86 1Je,disé JJosw gds uvwdé WLAN p29J6 o35l
Sspdud lugble $lisps wede O 1Uguod (ACL) Jlghs IJuszse eds 9800: wplpl Jol Js
oo udbs 1Jsued B Idsuoe IUpeds: vlo)l Jive sop eeldzs IJ Gise prdis! eds euues
IJoede B Idubwds Ipedss IUJluudIss (WLC) B odo IJzlJs.

Uivods WLAN o296 ppJs!

Jobosd Jlises wede s 1dsuesd (ACL) eds Idgpdle Idpouodso wuvewds WLAN pz9Js
pedsl:

U195 1 - clbusd Blisps IJepde Bes 1U9,09d (ACL) £Jis pJd s Iduwsluws. lowdd
IJs IJodsse > 1dedlele 9pdBle Iog s > Iduusluws: 233 pd g s IJwslwé
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPvd ACL BLOCK-WLC |
DHCP TLV Caching O

IPv6 ACL v

1Jgdo96 2 - wbusd Slises IJopde s 1d9uesd (ACL) eds pd Idog)rsd Idpso. loodd s

IJodssy > gdlelo 909,0850le > Flex: 23 pd IJog s Idpyu Idpgso Jullb 1Jyo9d Flex
Connect APs. Jops Suwp "Slises IJezedp wlsuesd (ACL) 1Jgluos olduusluws: Lo Slises

IJoede Lldouesd (ACL) slud) B9 "z b"

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
ACL Name Y Central Web Auth Y URL Filter N ‘
(O ACL_WEBAUTH_REDIRECT Enabled ACL Name* BLOCK-WLC v
1 10 v |items per page 1-10f1items Central Web Auth O
URL Filter v

IJezdd pu wbwsd Blises IJozde Bs 1Uguo9d (ACL)

Spdud 1doedd pu wbosd $lises dopde Bs 1suesd (ACL) eds gpsd eus IJluedld IUs
IpslGus > 1duveds 1JJluudIdss > 1Je pdle: 233 Ig psd 15 oo 1Uozdd puo. B IUbuwpe
gle > pedople IUclesu: ©2dd po Guwe "uusluwle 1Ughe" luve "ee)Sd gled IJoLods8™ Sew
o s09ldG pe Slisps Idoede wldsuesd (ACL) IJpby $s.



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

SM State TERMINATE

Local Policies

Service Template wlan_svc_local-switched-policy-profile (priority 254)
VLAN VLAN1416
Absolute Timer 1800

Server Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies

Qutput SGT 0006-00
[ Fitter-ID BLOCK-WLC |
VLAN Name VLANT416

Vs zlds vl 1Ugosd (AP) sle Idleuold 1d ey (Idezsdle 1dpedsd) spdod Idezdd ppl 131
dlgoo Ilispo Idoedpe Vs 1Uguo9d (ACL) 8> wpe ogbol eds udbo IJsued su bysd Jolus
IJlo, "#show ip access-lists" e Js w§boo 1J909d wd wol.

lJoe 99

oo Suwulbbse lwogpdo ol i,o_) i SY909 [Jouvdsd.
odosu yvedle VLAN/IUglzolo

# show vlan brief

# show interfaces trunk
# show run interface <interface-id>

©J9s0 Liwds WLAN

# show wlan summary
# show run wlan [wlan-name]
# show wlan { id <wlan-id> | name <wlan-name> | all }
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# show ap summary
# show ap tag summary
# show ap name <ap-name> tag { info | detail }

# show ap name <ap-name> tag detail

AP Name : AP2802-01

AP Mac : 0896.ad9d.143e
Tag Type Tag Name

Policy Tag PT1

RF Tag default-rf-tag
Site Tag default-site-tag

PoTlicy tag mapping

WLAN Profile Name PoTicy Name VLAN

psk-pb1-ewlc ctr1-v12602 VLANO210

Site tag mapping

Flex Profile
AP Profile
Local-site

RF tag mapping

5ghz RF Policy
2.4ghz RF Policy

ouvdsd IJedled

: default-flex-profile
: default-ap-profile
: Yes

: Global Config
: Global Config

# show wireless tag { policy | rf | site } summary
# show wireless tag { policy | rf | site } detailed <tag-name>

oubdsd pdu IJog)suo

# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profile-name>
# show ap profile <AP-join-profile-name> detailed
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