od9su pg)yd SSID Jpol> 96 MAC gds 9pole
IJoede IUJlgwdIdse Catalyst 9800 Wireless
Controllers

IJpzossle
lpc o ole | lowl_w,sé

e lb ol

IJedoule | 02300
ey

| | b.sb J

Joso AAA 9800 WLC

b gol le 2o 2112.S

1536 Llg o lle oz, L]

lJp 95,00

Suod 03l 90888 Jsub Iy setup Jluwdds pubbdé svwds (WLAN) o old Logs 0986 low gds
cisco pl>6 zwdlj0 9800 WLC.

IJecbdole IJlul jusé
lJeobdolo

9,0 Cisco Uiy odyy Jrsd p&)906 Lldpsluose IJoldss:

* gu9lu MAC
s gplo ldozde IUJlwdIdss JJuwduwds Cisco Catalyst 9800 Series



* pud 8306 IJogss (ISE)
lJpdoule [Jpuwogsed

ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

- Cisco I0S® XE Gibraltar 1J]_o>l, 16.12
« ISE lJl_ool, 2.2

op logble Idpgdsele 1Ugloé 9s _o.')l IJpuwews pu 1Jizo;6 10092956 ds LSS0 pEpJso ¢luos.
wlo zpse IUlzejs IJpywegsps Bs o3l lJpuwows wodssu ppuse (Bolups). bl Jlue
drodod 9es Idogivgsd Volds pu Wopd JJoles) Idpzoed Jls le).

lIJodysy

l\Luwe ldogbsbs Jdubods

RADIUS 9800 WLC

B £

o000

N7

Client

odgsy AAA eJs 9800 WLC

b 86 IUgpdle og Ebe hes

GUI:



16,1 1Jglosle 1-3 o0 Buwpe wdase AAA £ ).s 9800 Series WLC.

IUgbo9é 4. louble luvdow v ds ogasd.

loe8d lJs Configuration > Security > AAA > AAA Method List > Authorization > + Add 9.5 Llouiliso.

Q. Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
= Dashboard

(<) Monitoring

P AAA Method List

S Conﬁguration General

Authentication

Administration

Authorization

Troubleshooting

Quick Setup: AAA Authorization

Method List Name™* | AuthZ-method-name |
Type* | network v |
Group Type | group v |

Fallback to local

Servers [ Groups AAA Advanced

Mame ~  Type v

Available Server Groups Assigned Server Groups
radius ISE-KCG-arp
=
|dap
tacacs+

—| Save & Apply to Device

#configt
# aaa new-model

# radius server <radius-server-name>

# address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
# timeout 300

# retransmit 3

# key <shared-key>



https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
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https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

# exit
# aaa group server radius <radius-grp-name>
# server name <radius-server-name>

# exit

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization network <AuthZ-method-name> group <radius-grp-name>

el 88 IJgpdle pedsl

louble Iundow Uvwds wgasd peds.

loedd |Js Configuration > Security > AAA > AAA Method List > Authorization > + Add 99, wlublise.

Q, Search Menu ltems Authentication Authorization and Accounting
+ AAA Wizard
=] Dashboard
o~ s AAA Methed List Servers [ Groups AAA Advanced
(£) Monitoring
Conﬁguraticn General
Authentication
Administration
< Authorization Name ~  Type LA ¢
Troubleshooting

Quick Setup: AAA Authorization

Method List Name* | AuthZ-local |

Type* | network v

Group Type | local v |

Awvailable Server Groups Assigned Server Groups

radius

ldap

tacacs+
ISE-KCG-grp

= Save & Apply to Device

CLI:




# configt
# aaa new-model
# asa authorization network AuthZ-local local

odysu yveds WLAN
GUI:
[Jgbgs 1. §p wlogile JuowJs WLAN.

loodd IJs IJuveds Configuration > Wireless> WLANs > + Add sedssuol guve Igles.

Q, Search Menu ltems WIRELESS NETWORKS

Dashboard

2 : MName
Monitoring

EE N T B

IJglogé 2. 1>z pedople v ds WLAN.



Add WLAN x

General Security Advanced
Profile Name* | mac-aut| | Radio Palicy | All v |
551D | mac-auth | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED .

= Save & Apply to Device

IJglogs 3. luwdd s Security gdlps lJousse 980 wogbsd Layer 2 Security Mode gldw ed s MAC Filtering. oo Authorization

List. i'acu bys$s Idegasd IJos op logolgel B 1Ugbys [ uwlo 6. op lug, Save & Apply to Device.

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA
. _ Fast Transition * Adaptive Enab... v |
Layer 2 Security Mode | None v ' :
Over the DS vd
MAC Filtering vd

Reassociation Timeout 20

Authorization List* | AuthZ-method-name »

=| Save & Apply to Device

CLI:



# config t # wlan <profile-name> <wlan-id> <ssid-name> # mac-filtering <authZ-network-method>
# no security wpa akm dot1x

# no security wpa wpa2 ciphers aes

# no shutdown

odssu eI we)sSd Idumslgws

Sew wedsod aaaoverride Bs pJd og s IJuog Jdelds U Epd oo s6 MAC JJJ SSID wundd zs>.

59,50 )08 o858 L) wisl wé 9800 WLC

od9su edles IJuwsluws

Policy T 9800 WLC

106 18 L w.sl wé g, )5 9800 WLC

ouvesd ewslu MAC e wpese wo.

ouwesd ewslu MAC pedsl eds eoues IJoede Os 1dubeds IJeedss Idluwddss (WLC) Jdeuols 6 1dpedss

lue’d |Js Configuration > Security > AAA > AAA Advanced > AP Authentication > + Add.

Venu ltems Authentication Authorization and Accounting
+ AAA Wizard
[ Dashboard
AMA Method List Servers [ Groups AAA Advanced

Monitoring

RADIUS Fallback

MAC Address Serial Number
£ 5 Attribute List N
Administration rouie st eme
Troubleshooting
AP Palicy MAC Address
aabbceddeeff

Password Policy

edb3187c3058

1 10 »

Yoo guslo MAC Bs JJ 1Uz98 1Juogs)6 wa9u Bluod: 9lu$, Save & Apply to Device.


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc9
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc9
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc11

Quick Setup: MAC Filtering %
MAC Address® | aaaabbbbecce |

Attribute List Name | None v |

[ 9 Cancel ] |=| Save & Apply to Device

% adigks: B IUluosble IUlEsp po 17.30 Blpw 9lzos puuesp IJssw (Ul) woéss) ls cuuwsd MAC $po wdoluco |Js

SO #50 SIuad 1Je9 oz B I)uup IJosupses: Bs 17.3 38sel wes: czenp 3lz0d puvctse sy s cuopse
Spw wbgldo suldolds: Bpu IJuo,9,s 30 15eld s Bluod. swedv perd wuoese IJigble oo Cisco CSCv43870 >¢ p
£36 cuuwslle Jpuol> 86 MAC.

CLI:

# config t # username <aabbccddeeff> mac

i.)'a.J euslu MAC gJs 8lesé vslole u@bs wolss ISE

IJghbss 1. (IRosbs) S wludble pzeses vl wolsé zas6.
luedd |Js Work Centers > Network Access > 1d Groups > Endpoint Identity Groups > + Add.

‘duea Identity Services Engine Home  » ContextVisibiity  » Operaions  » Policy  » Administration
» Guest Access » TrustSec » BYOD » Profiler » Posture » Device Administration  » PassivelD

b Overview P Identities Ext Id Sources  » Network Resources P Policy Elements  Authentication Policy  Authorization Po

Identity Groups Endpoint Identity Groups

s p)

v - S J Edit ¥ Delete

B T Eadanint ldantibe Moo e Bl s = [ e E Y



https://tools.cisco.com/bugsearch/bug/CSCvv43870

Identity Services Engine

Home » Context Visibility

» Operations » Policy » Administration ~ Work Centers
~ Metwark Access b Guest Access » TrustSec » BYOD » Profiler » Posture » Device Administration  » PassivelD
» Overview  » Identities |d Groups  Extld Sources  » Network Resources  » Policy Elements  Authentication Policy  Autherization Policy
I

Identity Groups Endpoint Identity Group List > New Endpoint Group
[ = D ] Endpoint Identity Group

e . I *Name | MACaddressgroup |
» | Endpoint Identity Groups Description

» || User Identity Groups

Parent Group |

(Gl

IJgbgs 2. luwdd |Js Work Centers > Network Access > | dentities > Endpoints > +Add.

ulwile  |dentity Services Engine

Home » Context Visibility

}» Operations » Policy » Administration - Work Centers

b TrustSec  » BYOD  » Profiler » Posture b Device Administration  » PassivelD
» Overview Id Groups  Extld Sources  » Metwork Resources  » Policy Elements  Authentication Policy  Authorization Pelicy  » Troubleshoot

o
Endpoints

Network Access Users INACTIVE ENDPOINTS © © ¢  AUTHENTICATION STATUS ¢
Identity Source Sequences

- Metwork Access » Guest Access

No data availabl

Last Activity Date

3/] i & ANC - Change Authorization « Clear Threats & Vulnerabilities Export Import



Add Endpoint

~ General Attributes

Mac Address * aa:bb:cc:dd:ee:ff

Description

Static Assignment

Policy Assignment Unknown N

Static Group Assignment ¢

Identity Group Assignment MACaddressgroup i

Cancel Save
o ()

wdysyu ISE
luole6 9800 WLC |Js ISE.

16, IdLuslole 1836 B o3l 1L eulb: gl WLC L ).s ISE.
logble Slgsé puol> 96

Sop luwetsle G9les 1dpuob s JJozdd pu bo2s wslule lewpels IJpuwedrpso (Crdd pel B JIu Idpuuctse 09 GO wo
IdSed) 9ldes po b,y3 Idpuoh$6 IJpuwesz wluweisleol pu Sod Idpuwese.

IJgb9s 1. lue®d [Js Policy > Authenticationd el 09 p9 o2 Vs [Juo9)s.
olds po 929 Bless MAB IUIG el osé gds ISE.

bl dentity Services Enging

isibility b Operations k Admm

Horme ¥ Context

Summary Endpaints Guests Wulnerakbility Threat el | Authentication
Profiling
METRICS Client Provisioning
Total Endpoints € Active Endpoi
— .

1J£1096 2. 288 po 929> Bless 1Jpuols$s IUIb e lunss J MAB LlJsg:
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MAB -If  Wired MAB AND
Wireless_ MABAllow Protocols : Default Network Access and
Default :use Internal Endpoints

9l Jp oo I3dI spdud |Lolds 9lzas 23836 g0 1Ju@, Insert new row above.

Hame b Cont ity ¢ Operations » Adrministration

Audthentication | Authorization  Profiling Posture  Client Provigioning  » Palicy Elements

ing the pratocols that ISE should use to communicate with the netwaork devices, and the identity sources that it should use for authentication.
watem = Backup & Restore = Policy Export Page
ed

Jf Wyired_MAB OR 5
| Protocols  and I Insert neww row above '
: NSErT NEwW Fow DEl0
:wse Internal Endpoints |
Duplicate above

I Wiired_802 1% OR Duplicate below
IC_Protocals and | Delets

logble Sless 1degosd

Sless IJodss o os 1Jdless 1Jeuudods Jopsss s voses Idixole (s pdud wg s odss o) IJos sop cbusdol eds
IJepsd-

IJglogs 1. luedd |Js Policy > Authorizationd el 09 p9_ 02 B |Juo9)6.

:es Engine Haorme b Context Visibility b Cperations b Adm

norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication Authorization
Profiling Posture

i Client Provisioning Policy Elements

Policy by configuring rules based on identity groups andfor other condi Dictionaries

dministration = Systerm = Backup & Restore = Policy Export Page conditions

Lies - Results

IJ¢o96 2. $p wlsslz Bles 23538 Jpl 09 p9 o s 1Ju09,6.



vl Ide

CISCD

Authentication Authorization Profiing  Posture  Client Provisioning ¢ Policy Elemernts

Haome

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions)

Permiszions

 Insert Mew Rule Above J7

Insert Mew Rule Below
Duplicate Abowe
Duplicate Below

gl 3. Se woghd I Gse-

IoJli iz, luwe JJBlE6 920986 1J09s6 28 Swp wiisu udbs IJuolss (MACaddressgroup) Jpl 09 p9 oz B IJLo9,)6.

Status  Rule Name Conditions (identity groups and other conditions)

Permissions

hen | AuthZ Pr... b

i + [ MAC-rule | | ' | Any E | Conditons)

[MACaddressaroup

(<]
5 ] ?
. S VS T —

(< I <

o MALaddressgroup

WA

w83 3Jd g, Iduingb 1Jig s IJos ©89p wepdssd IJogssd JUsgsd Bs oo 1J8less. B o3l Idpold: oogly) gpdséd 1Jogssd

0350 IJBles6 3l Jlpe ouwegse MAB IUJlundds 950w0s perd 1Jpzkbs IJpuueses (luwe SSID) 1Jgloo wol mac-authd el o9

e9u2T IS IJuegss.

AuthZ Pr...,

£ v [ MaC-ule i Mo : |Se|an1ﬁnnbune =

Radius; Called-Stat... ©| [ Endswith ~| [mac-auth

| B [wireless_tas O] | Normalised Radius:RadiusFlowType EQUALS WirelessMAB

[ anp

a8 | B add Al Conditions Below to Library
Fr=en a : Condition Name Description
- =

=

slgsl lze,) pdB we s IJogasd IUss sop wessuo: B oo IJelJs. PermitAccess g pdle 1U3s0 Suosw90 030 1J8less. 1ud,

Permissions

Doneglz W bbol.
Status  Rule Name Conditions (identity groups and other conditions)
P = [ MAC-rule [ e |#54 | Radius:Calied.Station.ID ENDS_V/._.

IJozdd eu lduors

S

Done




Spdud luuesle odo IJigI,o_, Jdoedd pu ldodssu Idelds:

# show wlan { summary |id | name | all } # show run wlan # show run aaa# show aaa servers # show ap config general # show ap name <ap-name> config
# show ap tag summary

# show ap hame <AP-name> tag detail

# show wlan { summary | id | name | al }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

loveduuled IJigble gl odlzol

S99, WLC 9800 |pJlusle Idewog 1Usksps. 9031 suop0 wuwzsd zese IJigble IJpoed$6 wlouold 1Ugpsd sldeeis)le
Soumlisd powess IJIubel v dd oo Jpl spdud £r00 Iduwadle 1Jgluns welbes s 2lds Bubd wes zageol.

~ tIcES: edis Ibge pu 1o 39 s2980 edss eze Juvedle IJos op loguldel: [l ue sedud 1,298 wuoe wvlele IJs €28
|§|p

Jesue Idpuwble IJos op ozesgol wluwbs 9800 WLC L vdd 1de,)luos: spdod IJleuold g, SSHITelnet . 9800 WLC
9les 030 IJgbole (wlds po ouwesd IJeduwé [Js pJud uuos).

IJgb9s 1. wedd pu IUsdw Idelds Joerd Iduede vese spdud wedu Iduwedle po ld9de Iduwlod [Js 98w ea9e IJpuvdJs.

# show clock

IJeloss 2. §p wozpst Y909 pu ldptso IJpdde Joe2s Iozde s sysoglehzss Jpl 09 pzad woluwbs wdsso IJuble. $9ed,
3J9 b,886 £500 uvsesd Juoes IJuble gigbliso |0 923w,

# show logging

1Je 1096 3. ©28 ol Bl wp cpdsu s Lingb cuopst igble.

# show debugging |OSXE Conditional Debug Configs: Conditional Debug Global State: Stop IOSXE Packet Tracing Configs: Packet Infra debugs: Ip Adc



~ 2T 51 lse s Uil ez B IJSlises: Bosl sgos v ldowwe sop cuvzsdo Is puvess cusese Iitbls Jzpse
e pdsle 1Jos wolzo 1uingb 1Jpedus (eoslo MAC sgwsle 1P el 1 3J9). 9031 $583 pu 2ze Wuwedle. JsJd. s9uos
wpuwg 2esSE IJuingb eus e3p ldouozse IJuuib.

IJglogs 4. 13l Jp s3I g09lo MAC IJpozes wew IJIze ol el Juinb Bs 1Jgbss 3. B8p wogese lol puvess IUluvel; IJos
olbojslispel Jewslo MAC I peess.

# show logging profile wirelessfilter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file always-on-<FILENAME.txt>

sedod lel £50 1pzess eds IJeduws Iy spdod ouwe IJpdS 1ds ghbe TFTP ¢z

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

lJouozse Iuiwbs sldooog Jogvb IJJluwdIdds
I3l Jp wpued IJpuwble 1Uskses pedsple JIdss Jopsss puvéd IJpundJs 36> 1Jeedsd: spdud wedso wuoese IJizble
IJeuinsb sldodlb wowg Radio Active (RA). 1J3s S99, wowe puvess wuoese IJigble Jzese Igedsle IJos wodled pe

IJuinnlo IJpess (uslo MAC Jdgpsd B 030 1J2lJ6). Jopdso cuorse IJigble Ieuingb: 18,1 030 1Jgble.

IJg 096 5. olds pu £3p wpdsu b wusese IJi¢ble.

# clear platform condition all

121096 6. $p wopdsy Uik ouszse IJigble Jeuslo MAC JJgpsd IJJluvdds 1S ©oss il doo.

owsl 030 1JIsle, el dus guslo macldecsd,; Jpss 30 5886 (1800 &loss). spdud sl o3l 1Jsde lposh sl



20 2085978494 & lo,s6.

# debug wireless mac <aaaa.bbbb.cccc> { monitor-time <seconds>}

% adIzks: Jo)l 906 198 pu gpsd 91z Vs JJ o6 B woubgsd IJle, debug wireless mac<aaaa.bbbb.ccoe> JJJ gu9le MAC.

% pdics: Jl o) 1ole bl 1Jgpsd eds eduws Idgpd 1Jb)B8s6: pse sop wiisu JJ uise pddulsigds! Jeyuoo Jlzdl.

U096 7. $p wlghs loclz IJpovdJs 19 IJoudsd IUss s ldwco.

IJg1o9s 8. 3p wlsdld wuozse Wigble I3l oo wuve IUpuvdJs Gud lowols s8e 1esl 3w IIbe)luos Is 1edse.

# no debug wireless mac <aaaa.bbbb.cccc>

ol o loguos 99w lJesyu |_9 IJ debug JluvJdds sJ9u Id 9800 WLC s> puyd peds pe
IJlwpe: ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone DayWeek Month_Day_year.log

1Je9s 9. §p wozpse pdd wublb guglo mae. spdod lol vyt ratrace 1og 1Js ¢be ¢hes s £rup Ietiele poluing eds

IJ il v,

Joedd pu luwe pdB wowe push RA:

# dir bootflash: | inc ra_trace

ot Idpd S |Js Ebe ehezs:

# copy bootflash:ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone DayWeek_Month_Day_year.log tftp://ab.c.draFILENAME.txt



oo ldpzoss:

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMM SS. XX X_timezone DayWeek_Month_Day_year.log

1Jg 98 10. 151 Jlu Idpwow Izsns Il &ild £y 9lupe: B8p veee Iduvedle Iledss IJos wes bisds erup woupsess o)
Jduvedle eds puwess cuozse IJigble. Jl cole lds cuoest igble Igpsd 08 1855 28 cd9e B8k LlJgle ub)s
odosdss eds uedle wusrse IJighle IJos oe creseol sogisuel sledsl Lldded.

# show logging profile wireless internal filter { mac | ip } { <aaaabbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

% aicds: 5955 [lz 1ley 031 [Us bele Tol Jeese puwessle ldouvesd Jeese IJgpdsle 909 Jos, Idzee 1Js 2 el louad
w Cisco TAC Iy suwles low guy 03l e,

SpJdud |l uuwg radinterna-FILENAME.txtlJpgzle [Js ébe ehes 19 eru00l puluins eds 1duiluie.

o IJpd Js e ghes:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://ab.c.d/ra-internal-<FILENAME>.txt

&ue Idpzess:

# more bootflash:ra-internal-<FILENAME>.txt

IJeb9s 1. $p LUilJé Liysb wuoese IJigble.

# clear platform condition all



% pdigs: o> po 51J6 Lisb wusese IJigble slisel wgs aduwd Tuved vl IUigble 9l oJlzol.

pedyple slo Lods
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