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Client

lJodsule
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IUgbss 1. leJlo Zlse RADIUS. pU slzod Idpuuegsp I,uuspsé: lowdd [Us IJodssy > 1Jielo > AAA >
IJEglse [ IUpzrgele > RADIUS > 1Jgglse > + | ol glsgd pedgple Else RADIUS.

Configuration = > Security = > AAA
+ AAA Wizard
Servers | Groups Adb Method List Anfl Advanced

e
g
a

Name v Address ~  Auth Port ~  Acct Port
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Edit AAA Radius Server x

Name* AmmISE

Server Address* 10.48.76.30

PAC Key

Key Type Hidden v
Key* (&) ° eoe LLLY

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 5
Retry Count 3

[%] Update & Apply to Device

% pdlebo: pdlgbs: Jl swp >gp louold RADIUS CoA Ws uuiy Idpueb 86 1Jpeedss
voduss Flex Connect. .
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IJlelu > AAA > |Jgglse [/ Ipzpeele > RADIUS > pzpgele IJgslse > + |,ol3s.

RADIUS
Servers Server Groups

TAGACS+

Marme v Server 1 Server 2 Server 3



Edit AAA Radius Server Group x
Game* ‘ AmmISE '

Group Type ‘ RADIUS ‘
MAC-Delimiter | none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 2 ‘
Source Interface VLAN ID ‘ 76 v
Available Servers Assigned Servers
~

() — AmmISE

v
4

~
1]

v

i) (¢

E| Update & Apply to Device

1Jgbgd 3. Jugils Blespsd Iuwldso [Jpuols 36, pU glzod IUpuwwese IU,gwepess: luwdd |Us [Jodesy > 1Jlelu
> AAA > 8lespd by 9 AAA > Idpuola 88 > + | olws

Configuration ~ > Security ~ > AAA

+ AAA Wizard

Servers [ Groups ‘ AAA Method List ' AAA Advanced

( Authentication ) g :
l -+ Add l
Authorization

Name v Type




Quick Setup: AAA Authentication

(Method List Name* AmmISE

)
( Type* dot1x . @
9

(Group Type group v

Fallback to local

Available Server Groups Assigned Server Groups

radius Co) \fkmmISE
Idap
tacacs+

A&

pU Slz0d Lub IJisle,:

IH*

config t
aaa new-model

IH*

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

HFOH W OH KR R

3%

aaa group server radius <radius-grp-name>
server name <radius-server-name>
exit

H* H*

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authentication dotlx <dotlx-list-name> group <radius-grp-name>

i) (B B

T Update & Apply to Device




o J9s0 Lvods WLAN

|Jgbgd 1. pU glgesd Idpywwsp IJ,ywgpse: luoldd [Us ldodssu > Jigwdds > Guodlo WLAN glud,
+]uolds Jlugwls Guwodd WLAN g5¢536: glsgd pedgple Guvwdd WLAN. e 100G, B9 whbusd gdus IJgoel;.

Configuration = > Tags & Profiles~ > WLANs

Number of WLANs selected : O

Status~  Name ~ ID ~  SSID
Add WLAN x
General Security Advanced
Profile Name* 802.1x-WLAN Radio Policy All -
SSID* 802.1x Broadcast SSID enssLeD [}

WLAN ID* 1

Status enasten ([l

D Cancel

= Apply to Device

IUgbgs 2. pU 9lzed Idpuwwgsp I uwepesé: luwdd 1 gdles [Joussy Idlelu Jodssu suae bl ldbwds
2/1dbwds 3 bldel JIo ipudew 1o indes, 981cspd [Jpuol> 86 WS 21ds [uwogsle 802.1X. ¢p [0, WBed wesese
IJzoly swbusBe.




Edit WLAN »

i Changing WLAN parametars while it i enabded will result in loss of connectivity for clients connected to it
General Security Advanced Add To Palicy Tags
Layer2? Layer3 Adh,

Layer 2 Security Mode
MAC Filtering

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPRAZ Policy
GTE Randomize
OSEM Paolicy

WPAZ Encryption

Auth Key Mgmt

oJ9su pdV ogHsV Idyusluws

WPA + WPAZ o

Lobby Admin Access

Fast Transition

Owvear the DS

Reassociation Timeout

Disabled v

MPSK Configuration

MPSE

< | AES[CCMP128)

CCMP2Z5E

GCMP128

GCMP2Z5E

BO2.1x

PSK

CCKM

FT = BOZ.1x

FT + PSK

Adaptive Enab... «

K

|_I;_'[ Update & Apply to Device

e

IJgbed 1. pU glgod IJpywwsp IJ,ywepsd: luwdd |Js [Judgsu > edlole 1dopss) gpdldle IJog 356 >
l[Jowslgwd glud, +luolws Jluguls pdd we s Guwsljws.




dlnalve Gisep Catalyst 9800-CL Wireless Controller

CISCO 1774 ESWE

Configuration = > Tags & Profiles - > Policy

Status ~ Policy Profile Mame

[Jgbgd 2. Bp wlualwd [Jl we gldéls wesess oyug [Jowzgsd Ide,dies. gou gdld odl IUlesls wwglod 9236 [Jwede
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Edit Policy Profile M

ﬂl'"l-| g i engiied] <1578 vl fasi 1 a8 of connectrdaly lor chenls associated wilh s | hke

" - iy R Rl M
Genearal ACCEsSE HohDes o anidl SN viohihity wihvainoed

N
MName® WLAMX WLAN Switching Policy
Lhascripion Cantral Switching

Sitares reaen [l Cantral Auhentication |El»mELE|:r .l
Passive Chent . CERARLED | Cantral DHCP

Encrypbed TraMc Anahtics CESARLED l _ o
) ' . Cantral Assaciastion

CTS Policy Flex MAT/PAT
Irlirs TagEing
SEACL Enborcamen

Daatault SGT

x
[=] Update & Apply 1o Device
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[Jzbgd 3. pU glgod IJpygwose IJ,ywepesé: luwdd JJs gdlesd lUowgsw pwslywle [dguoed Jugowsuo
uvwdd VLAN lJoes Spdu wessu IJepdls IJlgwddscsu Jol gus logsldoe wuvwdd WLAN o030 Lvdd
lew,los.



Spdod el ©esss lpup gvodd VLAN gles o0 1JB1es s 1deuuusds Iy Jiduad pelyuwsd: ldou o8 Guods VLAN
S>9.Sl.

Edit Policy Profile x

& Conhguring in enabled state will result in loss of connactivity for clients associated with this profile.

General Access Policies Q0S5 and AVC hobility Advanced
RADIUS Profiling WLAN ACL
HTTP TLV Caching IPvd ACL | . |
DHCP TLY Caching
IPvE ACL | * |
WLAN Local Profiling
URL Filters
Global State of Device Disabled (&
Classification Fre Auth | . |
Local Subscriber Policy Name | - Post Auth | = |
VLAN
VLAM/VLAN Group | 76 " |
Multicast VLAM | Enter Multicast VLAN |

|_I;_I Update & Apply to Device

IJgbgd 4. pU glgod IJpywwesp IJ,ywepsd: luwldd |Js gdlesd l[Jowgsw gshlo pudsed Judgsu gldle
luwoele IUpodsd |J;0ueséd Jdvwds 1Jpegdess IJJlgudeless (WLAN) ¢ DHCP g WLAN Flex Policy g AAA Gbes zlJs
lowwesleol. e lud, Vg wessy IJzely gwbusde.



Edit Policy Profile X

~
A Configuring in enabled state will result in lass of connectivity for clients associated with this profile.
General Access Policies Q0S5 and AVC hobility Advanced
WLAN Timeout Fabric Profile 5
Session Timeout (sec) | 1800 | mDNS Service | default-mdns-servic] » |
Palicy \ |
Clear
Idle Timeout (sec) | 300 | _
Hotspot Server | - |
Idle Threshald (bytes) | 0 | ' '
User Defined (Private) Network
Client Exclusion Timeout (sec) | | B0 |
Status
Guest LAN Session Timeout
Drop Unicast
DHCP
Umbrelia
IPvd DHCP Required
Umbrella | Mot Configured v |
DHCP Server IP Address Parameter Map ' e
Show more === Flex DHCP Option
for DNZ
A Pty
Redirect
Allow ASA DOverride )
WLAN Flex Policy
MAC State
_ VLAN Central Switching
Policy Name | default-gaa-palicy # » | )
' : Split MAC ACL | - |
Accounting List | - | @
' } Air Time Faimess Policies
2.4 GHz Policy | v |
5 GHz Policy | * |
EoGRE Tunnel Profiles ¥
u Update & Apply to Device

odasu edlps 1dyvslyws

IJgbed 1. pU glgod IJpywwsp IJ,ywe psé: luwdd |Js [Judssu > edlelo Idopss) gpdlle IJog 356 >
edlolo lJwpses; > IJgwslywd > +]polWds.
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Policy Tag Name
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Edit Policy Tag

‘

A Changes may result in loss of connectivity for some clients that are associated to APs with this Paolicy Tag.

Mame* | Palicy |

Description | Enter Description |

W WLAN-POLICY Maps: 1

WLAN Profile «  Policy Profile w

BOZ2.1x-WLAMN VILANX

1 |:1|:| 1|

Map WLAN and Policy

WLAMN Profile® 302 1x-WLAN v Palicy Profile* VLANX L

==

RLAN-POLICY Maps: 0

[rl Update & Apply to Device

odosu pd Idog)rsW 1Jeyu




IJgbgd 1. pU glgod IJpywuwsp IJ,ywepsd: luwldd |Js IJudgsu > gdlolo [Uopss; godldle [Jog sae >
Flex glud, +|uoldd Jluguls gles gess.

Configuration - *» Tags & Profiles~- » Flex

+Ad{:||

Flax Profile Mama

Sal_Flex

Edit Flex Profile
General Local Authentication Policy ACL WVLAN Umbrella

Name* Flex-Pro Fallback Radio Shut
Description Enter Descriptior Flex Resilient
MNative WLAN 1D 71 ARP Caching pl
HTTP Proxy Port 0 Efficient Image Upgrade
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Qverlap
SGACL Enforcement mDONS Flex Profile -
CTS Profile Mame default-sxp-profile s »

m Update & Apply to Device

% pdlebo: subs) perd JuvwJs VLAN IJiUoJ§6 lJs uvedsé VLAN lJos oguags el vl
lJsu29d (APS) ldos spduel cessu pdud IJog s 1Ueyo 03l 9szw 1o sY9u pe)yd



S Uuwds VLAN g wo 1J3s wp odasue Jpgrd luods eds puds Ipead 2s swp
wvesd udlb 1dyuosd.
IUgbgs 2. wew edled [Jougsu VLAN: iuow suwdla VLAN 1debdsus: Iy wdd 1Uegsus wyvdd [Bo,luas 1Js

Uvodd WLAN o0 gdld pJd g 58 pusluws: Iy Idgvodlo o e sdgol wsl wbs Else RADIUS. &p 108, B9d
WSy lJgel; gubuisde.

Edit Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
+ Add
VLAN Name ~ 1D ~ ACL Name \,4
0 |E| VLAN Marne* | VLANS |
VLAN Id* | 76 |
ACL Name | v

son

E Update & Apply to Device

S pdlzbé: Lldouuwes Joguosyd IJuog: gus weass uvwds VLAN IJIV el osé |Upssw
IJs SSID. 5l Juo wogwegse luwe veds VLAN eds oJd 1Uglbgé. Bolds pu luwogsle
liwpe Lo s VLAN 60 wo £ cdoso aJld o s Flex. ol BJo sopdo g pdle oo
lJlouold uveds WLAN.
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Edit Site Tag

Marme® Flix_Sita

D CHiption Flax_5ite

AP Jgin Prafile delault-ap - profis ™
(.‘.a.-\. Erofle Flgx- P - )

Fabric Control Flane Mame ¥

(E"..-.IJII.- Local Sha )

=

[ Update & Apply 1o Device

A pdlebs: wpl o "cedisu 1dpsde 1dpeds” pelbd: spdo cdoso uidlb 1Jsuesd (APS) IJes
weoed 8ds edlpd 1Upsde 1Upguoued 030 Jg og FlexConnect.

|Jglgd 2. pU 9lged Idpywuisp IJ,ywgpse: luouldd [Js Idodssu > digwdds > 0l [Jguogd > Ipupe 0
lJguogd Jluolls edles lUpsde sedlesd [Juog |Js 0Bbd guo9d pw,0é. Bs Swuywow 3Jd B lu wdgp VB
[Jguogd wlglssd wywgsd udd CAPWAP IJglue wol gldlugsple 0,6 18,8 [UsS guys, Idogee B IJguwds 1ezdss
IJdlgwddss (WLC) b,l; 9800.



Configuration = » Wireless - » Access Points

" All Access Points

Number of AP{s): 1




General nterfaces High Axadability mventory Cap Advancad Support Bundie
I
General Version
AP Name™ talormar i Primary Software Version 17.3.4.154
Ligsatign™ detault Iscatian Predownloaded Staus M
Base Radio MAG bdde. 31476920 Predownloaded Version MiA
Etharmat MAC 005d. 7319 bhZa MNext Retry Tima NIA
A SrMus Boot Version 1.1.24
AP Moda 105 Varsion 17.3.4.154
Mini 105 ersion 0.0.0.0
Oparation Status Registered
Fabric Status Digabled IP Config
[~
LED Sxate CAPWAP Praferred Mode  IPvd
LED Brighinass | 8 v DHCP Pvd Address 10.48.70.77
Ll
Static 1P (IPvd f1PsE)
Tags
Time Statistics
& Ci anging Tags will cause the AP 1o mamenlanly lose
gasncigton wilh the Conrolar, Writi Tag Conhg 10 AR Up Time 0 days 0 hrs 3
5 nol alkwed while changesg Tags i 78 Laee
Controlier Association Latency 2 mins 4} secs
Policy | Policy v
Site Flun_Site] v
AF | defautt-ri-tag ¥

Write Tag Config o AP

2 Cancel

Update & Apply to Device

ol o s, 0b 1J ap [Js 1Jgde. Jigh 1o 1J ap 1Jlu @ FlexConnect Igwdgo.



v All Access Points

t w1
ot of APEH o

AP o AP Mo Sty Addemin Status 1P Address Bane Fadi MAS AP Mode Cpeon St Potcy Teg Stn Tag R¥ Tag Tog Sowee Losation Counary

=

IJpLol>36 1Jppdsé pg 2lse RADIUS 1UzLzs

IJgbgd 1. |uolis b IUguogd ol suwdd [Jes glse RADIUS. gds jwosd ldewld: Lze [Js @sdess | jwowdsle
pza) #5006 1Jogsd (ISE) &J#lse RADIUS

|Jglbgd 2. |uguls ywoelé WLAN.

Spdu U SEgu [Jwegsu o9 B wo [U3es we wigsue pywwdl.

Add WLAN »

General Security Advanced
Profila Name* | Local auth | Radio Policy Rz v |
SsiD* | Local auth | Broadcast SSID enasten [l
WLAN ID* |9 |
Status ENABLED .

lJgbgd 3. wdasu pdd we ;S8 [Jyweslyws.
Spdud Lol Juguls glgs 25685 g luwwesle ol we wdgsus puwwdl. 050 1Ue,6: Be wldgle wesss o uele wedsu
[Jogosd 1Up,d568 gldeuol> s 1Je,d5056 9DHCP 1p, 856 oldlBw,lu 1de,85es.



https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

Add Palicy Profile

& Confguring in enabled state will result in loss of connactivity for clients associated with this profike.

General Access Policies Q05 and AVC Mability Advanced

Name* | Lecal | WLAN Switching Policy

Description | cnfer Dascription | Central Switching B oiszsen
Central Authentication . DISABLED

Passive Client B oissse Central OHCP B oisaee

Encrypted Traffic Analytics
rypt v @ osasien Central Association B osesen

CTS Policy Flex NAT/PAT B oseecen

Inline Tagging

SGACL Enforcement

Dafault SGT 2-65519

[Jgbgd 4. wigsu edlpd |Jwslwb.

lub suods WLAN 1Jos we desuel spdld g 5B 1Jouslpws 15 wp logulse.

IJgbgd 5. widgsu pdud lJwg s 1 0.

Ip wluguls pdB wEuosye 0 luwdd |Js edlps [Jowgso 1Upuol> 8 [Jezdiss 990 wwdesu pzrsed Eoloe
RADIUS gz5> p,0e RADIUS.



Edit Flex Profile

General Local Authentication Policy ACL WLAMN Umbrella
(Fladius Server Group | AmmISE " |) LEAP
Local Accounting Radius Server . | PEAP
Group
TLS

Local Client Roaming

( RADIUS *)
EAP Fast Profile | b |

Users
—+ Add @
- Salact TSV File
Usernama ;

0 [ 10+

L'._'[ Update & Apply to Device

IJgbgd 6. wdgsu gdled |Jpgde.
Bp wwddgsu pdBd we ;S Flex 1Uss we wielgsue Bes [Jgbgd 5¢ 98 wldéls wesss pyoe wpdsu ldegde
lJpzJes.




Add Site Tag =

Name* | Loeal Auth |
Deascription | Enter Dascription |
AP Join Profile | default-ap-profle L |
Flex Profile | Local v
Fabric Control Plane Mame | L |

Enable Local Site

|_j| Apply 1o Device

lJozow pu lduoes

pU 81208 IJpuucere Iyuwsess: loodd IUs IJpldws>Jdluudds > 1gpdle 90ids oo 216 p2s)
lJuwsluwé 9ldpedple FlexConnect.

IJpool586 1,8 56:
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et g ATF Slatofesd Moty FicREy Call Seatirts
Chan Proparie Al [PTOrtees Security Inlormaton Clanryl. STalirtecs G5 IPropa e
WAL ASdrgid AfEn aasF 5037

=d Adoness 172981841
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T T 11 Sddardi

LEH R Sy P 1K S

P S [ 1

PobCy WMSNSQET SInd R

Lang Polcy Madgn: Slatg P Loam Compietn
Encrypiid TrafMe Anabars P

RS WLAN Q

AEoiad WLAN )

A LN Q

DS Srcssisie Pyl AcdSickdad o

CeES Snmopd IPVE AdOreses Pl

1 Ty DS CoinshSie ]

FlawConnect Dals Savincing Local

Figalorvapct RGP Shidus Local

FniCoran e A e i Lol

bl el AR, )

SpJdud lguegsle 030 1Jlsle, JJozdd po lJedsse IJelds:

p0 9lzos Lub, 19l

show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>

FHOH OH K KR H W H KR KK



lweduuld IJlgble gl oJlzol

s98, WLC 9800 |pJlusle IJowwg 1dslisps. 903l suopo wuvesd gese IJidble IUpoed$6
Iduwedle IUgluos welbes Iy 2lds Buvd wes zagol.

S

pdlzbs: luvoubl Ids zze Iduvedleo IJos op loublgele spdud 1Uyzoe wuoe wvlele 1Us
€36 lslp.

Jeuve Idpuwble IJos we wzpsgol w9luvlbs 9800 WLC wubdJ lwo)luos spdud IJloold
€w,) SSH/Telnet . 9800 WLC slJluedld gy 030 IUgbgle (wlds po wwesd Idgduws lJs pdud
UUPS)-

196 1. 0283 pu IJsde IUelds J9zrs IJozde wose spdud wede Iduvedle Bs ldsde
IJowlod 1Js 98¢ 229e 1Jpuivd .

pU 81208 Yulo, 1Jigle):

# show clock

IJe 98 2. §p worese SYslog pu IJpgiu Idedde J9z2s IJeedp lo syslog 1Jgbzss Jel o9 pzs>
w9luwbo odysu Iduble. $99,) 3JY bys80 &)00 uwysEd Juoeo IJuble gldigble |6 9z>w.

00 9lzod Lwb, 1Jigle:

# show Togging

1Je 96 3. w28 ol bl wp wedsu ls Lingl wuopse leble.

p0 9lzos Lub, 1Ulsle):

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________



pdlzbs: bl goyo eds i§ Jib ez Vs IUGlsps: Woil sgus i lJooog sup ouwesdo
lJs puwess wuoese Iible Jzese IJgpdsle Idos wolze 1uingl IJppdus (gusle
MAC 909l IP 9l |Js 3JY). 9031 pu u‘bigo i SJSS pu gee IJuvedle. J3JdJ ssuos
weuwg 2eSE Idubigb gus e3p IJouozse ol

IJg 96 4. I3l e, 0w 1o guslo MAC wew ltool) Jp sJu el Juisb Bs IUgbos 3. szee
IJoooe eds puvess Idluvel) slisel Jewslo MAC pesu.

o0 9lzod Lwb, 1Jigle

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

Sedod ol &0 1Jezess eJs Izduws 19 $edod vuvt IUpdd 1Js ¢lse TFTP 2z,

pU 81208 Yulo, 1igle):

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

SUPTST Uiablc lJuibs sldoooe IJouvlb JJ,lbs9

Bl de weued ldpuwble |J)|f§p5 ped9ple JIss Jogsss puvgd IJpuvdds 38> IJozdsd :
SpIdud wedsu wuoese IJigble [Jpgiysb 9gldo @l wowg Radio Active (RA). 9ldss spdu lu
SIS LOLE puess wuzse Uigble Jzest IUgedsle IUos codled pe IJuinb 1eess
(ewslu MAC JJgpsd Ws o030 1JzlJs). Jupdsu wuoese Ui'a]olc lJpuiysb lood IJs o030
lJgbgle.

IJg1o96 5. wlds pu 830 wpdsu yisb wusese IJigble.

pU 81208 Yulo, 1igle):

# clear platform condition all

IUg 1096 6. $p wopdsy Uinb wuszse IJigble Jeuslo MAC Jdgpsd IJJIuudds 1Jss iss
ro_)lk9uu0

swal 031 1Jle, B p)lBud gusle MAC 1Jpee98, Jess 30 59586 (1800 &luss). spdud jshs o3l
s lposhsl pos 2085978494 &losé.



oeu 9lzod yub, IJi_9I,oJ:

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

S odlzbé: Josl8ué 1Ue,) oo gpsd 9les B JJ o6 §p wouvésd IUle, debug wireless mac
<aaa.bbbb.cccc> JJJ gu9lu MAC.

S pdlebbs: Jl ous olz vublb 1dgpsd eds eduwd Idepd Iy ds6: 258 sop wEisu JJ
Juse pddulslizdsl Jesuoo Jizdl.

IUgboss 7. $p Llelss loolz 1Upuid s 9 1duvdsd 1Uss sy poldoco.

lJ¢glogé 8. k§r¢>= wlsslvd wuoese Ui'a]olc Bl op o IJpuvdds 9od luwoele 990 1Up)l 906
IJle,)luos 19 1dpdsy.

o0 9lzoé b 1Jigle):

# no debug wireless mac <aaaa.bbbb.cccc>

vl luduole s8¢ 1Upyl w6 I9 968 IJouoese IUJluwdIds: sogvis WLC 9800 ro.J-.'9I= PC-J».ST
wluwe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

IJ'aJogfi 9. Bp wozest pdb wuulb guslo mac.  spJdod el wuwe IJie, RA trace .log |Js ¢lse
ches b oo ldetsele poluing eds Idubluvs.

IJo2d0 pu luwe o covg puwly RA

pU 81208 yulo, 1Jisle):

# dir bootflash: | inc ra_trace

e Jpd 1ds ebp thes:

00 9lzod L, 1Jigle



# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

& ldpzuss:

p0 9lzos Lub, 1Ulsle):

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

IJglo96 10. Il I Idwow Isssuws JHsild € 9luoz S8e weee IJuvedle IIRJsS IJos
08> 1886 £ LSSt 19 Jumedle puwess wusest IJigble. Jl czolz Ids cuoese
i'ablc lJepsd o0 ié)s Jiod Ipw wlddle uby6 o Losdss eds pwedle wuoese Ui'a]olc
lJos wp wgpseol 9ot isuol slgds! wldwed.

oU 9lzod yub, IJi_9I,oJ:

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

S pdlebs: s> 1olz Ile) o3l s bele Teh Jzese pumesslo Idouwesd Jeese IJepdslo
909 Jos) Ideze 1Js 22 ol sozs luisld Cisco TAC Jdpwlers Bs cedsd puwble
lJoowg odo.

Spdud el uuwg RA-internal-FILEName.txt |Js ¢ ghes 19 502 etz puluins sds
lJubluue.

ouwe Jpdo 1ds ebop thes:

00 9lzod Lwb, 1Jigle:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

&P ldpeuss:

p0 9lzos Lub, 1Ulsle):

# more bootflash:ra-internal-<FILENAME>.txt



IJglogé 11. $p LilJé Lingb wuozse IJigble.

pU 8lz0d Yulo, 1Jigle):

# clear platform condition all

) edlebs: olds po IiIJs s wuoese IJigble slispl wes eduwé luveduulad 1Jigble
sluodlzol.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



