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ouwowd Idpedspele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss Ideldss:

* wwduwdo 9gr6 IJoedpe IUJluwdIdss Catalyst 9800 (Catalyst 9800-CL)
+ Cisco IOS® XE Gibraltar. |J]_o>l, 17.3.x
» Cisco ISE 3.0
op logule IJpg_.J_gplu Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u.)lu apsg L_Jlao_)o IJrouuuabpo d5 o3l IJp._,uuub uudgsu ,op,_,»_ga (IaUJluos) bl Jlge

IJodssu
lLuwe Ietbslbs Jduvods

RADIUS 9800 WLC

' 0

[ _

.

=

Client

od9su 926 Idoede B Luwds LAN 1JJle]Isé (WLC)
odosu AAA gJs 9800 WLCs

GUI:



lJglo9es 1. [edly ¢lbp RADIUS. lgo@d [Js pedsple glbp RADIUS cConfiguration > Security > AAA > Servers
/ Groups> RADIUS > Servers > + Add glsgJol.

Authentication Authorization and Accounting

& AAM Wizard

jj Dashboard

Maonitoring

Administration —
Troubleshooting TACACS
ST e Addross

olds oo wpdsu s CoA I3l Juo wibl Jluwesle 1Jpupbds 1derdiss JIsse (s ls wse po IJiplo sobde oéss)
IJo9suo [CoA) O ldpumedod.

Create AAA Radius Server x

Name* ISE-keg Clear PAC Key
IPV4/IPv6 Server Address* 172.16.0.11 Set New PAC Key
Shared Secret*

Confirm Shared Secret*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

| 3 Cancel [ | Save & Apply to Device

[Jglo9s 2. | olds ¢lse RADIUS|Js pee9es RADIUS. luedd IJs Configuration > Security > AAA > Servers/ Groups > RADIUS >
Server Groups > + Add. |g ble |up Jpzpse od 908 1Ugbe 1Uss lugileo uulodl B §lisps Assigned Servers.



Create AAA Radius Server Group

Mame® S| s
Group Typs RADIUS
MAC-Delimiter none
MAC-Filtering none
Dead-Time (mins) 1-1440
Available Servers
L=

) Cancel

Assigned Servers

|SE-kcg

[=] Save & Apply to Device

IJgb9ys 3. luuvle Slispesd iquJ§v lJeuob@s. luedd [Js Configuration > Security > AAA > AAA Method List > Authentication > +

Add.
Q Search Menu ltems

E Dashboard

@ Monitoring

b-Eﬁ}::___] Configuration

Administration

Is¢d IUpedsple:

Authentication Authorization and Accounting

+ AAA Wizard
AAA Method List Servers [ Groups

General
+ Add J
!
Anthnrizatinn Mame



Quick Setup: AAA Authentication

Method List Name?* list-name
TFDe* dotlx v
Group Type group v

Fallback to loca
Available Server Groups
radius
|dap

facacs+

|SE-kcg-arp

) Cancel

CLI:

Assigned Server Groups

ISE-grp-nams

alE

[=] Save & Apply to Device

# config t # aaa new-model # radius server <radius-server-name> # address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813 # timeout 300 # retransn

# aaa server radius dynamic-author

# client <radius-server-ip> server-key <shared-key>
# aaa authentication dot1x <dot1x-list-name> group <radius-grp-name>

dIzkS £ s It #13a AAA 1age

w8 wdosu ehp RADIUS: spdud Idoedyd ppel 131 Jlu sgoo, "ALIVE™

#show aaa servers |

s WNCD Platform State from WNCD (1)

: current UP Platform State from WNCD (2)

Sedud cdssy euue) Idoedpe dead criteria, Jpl o9 deadtime gds guuoy IJozdp S Iduvods 1Jpedss 1JJluddss (WLC)

Jrsd 92106 Bl Juo wuuwgsp ¢9bp RADIUS pogss6.

#radius-server dead-criteria time 5 tries 3 #radius-server deadtime 5

% adligkss: dead criteria os lJpglss) [dpuweespé B wpsss ehbpe RADIUS Jélse pse. wodsy put 1. 1dpods (LlJeslus)

IJes cpod pdil 1J98e 1U5s See 1o suduos o IUsde 1d3s odde Bbso 9236 IJcede 125 016 25p6 LolJzs po ¢he

RADIUS |Js IJs @ 1U3s wp Bso wpss) IJebe eds lue pebd. 2. e313: sped £33 eldle luwele Ipods Ipcwlss IJos

Szw o e s 9296 Iozdp Bud wpss) élse RADIUS Jiligp.

. aur



% pdigs: deadtime 225 p 931 1U9 8 (lds8lis8) 1Uss sbd Bso 1Ughbe B 2lds IJegbd wes o s@9p pesh IJogbd
w9ug edles "pebd" gdse J9sps pelbds. suprd luwole Idpods: s89e zobi IJoedp woupe edles UP(LIVE) eds
IJgbe sledle IJgpdle Idpuwedso votss) IJelds. I dlo 1Jehe JI sl swess 1davesd Idse wes suae edles "UP" eds
1JzlJs 98 218 luwesle IJpglss, "DEAD" Bswp 9 og edlps "eelod” eds IJghe w6 18)s JJBes 150086
ISl oJsb.

odasy pdUd wgysd WLAN
GUI:

IJe¢b9s 1. §p vlouile Jovwds WLAN. loo@d 1Js 1dedsso > duudde > WLANS > + Jodldds |Jvwds godgsuol puve 1Jzlz6.

Q, Search Menu ltems WIRELESS NETWORKS

= Dashboard

Mame w

'ﬂ\! Monitoring

EE N T B

IJglogé 2. sz pedsple svwds WLAN

General Security Advanced
Profile Name™* prof-name Radio Policy All v
SSID ssid-name Broadcast SSID
WLAN ID* 1

Status ENABLED .

| Save & Apply to Device

1Jgb96 3. lowdd 1Js edles IJowsse 1Jielo 9235 b)ys s IJiplo 1Jplbdsws. B oo 1Jzlds WPA2 + 802. 1x.




Add WLAN x

-

General Security Advanced

Layer2 ayer3 AAAN

| ayer 2 Security Mode | WRA S WPAZ East Transition | Adaptive Enab... v

MAC Filtering Owver the DS v

Protected Management Frame Reassociation Timeout ‘ 20 |

PME Disabled v

WPA Parameters

WPA Palicy [] M

[= Save & Apply to Device
Add WLAN x

PMF | Disabled v
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ Encryption AES(CCMP128) v
COMP256
GCMP128
GCMP256
Auth Key Mgmt 802.1x v
=| Save & Apply to Device

1296 4. po £dlps Security > AAA IJowssew: 233 bisds ldeuob 86 IJos op logilyel B 1Ugbes 3 pu odsse AAA eds
Suwpe 9800 WLC.



Add WLAN x

General Security Advanced
Layer2 Layer3
Authentication List | list-namg| vl

Local EAP Authentication

| = Save & Apply to Device

CLI:

# config t # wlan <profile-name> <wlan-id> <ssid-name> # security dot1x authentication-list <dot1x-list-name> # no shutdown

SdIsu pdS wes IUuwslws

sled pJB wEHsB Lusluws spdod weass Uivwds VLAN IJos uwsep wesswol JJgedle: pu wsu IJleshle 1Jig)s (pod
Blispd Idoedpe wldsuo9d [ACLS 2936 1Jg> 06 [Q0S] Mobility Anchor. ggsle Iegdsw: 9pl 1Js 3J9).

Spdud lel el pJB IJog s 1UIG e luos 1Jgluo wlduog 9 spdud logile pJd o s zaso.
GUI:

|UUdJ lJs Uéﬂj‘é() > &d‘a\é J@d&j‘é Uéa)gd > (add Q&)éd Uwglo«ﬁslpl io Qésro vodﬁs_SQ (add Q&)éd UQ‘(j‘U‘S U\L.ié)\u'ag |5 luuulg

pJU ug s paso.



P — Policy Profile

+ Add

Policy Profile Mame ~  Description
voice
I | default-policy-profile I default policy profile
1 10 »

¢ Administration

olds pU wpdsu pdud IJog s,

Isuole I3l oo udbs IJsuesd (AP) B Is oe IUpeds: Balds pu o pdd wgrsd Iduusluws seoss eds <risd axdis
PP 36 pIER ppdusb.

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name~ | default-policy-profile ‘ WLAN Switching Policy

Description | default policy profile ‘ Gentral Switching v

Status Central Authentication vd

Passive Client Central DHCP v’

Encrypted Traffic Analytics Central Association Enable vd
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

23 Ubwds VLAN zse e wessu ldgpdle B gdlpd [Jowsse wasluala 1dsoasd.



Edit Policy Profile

General

Access Paolicies

WLAN Local Profiling

HTTP TLV Caching
RADIUS Profiling
DHCP TLV Caching

Local Subscriber Policy Name

VLAN

QOS and AVC Mobility

VLAN/VLAN Group

‘ VLAN2602 v

Multicast VLAN

Bl doo wgbb Jio $Y9u s pwpele ISE ddlele Bs oesso wad [J9uo9d pod oessu VLANG B zs opdso oelyy AAA

Wb Advanced gJles lJow9sy:

‘ Enter Multicast VLAN |

Advanced
WLAN ACL
IPva ACL ‘ v
IPv6 ACL ‘ v
URL Filters
Pre Auth ‘ v |
Post Auth ‘ v '




Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile | v
Session Timeout (sec) | 1800 | Umbrella | Not Configured v |
| Parameter Map 3 :
Idle Timeout (sec) ‘ 300 | mDNS Service | default-mdns-servict v |
- Policy cauc)
Clear
Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) N | 60 |

VLAN Central Switching
DHCP

Split MAC ACL : v

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | =
aNo nore == )
5 GHz Palicy | - -
AAA Policy )
Allow AAA Override _\/'
NAC State
Palicy Name default-aaa-policy x| v
i'j Update & Apply to Device
CLI:

# config # wireless profile policy <policy-profile-name>
# asa-override # central switching # description "<description>" # vlan <vlanlD-or-VLAN_name> # no shutdown

wdysu E_leé IJuwslgwo

Swop luvopsle "edles IJuoz" Jyub SSID Lpdd wg)sed Iduoe. spdod lel louble gles pusluwd 25858 19 Iuuwgsle £Jled
IJuwsluws Il o)l osé.

%4 s w89 edlps Iz IS8 ©JBliss! wogsso s SSID wpgrd WLAN sesloz wso 15 16 [Js pdd og,sdd
IJuwsluws IJIBe,los. Jl spdo wessdo 9 z3ddo. bl Jloe Jssd yiwds ppdsé Jlunddssé (WLAN) Ceg, b 17 Iy leds.

Ol spdo luvepsle edles Idooz 1Bl oss.

GUI:



loedd 1Js Configugation > Tags & Profiles> Tags> Policy 9l oldé 9less 23836 31 Jjp 1Jie).

Q h Menu ltems Manage Tags
Palicy Site RF AP
B Dashboard : S A
€2} Moniton
e Monitoring + Add
. Configuration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

8 el pJS SErsS WLAN Lol ogrsid Iumsluws Iebdse.

Add Policy Tag X

Name* PolicyTagName I

Description Enter Description |

KX

WLAN Profile ~ Policy Profile v

0 J 10 « |itemns per page No items to display

=] Save & Apply to Device




‘

Add Policy Tag

Name* l PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 ) [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

MName* PolicyTaghName

Description Emter Description

WLAN Profile ~  Policy Profile w
[ ] prof-name default-palicy-profile

4 1 [ 10 »

| 2 Cancel

CLI:

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

lelJs gdlple I wslué



Ie voessu edles IJuwsluws Judlb 1dsuosd Idelbdss.
GUI:

Josssu ldedles Judlbs 9,09d 9lesé. lue9d Configuration > Wireless > Access Points > AP Name > General Tags, Jogssu
edlpd IJuog Sle 1duads ep lud) 898 Update & Apply to Device.

Edit AP x

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version e e
Location* default location Predownloaded Status N/A
) Predownloaded Version N/A
Base Radio MAC 00:42:68:c6:41:20
) Next Retry Time NfA
Ethernet MAC 00:42:68:a0:d0:22
Boot Version b
Admin Status Enabled v
- 105 Version 10.Giov.me
AP Mode Local v
Mini 10S Version 0.0.0.0
Operation Status Registered
Fabric Status Disabled IFGonig
Tags IP Address 172.16.0.207
T Static IP
Policy default-policy-tag v
Time Statistics
Site default-site-tag -
= [ Up Time Qdays 1 hrs
RF default-rf-tag v 17 mins 24
205
Controller Associated Time 0 days 3 hrs
26 mins 41
S2cs
Controller Association Latency 8 days 21 hrs
50 mins 33
SBCS

'O Cancel (51 Update & Apply to Device

%‘ B ledp 1o g0 GEss) £dled Iduwsluws ds udbs 1J9uesd: Bluel cuudl Loulbel weuue) Iopde s
IJubods 1Jpedss IJluvddss (WLC) bo,l; 9800 seze [Js wdbs IUsuosd wes Jeble $dsds.



Jogssu vduw gdlps IJuoz s udlb 9u09d pugssé. luwdd lJs Configuration > Wireless Setup > Advanced > Start Now >
Apply.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html

pU p2PIEd pu lduwpele 1Jos sop beleol gus pbluds il pl. $zos pdd og)sd IJogssd el 1Bl Iy Iss Idgpsd 28 1Usuesd
IJs Iduiveds Te JI s $9lise Idopdp B 1d909d (ACLS). Iy wly; uivwds VLAN. Iy Is pedps i8)s. souwd pdod ogrsd
IJegasd Ipsuoe B o3l 1dpeld $usd 1dsuosd Jgpsd ssesu IJgpsd lJs uvwds VLAN 1416.

IJgbys 1. luegd lJs Policy > Policy Elements > Results > Authorization > Authorization Profiles|J;, Add 9lu 9, edse.

Cisco ISE Q @ 8 &

Dictionaries Conditions

Authentication

Palicy - Policy Elements

Liveo

Standard Authorization Profiles

Authorizati
bl For Palicy Export go to Administration > System > Backup & Resiors = Poiicy Export Page

| Authorization Profiles Selected 0 Total 10 ¢
Downloadable ACLs Al

= Name Profile ~  Description
Profiling
Authz_Profile_iPSK & Ciseo (7)
Posture
Wira & Cisoo sed 10 blacklist wiraless dovices. Ensura that you configu
Cliont Provisioning
@ wsed for Clsco Phonas.

Cisco_IP_Phones &k Cisco (]

1Jgho96 2. $p weld 1Jdspe Jel 09 p9 oz B 1Jue9,6. ool spduul Lele uvele welos AAA ped VLAN gds puosd Idpold.
S&wd WLC 9800 Lwpele [Jud 64, 65. 81 1o suwegpd VLANid IS [gup 958w lsuol luvaesle AirSpace-| nterface-Name

IJwped.



= Cisco ISE Paolicy - Policy Elements 'y M Q @

&

Dictionaries Conditions Results

=5 2 Permithcoessviani 416
Authentication 2

Autharization Profile

Authorization w
I Authorization Profiles SIS PermithccessVian1 416 I
Downloadable ACLs
Description
£
Profiling | feseseiling ACCESS_ACCEPT vl
Posti
sk 2 Matwork Davice Profile &% Cisco v @
Client Provisioning b3 Semvice Template |
Track Movement
Agentless Posture
Passive Identity Tracking [
~ Common Tasks
Security Group
VLAN Tag I 1 Edit Tag 1416 b

0 vaice Domain

~ Advanced Attributes Settings

Selact an item ~ e

v Attributes Details

Actess Type = ADCESS_ACCEFT

Turnel-Private-Group-1D = 1:1416

Tunel-Type = 1:13
Tunnel-Medium-Type = 1:6

lauils agpsgs LT

o pep9ed lJuog pepded pu B9les IUpuolb §6 sldodysuo. Jloule 9lzrs: luedd IJs: Policy > Policy Setslu ) 999 gdled
IJoedp Jiod pzesed woz B 1JBlisps 925> Insert new row above Jol 09 p9 0z B 030 1J 09,6



= Cisco ISE

Policy - Policy Sets

Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Caonditions Allowed Protocols | Server Sequence  Hits  Actions  View
O
s,
= - Cisco-cisco-av-pair EQUALS cisco-wlan- i MR i s s § _
-] Policy_Set_IPSK ssid=WLAN_IPSK Default Network Access ¢ 77 {‘Q‘} >
] Default

Insert new row aby
Dafault policy set Default Network Access nsoitnew dhove >

Sp wodosu luwe slogile Gl Jpeeses IJueg 0. Bis o3l puld: sesu Iduinb 1o vew wblud 1Jesds ei9) 1o sles po 1
WLC:

Radius:NAS-IP-Address EQUALS X.X.X.X // X.X.X.X is the WLC IP address

olds o Default Network Access uo pess 1w J Allowed Protocols/ Server Sequence.

Cisco ISE Pclicy - Policy Sets

Ml

Q @ B @
Policy Sets Reset Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View
Q
[} Pollcy Set_B02.1X

9 Radius-NAS-IP-Address EQUALS 10.48.38.868 Default Network Access

u
G
W

JOUls Guglud apala 3

Jodsso uwslunle 1deuolb 36 9ldedss o sdiped 1eld cdssu peeses IJuoz. Spdu IJdsle w3Jd Bl §eo wldudy B8
IJuwoe UG 1Upszss eds spsu Policy Set 1g b

Policy Sets Reset Reset Policyset Hitcounts
(+) Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actlons  View
Q

[-] Policy_Set_802.1X

9 Radius-NAS=IP-Address EQUALS 10.48.38.86 Default Metwork Access L 3 {@}

Sop luwoole vrglone aualdi® JJozdd pu woed wslule leeel IJeunopsu (02dd pel I3 L 1dpuwcse 09 23l pu s8I

€wo). wew Authenticaton Policy, luile wog puol> 86 9odssuo Jpl 09 p9 oz B 030 IUuo9,6. IUib 1UElLe wlduog
|J,ouuoé_)p L9§ o3l |de‘;U 09:



RADIUS:Called-Station-ID ENDS_WITH <SSID> // <SSID> is the SSID of your

it lsuol 1deumct 350 1098 ds 60 Lopu edles Useldowssy IUgluosé wuoe Ipuols §6 o3l.

icy Sets— Policy_Set_802.1X

Status  Policy Set Name

(] Palicy_Se1_80Z.1X

=~ Authentication Policy (1)

Status  Rule Name

Description

Reset

Conditions

Q@  Rodius-NAS-IP-Address EQUALS 10.48.38.86

Conditions Use

@ Auth_Polley_802,1X

(=] Radius-Called -Station-1D ENDS_WITH Test-802.1X

ouls Guglos e 9sd

Options

WLAN

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence  Hits

Default Network Access 2 3

Hits Actions

Bs udw [Juodzé: luwgd |Js Authorization Policy 9§, wluuile LoWdzs 23836, sl wog IJwgssd o3l o9:

RADIUS:Called-Station-ID ENDS_WITH <SSID> // <SSID> is the SSID of your WLAN

wew &dlps Result > ProfileslJougse 1Jgluos woil Iduog: 23> gdlesd lJowsse lJos Authorization Profile §po oluublisol

wlodl o3l suwew ISEl syuwd Iduseb woese [Js I WLC [u IJpuwcged sds0 Lo38.

» Authentication Policy (2)

» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Autherization Poliey (2)

Status  Rule Name

Conditions Profiles

Results

Authz_Poliey_802.1X

Radius-Calted -Station =10 ENDS_WITH Test

&
802.1%

| PermitAccess\Vian1416

] Dofault

DenyAccess

Security Groups

Hits Actions

Select from list 14 {9\_}

Select from list o {é):}

gwd odo IJugbé: sdou JJ IJodgsy JWLC 9 ISE pdopdle spdud IJio eclods IUleLold vi@ IJgpdle.

Jeiss pu ldpedsple 29d wog ISE Allow Protocols wz 88 pu IJbLod: bhs gusluwle [deuolb 86 po sdsd puwdsd peud grple
IJo9sé pu Cisco blyé wslwlo Le ol> 96


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_segmentation.html#ID37

Jeiss pu ldpedsple 29d pusls) 0986 peud eple 1Josss (ISE). lze IJBuad: 16 IJpuweispsu 9pu0l2) IJogss IUghess pu
)J&J rouuj_gJ Ipa)d é)pk) |J0_9.§6 F-1V) Cisco: Ll ol | !og SO

Joedd pu lJuozs

SpJdud luwegslp 030 IJi_glpJ Jdoedd pu ldodssu ldelds Jssd:

# show run wlan // WLAN configuration # show run aaa// AAA configuration (server, server group, methods) # show aaa servers // Configured AAA servi
# show ap tag summary // Tag information for AP'S

# show wlan { summary |id | name| al } // WLAN details

# show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

# show wireless profile policy detailed <policy-profile name>// Detailed information on given palicy profile

lovoduuld IJigble 9l oJlzol



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

odizss: Jl Llow Wlgwesle psbole IUlzeld 1Jghzss. 98 3J9. olds pu o pslio IJzed Jssd sepd s Iuwluw JJ
E_p@J Vlu“ot-)lP N p0 RADIUS Jrog)d L_thbé U|u.uo>e|c. |.J|eoro|.) &Js foog‘93 pUPd) UDP Js v LJ..§6 PIE9PO
Jesius bdule RADIUS ey 1J 9800.

Il igble WLC 9l odlzol

S99, WLC 9800 |pJlusle Idewwg 1Usksps. 9031 suop0 wuwzsd zese IJigble IJpoedd6 wlouold 1Ugpsd sldweis)lo
owlisd puvess IUIGveD wuvdd puve e 9spdud &0 Iduvedle 1Jglues wldelse s 2lJs 1Jdud wes 9.

Seoes 39 eds eep Wuvedle IJos soe loguliol 9o ghs. spdud Isz9e wupe wlele [Js g6 lslpe.

Jorwe ldewsble los o vresgol wsluwbs gouo) Idoede B 1dubeds Ideedss 1dJluwddiss (WLC) b,l; 9800 v
lWe,)luos spdod IJleold woluwlbs SSHITenet Leuuo) Idogdp Vs Iduveds Idpedss IUJluvddss (WLC) byl 9800
9ouds IJgbsle IJeldss: (olds po ouvzsd eduvs 1Jgpd Bs pJud uLos).

IJgbogs 1. Beow I WLC 2lds 98w J3JY lve suwelbse vovee Iduved Bs 19w back to gosel 1dpundJé 998 w.

# show clock

IJgb9s 2. §p wozpse Y909 o0 1Jptso IJpd e J WLC 9 syslog IJghzs: Jel 09 pps> woluwbs cdsse IJuble. 9, o3l g500
owsel Jelds 1Juble glJigble. [0 9230,

# show logging

1Jelss 3. wodd ol Il op wedso ks Lingb wusese leble.

# show debugging |OSXE Conditional Debug Configs: Conditional Debug Global State: Stop IOSXE Packet Tracing Configs: Packet Infradebugs: Ip Adc

~ pigEs: 31 5lse bs Uinlo ez B 1JBlisps. o3l seus lu ldooue Sop ouvesdo [s puvoss ousest IJidble Jzpse
IJgpdsle Idos wlgo IUyingb 1Jeedus (gu9lo MAC 9eusly P9l IUs 3JY). 9031 Sjss pu zep Iduvedle. J3JY. @3@5
weung zest IJuingb gus ee lJouozse IJoyub.

IJg 96 4. |Be,u0 b guslo MAC ceo ltoul, Je sJu ezl Juinl Bs 1Jebos 3. szee IJowwe eds puvess Il slsel



Jeuwslo MAC IJpe»o:

# show logging profile wirelessfilter { mac |ip} { <asaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

Sedod lel 500 1eeess eds Ideduws Iy spdod wuwg IUpdd 1Js glbe TFTP thes:

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

Idagar ¢t 1duibg sldaaag 1Jouih 1dduuddds

Bl de cpued Idpuwble 1Uslisps pedyple JIBss Jopsrss puved IJpuvdds $ss Iozdsd: Spdud cpdsy wuoese IJi'aJoIc
IJpeuingb 9ldodlb cowg Radio Active (RA) 1U3s S99 ©owg puvads ©uoesSe Ui'a]olc Jepse lgpdsle ldos oodled pe
IJuinlo 1Jeess (09lo MAC JJgpsd B 030 1Jz1Js). spdud IUSsle w3JY po gJIJ 91206 Idpuwedse 1Uyuwspess (GUI) i3_9|ao<3
b, IJisle, (CLI).

CLI:
Jopdsu vuozse IJif_JoIc lJeuingdo: §p woudss IUgbsle IUoldss:

IJg 96 5. clds pu £3p wpdsu ingb wusese IJi¢ble.

# clear platform condition all

IJglb9s 6. §p wupdsu Jib wuoese Ui'a]olc Jeuwslo MAC JJgpsd IUJluwd s 1Uss wrsd poldowe.

§y>i o3l LJiIDJ 3 ol dwd guslo MACIJec98) Jpss 30 586596 (1800 eluss). spdud jsbs o3l lsde lgoshs! IUs
2085978494 &lyss.

# debug wireless mac <aaaa.bbbb.cccc> { monitor-time <seconds>}

% sdzks: Jeo)l 906 198 pu psd 91z Vs JJ p)6: B woubgsd IJie, debug wireless mac <asabbbb.ccce> JJJ guglo MAC.



% pdig: Jl s le vublb 1Jgpsd eds eduws gpd bydsé: 28 swp wiisu JJ ise pddul sledsl Jerueo Jlizdl

IUgbss 7. $p wlehs locle IdeundJs Iy Iuudsd 1Uss s pildoco.

1J2096 8. 3o Llsdld wuszse igble ISl oo ot IJpud Js $ud luduple 98¢ 1Jp)ldws IUIBe,luas is 1dedso.

# no debug wireless mac <aaaa.bbbb.cccc>

wpr luduole 98¢ 1Jeldus i wadad IJouozse IdJlusdds: suuiis WLC 9800 pJuT ppdsl wlyve:
ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

IJess 9. $p wozpse pdBd wublb guslo mac.  spdod lol wuwg RA tracelog s ¢oe ez 19 £rue Iole poluis eds

IJ il .

IJozdd pu luwe pJW woe puwly RA:

# dir bootflash: | inc ra_trace

ot Ided S |Js Ebe ehezs:

# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS XXX _timezone DayWeek _Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

oo ldpzoss:

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek _Month_Day_year.log

IJg o9 10. 31 JIo 1w 1zsss Jl sl Es) lupe: Sedsd crese Iduedle 10318Jsé: sldos wes brsds v 19e,)
odosdl Juedlo puvoss cuoese Jigble. Jl cpolz [s cuoest igble 1Jgpsd 06 1S vsuel vob) weiss po
IJobdosd Bs wwedle ouoese IJigble IJos wp wzpseol sogisuvol slgds! Lldded.

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-filera-interna-<FILENAME>.txt



% gk soog o3l Idie Tobl Jzese puvessle Iduwed Jeese Idgpdsle 909 dus) Ideze 1Js 23 pl. hzs luild Cisco TAC
Jdeuwlers Bs wedsd punble IJoowg oo.

SpJdud |l uuwg RA-interna-FILEName.txt | s ¢loe thzs 19 £502 Iptz puluing eds 1duiluie.

o IJpd Js e ghes:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

&ue ldpzess:

# more bootflash:ra-internal-<FILENAME>.txt

IJglogs 1. B LLiIJ8 Lingb wuoese IJigble.

# clear platform condition all

% g olds po [51J6 Lisb wuoese IJigble skisel wgs gduwd Tuved vl IUigble 9l oJlzol.

GUI:

IJgbys 1. luedd lJs gusla MAC/IP Troubleshooting > Radioactive Trace > + Add 1J¢gluo wldgpsd (Idgpdle) IUss w)ys>
Iweduld IJigble ol odlzol.
Troubleshooting - » Radioactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

0 10 »

IJgb9s 2. 108, gds <.
IJglbgs 3. §p olgbs luolz IJpuvdJs.

IUgLo9s 4. b §lo, 86 s,



296 5. 1o, V9 Generate 1) &p 235 1JBlLod IUjpus IUss w)ss Ideuesd eds Iduvedle 1Ugluod wor &p lud) 898

Apply to Device. In this example, the logs for the last 10 minutes are requested.

Enter time interval

Enable Internal Logs U

Generate logs for last | G 10 minutes

O 30 minutes
O 1 hour

O since last boot

O | 0-4204967295 seconds

IJeb96 6. 9p wouisd "Jowwe IJpuie" eds IUdpusae) sludy W98 5 IJoussd sz oo.
Troubleshooting = >  Radioactive Trace

Conditional Debug Global State: Stopped

Last Run Result
MAC/IP Address T Trace file / " State Successful
(0  2aaa.bbbb.ccce debugTrace_aaaa bbbb.ccce.txt E B » Generate SsslUEtals
1 10 - | items per page 1-1of 1 kems MAC/IP Address asaa.bbbb.ccece
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00 /
Trace file debugTrace_aaaa.bbbb.coce.txt

Iowedulds Tgble ISE gl odlzol

I3l glzoe publdd B puob 86 IJgpsd: Sspdud ez 8l pu lduwedle 1Je9z956 eds ¢bpe ISE. luedd |Js Operations >
RADIUS > LiveLogs spdud [UIbdlg gds Blises bdole [Jeuolb 86 wlluolds |Us pzeses [Juoz IJos cpo pblugeol
slduosezs JIJ bdo: el |Us 3J9. spdud 1deuo9d eds 1dpiss pu ldedlgosd Bl Geo vud) 1Jesuws Idpdo,é wze Details
w226 JJ ub ) Jpl 09 p9 oz B IJU09,6:



= Cisco ISE Q @ @ @

Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding

0 0 0 2 0

Repeat Counter

Rafrash Show Within
Never ~  Latest 20 records ~  Last 3 hours ~

i Refresh

O Reset Repeat Couns

Ty Expart To

W Filter v &

Time Status \ Details  Repea.. Identi Endpeint ID Endpoint.. Authenti.. Authoriz.. Authoriz.. IP Address Netwol
x . Idantity Endpoint ID Endpoint Pr Authenticat Authorizatic Authorizatic P Address ~ Natwor

Aug 23, 2022 06:18:42.5... E [1] userl 08:BE:AC:27:85:... Unknown Policy_Set... Poliey_Set... ParmitAce... 10.14.96.112,...

Aug 23, 2022 0D:45:48.1... o & userl BC:DO:74:28:6D:... 9E00-W
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