odosu pebble lJooudd eds gedle lUoedp
s lJuvwIJs IJppdse (LAN) IJJIgwdIso
Catalyst 9800 (WLCs)

lJpzosslo
| Jp, 9506

IJpobdole 1l wl_w.sé

lJoedoule | P 0

WL wble ol b9
098 IJoudd ol 9230 Catalyst 9800 WLCs

121096 1. ozese w9 leoodd JdJ o0 9800 WLCs.

w99 lJoudd wsu 9pale ldozde AireOS WLC 9 9800-CL
| lJogbslb oo

wJosy AireOS WLC
|Jglogs 1. o

9800 WLC & _ivs.)

IJzlbgeo 1. wp lo elodsoe IJooed 12l oo o AireOS.

|J21o96 2. |_ol96 pgd9ple AireOS WLC |Js suo) ldozde Y 1o do I ez dso
lJJl_wJIsé (WLC) b,l; 9800

o 8.8 oo | s

lJoz 9.9 o AireOS WLC

lJo2,. 8.9 o0 opo Catalyst 9800 WLC

| wed ol 1Jizble 9l odlzol

AireOS WLC

Catalyst 9800 WLC

50 blod IUedess wwse WLCS
ool polidz5 DTLS

wsubsy HA SSO



psJ9ole Slo odéd

lJp 9500

SueW o3l IJpwews uwsubysyole wdyso IJoudd IJos webs Idpgbble wso gpsle IJozde
I IJuveds Idpeedss IJJluvdIdss (LAN) oo Catalyst 9800 (WLCs) 9 AireOS WLCs.

lJpclbdule Iigul usé
IJpecbdole
w9uos Cisco wpg 86 IJpsosele IJoldss:
+ 3029d CLI s GUI [Uss sp3le 1oz dp 1dJluwd Iiss.
lJedyule IJpuwegsped
- Aireos wic 1J]_osl, 8.10 MR1 g |_osl) Izse. spdud lsual luuwgsle inter Release Controller

Mobility (IRCM) o9, ¢luo6 8.5
. 9800 WLC. Cisco 10S® XE v17.3.4

op louile |Jro=E_J3|o|Q Ingl_).)c'S O _o.')l lJouwows pu Uig_o_jé lJp929506 ;95 S50 pEpJSo Eluoo.
wlo zese IJlzejd IJpuwogdpd Ss o3l ldpuwous wodssu peumde (IBlups). Bl Jlve
wwedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jls le).

IJodosy

lLuve Jotbsbs JJuvodo

9800 WLC 9800 WLC

y—

Mobility Tunnel
v »

IJbubble 9lJdes9>

1. Mobility Group 1Jlwpe £Js 9800 gLz IJeywg 09 "ol os".

pJ|a.|b¢">Z

1) Vs IJzlJle Idos odey Wbsol §9lispe Igoadp Vs Idubveds Idpedss Iddluwddss
(WLCs) Bes Lvodle 856 peodds: clds o Seg o> UDP 1666 9 16667 w.swol.
2) pu ldpumorwo 1o ©89p IJ pu O9lse IJopde Ss Iduveds Ipedss IUJIpuddss
(WLC) bl 9800 woyivésd uduw Idluosh zos sdso JJgpdle IUdso segadso Ewn



lJubeds wgywd oluws Vs dq o0 uwsubsgole Idozsld pu IUbo@s IJeldes
Iuwsubsole pyuwls IUuosyo.

o3 IJoudd wsu 9zdws Catalyst 9800 WLCs

s9u22 03l 1Jpeld IJluulus Jsdss e $ludss IJoudd gw) s2oos wede 9800. suucgse
o3l 1Jley vy dd Uilse JJsosd IJs Guest (IJoewso) Iy Jduwele Jdgedle Cldorsld ey
selo Idoedp sldedllb gJs 0956 IJgpsJ.

gurpl ©d9p wodssu $ludss IJoudd eds CI800: sI9u luwe pzeses IJoodd o9 lod Linse
wd9p wlgwsho. luupe pzeses IJoudd IUss e wgpspo puwwdl 09 9sps lWu,lyose: sdJdu
SeJdud cguosuoo [Us 1ddses [Jpbdss.

Szw wdISU LB luwe preses IJoudd v spole IJopde gus IJorsld Iduwsse JUbo§é 2
o&J Fast Transition (FT) |9 Cisco Centralized Key Management (CCKM) (9S> [Jluwwgslp.

cubdd 18e)los: $d9u euslo MAC Jubods Idlse, oo Iluuluuss Josdd Jpl o3 psuoe
9.S show version ..:sg,ggduu eds 9lzosd IJpuwegse lyuwspss (GUI) Jeoslo Ideede s 1Usuo9d
JJowlisbb (MAC) leule IJoowdd.

s CLI wuvdd B u,)los: sY9u Mobility Mac o9 0000.000.000 Jel 09 o902 9 show run all |

inc mobility mac-address
Vs Idzldle Idos op Wsol zeg 9800 High Availability (HA) Stateful Switchover (SSO):

ds 2ldo oy IJodssy ds lJyog IJlve,los _9|uugt>|p cu9lu MAC Jdosdd Jovdsd
0O lpdluss IJoudd: suvd IJosdd IJuuul 908 lpdluss IJoudd gus 229¢ welyj
UG ud.

J3JIJ V&> wp wddsVo wodyso guslo MAC JJdoudd Jigz C9800 HA.

lJglo9s 1: eds 9lgod lJpuweesp lUyuwspssd: low@d |Js Configuration > Wireless > Mobility > Global
Configuration.



Configuration ™ » Wireless~ » Mobility ]

Global Configuration Peer Configuration
P N Mobility Group Mame* default
1;( 3:] Monitoring
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Keep Alive Imerval (sec)* 10
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address® 001e.e67e.75ff

e eJlJ 9lz0s Lwlb, 19l

# config t
# wireless nmobility mac-address <AAAA. BBBB. CCCC>
# wireless nobility group nane <nobility-group-nanme>

IJgbgsd 1. cgpse odsu IJoudd JIYJ pu 9800 WLCs.

JJJ pu 9800 WLCs: e 9d |Js Configuration > Wireless > Mobility > Global Configuration 9 ugSl
&Jpl Mobility Group Name 9 Mobility MAC Address.

o0 ¢JIJ 9lzod Lwlb, 1Jisle):

#show wirel ess nobility summary
Mobility Summary

W rel ess Managenent VLAN. 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff
Mobility Domain |dentifier: Ox34ac

IJgb9s 2. | olWs odosy ubs)

oo 9d |Js Configuration > Wireless > Mobility > Peer Configuration _9i>'a.J pedople 9236 Iduedpe ol s,).



Ip wldped JIJ pu 9800 WLCs.

pw edld sleod IJpuweesp lhumgpse:

b Dashboard

Monitoring 3 W Maobility Peer Configuration

=L Configuration 3 E

1 Administration 3 IP Ackdress ~  Pulplic IP ~ G Name

0 } v

* Troubleshooting

Mon-Local Mobility Group Multicast Configuration

Add Mability Peer x

MAC Address* 001e.e67e.75ff
Peer IPv4/IPv6 Address* 172.16.51.88
Public IPv4/IPv6 Address 172.16.51.88
Group Name* | default v
Data Link Encryption [. DISABLED |
SSC Hash ‘— SSC Hash (must
==

o0 ¢JlJ slzos Lwb, 1Jisle,:

# config t
# wireless mobility group nmenber mac-address <peer-mac-address> ip <peer-ip-address> group
<group-nane> [ data-link-encryption ]

pdlebd: spdud wuvdd loshs wedso wuvds) boolb ldoslule.

03 IJoodd wsu spdle Iopde AireOS WLC 9 9800-CL

03l IJuwsulisg ghs J brownfield & pdsle IJoui 19 leule oyesd sesle IJezdp: 2se @pul



woduwse lduveds Bs pub9s udlb 1d9uesd (AP) Idos sop ldogde Bsol wolyulos 9236
oo AiIreOS, 91z s L9l ulos 9800.

P ldeuwezuwo 1o sop wosse vbllb 1dsuosd v, 2ole Idoede JIJ pullb§ elbss 19 pullo
lJoss IddlwdIds: zos Jlsozsd Idgpdle Ul vso 9sle Idozdp gud wpydop gu.

wols salt and pepper IJoi). 9ouvdJ !éo@b@: SpIJu lgwugsle pebb IJougd o3l i.,ﬁsubl J

guest anchor 2SS SEpd IJb,lj 9800 Jzolj wede lzuws suble IJouvgsd AireOS Jgolj wede
O IJpyuwls.

\Luwe Jotbsbs JJubods

AireOS WLC 9800 WLC

000000 Mobility Tunnel &

L ¢ y

o9y AireOS WLC

Bl Iy gpsle Idozde 9800 1JglLoé I s High Availability. olds eu wdysy guslu MAC
Jdoudd.

IJg 096 1. ozpst pedsple Bludss cudd guuoy Iopde Bs IUubwds Idpedss IUJluu]dss
(WLC) bo,1; 9800.

e edlJ 9lzod IJpumwesp IUyuugpss:

luw@d IJs Configuration > Wireless > Mobility > Global Configuration 9 UegSlo gJpel Mobility Group
Name 9 Mobility MAC Address.



— Configuration™ > Wireless™ » Mobility ]

Global Configuration Peer Configuration
@ Dashboard
e e Mobility Group Mame* default
i ‘] Monitoring
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Keep Alive Imerval (sec)* 10
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address® 001e.e67e.75ff ]

e eJlJ 9lz0s Lwlb, 19l

#ishow wireless mobility summary
Mobi lity Sunmary

W rel ess Managenent VLAN 2652

Wrel ess Managenent | P Address: 172.16.51.88
Wrel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobil ity Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Multicast |pv4 address: 0.0.0.0
Mobility Multicast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

IJg b9 2. lzpe 1oz iisé Bspé puo |J 9800 WLC

# show wireless management trustpoint

Trust poi nt Name : Jay-9800_W.C TP

Certificate Info : Available

Certificate Type : SSC

Certificate Hash : d7bde0898799dbfeffd4859108727d3372d3a63d
Private key Info : Available

FIPS suitability : Not Applicable

IJgbo95 3. |uolds pedsple gouos Idoede B IUuiwds IUppdss [JJluv]dss (WLC) bls
9800 |Jss ey opde B Iduiuds Idppdss [JJlunddss (WLC) Joble IoubésJ AireOS.

pw edld 9lzod IJpuuese Iumspss:

oo 9d |Js CONTROLLER > Mobility Management > Mobility Groups > New.



Save Configuratien  Fing  Logout | Refresh

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDE  HELP User:admin(Readwrite) A Hame
——

Controller Static Mobility Group Members
General
e Lacal Mobility Group  TEST
Inventory "
e MAC Address Address(Ipva /Ipw6) Group Name Multicast IP Status Hash Key Secure Mobility

Interface Groups 08 06 s BBl 10.88.173.72 TEST BN Up none HA

Multicast
Matwork Routes
Fabric Configuration

Redundancy

4 v v

S wbeld 1Jse slud, Apply.

Save Configuration Ping  Logout Refresh

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS User:admin(ReadWrite) A Home

Mobility Group Member > New | <Back | | apply |

Member IP Address(lpva/lpvé)  [172.16.51.88

Member MAC Address [001e.e67e. 756 |
Group Name | defauit |
Secure Mability

Data Tunnel Encryption

High Ciper [ Disabled v|

Hash | d7bde0898799dbreffd4859108727d3372d3263d

1. Hash, Secure mobility and Data Tunnel Encryption are not supported for IPvé members

pdlzbo: Jl sdjpe ldogiss U gé.}s IJelJle lJos suvegse Bsol IJb)lj 9800 Liolss 09886
Slos! ped C9800-CL. wpwys IUlzojs eds yvolss SUDI 9Jl weolz s wriss (eds
s 1JeelJ. 9800-40 9 9800-L gol |Jes 3J).

o0 ¢JlJ slzod Lwl, 1Jisle,:

>config mobility group nmember add <9800 mac-address> <9800 WL.C- | P> <group- name> encrypt enabl e
>config nmobility group nenmber hash <9800 W.C- | P> <9800 W.C- Hash>
>config nmobility group nenmber data-dtls <9800 mac-address> disable

9800 WLC wbvdsd
IJgb9s 1. ceese pedople dlodss Joudd 1Jglues o AireOS.

pw eJlJ slzod IJpuueise lruuspss:

UUE,\J |.J)E'9J IJs _9|ao<3 |.Jrouuc;é_)|o |JJw3p§5 AireOS 9luw9d |Js CONTROLLER > Mobility
Management > Mobility Groups e& o)lglé gu9ly MAC 9gu9ly IP 9luw e 1Jpze986.



vl

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Controller Static Mobility Group Members
General
Icons Local Mobility Group  TEST
Inventory 1P
MAC Add A Ipva/T N Multi (-]
Interfaces c ress ddress(Ipvad/IpvE) Group Name ulticast
08:96:ad ac:3b:8f 10.88.173.72 TEST 0.0.0.0
Interface Groups Gl
Multicast 00:1e:e6:7e:75:fF 172.16.51.88 default 0.0.0.0

F Network Routes
b Fabric Configuration
¢ Redundancy

+ Mobility Management |
Mability Groups
Maobility Anchor Config
Multicast Messaging

p0 eJlJ 8lz06 b, IJlsle):

>show nobility sunmary

Mobility Protocol Port........................... 16666
Default Mobility Domain.......................... TEST
Milticast Mode ... ... . . Di sabl ed
Mobility Domain ID for 802.11r................... Ox6ef 9
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count......................... 3
Mobility Group Menbers Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mbility G oup

MAC Address | P Addr ess G oup Nane Mul ticast IP
St at us
08: 96: ad: ac: 3b: 8f 10.88.173.72 TEST 0.0.0.0
Up

IJg 095 2. | ol b6 pgdople Aire0S WLC JUs guuo, Woede B IUubeds 1 ppdss
Il uJ s (WLC) bo,l; 9800

pw edld sleod IJpuwese lhumgpse:

I.;,oéJ lJs Configuration > Wireless > Mobility > Peer Configuration > Add



Configuration = » Wireless ™ >  Mobility

Global Configuration [ Peer Configuration ]

" Mobility Peer Configuration

|I s
L L&)

MAC w P « Public +~ Group +~ Multicast -~ Multicast
Addrass Addrass IP Nama IPvd IPvE Status ~] PMTU «~ 33CHash
0Mees?e 75f 172.1651.88 N/A default 0.0.0.0 : MNIA NFA d7bde0BIE79
1 10 =
Walk Me Through > Non-Local Mobility Group Multicast Configuration

I>¢d pedople AireOS WLC.

pdlzbos: B guuos IJede B Iduiods 1Jpedss 10lgvddss (WLC) bl 9800, sep
opdsu oudS) puwess Idoede slisel pel sgus lod weole IUs wepdso Idoowdd Uk
eJds zluw Aire0S. 9pg 3JJ: VOl wuvds) hovlb Idoslule Roshs. Bl Gpo wopdsuo
eJs l1Jzlow 98000 Bpdyo gds AireOS Lluuwesle: wpdsy welule 8,09 peesesd oo dd
config mobility data-dtls

Add Mobility Peer X

MAC Address® 0896.adac.3bBf

Peer IPv4/IPv6 Address* 10.88.173.72 = Ping Test
Public IPv4/IPvE Address 10.88.173.72

Group Name® TEST v

Data Link Encryption [. DISABLED ]

55C Hash Enter SSC Hash (must

o0 ¢JlJ 8lzod Lwl, 1Jisle,:

# config t
# wireless mobility group nmenber mac- address <peer-nmac-address> ip <ip-address> group <group-
name>

IJoz2dd pu lJuors



luwogse 03l ldGuwe Joldss gpd Idedsse vuvdd Lorzse.

IJozdd e AireOS WLC

>show nobility sunmary

Mobility Protocol Port..........................
Default Mobility Domain.........................
Milticast Mode ... ... .. . .
Mobility Domain ID for 802.11r..................
Mobility Keepalive Interval.....................
Mobility Keepalive Count........................
Mobility Group Menbers Configured...............
Mobility Control Message DSCP Value.............

Controllers configured in the Mbility G oup
MAC Address | P Address

Mul ticast | P
00: le: e6: 7e: 75:ff 172.16.51. 88

0.0.0.0
08: 96: ad: ac: 3b: 8f 10.88.173.72

0.0.0.0

IJozdd pu Lopé Catalyst 9800 WLC

#show wirel ess nobility sunmmary
Mobi lity Sunmary

W rel ess Managenent VLAN. 2652

Wrel ess Managenent | P Address: 172.16.51. 88
Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: nb-kcg

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff

Controllers configured in the Mbility Domain:

TEST
Di sabl ed
Ox6ef 9

St at us

G oup Nane
def aul t

TEST

Mul ticast | Pv4
PMIU

Mul ti cast

I P Public Ip G oup Nane
| Pv6 St at us
172.16.51. 88 N A def aul t
N A N A
10. 88.173.72 10. 88.173.72 TEST
Up 1385

lweduuldd IJigble gl oJlzol

$98, 03l IUBuwpe 1Jpedsple IJpuwasps Jlgued il lgble IJoJdoso sluodlzol.

Jlpweduold lgble oo 0BdE 1Joodd sluodlzol luvaese 030 IUlsle, Jousese lgble

lJgpJs6:

AireOS WLC



lJglb9sé 1. 9p vopdsu wuozse iablc lJowdd.

debug nobility handoff enable

debug nobility error enable

debug nobility dtls error enable
debug nobility dtls event enable
debug nobility pntu-di scovery enabl e
debug nobility config enable

debug nobility directory enable

lJglogs 2. [glé ool IJodssu 9ldez 8l pu lJIR)le

pold gds lugile 099 cudd ulzge eJs Airos WLC.

*capwapPingSocketTask: Feb 07 09:53:38.507: Client initiating connection on 172.16.0.5:16667 <->
172.16.0.21:16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 507: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Received DTLS packet fromnobility peer 172.16.0.21
bytes: 48

*capwapPi ngSocket Task: Feb 07 09:53:38.508: nm.dtls2 process_data_rcv_nsg: 1207 rcvBuf Len 48
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53: 38.508: Record : type=22, epoch=0, seq=0
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Hndshk : type=3, |en=23 seq=0, frag_off=0
frag_|l en=23

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 508: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.508: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.508: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 48

1

I<--output-onted-->

1

*capwapPingSocketTask: Feb 07 09:53:38.511: dtls2_cert_verify callback: Forcing Certificate
validation as success

*capwapPingSocketTask: Feb 07 09:53:38.511: Peer certificate verified.

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53:38.511: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 503

*capwapPi ngSocket Task: Feb 07 09:53: 38.511: Received DTLS packet fromnobility peer 172.16.0.21
bytes: 56

*capwapPi ngSocket Task: Feb 07 09:53:38.511: nmdtls2_process_data_rcv_nsg: 1207 rcvBufLen 56
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53:38.511: Record : type=22, epoch=0, seq=6
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 511: Hndshk : type=13, |en=6 seq=3, frag_off=0
frag_|l en=6

*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Handshake in progress for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38.523: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 524: Sending packet to 172.16.0.21: 16667
*capwapPi ngSocket Task: Feb 07 09: 53: 38. 524: Sending packet to 172.16.0.21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.524: DILS consumed packet fromnobility peer 172.16.0.21
bytes: 56
*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Received DTLS packet fromnobility peer 172.16.0.21



bytes: 91

*capwapPi ngSocket Task: Feb 07 09:53:38.527: nmdtls2_process_data_rcv_nsg: 1207 rcvBufLen 91
clr_pkt_len 2048 peer acl00015

*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Record . type=20, epoch=0, seq=8

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: Connection established for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: ci perspec 1

*capwapPi ngSocket Task: Feb 07 09:53:38.527: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 91

*mmMobility: Feb 07 09:53:38.527: DTLS Action Result message received

*mmMobility: Feb 07 09:53:38.527: Key plumb succeeded

*mrivobi lity: Feb 07 09:53:38.527: nmdtls2_cal |l back: Connection established with
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: mmdtls2_db_status_up: 895 Connections status up for entry
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: nmmdtls2_cal |l back: DTLS Connection established with
172.16. 0. 21: 16667, Sendi ng update msg to mobility HB

Catalyst 9800 WLC

wundd 1O o)lgos ©@9p 92dle IJogde 9800 Louvesd pedyele Idepdss wluwepls 390
IJzlze 1Js Is lple glue Jouoese IJIRble.

pl edsd s IJwguosd w926 IJoede sluwe,shs Iduwedle Iderowbs ls edso Jlwddis
Jigloo luwed goldd IJigble gl olzol.

sedu o saom Joved 9l sewe 3JY eds o3 lugvéld zols IJozdp.

Joyw§b.lJoaJ§J‘ luvee lduvedle Slo Idoblg U_.jpo@ ig JIg) €35 pu |4)$|$L§ (e wesSSU
oS Il el os gds 10 561is8) 9spdod IJouoWdss puve gulssy IP Is MAC.

lJglogs 1. w299 pu lJzlds Vs 98w 9256 IJwpdp zos Spdud wgde Iduvedlo Vs 1Jydo
lJ3s s£9> lJs 98w 2298 Idp v dJs.

# show cl ock

IJ296 2. §p wozese uvedle 9296 Idozde B 2lJs 929> ls pedsple eds puwess Cisco 10S
Spedu lu wdyy pyoubd Oldpuvdds.

# show | oggi ng

IJglo9s 3. wepse gpdsle wowe puwwss dledlple 1Je92936 slispl Jewslu peos. spdud
luveesle IP I MAC IJobs) JJoudd JJouoldss.

# show | ogging profile wireless filter ipvd to-file bootflash:ra-AAAA. BBBB. CCCC. t xt

S99 o3l |J|ro_) Clogvle u.ua._ﬂu .J|a) 10 > 9ls 9« y-19) |._Jrop-2JQ wewb odo |\JPJ6 -__;|uuo'a)|ro |.J||o)
show logging profile wireless last 1 hour filter mac AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txt.

sedod lpl £00 IJpeess eds eduws Ieed Iy wuw Ipdd [Uss el TFTP ¢lzs.

# nore bootfl ash: al ways-on- <FI LENAME. t xt >



or
# copy boot fl ash: al ways-on-<FI LENAME. txt> tftp://a.b.c.d/ path/al ways-on- <Fl LENAME. t xt >

cowg uuvb Jbs9

I3l Jp o_9g_§4 lJowedle IJos o_e,oJ %,.I,Juo,ojlj ped9ple Jlss Jf&dé lJeunlJd IJos wp
oub'g.._sJoJ loule odosu IJuws 9. g_ggspdgd wpdsu wuoese IJIgble I, bs slJo @l Radio
Active (RA) lol) webs wyilb gpdss 1Yo, o osdl.

IJogs 1. 0288 pu 30 wedsu s Uigb wuoest igble LlJded.

# show debuggi ng
| OSXE Condi ti onal Debug Confi gs:

Condi tional Debug G obal State: Stop

| OSXE Packet Traci ng Configs:

Packet I nfra debugs:

I p Address Por t
______________________________________________________ | .

lo sos oo s inb 1o Jl ool oldewslo o lve oyss 1o s)ldw: Iggiw os.
JUlJsé gusly peds:

# no debug platformcondition feature wirel ess { mac <aaaa. bbbb.cccc> | ip <a.b.c.d>}

JIi1J6 JIds 1 inysb (101,536 1Jp9 0 wol):

# clear platformcondition all

1296 2. $p Lluolss il wuozse Iidble Jewglu wsrss pildoo.
# debug platformcondition feature wireless ip <a.b.c.d>

pdlebd: 3l oo o)yss p)l9wd 1Je) o ubs) cudd Sles B b Isde.
Oluuwgs e debug platform condition feature wireless mac | o) JJJ gu9lo, MAC.

lJglo9s 3. lpodlY guuo) Idopdpe Vs Idyveds IJpedso IJJluwddsse (WLC) byl 9800 Juwse
lowo uunlb IJguslo [Jpeso.

# debug platformcondition start

pdlebo: Jl swp 800 1B)lz vuivlb [Joudd 2w swpe wgisu JJ yvse poldul slgdsl



Jswe weeseo Jliedl
IJgboss 4. Gp wlehs luclz 1dpundJs 19 Iduvdsd 1J5s woss eolGwo.
IJg 95 5. ls3lB wuozse IJigble.

# debug platformcondition stop

IUgho96 6. crese lLle wubllb IJgwslo.

# show | ogging profile wireless filter ipv4 to-file bootfl ash:ra- AAAA. BBBB. CCCC. t xt

S89e 03l 1Jipy Clousle ywpdle Jig, 10 39189 pu ldppdy yoob 03l 1o wluwesle IJio,
show logging profile JlgsJds gJIJ 1 ywles 1UJIgs,6 prube mac aaa.bbbb.ccce to-file bootflash:ra-
aaa.bbbb.cccc.txt.

Spdud |pl uuwg FILENAME.tt |Js ¢l Ehes ig oo ldpdele poluvyé eds Iduulgus.
ot Idpd |Js ebe ehes:

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt
e Idpzess:

# nore bootfl ash: ra-FI LENAME. t xt
IJglogs 7. 3l Yoo Jl ojld sy B>y eds 1Jgwy) eds pvow UG BGp wogpse ldpuwess
lUslgds Jduwedle.

(JI o.a_ola_ IJs wuozse ié_]olc IJg_,oHs:J 06 it)d- iu»oé__s,o lduvedle Idos wp wgiswvel slgdsl
wldoed i 9ddu Bp wogese wbls by puol).

# show | ogging profile wireless internal filter ipv4 to-file bootflash:ralnternal-
AAAA. BBBB. CCCC. t xt

Spdud el wuwg FILENAME.txt |Js gl ehzs 19 &0 Idpérzle puluing gds Iduiluvs.

ot 1dpdid 1 s ebp ez

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt
&ue ldpzuss:

# nore boot fl ash: ra- Fl LENAME. t xt
1Jg1o96 8. 9 wlilJs Luygb wuopse IJIgble.

# clear platformcondition all

odlebbs: [51Js s wuoese IJigble slispl wes eduwé luveduuld 1Uigble sl oJlzol.



pold gds lugile 09Y cou¥d ulzz 8ds 9226 wedp Vs IJyveds Idpedso IUJlgvdIss (WLC)
bb,1; 9800.

2021/09/28 10:20:50.497612 {mobilityd R0-0}{1}: [errmsg] [26516]: (info): %MM_ NODE_LOG-6-
MEMBER_ADDED: Adding Mobility member (IP: IP: 172.16.55.28: default)

2021/ 09/ 28 10: 20: 52.595483 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595610 {nobilityd RO-0}{1}: [mmpntu] [26516]: (debug): Peer |P
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 10: 20: 52.595628 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80578) to (ipv4: 172.16.55.28 )
2021/ 09/ 28 10: 20: 52. 595686 {nobilityd RO-0}{1}: [nm keepalive] [26516]: (note): Peer |IP
172. 16. 55. 28 keepal i ve data packet mi sssed, total m ssed packet = 1

2021/ 09/ 28 10: 20: 52. 595694 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |IP
172. 16. 55. 28 keepalive ctrl packet mi sssed, total m ssed packet = 1

2021/ 09/ 28 10:21: 02.596500 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21:02.596598 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |IP
172. 16. 55. 28 keepal i ve data packet misssed, total m ssed packet = 2

2021/ 09/ 28 10:21:02.598898 {nobilityd _RO-0}{1}: [mmclient] [26516]: (debug): MAC

00le. e68c. 5df f Recei ved keepalive_data, sub type: 0 of XID (0) from (ipv4: 172.16.55.28)
2021/ 09/ 28 10:21:12.597912 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21:12.598009 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |IP
172.16.55.28 Data link set state to UP (was DOW)

2021/09/28 10:21:12.598361 {mobilityd R0-0}{1}: [errmsg] [26516]: (note): %MM NODE_LOG-5-
KEEP_ALIVE: Mobility Data tunnel to peer IP: 172.16.55.28 changed state to UP

I I'<--output-omted-->

2021/ 09/ 28 10: 21:22. 604098 {nobilityd RO-0}{1}: [ewW c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/09/28 10:21:22.604099 {mobilityd R0-0}{1l}: [ewlc-infra-evqg] [26516]: (info): DTLS client
hello

2021/ 09/ 28 10:21:22.611477 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611555 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611608 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611679 {nobilityd RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611933 {nobilityd_RO-0}{1}: [mmdtls] [26516]: (note): Peer |P: 172.16.55.28
Port: 16666, Local |P: 172.16.51.88 Port: 16666 DTLS SSC HASH VERI FY_CB: SSC hash validation
success

2021/09/28 10:21:22.612163 {mobilityd RO0-0}{1l}: [ewlc-dtls-sessmgr] [26516]: (info): Remote
Host: 172.16.55.28[16666] Completed cert verification, status:CERT_VALIDATE SUCCESS

I I'<--output-omted-->

2021/ 09/ 28 10: 21:52. 603200 {nobilityd RO-0}{1}: [rnm keepalive] [26516]: (note): Peer |IP
172.16.55.28 Control link set state to UP (was DOMN)

2021/09/28 10:21:52.604109 {mobilityd RO0-0}{1l}: [errmsg] [26516]: (note): %MM_NODE_LOG-5-
KEEP_ALIVE: Mobility Control tunnel to peer IP: 172.16.55.28 changed state to UP

IJodll 2508 puopus

B pebe Ilzslo: pu Ipdisr 2l IJopdd eu IJeie IJpoulds wso Bokse Ideede S
IJubods Idpedss IJJluuddss (WLES). pu Idpds> ouodss IUIJodlb luuegsle Access
Control Lists (ACLs) in order to zx>e 1Jz)yJ6 039) eJs Gwuo-



o3l Wldo wdssy JIJo bl popué eds CLL

IJglogs 1. logile Blispo IJwzdpe WS 1U9ue9d (ACL) IJs glpd o uose:

conf t

ip access-list extended <ACL_NAVE>

10 permit ip host <W.C_|P_ADDR> host <PEER W.C_ | P_ADDR>
20 permt ip host <PEER W.C | P_ADDR>host <W.C | P_ADDR>
end

U096 2. o8,58 pedele IJIJedlb:

noni t or capture <CAPTURE_NAME> access-|ist <ACL_NAME> buffer size 10 control -plane both
interface <|I NTERFACE_NAME> both limt duration 300

pdlzbd: 235 9lz06 1516 JegJps INTERFACE_NAME

lJglo9eé 3. woe lUIJoglb:

moni tor capture <CAPTURE_NAME> start

IUz 696 4. | s$1 IUIJ oGl

noni t or capture <CAPTURE_NAME> st op
lJglbgs 5. luwgd IJs |uuo-7’J,_ﬁJ|-.§ IJIgble 9l odlzol > IJo@lb 1Uz)06 s 9lz06 lJpuwegse
luwspss (GUI) Jeee pdw Idoilb 1Uzje6.

wsubsgole Iuveduld IJigble 9] odlzol I blsg s
sodou Ileeds IJoldss po ludld gvdde wse 9800 WLCs.

oebd IJoedp 9pul) IJuslule vuvow publdd Vs IUloolJ

opJdSu Always-On-Logs 9 Embedded packet captures J&99.8) ped9ple luoldss Jluwedgild Ui'a]oh:
sluodlzol:

2021/ 09/ 28 09: 54: 22. 490625 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 sending keepalive_ctrl_req of XID (80552) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 22. 490652 {nobilityd_RO-0}{1}: [nrm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet m sssed, total nissed packet = 29

2021/ 09/ 28 09: 54: 22. 490657 {nobilityd_RO-0}{1}: [nrm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total missed packet = 10

2021/ 09/ 28 09: 54: 32. 491952 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 sSending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 09: 54: 32. 492127 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive data packet misssed, total missed packet = 30



sJ9u JIJodlb 1Uze Blisss Joldss 1Juudsd.

99 2021-@9-28 12:33:52.92493% 172.16.51.8B 172.16.53.28 116 Mobi-Control - PingReq[Malformed Packet]

91 2021-@9-28 12:34:92.92504E 172.16.51.8B 172.16.55.28 172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
92 2021-89-28 12:34:12.925046 172.16.51.8B 172.16.55.28 172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
93 2021-89-28 12:34:22.927045 172.16.51.BB 172.16.55.28 172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
94 ZO21-09-28 12:34:22,927945 172.16.51.BB 172.16.53.28 116 Mebi-Contrel - PingReq[Malformed Packet]

95 Z021-89-28 12:34:32.927%45 172.16.51.88B 172.16.53. 28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
96 2021-89-28 12:34:42.929944 172.16.51.8B 172.16.53.28 172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
97 2021-@9-28 12:34:52.039051 172.16.51.BB 172.16.55.28 172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request

Jlelo Iu IJ pu debug 9 WLC swsolo €30 929 luweelus Jeowe, dezde b9 ltoulle louald
IJoslule. s9uoz uwsobsy ublise louald IP puwesz wo 9ddo Jl suwpz Jpolos 16666
16667 Uldleuold gu) 1duiwds.

&p ublud IJodosy wsu WLCs

WO odo IJzlJs: ol IJlouold J@_p@&_ lJpulos wSU B9lisp IJogdpe Vs IJuveds 1dpedso
lJJluwdIdsé (WLCs) 9JIu luww ey WOs pdlglbs W9 ,uwlsd cogusb IUlouold.

opJdSu Always-On-Logs 9 Embedded packet captures J&99.S,) pedyple luoldss Jlgwedgoled Uitblc
sluodlzol:

2021/ 09/ 28 11:34:22.927477 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepal ive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928025 {nobilityd_RO-0}{1}: [nmpntu] [26516]: (debug): Peer |P:
172.16.55.28 PMIU size is 1385 and cal cul ated additional header length is 148

2021/ 09/ 28 11:34:22.928043 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl_req of XID (80704) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928077 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive data packet misssed, total m ssed packet = 8

2021/ 09/ 28 11:34:22.928083 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet = 3

ouwlesol ldywedlo IUslgdss eds IJubs) 172.16.55.28 s oid;y ep wblog lJodysy

2021/ 09/ 28 17:33:22.963 {nobilityd _RO-0}{1}: [mm keepalive] [27081]: (ERR): Peer |P:

172. 16. 51. 88 Failed to validate endpoint: Invalid argument

2021/ 09/ 28 17:33:22.963 {nmobilityd_RO-0}{1}: [errmsg] [27081]: (ERR): %M NODE_LOG 3-

PI NG_DROPPED: Drop data ping fromIP: 172.16.51.88. Failed to validate endpoint

e3p oblud IJodssy ldublise souoeu: luve p2e9es 5y LoTST: 820 whblwd B Data Link
Encryption 98 u9lu MAC 1U¢luo wldould s, woese.

wed e obloug lpzeses:

2021/ 09/ 28 17:33:22.963 {nobilityd_R0-0}{1}: [errnsg] [27081]: (ERR): %M | NFRA LOG 3-
MSG_PROC_FAI LED_GROUP_NAME_HASH: Pkt group name hash: 82FE070E6E9A37A543CEBEDI6DB0388F Peer
group nanme hash: 3018E2A00F10176849AC824E0190AC86 Failed to validate endpoint. reason: Group
name hash mismatch.

wved &30 wblog gusly MAC:

2021/ 09/ 28 19:09: 33.455 {nmobilityd_RO-0}{1}: [errnsg] [27081]: (ERR): %W I NFRA LOG 3-
MSG_PROC_FAI LED MAC ADDR: Pkt MAC:. 00le.e67e.75fa Peer MAC. 00le.e67e. 75ff Failed to validate
endpoint. reason: MAC address mismatch.

publdd puoldes DTLS

Sywwb o3l 1duge pu ldpuvldd weduwuwle 098 DTLS wsu WLCs. &> sy puwl)y wslule



lJzlJs 8 IJoubgsd sdIJdu puwl)y Idoedp Sw s DOWN.

&pd S Always-On-Logs 9 Embedded packet captures Jo9u8.s, ped9ple [Lolldsé Jluwad il IJigble
sluodlzol:

2021/ 09/ 28 19:30:23.534 {nobilityd_RO-0}{1}: [mmnsg] [27081]: (ERR): Peer |P: 172.16.51.88

Port: 16666 DTLS MSG DTLS nmessage process failed. Error: Invalid argument

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [errnsg] [27081]: (warn): %M NODE LOG 4-

DTLS HANDSHAKE_FAI L: Mobility DTLS Ctrl handshake failed for 172.16.51.88 HB is down, need to
re-initiate DTLS handshake

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [ew c-capwapnsg-sess] [27081]: (ERR): Source

I P:172.16. 51. 88[ 16666], DTLS nmessage process failed. |ength:52

!u.uot.ﬂro show wireless management trustpoint 9 show crypto pki trustpoints commands JJUE_@& U p‘(‘_J_sro|Q

uwobod.
wwsubgy HA SSO

I3l Il Jssd 9psle wepdpe B j9z SSO glds 1Jwgd) Bould psj6 olps Sgw peydwol. Jl swp
sy guslo MAC Jdoudd ouudd 180,luos 98> souwow 3Jd Bs lugdluo udd
lJooued Bl gre oelyy wubd.

Spued lJpedé e show wireless mobility IJwzJe Vs 1U9ue9d JJyuwlisle (MAC) IJzlds B>
lJlgwoslec 9dduoe Jl sop wdosuo wlduo)9,s. weldd ppel Bl Jlo IJodssy szwss eds
Mobility MAC 1J3s wp odosuoe wluwaegsle show run | i dluodss IJoudd

lo Jlsuvdd 1Jz,ds {upperimac sdso S ldogivdsd gbi 09 sés eds Suvd Ids Ilgweesls
WLC 903l swow Idoudd s lo sdvd.

SYpu IJed IJouwsb Ws IJlvodld lJs IJodssy > JluwdIds > oo 9lzos PUNTEIP lJosw
JJoudd 9slduogb gds obusd. s936 3JY !J._s. 29 MAC IJCL_J.__S J;JC}L‘J:LéLJ. Vs lJodysu.
Swds MAC e 3JY Jpl 09 1deld gus welyy Idduvd 9swp 1deBlb gds lovdly IJoodd.

03l [uosly Iuwlwl szoe 1o low cuwegpd ded wuvdsd po gl i) b ouuslo 1o suvdd

IJz,Js {upperimac address. wedb 9lz06 puwegse 1J9sw wddliss! guslo MAC ivule Ideodd
ewd whbosy ldlesble.

pedsple dlo LoJé

9,;, ; ,g,;, ol .. 9J hwle WLAN ¢ J.s Catalyst 9800

owle - Cisco Systems



https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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