odosu udbé 1Jgo9d 9100AXW Jg )
peees IJged (WGB) wluwoiole 9226 IJopdp
Vs lJubeds IJpzdss IUJlgudIdss (WLC)
lJwduvdJé 9800
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IJpobJole Il wsé

lJoedoule | OEdp0

IJodasule
oJosy 926 IJepde Bis Lo s LAN Il w g8 (WLC)

osiss WGB
oJose ldpus

lJo2.8.8 o0 | 6

wosis6 WGB

588w 1 JzlJs o0, WGB |J WLC
| wod ol 1Jizble gl oJl>ol

NFX YY)

S92t o3l ldpuwe Jsdss wdssy udbo 9,09 9105AXW J WGB JJloold wuvedJo
JluwdIsé psly6 w9luwlbs WLC 9800 Series.

IJecbdule IUIguluss

IJeobJule

GiSCO 9L b sedds luw pg 88 Il uluwss b cisco I0OS®-XE WLC 9800 sery 9 Wave 2
P93 U 9o (APS).

IJedsulo oo pd
Vs o3l IJpelde wp luwwgsle 030 Idpdgule:

- WLC 9800-CL pg IJl_o>l, 17.6.3
CJdopde Bs wilb 1Jssesd IJJluwJIsé (CAPWAP) b,l; 28021 9leslsol:
- AP 9105AXW J WGB pg Losés 17.8.1:

- lpdluss IJpeed 802.1q:



2038 Jpws9e,) p2p9dd 03956 Llzoss £psdé Luddsé 0398 wuble lJouuésd Windows 10.
e logvle Ideedsple 1936 B o3l ldpwews pu 112036 1092958 LBs wSisé pEpdssd ¢luos.
u.)lu ZPSE IJIao_)o |Jrouuua.)|p0 O o3l Urouuuu.> wodIsu PPUNIT (IduJIuos) Bl
uodod Bss IJouvgsd: Bulds pu Bopd JJoles) IUpewed Jis o,

IJodosy

WGB 09 9,28 LYbS 9,09 Juess) logold Jlgwdds oldgpdle IdwdIdsso Idpouodso
cpud (pulWdl) lse,ue Judbs IUsuesd WGB.

w9ued WGB Luods (wddss gwn pdbe Jluvdds 9lzs. 909 sedpe eulosu MAC 1Jgluos
weedlise IJwdIsso eds 9lzos lsenouw 9swdE euope IJs euuo) Ioede O Iduvwds
IJpzdsé 1dJlguddss (WLC) o 2JId 0dbos 1Usuo9d Jdouss IUluwluwss eo Huwlsd
w90999d u§bé 1y o9d JJlue,ue (IAPP).

w@9p WGB Clugsle wauosd Jluwdds sles Judbs [Jguosd 1ded): sldws wag ol welpd WGB
Igpsd Jwdds.

Sues ldogdl pu ddsd wdssu wyuleg Cisco Catalyst 9800 Series Wireless Controller Software.
Cisco I0S XE Cuteno 17.8.x JJzuo9d eJs pedople o9 LosJdss 29d puo99W96 IJpsjlo 9580
udbd 1suosd Josoe WGB!

| Joo 12 >p9gle |

lLuwe IUotbsbs JJubods

WO 030 [J9es 86 swp lp)le zpse IJodssule 9ldez 88 wluwwgsle Idegblb 1Jedse oul:
WLC

000000 K

CAPWAP AP

- Switch
))) ((( Emmo c1/0/1 2
— e 8 ym
—_ L

WVLAN 101 VLAN 101 WVLAN 102

Sz 03l 1dpeld JsBsé wdosy udbs 9,09 AP 9105AXW J WGB Ul ueésle sgp Gudle
VLAN pog3380 p 8006 wudlbs 9,09 CAPWAP.

Sedu o edss udlbs IUsLosd B IUs oe Idpeds Is B 9 oe FlexConnect Iy W 9 og
lJzuw (v Js).

Swas 03l 98886 IJouivdsd pu peds luvdsw 9 FlexConnect I wJow po 1Jz3, ap.

swbdo o3l ldywsul)s9 i oJd9y WGB pouods wpzad 38 802.19. 91l Wl WGB Jl wagp


/content/en/us/td/docs/wireless/controller/9800/17-8/config-guide/b_wl_17_8_cg/m_ewlc_wgb.html

Juwdlo VLAN pogs6. B 03l peld I WGB )b |Js cisco pdelz C1000 sery.

lo Jl suwlos IJpdelz 802.1q. all the 590 esuw lJs IJ VLAN io.J@ boses.

B 03l IUpeld couod WGB wlduvods IUpedss 1JJluuddss (WLAN) of Tl WPA2-PSK
Sswp wtuosuool Juveds VLAN ,§e 100. sep wiuosue Iepdle Idpcuodsy wldezsd dJ
WGB Jiwds VLAN ;0 101 5 102 Jpl 05 09 02 B lJpsblo.

2098 wdbs 1JsLos] WGB AP 9105AXW s 3 puluds LAN |oldss. JsJd spdool lsuol

lovegsle odd 1dpulds Joguosd IJgpdle IJwdIsso. WS 03l pold ould jusu Sywb IUs
psule LANT.

IJoYdssule
oJd9su 9226 I.Joa-.’J:o Vs UbeJds LAN IJJluvdIdsé (WLC)

Ss suuoy Iduede Vs IUuvoIs IUpedss IUJluvdIss (WLC). sove ldedsse wdssu
Suwds WLAN ghsé pg opdso pobdule g0 CCX Aironet IE.

GUI:

IJgb9s 1. ¢JBe IJ WLAN golds Aironet IE sJgy pdow:



Edit WLAN x

-

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Coverage Hole Detection Universal Admin O
Aironet IE @ OKC O
Advertise AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- (] WMM Paolicy | Allowed v |
direct

mDNS Mode | Bridging v |
11ac MU-MIMO O ' '

hannel nnin fer

WiFi to Cellular Steering D B G Lo
Fastlane+ (ASR) @ O

Defer DO D'I DE
Deny LAA (RCM) clients 0 Priority

0O: 0« Os
Max Client Connections
Bs 0Os

Scan Defer ‘ 100 ‘
Per WLAN ‘ 0 ‘ Sean
Per AP Per WLAN ‘ 0 ‘ Assisted Roaming (11k) .

[=] Update & Apply to Device

1296 2. §p Lluuvle pdd cg)rs8 IUuwsluws 98, vopdso wedspe IJue SWGB VLAN:




Edit Policy Profile E

DHCP Drop Unicast D
IPv4 DHCP Required DNS Layer Security
DHCP S IP Address
Brver ress DNS Layer | Mot Configured v |
Security Clear
Show more =>> Parameter Map
Flex DHCP Option
AAA Policy for D=
Flex DNS Traffic
Allow AAA Querride D Redirect .
NAC State O WLAN Flex Policy
Policy Name | default-aaa-policy X | VLAN Central Switchi D
. / entral Switching
Accounting List | v | ® Split MAC ACL | |
] L
WGB Paramete! ; . .
sl Air Time Fairmess Policies
Broadcast Tagging 2.4 GHz Policy | |
s - L
WGB VLAN '
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
| ARP Proxy I Tunnel Profile v .
IPv6E Proxy | Mone v |
[=] Update & Apply to Device

1296 3. $p wlugile edlpd IJuoz 98 wogssu WLAN |Js pdod wgss9 Iduslyws:



Edit Palicy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Mame® | WGBtesiTag |

Description | Enter Description |

VvV WLAN-POLICY Maps: 1

-+ Add
WLAN Profile Y Policy Profile Y
l ! | WiEBTest Folicy4VLAN100 :I

1 |10v|'

RLAN-POLICY Maps: 0

IUglogs 4. cloosyd edlps lJuog eds uwdlo [Jsuosd 1Ue3).

B dsth Cisco Catalyst 9800-CL Wireless Controller vecomesomin | % B B &4 W O Q S

" > Wirele o » Advanced S Mi How o

Number of APs- 2
Solacind Number of APs: 2

L Serial T A T Admin T Opemtion

-
L}

I O apname T Model AP MAL T Humber Mode Status Status T T Location Y
o = 5] . ! oot
o | ¢ | = @ s l 19300660 FOWZ1 168170 : daf

1 - [v]

0 | ; = :
L =
i} | S LA
) =
3] ¢ B
O Tog AP3 4

CLlI:

WLC9800# configure term nal

WLC9800( confi g)# w an WGEBTest

WLC9800( confi g-W an)# security wpa akm psk

WLC9800( confi g-W an)# security wpa psk set-key ascii 0 ciscol23



WLC9800( confi g-wl an)# ccx aironet-iesupport

WLC9800( confi g-wl an) # exit

WLC9800( config)# wireless profile policy Policy4VLAN1OO

WLC9800( confi g-wi rel ess-policy)# description "test-wgb"

WLC9800( confi g-wi rel ess-policy)# vlan 100

WLC9800( config-wi rel ess-policy)# wgb vlan <-- Configures W3B VLAN client support.
WLC9800( confi g-wi rel ess-policy)# wgb broadcast-taggi ng <-- Configures WEB broadcast tagging on a
WLAN.

WL.C9800( confi g-wi rel ess-policy)# no shutdown

WLC9800( confi g-wi rel ess-policy)# exit

WLC9800(config)# wirel ess tag policy WGBt est Tag

WLC9800( confi g-policy-tag)# w an WEBTest policy Policy4VLANLOO

WLC9800( confi g-policy-tag)# end

WLC9800# configure term nal

WLC9800( confi g)# ap 7070. 8b53. 76fc

WLC9800( confi g-ap-tag)# policy-tag W3Bt est Tag
WLC9800( confi g)# ap 70db. 9897.f 946

WLC9800( confi g-ap-tag)# policy-tag W3Bt est Tag

wosise WGB
IJgbys 1. louod vudbsd 1J9uesd Sludd udlbs IJsuesd Is 9uoe zuvs preses IJgpd:

WGEB# ap-type wor kgroup- bri dge
IJg9s 2. spdoud wgs 3Jd odasu luwe puosd WGB 9puusgle 116 99008 eusle IP DHCP
lg elow. Vs 03l peld 09 suvegped DHCP:

WEB# configure ap address ipv4 dhcp
WEB# configure ap nanagenment add usernane Cisco password Cisco secret G sco
WEB# configure ap hostname WGEB

IJ¢1096 3. wuivdsd 9,08 SSID Lluwe SSID glesble IJolpsy. B o3l Ipdld: ouwaése
lJuveds ldpedso IUJlgedIdss (WPA2-PSK):

WEB# configure ssid-profile WEB profile ssid WaBTest aut hentication psk cisco!123 key- managenent
wpa2

ould Idesxss pu lJu,dsole |Jppedus. odss yo,s06 IJiPJ Jpl sds:

950 pJd e 5D SSIDI e pJd S 5 SSIDSSIDI e

SSIDIUp o> 85{S el womdp ol povadlolys

lJpdwle{dot11r] WPA2| dot11w|{lgeshs| luvwszeolll pdwd og)ysed eapluw,e eap-profilelsl,o
lJpdwlz{dot11r| WPA2| dot11w|{lzgeshs| luveszeol}}

lJglogs 4. Lol pJwd wg s SSID L9lzoo HIbs9. ool suvwgsp 1U)bs9 0 (2. 4 zszlosyw)):

WEB# configure dotllradio rO node wgb ssid-profile WEB profile
Jed3W 09,08 pu ld)bsy luvegse [Jle):

WEB# configure ssid-profile WaB profile delete
IJel9s 5. swe 9 Cisco Wave 2 911AXAPS Jp ) presed Ideped eds gpdle IUlse o0 W3b
gwsel oroas wdé Iess) eds edles Ihob. luucgse Idle) Jopdso gdles IUyob:



WEB# configure wgb broadcast taggi ng enable

odosu Idpwsd

03l 09 wdysu IJpeod lJpwod » WGB.

IUzbb96 1. $p Llouble yvodle VLAN:

swi t ch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
swi tch(config)#vl an 101, 102, 103

swi t ch(confi g-vl an) #end

lJglb9é 2. 9p wodysy lIUglzole IJos yvovwe gwel IJodgsu:

interface G gabitEthernet1/0/1
description WEB trunk |ink

swi tchport trunk allowed vlan 1,100-102
swi tchport trunk native vlan 100
swi tchport node trunk

1

interface G gabitEthernet1/0/2
description Wred Client 1

swi tchport access vlan 101

swi tchport node access

1

interface G gabitEthernet1/0/3
description Wred Cient 2

swi tchport access vlan 102

swi tchport node access
1

IJozdd eu lJuoes
wosisée WGB

28 pu wdysy WGB:

WEB#show run

AP Name : WGB

AP Mode : WorkGroupBridge
CDP State : Enabled

Wat chdog nonitoring : Enabl ed
SSH State : Disabl ed

AP Usernane : G sco

Session Tinmeout : 300

Radi o and WLAN-Profil e mapping: -

Radi o I D Radi o Mbde SSID-Profile SSID Aut hentication

0 WGB WGB_profile WGBTest PSK



Radi o configurations: -

Radio Id : O
Adm n state : ENABLED
Mode : WEB

Dot 11 type : 1lax
Radio Id : NA
Adm n state : NA
Mode : NA

WEB speci fic configuration:-

WEB Radio Id : O

Mode State : Enable

SSID Profile : WGB_profile

UGB Radio Id : NA

Mode Enable : NA

SSID Profile : NA

MAC Address : NA

Rx Beacon M ssing Count : 30
Packet retries Value : 64

Packet retries Action : Drop

RSSI Threshold Value : -70 dBm
Threshol d tineout : 20 sec

HSR- Scan status : Disable

Aut h response tinmeout : 5000 Msec
Assoc response timeout : 5000 Msec
WEB channel scan tineout : 40 Msec
Dhcp response tinmeout : 60 Sec
EAP tinmeout : 3000 Msec

Bridge table aging-tine : 1000000 Sec
Probe pak data rate type : NA
Probe pak data rate : O

Ant enna Band Mbde : Dual

Broadcast tagging : Enable

Total configurations size on different structure:-

Total channels : 0

Total SSID-Profiles : 1

Total Root-AP SSID Profile : 0
Total EAP Profiles : O

Total QOS Profiles : O

Total dotilx credentials : O
Total PKI truspoints : O

Total bridge groups : O

Total SSID profiles configured are:

SSID-Profile : WGB_profile

SSID Name : WGBTest

SSID Profile path : /data/pl atform wbridge/ WEB_profile
Auth type : PSK

Key management : WPA2

DTIM Period : 1

QS profile :
[...]

*** End of WBridge configurations ***



WEB#show wgb ssid

Configured SSIDs details:
SSID-Profile SSID Aut hentication DTIM

WEB profile WeBTest PSK 1

Connected SSI Ds details:
Radio ID: O

Radi o Mbde : Root AP

BSSI D : 70: 7D: B9: E3: 2A: EO
SSI D : W3BTest

Aut hentication : PSK

>dde 1JzlJs po WGB gJis IJ WLC

iuuoé_)ro 00 |Ji_9|r0_) Jdozdd pu zlde WGB.

Jeruo wdosu 1Jizojé 1Jg psds [Jouibs 1Jpess JlgudIsl lpuegse 1Jle):

WL.C9800# show wirel ess client sunmary

Jerue WGBs gJs Uvwdod. luwegsp 1l

WLC9800# show wi rel ess wgb sunmary
Jorue odlposd Igpdle IduwdIsso ldpouodso © WEB pesu luwegse 1le):

WLC9800# show wi rel ess wgb mac- address xx: xx: xx: xx: xx: xx det ai |
- s -
luveduuld 1Jizble o] oJlzol

388w lu WGB ,ube |Js 1Jz3) ap:

WEB#show wgb dotll associations
Uplink Radio ID: O

Upl i nk Radio MAC : FO: 1D: 2D: 52: CB: 60
SSI D Nanme : WGBTest

Parent AP Name : AP500F. 80F6. 016
Parent AP MAC : 70: 7D: B9: E3: 2A: EO
Uplink State : CONNECTED

Auth Type : PSK

Key managenent Type : WPA2

Dot 11 type : 11n

Channel : 1

Bandwi dth : 20 Mz

Current Datarate : 144 Mops

Max Datarate : 286 Mops

RSSI : 18

I P : 192.168. 100. 21/ 24

Default Gateway : 192.168.100.1
DNS Server1 : 192.168.1. 254

IPV6 : ::/128

Assoc tinmeout : 5000 Msec



Auth tineout : 5000 Msec
Dhcp tineout : 60 Sec

lze lewolissle WGB Bspl soedd wleuolele IUbLs sldeede 9250 Ideslole sldozed:

WEB#show wgb statistic ?

packet Managenent, Control, Data packets
roam ng roani ng

WEB#show wgb statistic packet

Mul ti cast/ Uni cast Packet statistics
Mul ticast Tx : 3345

Uni cast Tx : 460

Mul ticast Rx : 2417

Uni cast Rx : 3838

Mul ticast Bridge : O

Uni cast Flood : 3377

Interface Packet Statistics
Wori dge0 Tx : 2515
Wred0 Tx : 14196
Woridgel Tx : O
Wredl Tx : 488
AppHostIntfl Tx : 435
Wori dge0 Rx : 5495
Wred0 Rx : 2519
Woridgel Rx : O
Wredl Rx : 127
AppHostIntfl Rx : 315

Managenent Packet Statistics
Myt tx ;16

Mgt scan tx : O

Mgnt assoc req tx : 8

Mgnt reassoc req tx : O

Mgmt deauth tx : O

Mgmt di sassoc tx : O

Mgmt action tx : O

Mgmt auth tx : 8

Mgnt rx : 52

Mgnt scan rx : O

Mgmt beacon rx : O

Mgnt assoc resp rx @ 7
Mgnt reassoc resp rx : O
Mgmt deauth rx : 3

Mgmt di sassoc rx : O
Mgmt action rx : 34

Mgmt auth rx : 8

Mgmt discard tx : O
Mgmt discard rx : O
Mgmt drop rx : O

Eapol rx : 14
Eapol tx : 14
Eapol drop rx : O

Rx Broadcast frommultiple vlans
port VLAN ID rx_bc2nt_cnt

0 101 43

0 102 17

Jouoese leble WGB Jssd IJgsss pu IJlzepldle:



WGEB#debug wgb ?

client Debug WEB and wired clients
configuration Enabl e configuration debugs
dot 11 | EEE 802. 11 debug command

dot 11v 802. 11v Processing

i app Debug WGB | APP

upl i nk Enabl e uplink debugs

Jousese lgble WGB oy zluw WLC. Igvegse gpdss luvednld igble 1Jg psd sluodlizol pod
ls gpsd JluwdIs: pg pzpesed vowe RA Jeuslo WGB MAC.

JJzuo9d £Js 058> pu IJedluosd 2od Jsdss luve d il izble louoldle 1Jg pdle
lJJlwdIdso sluadlzel syzs o9l pu odo ldpuvousle:

IJJl_wJJ.s6 Catalyst 9800

o2l pu ldgpdle IJpouodso w WGB oy zluw WGB. pold:

WEB#show wgb bri dge

***Client ip table entries***

mac vap port vlian_id seen_ip confirmago fast_brg

F8: E4: 3B: EE: 53: AF 0 wiredl 0 192.168.100.23 6. 844000 true
3C. 18: A0: 1C:B0: E2 0 wired0 101 192.168.101.22 22.182000 true
F8: E4: 3B: EE: 4F: 7TA 0 wired0 102 192.168.102.21 65. 144000 true
WGB#

sbo, IJgpsd ok IJs I 1an esule 1 (wired1) pg vian_id = 0103 seos 1o 1Jz0ds 195 po ol
590 Sou B I WGB lods buses VLAN. B o3l 1deeld Juveds VLAN 13l o6 wol ,6e
100.

IJepdle IJpood9u wpod3 Wired0 op IJg pdle IUpouodu wldezsd 1U3s Y90 w290 pood
;_,IJPQ;?S lJgJs J WGB (PoE W IJpeud3s 9105AXW). oyl [ wedew 1Jz,yJs 09, pe VLAN
bl 5 16 1IJWGB w5 509 yumwd £0 i Iy IJlovddis 1Js 125, ap.

U 9lzgod IJpweese IU)um9pess (GUI) IJglLod w9226 lJoede WS IJubedo [Jpedso
lJJlwdIdss (WLC) spdud g)00 Idgpdle _9I.>_,Ia I.)_9|u |._Jutdro Vs Iduvedos 1Jpedso
lJJlwdIdss (WGB) glde pdle IUpoodso ulu.qud eJw I.>9|u IJoede Vs IJubvedo [Jpedso
IJJlpwdIdss (WGB):

B .l Cisco Catalyst 9800-CL Wireless Controller # - B8 0eC Q ™
* 3 Clients
Clients
-
o
Solected 0 out of 4 Chents
D Chont MAC Acdress Y Pvd Address T IPvE Address AP Name T S50 Y WLANID YT Clent Type Y Sate Y Powcod Y UserName T Device Type Y Fole T

oooo
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