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IO IS 1accigh g cog 0B adisb 1usbleds

seob s oz 1dipads s1doez 1d3s wosag e 1dauig s S S a0 WJizuslo g i acs g 210 1da id
Joig game gdis 1dasldes dzedist apsch. w2 gedess 1dadss0 auisd 0 zast gedisle ogldzs sulid
RADIUS scucladel Gl ucigala #13a RADIUS lal (s sz3 g a2 a0y g adshen 1385 s ssdlde s 3eg & ace!
S edsln SESMGR (s 1gadishe 1 sssunss Idaosssdé £ 0 1o e s 1dpdldeln). (o= ot 1dzadslo
It Slosagala 1dia "show task resources") swldoldese <o gadss AAMGR a8 50 oG sp o 1dzs
Dulisd oueas 133k ddg 3 o0 1dpdldaline sdsims oz 3 pelldped slzdbe sode 1E o) ) Jacsh Ciimngs i B g3 1l
g et G g adsh ar B s 1z uasd gl loiz s Jomios 1dhde 1d3g S Je 1 | oslds - "aeds Access-
Request" &l e 1dIdig £ 00 s "show radius counters”.

s Ve s 1 e "Access-Request Current Consecutive Failures <is MGR"« isual o0 "show
radius counters” g s z2s& o3 ssUis 1dlaL "show radius accounting (15 authentication) servers
detail" |ds 1Jb sleg 1d a0t Jog s 1J8 RADIUS »0 Active Jdis Not Response (sJ<lo Jf g Jodile ¢
SNMP 15 pigdies i sl <ish). o) aild dazloses RADIUS:

[ sour ce] PDSN> show radi us accounting servers detail
Friday Novenmber 28 23:23:34 UTC 2008

+o-m - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting

| (M - Mediation (m - Mediation Accounting

I

| +----Preference: (P) - Primary (S) - Secondary

'l

|| +---State: (A) - Active (N) - Not Responding

| 11 (D) - Down (W - Waiting Accounting-On
| 11 (1) - Initializing (w) - Waiting Accounting-Of
| 11 (a) - Active Pending (U - Unknown

[1]

||| +--Admn (E) - Enabl ed (D) - Disabled

||| Status

[T

| ]1]]+-Admin

|11]] status (O - Overridden (.) - Not Overridden

|11l] Overridden:

[T

vvvvv | P PORT GROUP

PNE. 198.51.100.1 1813 defaul t

Event History:

2008- Nov- 28+23: 18: 36 Active
2008- Nov- 28+23: 18: 57 Not Respondi ng
2008- Nov- 28+23: 19: 12 Active
2008- Nov- 28+23: 19: 30 Not Respondi ng
2008- Nov- 28+23: 19: 36 Active
2008- Nov- 28+23: 20: 57 Not Respondi ng
2008- Nov- 28+23: 21: 12 Active
2008- Nov- 28+23: 22: 31 Not Respondi ng
2008- Nov- 28+23: 22: 36 Active
2008- Nov- 28+23: 23: 30 Not Respondi ng
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RADIUS [Accounting] lde uld zlle IUB sl ldecoldss JJglse-dead 4
Ep Sop 900E £dles "Tuud " eds 03l 1gh e JJBes (Wldsdlsd) IUpdsws:
RADIUS [IUpzluwe8] s8¢ [Joolss 10

Sop wubgsd B¢ SNMP sldyvedle Isuol ds wwsd IJpld: Jdpuoh 86 9/ls IJpeluwws ds
lJoslds:

Fri Jan 30 06:17:19 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 172.28.221.178

Fri Jan 30 06:22:19 2009 Internal trap notification 40 (AAAAut hSvr Reachabl e) server 2 ip address
172.28.221. 178

Fri Nov 28 21:59:12 2008 Internal trap notification 42 (AAAAccSvrUnreachable) server 6 ip
address 172.28.221.178

Fri Nov 28 22:28:29 2008 Internal trap notification 43 (AAAAccSvrReachabl e) server 6 ip address
172.28.221. 178

2008- Nov- 28+21:59:12. 899 [radi us-acct 24006 warning] [8/0/518 <aaangr: 231> aaangr_config.c: 1060]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 unreachabl e

2008- Nov- 28+22: 28: 29. 280 [radi us-acct 24007 info] [8/0/518 <aaangr: 231> aaangr_config.c: 1068]
[context: source, contextlD: 2] [software internal security config user critical-info] Server
172.28.221.178: 1813 reachabl e
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[ source] PDSN> show snnp trap statistics | grep -i aaa
Wednesday Septenber 10 08:38: 19 UTC 2014

Trap Name #Gen #Di sc Disable Last Cenerated
AAAAccSvr Unr eachabl e 833 0 0 2014:09:10:08:36:54
AAAAccSvr Reachabl e 839 0 0 2014:09:10:08:37:00
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CSCum84773). ,&p Iwo JI sild IJedsl, IJIgJ VOI9b (ge) vl pugrss) pu o3l IUgse.

SBuo> w Management Amgr Iz IJIg o Jeesd SESMGR + 1: 90l |Js 3JY gJs ASR 5500
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9dguuay lugs: swds puw9sd IUbLS puwssdss IJogled pg gpdsle wuwrsd 89
lJeuneJNdpuw9sd: 9d3JY IJoglpd pe wegss) bdule IJogasd IJos wp wigel pu g9bspe
RADIUS ¢ wol.
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vvvvv | P PORT GROUP

aSDE. 172.28.221.178 1813 defaul t

Event History:

2008- Nov- 28+21: 59: 12 Down

2008- Nov- 28+22: 28: 29 Active

2008- Nov- 28+22: 28: 57 Not Respondi ng
2008- Nov- 28+22: 32: 12 Down

2008- Nov- 28+23: 01: 57 Active

2008- Nov- 28+23: 02: 12 Not Respondi ng
2008- Nov- 28+23: 05: 12 Down

2008- Nov- 28+23: 19: 29 Active

2008- Nov- 28+23: 19: 57 Not Respondi ng
2008- Nov- 28+23: 22: 12 Down
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Jigsh [dpdldple wuogle.
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lJeuwpes "response-timeout”. gus weasroc Swp 908 £dlps gds IUghe W¥b g0 1J9dle
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eldelds &> Jl edyo 1Jesbsess Idpeldss JIdogulos eldle IJsud. 9dJduol zs36 ¢uogual
s lseb Ulgveble 1Jpdpu9)6 Bsel sepd IS0 zosel eds wr9 2o

vog Jsouwde

ould b,s 9o ia)s JIJo ol lpdluss 1Jguo9d 1Us gbe RADIUS 905 luveésle JuulsJ ltool
€Sy LPTST Eluod o keepalive. 903l swyopu ILuwld IJpuwe e Juvlsd vued ISk,
lJeis96 wodl po pilBws 2yJs 1Jp)9) Upuluu_)o 2Sjo ICJ*S Jolo UJo_»sdo oS il uublo
slsple pdleod 2ldle 1Jwynd IquuUso Vs woz AAMGR: zse Spdu io ooy ould ol Ul
Sop Isol buwld 2098 0,9, vuod 13 b): soldelds Jl o bo)ysds Jee 96 ol Bl Jlve ould
foubddé loule 030 1Jl9 81w ppl SuwE Euo ol polg) guspl owsl ldezladle Wb 1dzs9e.
lsuol ewpl swp wpss) Ebe lJs [VEN) Swwoe buwld Huwlisd keepalives oo zos spdu
opSS) IUghe Vs Iéju 990 ppIdu. Ipl lJesw Vs o3l IJuog u_903 [ SeWJ lJpuwlisd
lJeyoobs weldle pgssé pu ldeldle IJos @ oubes puuldd Jicvo Suwwde posd IJbL6
Juwlsd IJIgeol).

998l sJs pEodu lJeuluo) IU8leds JJodssy sle Iduodo wosl Iduog:

radi us (accounting) detect-dead-server keepalive

radi us (accounting) keepalive interval 30

radi us (accounting) keepalive retries 3

radi us (accounting) keepalive tineout 3

radi us (accounting) keepalive consecutive-response 1

radi us (accounting) keepalive usernane Test-Usernane

radi us keepalive encrypted password 2ec59b3188f 07d9b49f 5ead4cc44d9586
radi us (accounting) keepalive calling-station-id 000000000000000
radi us keepalive valid-response access-accept

SY9p Ui,oJ "radius (accounting) wlJo bl 1Ughe IJpse" vouvgsd b)s96 "ldoyle eds 88>
lJeslo" wodl pu IJIEIGIe IJpoeldss Ws bysds gpd. WS Idpeld ledlod syuwd IJuble

ouwldé ool wluwpe IJpuwespe Test-Username 9dJpeé 1Jp,9, Test-username JJ 30 wlusé.
98es> IJpelads JJ 3 u_9|u Bl de swp udds luuualuo‘g..s&s) lJezlods zos 3 pylocgugs 3JY
..Sd_9p wupSS) IJebe Jluud.J Supe)d I Stwed £Js |_9.J lovozles Joc BOluo sgs> Jo gdlpo
p8 s,

VOspl sds pold gds bdolluvezlws Idpuob@o JJleshle 1Je3d9,6 ig_JIo:

<<<<QUTBOUND 17:50: 12: 657 Eventi d: 23901(6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (142) PDU-
di ct =starent -vsal
Code: 1 (Access-Request)
Id: 16
Lengt h: 142
Aut henticator: 51 6D B2 7D 6A C6 9A 96 O0C AB 44 19 66 2C 12 0A
User - Nanme = Test - User nane
User-Password = B7 23 1F D1 86 46 4D 7F 8F EO 2A EF 17 Al F3 BF
Calling-Station-1d = 000000000000000
Servi ce-Type = Franed
Franed- Prot ocol = PPP
NAS- | P- Address = 192. 168. 50. 151
Acct - Sessi on-1d = 00000000
NAS- Port - Type = HRPD
3GPP2- M P- HA- Addr ess
3GPP2-Correl ation-1d

255. 255. 255. 255
00000000



NAS- Port = 4294967295
Called-Station-1D = 00

| NBOUND>>>>> 17: 50: 12: 676 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168. 50. 151: 32783 (34) PDU-
di ct =starent-vsal
Code: 2 (Access-Accept)
1d: 16
Length: 34
Aut henticator: 21 99 F4 4C F8 5D F8 28 99 C6 B8 D9 F9 9F 42 70
User - Password = test password

SOp lgwosle uOgw Wl SNMP JJlulyé [ds eldle uuas IJdb, Ios soeds Idsuesd
Isollwd 19 1Jes spdo 1Usuosd [dsollieds Jel 09 1zl ot 2ldle 0B isd IJpooldss B
wog aamgr:

Fri Feb 27 17:54:55 2009 Internal trap notification 39 (AAAAut hSvrUnreachable) server 1 ip
address 192.168. 50. 200

Fri Feb 27 17:57:04 2009 Internal trap notification 40 (AAAAut hSvr Reachabl e) server 1 ip address
192. 168. 50. 200

Szw9s "show radius counters all” eJs Suwpe Jogde bdolo keepalive Jdpeol>§6 9ldpzluved
lsuol - oul gxble 1dpuolb 96!

Server-specific Keepalive Auth Counters

w

Keepal i ve Access- Request Sent:

Keepal i ve Access- Request Retried:

Keepal i ve Access- Request Ti meouts:

Keepal i ve Access- Accept Recei ved:

Keepal i ve Access- Rej ect Received:

Keepal i ve Access- Response Bad Aut henticator Received:
Keepal i ve Access- Response Ml f orned Recei ved:

Keepal i ve Access- Response Mal forned Attribute Received:
Keepal i ve Access- Response Unknown Type Recei ved:

Keepal i ve Access- Response Dropped:

OOOOOOB-&(JJ(JJ

9l )00 luweduuld IJigble 9]l odlzol
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I-Juuuld lJuoveow IJgd)s. ;9§=_>ro I,odluso lJso9J IJso el 9luwe el 9dl suve 03l 1Jgsl)
Isu 08 Blodss IUsuoad - B 1duvwds Iy eds IUghe 19 eds ASR. gds pwwsd Idpeld: oJ pu
lJpg )9 ol Bl Jlue IUbdole 8> IJ,_,uJ._, Iuo.JI? od vdis IUgbe IUbdoules od luwegle
JdbJdole. odlghe Iluvaelole lJs ASR sl di 1ley I5Jd: od wpe peldzwol Iy [guwdlibol
845 lJeuwl) IUs1gds (s 1Jesd@le). selad o3l ldduwe pelded Jsdss IJlzlws eds 030
lJlwisJo.

iowlussle edsse RADIUS

ould lodl weo Idiuwluwsle 1Jos sew eds IJese IUldple wol Bspl seedd wodsso RADIUS.
SYE pebp ©d9su RADIUS B pzp9es puwels wuvdd peas 9d>s zese Idumsldle pzesed
lWe)luoss Spdu wdysuol gds 1duzy IJolds. Ws Jos) po Idlzslo uwsdso Jdodssolo
peLIEs 9226 BBb. 905 IJpzeses IUIS,l o ss.



[l ocal ] CSE2# config

[l ocal ] CSE2(config)# context aaa_ctx

[ aaa_ct x] ASR5000( confi g-ctx)# aaa group defaul t
[ aaa_ct x] ASR5000( confi g- aaa- gr oup) #

VO gldo lywwgsle eeesele AAA o upls eds 9zo Idogass wop IUluble [dsol walywlos
lJgedd IJoldsé Uro_dggé IS pdV wgys ldpuve,d Iy lywe v dbs Idobos® (APN) (9wl
Joduss Idogde Vs Idpdldele) eds gwesd IJpold:

subscri ber name <subscri ber nanme>
aaa group <group name>

pdlelbd: scedd IJuble I9Jl pu preses AAA IJpesus JJpubend: S soedd pu lesl pzeses
AAA IJlve,luos vl gu guluay wdsu luoloss £, pe6 Os ldpzesed IUper6.

Besel s 810y pb$36 wup zose IJdse 1dpesus Jepste Idedsvle 1dElods JJodssu
u_'9.,5 udgsulu papgg_é AAA Upé_uJu_éé 903l susa Ipdlusé Ug)uo IJLJ.U_)gSE Japsg Updgulo
§>3§| el 6;)“'8-’ E_Js uauu !_)qulu |E_Jo|s: gud Idu_)luo leshle pgsuo OW99p 030 IJlglp_)
clledlg eo) IJ Iuwslile:

show aaa group al
show aaa group nanme <group nane>

9.__,!Jbvg_‘.¢9lo iop lJg9be lJ8lodsé JJwosiss os g9 e 1J9uo9d IUs RADIUS gld ezl ywed
uOwol. Bspel sds puld:

radi us server 209.165.201.1 key testtesttesttest port 1645 priority 1 max-rate 5
radi us server 209.165.201.2 key testtesttesttest port 1645 priority 2 max-rate 5
radi us accounting server 209.165.201.1 key testtesttesttest port 1646 priority 1
radi us accounting server 209.165.201.2 key testtesttesttest port 1646 priority 2

Jligb psj6 1Je> Uijuos Jdpeedd Idos wps pu &35 IdbJdole 1dpyunds [Js 1Ughe Ws 1Jeluss

guldluols |Js 3JdY. sdjpe i@u'al oSS £u9lu NAS IP: 909 gu9ly IP gds 9lzos s Iduwsld
13 Swe pu gdldo buwld bdole RADIUS sl weduld Iluwezlole. Bl Jp sop ozass o3l
IJgshe Ol sop buwld Idbdole 98> Jl odye ps)d "ol des puwble ldegve,d" wugi, ¢bl
Sluoe (Ul swp Luwld bdole RADIUS 9JI 92> |s luvhé s Iuwew).

£9lo g9l £09le NAS-IP J_wes radius 10.211.41.129

Jlzb luo ubo)l Jlve Eldul ol wop peldzs IJ pu Idpuolb§6 sldeeluved wsluwbs 1Jgle
VOO0 SUp luwle 18p LIS pECJS JJopsS) wsu Y8 p)9) IJpuob 86 pllud 2)ds
eI |J|‘°CIL}‘JUO E_J;_S al)ro RADIUS. uI.Juuqu Jaluu ASR5K. .Jro SUPp OIS J\-9|° rouL9) PUL>)
UDP 9s0p lgosho woluwbs IJosdd gds uvluw Idlple (e 2od o3l Jizdl).

gbo pl sop 028> 29bp 9u29d 9peluvd pogsss Jig)lu'o lJodhl). spdu wdosu lpl oyosy
2819 woose ds lsdgse:

&9l,5056 RADIUS [IJpzlwwé] {loJ ¢lse | round-robin}



suog 0 esh IUgbe IJlsd JIs IUbJule IJos Swpe bywldol |Js 1Ughe slo IJnggso Ulng
el Vb g0 2298 eldle Wubd lgls 1dpezlads. 9 ol 09 Iwol. s©p 9o edlps v eJs I@
IJg9bpc swp pelads wess 1JI9doss IJoldss sds 1Ughbe. 1Jesss 29d 03l 1Jeso9e LIJlwdd.

gw> buwld bbdo RADIUS (Idpzluwed 19 1J9u29d): o 1JpesdE 9293 13- £wd E30 ©Jds 2 eJIJ
WOu,6 IJpods (wldeslus):

peoJo RADIUS [IJpeluve6] 3
wp 9o ldbde zos £33 Idp)le 1Upesss:
IJes 1JIBuos Jepdsle lels 1pzleds 5 J RADIUS [IJpzlwwd]
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t ask cputine menory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status



1/0 sessnyr 107 1.6% 100% 119. 6M 155.0M 26 500 83 6600 | good
13/ 1 aaanyr 107 0. 3% 94% 30.8M 77.0M 18 500 -- -- - good
8/ 0 aaamgr 231 0.1% 30% 11. 6M 25.0M 19 500 -- -- - good

Jieb. bs 1dpcld IJolds: o 1Jpuul IJ IJpcedds wld>g,8 92 u9u, eds 1Ux9,0 IJpde,yu6 Joel
S wwo9dd gud pbuwel wldeduwle IUIR)s Wspl swedl vogshle ldgduwle:

t ask cputinme menory files sessi ons

cpu facility inst used allc used alloc used allc used allc S status

12/ 0 sessngr 92 1.2% 100% 451.5M 1220M 43 500 643 21120 | good
16/ 0 aaangr 92 0.0% 95% 119.0M 315.0M 20 500 -- -- - good
12/ 0 sessngr 95 6.9% 100% 477.3M 1220M 41 500 2626 21120 | good
12/ 0 sessngr 105 7.7% 100% 600. 5M 1220M 45 500 2626 21120 | good
12/ 0 sessngr 126 3.4% 100% 483.0M 1220M 44 500 2625 21120 | good
12/ 0 sessngr 131 8.1% 100% 491. 7M 1220M 45 500 2627 21120 | good
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radi us max-retries 3
radi us server 192.168.50.200 encrypted key 01abd002c82b4a2c port 1812 priority 1
radi us server 192.168.50.250 encrypted key 01abd002c82b4a2c port 1812 priority 2

[desti nation] CSE2# show radi us counters all

Server-specific Authentication Counters
Aut henti cati on server address 192.168.50. 200, port 1812:
Access- Request Sent:
Access- Request with DMJ Attributes Sent:
Access- Request Pendi ng:
Access- Request Retried:
Access- Request with DMJ Attributes Retried:
Access- Chal | enge Recei ved:
Access- Accept Recei ved:
Access- Rej ect Recei ved:

O OO0 WwWwOoOOoLRr



Access- Rej ect Received with DMJ Attri butes: 0
Access- Request Ti meout s: 1
Access- Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal fornmed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 0.0 ms
Access- Request Response Average Round Trip Tine: 0.0 ms
Current Access-Request Queued: O ... Authentication server address 192.168.50. 250, port 1812:

Access- Request Sent: 1 Access-Request with DMJ Attributes Sent: O Access-Request Pending: O
Access- Request Retried: 3 Access-Request with DMJ Attributes Retried: 0 Access-Chall enge

Recei ved: 0 Access-Accept Received: 0 Access-Reject Received: 0 Access-Reject Received with DVUJ
Attributes: 0 Access-Request Tinmeouts: 1 Access-Request Current Consecutive Failures in a ngr: 1
Access- Request Response Bad Aut henticator Received: 0 Access-Request Response Ml for nmed

Recei ved: 0 Access-Request Response Mal formed Attribute Received: 0 Access-Request Response
Unknown Type Received: 0 Access- Request Response Dropped: 0 Access-Request Response Last Round
Trip Time: 0.0 ns Access- Request Response Average Round Trip Tine: 0.0 s

Current Access-Request Queued: O
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[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounti ng-
Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti neout s"
Wednesday Cctober 01 18:12:24 UTC 2014

Accounti ng- Request Sent: 14306189
Account i ng- Response Recei ved: 14299843
Account i ng- Request Ti nmeout s: 6342

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep -E "Accounting
server address| Accounti ng- Request Sent| Accounti ng- Response Recei ved| Accounti ng- Request Ti meout s"
Wednesday Cctober 22 20:26:35 UTC 2014

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15105872
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti meout s: 158989

[ sour ce] PDSN> show radi us counters server 209.165.201.1 instance 114 | grep Accounting
Wednesday Cctober 22 20:33:09 UTC 2014

Per - Cont ext RADI US Accounting Counters

Accounti ng Response

Server-specific Accounting Counters

Accounting server address 209.165.201.1, port 1646:

Accounti ng- Request Sent: 15106321
Accounting-Start Sent: 7950140
Accounti ng- Stop Sent: 7156129
Accounting-Interim Sent: 52
Accounti ng-On Sent: 0
Accounting- O f Sent: 0
Account i ng- Request Pendi ng: 3
Accounti ng- Request Retri ed: 283713
Accounting-Start Retried: 279341
Accounting-Stop Retri ed: 4372
Accounting-InterimRetried: 0
Accounting-On Retried: 0
Accounting-Of Retried: 0
Account i ng- Response Recei ved: 14299891
Account i ng- Request Ti nmeout s: 159000
Accounti ng- Request Current Consecutive Failures in a nmgr: 11
Account i ng- Response Bad Response Received: 0
Account i ng- Response Mal forned Recei ved: 0
Account i ng- Response Unknown Type Recei ved: 0
Account i ng- Response Dropped: 21
Accounti ng- Response Last Round Trip Time: 52.5 ns
Account i ng- Response Average Round Trip Tine: 49.0 s
Accounting Total Gl (Acct-Qutput-Cctets): 4870358614798
Accounting Total & (Acct-Input-Cctets): 714140547011
Current Accounting- Request Queued: 17821
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[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36
Wednesday Septenber 10 08:51: 18 UTC 2014

AAAMgr: I nstance 36

39947440 Total aaa requests 17985 Current aaa requests
24614090 Total aaa auth requests 0 Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes

0 Total aaa aggregation requests
0 Current aaa aggregation requests

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15171628 Total aaa acct requests 17985 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20689536 Total aaa auth success 1322489 Total aaa auth failure

86719 Total aaa auth purged 1016 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15237 Total aaa auth DMJ chal | enged
17985/ 70600 aaa request (used/ max)
14 Total dianmeter auth responses dropped
6960270 Total Diameter auth requests 0 Current Dianmeter auth requests
23995 Total Dianmeter auth requests retried
52 Total Dianmeter auth requests dropped
9306676 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
988 Total radius auth responses dropped
13 Total |ocal auth requests 0 Current |ocal auth requests
8500275 Total pseudo auth requests 0 Current pseudo auth requests
8578 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped

15073834 Total aaa acct conpleted 79763 Total aaa acct purged <== | f issue started
recently, this may not have yet started increnenting
0 Total acct keepalive success 0 Total acct keepalive timeout

0 Total acct keepalive purged
4 CLI Test aaa acct purged
0O IP Interface down aaa acct purged
0 No Radius Server found aaa acct purged
0 No Response aaa acct purged
14441090 Total acct sess alloc
14422811 Total acct sess delete
18279 Current acct sessions
0 Auth No Wit Suppressed
0 Aggr No Wit Suppressed
0 Disc No Wait Suppressed
0 Start No Wait Suppressed
O InterimNo Wait Suppressed
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Stop No WAit Suppressed
Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Tri gger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried

Total dianmeter acct requests dropped

Total diameter acct responses dropped

Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17985 Current radius acct requests
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried

Total radius acct responses dropped

Total radius sec acct requests 0 Current radius sec acct requests
Total radius sec acct cancel |l ed

Total radius sec acct purged

Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged

Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 21473 Current aaa acct sessions
Total aaa acct archived 2 Current aaa acct archived
Current recovery archives 4724 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened

Total aaa requests pend socket opened

Current aaa requests pend socket open

Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate

Max radius auth req queued server max-rate

Current radius auth req queued server nmax-rate

Total radius acct req queued server nmax-rate

Max radius acct req queued server max-rate

Current radius acct req queued server nmax-rate

Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate
Total radius charg acct req queued server max-rate
Max radius charg acct req queued server nmax-rate
Current radius charg acct req queued server nmax-rate
Total aaa radius coa requests
Total aaa radius coa acks

Total aaa radius coa naks

Total radius charg auth

Total radius charg auth success
Total radius charg auth purged
Total radius charg acct

Total radius charg acct success
Total radius charg acct cancell ed
Total gtpp charg

Total gtpp charg success

Total gtpp charg cancell ed

Total gtpp sec charg

Total prepaid online requests

O OO O0OO0OO0oOOoOOo
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Current gtpp charg

Total gtpp charg failure

Total gtpp charg purged

Total gtpp sec charg purged
Current prepaid online requests

Total aaa radius dmrequests
Total aaa radius dm acks

Total aaa radius dm naks
Current radius charg auth

Total radius charg auth failure
Total radius charg auth cancell ed
Current radius charg acct

Total radius charg acct purged



141220 Total prepaid online success 20392 Current prepaid online failure
0O Total prepaid online retried 102 Total prepaid online cancelled
8 Current prepaid online purged

[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 37
Wednesday Septenber 10 08:51:28 UTC 2014

AAAMgr: I nstance 37

39571859 Total aaa requests 0 Current aaa requests

24368622 Total aaa auth requests Current aaa auth requests
0 Total aaa auth probes 0 Current aaa auth probes
0 Total aaa aggregation requests
0 Current aaa aggregation requests

o

0 Total aaa auth keepalive 0 Current aaa auth keepalive
15043217 Total aaa acct requests 0 Current aaa acct requests

0 Total aaa acct keepalive 0 Current aaa acct keepalive
20482618 Total aaa auth success 1309507 Total aaa auth failure

85331 Total aaa auth purged 968 Total aaa auth cancelled

0 Total auth keepalive success 0 Total auth keepalive failure

0 Total auth keepalive purged

0 Total aaa aggregation success requests

0 Total aaa aggregation failure requests

0 Total aaa aggregation purged requests

15167 Total aaa auth DMJ chal | enged
1/ 70600 aaa request (used/ max)
41 Total dianeter auth responses dropped
6883765 Total Diameter auth requests 0 Current Dianmeter auth requests
23761 Total Dianmeter auth requests retried
37 Total Dianmeter auth requests dropped
9216203 Total radius auth requests 0 Current radius auth requests
0 Total radius auth requests retried
927 Total radius auth responses dropped
15 Total |ocal auth requests 0 Current |ocal auth requests
8420022 Total pseudo auth requests 0 Current pseudo auth requests
8637 Total null-usernanme auth requests (rejected)
0 Total aggregation responses dropped
15043177 Total aaa acct conpleted 0 Total aaa acct purged
Total acct keepalive success 0 Total acct keepalive timeout
Total acct keepalive purged
CLI Test aaa acct purged
I P Interface down aaa acct purged
No Radi us Server found aaa acct purged
No Response aaa acct purged
14358245 Total acct sess alloc
14356293 Total acct sess delete
1952 Current acct sessions
Auth No WAit Suppressed
Aggr No WAit Suppressed
Disc No Wait Suppressed
Start No Wit Suppressed
InterimNo Wait Suppressed
Stop No WAit Suppressed
Acct OnOFf Cust oml4
Acct OnOFf Cust ong?
Acct OnOF f
Recovery Str Suppressed
Recovery Stop Suppressed
Med Chrg G pp Suppressed
Med Chrg Radi us Suppressed
Radi us Probe Trigger
Recovery Stop Acct Session Suppressed
Total aaa acct cancel |l ed
Total Diameter acct requests 0 Current Dianmeter acct requests
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Total Dianmeter acct requests retried
Total dianmeter acct requests dropped
Total diameter acct responses dropped
Total dianeter acct cancelled
Total diameter acct purged
15043217 Total radius acct requests 0 Current radius acct requests
40 Total radius acct cancelled
0 Total radius acct purged
476 Total radius acct requests retried

O O O oo

37 Total radius acct responses dropped

0 Total radius sec acct requests 0 Current radius sec acct requests
0 Total radius sec acct cancelled

0 Total radius sec acct purged

0 Total radius sec acct requests retried

0 Total gtpp acct requests 0 Current gtpp acct requests

0 Total gtpp acct cancelled 0 Total gtpp acct purged

0 Total gtpp sec acct requests 0 Total gtpp sec acct purged

0 Total null acct requests 0 Current null acct requests

16057760 Total aaa acct sessions 4253 Current aaa acct sessions
14 Total aaa acct archived 0 Current aaa acct archived
4253 Current recovery archives 4249 Current valid recovery records

1 Total aaa sockets opened 1 Current aaa sockets opened

1 Total aaa requests pend socket opened
0 Current aaa requests pend socket open
29266 Total radius requests pend server max-outstanding
Current radius requests pend server max-outstanding
Total radius auth req queued server nmax-rate
Max radius auth req queued server max-rate
Current radius auth req queued server nmax-rate
Total radius acct req queued server nmax-rate
Max radius acct req queued server max-rate
Current radius acct req queued server nmax-rate
Total radius charg auth req queued server max-rate
Max radius charg auth req queued server nmax-rate
Current radius charg auth req queued server nmax-rate
Total radius charg acct req queued server max-rate
Max radius charg acct req queued server nmax-rate
Current radius charg acct req queued server nmax-rate
Total aaa radius coa requests Total aaa radius dmrequests
Total aaa radius coa acks Total aaa radius dm acks
Total aaa radius coa naks Total aaa radius dm naks
Total radius charg auth Current radius charg auth
Total radius charg auth success Total radius charg auth failure
Total radius charg auth purged Total radius charg auth cancell ed
Total radius charg acct Current radius charg acct
Total radius charg acct success Total radius charg acct purged
Total radius charg acct cancell ed
Total gtpp charg
Total gtpp charg success
Total gtpp charg cancell ed
Total gtpp sec charg Total gtpp sec charg purged
160020 Total prepaid online requests Current prepaid online requests
139352 Total prepaid online success 20551 Current prepaid online failure

O OO O0OO0OO0oOOoOOo

Current gtpp charg
Total gtpp charg failure
Total gtpp charg purged

OO OO0 0000000000000 O0D00O0O0OO0OO0OO0OOoOOo

O O O oo

[ sour ce] PDSN> show sessi on subsystem facility aaangr instance 36
Wednesday Septenber 10 09:12: 13 UTC 2014

AAAMgr: I nstance 36

39949892 Total aaa requests 17980 Current aaa requests
24615615 Total aaa auth requests 0 Current aaa auth requests



O O O o

15172543
0
20690768
86728

O O O oo

15242

Total aaa auth probes 0 Current aaa auth probes
Total aaa aggregation requests
Current aaa aggregation requests

Total aaa auth keepalive 0 Current aaa auth keepalive
Total aaa acct requests 17980 Current aaa acct requests
Total aaa acct keepalive 0 Current aaa acct keepalive
Total aaa auth success 1322655 Total aaa auth failure

Total aaa auth purged 1016 Total aaa auth cancelled
Total auth keepalive success 0 Total auth keepalive failure

Total auth keepalive purged

Total aaa aggregati on success requests
Total aaa aggregation failure requests
Total aaa aggregation purged requests
Total aaa auth DMJ chal | enged

17981/ 70600 aaa request (used/ max)

14
6960574
23999
52
9307349
0

988

13
8500835
8578

0
15074358

O oOoh~MOOo

14441768
14423455
18313

O OO O0OO0ODO0OO000OO0OO0OO0OO0oOOoOOo

4

()]

O OO O oo

15172543
46

80159
11317

49

0

Total diameter auth responses dropped

Total Diameter auth requests 0 Current Dianmeter auth requests
Total Dianmeter auth requests retried

Total Dianmeter auth requests dropped

Total radius auth requests 0 Current radius auth requests
Total radius auth requests retried

Total radius auth responses dropped

Total |ocal auth requests 0 Current |ocal auth requests
Total pseudo auth requests 0 Current pseudo auth requests
Total null-username auth requests (rejected)

Total aggregation responses dropped

Total aaa acct conpl eted 80159 Total aaa acct purged

Total acct keepalive success 0 Total acct keepalive timeout
Total acct keepalive purged

CLI Test aaa acct purged

I P Interface down aaa acct purged

No Radi us Server found aaa acct purged

No Response aaa acct purged

Total acct sess alloc

Total acct sess delete

Current acct sessions

Auth No WAit Suppressed

Aggr No WAit Suppressed

Disc No Wait Suppressed

Start No Wit Suppressed

InterimNo Wait Suppressed

Stop No WAit Suppressed

Acct OnOFf Cust oml4

Acct OnOFf Cust ong?

Acct OnOF f

Recovery Str Suppressed

Recovery Stop Suppressed

Med Chrg G pp Suppressed

Med Chrg Radi us Suppressed

Radi us Probe Trigger

Recovery Stop Acct Session Suppressed

Total aaa acct cancel |l ed

Total Diameter acct requests 0 Current Dianmeter acct requests
Total Dianmeter acct requests retried

Total dianmeter acct requests dropped

Total diameter acct responses dropped

Total dianeter acct cancelled

Total diameter acct purged

Total radius acct requests 17980 Current radius acct requests
Total radius acct cancelled

Total radius acct purged

Total radius acct requests retried

Total radius acct responses dropped

Total radius sec acct requests 0 Current radius sec acct requests



O O OO OooOo

16219251
8496
21515

1

1

0

133639
17977

Total radius sec acct cancelled

Total radius sec acct purged

Total radius sec acct requests retried

Total gtpp acct requests 0 Current gtpp acct requests
Total gtpp acct cancell ed 0 Total gtpp acct purged
Total gtpp sec acct requests 0 Total gtpp sec acct purged
Total null acct requests 0 Current null acct requests
Total aaa acct sessions 21515 Current aaa acct sessions
Total aaa acct archived 0 Current aaa acct archived
Current recovery archives 4785 Current valid recovery records
Total aaa sockets opened 1 Current aaa sockets opened
Total aaa requests pend socket opened

Current aaa requests pend socket open

Tot al

radi us requests pend server nax-outstanding

Current radius requests pend server max-outstanding

St eds lerop lsual wubésd pslhs pole 1Jerue JJoedd po 929> s £ £ podldis
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b |Jpold show task resources B p e Lwlu@: Jlo oold £33 18J wuvIdd pdesb Jedwé
lJepd WO IUluosl) 92 1J3s wp 18)lue IJs IUluesl) 92. sboy IJI)lz pu IJoble lJ9,es show
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lJpuw>6: 9ldesble IUouo9s (C_._s) Jpw>>6 JJule lJp,9¢0. 5pdu Jdese luweesle psjo
GREP polyujyé &Js lJosJJ _9/I_9 Notepad++ I_9 PTI) WL L9_9g5 Ia) Juedsd lJuslole ouusgs.
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[ 1 ngress] PGM show sessi on subsystemfacility aaangr al
Tuesday January 10 04:42:29 UTC 2012

4695
4673
4167

Tot al
Tot al
Tot al

aaa auth purged
radi us auth requests 16 Current radius auth requests
radi us requests pend server nax-outstanding

76 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:51:00 UTC 2012

4773 Tota

radi us requests pend server nax-outstanding

67 Current radius requests pend server max-outstanding

[ 1 ngress] PG show session subsystemfacility aaamgr all | grep "max-outstandi ng"
Tuesday January 10 04:56:10 UTC 2012

5124 Tota

radi us requests pend server nax-outstanding

81 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 04:57:03 UTC 2012

5869 Tota
5843 Tota
5170 Tota

aaa aut h purged
radi us auth requests 12 Current radius auth requests
radi us requests pend server nax-outstanding

71 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 05:10:05 UTC 2012

6849 Tota
6819 Tota
5981 Tota

aaa auth purged
radi us auth requests 6 Current radius auth requests
radi us requests pend server nax-outstandi ng

68 Current radius requests pend server max-outstanding

[ 1 ngress] PGM show session subsystemfacility aaamgr all | grep "max-outstandi ng"



Tuesday January 10 05:44:22 UTC 2012
71 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
61 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

7364 Total radius requests pend server max-outstanding <== i nstance #92
68 Current radius requests pend server max-outstanding

89 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding
74 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

[ 1 ngress] PGMradi us test instance 92 auth server 65.175.1.10 port 1645 test test
Tuesday January 10 06:13:38 UTC 2012

Aut henti cation from aut hentication server 65.175.1.10, port 1645
Conmuni cation Failure: No response received

wSUE
OISO

Seow ool logald ICMP 1Jle ol I gwlows Jpgrds ol I3 Jlg Sedu 1J9ua9d [Js Ebe
AAA 1o JI. 85 sdjp IJeuo9d eds leoul Ileuold wluwedsle 1Jddes 11wl susé src 9088l
Jduirods e 1Bl wo e0 uwsld IJpuobds sldodss o sldpelunws (AAA) Jz,o9]
£ Suse6. Bl Suind pooh Iluold wldghe: S2lsd lole louald Jeoloo) Souslos wel s
>3JY gl IJgbys IJoldse Ws IJL}:JL__SlLé‘ ppl $99> 929> !=>'CIJ ARP Jgwsly 1Jgbys IJoldsos s
2lde wund ool Idlouold. spdu lo suwles traceroute ls ol Vs puwlisd IJegzso.

[ sour ce] CSE2# pi ng 192. 168. 50. 200

PI NG 192. 168. 50. 200 (192. 168. 50. 200) 56(84) bytes of data.
64 bytes from 192. 168.50. 200: icnp_seq=1 ttl =64 time=0.411
64 bytes from 192. 168.50. 200: icnp_seq=2 ttl =64 time=0.350
64 bytes from 192. 168.50. 200: icnp_seq=3 ttl =64 time=0.353
64 bytes from 192. 168.50. 200: icnp_seq=4 ttl =64 time=0.321
64 bytes from 192. 168.50. 200: icnp_seq=5 ttl =64 time=0.354

3333 P

- 192.168.50.200 ping statistics ---
5 packets transmitted, 5 received, 0% packet |oss, time 4000ns
rtt mn/avg/ max/ ndev = 0.321/0.357/0.411/0.037 s

6wl RADIUS péssd X puola 86 {RADIUS <pzp9e5> | IJIJ | ghsp <ip> psule
<port>} <username> <password>

peluwwd X Jpsd 18owl, RADIUS {RADIUS <lup 1Upze9ed> | 1JIJ | puds
<port>} JJ¢be <ip>
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luveelos ) o« ppl $59> I RADIUS sgpd Jpl 09 puopp: 19 spdo luvetsle luve
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osdd pepds:
[ source] CSE2# radi us test authentication server 192.168.50.200 port 1812 test test

Aut hentication from aut hentication server 192.168.50.200, port 1812
Aut henti cati on Success: Access-Accept received
Round-trip time for response was 12.3 ns

<<<<QUTBOUND 14: 53: 49: 202 Eventi d: 23901( 6)

RADI US AUTHENTI CATI ON Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1812 (58) PDU

di ct =starent-vsal

Code: 1 (Access-Request)

Id: 5

Length: 58

Aut henticator: 56 97 57 9C 51 EF A4 08 20 E1 14 89 40 DE OB 62
User - Nane = test
User-Password = 49 BO 92 4D DC 64 49 BA BO OE 18 36 3F B6 1B 37
NAS- | P- Address = 192. 168. 50. 151
NAS- I dentifier = source

I NBOUND>>>>> 14:53:49: 214 Eventi d: 23900( 6)
RADI US AUTHENTI CATI ON Rx PDU, from 192.168.50.200: 1812 to 192. 168.50. 151: 32783 (34) PDU
di ct =starent-vsal
Code: 2 (Access-Accept)
Id: 5
Length: 34
Aut henticator: D7 94 1F 18 CA FE B4 27 17 75 5C 99 9F A8 61 78
User - Password = testpassword

9395l sJs pold gds osId pulivy:

<<<<QUTBOUND 12: 45: 49: 869 Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 10.209. 28. 200: 33156 to 209. 165. 201. 1: 1645 (72) PDU
di ct =cust oml50
Code: 1 (Access-Request)
Id: 6
Length: 72
Aut henticator: 67 C2 2B 3E 29 5E A5 28 2D FB 85 CA OE 9F A4 17
User - Name = test
User - Password = 8D 95 3B 31 99 E2 6A 24 1F 81 13 00 3C 73 BC 53
NAS- | P- Address = 10. 209. 28. 200
NAS- | dentifier = source
3GPP2- Sessi on- Term Capabi lity = Both_Dynam c_Auth_And_Reg_Revocation_in_MP

| NBOUND>>>>> 12: 45: 49: 968 Eventi d: 23900( 6)

RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 1: 1645 to 10. 209. 28. 200: 33156 (50) PDU-
di ct =cust oml50

Code: 3 (Access-Reject)

Id: 6

Lengt h: 50

Aut henticator: 99 2E EC DA ED AD 18 A9 86 D4 93 52 57 4C 2F 84
Repl y- Message = I nvalid username or password

oul peld Ll po Cubés [uos Ipzluwas po 1Jie). Jl oo 2lzs [Js IJed e)9).

[ source] CSE2# radi us test accounting server 192.168.50.200 port 1813 test
RADI US Start to accounting server 192.168.50.200, port 1813

Accounting Success: response received

Round-trip tine for response was 7.9 ns



RADI US Stop to accounting server 192.168.50.200, port 1813
Accounting Success: response received
Round-trip time for response was 15.4 ns

<<<<QUTBOUND 15: 23: 14: 974 Eventi d: 24901(6)
RADI US ACCOUNTI NG Tx PDU, from 192.168.50.151: 32783 to 192. 168. 50. 200: 1813 (62) PDU
di ct =starent -vsal
Code: 4 (Accounting- Request)
ld: 8
Length: 62
Aut henticator: DA OF A8 11 7B FE 4B 1A 56 EB 0D 49 8C 17 BD F6
User - Nane = test
NAS- | P- Address = 192. 168. 50. 151
Acct - St at us- Type = Start
Acct - Session-1d = 00000000
NAS- | dentifier = source
Acct-Session-Tinme = 0

I NBOUND>>>>> 15: 23: 14: 981 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 8 Length: 20
Aut henticator: 05 E2 82 29 45 FC BC D6 6C 48 63 AA 14 9D 47 5B <<<<QUTBOUND 15: 23: 14: 983
Eventid: 24901(6) RADI US ACCOUNTI NG Tx PDU, from 192.168.50. 151: 32783 to 192. 168. 50. 200: 1813 (62)
PDU- di ct =st arent -vsal Code: 4 (Accounting-Request) Id: 9 Length: 62 Authenticator: 29 DB F1 0B
EC CE 68 DB C7 4D 60 E4 7F A2 DO 3A User-Nane = test NAS-IP-Address = 192.168.50. 151 Acct-

St at us- Type = Stop Acct-Session-1d = 00000000 NAS-Identifier = source Acct-Session-Tine = 0

| NBOUND>>>>> 15: 23: 14: 998 Eventi d: 24900(6) RADI US ACCOUNTI NG Rx PDU, from 192.168.50.200: 1813 to
192. 168. 50. 151: 32783 (20) PDU-dict=starent-vsal Code: 5 (Accounting-Response) Id: 9 Length: 20
Aut henticator: D8 3D EF 67 EA 75 EO 31 A5 31 7F E8 7E 69 73 DC

Il Idelds Juoduw Idpesd 36 1J3s wp 39,0 B Gb 2se we Ybg lUlouold wEbe peluvwsd
RADIUS pgsu:

[ source] PDSN> radi us test instance 36 accounting all test
Wednesday Septenber 10 10: 06: 29 UTC 2014

RADI US Start to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 51.2 ns

RADI US Stop to accounting server 209.165.201.1, port 1646
Accounting Success: response received
Round-trip time for response was 46.2 ns

RADI US Start to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 89.3 ns

RADI US Stop to accounting server 209.165.201.2, port 1646
Accounting Success: response received
Round-trip time for response was 87.8 ns

RADI US Start to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Stop to accounting server 209.165.201.3, port 1646
Communication Failure: no response received

RADI US Start to accounting server 209.165.201.4, port 1646



Accounting Success: response received
Round-trip time for response was 81.6 ns

RADI US Stop to accounting server 209.165.201.4, port 1646
Accounting Success: response received
Round-trip time for response was 77.1 ns

RADI US Start to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Stop to accounting server 209.165.201.5, port 1646
Accounting Success: response received
Round-trip time for response was 46.7 ns

RADI US Start to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 79.6 ns

RADI US Stop to accounting server 209.165.201.6, port 1646
Accounting Success: response received
Round-trip time for response was 10113.0 ms

Mol ) ppdsples Ciad 13k [pgpsed Gua-d 3y <name>] Idpad { X | all}

Sudg 03l 1Jlp) £0 perd wB§ 9238 peldz IJubwds (NPU) 90083 UDP IJp ueése PU S
ewslu IP UNAS IUss wp wdysue JJlogold wgsbe RADIUS. swpe lIGJIE g0 3JY B I duwe
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IJpldlJo wd Jslo spdu Jpowsuw 1Uxgp IUozdsd Wso Jigdl). Jel lue swowe IUbdole
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pwld> RADIUS <=> NAS IP / UDP IJpgs> Jpl wp lusljo.

[ sour ce] PDSN> show radi us info radius group all instance 114
Wednesday Cctober 01 11:39:15 UTC 2014

Cont ext source:

AAAMGR i nstance 114: cb-list-en: 1 AAA G oup: aaa-roam ngprovider.com

Primary authentication server address 209. 165.201.1, port 1645
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary authentication server address 209. 165.201.2, port 1645
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers

Primary accounting server address 209.165.201.1, port 1646



state Active

priority 1

requests outstanding O

max requests outstanding 3

consecutive failures O
Secondary accounting server address 209.165.201.2, port 1646

state Active

priority 2

requests outstanding O

max requests outstanding 3

consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: aaa-nai ngroup.com

Primary authentication server address 209. 165.201.3, port 1645
state Active

priority 1

requests outstanding O

max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.4, port 1645

state Active

priority 2

requests outstanding O

max requests outstanding 3
consecutive failures O

Accounting servers

Primary accounting server address 209.165.201.3, port 1646
state Down
priority 1
requests outstanding 3
max requests outstanding 3
consecutive failures 7
dead time expires in 146 seconds
Secondary accounting server address 209.165.201.4, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

AAAMGR i nstance 114: cb-list-en: 1 AAA Group: default
socket nunber: 388550648

socket state: ready

l ocal ip address: 10.210.21.234

| ocal udp port: 25808

flowid: 20425379

use nmed interface: yes

VRF context ID 2

Aut henti cati on servers:

Primary authentication server address 209. 165.201.5, port 1645
state Active

priority 1

requests outstanding O

max requests outstanding 3
consecutive failures O

Secondary authentication server address 209. 165.201.6, port 1645



state Not Responding
priority 2

requests outstanding O
max requests outstanding 3
consecutive failures O

Accounting servers:
Primary accounting server address 209.165.201.5, port 1646
state Active
priority 1
requests outstanding O
max requests outstanding 3
consecutive failures O
Secondary accounting server address 209.165.201.6, port 1646
state Active
priority 2
requests outstanding O
max requests outstanding 3
consecutive failures O

[ sour ce] PDSN>

pubed zol; IJeyuo

Spedu luwwdsle puve,d 1Jesl9es Jogsss pl Bl wpo peleds lUpuolb 96 eds UiL§J 9pl B3I Yl
oop peldes o Jdpdldele Idos sop pildewol. §o wouvgsd 1Jgsh 'S'1Uss spod pedyple
pouwd Sesmgr - $p Cldlodig wuvdd Seld go ldpesd SMgr Iy Aamgr # 1J5s s 89p wegldes
lJpsluwdd 1Jpguss. 903l pold gds pdldped pu rouu_§_9J bho IJg>ple 1Jp>0usé gds ol HA lJz1 9
pusdle sesmgr / aamgr 132.

Inconming Call:

MBI D/ | VBI : Callid . 2719af b2

I MEI : nla VSl SDN : nla

User nane : 6667067222@i sco. com Sessi onType : ha-nobile-ip
St at us . Active Servi ce Nane: HAService

Src Context : source

*** Sender Info (ON) ***
Thur sday June 11 2015
I NBOUND>>>>> From sessngr: 132 sessngr_ha.c:861 (Callid 2719afb2) 15:42:35: 742 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.11:434 to 203.0.113.1: 434 (190)

Message Type: 0x01 (Registration Request)

Fl ags: 0x02
Lifetinme: 0x1C20
Home Address: 0.0.0.0
Home Agent Address: 255.255.255. 255

Thur sday June 11 2015
<<<<QUTBOUND From aaangr: 132 aaangr_radius.c:367 (Callid 2719af b2) 15:42: 35:743
Eventi d: 23901( 6)
RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113. 1:59933 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®

Code: 1 (Access-Request)

ld: 12

Lengt h: 301

Thur sday June 11 2015
I NBOUND>>>>> From aaangr: 132 aaangr_radi us.c: 1999 (Callid 2719af b2) 15:42:35: 915
Eventi d: 23900( 6)



RADI US AUTHENTI CATI ON Rx PDU, from 209. 165. 201. 3: 1645 to 203.0. 113. 1: 59933 (156) PDU
di ct =cust on®

Code: 2 (Access-Accept)

Id: 12

Thur sday June 11 2015
<<<<QUTBOUND From sessngr: 132 m pha_fsmc: 6617 (Callid 2719afb2) 15:42:36: 265 Eventi d: 26001( 3)
MP Tx PDU, from 203.0.113.1:434 to 203.0.113. 11: 434 (112)
Message Type: 0x03 (Registration Reply)
Code: 0x00 (Accepted)
Lifetinme: 0x1C20
Home Address: 10.229.6. 167
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I3l op wepsd ébe RADIUS Cubdd ks spdu wddsd Ized g IUBsp6 (IJl eyl oo 256)
IJedsws J "Iz IdIGuos Jluveedldle (Idpeluved) J RADIUSY gldws wess £33 dbJdule
Ieed s (IJos Jp sope lds gdsol) Js gpdsé pesus. Bs 2lds wdog 1Jeae 8> wuivs)
IJuvedle 1Js ol sds: "Ouivd cessu p&yd I uwlds Jgbe puol> 96 RADIUS x.x.x.x:1812".
Jol 9> uuulg_.> wrlisd RADIUS IJos weas 1dpesd eds 89bp pesus bs oddsd Idzed gw
lJIJJeo IJquIL,uso 23 Idpesd Jouw9s odosu IJgbe IJpdleds.
98 WELD Ul@slw Jlhedy IJpuvdJs WBs I.JluuoU wd Vs jshe zydo P9 lJzuwlelo: 905
Josuwe puvdds Vs ) RADIUS: J os puidJs BOs I.Jlu.uljo IJs peld 135 pod jsbé lglss
lJolyo eds UE')J'U lJ.996 |JL}uJ|5§o lJos vouwew BOS wie pjSd pu gpdsle IUpeluved
999890l J3l W9 8> saula Umc I,J..s Iwuduuld lJpuuvddlo gedol bz ubly vbousy
RADIUS Czol gu gvow Iy TS .J.JIEJIUo lJos wwpe pdizgbuol.

|.)| ud_)_) c_)|Jo E_L)p r°u0|-)L9° |9 pdu.uuo RADIUS PU g9|‘5r°° |Ja|)p |Jrou|uu_)o JLS o -J|u

qulc EPJ~5° quuduuld IJIaJolc 9|qulao| Would |p_) (&, config) UISUNTY lJelpe ez 1Jg>ped

U@ IaJ £S) puvps lJs Iu SUp JELLO R leboo [Js 1Ug>pes. 03l wog IuJox_9 ou lJlgobyl) |Js
bldeo o lJodssy a9l

{disable | enable} radius [lJdpglwod] ¢lop X.X.X

[ sour ce] CSE2# show radi us authentication servers detail

Fommm - Type: (A) - Authentication (a) - Accounting

| (© - Charging (c) - Charging Accounting
| (M - Mediation (m - Mediation Accounting
I



| +----Preference: (P) - Primary (S) - Secondary

'l

|| +---State: (A) - Active (N) - Not Responding

| 11 (D) - Down (W - Waiting Accounting-On
| 11 (1) - Initializing (w) - Waiting Accounting-Of
| 11 (a) - Active Pending (U - Unknown

[1]

| ]| +--Admn (E) - Enabl ed (D) - Disabled

||| Status

[T

[11]+- Admin

|11]] status (O - Overridden (.) - Not Overridden

|1lI] Overridden:

[T

vvvvv | P PORT GROUP

APNDO 192. 168. 50. 200 1812 defaul t

sedo Joyzsd PSCly DPC s cossd wbls 1Jgb Bs dos) po IJizslo puwe Ipusldd ob)l
Jeldswo lu 1deszsd s9vs IJs lghbs wuvgsd IJge.Jg,_slg eds ldoblgé. v!ol Vs dJY Lblgs
NPSCoGR IJos Jlue ywou Idpunldd pu 980 JIZ) Ospl soedl vos@le gesle peldzs
lJubedJe.

9JIo Bs wby) pesy JJlowple pg ldpeld 10 1U3Y) Jdpzds 18 e 92. wle oldoved zldle
Ouvd lJpuol> 96 9ldevgs o 3|Jpa|,_)uu6 lJos sQEBJ lJsu29d IJsoel guspel e lz)le eyzsd
PSC. Op uu.u&sJ 03l vy 9¢69° u)d@ NPU rou.9,39> gud |up|p u_)E_«.SJ PSC ro¢o| ..SE_EJ PSC 11
9S 928 IJlguoesh. gousel Iuaua_ gl Lg> wlgs. ol dulugﬁ) lJeds JJwsd 9 1dpewd 99>
J 92. pu lduogw 2ol Iovod ol pubdJle Joso 9zdol 590 Idzuo9d eds puwless pu lU>gp
lJOus.

[1 ngressc] PGM show rct stat

RCT stats Details (Last 6 Actions)

Action Type From To Start Tinme Duration
M gration Pl anned 11 16 2012-Jan-09+16: 27: 38. 135 36.048 sec
M gration Pl anned 3 11 2012-Jan-09+17:28:57.413 48.739 sec

Mon Jan 09 17:31:11 2012 Internal trap notification 39 (AAAAut hSvrUnreachable) server 2 ip
address 209. 165. 201. 3

Mon Jan 09 17:31:16 2012 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 3

e ed Ipuvdds pddul pg oodsd Idpuds IUss cuwon B £30 w9uosd wbl§6 PSClJos
Jlo wol 388 NPU 08895 J AAMGR 92 Lubl$6 ¢lo o ulos.

Tue Jan 10 06:52:17 2012 Internal trap notification 93 (CardStandby) card 27

Tue Jan 10 06:52:17 2012 Internal trap notification 1024 (PortDown) card 27 port 1 ifindex
453050375port type 10G Et hernet

Tue Jan 10 06:52:17 2012 Internal trap notification 55 (CardActive) card 28

Tue Jan 10 06:52:17 2012 Internal trap notification 1025 (PortUp) card 28 port 1 ifindex
469827588port type 10G Et hernet

13, W JJVuJ:

Tue Jan 10 06:53:11 2012 Internal trap notification 43 (AAAAccSvrReachable) server 5 ip address
209. 165. 201. 3



[ ngress] POM radius test instance 93 authen server 209.165.201.3 port 1645 test test
Tuesday January 10 07:18:22 UTC 2012

Aut hentication from authentication server 209.165.201.3, port 1645
Aut henti cation Failure: Access-Reject received
Round-trip time for response was 38.0 ns

[ 1 ngress] PGM show session subsystem facility aaanmgr instance 92
Tuesday January 10 07:39:47 UTC 2012
12294 Total aaa auth purged
14209 Total radius auth requests 0 Current radius auth requests
9494 Total radius requests pend server max-outstanding
0 Current radius requests pend server nax-outstanding

sldped: Blu lehs wuvged byl pesus "eldss” §> wed lsuol Idpubddlc: eds Ioge pu lo
o3l uublb sgo eds |J>g_p lJous IJdsle wo Jluo suuoPu |_9|ro_) dEP VBUS S0, Vs IJpeld
921J5s wp ©®>35p0 Bs Suwp el polp IUgruo Bs 98w wlud: wew pelads IUSsle w3Jd
3Jduo Je suwles Jlo Iduwoo Isssums Jp sdo Bs 92 gluel Bs 028 926 pgldesd
lJyuwsele (NPU) 1Jed 395 13 Jlo plodyol B 92 (Jlo 3Jd puvd Jé B 9296 peldzé
lyuwsele (NPU) 9dsuw puvdJs B 926 peldzs lhumgelw). 99l sds Iduleg 39 1duods
pu Ipzlads. sop wubgsd "lbol) 239d Idpole” Jlbol, 13010 perd 1dgedss 9pesd Idpops #
92,

5 2012-Jan-10+06: 20: 53 aaangr 16/ 0/ 04722 12.0(40466) PLB27085474/ PLB38098237

[1 ngress] PG show crash number 5
R R R IR S S S S I S S I S CRASH #05 EE IR I S I S S I I S I S S I O
Bui l d: 12.0(40466)
Fatal Signal 6: Aborted
PC. [b7eb6b90/X] _ poll ()
Note: User-initiated state dunp w/ core.

*kkkkkkk*k ShOWtaSk table *kkkk k%

t ask par ent
cpu facility i nst pid pri facility i nst pid
16/ 0 aaangr 92 4722 0 sessctrl 0 2887

polJ i'a«sJ

quudu.uld I._JlablcglqulaolglJJo)@ |.Ju6 u,ou pulduﬂuOl ~.95 oo IdelJo .Jla]o I& 030
lJe w96 wogled pg |u_9|(°_ luwesglele MIP oo 1dzsd IJelde 946G Jddolby,) besd IJess (LTE)
swslule IUge eldss Idpegsd IJpwlby,6 (€HRPD).

Ibol,) ped9ble puo536 SNMP

9pU 'cJI.J lJedlispele 9gd0le Spdu IJolds pu 1o 09 Ubglggé ooblo@ pg pllode suo lUgpsd
eJds luo 19:25 Cldosdse Ieldps. Jlizb: Jops elocl o Wglg AAAuthSvrUnreachable JJglse
Istsuus 209 165 201 3 Jpe uu)l ul.Ja)_Su l.JI ug_) uul&lu (s 9luoz Jfobl _9.J-Ju PU |Jas>

Sun Dec 29 19:28:13 2013 Internal trap notification 42 (AAAAccSvrUnreachable) server 5 ip
address 209. 165. 201. 3

Sun Dec 29 19:32:13 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165. 201. 3



Sun
209.
Sun
209.
Sun
addr ess
Sun Dec

209. 165.

Sun Dec
addr ess

Sun Dec
addr ess
Sun Dec

209. 165.

Sun Dec
addr ess
Sun Dec

209. 165.

Sun Dec
addr ess
Sun Dec

209. 165.

29 19:33:05

.201.3

29 19:34:13

.201.3

29 19:34:13

209. 165. 201.

29 19:35:05
201.3
29 19:38:13

209. 165. 201.

29 23:12:13

209. 165. 201.

29 23:13:08
201.3
29 23:54:13

209. 165. 201.

29 23:54:14
201.3
29 23:58:13

209. 165. 201.

29 23:58:14
201.3

lbOIJ PSIJ) IJPOPO

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

2013

Internal trap

Internal trap
Internal trap
Internal trap

Internal trap

Internal trap

Internal trap
Internal trap
Internal trap
Internal trap

Internal trap

notificati

notificati

notificati

notificati

notificati

notificati

notificati

notificati

notificati

notificati

notificati

on

on

on

on

on

on

on

on

on

on

on

40

43

39

40

42

39

40

39

40

39

40

( AAAAut hSvr Reachabl e) server 2 ip address

(AAAAccSvr Reachabl e) server 5 ip address

( AAAAut hSvr Unreachabl e) server 2 ip

( AAAAut hSvr Reachabl e) server 2 ip address

(AAAAccSvr Unr eachabl e) server 6 ip

(AaAAuthSvrUnreachable) server
( AAAAut hSvr Reachabl e) server 4
( AAAAut hSvr Unr eachabl e) server
( AAAAut hSvr Reachabl e) server 4
( AAAAut hSvr Unr eachabl e) server

( AAAAut hSvr Reachabl e) server 4

4ip
i p address
4ip
i p address
4ip

i p address

Sbo) IJIg)le &0l 16d wdos, pu IJlgwesglele eds DPC 8/1. lgwoobl [Us ol IJio, 9230 9590
lole s cedsd 18 spdo JJpse 16 sz 929 puvdJs Vs DPC 8 9l§u,)lz esh desesd Us
DPC lJlzoslbs. 9JJo pu Idpop IJlg el wel 09 clos, IJpuve,d IJBeds - B odo )
IJuwsobsole ghs ol souod Idpuvesdso woele Bs pzlads Jliz s soldolds Slu ldeles,

JLSL}U JugS_)l a)|

wldogweos Jdpubendigpu Idesze Il sodésl ldessd) gu ls yise: eds

loe,l o o JI S92 ludblg Vs puweys IJpuwwgs e I._suol (909 IroJ ppdu lewpbl eds pl wp
UJngS_)O)

711
711
711
711
711
711
711
711
711
711
711

8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0
8/0

sessngr
aaangr
sessngr
sessngr
aaangr
sessngr
aaangr
sessngr
aaangr
aaangr
sessngr

sessngr
sessngr
aaangr
sessngr
sessngr
aaangr
sessngr
aaangr
aaangr
sessngr
aaangr
aaangr
aaangr
aaangr
aaangr

230
237
243
258
268
269
274
276
285
286
290

177
193
208
211
221
222
225
238
243
244
246
248
258
259
260

27% 100% 586.
0.9% 95% 143.
22% 100% 588.
19% 100% 592.
0.9% 95% 143.
23% 100% 586.
0.4% 95% 144.
30% 100% 587.
1. 0% 95% 142.
0.8% 95% 143.
28% 100% 588.

23% 100% 588.
24% 100% 591.
0.9% 95% 143.
23% 100% 592.
27% 100% 589.
0.9% 95% 142.
25% 100% 592.
0.9% 95% 140.
1. 0% 95% 144.
31% 100% 593.
.9% 95% 138.
.9% 95% 141.
.9% 95% 138.
.8% 95% 139.
.8% 95% 142.

O O O oo

2M  2.49G
9M 640. OM
IM 2.49G
8M 2.49G
5M 640. OM
™ 2.49G
9M 640. OM
9M 2.49G
7M 640. OM
8M 640. OM
2M  2.49G

™ 2.49G
3M 2.49G
8M 640. OM
IM 2. 49G
2M  2.49G
OM 640. OM
OM 2.49G
OM 640. OM
9M 640. OM
3M 2.49G
5M 640. OM
4M 640. OM
3M 640. OM
2M 640. OM
9M 640. OM

43
22
42
43
22
43
22
43
22
22
41

48
44
22
45
44
22
43
22
22
43
22
22
22
22
22

500
500
500
500
500
500
500
500
500
500
500

500
500
500
500
500
500
500
500
500
500
500
500
500
500
500

good
good
good
good
good
good
good
good
good
good
good

good
good
good
good
good
good
good
good
good
good
good
good
good
good
good



8/0
8/0
8/0
8/0
8/0
8/0

aaangr
aaangr

sessngr
sessngr
sessngr
sessngr

8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1
8/1

sessngr
sessngr
aaangr
sessngr
aaangr
sessngr
sessngr
sessngr
aaangr
sessngr
aaangr
aaangr
aaangr
aaangr
aaangr
sessngr
sessngr
sessngr

9/0
9/0
9/0
9/0
9/0
9/0
9/0

sessngr

sessngr
sessngr
sessngr
aaangr

sessngr

di anpr oxy

262 0.9% 95% 145. OM 640. OM
264 0.9% 95% 143. 4M 640. OM
270 24% 100% 592. 2M 2. 49G
277 20% 100% 593. 7M 2. 49G
288 23% 100% 591.9M 2.49G
296 24% 100% 593. 0M 2.49G
186 2. 0% 100% 568. 3M 2. 49G
192 2. 0% 100% 571. 1M 2. 49G
200 1. 0% 95% 147. 3M 640. OM
210 2.1% 100% 567. 1M 2. 49G
216 0.9% 95% 144. 6M 640. OM
217 2.0% 100% 567. 7M 2. 49G
231 2.2% 100% 565. 7M 2. 49G
240 2.0% 100% 569. 8M 2. 49G
242 0.9% 95% 148. 5M 640. OM
252 1.8% 100% 566.5M 2. 49G
261 0.9% 95% 142. OM 640. OM
263 1.0% 95% 144. 1M 640. OM
265 1. 0% 95% 146. 4M 640. OM
267 1.0% 95% 144. 4M 640. OM
269 1.0% 95% 143. 8M 640. OM
274 1.9% 100% 570. 5M 2. 49G
283 2.0% 100% 570. OM 2. 49G
292 2.1% 100% 567. 6M 2. 49G
1 30% 100% 587.2M 2.49G

15 2% 90% 37. 74M 250. OM
14 25% 100% 587. 4M 2. 49G
21 20% 100% 591. 5M 2. 49G
34 23% 100% 586. 5M 2. 49G
44 0.9% 95% 145. 1M 640. OM
46 29% 100% 592. 1M 2. 49G

pUbyd zols Wguo

22
22
44
43
43
42

48
46
22
46
22
45
45
45
22
44
22
22
22
22
22
44
44
44

48
420
48
47
48
21
48

500
500
500
500
500
500

500
500
500
500
500
500
500
500
500
500
500
500
500
500
500
500
500
500

500
1000
500
500
500
500
500

4161
4156
4156
4155

4157

35200
35200
35200
35200

35200
35200

35200
35200
35200
35200

35200

35200
35200
35200

35200
35200
35200
35200

35200

good
good
good
good
good
good

good
good
good
good
good
good
good
good
good
good
good
good
good
good
good
good
good
good

good
good
good
good
good
good
good

op IJognld el pdldes Bs 2lds 30 9295 lowoelos Jbdo Idpuol>86 [Js Ul wlus
209.165.201.3 J smgr 242 ¢ Js DPC 9/1 1J3s wuolbo luoe szwss edJs vduw 1Usde 1Jpe9z9>
eJs DPC 8/1¢ ppl s99> zldle Wuvd 3G v uwew wgd) 1Jsueed IUs AAA s 8/1. Jel s99> o0
eds IUygp pu £30 929> L§=6 W¢lg AAAuthSrvUnreachable Jgle 209.165.201.3 zos 030 IJu§lbos
Ses 18 Ipolomo 1T 30T Jlsgos oo Il ases puivdJs B peldes lgvezlule Jsd
IJgbe (Jpel 09 p9oe ledlor wonl [JWEE 9JJu we> uwlglw).

242 0.9% 95% 148. 5M 640. OM
242 20% 100% 589. 7TM 2. 49G

22 500
43 500 4167 35200

8/ 1 aaangr
9/1 sessnyr

good
good

MBI D/ | MBI Callid 4537287a

I MVEI n/ a MSI SDN n/ a

User name 6664600074 @i sco. com Sessi onType : ha-nobile-ip

St at us Active Servi ce Name: HAService

Src Cont ext I ngress

I NBOUND>>>>> From sessngr: 242 sessngr_ha. c:880 (Callid 4537287a) 23:18:19: 099 Eventid: 26000( 3)

MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (190)
Message Type: 0x01 (Registration Request)

<<<<QUTBOUND From aaangr: 242 aaangr_radius.c:370 (Callid 4537287a) 23:18:19:100
Eventi d: 23901( 6)



RADI US AUTHENTI CATI ON Tx PDU, from 203.0.113.3:27856 to 209. 165. 201. 3: 1645 (301) PDU
di ct =cust on®
Code: 1 (Access-Request)
Id: 195
Lengt h: 301
Aut henticator: CD 59 0C 6D 37 2C 5D 19 FB 60 F3 35 23 BB 61 6B
User - Name = 6664600074@i sco.com

I NBOUND>>>>> From sessngr: 242 m pha_fsmc: 8438 (Callid 4537287a) 23:18:21: 049 Eventi d: 26000( 3)
MP Rx PDU, from 203.0.113.1:434 to 203.0.113. 3: 434 (140)
Message Type: 0x01 (Registration Request)
Fl ags: 0x02
Lifetinme: 0x1C20

<<<<QUTBOUND From sessngr: 242 m pha_fsmc:6594 (Callid 4537287a) 23:18:22:117 Eventid: 26001( 3)
MP Tx PDU, from 203.0.113.3:434 to 203.0.113.1:434 (104)
Message Type: 0x03 (Registration Reply)
Code: 0x83 (Mobile Node Fail ed Authentication)

*** CONTROL*** From sessngr: 242 sessngr_func.c: 6746 (Callid 4537287a) 23:18:22:144 Eventid: 10285
CALL STATS: <6664600074@i sco.conm>, msid <>, Call-Duration(sec): 0O

Di sconnect Reason: M P-auth-failure

Last Progress State: Authenticating

show sub [summary] smgr-instance X

lJpos) Jdlowple o9 io £ eduwle 1depd Jdegduwsé 242 syvwo gduwlo U&,oJ Ula_)._s IJooJ
lJpjs> pu IJozossle Io pIldplo ldzsd IU)log ldos wp luvouoldeol I._suol eds ol
lJosdde Jlow §ls,6 gds Ilouald 903JY g9000 0 €30 9293 pdldple IUzsd IJelJe
lJpezesdsd suy wi9w9dsd IUlue,ue. Spdu wzass o 1Jgsss IUs pl sued Ids 8 uslgle wes woe
logble [Josh) Jsuwe ould |gwwsglelo MIP Joil 1Jgje 242 wsupl 1956 |Js 9 uwlgle Bod
e luwblg [Josh ould pdldple poodé:

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 28800 (8 hours)
Monday Decenber 30 03:38:23 UTC 2013

Total Subscri bers: 1504

Active: 1504 Dor mant : 0
hsgw-i pv4-i pv6: 0 pgw- pmi p-i pv6: 98
pgw- pmi p-i pv4: 0 pgw- pmi p-i pv4-i pv6: 75
pgw- gt p-i pv6: 700 pgw- gt p-i pv4: 3
pgw- gt p-i pv4-i pv6: 628 sgw- gt p-i pv6: 0
ha- nobi | e-i p: 0 ggsn- pdp-t ype- ppp: 0

[l ocal ] PGM show sub sum sngr-instance 242 connected-time | ess-than 32400 (9 hours)
Monday Decenber 30 03:38:54 UTC 2013 ...
ha- nobi | e-i p: 63 ggsn-pdp-type-ppp: O

L;\.E.a‘) ;\u.udmt\;\d LTE s eHRPD oo« \tdg \d& enﬂ\de\ﬁ MIP g0 eé\‘)o'é U\U»QJE\;\Q \Je&buad'é g\d&ed
j\dicj\c \J?E'LJE:

[l ocal ] PGM show sub sum sngr-instance 272

Monday Decenber 30 03:57:51 UTC 2013

hsgwi pv4-ipv6: O pgw pm p-ipv6: 125 pgw pmip-ipv4: O pgw pm p-ipv4-ipv6: 85 pgw gtp-ipv6: 1530
pow gt p-i pv4-ipv6: 1126

ha- mobi [ e-i p: 1103

[l ocal ] PGM show sub sum sngr-instance 242
Monday Decenber 30 03:52:35 UTC 2013
hsgwi pv4-ipv6: O pgw pmi p-ipv6: 172 pgw pmi p-ipv4: O pgw pm p-ipv4-ipve: 115



pgw- gt p-i pv6: 1899
pgw- gt p-i pv4-ipv6: 1348

ha- nobi | e-i p: 447

Ebp puob 96 X Jporsd lEowl) RADIUS

2ese louwsele eds 8/1 pelbds - Jl w9z I9lp, pessd Igewly RADIUS Loldzs Jis pu 030 1J19le)
9dJuol wgpd eds aamgrs gds 8/0 9o blgle 13)s:

9/1 sessngr 242 22% 100% 600. 6M 2.49G 41 500 3989 35200 | good
4/ 1 sessngr 20 27% 100% 605. 1M 2.49G 47 500 3965 35200 | good
4/ 0 sessngr 27 25% 100% 592.8M 2.49G 46 500 3901 35200 | good
8/ 1 aaangr 242 0.9% 95% 150. 6M 640.0M 22 500 -- -- - good
8/ 1 aaangr 20 1. 0% 95% 151.9M 640.0M 21 500 -- -- - good
8/ 0 aaangr 27 1. 0% 95% 146.4M 640.0M 21 500 -- -- - good

[ ngress] PGM radi us test instance 242 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:03:08 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[ ngress] PGM radius test instance 20 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:08:45 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Conmuni cation Failure: No response received

[ ngress] PGM radi us test instance 27 auth server 209.165.201.3 port 1645 test test
Monday Decenber 30 01:11:40 UTC 2013

Aut hentication from authentication server 209.165.201.3, port 1645
Aut hentication Failure: Access-Reject received
Round-trip time for response was 16.8 ns

Iboly g3ble wue U, IJIJ

sbo, 1o, 1Jglzos Jlwed il iglble RADIUS gl oJlzol IJgsss pu 2ldle lowele 1peds IJos
oujilsy vuvdd puube:

[1 ngress] PGA> show radius counters all | grep -E "Authentication server address|Access- Request
Ti neout s"
Monday Decenber 30 00:42:24 UTC 2013

Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400058
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti nmeout s: 26479
[1 ngress] PGA> show radius counters all | grep -E "Authentication server address| Access- Request
Ti neout s"

Monday Decenber 30 00:45:23 UTC 2013
Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Ti nmeout s: 400614
Aut henti cation server address 209.165.201.5, port 1645, group default
Access- Request Ti nmeout s: 26679

[ ngress] PGA> show radi us counters al
Monday Decenber 30 00:39: 15 UTC 2013



Aut henti cation server address 209.165.201.3, port 1645, group default

Access- Request Sent: 233262801
Access- Request with DMJU Attributes Sent: 0

Access- Request Pendi ng: 22
Access- Request Retried: 0

Access- Request with DMJ Attributes Retried: 0

Access- Chal | enge Recei ved: 0

Access- Accept Recei ved: 213448486
Access- Rej ect Recei ved: 19414836
Access- Rej ect Received with DMJ Attri butes: 0

Access- Request Ti meout s: 399438
Access- Request Current Consecutive Failures in a ngr: 3

Access- Request Response Bad Aut henticator Received: 16187
Access- Request Response Mal formed Recei ved: 1

Access- Request Response Mal fornmed Attribute Received: 0

Access- Request Response Unknown Type Recei ved: 0

Access- Request Response Dropped: 9039
Access- Request Response Last Round Trip Time: 267.6 s
Access- Request Response Average Round Trip Tine: 201.9 s
Current Access-Request Queued: 2

Aut henti cati on server address 209.165.201.5, port

1645, group default

Access- Request Sent: 27731
Access- Request with DMJU Attributes Sent: 0
Access- Request Pendi ng: 0
Access- Request Retried: 0
Access- Request with DMJ Attributes Retried: 0
Access- Chal | enge Recei ved: 0
Access- Accept Recei ved: 1390
Access- Rej ect Recei ved: 101
Access- Rej ect Received with DMJ Attri butes: 0
Access- Request Ti meout s: 26240
Access- Request Current Consecutive Failures in a ngr: 13
Access- Request Response Bad Aut henticator Received: 0
Access- Request Response Mal formed Recei ved: 0
Access- Request Response Mal fornmed Attribute Received: 0
Access- Request Response Unknown Type Recei ved: 0
Access- Request Response Dropped: 0
Access- Request Response Last Round Trip Time: 227.5 s
Access- Request Response Average Round Trip Tine: 32.3 ns
Current Access-Request Queued: 0

edlz
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Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Mon Dec 30 05:58:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 2 ip
address 209. 165.201.5

Mon Dec 30 05:58:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 2 ip address
209. 165. 201. 5

Mon Dec 30 05:58:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address
209. 165. 201. 3

Mon Dec 30 05:59:14 2013 Internal trap notification 43 (AAAAccSvrReachabl e) server 5 ip address
209. 165. 201. 5

Mon Dec 30 06:01:14 2013 Internal trap notification 39 (AAAAut hSvrUnreachabl e) server 4 ip
address 209. 165. 201. 3

Mon Dec 30 06:01:27 2013 Internal trap notification 40 (AAAAut hSvrReachabl e) server 4 ip address



209.165. 201. 3

Mon Dec 30 06:01:28 2013 Internal trap notificati
Mon Dec 30 06:01:49 2013 Internal trap notificati
Card

Mon Dec 30 06:01:50 2013 Internal trap notificati
Card : 10 operational status changed to Active
Mon Dec 30 06:01:50 2013 Internal trap notificati
Card

Mon Dec 30 06:01:50 2013 Internal trap notificati
10

Mon Dec 30 06:02: 08 2013 Internal trap notificati
Mon Dec 30 06:02: 08 2013 Internal trap notificati
VMr ni ng

Mon Dec 30 06:02: 08 2013 Internal trap notificati
Card

Mon Dec 30 06:08:41 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:08:41 2013 Internal trap notificati
Card

Mon Dec 30 06:08:41 2013 Internal trap notificati
Severity: Critical

Mon Dec 30 06:09:24 2013 Internal trap notificati

Card : 08 Power OFF

Mon Dec 30 06:09:24 2013 Internal trap notificati

Card : 08 operational status changed to Enpty
Mon Dec 30 06:09:24 2013 Internal trap notificati
Card

Mon Dec 30 06:09:24 2013 Internal trap notificati
renoved

Mon Dec 30 06:09:24 2013 Internal trap notificati
Card : 08 Power OFF

Mon Dec 30 06:09:50 2013 Internal trap notificati
Card : 08 Power ON

Mon Dec 30 06:09:53 2013 Internal trap notificati
Card : 08 operational status changed to Ofline
Mon Dec 30 06:09:53 2013 Internal trap notificati
Card

Mon Dec 30 06:09:53 2013 Internal trap notificati
inserted

Mon Dec 30 06:10: 00 2013 Internal trap notificati
Card : 08 operational status changed to Booting
Mon Dec 30 06:11:59 2013 Internal trap notificati

Card : 08 operational status changed to Standby
Mon Dec 30 06:11:59 2013 Internal trap notificati
Mon Dec 30 06:11:59 2013 Internal trap notificati
Card

[l ocal ] PGM show rct stat
Wednesday January 01 16:47:21 UTC 2014

RCT stats Details (Last 2 Actions)

Action Type From To Start Time
M gration Pl anned 8

Shut down N A 8

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on

on
on

16 (PACM grateStart) fromcard 8 to card 10
60 (CardDown) card 8 type Data Processing

1504 (Gi scoFruCardSt at usChanged) FRU entity
55 (CardActive) card 10 type Data Processing
17 (PACM grateConplete) fromcard 8 to card
5 (CardUp) card 8 type Data Processing Card
1502 (Ent St at eOper Enabl ed) Card(8) Severity:

93 (CardStandby) card 8 type Data Processing

1504 (G scoFruCardSt at usChanged) FRU entity
60 (CardDown) card 8 type Data Processing

1503 (Ent St at eOper Di sabl ed) Card(8)

1505 (G scoFruPower St at usChanged) FRU entity
1504 (Gi scoFruCardSt at usChanged) FRU entity
7 (CardRenpved) card 8 type Data Processing
1507 (GiscoFruRenoved) FRU entity Card : 08
1505 (G scoFruPower St at usChanged) FRU entity
1505 (G scoFruPower St at usChanged) FRU entity
1504 (G scoFruCardSt at usChanged) FRU entity
8 (Cardlnserted) card 8 type Data Processing
1506 (GiscoFrulnserted) FRU entity Card : 08
1504 (G scoFruCardSt at usChanged) FRU entity

1504 (G scoFruCardSt at usChanged) FRU entity

5 (CardUp) card 8 type Data Processing Card
93 (CardStandby) card 8 type Data Processing

10 2013-Dec-30+06:01: 28. 323 21.092 sec
0 2013- Dec- 30+06: 08: 41. 483

0. 048 sec
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