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BR350-CLEAR Root Radio Data Encryption (1560 SYSTEMS

Cisco 350 Series Bridge 12.03T

Map = Help Uptime: 01:4505
If VLANSs are #of enabled, set Radio Data Encryption on this page. If VLANs are enabled, Radio
Data Encryption 15 set independently for each enabled VLA through VLAN Setup.

Use of Data Encryption by Statons 1s: Not Avalable
Must set an Encryption Key or enable Broadcast Key Rotation first

Open Shared Network-EAP
Accept Authentication Type: v [ M
Requre EAP: ] [
Transmit
With Key Encryption Eey Key Size
WEP Key 1: - | 1128 bit |
WEP Key 2 - | |nu1 sel w
WEP Key 3. - | |nul sel w
WEP Eey 4. - | |not set|»

Enter 40-bit WEP keys as 10 hexadecimal digits (U-9, a-f ot A-F).
Enter 128-bit WEP keys as 26 hexadecimal digits (0-9, a-f or A-F).
This radio supports Encryption for all Data Rates.

rﬂ_applg.r L D}{ i _Carp:el . H_Eﬁtl_:lre I_:Ieia.uﬂs.

[Mlap][Login][Help]
Cizco 350 Series Bridge 12.03T & Copyright 2002 Cico Systems  Inc. credifs
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BR350-toRadius Root Radio Data Encryption (1S¢0 SYSTEMS

Cisce 350 Series Bridge 12.03T

Map | Help | 200307710 09:30:53

IFVLAN: are not enabled, set Radio Data Encryption on this page. If VLA are enabled, Radio
Data Encryption is set independently for each enabled VLA through VLA Setup

Use of Data Encryption by Stations is: |Full Encryption =

Open Shared Network-EAP
Accept Authentication Type: ¥ O V!
Eequre EAP: O m
Transmit
With Key Encryption Key KEey Size
WEP Eey 1: w 128 bit =
WEP Eey 2: - ' not set |
WEP Eey 3. - - not set =
WEP Eey 4: - ' not set v

Enter 40-bit WEP keys as 10 hexadecimal digits (D-9, a-f or A-F).
Enter 128-hit WEP kevs as 26 hexadecimal digits (0-9, a-f, or &-F).
This radio supporte Encryption for all Data Rates.

Apply (8]24 Cancel Restore Defaulis
Cieco 350 Serles Brides 12037 b Copyright M003 Cieco Syetemne Bae credits
OK (999 il
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BR350-to-Radius Authenticator Configuration Cisco SysTEMS
Cisca 350 Series Bridge 1 203T
Map | u| 0030 094511
al2. 1.x Protecol Version (for EAFP Authenbcabon) [B02 1x-2001 =
Primary Server Reattennpt Peniod (Idin.) 1]
Max
Server Name/TP Server Type Port Shared Secret Hetran Int (sec) Retran
172,301,124 [RADIIS = [1812 it 5 3
Dge server for F‘ EAF Authentication |_| MAC Address Authentication rl User Authendscation |_| MIF Authentication
RADIS |+ 1812 I — 5 3
Use server for. [WIEAP Authentication [ | MAC Address Authentication [ | User Authentication [ | MIP Authentication
[RaDIUS = 1812 3 &)
Wee server for:  [WIEAP Authentication [ | MAC Address Authenticabion [ | User Authentication [ | MIF Authentication
[RADIIS = [1892 3 3
Dew sgerver for:  [WIEAF Authentication [ | MAC A ddress Authentication. [ | User Authentication [ | MIF Authentication
Mate: For each authenticahon funchon, the most recently used server 15 shown in green tead
Apply (] 4 Cancel Restore Defaults
[Mepllogn]Helg]
Cipos 350 Seried Bridgs 12037 & Copymsght 2003 Ciico Sy o credits
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Add New RAS Client

X

Client name: I

[ Any BAS client

ar | Can

cel

>
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Aironet

& Steel-Belted Radius Enterprise Edition {CISCO-FHADYD - O] x|
File Help
™ Sepvers Client narme: IEISEEI AP j 2dd
(¢ RASClients | P address  [172301.103 Fremave
i Users ; , ;
M ak.e/model: I Cizcn Airanet Access Point j
™ Profiles
 Prow Yendor [nfo
" Tunnels Edit authentization shared secret ...
" IP Poals [T Use different shared secret for accounting
" 1P Pools Edit aczounting shared secret ..
" Access _ _
_ _ [ &ssume down if no keepalive
(" Configuration packets after [zeconds):
" Statistics
IP address poaol: I{nnne} j
Sawe
Hezet
Enter shared secret
Enter shared zecret; [|
[ Urnmask shared secret
Set Y alidate | Cancel
bl lguuss dlulud] J35l asidnoll

Jnas aslnaly.as, bl aslidl Jl 9>l Jaws il 0531 Lig Juudl 91 Jawogll dlass e
SiswaS jle> Lle) &5Ygall Blgxl 55 RADIUS J caiidl Ao (8 39290)l EAP.INI calo oy eyl .4
.(C:\Radius\Services .9 I59>g0 65l walall 138 65, Windows Jusiwll plaiy Josy
:lag) Wlow diue calo 9ay.EAP L3 LEAP ol oo 3835 .5
[ Native- User]
EAP-Only = 0
Fi rst - Handl e- Vi a- Aut o- EAP = 0

EAP- Type = LEAP, TTLS
Jazall EAP.INI alo laax, pb .6
Ll i 65lclg RADIUS doas ls,l, pb .7

95 slaall G .Funk Software. Inc giio plaiwl; 32 (L lxo) Lol pasiuwe elis] dbS awll 130 pios,
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ol Radius J ad=oll oLl 6acld 9 9,0l dolS9 pativuall puwl JB55| cul.ol” il OV Lllais
6acld e @3Vgall Blgxl 95 Llnall Lo aaigy 5,3V pastuuall ©YB| glesl 491U duully .d,3Ygall u:§|3>.l|
Lo paiws wlegus oo gaxill 5,31 wlly

&2 steel-Belted Radius Enterprise Edition (CISCO-FHAOYDGEF) - O] x|
File Help
" Servers User namme: |TEST - Add
" RAS Clients User type: Mative Lser Set password ... | Remaove
% Uszers
™ Profiles Check, list attributes I Return ligt attributes I
™ Proxy .
™ Tunnels ~
" IP Pool [ ]
onlz Y
" |IP% Pools
" fccess
™ Configuration
™ Statiztics Ins | E dit | Del |
[T Mawimum concurent connections: I Cave
Prafile narme: I{r'u:u profile: j Reset

14,394l BlgxJl 5 ,laall i (8 Lol pasiume (u9Si il olglasdl JasT
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Mative I Cramain SecurlD

Enter uzer narme: I

] Cancel

>
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Enter User Password

X

Enter password:

™ Unmask password

&+ Allow PAP or CHAP
™ allow PAP only [encrpt password in databaze)

Set

Walidate

Cancel
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