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2. 5uulds luwozlos IUIde il oo WLC [Js AP.
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lJuwedlo IJos wp Idoglboel eds v dbs 1Usuosd gus wuwgsdol pg WLC:

Press RETURN to get started!

Tranglating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice_diag_test from WLC isfalse

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source

%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up



%LINK-3-UPDOWN: Interface Dot11Radio0, changed state to up

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up

%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CLI initiated

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11RadioO, changed state to up Translating "' CISCO-LWAPP-CONTROLLER"...dor

%CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246

%CAPWAP-5-SENDJOIN: sending Join Request to



%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN

%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%LWAPP-3-CLIENTERRORLOG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-RELOAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down |OS Bootloader - Starting system.
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LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not havean Ip !!

Iz J:
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wwed 1Usged [Js udbs 1Jsuosd sldou Iisle, IJoldss:

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

Is ol lue Suwwlbbse ssuw ldgols wedpe guslu:

capwap ap controller ip address



2. Jlglo 1o 00l APs pg e09lor és) o 1dBuvd Vs IJlousald pe IJ WLC spdo 1o sIdso 2J
[918 U zobs wzde ip.

IJuovedle po udbo IJyueed Idos wilze puvdds pse WU wedsd uble luve IJezld (DNS):

<Date & time> %CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin

Not in Bound state.

IJzJ:

28 pu lpdluss [Jguoed IJs ¢lbe DNS IUsIgJs: I3 JIo 3JY p8esdl Selds ou lpdluss
lJoo9d 1Js gulasu IP Jgzso IJeedpe IJos wp >9¢0l gy DHCP.

loodlz IJBsluod: $p wodssy 9226 Idoede S9! eds udbs [Jsuosd.

"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

3. s 0Ebs 1J9Lo9d puweds eds 9228 Ioedp 9l wus wes s o Jperd preses Ieed
(SSID) IJploJye.

(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>

IJzJ:
IUozle luolds Lvods LAN Il uddiss (WLAN) Lo oo pze9ed AP.
luvwesle IJglJé 2

Jigbbe lu ap Jl s)s gds 1 cisco [do il w9099 (cdp) pelo) pu ldpdelz: 9 ap syub
p9ulz W >9Js handicapé.

lJdovedlo IJos wp ldoglbol oo 1Jpzed:

Dec 9 08:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10
Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:47:33.651 UTC: %l LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted



Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state
Dec 909:48:10.955 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD
Dec 909:48:11.955 UTC: %l LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

1JpJ:

Jlsouwd ap lJeuws wo9w9dsd pebsle 9z26 (BPDU) ehuyw weo s by 03l |uool) pu ldpdelz
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*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL: spam_Irad.c:6088 1c:d1:e€0:43:1d:20: Entry deleted for AP: 10.209.36.5 (5256) reason : AP
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MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Global Configuration

cDP High Availability

CDP State v AP Heartbeat Timeout(1-30)
Ethernet Interfaces CDP State Local Mode AP Fast Heartbeat Timer State

v
v

H-REAP Mode AP Fast Heartbeat Timer State

~ AP Pnmary Discovery Timeout{30 to 3600)
J Back-up Primary Controller [P Address

Radio Slots CDP State Back-up Primary Controller name

0 v Back-up Secondary Controller 1P Address

Back-up Secondary Controller name

1 v
Z v
3 v

TCP MSS

Login Credentials Global TCP Adjust MSS

Username AP Retransmit Config Parameters
Password

AP Retransmat Count
Enable Password

AP Retransmat [nterval

tsb oéss) pedelo lghs Lusld AP cze ldodsso IUele

Bl dloe IJegvdds gluos wp9lde wes> 9lzs: Blu 1Ujsl>6 WO Retransmit count 9 Retransmit interval 9. ol
SCEJY wudbd 9,09 pESUS ©¥9e wluadlz IJpubdds.

General | Credentials | Interfaces = High Availability = Inventory Advanced

Regulatory Domans 802.11bg:-A 802.118:-N Powmer Dver Ethermet Settings

Country Code NZ (New Zealand) » PoE Status Mediurm Powar (15 .4 W

Cisco Discovery Protocol i Pre-standard 802.3af switches

AP Group Name default-group Power Injector State

Statsstics Timer 180

AP Core Dump
Rogue Detection 4
AP Core Dump |

Telnet Enabled

ae AP Retransmit Config Parameters

SSH

TCP Adjust MSS AP Retransmit Count 4 "
Link Latency AP Retransmit Interval 4 ¥

Enable Link Latency

esh Jogssy pedes lehs huwld Idedsse Judls 1dsuesd cee udlle 9,09d pesus
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w2 Iedlisd Idumses 2ad yuoble Idzels Osel swedd voblile Ideede S 1duveds
IJpzdss IUJluudIss (WLCS) 908l 1Us o9 (APS) eo Cisco:

o slos I zols suesy pu Cisco wuiols wuvdd 1B, los pe Loes wudé 10 puusle.
o ouwwddpe 0do lIdubolé Jlg)le IJpuol> 96 wsu Cisco WLC g AP.



© wpuwlerd po lduboble: o d9p v bE IUsuesd (AP) 9 WLC Lluuble vy clesy buds
udd pebble IJuslole (DTLS).

opo puolb s B9gsY pu Idpuibldd Idpoedds wldyioble:

IJeuvdds 1: 0 9bs 1U9uo9d 186 (JI emss Idluuople 1Us suuo) Idoedp Os IUygveJs
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ouwles 9236 Idogdpe Vs wldbs 1Jguoed Ws weass IJpuvdds 9oy Iduwedle Jel sds:

*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PK-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) has expired. Validity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORLOG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

IJluosl) 2: u 9o IJs o9 Ui@& Jloyss Idlogoele lJs suue) vede B Iduvedo 1Jpedss
lJJlvdIdss (WLC) §>5p. ;
webs 9g36 IJozdp Juvbé lUgoed gl (95 swo9 Jodl:

[*09/09/2019 04:55:26.3299] CAPWAP State: DTL S Teardown

[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery

[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.

[*09/09/2019 04:55:41.0000] CAPWAP State: DTL'S Setup

[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.

[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection

IJzJ:

1. s89p wo9w9dsd s8¢ Idubeds (NTP) wogbsd IdsSe suessue 295l pu edld sleed ubo,
NEPS}

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manual 09/30/18 11:30:00

2. ogpd wy9wsdad 99w IJuueds (NTP) eds websd 1UISe 9ogssuo $298! po edld 9lzosd
IJpuwere Idruwspss (GUI):

low9d |Js Controller > NTP > Server > Commands > Set Time J|51Jé 9150 NTP 1Jes,z6.



MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
» Restart
Month Janual hd
Config Boot uary )
Da 31w
¥ Scheduled Reboot Y
Year 2023 |
Reset to Factory I
Default
Set Time Time
Login Banner
g Hour 17
»
RaCINESEY Minutes 47
Seconds 8 |
Timezone
Delta hours |_D | mins 0 |
Locationd |-Select Location- v

opdsd Ipsde Jogssu 1098w 298! eds 9lzos IUpuweese Idyuw9pss

2.cog_b.§J lJwolsé I.J,o-:;yoég(MlC) lJgluod wzod lJoouse eds 9226 IJogdp. swp Gu9d ol

(Cisco Controller)> config ap cert-expiry-ignore mic enable
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