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Isel sds wuwduwd Huwlisd RADIUS Jeeladle 1deuols 86 1Julzzs: pee $89e ldpuweése
w988, wslulo lgopls Loldes puwewss [Us JJeé 1Up,s) pg PEAP-MS-CHAP v2:

1. suuwd NPS jwldé bdo 0956 1Us 1Ugpsd:

EAP- Request/ I dentity
2. 500 I gpsd wuuwlds luwozlos 1Jegsé:

EAP- Response/ I dentity
3. syuwd NPS ) wlds wess MS-CHAP v2:

EAP- Request / EAP- Type=EAP Ms- CHAP-V2 (Chal | enge)
4. sywogsye IJgpsd vogss MS-CHAP v2 gl wozlowo:

EAP- Response/ EAP- Ty pe=EAP- M5- CHAP- V2 ( Response)
5. wywose NPS Cluvepdle 2506 vele MS-CHAP V2 g 00l 5890 1JEe wpuolb 96 1depsd
wuele:

EAP- Request / EAP- Type=EAP- M5- CHAP- V2 ( Success)
6. suwoese IJgpsd wluvodsle 2ips uele MS-CHAP V2 gusel s89p IJgpsd wpuol> 6
Jehe worle:

EAP- Response/ EAP- Ty pe=EAP- M5- CHAP- V2 ( Success)
7. syuwd NPS ogg EAP-length-value (TLV) IUss suvs) 1Js 1dpuob@é IJolzes.

8. suvuesvy IJgpsd wouwlds uele eldé EAP-TLV.

9. sJpd IUghe IJpuob 86 95, uvd Huwldé EAP-Success Ws uuo gbs. BBl op vy gvedlo
VLAN Jg;sd Idgpsd: Wuwsop wuopso gvple gvods VLAN WS oo IJ)uwlJe.
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* ehp wblp e IJpzld (DNS)
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- NPS Jpob@6 IJpuwespso IJJluvdIsso

- &3p6 Active Directory (AD) JJzWlb gds Blgss wslule Idpuweése
sowed Ighe wlduveds IJuuddss po edld peod pu ldbw@é 2 (L2) Jel 09 9 oz Jol
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1. sbdJe IJ 5760/3850 sery WLC pg IJ CLI Iy GUI.

2. Gp wodosy gbe Microsoft Windows IJl o1, 2008 J NPS 99238 IJeede wldezld szumlole
IJouwerpsu eds AD.

odosu Uipdle WLC Jdsuesd Ipzeg wliuwegsle slzes yulo, IUisle,
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1. 8p vopdsu psid updde AAA IUds>.

2. §p wodssy ghe RADIUS.

3. luolds 1Ugh e 1Js pzees [Jeslspe.

4. $p wogsSU presesd IJebe IJs Slses IJIuwldse.

5. §p woesso Blisps 1Ub,d 1Js Lisuds WLAN.

aaa new-model

!

!

aaa group server radius M crosoft_NPS

server name M crosoft_NPS

!

aaa aut hentication dotlx M crosoft_NPS group M crosoft_NPS

aaa authorization network Microsoft_ NPS group Microsoft_NPS
radi us server M crosoft_NPS

address ipv4 10.104.208.96 auth-port 1645 acct-port 1646
ti meout 10

retransmt 10

key Ciscol23

wlan Microsoft_NPS 8 Microsoft_NPS
client vlian VLANOO20
no excl usionli st
security dot1lx authentication-list Mcrosoft_NPS
sessi on-timeout 1800
no shut down

odssu vuedlo WLC Jduesd Idpeee wluwosle 9lzed IJpuwedse Idyuusess (GUI)
lope o3l steps in order to v Je 1J Converged Access WLCs g IJ gui:

1. vpIJsu dot1x system-auth-control:



~ Wireless Controller

{3t Home  Monitor | ¥ Configuration | ¥

Security General
v AsA
»  Method Lists Dat1x System Auth Contral
L Generdl Local Authentication More | =

& Authentication Local Authorization _Nore |

B Accounting

2. 1uedd 1ds IJedsse > IJisle > AAA Jlols ¢lse RADIUS:

NIl
CISCO  Wireless Controller

@ Home  Monitor | Configuration =
security wizard 2neral
v pman Cantroller
* Method Lists Wireless _ocal Authenti
¥ General SECLITY _ocal Authorizz
Comrmands
U Authentication

U Accounting
u Authorization
¥ Server Groups
3. luwdd IJs RADIUS > 1Jg9b e 9lu g, 998 NEW. 980 wuzase gudlu IP IJgluo wElbe

RADIUS p¢ 1w Ideuiend. o o soblod Idow Jegvend e 1w IJpuie,d 10ss
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Security Radius Servers
Radus Servers = Fdit
v = ARR
h : Mo Lsts Server Mame Microsafil_Mes
e Crotes gerver [P Address [10.104.208.5 I
v repIUS Shared Secrat | dEbEREEE |
L Confim Shared Saorst | sasssees |
_ Falbzck Auth Port (055535 1645
R ST fect Port (0-65535) 1646

L_JLESRL e Server Timenust (0-1000) secs | 20

— s Fetry Count (0-100) 10
_ MAL Fitering
Support for RFC 3575

AP Policy

L3 I mesl CAR

w8 d9su gbp RADIUS. szw 1o wbo) edles IJowsse 1Ughe peleds Jel sds:

4ok Home  Moritoe | v Configwation | ¥ Admiristration [¥ Help

Radius Servers

Security
B ann Mew  Remows
» 1 Method Lists Sarver Mame Adckass Auth Port Arct Port
v [ Server Groups O acs 10.106.102.50 1645 1646
~ 55 RADIUS O 1= 10.106.965.21 1645 1646
~~Eais) O Microsoft_MPs 10.104.208.06 1845 1646

(IS [

4. 3p wodISU presgd e9bpe 522> RADIUS Juse 1Jpzesgs. wes 3JJ. lo ¢lbe RADIUS
IJ3s logileo Ws 1Jgbys Idyulw$o:

Security Radius Server Groups
Radiue Serwer Groups = Edik
S aan
* i Method Lists Gro Narme Mizsaft HES
[ Sarver Groups
s MaC-deimite nonz
" Tacacs+ KMaC-Flterng nong T
Ldzp Diead-Hne (0-1440) ki rminutes I:'
* | RADLS
: G Type Radus
_ TRCACS+ Sarvars
Avallable Servers Assigned Servers
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Lisars . 15E
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AP Policy _ -
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Gereral O cefaul natwark locd M MfA
Luthentication [0 webhauth natwork arop A5 LIS
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v Server Groups
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_ LN
¥ | ACoEss Poinks
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b 0802, 11ain

L
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Frofile Mzmae
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Eacunby Poides

Radio Policy
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1. 8p wodosu IUghe J9z26 wedpe wldeeld.

2. 9p vodusy lJgbe 9odosuo Jghp CA.

3. ¥p vuuwsw NPS.

4. oousw yuoldé.

5. §p wodsso NPS Je ol §6 PEAP.
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Adid Roles Wizard
f
ﬁ Before You Begin
|

Eefore You Begin This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress » The Administrabor acoount has & strong passvaord
« Metwork settings, such as stabic IP addresses, are configured
Resuks + Thie latest seourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.
To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall Cancel

3. 23> ¢luo IJIgwsl) Active Directory Domain Services 9lo g, 99,9 Next.




Add Roles Wizard E

Select Server Roles

EBiefore You Begin Selack ore oF Mo roles ba install an this sesver,
Server Roles Ruodas: Description:
Active Direcbory Domain Services [] Active Directory Certificste Servicss E;ﬂ?ﬁ:ﬁ?&mﬁm:ﬁﬂ;ﬁn
Corfirmation BN A ctive Director: an the network snd makes this
o : [ ] Active Directory Federetm Serwcas ifarmation svalable bo users and
Fogress [ Active Dirsctory Lightwelght Directory Services network administrators. AD 05 uses
Resuits [ ] #eckive Cirectore Rights Management Services domain :unl‘rﬂer‘; m.xﬁ =ik
. . usars access bo parmitted resources
L] Applcation Server anywhere on the nebwork through a
I: DHCR Server singhe logon process,
| | DMS Server
[] Fax Server

|| File Services

[ ] Metwork Policy and Access Services
[T Print Servdces

[ Terrmingl Servces

[] UDDL Services

[ weeb Server (1153

|| windows Deployment Services

[] wWindows Server Update Services

< Previous | Next = | Tristal Carnicel

4. )lze p&>p6 E3ple pzld Active Directory 9lu 9, 999 IJelJs.



Add Roles Wizard

I
ﬁm Active Directory Domain Services

<l
Befare You Begin Introduction bo Active Directory Domain Services
Eervar Roles Active Directary Domain Services (A0 DS) stores information abouk users, computers, and other devices on Hhe
nebwork. AD DS helps administrstars securehy mansge this information and Faciltates resource sharing and
Directaory Domain 5 collaboration between users, AD 05 i< aleo reguired for directory-enabled applications such as Microsoft
L Exchangs Server and For other Windows Server technologles such &5 Group Polcy,
Confirmation
prugrg—;; Thiw! to Mote
i i Tabelp ensure that users can still lag an ko the netvark in the case of & server oukage, install & minimum of

two domain cortrollers For a dormain.

i AD DS requires & DWS server bo be installed on the network, IF you do not have a DNS server installed, wou
will be prompted ko inskal the DNS Server role on this server,

i ¢ After vou irstall the AD DS roke, use the Active Directary Domain Services Installation Wizard
{deprano, exe) to make the server 2 Fully functional domain controller,

i+ Instaling AD D5 wvall also instal the DFS Mamespaces, DFS Replication, and Flle Replcation serdces which
are required by Direckory Service.
Additional Information
Orverview of AD DS
Installing AD DS
Common Configurations For AD DS

< Previous || [k = I [ristal Cancel

5.108) 8Js OLSO Juse gpdss oo use.



Add Roles Wizard
i . . .
l Confirm Installation Selections
Befare You Begn
To Install the Following roles, role services, or features, click Install
Server Roles =
(1) 2 informational messages below

Active Direcbory Daomain Services

lE This server might need ko be reskarted after the installation complebes.

Pragress ! Active Direcbory Domain Services
Resuks d_, After you irstall the AD DS role, uss the Active Directory Domain Services Installation Wizerd

(deprome, exe) bo make the server & fully functional doman controler,

Print, e-mail, or sawe this information

< Previous Nexk = | Iriskall I Cancel

Swvue) ldosose ssJdupd.

6. lud)y 9938 IgJIS 03l IUpgldz 9oubésd pelde ceuse gple prld 306 Active Directory
(dcpromo.exe) Jpulogd wovse ledlo IUlgwedpl) 9odssvo.




Add Roles Wizard

Installation Results

Before You Begin
The Follewing roles, role services, or Features wers installed successfuly:
Server Roles

1 warning, 1 informationsl messages below
Active Directory Domain Services A Lt

Confirmation ] Windows automatic updabing & not enabled. Toinstal the latest updates, use Windows Update in
: Cortrol Pansl to check For updates.
rogress

*| Active Directory Domaln Services i Installation succeeded

Results

The Folloving role services were installed:
Active Directory Domaln Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo. exe) to make the server a
flly Functional domain cortraller.,

Closa this wizard and launch the fctive Directory Domain Services Inskalation \Wizard (dopramo, exe).

Prink, e-mail, or save the instalation report

= Previows | Hlext = | | Chose I Cancel
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@! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard
i This wizard helps you install Active Directon Daomain
[==" =N Services [A0 DS] on thiz zerver, making the server an

Active Directory domain contraller. Tao continue, click Mest.

[T Usze advanced mode installation

Learn more about the additional options that are
avallable in advanced mode installation.

Mare about Active Directory Domain Services

< Back I MHest » Cancel
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@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securnity zettings in Windows Server 2008 affect older versions of
Windows

=

v Windows Server 2008 domain controllers have a new more secure default for the
security zetting named “allow cryptography algorthms compatible with wWindows MT
4 0" Thig zetting prevents Microzaft YWindows and non-Microzaft SME "clients' from
uzing weaker MT 4.0 style cryptography algonthms when eztablizhing securnity channel
geggion: againgt Windows Server 2008 domain controllers. Az a result of this new
default, operations or applications that require a zecunty channel zerviced by
Windows Server 2008 domain contrallers might Fail.

Platformsz impacted by this change include Windows NT 4.0, az well az non-Microzoft
SMB “clients'" and nebwark-attached storage [MAS] devices that do not support
gtraniger cryptography algorithims. Some operations on clients running wersiong of
Windows earler than YWizta with Service Pack 1 are alzo impacted, including domain
[oin operations performed by the Active Directon Migration T oal or Windows
Deployment Services.

For more infarmation about thiz zetting, see Knowledge Baze article 942564
[Http: £ g0 microzoft comdbwlink PLinkld=104751].

< Back MHest = Cancel
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@ ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration ==
Y'ou can create a domain controller far an existing farest ar far a new forest, '

" Ewxisting forest

" Add a domain contraller to an existing domain

" Create a new domain it an existing forest
Tikiz zemwern will becane the first damain contraller i the mew deamain.

{* Create a new domain in a new forest

kare about poszible deployment configurations

< Back Mest » I Cancel
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@ /! Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain
The first domain in the farest is the farest oot domain, 1tz name iz alzo the name of

the forest, b
Type the fully qualified domain name [FUDM) of the new farest roat domair.
FQDM af the forest root domain:
Iwireless.cnn{
Ewxample: corp.contozo. com
< Back Mt = Cancel
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@ /! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the farest functional level.

=" ="]
Forest functional level:
Dretailz:
The Windows 2000 farest funchional level provides all &ctive Directory Domain "
Services features that are available in ‘wWindows 2000 Server. |f you have domain
controllers running later vergsions of \Windows Server, some advanced features will
not be available on thoze domain contrallers while this farest i at the Windows
2000 functional lewel.
=
Pare about domain and forest functional levels
< Back Mest » Cancel

12. 235 pw9s 9bsws IJezld JJezld 9lu@) W9l IJolds.




@ ! Active Directory Domain Services Installation Wizard

Set Domain Functional Level - -
Select the domain funchional level.

Dromain functional level:

D etail=:

The following features are available at the Windows 2000 M ative domain functional
lewvel: —

univerzal groups

group niesting

group type converzion

SID hiztary
[f yau have domain controllers running later verzionz of Windows Server, some s
advanced features will not be availlable on thoge domain controllers while the lI

M ore about domain and forest functional levels

< Back Mewt = Cancel

13. 22> ¢gluwe IJIgesl gbe DNS 9o @) w998 IJelds.



@ ! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options - =

Select additional options for thiz domain controller.
IV DMS zerver

¥ Globalzatalog

I”  Bead-only damain contraller [RODE]

Additional infarmation:

The first domain contraller in a forest must be a global catalog server and :I
cannot be an RODC.

We recommend that you inztall the DMS Server zervice on the firgt domain
controller.

bare about additional damain controller options

< Back Mewt = Cancel
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@ ! Active Directory Domain Services Installation Wizard

& delegation for this DMS server cannok be created because the

! authoritative parent zone cannot be Found ar it does not Fun
Windows DMS server, I wou are inteqgrating with an exisking DMS
infrastruckure, wou should manually create a delegation ko this
DM5 server in the parent zone to ensure reliable name resolution
From outside the domain wireless,com, Otherwise, no ackion is
required.

Do wou wank to conkinue?

Yes 1 [u]
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@ ! Active Directory Domain Services Installation Wizard

Location for Database, Log Filez, and 5Y5SYO0OL :
Specify the folders that will contain the Active Directory domain contraller =i =
databaze, log files, and 55V 0OL. b

For better performance and recoverability, store the databaze and log files on separate
wolurnes.

Databaze folder:

I-E:"»Windnws"»NTDS Browsze. .
Loqg files folder:
C\Wwindows\WTDS Browse...
SYSWOL folder:
C:AWindowsh S W 0L Browse. ..

kore about placing &ctive Directony Domain Services files

< Back MHest > Cancel
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@ /! Active Directory Domain Services Installation Wizard

Directory Services Reszstore Mode Admimistrator Pazsword e

= =]

The Directary Services Aestore Mode Administrator account iz different from the domain
Adrminiztrator account.
Azzign a pazsword far the Adminiztrator account that will be uzed when this domain
contraller iz started in Directory Services Restore Mode. 'We recommend that pou
chooge a strong pazsward.
Pazzwiord: TTIIIIIIIL
Confirm passward: sssssssssesl
More about Directory Services Restore Mode password

< Back Mest » Cancel
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@ ! Active Directory Domain Services Installation Wizard

Summary E E
-
R eview pour zelections:
Configure thiz server az the first Active Directony domain contraller ina new forest, =
The new darmain name iz wireless. com. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz WIRELESS
Forest Functional Level: Windows 2000 o
Dornain Functional Level: Windows 2000 N ative
Site: Default-First-Site-M ame
Additional Options: ll
To change an ophion, click Back. Tao begin the operation, click Mest.
Theze zethingz can be e;-:pu:urte::l to an answer file far uze with Export settings... |
ather unattended operations.
More about uzing an answer file
< Back Mext » Cancel
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@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Aotive Directory Damain Services i now installed on this:l
cormputer far the domain wireless. com.

Thiz Active Directary domain contraller iz aszigned to the
zite Default-First-Site-M ame. You can manage sibes with
the Active Directory Sites and Services administrative
bonl,

Ta cloze this wizard, click Finish.

< Bach I Finizh I Canicel

19. 8p wleho wuvgsd IJghbe JIs cuowe Idogss)le ulwse IJedgsd.

i_'l Active Directory Domain Services Installation Wizard [ES

ou gt restart your computer before the changes: made by the
Active Directory Domain Services [nztallation wizard take effect.

Restart Now I Do naot Restart Mo
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Adid Roles Wizard
f
ﬁ Before You Begin
|

Eefore You Begin This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress » The Administrabor acoount has & strong passvaord
« Metwork settings, such as stabic IP addresses, are configured
Resuks + Thie latest seourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard agsin.
To continue, chck Mext,

[ skip this page by default

% Previous ” Mk = | Inistall I Cancel
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Add Roles Wizard

ﬁ‘ Select Server Poles

Before You Begin

Server Roles
ahCs
Role Services
Setup Type
Ch Typa
Priwate Key
Cryprography
24 Mama
Walldky Period
Cerlificabe Datsbase
Confirmation
Progress

Results

Select one or more roles bo install on this server.

Ackive Directory Domain Services {Instalad)
[T Active Directory Federation Services
|| Active Directory Lightiweight Directory Services
[ ] Active Directory Rights Management Services
[] Application Server
DHCR Server (Instaled)
DMS Sarver {Instaled)
[ Fax Server
|| File Services
[_] Metwork Pobeyv and Access Services
[ Print Services
[] Teminal Services
|| UDDI Services
[] ‘Web Server (LIS}
[] wandows Deployment Servicss
|| Windaws Server Updske Services

More abouk server roles

Description:

(A0 C5) |5 wead b creste certification
authoribies and relsted role services
that allow wou ba issue and manage:
certficates used in & variety of
applications,

< Pravious ” Mext = | Instal Camncel I
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Add Roles Wizard

ig} Introduction to Active Directory Certificate Services

Eefore You Begin
Server Roles

AnCs

Role Serdces
Setup Type
Ch Type
Frivate Key
Cryptography
A Name
Wialidity Period
Certificate Database
Confirmation
Frogress
Resulks

Active Directory Certificate Services (AD CS)

Active Direckory Certificate Services (A C5) provides the cestificate infrastructure ko ensble scenarios such &=
secure wireless netwarks, virtual private nebworks, Inbernet Probocol Security (1PSec), Metwork Access
Probection (MAPY, encrypting fle system (EFS) and smart card logon.

Things to Note

i The name and domain settings of this computer cannct be changed after & certificate authority (CA) has
b= installed, IF you want to change the computer name, join 2 doman, or promote this ssrver to a

domain conkraller, complete Hhese changes before installing the A, For more information, see certification
authority naming.

Additional Information

Active D Cortficate Sarvices Quaryi
Manasing & Cestfication Authori
ertication Authority Nari

< Preniols " Menct = I Inistar Cancel
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Add Roles Wizard [ x]

Select Role Services

Eefore You Bagin Select the role services to install for Active Directory Certificate Services:
Zerver Roles Rale ssrvices: Description:
[] Certiication Authorky Fertific:gun HAuthority ?Fm is used ko
[ Certification Authority Web Enralment - 5 Corthicates.
: Certiication ¥ rultiple CAs can be linked to Farm &
Setup Type [ online Responder pulblic key infrastructure,
P [ metwiork Device Ervoliment Service
A Type
Privabe Key
Cryptographn
CA Mame:
walidity Period
Certificate Databace
Confirmation
Prograss
Resulbs

Mare about role services

< Previous " Mext = I Inista Cancel
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Add Roles Wizard

#;E Specify Setup Type
~

Certification Authorities can use data in Active Direckary to simpliy the isswance and management: of

Before ¥You Beagin

certificabes. Specify whether vou want bo s2k up an Enkerprise or Standalone CA.
Server Roles
HALES ¥ Enterprise

Seleck this aption if this CA & & member of & damain and can use Direckary Service bo issue and manage

Role Services

= = certificates,
Sebup Type

A " Standalone

Seleck this option if this CA dogs nok use Directory Service daks ko issue or manage certificabes. &
standakone CA can be & member of & domain,

Privabe Key
Cryptagraphy
A hame
Validity Period
Cerbficate Database
Confirmation
Progress

Fesults

< Pravious |I Mt = I Iristzll Cancel
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Add Roles Wizard

i% Specify CA Type

Before You Begin & combination of root and subordinste CAs can be configured b create & hierarchical public key infrastructure
(PEI), A root Ca ks 3 CA that Issues ks own self-signed certificate. & subordinake C& recetves ks certificabe
Server Fioles from anather CA. Specify whether you want ko s=t up a root or subordinate CA.
ADCs
Role Serdces ¥ Root CA
Satup Typs Select this aption F wou are nstaling the first or only cerbfication autharity in 2 public key infrastruchore.
A Type
SRS  subordinate CA
Private Key Select this option ¢ vour CA wil obtain its A certiFicate from ancther CA higher in a public ke
infrastructure.
Cryptographny
CA Name
Wialidity Period
Cerkificate Datsbase
Confirmakion
Frogress
Resulbs
More about public key infrastructure (PET)

< Previous ” HNext = I Insta Cancel I

8. 1ud) eds iy louble Jlbsg pVolz Eluo 2383 slud) eds IJolds.



Add Roles Wizard

:Iﬁ% Set Up Private Key
|

Before You Begin Ta generske and issue certificabes bo clients, a CA must have a private key, Spedly whether you wenk ko
create a new private key or use an Exisking one.

Server Rokes
e ¥ Create a newi private key
Role Services Lz& this aptian iF wou don't have & private key or wish bo create a new private key b enhance security,
e T ‘Yo will be asked ko select & cryphographic service provider 2nd specify a key length For the private key.
elup Type To lssue rew certificates, you must also sslect 2 hash algorichm,
S " Use existing private key
y LUse this option bo ensure continuiby with previously issued certificates when reinstaling a CA,
Cryplography % Solect a certficate and Use s associated private key
CA Marme Select this option IF you hawve an existing certficate on this computer or F you wank o inport &
cettificate and wss its assocabed private key.,
Vaidity Period £ Select o existing private kewan Ehis computes
Certficate Database Salect this option if you have retained private keys From a presvious installation or wank bo use a private
Frnation ke from an albernate source.
Frogress
Resuts
" i j gl i

« Prawious || Mlext > | Inskall Cancel
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Add Roles Wizard

.%FE Configure Cryptography for CA
.

Before You Begin
Servar Roles
ADCS
Raole Serices
Setup Type
A Type
Privabe Key
| Cptegsty
A hare
ialidity Period
Cerbficate Database
Confirmation
Frogress

Resuts

To creste & new privabe key, vou must first select a oryptographic service provider, hash algorthm, and
key length that are appropriake fior the intended use of the certificakes that vou issue, Selecting a higher

wahse for key length will result in stronger security, but increase the tme needed to complebe signing
operakions,

Select 3 cryphographic sesvice provider (CSP): ki character lemgth:
IREnrMcmsnfr Softweare Key Storage Provider - -

Select the hash algoeithm fior signing cestificabes Issued by ths Ch:

shal ﬂ
mdz

n-m -

i | rl_l

I Use strong private key protection Feabures provided by the CSP (His may requirs administrator Interaction
ewery time the private key is accessed by the CA)

« Prawious || Mlext > | Inskall I Cancel
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ig} Configure CA Name

Eefore You Begin Twpe in a comman name o identify this CA, This name is added to &l certificates issued by the Ca.
Distinguished name suffix valees are automaticalky generated but can be modFied.

Server Roles
ADCS Comiren name Foe Bhis Ch:
Role Services [wlreless-W[N-MVZ'BZELImMS-CA
Setup Type
=L Distinguished name suffix:
A Type DC=wireless, DiC=com
Priwate Key
Cryptagraphy

BT - o itk e

valdky Period CH=wireless-WIN-MYZOZZUMNME-CA, DC=wireless, DC=com

Certificate Database
Confirmation
Frogress
Resuls

Mare about configuring a C& name

< Previous | Menkt = I Inst |
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AddRotesWizord __________________________________________________ H
ig:ﬂ Set Validity Period

Before You Begin A cestificate will be izsued bo this CA to sacure cammunications vith other CAs and with clisnts requesting
certFicates, The validicy period of a CA certificate can be based on a number of Factors, including the inkended
Server Roles purposs af the CA and sscurity messures that wou have taken o seoure the CA.
ADNCS
Role Services Select validity period For the certificate generated For this Ca:
5 v -
ST gars I
Ch Type Ch expirabion Date:  2/902018 11:49 AM
Note that Cé will issue certificates valid only untl its expiration date.
Private Key
Cryptography
CA Name
alldicy Period
Certificake Database
Carfimat
Progress
Resubs

Mors about setting i ity pexi

< Pravious | Maxk = | Irstal | Cancel I
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Add Roles Wizard

igﬂi Configure Certificate Database
',

The certificate database records &l certificate requests, issued certificates, and revoked or expired

Befare You Begin
e certficates, The database log can be used to monitor managenment activity For a CA,
ADCS Certificate database location:
Role Services |C:'I,Wi‘dwws‘l,srsbm132'ufcrﬂug Erowse. .,
z:b:::pa l_ U 5e eneest i | CRTLNICETE GataaS e HIGT | eV installztizn at this locsticn
) Certificate database log location:
Private Key |C:'|,Wi‘dcws‘l,sysbm132'|,(artLug BrOWSE, ..
Cryptographyy
A Mame
Wity Period
Certificate Database
Confirmation
Frogress
Resulks

< Previous | Mext = | Irstal | Cancel
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Add Roles Wizard

i%? Installation Results

Befare You Begin
ey The Folloesing roles, role services, or festures were instaled successfuly:

Server Roles
11 warning message below
ADCS T " ?
Role Services | Windowes automatic updating is not enabled, To instal the latest updates, use Windows Update in
Corirol Panel to check For updates,
Setup Type
o T ~| Active Directory Certificate Services ¥ Installation succeeded
Private Ky The Following role services were instalied:
e hE Certification Authority
Cryphograptny:
CA Narme
Yaldity Period
Certficate Database
Confirmation
Progress
Resuks
Pri : he | g
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Add Roles Wizard

=
ﬁ Before You Begin

Eefore You Begin
Server Roles

Confirmation

Progress

Resuks

This wizard helps you install rales on Hhis server. You determine which roles to instal based on the basks vou
warlt khis server to perform, such as sharing documents or bosting a Web site.

Befare you continue, verify that:

« The Administrabor account has a strong password

« Metwork settings, such as stabic IP addresses, are configured
+ Thie latest seourity updates from Windows Update are installed

IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, chck Mext,

[ skip this page by default
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Add Roles Wizard

iE:r' Select Server Roles

Eefore You Begin

etwork Policy and Access Servces
Role Serdces

Confirmation

Progress

Resuls

Seleck one of more roles ko install on this server,
Roles:

Ackive Direckory Cerkficate Services (Tretalledd
Ackive Direckory Doman Services (Instaled
[ acthee Directory Federation Services
|| ackive Directory Lightweight Direckory Services
[ ] &ckiee Directory Rights Management Services
[ application Serwver
DHCP Server (Tnskalled
OMS Server (Instaled
[ Pa Server
[ File Services

[ evirk Setvices

[ Terminal Services

[ ] UDDI Services

[ web Server (115)

[ windows Deployment Services

[ ] wWindows Server Update Services

More about server roles

Descriptian:

Ketwork Policy and fcoess Services
provides Nebwoark Policy Server (MPS),
Fowting and Remote Access, Health
Regstration Authority (HRA), and
Hast Credential Authorization Probocol
{HCAR, wehich help safeguard the
health and securiby of your network,

< Preniols " Menct = I Inistar Cancel

4. _)|a& £ 9200 wsluwé IJgbeJo jé)pk'; IJsuesd sloud) ;9_9& IJolds.




Add Roles Wizard

ﬁ;% MNetwork Policy and Access Services
~

Before You Begin Introduction to Network Policy and Access Services
Sepver Roles Metwork Policy and Access Services allows you ko provide local and remaobe nebwark, sccess and to define and
enforce polices For nebwork. access suthentication, authorization, and chenk health using Netwark Policy Server
Metvoork, Policy and Access Services (MPS), Routing and Remote Access Service, Health Regitraton Authority (HRA), and Host Credential
. Authorzation Protoool (HCAR).
Role Servces
Confirmation Things to Note
Frograss i You can deplay NPS a5 & Remake Authentication Cial-In User Service [RADILS) server and proxy and as &
' - Mebwork, Aocess Protection (NAP) policy server, After instaling NP3 using Hhis wizard, wou can configure MRS
Resulks From the NPAS home page using Ehe MPS console.

i . MAP helps you ensure that computers connecting to the network are compliant with organization retwerk
and clierk health policies, After instaling NPS wsing this wizard, you can configure BMAP From the MPAS home
page using bhe NPS console.

Additional Information

Cyerview of Nebwork Pobioy and &coess Services
&P enforcement methods

Mebwaork fccess Profection {NAP) in BES
Mebwork Policy Server

< Previous ” Next = I Insta Cancel I

5. ozl pu ¢lus IJIgesl) Network Policy Server 9l 9, w998 IJolJs.



Add Roles Wizard

ﬁ;% Select Role Services
|

Before You Begin Salect the role services ko install For Mabwork Policy and Access Services:
Server Roles Role services: Deescription:
Hetwwork Policy and Access Services - [T—— 5 ebvork Policy Server (NP5} alows
— |:I wou ba creste and enfaorce
B L R"”:"'g ‘_'t"' :;m”t;‘;‘x_e“ Services erganization-wids nebwork access
o .. Remote Access Service polcles For chent health, connection
Confirmation _ Routing request authenbication, and
Progress [ Health Regstration futhority ;E;}:';;E;” 'B'q”“t:”tﬁm'
; i - , v can slso dep
Resuibs | Host Credential authorization Pratocol Nexwork Access Prabection (NAP), a
chent health poficy creation,
enforcemant, and remediation
technology.
Mare about role services

< Previous ” Next = I Insta Cancel I

6. lze IJoldss 91ud) B98 o LS.



Add Roles Wizard

.ﬁ% Confirm Installation Selections
|

it Ta install the Following roles, roke services, or features, dick Instal.
Server Roles —
Hetwork Py and Aozess Services i} 1 informational message below

Role Services (i) This server mright need to be restarted after the instalation complebes.
Confirmation ~ Metwork Policy and Access Services
Profress Metwork Policy Server
Resuts

Fri — ve this of b

<= Pravious |

et = | Inskall |

Cancel

o8 ldopld lJooose: szgo i wlbo, Uuluué ppleds:




Add Roles Wizard

ﬁ;% Installation Pesults
|

Before You Begin
' The Following roles, role services, or Features were instaled successfulky:

Server Rokes
v 1 warning, 1 informational messages below
Metvaork, Policy and Aocess Services b

Role Services 'm Windows automabic updating is nok enabled, To install the latest updates, use Windows Update in
Cornitrol Panel to check For updates,

Confirmation )
* Mebwork Policy and Access Services & Installation succeeded

Frogress

The Following role sstrvioes weare installed:
Metwork Policy Server
(i) You can use a wizard in the NP5 consale ba configure Nebwork Access Protection (MARY. To open
~ the NP5 console after installabion, go to Server Manager or click Start, Administrabive Tools,
Mebwork Palicy Server,

Pri r sawe the installation repor

= Frayious M=k 2 | Close | Cancel

7.108) 996 "lgJIS"

SEwSe Jbols

lopw o3l steps in order to ,Jo o 1JI9pusse, Livolsé J NPS:
1. 108, 898 wae. 9bed 9258 wede IUI1,6 (MMC) e Microsoft. &p log b eJs pdule Enter.
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Add or Remove Snap-ins

‘fou can select snap-ins For Ehis console from those avallable on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

fyvailable snap-ins: Selected snap-ins:
Snap-in | Yendor - .| Console Root Edit Extensions... |
_:;_:'_.,ﬂ.n:tihre Direckary Do...  Microsoft Cor...
[ Active Directory Site.., Micrasoft Cor, ., Hemave |
; fctive Directory Use...  Microsoft Cor...
£ Ackives Control Micrasoft Cor... Movelk |
o ADSIEdit Microsoft Cor,.,
tﬁ.ﬁ.utl-mrization Manager Microsoft Cor.., Mo DEsET |
5 certificate Templates  Microsoft Cor... Add >
5 Certificates Microsaft Cor,,.
";.p,.'!:ertﬁcatiun Authority  Microsoft Cor,..
B Component Services Microsoft Cor.,.
'_'r_-l;.camps.utm Manager... Mcrosoft Cor,,,
..E_-JDeviI:e Manager Microsoft Cor...
Ponce Micrasaft Cor...
=8 Disk Manasasrnent Microsoft and,,, ﬂ Advanced...
Descripklon:
The Certf¥ficates snap-in allows you to browse the contents of the cartificate stares For yourself, a sarvica, or a computer,

QF, I Cancel

4. b b 9o Computer g wle JluvdIds 5y 9bdb o wgs 3JY.

Certificates snap-in Eq

Thiz znap-in will always manage certificates for:
" My user account
™ Service account

* Computer account

< Baclk Mext = Cancel




5. bybygu lJpeds zoly JluvdIds 9b db 96 lugl.
selectcomputer K|

Select the computer you want this gnap-in to manage.

— Thiz shap-in will always manage:

% Local computer [the computer this console iz running on)

™ Another computer: I Brawse. ..

[ allow the selected computer to be changed when launching from the command line. Thiz
only applies if you zave the conzole.

< Back Firizh

Cancel

6. b 9b 96 ok in order to jze o |Js |J MMC.

P Consalel - [Console Rook]

@ Fie  Acion

Visy  Faworibes  Wandow  Help

SIS
& === [ H|=
Conrrisks Foct o Actions
+ ‘G Certficates iLocsl Computer) | e titicabes [Local Computer) Comnsebe Rioot -
More achions ¥

7. 8p wouwse Juboble (IUdpwsyc) IJpeds) sldepzdsle IUubguoss: slud) Idgboblo.



¥ Consolel - [Console Root)Certificates (Local Consputes ), Personal Centilicates]

& Fle  Adion  Wew Fasorbas  Windo  Hep |- B x|
= Hm Ol = JBim
] Cormcle Bt Tssusd Ta = [ Esed By [ Expiration Dabe | inbended Purpeses Frierdy Narie:_ [ Actions
= G Certficabes (Local Computer) |V Torrabons WINMREREZUMMME-CA wrnabans-wIN-MIZITILIMNME-CA 2RI0NE <Al chonaz Cortificates .
F | Personal
Fors fctions "

B 7 Trusted oot Certification A
B ] Erberpriss Trust

B Inberrmdiabe Cortdicalion A,
B Trusted Publishers

B ] Unitnsbed CertFicates

B ) Third-Paty Root Citilication
B Trusted Peopls

] Bemobs Destiop

[ ) smart Card Trusted Roots

8. 108 wiy Iplouw IUispu eds IUpuwlds IUusuple Bs rgsue CAlge, I IJpole >
bdo Jbolds 2>8»6.

o] - [Console Root'Certificabes (Lecal Compuater 1 Persanaly Certilicates]
L@ Fle Action Yew Favorkes  Window  Hep | =1m ]
dewp | 7[m| E1] 6l [H[m
| Consnis Root Loued To = | Tssued By | Espirstion Date | Inkended Purposes Frierutly Mo | Actions
= Gl certdficabes (Local Computer) | Eplwirslens- WIN-HVZIZZUNKMG CA  wirslesis WIN-HVEOZ2UHEHS A 292018 <Al T Cortilicales .
= [ Fersonal
1 Cielificabas Hore Fctions ®
[ Trusbed Feoot Cartification L
# [ Enterprise Trust
S Intermadiate Cerliation S
# [ Trusbed Publshers
# [ Unbrusted Carbficsbes
H [ Thnd-Party Rook Certfaation
F | Trushed Peopk
3 (7] Feamotn Oesbtop B  Fooo e Cutlicate..
] Smart Cand Trusted Rocts Rsfreshs 1 Import...
Eaport Lk, .. Advaiioid Opsnations. .. 3
L *
mm L
Line up Joons
Help
a [ | |
Conk s actions that can b pafonmsed on th benm

9. lud, B9.8 Next (IJolJs).



B Certificate Enrollment Mi=] E3

_| Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used to connect to wireless netwarks,
protect content, establish identity, and do other security-related tasks,

Before reguesting a certificate, werify the following:

Your computer is connected ko the netwaork
Y¥ou are logged ontao the domain For wour organization

Learn more about digital certificates

Mk I Zancel

10. lu @) 993 ¢lus IJIgesl) 9226 IJoedpe widpezld: wp lub) 998 wuwesd.

odlebs: 131 B ubJo pLolb 86 1Jgpsd wuvww bl B Liolss EAP. Bulds pu lu zpse
elole IJIgosh) pe2s6 B LoWes ogwesd IJuvelds 030 Sod IJud®) Wl wuwzsd.
Suuws d3JY golds edlws Suobslw.



B Certificate Enrollment =] E3

| Certificate Enrollment

Request Certificates

‘fou can request the Following Evpes of certificates, Seleck the certificates you wank to request, and then click Enrall.,

|w Directory Email Replication 1) STATUS: fvailable Details 5!
[v Damain Cantraller 1) STATUS: Available Details )
[ Domain Cantraller Authentication 1) STATUS: Available Details (%)

[ show all templates

Learn more about certificate byvpes

Enrall I Zancel

1. 109, eds loele wpz)d vovse lJyvolss.

B Certificate Enrollment =]

) Certificate Enrollment

Certificate Installation Results

The Following certificates hawve been enrolled and installed on this computer.

[ Diomain Contraller J STATUS: Succeeded Details

Finish |

Jwolsé NPS pewwé IJlu.



12. olds po bog, puolb 86 1Jg psd 9p,0086 IJghe Vs £095 "IUIE Lo 1Upd 096"
Jduwolsé.

F= Consolel - [Console Root' Certificates (Local Computer) Personal' Certificates]

G4 Fl=  Action  Wew  Favorkes  Window  Help

€9 2E4GIXE = BE

Consake Root [esiad To =
= T CertFicates (Local Sompuber) # winsless_cam wireless-WINEKA-CA 4/19/2015 isrk Authentication, Serer duk..
= [ Personal -f,-erzl-E.l.l.lfcbsxs anm wirefess W INZKA-CA qj19/2015 izrk sutentcation, Sarae dub.., <ho
] Certdicaas T lwingksmirakss oo wireless-WINEKS-CA 4/1afz0is ient Authentication, Saree A, <ho
| Trusted Reot Cartfizanon Autharbies | o, wineless cam widless WINZKE-CA  4/19[2015 Directory Service Emai Replication. <M
il Enizprise Tt ] ¥ hedraless- vz B o wirelnss W INEKA- A j19/2019 <l <
[ntermed.abe Certification Authorides
| Trusted Pubbshers
Unkrusted Certiicates
| Thirc-Party Root Certifcation Autodl
_ Trusted Penpls
Aemole Deskloon
CertFicata Enrclment Requests
| Smart Card Trusked Roats
Trusted Devicas

HEXHEHHEHBZE

Od9su 306 gbp wor IJubvwds Jeuol> §6 PEAP-MS-CHAP v2
Iope o3l steps in order to LuJJe NPS JJeols§6:
1. 10odd 1Js ool > bale hsé > gbe wor IJuiwnJb.

2. 108 iy IJployw IJL;,oQ 99,9 NPS (pzJs) 9l¢ ) gbpe IJouwzsd Vs Active Directory.

#& Network Policy Server

File Action View Help

&= = Hm |
H p Import Configuration
W A Espat Configuration hwork, Policy Serves [NPS] alows yau ba creste and enfoice organization-wide nelwork sccess polcies for
+ ﬁ Iy B it heakh, connechion request authentication, and connechon request suthoization.

St arl MRS Seryioe

o
ln Stop NP5 Service
Redlster server in Adthee Directory -
rd Configuration o
Properties
— , zorfiguration scenana from the bist and then chick the link below to open the scenano wzard.
Help Access Protection [MAF] j

Metwork Acceszs Protection (MAF)

Wb pou configure MPS as & NaP policy server, pou create health polbcies that allow MPS 1o vaidate the
conbguration of M&P capable cient computers before they connect to your nebwork. Chents that are not comphant
with health policy can be placed on & resticled netweork and sutomatically updsted ta biing them into complisnce.

E} Corfigure NAP B Learnmors

Advanced Configuration




3. 91u8) W99 OK.

Metwork Policy Server

To enable NP3 to authenticate users in the Active Direckory, the computers
running MPS musk be authorized to read users' dial-in properties from the

dormain,

Do wou wish bo authorize this computer to read users' dial-in properties From

the wireless,com domain?

4. 9169, W98 OK.

Metwork Policy Server

This computer is now authorized to read users' dial-in properties From domain

wireless,com.

To authorize this cormputer to read users' dial-in properties From other
dornains, wou must register this computer ko be a member of the RASMPS

Servers Group in that domain,

ik,

iZancel

ik,

5. |LolWs gouo) Idopde B Iuvods [Jepdss IJJluuddss (WLC) Jg psd IUpuols$6

Sldoysuo sldpeluwes (AAA) eds NPS.

6. 9p woIuwse gpdle RADIUS 9g9b. 108, i Iplouw IJlspw 896 gpdle RADIUS slgc,

gp,sd RADIUS IJg>so:



"-"n Metwork Policy Server

.Hl: Action  View Help
p e ] i ? o

&8 PS (Local)
RA&DIUS Jients and Servers

5 Remot  MewRADILS Clent |
B = Paliies Export List Narme IF Arddress
& B Metwork A )

B Accounting o

;‘ RaDIUS clents allove you bo zpeciy the nebwork. access sarvers, that provide acoess o your network.

ble | Status

Devies Manufzchwer | AR

| H

7.58Je luwe (WLC B 03l pelJ): IUbLs g9l oo I WLC (10.105.135.178 B.s o3l pol).

Suwy pUbod.
pdlzbs: sop luucsle 0w Iduwy Ideuiend po lzd cdasu goues Ideede Bis

lJuvedé IJpzdss IJJlgwdIdss (WLC).



File Action ‘“iew Help

&= 2= Hi=

=N Server Manager (WINZKE)
El 5 Roles
Active Directory Cerbificabe Services
a_- fctive Direcbory Domain Services
= OME Servar
3 Metwork Policy and Access Services
= @ NPS (Local)
= | RADIUS Clienks and Servers
5 RADIUS Clients
37 Remote RADIUS Server Groups
B = Policies
0] 5 Mebwaork Access Protection
'EI Accounking
[ ol Templates Managemertt
ﬁ:.. Faatures
] ? Diagnostics
= ff:; Configuration
[# = Storsge

OEBBE

RADIUS Clients

T

S760-WLC Properties E3

Sathirgs ]Mvancadl

¥ Enable thiz RADILS client

I Select an esting template;

~ Mame and Address

Friendy name;
[s7E0wLE

Addiess (IF or DHSE
[10105.135.178

~Shared Secret
Select an exizting Shared Secrets lemplate:

|Nure j

To manually lype a shaied secrel, click Manual To automaticall generate a shared
zecret, chck Generate. You must configure the RADIUS clent vith the zame shared
zecriet entered here, Shated secrels are caze-sensitie.

& Manual
Shared secret;

[eovesess

Confirm shared sacrat

i Genetate

| 0k I Cancel Aoply

8. b b 96 ok in order to jze o IJs IJuuluvé [Jywlo 86.

b Server Manager

Fil= Action View Help

&= #EHE

i!, Server Manager (WINZES)
=1 5 Roles
[+ = fictive Directory CertFicate Servcss
‘% Active Directory Domain Servces
B = DWS Server
= @ Metwark Policy and Access Services
= & MRS (Local)
= [ RADIUS Chents and Servers
ﬂ RADILS Clients
j'_‘a Remotse RAGIUS Server Groups
=[ Polides
= 5 Metwork Access Prokeckion
B Accourting
= il Templates Management
i+ g1 Features
[+ g Diagrostics
] jﬂ; Corfiguration
{54 Storage

RADILS Clients

§. RADIUS clientz allow pou bo speciy the network acoass servers, that provide acce:
L

Friendly Name | IPAddress | Dievics Marufachurer | MAP-Capable | Status

| S7E0MWALC 10105135178 RADIUS Standad - Mo E nabled




9. logile vog U ds 28> JJpuworpsu IUJluwdIssu. Be wosuwse Muwsluslo:slod,
i IJelauw IUlseo 998 yusluwle Iduveds: slze) gas>:

& Network Policy Server I (O] =]
File Action View Help
e %= HE
@' Mo {Loc) © Metwok policies slovw pou to designate who iz auliorized o connect bo the netwerk snd the circumstances
B[ R_.ﬁ.D[LtS Clents and Servers under which they can or cannot
; RADIUS Clisnks
3 Remote RADIUS Server G
B = Folices Policy Mame |5Ea|:u3 |Prcmwr_:|ﬂrdﬁlahm1ypo|5...|
| Correckion Requesk Polici _E;Em'mdw to Miczozolt Fouting and A emcte Access serves Emabled 933993 Denydccess: Ul
i ins Correchions to other access servers Erabled 933999 Deny fizcess U
7| Health poj  Mew
[+ 5 Mabwork Aoce:
.'g ficcounting
Conditionz - IF the folowing conditions are met:
Candition | Walue
Setlings - Then the following setlings are appled:
Setling | Walue i
of
1| | =R | | ®
|Expark List |

10. bgd Iuwe oz Joso 1J3less (PEAP G.s 03l IJpeld) 9lud, B9 IJolds.



Mew Metwork Policy k)

Specify Network Policy Name and Connection Type

L]
J You can specify & name For vour nebwork policy and the bype of connections to whach the palicy is appbed.
—

Policy name:
| PEAA

— Mebwork connection method

Select the bppe of network. access server that sends the connechon request to MPS. You can select ether the network access server
twpe or Wendor specific.

* Tepe of network access server

I |Unspecified _ll

" Mendor specific:

Previovs || Mest | Fmish | Cancel |

1. Jodysu o3l lduog Jduwpele B8 Jpuvedses Idezld IJJluvdIs: Iuo-_9 030 IJi,9l
IJodles sludy W9d Idelds:



Mew Network Policy

L]
ol Specify the conditions that determing whether this network policy is evaluated for a conreckion request, & manimuem
il of one condkion is required,

l Specify Conditions

Conditions:
| Condition Vaiue
B Windows Groups WIRELESS\Domain Users
= MAS Port Typs Wwireless - [EEE 80211
& Authentication Type EAP

Condition dezcnption:
The Authentication Type condition zpecifies the authentication methods required to match this policy.

Add. Edi. | Remove |

Pravious | I et | Firish | Carcal |

1216038, 993 ju IJ9u29d Ippuse Jibs Jeue eeladle Idlouold IJos wblod o3l lduer
9ludy W9 IJolds.



I Specify Access Permission
L]

Configure whethar you want to grant network, access or deny network, access iF the connection request makchas this

= ooy,

* Access granted

Grant access if clisnt connachon attempts mateh the conditions of this palicy.

i~ Access denied
Dieny access if chent connection attempts match the condibons of this policy.

[T Zccess iz determined by User Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the conditions af this policy.

Praviousz | M e Firish Cancal

13. websd zpse biyd Ipuolbds 116 Telul:




Mew Network Policy |

l Configure Authentication Methods

®  Configurs one o more authsntication methads required for the connection request to match this policy. For EAP
- =i authentication, wou must configure an EAP tvpe, IF vou deploy MAP with 302, 1% or YPN, wou must configure
Protected EAP in connection request policy, which overrides network, policy authentication setbings.

EAP types are neqotiated between MPS and the client in the order in which they are lizted.

EAP Types:
Move g |
Fove [ e
Add... Edit, Hemonwe

Lezs secure authentication methods:
[T Mictosolt Encrvpted Authentication version 2 [MS-CHAP+2)

|- |zes can change password aftern it as emined
™ Microsoft Enciypted Authentication [M5-CHAP)
I= | User can change pessword ftern it hes expited

[™ Enciypted authentication [CHAP)

[T Unenciypted authenticaiion [FAP, SPAF)

[T allow chierts to connect without negotiating an authentication method,
[™ Perform machine health check only

Previous | i et I Frizl | Cancsl |

14. b §b 96 SUOSVI: 23> IJ plsd 9 u9de: pzps EAP (PEAP)u9e. 9b 9o 96 ok in order to
eJuo PEAP.



Mew Network Policy

Configure Authentication Methods
|
J Configure one or more authentication methods required For the connection request bo match this policy, For EAP

e - authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft: Protected EAR [FEAF]

Add.. Edit... Remove

Lesz secure authentication methods:

[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)

™ Uszercanchange pazswaord after it has expired
[~ Miciozolt Encrypted Authentication [MS-CHAP)
™| Uszer ean change passwond after it bas expired

[T Encrypted suthentication [CHAP)

[T Unencrypted authentication [PAF, SPAF)

[T Allow clients to connect without negotiating an authentication method.
[ Perform machine health check anly

Previous | [ Firazh | Cancal I

15. 22> Microsoft: EAP sz s (PEAP) 5lu8) opisy. wlds po wpass Uiolss 9236 IJwede
ldezld IJos op logblgel puvedl Bs IJBlsps IJpuuusds "ldiel>s IUuol>56" 9lu @)
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E Server Manager

File Action View Halp

o= 7m|HE

T JErver Manager (WINZKS)
= 5 Roles
[# Active Directory Certificabe Services
g Active Directory Domain Services
o DG Server
" Metwork Policy and Access Services
€8 1Ps (Local)
[ | RADIUS Chents and Servers
=l =] Pocies
| Connection Request Policies
(= Network Paolicies
|| Health Policies
i+ ™ Network Access Protection
lﬁ fAiecounking
My Templates Management
i Features
H = Diagnostics
] jﬂ Configuration
[#] J&" Skorage

[ Hee

&
L]}
=

16. o9, W99 Next (IJolJs).

Select the certi¥icate the sarver should uss bo prove ks identity bo the chent.
& certificate that is configured For Protectad EAP in Connection Request
Policy will cverride this certificate,

Certificate ssued

winzks wireless, com
Friendly name:
Issuer: wiraless-\WIN2EE-Ch

Expiration date: 4/19/2015 2:03:21 PM

¥ Enable Fast Reconnect
I~ Disconmeck Clienks withouk Cryphobinding
Eap Types

155 swond (EAP-MSCHAR w2 Mfawe Lg

e (et |

Add Edi

Remove || Ok I

=T




Mew Network Policy

Configure Authentication Methods
L]
J Configure ane or more authentication methods required For the connection request to match this policy, For EAP

e - authentication, you must configure an EAP tvpe. IF vou deploy MAP with 802, 1% or ¥PM, you must configure
Praotected EAP in connection request palicy, which overrides network policy authentication setkings.

EAR types ate neqotiated between MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft: Protected EAR [FEAF]

Add.. Edit... Remove

Lesz secure authentication methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-+2)

™ Uszercanchange pazswaord after it has expired
[~ Miciozolt Encrypted Authentication [MS-CHAP)
™| Uszer ean change passwond after it bas expired

™ Encrypled suthentication [CHAP)
[T Unencrypted authentication [PAF, SPAF)

[T illow clients to connect without negotiating an authentication method,
[ Perform machine health check anly

Previous | M@t Firnzh Cancal

17. 168, 998 Next (IJolds).



New Network Policy

M

-

Configure Constraints

Constraints are additional parameters of the network, policy that sre required bo match the connection request. IF a
constraint is nokt matched by the connection request, NP3 automatically rejects the request. Constraints are
optional; if vou do not wank ko configure constraints, click, Mesxt.

Configure the consiraings for this network policy.
If all constrairits are not matched by the connection request, netwark access i denisd.

Constraints:

Lonstraints Specily the masirmum time in minutes that the server can remain idle before the connection
ie disconnected

' Day and time
iezlnctions

I N&S Port Type

), Session Timeout [T Disconnect after the masimunm idle e

T Called Station D

[

Fresiois [ Mt I Firiet Cancal

18. 1u 9,y W98 Next (IJolds).




MNew Network Policy

L]
’ “1 MPS appliss settings to the connection request if all of the network, policy corditions and constraints For the policy
are matched,

I Configure Settings
-

Configure the settings for this network policy,
IF conditions amd conztraints match the connection request and the policy grants access, setings are apphed.

Settings:
HADIUS Attributes | To send additional stributes to RADIUS cherts, sslect a RADIUS standard attribute, and
then click Edit, If you da not conligure an attribute, it iz not sent o RADIUS clients. See
- wour RADIUS chent documentation for required attibutes,
[Z7] Wendor Specific
Hetwork Access
Protection
B, NAP Enforcement Altrbutes:
Marme ] Walie |
o
B Extended State Framed Protocl =
ED“H"Q and Remote Service-Type Framed
CCESE
3 Fultdink and
Bandwidth Allocation
Protocol [BAF)
4 IP Fiters
sty Encryption i Add... Edit Remoue
7] IP Settings =

Fieviouz | et I Firier Cancal

19. 168 W93 |wole.



l Completing New Network Policy

—- |

You have succassiully craated the following netwarl: palicy;
Wirelezs PEAP

Policy conditions:

Mfindows Groups WIRELES 5D amain Users
MAS Part Tups Wirgless - [EEE 80211
Authertication Tupe EAP

Policy settings:

Canditicn | Walue =
Authentication Method E&F

Access Permission Grant Access

|Update Moncompiant Clients Tue

MAF Enloicemert Allow full netwotk, access T
Framed-Frotacol FFF

Sarvice-Type Framed -

To close thiz vazard, click Finizh

Previous | pl= | Firizh | Canca| ]

pdlebé: 9> weulz o;_:gl Jlzoslzledd s odssu vog bdy IUlouold eds NPS Jduwelz
wpdV wg s PEAP |y IJuog.

[olB6 puvedpsu lJs Active Directory

pdlebé: Vs 03l IJpild sop IUlzevlb L@less wslule Ipuwedse eds IJledlo.

lope o3l steps in order to Ioe puwegpd 1Js IJ8less pglosle AD:

1. luewd |Js Start > Administrative Tools > Active Directory Users and Computers.

2. VS U6 9220 oadf puvwedps Active Directorygiaojé lJJpos9u) 9p wuuwse lJpeld
9o, wis Idplauw Idlspu W93 Idpuwasrpsu sldedess: slew, Idpuvasp.

3. Vs Ublyus Jlisy zoss - PUVLEIP: bed luwe Idpuwoésp IUJlgudds. sguegse o3l 1dpsld
Client1 Ws 29J "lUluwpe 1JIsJ" 9Client1 s 2 9d luwe cuwzsd 289d IJpuwedse. o9,
999 Next (IJolJs).



Mew Object - User Ed I

J Create in;  wirelesz.com/

Wi
Firzt narme: Iitials: IN
Last name:
Full name: uzerl M.

Ilzer logon name:

uzer] @ireless. com - I

Izer logon name [pre-wWindows 2000];
WIRELESS Lzer]

< Back I Mt » Canicel

4. B Uulgwsd JIiso 22685 - puwcede Sp wbEld JJes p9) pu leoshd Bs 2dd JJpd
IJea9s 90lds> ddps 1dp)s). [JEle wrass sew eds Idpuwedse oéss) JJpd IUpis) S
tlue IJlgesh IJelds Jogvesd 1U>¢9d 9lud) W9g Idelds.



Mew Object - User

_1 ) Create in:  wireless. com/
Fazzword: Im
Confirm pazswiord: I-"u sene

[ User must change pazsword at next logon
[ Uszer cannot change pazsword

[ Pazzword never expires

[T Account iz dizabled

< Back I

Mext >

Cancel

5. Vs Ubluus Jlisu 238> - puwedde lud) luoele.



Mew Object - User | x| I

_2 ) Create in:.  wireless. com/

When pou click Finigh, the following object will be created:

Full name: userl M. ;I

Uzer logon harme: ugerl Ewireless, com

[

< Back I Finizh I Cancel |

6. Jyy IJgbole pu 2 |Js 4 Jlouile puvlole puveddpsu luoldss.
lJozdd pu lduogs
lopw o3l steps in order to >89 wUbIsJY:

1.102e €0 P8 preogsd IJE>ps (SSID) gds zols IJepsd.



Currently connected to: o
Metwork 3
Internet access
Wireless Metwork Connection A
Microsoft_NPS All
MotoTest ﬂ!ﬂ
Dotlx ﬂ!ﬂ
WPA2-PSK M
dwlhhcatalog ﬂ!ﬂ
tac-test ﬂ!ﬂ
iPhone .-l“
Open Metwork and Shanng Center

m

2. olds pu logold IJgpsd wotle:




Currently connected to: *4

F=2 Network 3
Internet access

m

== Microsoft_NPS
Mo Internet access

Wireless Network Connection ~
Microsoft NPS Connected _, 1'11
MotoTest - 1'11
Dotlx - 1'11
WPA2-PSK M
lab-test - 1'11
dwlhhcatalog - 1'11
i

Open Metwork and Shaning Center

lweduld IJizble 9] oJlzol

pdlebé: o905 Cisco Lluwegsle IJoowg Jpwed ol i'a]olc lJJluwdIs sluodlzol. sop
29b ldewble Vs Ipegiu 1desde IUslsys 908 Jsuwe prdi6 eds Ideelde.

pdow o3l e, in order to uJo 1J L2 pol>$6 yupJ:

- OESSU SLoRsE Ieble purcas preses Ioowe - Ilouold IdJIuedds Iles
- set trace group-wireless-secure filter mac 0017.7c2f.b69a

pdoue 03l e, in order to uJo 1J dot1X AAA ehe:

- set trace wem-dot1x aaa p w9 debug
- set trace wem-dot1x aaa o, bz mac 0017.7c2f.b69a

pduw 03l e, in order to |queJee |J DHCP ghe:

- Gowb ouozse lble puucs fzale DHCP
- set trace dhcp gzbe oyuuz mac 0017.7c2f.b69a
pdue o3l e, inorder to gz IJoowe 9puve Ipeio 1Ups 8w

C OESSU wuwg guluo) IJozde Vs IJuble IJos opo ouodsool wowg 9luoe
- wwb wouge wem-dot1x aaa pus9s o dLoS)
- wgssu gled oo s WCM-dot1x aaa JI



- oEseU IMdses IUIBe,luoss Jdpuwoss IUlundds IUlew Jpreses IJocwe
- wessuU Elpd oo peeses IJoowg IJJluwdIds IUlps wJl Jbse
I>¢J IJio, show trace sys-filtered-trace Jg o |Jp ul)le:

[04/23/ 14 21:27:51.963 | ST 1 8151] 0017.7c2f.b69a Adding mobile on LWAPP AP
lcaa.076£.9e10 (0)

[04/23/ 14 21:27:51.963 | ST 2 8151] 0017.7c2f.b69a Local Policy: Created MSCB
Just AccessVLAN = 0 and SessionTineout is O and apfMsTinmeout is O

[04/23/ 14 21:27:51.963 | ST 8 8151] 0017. 7c2f.b69a Local Policy: Setting |oca
bridging VLAN nane VLANO0O20 and VLAN ID 20

[04/23/ 14 21:27:51.963 I ST 9 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client
[04/23/ 14 21:27:51.963 | ST a 8151] 0017.7c2f.b69a No Interface ACL used for
Wreless client in WM NGAC)
[04/23/ 14 21:27:51.963 I ST b 8151] 0017.7c2f.b69a Applying site-specific |IPv6
override for station 0017.7c2f.b69a - vapld 8, site 'test',

interface ' VLANOO20

[04/23/ 14 21:27:51.963 | ST ¢ 8151] 0017.7c2f.b69a Applying local bridging
Interface Policy for station 0017.7c2f.b69a - vlan 20,

interface ' VLANOO20

[04/23/ 14 21:27:51.963 I ST d 8151] 0017. 7c2f. b69a

**** | nside appl yLocal ProfilingPolicyAction ****

04/ 23/ 14 21:27:51.963 | ST f 8151] 0017. 7c2f. b69a Local Profiling Val ues
isvValidVWlan = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,
sessi onTi neout =0, isSessi onTORecdl nDel ete = 0 Protocol Map = 0 ,
appl yPol i cyAt Run= 0

[04/23/ 14 21:27:51.963 | ST 10 8151] 0017. 7c2f. b69a i pv4ACL =[],

i pv6ACL = [], inQS = [unknown], out QS = [unknown]

[04/23/14 21:27:51.963 IST 11 8151] 0017.7c2f.b69%9a STA - rates (4):
130 132 139 150 0 0 0 0 0 0 0O OO 0OOO
[04/23/14 21:27:51.963 IST 12 8151] 0017.7c2f.b69a STA - rates (12):
130 132 139 150 12 18 24 36 48 72 96 108 0 0 0 O

[04/23/14 21:27:51.963 IST 13 8151] 0017.7c2f.b69a Processing RSN IE type 48,
length 20 for mobile 0017.7c2f.b69a
[04/23/14 21:27:51.963 IST 14 8151] 0017.7c2f.b69a Received RSN IE with 0
PMKIDsfrom mobile 0017.7c2f.b69%a

[04/ 23/ 14 21:27:51.964 | ST 1b 8151] 0017. 7c2f. b69a Change state to AUTHCHECK
(2) last state START (0)

[04/23/ 14 21:27:51.964 | ST 1c 8151] 0017. 7c2f.b69a Change state to 8021X REQD
(3) last state AUTHCHECK (2)

[04/23/ 14 21:27:51.964 | ST 25 8151] 0017. 7c2f. b69a apfProcessAssocReq
(apf _80211. c: 6272) Changing state for mobile 0017.7c2f.b69a on AP
lcaa.076f£.9el1l0 from Associated to Associated

[04/23/ 14 21:27:51.971 | ST 26 8151] 0017.7c2f.b69a 1XA: Initiating

aut hentication

[04/23/ 14 21:27:51.971 | ST 27 8151] 0017.7c2f.b69a 1XA: Setting reauth

ti meout to 1800 seconds

[04/23/ 14 21:27:51.971 | ST 28 8151] 0017. 7c2f.b69a 1XK: Set Link Secure: 0

[04/23/ 14 21:27:51.971 | ST 29 8151] 0017.7c2f.b69a 1XA: Allocated uid 40
[04/23/ 14 21:27:51.971 | ST 2a 8151] 0017. 7c2f.b69a 1XA: cCalling Auth Mgr
to authenticate client 4975000000003e uid 40



[04/23/ 14 21:27:51.971
wireless client

[04/23/ 14 21:27:51.971

I ST 2b 8151] 0017.7c2f.b69a 1XA: Session Start from

| ST 2c¢ 8151] 0017.7c2f.b69a Session Manager Call dient

4975000000003e, uid 40, capwap id 7ae8c000000013, Fl ag 0, Audit-Session ID
0a6987b25357e2f f 00000028, method list Microsoft NPS, policy nane (null)

[ 04/ 23/ 14 21:27:51.971
[0017. 7c2f . b69a, Ca3]

I ST 2d 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
Session start request fromdient[1l] for 0017.7c2f.b69a

(et hod: Dot1X, method list: Mcrosoft_NPS, aaa id: 0x00000028), policy

[ 04/ 23/ 14 21:27:51.971
[0017. 7c2f . b69a, Ca3]

| ST 2e 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
- client iif_id: 4975000000003E, session |ID:

0a6987b25357e2f f 00000028 for 0017. 7c2f. b69a

[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f. b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]
[ 04/ 23/ 14 21:27:51. 972
[0017. 7c2f . b69a, Ca3]

[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.112
Microsoft_NPS
[04/ 23/ 14 21:27:52.112
[04/ 23/ 14 21:27:52.113
[0017. 7c2f . b69a, Ca3]
[04/ 23/ 14 21:27:52.113
[0017. 7c2f. b69a, Ca3]
[04/23/14 21:27:52.278

| ST 43 284] ACCESS- METHOD- DOT1X- DEB:
Posting ! EAP_RESTART on Cient 0x22000025
| ST 44 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enter connecting state

| ST 45 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: restart connecting

| ST 46 284] ACCESS- METHOD- DOT1X- DEB:
Posting RX_REQ on Cient 0x22000025

| ST 47 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: authenticating state entered
| ST 48 284] ACCESS- METHOD- DOT1X- DEB:
0x22000025: connecting aut henticating action
| ST 49 291] ACCESS- METHOD- DOT1X- DEB:
Posting AUTH_START for 0x22000025

| ST 4a 291] ACCESS- METHOD- DOT1X- DEB:
0x22000025: enteri ng request state

| ST 4b 291] ACCESS- METHOD- DOT1X- NOTF:
Sending EAPOL packet

| ST 4c 291] ACCESS- METHOD- DOT1X- | NFO.

Pl at form changed src mac of EAPOL packet
| ST 4d 291] ACCESS- METHOD- DOT1X- NOTF:
Sending out EAPOL packet

| ST 4e 291] ACCESS- METHOD- DOT1X- | NFO.
EAPOL packet sent to client 0x22000025

I ST 7d 211] Parsed CLID MAC Address = 0:23: 124: 47: 182: 154
| ST 7e 211] AAA SRV(00000000): process authen req
I ST 7f 211] AAA SRV(00000000): Authen method=SERVER_GROUP

I ST 80 211] AAA SRV(00000000): Selecting SG = DI AMETER
I ST 81 186] ACCESS- METHOD- DOT1X- | NFO.

Queuing an EAPOL pkt on Authenticator Q

| ST 82 291] ACCESS- METHOD- DOT1X- DEB:

Posting EAPOL_EAP for 0x22000025

IST 83 220] AAA SRV(00000000): protocol reply

GET_CHALLENGE_RESPONSE for Authentication

[04/23/14 21:27:52.278

IST 84 220] AAA SRV(00000000): Return Authentication

status=GET_CHALLENGE_RESPONSE

[04/23/14 21:27:52.278

IST 85 291] ACCESS-METHOD-DOT1X-DEB:[0017.7c2f.b69a,Ca3]

Posting EAP_REQ for 0x22000025

Isel sds v8s6 puele EAP:

[04/ 23/ 14 21:27:54.690
[04/ 23/ 14 21:27:54.690

I ST 12b 211] AAA SRV(00000000): process authen req
I ST 12c 211] AAA SRV(00000000): Authen

met hod=SERVER_GROUP M crosoft_NPS

[04/ 23/ 14 21:27:54.690

I ST 12d 211] AAA SRV(00000000): Sel ecting SG =



DI AVMETER

[04/ 23/ 14 21:27:54.694 |1 ST 12e 220] AAA SRV(00000000) :

for Authentica

[04/ 23/ 14 21:27:54.694 | ST 12f 220] AAA SRV(00000000) :

status=PASS

tion

protocol reply PASS

Return Authentication

[04/23/ 14 21:27:54.694 |1 ST 130 189] ACCESS- METHOD- DOT1X- | NFO

[0017. 7c2f. b69

[04/23/ 14 21:27:54.695 | ST 186 8151] 0017. 7c2f.

a

Ca3] Received an EAP SucceSsS

mobile - data forwarding is disabled

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

message (len 121)

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

PTK_START state (msg 2) fromnobile

[04/ 23/ 14 21:27
timer

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

WLAN=8

: 54,695 | ST 187
AP WLAN=8

706 | ST 188
fromnobile

706 | ST 189

: 54.
: 54.
:54.706 | ST 18a
:54.706 | ST 18b

:54.706 | ST 18c

WLAN=8 AP WLAN=8

:54.717 |1 ST 18d

nmessage (len 99) from nobile

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

:54.717 1 ST 18e

154,717 | ST 18f

PTKINITNEGOTIATING state (msg

[04/ 23/ 14 21:27

[04/ 23/ 14 21:27

:54.717 1 ST 190

:54.717 1ST 191

- updating PEM

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:

L2AUTHCOMPLETE

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:
[04/ 23/ 14 21:28:
[04/ 23/ 14 21:28:

20.20.20.5 mask

[04/ 23/ 14 21:28

54. 717 1 ST 192
54. 717 1 ST 193
(4) last state

58. 277 | ST 1df
58.277 1 ST 1e0
05.279 | ST 1lel
05.279 | ST 1e2
255.255.255.0

:05.306 IST 1f4

last state DHCP_REQD (7)

8151]
8151]
8151]
8151]
8151]
8151]
8151]
8151]

8151]

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017. 7c2f.

4) from mobile

8151]
8151]

8151]
8151]

0017. 7c2f.

0017. 7c2f.

0017. 7c2f.
0017. 7c2f.

8021X_REQD (3)

269]
269]
269]
269]

DHCPD:
DHCPD:
DHCPD:
DHCPD:

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a
b69a

Starting key exchange with

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key

1XK: Received EAPOL-key in

1XK: Stopping retransm ssion

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key
1XK: Received EAPOL-key in
1XK: Set Link Secure: 1

1XK: Key exchange conpl ete

apf Ms1xSt at el nc
Change state to

Sendi ng notification of DI SCOVER:
Sendi ng notification of DI SCOVER:
Addi ng binding to hash tree
DHCPOFFER notify setup address

8151] 0017. 7c2f. b69a Change state to RUN (20)
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