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clJé PEM oo o)6 eds eHuo el 1Ugpsd

IJozdsd po ¢dld £0o IJgpsd souozse idble ladl sebdo pud Bop wguo 2ldle spale
I>¢lJ IJbl s (PEM) gzlJle APF.

Start—IJz1Js 1JisJsé JIogld gpsd 280

AUTHCHECK—WLAN Jsso ywslwé puol>§o L2 JJ,o.

8021X_REQD—szw gJs IJgpsd luwodpld puol> 96 802.1x.

L2AUTHCOMPLETE—yze IJg psd B luole woz L2. spdy o wuedd IJepdss 1J1 [Js
wsluwlo IJpuwess IJelde (guslo IJogde: puol> 86 [J9sw 90U3l). o)yuwd 9236 Idwedp
ledlo IJoodd Jogde pedople L3 po 9sle IJoedpe 1JiE)s 131 JIg 03l gpsd wesld B
USUw pgeses IJoudd.

Szw €Js WEP_REQD—Client |Jpld pol> 90 WEP.

seJe DHCP_REQD—Controller gu9lo L3 oo IJg psd: 91J3s sop lol wsluubbs bJo ARP g
bJo DHCP Iy wzasso: 9 wsluwbs 1Jpedople IJos sop wedpol pu sesle Idoede IUig)s
B pzeoed lJoudd. o DHCP sobdo sJs sdpw eJs IJ WLAN. b gl DHCP g 2,956
pEJIPS lpwogpdo.

Sew £Js WebAUTH_REQD—Client |Jold pol> 86 lJ9sw. (Uusluvo L3)

Sew lu sB89e 1Jg psd central_webauth_reqd_client U]Jeld wuwesd 1U>g9J 1Js CWA.
cuwlb) WLC |guedle CoA.

wuze Run—Client W 1Jpld gusluwle L2 9 L3 1delbdsws ssywelse IUlo buwld 2yI6 039,
Joslole s Iduvods.

obo) lduvsubsgole 1Jpesss gbolb wozse i'aJoIc iuuluu.__sé:JJodg._golo lJglbiss [ ulisg o
Vs ltooble IUleuold IUdigedds: sldes ooy Idpedele IUlguluss oldgb 1Jgled.

IJuvsobsy 1 eobo 1de)s) s ldpdve wuvdd Lorse
Je o> 86 WPA/WPA2 PSK £ Js 1Jg o5

<#froot>

(Cisco Controller) >show client detail 24:77:03:19:fb:70

Client MAC AdAress. . ...t i 24:77:03:19:fb: 70
Client Username ........ouveiiennennennennnennenns N/A

AP MAC AddressS. .. .vviii ittt it tentnersanennnns ec:c8:82:a4:5b:c0
AP NaMB. . . . Shankar _AP_1042
AP radio sTot TId......uviiiiiniininnnnnennennnns 1

Cient State........... i Associ at ed



Client NAC OOB State......cviiinrnnennnnnnennennn Access

Wireless LAN Id..... .o iiiaaeeeens 5
Hotspot (802.10U) .. vciin i it e et eananennns Not Supported
BSSI D, .o ec: c8:82: a4:5b: cb
Connected FOr ...ttt et e e e naens 0 secs
Channel . ... i e et e s 44
IP Address. ..o et e e Unknown
Gateway Address..........iiiiiiiinnnnnnnnnnnnnnns Unknown
Netmask. ..o e e Unknown
Association Id...... ..ot 1
Authentication Algorithm............. ... ..., Open System
Reason Code. ....cuii ittt e e 1
Status Code. ..o e e 0
SeSSToN TiMeOUL . .o v vt i it i a e eaaeee e 0
Client COX VErSTON. .ot vttt e i iae e e e naaanns 4
Client E2E VersSioN. ... .uuiiiie e innannnns 1
QOS LeveTl. .t it i et e e et e Silver
Avg data Rate.....vuiiii i e 0
Burst data Rate...... ..ottt iiiaee e 0
Avg Real time data Rate.........ooiiiiiiininnnann. 0
Burst Real Time data Rate............iiiininnnnn.. 0
802.1P Priority Tag. . «eueeeernnnnnneeennnnnneeens 2
CTS Security Group Tag....vvvrrrrnenennnnnnnnnnns Not Applicable
KTS CAC Capabidity .o e e e e i i eeenens No
L Y T o o o J o EnabTed

APSD ACS. ittt et e e i BK BE VI VO
Power Save. ... ..t s OFF
Current Rate.......vviiiiii ittt et e e e e e e ml5

Supported RatesS.....cuiiiiiiii ittt i 6.0,9.0,12.0,18.0,24.0,36.0,



Mobility State.....cuiiiiiiii it e it e e eaannn None
MobiTity Move Count......c.cuiiiimiinniannnnnnnnnn 0

Security Policy Completed......... ... No

Policy Manager State............... ... ... ... 8021X REQD

***This proves client is struggling to clear Layer-2 authentication.
It means we have to move to debug to understand where in L-2 we are failing

Policy Manager Rule Created..........cvvuuuuvnnn. Yes

Audit Session ID.......uueisiinnnnaieinnnnnneenn none

AAA ROTE TYPO. t ittt ittt ettt ennnnns none

Local Policy Applied. ... .o none

IPVA ACL Name. ittt ittt ittt s anes none
FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......uiiiniinnnnnnnnnnnnn Unavailable
IPVOE ACL Name. ..ottt ittt sa e none

IPv6 ACL Applied StatuS......viiiniinnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ...ttt i eeaaanennns none

Layer2 ACL Applied StatuS.......oviiiinnnnnnnnnnn Unavailable
MDNS StatusS. ... ouiiiii ittt ittt e e e e i e e e e Enabled
MDNS Profile Name......... .ottt default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt i e e, WPA2
Authentication Key Management...............c..... PSK
Encryption Cipher.. ...ttt CCMP (AES)
Protected Management Frame ............ouuuuvnnnn No
Management Frame Protection...................... No

EAP Ty . ittt i et et Unknown
Interface. ..o e e vlan2l

VAN . L e e 21
Quarantine VLAN. . ... ...ttt i e e eaaanens 0

ACCeSS VLAN. .ttt ittt ittt et et e e aens 21



Client Capabilities:

CF Pollable......covvvii e e i e e e e e e Not implemented
CF Poll Request......vviiiiiiiiiinnnnnns Not implemented
Short Preamble...... ... ., Not implemented
2 Not implemented
Channel Agility...oereriinini e Not implemented
Listen Interval......c.oouiiiiiiinnnnennnnnn 10

Fast BSS Transition........coeuiiiinnnnnnnnn. Not implemented

Client Wifi Direct Capabilities:

WFD capable. ...ttt nenn No
Manged WFD capable.........ccciviiiiinn... No
Cross Connection Capable.............co.o.. No
Support Concurrent Operation............... No

Fast BSS Transition Details:

Client Statistics:

Number of Bytes Received................... 423
Number of Bytes Sent.............ccviuunn. 429
Number of Packets Received................. 3
Number of Packets Sent..................... 4
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries............covueeonn. 0
Number of RTS Retries..........ciiiuiueenn. 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0

Number of Mic Failured Packets............. 0



Number of Mic Missing Packets..............

Number of RA Packets Dropped...............

Number of Policy Errors...............c.....

Radio Signal Strength Indicator............

Signal to Noise Ratio.................vou.

Client Rate Limiting Statistics:

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

Number

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

of

Data Packets Received............
Data Rx Packets Dropped..........
Data Bytes Received..............
Data Rx Bytes Dropped............
Realtime Packets Received........
Realtime Rx Packets Dropped......
Realtime Bytes Received..........
Realtime Rx Bytes Dropped........
Data Packets Sent................
Data Tx Packets Dropped..........
Data Bytes Sent..................
Data Tx Bytes Dropped............
Realtime Packets Sent............
Realtime Tx Packets Dropped......
Realtime Bytes Sent..............

Realtime Tx Bytes Dropped........

Nearby AP Statistics:

Shankar_AP_1602(slot 0)

antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn

antennal: 0 SECS AQ0. .. uunnvnrnrnrrnnnn

Shankar_AP_1602(slot 1)

antennal: 1 SeCS aQg0....uuuuunvnrnrrrrennn

antennal: 1 SECS aQg0. .. uueeuuunnnnnnnnnn.

Shankar_AP_3502(slot 0)

antennal: 0 SeCS aQ0. .. uuuunnvnrnvnrrnnnn



antennal: 0 SECS AQ0. .. uunnvnvnrnrrnnnn -83 dBm
Shankar_AP_1042(sTot 0)

antennal: 0 SeCS aQg0. .. uuuunnvnrnvnrrnnnn -32 dBm

antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -41 dBm
Shankar_AP_1042(slot 1)

antennal: 0 SeCS aQg0. .. uuuivnvnvnvnrrnnnn -50 dBm

antennal: 0 SECS AQ0. .. uuvnvnrnrnrrnnnn -42 dBm

DNS Server details:

DNS server IP ...ttt 0.0.0.0
DNS server IP ...ttt 0.0.0.0

Assisted Roaming Prediction List details:

Client Dhcp Required: False

Allowed (URL)IP Addresses

wedsd gpsd cuoese IJigble:

<#froot>

(Cisco Controller) >debug client 24:77:03:19:fb:70

*apf MsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb: 70 Association received fromnmobile on BSSI D 08: cc

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Global 200 Clients are allowed to AP radio

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Max Client Trap Threshold: 0 cur: 0

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Rf profile 600 Clients are allowed to AP wlan

*apfMsConnTask_4: May 07 17:03:56.060: 24:77:03:19:fb:70 Applying Interface policy on Mobile, role Unas



*apfMsConnTask_4:

*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

*apf MsConnTask_4:

May

May

May

May

May

May

May

May

May

May

May

May

May

**%*Client entering L2

*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:
*apfMsConnTask_4:

*apfMsConnTask_4:

May
May
May
May

May

07 17:03:56.060: 24:77:

07 17:03:56.060: 24:77:

07 17:03:56.060: 24:77:

07 17:03:56.060: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77

authentication stage

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.061: 24:77:

07 17:03:56.062: 24:77:

07 17:03:56.062: 24:77:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70

Re-applying interface policy for client

0.0.0.0 START (0) Changing IPv4 ACL 'none' (AC
0.0.0.0 START (0) Changing IPv6 ACL 'none' (AC
apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:4795 setting Central switched
In processSsidIE:4798 apVapIld = 5 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (8): 140 18 24 36 48 72 96 108 0 0
suppRates statusCode is 0 and gotSuppRatesETel
Processing RSN IE type 48, length 22 for mobil
pemApfDeleteMobileStation2: APF_MS_PEM_WAIT_L2.
0.0.0.0 START (0) Deleted mobile LWAPP rule on
Updated location for station old AP ec:c8:82:a
Updating AID for REAP AP Client 08:cc:68:67:1f
0.0.0.0 START (0) Initializing policy

0.0.0.0 START (0) Change state to AUTHCHECK (2

0.0.0.0 AUTHCHECK (2) Change state to 8021X REC(

Central switch is TRUE

Not Using WMM Compliance code qosCap 00
0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:333) Changing sta



*apfMsConnTask_4: May 07

*apfMsConnTask_4: May 07

*apfMsConnTask_4: May 07

*apfMsConnTask_4: May 07

*apfMsConnTask_4: May 07

*spamApTask3: May 07
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

*Dotlx_NW_MsgTask_0:

24:77:03:19:fb: 70 Found an cache entry for

17:03:56.065:

May
May
May
May
May
May

May

May

May
May
May
May
May
May

May

17:

17:

17:

17:

17:

07

07

07

07

07

07

07

07

07

07

07

07

07

07

07

03:

03:

03:

03:

03:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

56.

56.

56.

56.

56.

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

062:

062:

062:

062:

062:

24:77

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

56.

24

24

24

24

24

065:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

066:

*Dot 1x_NW MsgTask_0: May 07 17:03:56. 066:

*Dot 1x_NW MsgTask_0: May 07 17:03:56. 066:

:77:03:19:fb:70 apfPemAddUser2:session timeout forstation 24:7

:77:03:19:fb:70 Stopping deletion of Mobile Station: (callerId

:77:03:19:fb:70 Func: apfPemAddUser2, Ms Timeout = 0, Session

:77:03:19:fb:70 Sending Assoc Response to station on BSSID 08:

:77:03:19:fb:70 apfProcessAssocReq (apf_80211.c:8292) Changing

24:77:03:19:fb:70
24:77:03:19:fb:70
24:77:03:19:fb:70
24:77:03:19:fb:70
24:77:03:19:fb:70
24:77:03:19:fb:70

New PMKID: (16)

[0000] d7 57

24:77:03:19:fb:70
24:77:03:19:fb:70
24:77:03:19:fb:70

24:77:03:19:fb:70

:03:19:fb:70 Sent 1x initiate message to multi thread task for

Creating a PKC PMKID Cache entry for statio
Resetting MSCB PMK Cache Entry 0 for statio
Removing BSSID ec:c8:82:a4:5b:cb from PMKID
Setting active key cache index 0 ---> 8
Setting active key cache index 8 ---> 0

Adding BSSID 08:cc:68:67:1f:fb to PMKID cac

8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

Initiating RSN PSK to mobile 24:77:03:19:fb
EAP-PARAM Debug - eap-params for Wlan-Id :5
dotlx - moving mobile 24:77:03:19:fb:70 int

EAPOL Header:

00000000: 02 03 00 5f

24:77:03:19:fb:70

Found an cache entry for BSSID 08:cc:68:67:

BSSID 08:cc:68:67:1f:fb in PMKID cache at index 0 of station

Including PWKID in ML (16)

[0000] d7 57 8e ff 2b 27 01 4e 93 39 Ob 1c 1f 46 d2 da

*Dot 1x_NW MsgTask_0: May 07 17:03:56.066: 24:77:03:19:fb:70 Starting key exchange to nobile 24:77:03: 19:



*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066:

state I NITPMK (nessage 1),

repl ay

count

*Dot 1x_NW MsgTask_0: May 07 17:03: 56. 066:

state I NITPMK (nessage 1),

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*o0sapi BsnTi mer:

07 17:03:56.

07

07

07

07

07

07

07

07 17:03:56.

17:

17:

17:

17:

17:

17:

17:

repl ay

03:

03:

03:

03:

03:

03:

03:

56.

56.

56.

56.

56.

56.

56.

count

066:

066:

066:

066:

066:

069:

069:

069:

069:

24:

er

24:

er

24:

24:

24:

24:

24:

24:

24:

24:

24:77:03:19:fh:

77

00.

77

00.

77:

77:

77:

77:

77:

77:

77:

77:

03:

00.

03:

00.

03:

03:

03:

03:

03:

03:

03:

03:

19:

00.

19:

00.

19:

19:

19:

19:

19:

19:

19

19:

00.

:fb:

fb:

fb:

fb:

fb:

fb:

fb:

fb:

170

. 00.

170

00.

70

70

70

70

70

70

70

70

70

Sendi ng EAPOL- Key Message to nobile 24:77: 0
00. 00. 00
Sendi ng EAPOL- Key Message to nobile 24:77: 0

00. 00. 00

Allocating EAP Pkt for retransmission to mo
mscb->apfMsLwappLradNhMac = b0O:fa:eb:b8:f5:

mscb->apfMsBssid = 08:cc:68:67:1f:f0 msch-

dotlxcb->snapOrg

00 00 00 dotlxcb->eapol
mscb->apfMsLwappMwarPort = 5246 mscb->apfM
Received EAPOL-Key from mobile 24:77:03:19:
Ignoring invalid EAPOL version (1) in EAPOL
Received EAPOL-key in PTK_START state (mess

Received EAPOL-key M2 with invalid MIC from

May 07 17:03:56.364: 24:77:03:19:fb: 70 802.1x 'timeoutEvt' Timer expired for station 24:

#*%]--—- MIC error due to wrong preshared key

*dot 1xMsgTask:

*dotlxMsgTask:
*dotlxMsgTask:
*dotlxMsgTask:

*dotlxMsgTask:

May 07 17:

May 07 17:
May 07 17:
May 07 17:

May 07 17:

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*Dotlx_NW_MsgTask_0: May

*o0sapi BsnTi mer:

#**%|--—- MIC error due to wrong preshared key

lJoob

03:

03:

03:

03:

03:

07

07

07

07

56.

56.

56.

56.

56.

17:

17:

17:

17:

364

24:77:

364:

364:

365:

365:

24:77:

24:77:

24:77:

24:77:

03:56.366:

03:56.366:

03:56.366:

03:56.366:

03:

03:

03:

03:

03:

24:

24:

24:

24:

19:

19:

19:

19:

19

77:

77:

77:

77:

fb:

fb:

fb:

:fb:

03:

03:

03:

03:

170 Retransnmit 1 of EAPOL-Key ML (length 121) for nobi

70 mscb->apfMsLwappLradNhMac = b0:fa:eb:b8:f5:12 msc

70

70

70

19

19

19

19

mscb->apfMsBssid = 08:cc:68:67:1f:f0 mscb->apfMs

dotlxcb->snapOrg

00 00 00 dotlxcb->eapolWepBit

mscb->apfMsLwappMwarPort = 5246 mschb->apfMsLwapp

:fb:70 Received EAPOL-Key from mobile 24:77:03:19:

:fb:70 Ignoring invalid EAPOL version (1) in EAPOL

:fb:70 Received EAPOL-key in PTK_START state (mess

:fb:70 Received EAPOL-key M2 with invalid MIC from

May 07 17:03:56.764: 24:77:03:19:fb: 70 802.1x 'timeoutEvt' Timer expired for station 24:



E_J.S |.J_)é_|p P timeoutEvt i pdolz M2 8> sy lze i§Ub| IJs itblc 3 wyulpe IJouvgsd/ubl§s 9lgos [Jvwds (NIC).
Il Tes 19 1deusldd Gvsse! 09 IJpuwogse IUss $3td wslule lesels Es) wozses JIJes pi9) PSK (Idg)9u
IJgluodldeuwluwd JJzlds 1Jee8 8956 9l s 3JY) 98, B>y eds IUlouald.

IJuwsobss 20 Buivd sob Luples 1dolewd 1dJIuvdds (792x/9971) pg IUleuold 1dJlundds "séls) polo s 10gsp6"

Upoze: S Lacle owalgle Loled 7925G o AP- G i Llleol): I seblod vog 2936 £306 TSPEC

Jalals
WLAN pg 09lod wy909d9d IJloeyow (IP) 1IJJlgwddss 1Jp9esé po Cisco.
cdlpagd Iaoidds

Jl o dwd AIR-CT5508-50-K9// IUulez Idoluws Idos wew oy@swel Jdeglawd 99236 IJwede IJJIunddss gpdsle ouvesd
IJoglees.

OUOTST IJi'aJoIc slduwedle:

<ffroot>

apf MsConnTask_1: xx xXx xx:50:xx.xxx: 1x:xx:1x:xx:XxX:xx Association received frommobile on AP 3x: xX: cX: ¢

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx 0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Applying site-specific Local Bridging override

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Applying Local Bridging Interface Policy for st
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx processSsidIE statusCode is 0 and status is O

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx processSsidIE ssid_done_flag is 0 finish_flag

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx STA - rates (4): 130 132 139150 000000 0

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:Xxx:xx:xx suppRates statusCode is 0 and gotSuppRatesElem
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx STA - rates (12): 130 132 139 150 12 18 24 36 4
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx extSuppRates statusCode is 0 and gotExtSuppRat
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Processing RSN IE type 48, Tength 22 for mobile
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1Ix:xx:xx:xx CCKM: Mobile is using CCKM

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Received RSN IE with 0 PMKIDs from mobile 1x:xx
*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Setting active key cache index 8 ---> 8

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx unsetting PmkIdValidatedByAp


https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872
https://community.cisco.com/t5/wireless-mobility-knowledge-base/7925g-handsets-failing-association-to-ap-call-failed-tspec-qos/ta-p/3140872

*apfMsConnTask_1: xx xXx xX:50:xx.xxX: Ix:xx:1x:xx:xx:xx Sending Assoc Response to station on BSSID 3x:x

*apfMsConnTask_1: xx xx xx:50:xx.xxx: Ix:xx:1x:xx:xx:xx Scheduling deletion of Mobile Station: (caller

Vol P Call Failure: '1x:xx:1x:xx:xx:xx'" client, detected by 'xx-xx-xx' AP on radio type '802.11b/g"'. Re:

***Means platinum QoS was not configured on WLAN

1x:xx PM

Client Excluded: MACAddress: 1x: xx: 1x: xx: xx: Xxx Base Radi o MAC : 3x: xx: cx: 9x: x0: x0 Slot: 1 User Nane: dwpv\

Ida@u

sbo, wuoese IJigble eds gouo) IJoedpe B IUuvwds 1dpedss IJJlundIdss (WLC) Iu 79256 s yivd B IUIBolo 2se
OzE w86 IUsuosd L) 2ldé l9esly ey 201.

Soze d3JI s bde psluodle 2596 p)9) IJoslole (TSPEC) pu 8 o uwples IJoled wuwew cdasy yveds WLAN. sop
oId9su IJuiwds Idpedss IJJluvdIdss (WLAN) b,ls 7925G IJos welod IJlouold wpdld wg s 2956 1Ugses (Q0S) Buos
(ews 0.3) sdsuw wldlosus (zus 6:7) Jpl 09 pbbdgw. $938 3JI Us £3p wblou@ TSPEC Jg),Js 0,9, Iduosal/ewbd bl Idle)le
p0 uweled IJolows py gdld IJubwds IJpedss IJJluuddss (WLAN): 908s wolss IJpbld ;8o oo w§bs 19 09J.

Se wlousle Uveds prdss Jluwddss (WLAN) 23536 pu ¢dld pdSd wersd 2936 1226 (Q0S) JJwdlosusye tuosuel Joslod
IJoslewd Ipze9Js byl 7925G. Jol p wdsswel 9088l JIdod IUppluwle IJpgpsd woli 9dpl 09 ppss B sJsd wuivy IJzsd
7925G:

Swper? wdsuol wubdd Loz S td IJpundJs.

[Juovsobsy 3: gpsd pdyo J WPA 9JIJu AP pdey B9 J WPA2

aoeg st gbls 1geesd <mac addr>:

<tfroot>

Wed May 7 10:51:37 2014: xx.XX.XX.XX.XxX.xx Scheduling deletion of Mobile
Station: (callerld: 23) in 5 seconds
Wed May 7 10:51:37 2014: XX.XX.XX.XX.XX.XX apfProcessProbeReq

(apf_80211.¢:4057) Changing state for mobile XX.XX.XX.XX.XX.Xx on AP

fromldle to Probe


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/7925g/7_0/english/deployment/guide/7925dply.pdf

***Controller adds the new client, noving into probing status

Wed May 7 10:51:37 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:38 2014: xx.xX.XX.XX.XX.XX Scheduling deletion of Mobile

Station: (callerId: 24) in 5 seconds

***AP is reporting probe activity every 500 ns as configured

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:41 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.xXX.XX.XxX.XxX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.xXX.XX.XxX.XxX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.XX.XX.XxX.XxX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:44 2014: xx.xX.xXX.XX.XX.XX Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed May 7 10:51:49 2014: xx.xx.xX.xX.xX.xXx apfMsExpireCallback (apf_ms.c:433)

Expiring Mobile!



Wed May 7 10:51:49 2014: xx.xX.xX.xX.xXX.xX 0.0.0.0 START (0) Deleted mobile
LWAPP rule on AP []
Wed May 7 10:51:49 2014: xx.XX.XX.XX.XX.xx Deleting mobile on AP

®

***After 5 seconds of inactivity, client is deleted, never noved into authentication or association phas

IJuvsobss 4: cedsd 19l Ibzle 9lJizows AAA

Coag et UiEhls 1ahd s Ot sdo Jegaut IdugdIc 1pcisdes:
(9228 IJopdp po Cisco) > gaslo wuag st Jighls dis mac <mac>
(9236 IdwpIp pu Cisco) > wadsg gl ciuag sz 1ighls AAA

(is)

(9228 IJezdp pu Cisco) > gasd Coag et dighkls <mac>

(9226 IJopIp pu Cisco) > cadid ipdé cuag sz 1ighls AAA
(9226 IJopIp pu Cisco) > cady ighls cuag sz I0ighls AAA

S8 Suid louold AAA Lluuile pdlises SNMP: 31 ¢ wpdso Idpdlispele.

peld eds [ole ouorse IJigble <snipped>:

<tfroot>

*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Invalid RADIUS message authenticator for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 RADIUS message verification failed from server 10.50.0.74 with id=213. Possible secref
*radiusTransportThread: Mar 26 17:54:58.054: 70:f1:a1:69:7b:e7 Returning AAA Error 'Authentication Failed' (-4) for mobile 70:f1:a1:69:7b:e7
*radiusTransportThread: Mar 26 17:54:58.054: AuthorizationResponse: 0x4259f944

Ret urni ng AAA Error 'Success' (0) for nobile

Successful Authentication happened, AAA returns access-accept prior to Success (0) to confirm the same.

Returning AAA Error 'CQut of Menory' (-2) for nobile

**%jt's the rare reason. Cisco bug ID CSCudl12582


https://tools.cisco.com/bugsearch/bug/CSCud12582

Returning AAA Error 'Authentication Failed (-4) for nobile

B

*its the most common reason seen

IJlpwole 1Jpzeeds:

o ewwlo puwese 9lls I p9) £y LolJrs.

o Jposses Jsuw euesl wldeeld: luosl eds zluw AD.



o Jloged prplo lduvoble wouudd Logse.
o loooes wadlzss yiolhs 1ghe Iy Jp wes G IUluwedsle.
* opodasu RADIUS wwdd ) wozise:
© e el pdele 1dsuesd v dd £ LorST - 908 2uwluw Jelds 12y (993J SSID).
o wpdsY wuoesele Microsoft.
* p3dule EAP.
+ luwdow EAPES) Lozt we odasue eds IJgpsd/IJebe.
o louoos wodless uols IJgpsd 19 luol g,y puweeses.
p0Js ¢lol Return AAA (-5) JJeslJ
ebe AAA IUss sogds Isuesd [dse: powsel wduid 1Jg psd.-

pd’;UZ

<ffroot>

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Max retransmission of Access-Request (id 100) to 209.165.200.254 reached for mobile 00:13:ce:1a:92:41
Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 [Error] Client requested no retries for mobile 00:13:CE:1A:92:41

Wed Cct 26 20: 08:50 2011: 00: 13:ce: 1a: 92:41 Returning AAA Error 'Tineout' (-5) for nobile 00:13:ce: la: 92

Wed Cct 26 20: 08:50 2011: 00: 13:ce: 1a: 92: 41 Processing AAA Error 'Tinmeout' (-5) for nobile 00:13:ce: la: ¢
Wed Cct 26 20: 08:50 2011: 00: 13:ce: 1a: 92:41 Sent Deauthenticate to nobile on BSSID 00: Ob: 85: 76: d3: e0 sl c

Wed Oct 26 20:08:50 2011: 00:13:ce:1a:92:41 Scheduling deletion of Mobile Station: (callerId: 65) in 10

Lele elol AAASIs (-6) JJzold

IJuwed €5, pobluds. sHuwd AAA Gued £5) LOTSTYIES) PUlUwS (o Elbis) Es) pd09pdlprgld§s pg WLC. syumd WLC
Juwlds Deauth, pow9es wyuwlds bl slgds. pold: WU pe)d wuoese IJigble oo Cisco CSCum83894 AAA Interna Error

IJpob 96 pg pwele €5y pE19D9E O Jusd 1909

ro&UZ

*radiusTransportThread: Feb 21 12:14:36.109: Aborting ATTR processing 599 (avp 26/6) *radiusTransportThread: Feb 21 12:14:36.109: 40:f0:2f:11:89:fc


https://tools.cisco.com/bugsearch/bug/CSCum83894

Lele bl AAA Jl s9z> ¢be (-7) JJzslJ.
Jp sop ©daso RADIUS L undJ Loz 8/is cdosu &) peoe> G Iluwegsle.

pC;UZ

*Jun 22 20:32:10.229: 00:21:€9:57:3c:bf Returning AAA Error 'No Server' (-7) for mobile 00:21:€9:57:3c:bf * Jun 22 20:32:10.229: AuthorizationRespons

IJuwsobess 5 vud IJgpsd s 118wl wudbs Idsoed (AP)

wuorse Jigble IJpuuoge:

debug client <mac addr>

IJuwedle Idesls wpdsdol:

Luwld luvezlos ASSOC U 1Upzlos o BSSID 00:26:ch:94:44:0 (IJz1Jé 0) APvapld 1 ot 0

« g0t 0=b/g24) zol; JluvJds

o dotl=,bss A®B)

e Suwwdeldé luwoglos ASSOC 0= uelz

s bse 1) £, 1J2lJs 0 09 IS .

Sedu ldeey) eds uess elds luweelos UGl Ideuve,ds eds:

IJuvsobsy 6: Gbg loyold 1dgpsd vuwww luwole pods IJgpsd

ouoese IJigble Ipvegsp:

debug client <mac addr>

IJuwedle Idesls wpdsdol

e wdBs pods 908 1JEesd pu 0w 8bs U9 osd 00:26:ch:94:44:¢0. slot 0 J STA 00:1e:8c:0f:a4:57
apfMsDeleteByMschb Schedule mobile JJz3.9 pg deleteReason 4. reasonCode 4

239J6 230 lJpzlos IUpowdJds: (perd IJpood: 30) BOs oluss 96


https://community.cisco.com/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

apfMsExpiredCallback (apf_ms.c:608) Uiao;é lJpzeods IJos wuwos uodleswol!

o buwld 36 [JEle IJpuolb 86 |Js 1Jize6 1Upze9ds £Js BSSID 00:26:ch:94:44:c0 slot 0(1J e o J apf_ms.c:5094)
AT

ST W 8 0d8s IS p)9) pu lUgpsd.

IJp>6 IJIS el osé os 300 luss.
Jgd

3shé pods IJgpsd el wuvdd gle pu WLC GUI>>Controller>>General. I9 JJJ WLAN oo WLC GUI>WLAN>I D>>Advanced.

IJuvsolsy 7: luole hoolb IUgpsd ouweu luwole pods lJgduwd

ouoese IJigble IJpuvegs e

debug client <mac addr>

[Juwedlo [Jpl> cedsdol:

apfMsExpireCallback (apf_ms.c:608) Expiring Mobile! apfMsExpireM obileStation (apf_ms.c:5009) Changing state for mobile 00:1e:8c:0f:a4:57 on AP Of

1eg s s

S IS 1Ups6 1Upza9ds (IJ1de )l uos 1800 wluss).
lool w8, 0 eds puwwese WebAULh )6 1¢)s.

Jzd

5sss pods zduws IJgpd 19 websdel JJJ ivwds WLAN po WLC GUISWLAN>I D>Advanced.

[Juvsobsy 8: Wuod Idgpsd vuvew wéssile duveds Idpedss IUJluvddss (WLAN)

ouoese IJigble 1Jpuegs e

debug client <mac addr>

wved lds IJeedsd:

apfSendDisAssocMsgDebug (apf_80211.¢:1855) Changing state for mobile 00:1e:8c:0f:a4:57 on AP 00:26:ch:94:44:c0 from Associated to Disassociated



1dag Vs s
Jogssd uveds WLAN Vi@é b)s596 sgz) Ubwdd WLAN 95885 wpdsuol.
Jgd

903l 09 I wded IJpwsde. ews lple wessle eds IUuvwds Idpedss IUJluvddss (WLAN) s IJgpdle 9588590 1JIBw)lo.

IJowsubss 9: Wuod Igpsd cuvow 1Uedd 1Jsr9s e WLC

wuorse Jigble IJpuwoge:

debug client <mac addr>

wved IJs Joedsd:

apfMsDeleteByMsch Scheduling mobile for deletion with deleteReason 6, reasonCode 1 Scheduling deletion of Mobile Station: (callerld: 30) in 1 seconds

gl s

e0 9lzod IJpwetse Idyumwspss (GUI): IJs 1Jg psd

o0 9lz06 Lulbo, 1JIsle,: config client deauthenticate <mac addr ess>
Idowsolss 10: [Ugle 1Geolo 1Jgpsd worwo lowole pods 1Jpuol> 66

ouoese IJigble 1Jpvegs e

debug client <mac addr>

wved IJs Joedsd:

Retransmit failure for EAPOL-Key M3 to mobile 00:1e:8c:0f:a4:57, retransmit count 3, msch deauth count O Sent Deauthenticate to mobile on BSSID 00::

1dag) s s
wp ldsued IJs IJes IJiéuos puU gpdsle lgbs IUbuwld JJpeuol> 96 |3 oubd lJpddlose.

\Jgd



Gzuolepse wyvler wugsd Uepsd sodsso Idiplo slduuoble 9pl [Js 3J9.

IJuwsobss 11: Buod IUg psd wuvon lebs Loulb sy AP (IJbl$s/1J30ls)

ouoese IJigble 1Jpuvegs e

debug client <mac addr>

wed s Ideedsd:

Cleaning up state for STA 00:1e:8c:0f:a4:57 due to event for AP 00:26:ch:94:44:¢c0(0) apfSendDisAssocM sgDebug (apf_80211.¢:1855) Changing state for

eg s
@9 v b6 1J9Lo9d wWOLod IJgpdle 9JYu Jl ©§9p 9226 IJoedpe Vs Iduveds IUpedss [JJlgudIdss (WLC) v IJDsgld.
WJed

Wowdsd Ipcsde.

IJowsobes 12 puvdJle gpsd Symantec Ulowegsle pesl 802.1X "timeoutEvt”
pul B

lowow Lodleséd IUgpdle 1U3s0 S89090 vounésd wyulpz Symantec pg 1, wlds 802.1X timeoutEvt. Timer JJpez s 9JJyuwlds =
M3

Jlswop |Jeld gpdss EAPEapol: g o IJubb) g0 ,bsy AIG Idpuwese eds wlbl§é Intel/Broadcom. Jl w9gs puvdJs gus
luweéslp WEP. WPA-PSK.

Idagls s

J9> WLC g5, pop.

APs- JJ Idb,lj - IJIJ B 1Ugog [dpeds.
WLAN 3 - WPA2+802.1X PEAP + MSHCAPV 2

¢l RADIUS NPS 2008.

Op SEusS wolpz Symantec Jedldzs IJBs 9umle eds zest 1206 IUdpussc).
Iuweése ASUS 9 Broadcom g Intel - win7 9 win-xp.

oblp lJogvgsd Idecle, - uble IJogbgsd Windows 7 9 XP



IJpolsis IJJlgudds IJpeie, - Intel(6205) 9 Broadcom

[Juwlis @/ lJpuweses ldpuole - 15.2.0.19. iuuo'@ro lJouwwses IJisods.

Idluadizdzd

websd zplsd Iduvods 9zl IJzelss po Symantec g Win7 9 XP. [uol puvdJs Symantec pg wblps [Jouvgsd Win7 9 XP.

&)z wuoese IJigble:

*dotIxMsgTask: Apr 12 11:45:39.335: 84:3a:4b:7a:d5:ac Retransmit 1 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af

*dotIxMsgTask: Apr 12 11:45:44.336: 84:3a4b:7a:d5:ac Retransmit 2 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af
*dotIxMsgTask: Apr 12 11:45:49.336: 84:3a:4b:7a:d5:ac Retransmit 3 of EAPOL-Key M3 (length 155) for mobile 84:3a:4b:7a:d5:ac * osapiBsnTimer: Af




adizEs: o925 podlips B 15.2 (whbo, lsuol B uuwg uwlwds) eds IJuzs IJolds:
-sewed IJgpsd eds M1 po AP

Jepesd suuvd M2

-Sewed Idgpsd eds M3 oo AP

-ldgpsd sblys Idpsele 1Uzass $od i Syuvd M4

- Souwd g psd Ma1Jpuind; Cluuogsle udbs 1Jsuosd (AP) uldewdclz 1Jzss> 9suwdlb suwlds M4 s Tuol "glol b

R TEX I

- 89022 Epsd WUzt Igble WLC LY Luepuos 98l basdl B gpdsle lehs Luwld M3. oo 1sluog 16 030 puvdJs wsu
Microsoft 9 Symantec. 9Jsuve puudds ¢luos wuuyJds Intd. IJed IJussd o9 516 Symantec.

- 03l LIJBgd glol 85> sI9u 92931 Bs Windows. e Juuildo w9l ulbs Symantec. JI s §9p wessd pdde EAP Lluadle 030
I puird JS.

- Bspl soedd wodo IJpuudJs s@9p Cisco TAC Llelbs wozso Idpuwedspsu Idpous s IJs Symantec 9 Microsoft.

Idwsobss 131 Jl wlbo, "$306 IUboles 1Jz29.56" JJg pdle 1d3so Jssop izoss DNSIJes op cubgsd Idebdd gdsol

Swed eds IJepsd 1986 1iz036 1Jos w9, ¢3p6 AirPrint gJs Izojé £ psd Appleldpzesds gus wuvésd IJobydd eds uble
mDNS.

Idag s 50

5508 WLC pg 7. 6. 100. 0.

o€ wpdsu IJobdd sds uble lguple IJpeldle MDNS. Jssd 1Jizoj6 1Jos w9, ésple AirPrint es,zé sopo Suve IJesele eds
couoy Idoede Bs IJuivwds 1dpedss 1JJluwdIdss (WLC).

Op UESSU pdV og)sd MDNSIJivguos vuvdd woese eds IJuveds [dpedss IJJlgwddss (WLAN) 9ldslzos.

I old Esr 82 £ 1956 1z036 AirPrint gJss IJg pesJ-

cuoese IJigble lJpuuogsp:
debug client <mac addr>

Spadsy dladb il IJaiuar sz

*Bonjour_Msg_Task: Apr 15 15:29:35.640: b0:65:bd:df:f8:71 Query Service Name: _universal._sub._ipp._tcp.local., Type: C, Class: 1. *Bonjour_Msg_T
*Bonjour_Msg_Task: Apr 15 15:29:35.640: Sending Query Response bonjSpNameStr: _dns-sd._udp.YVG.local., bonjMsal ServiceName: HP_Photosmart.

Juig:



wwsbdo lJgpsd _universal._sub._ipps._tcp.local is _universal._sub._ipp._tcp.local wsJl pu _ipp._tep.local is _ipp._tcp.local wwduwdo.
J3JY Ju ogpd 8306 "bolgs 1Jogle" IUpol9s. wp a0 9undundd 1Ugses Idplbdyws IJos gusope ogssuoel
HP_Photosmart_Printer_1.

opo |uolds G 1Jgrp6 Vs pdVd IJeg)sd Idpesu IUs Iduvwds Idpedss IUJluvddss (WLAN) 9ee 3JY Jp oo ould
&2p6 2,28 JJzobs.

op lews) eds luo ooyl JIJels luwpe 1pzld sluveedle Ig s dns-sd._udp.YVG Idpeds wluwe 1Jpzld 1JpsB88: Jp wopdo
WLC oy pgldzé 2500 Bonjour o lo,l Jgsedns-sd._udp.YVG.loca 9z9sol Wb $less Iduslule.

o eds gl IJogss Idpelbs Bsel swedd vobuw - perd wuoese IJigble po Cisco CSCUj32157.
WJed

IJepd 152> 1Jp929> 29J0 Jlu welosd gsh DHCP 15 (Iuwe 1Jpzld) 19 LlJs luwe IJpeld o 1 e psd.

lJuovsoubesy 14: gpsd AppleiOS"es, Blss eds IUluuople lJs Idubeds" cuwow cebsd ogss) SSID IJgusse
Iag s

o9lzo pebp lzos6 Appleios e uldd B 1Jodd po ivwds WLAN [Js 1256 eds oduw 9226 [Jopdp B 1Juvwds 1 ppdss
IJJluwddss (WLC) po Cisco pe 1o og I, ls.s fast SSID change disabled.

Sogwow Ilesh Os sle 526 Ioede ClUgle puob 6 1depsd po U ds WLAN 1Jp92956 wezrd p2lads Igesd IJIdelu

sodyy IJuwsesd lJupesdzss os nable to Join the Network™ Umessage g Js zol; iOS.
lbol) IJgpsd

(JK-2504-116) > sl 5 afg o Iindts

<snip>

GESS) SOID JU)SE woveeeerieieeie e pelbd

wuoese Iigble 1Jpuwegse:

<#root>
(jk-2504-116) >
debug client 1c:e6:2b: cd: da: 9d
(jk-2504-116) >
*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6: 2b: cd: da: 9d Associ ation received from nmobile on BSSI D 00: 2!
***Apple Client initiating switch from one wlan to another. *apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e

*apf MsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Deleting client inmediately since W.AN has char


https://tools.cisco.com/bugsearch/bug/CSCuj32157

*apfMsConnTask_7: Jan 30 21:33:14.544: 1c:e6:2b:cd:da:9d Scheduling deletion of Mobile Station: (calle

*apf Recei veTask: Jan 30 21:33:15.375: 1c:e6:2b:cd:da: 9d Sent Deauthenticate to nobile on BSSID 00: 21: a0:

*apfReceiveTask: Jan 30 21:33:15.375: 1lc:eb6:2b:cd:da:9d Found an cache entry for BSSID 00:21:a0:e3:fd:

*penRecei veTask: Jan 30 21:33:15.377: 1c:eb6:2b:cd:da:9d 192.0.2. 254 Renpoved NPU entry.

*apfMsConnTask_7: Jan 30 21:33:23.890: 1lc:eb6:2b:cd:da:9d Adding mobile on LWAPP AP 00:21:a0:e3:fd:b0(1
***No client activity for > 7 sec due to fast-ssid change disabled *apfMsConnTask_7: Jan 30 21:33:23.89

*apf MsConnTask_7: Jan 30 21:33:23.891: 1c:e6:2b:cd: da: 9d Sendi ng Assoc Response to station on BSSID 00:

*apfMsConnTask_7: Jan 30 21:33:23.892: 1lc:eb6:2b:cd:da:9d apfProcessAssocReq (apf_80211.c:8292) Changin

Jgd

opdsu wess) SSID IJuw,se po WLC GUI > Controller>General .

IJowsoubsy 15: 1 §e,lu LDAP Lldg psd 1Julze

Suwles LDAPIJles eds wlpso IJlouold wso 9298 IJoedp 9810 LDAPIU3s suwwese TLS. swp 380 030 [Jpsi6 wlpwegsle
wolez 9226 IJezde IUluosl, 7.6 sldluosble IJizse.

ould wogly pu lJluwogdlple IJos spdo huwldol Loluulbs 9236 Iwedp [Js Elbpe LDAP:

1. pzo9d lJo9sd

B o3l IJuge: oyuwd 9228 Idoedpe bdo puolb 86 [Js gbpe LDAP guspl seolz IUgesd IJs IUpuolb 36. suvorse ¢be LDAP
woolsg Ulpvogdle. S5 98w o3l ldoubd: sop buwld zpse Ieedsple Idos cogopu luve punciselddes p9) 1depsd
") _9|u02_ SUVUESY ébro LDAP|Js |quJ|p y19) Ls U JD|._Jp| (V-1 |UDIL.90 |uup rouuot)la/d._]pﬁ 209 IJyob.

2-puo>3 ediso

B 03l 1Juse: sop wdaso 92268 Idozde wluwe puvcéde 99Jes )9 cumddpol Jpuolb 96 dywol pg ¢lbe LDAP. sep
SubdS) JJps 1Jpus) Lluuagsle MD5 SASL 9scp huwldol IUs e LDAP B 88e & pdsé IJpuols86. suwles 3J9 ¢lope LDAP
eds IJogrsd wuvdd Lorse eds puos) bdole 1dpuob$s. 9pg 3 9eds IUsée pu 2elss 0956 9226 IJoede: sop Lywld
odluosd Idgpsd vuuo sluoe.

wuble IJelzs IJzds8sé Is LDAP eo) TLS wuwon IJupesd Bis islo IUss subdde JJI IJusesu s o wslole
PPl 38 1Jgpsd 9ol Ipgleds S 1Jeds.

IJacladealen

w@9p WLC vogugsd IUluosh 7.6 pu Ido,olpee sldluesble Uic)o.
Suvwgdp ¢lbp Microsoft LDAP.

wuoese Iighle lJpuuegse:

debug aaa ldap enable



*LDAP DB Task 1: Feb 06 12:28:12.912: IdapAuthRequest [1] called Icapi_query base="CN=Users,DC=gceaaa, DC=com" type="person" attr="sAMAccc

IJuvsobsy 16: Suvdo puolr§6 IJgpsd eJs LDAP

ouoese IJigble 1Jpwegs e

debug aaa ldap enable

*LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_CLIENT: Received no referralsin search result msg *LDAP DB Task 1: Feb 07 17:19:46.535: LDAP_C

Idzd

S2dd pu gbp LDAP Jlgwule 1,08 0.

Juvsobsy 17: punldd 18eslo 1dgpsd vuwow odsso LDAP wuvdd £s) uorse eds suues IJoedp Vs IUuvwds 1Upedss

IJJl uJdss (WLC)

wuorse Jigble Ipuwoge:

debug aaa Idap enable

*LDAPDB Task 1: Feb 07 17:21:26.710: IdaplnitAndBind [1] called Icapi_init (rc = 0 - Success) *LDAP DB Task 1: Feb 07 17:21:26.712: |daplnitAndBi

WJed

wedd pu wslulo dlgeels go) 1JgpsJ/WLC 9¢l>0 LDAP.

IJowsubess 18: puildd 18eslu Idgpsd guspl sogs) 1dsuesd IJs ¢be LDAP

ouoese IJigble 1Jpvegs e

debug aaa ldap enable

*LDAP DB Task 2: Feb 07 17:26:45.874: IdaplnitAndBind [2] configured Method Anonymous Icapi_bind (rc = 1005 - LDAP bind failed) *LDAP DB Ta:



WJed

2dd po pUldd leuold Guwds WLC 9215, LDAP.

IJuvsolisy 19: punldd wzsld gpsd Apple wuwow wdsso Idegsld IUJIua 8 1des 895
Iagls s

AIR-CT5508-K9/ 7.4.100.0
TN iao_jé Apple sy yvods Jlgwddss oguese:

- w§|uuo WPA2
- WPA2 Encryption AES
-opdsu ldpuol> 86 802.1X

IJeuol> 86 9ldodys o w9l ulbs Cisco ISE.

oudLod iaojé Applesgysl go SSID IJ¢luo wldew. sldpeld eds 3JY o9 s W9y 1J3s suvdlb vsupl suds olud TE) S
o Idpsde pouodl. J3d spaw o3l wuvdd guigliss (Isge 9ldoled).

gedle 12038 IJdpusoe 1Jpzesds 1sso Jl $slzosu lsé puvddlc. sos couad wuduw SSID.
o8 030 IJpudJs loule IJoybgsd IJebs: w290 wrsld 9u90 9008 IUluveesls.

Slec Iduveds 1Jpedss 1JJlgudIdssé (WLAN) ldsed olilds JIss 1Jleshble [depdus IJos 8 cogwee Bs 2298 puvldd
(Aironet ext).

ouoese IJigble IJpvegs e

debug client <mac addr>

<tfroot>

*apf MsConnTask_5: Jun 11 16:12:56.342: f0:d1: a9: bb: 2d:fa Received RSN IE with 0 PMKIDs from nobil e fO0:d:

**%At 16:12:56 in the debugs we see a client re-association. From there the AP is expecting the client
*At this point it does not! From the above message the AP/WLC didn’t receive a PMKID from the 1iPhone.
*This is kind of expected from this type of client.

“Apple devices do not use the opportunistic key caching which allows clients to use the SAME PMKID at
“Apple devices use a key cache method of Sticky Key Caching.

**This in turn means that the client has to build a PMKID at EACH AP in order to successfully roam to

**As we can see the client did not present a PMKID to use so we sent it through layer 2 security/EAP a
**The client then hits a snag in the EAP process where the client fails to respond to the EAP ID or re
**This is going to be normal and EXPECTED behavior currently with Sticky key cache clients.




WJed

Pl sedod Idsle wo lJlo Jdgedle 1d3so ssop gpdls IJotisu IJpsde Jdpdlost IJluads (SKC) sdssop ksl 5e5 WLC
7.29lgds: 09 wpdsu 3gp 1dorsld J SKC. wuvdd 18l os: wagp 928 Idoedp B IJubwds 1pedss 1dJIwddss (WLC)
IJogiso IJpsde Jdepdolz Ilowolss (OKC) Wb, Jduwelz JJepsd wluvegsle PMKIDSIJ 838506 IJos $le wosdssol Bs
JJ 0dbs 9,09J: Szw wedsuel Loluubs 9lzes Lub, Isle, (CLI) guuo) IJeedp B IUubwds IUpedss 1UJluudIdsé (WLC).

Cadgy Sdiqg M3 1det SO 1daiie config wlan security wpa2 <1>

Sz plels 1o o3l Jl szuwo IJzsdle 1isdss wb)l Jbuses od) edb 1Jpgiso: sJdue szuvu IJzodle 10Ul 38 1s vk
IJsuesd udywol (zos 8 Bs IJJuly). wisd v cpuis B 19lé pg 8 uilb 9uesd. Seldd IUpeuis IUlad pu slub Jlpds B
JJ 0dbs 9,09J pe ol 1-2 Sluss wiysul. s8wpl wuod IJs IJuolss 9oz s@3p IUgpsd 8 bl pu bl PMKID
1J9,858 wsupel suodd lds uduw Idpgluile.

Jszo o oy 0dlb 1J9uosd wpuob$s Jlpds 13l e opdse sgp SKC. s> 03l [ds LilJs IJelgs) 95w 1o IUgpsd sbd
pouodl

lJduvsulsy 20: 1oz 9l po ldogsld Iduwsse I.JTPQ (FSR) wluwwgsle CCKM

802111, Je2 0L 56 | Jisé (WLAN

ouoese IJigble 1Jpvegs e

debug client <mac addr>

<#root>
*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5¢

CCKM Recei ved REASSOC REQ | E

*apfMsConnTask_2: Jun 25 15:43:33.749: 00:40:96:b7:ab:5c

Reassoci ation received fromnobile on BSSID 84: 78: ac: f0: 2a: 93

*apfMsConnTask_2: Jun 25 15:43:33.750: 00:40:96:b7:ab:5c Processing WPA IE type 221, length 22 for mob
CCKM Mbbile is using CCKM

**%*The Reassociation Request is received from the client, which provides the CCKM information needed 1
CCKM using HVAC MD5 to conmpute M C

#%**WLC computes the MIC used for this CCKM fast-roaming exchange. *apfMsConnTask_2: Jun 25 15:43:33.75
CCKM Initializing PW cache entry with a new PTK

**%*The new PTK is derived. *apfMsConnTask_2: Jun 25 15:43:33.751: 00:40:96:b7:ab:5c Setting active key
Creating a PKC PMKID Cache entry for station 00:40:96:b7:ab: 5c (RSN 0) on BSSID 84:78: ac: f0: 2a: 93
**%*The new PMKID cache entry is created for this new AP-to-client association. *apfMsConnTask_2: Jun 2

Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:2a:93 (status 0) ApVapld 4 Slot 0O


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-technology-00.html

***The Reassociation Response is sent from the WLC/AP to the client, which includes the CCKM informati

Ski ppi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢

**%EAP is skipped due to the fast roaming, and CCKM does not require further key handshakes. The clien

Jol 09 p9 oz swp lple IJogsld IUuusse NP Joeuw lbblo puolb 86 EAP9zos 1Ue)ss pu ldpuoldzs juless Idloglo. Jio
pSlose IJoyvdds) [Jers6 Jl osld puiveds: 9JIo luwaubl |Us pgblb ol s CCKM. 9sep [dpld 39 Llgwagsle lblle
lehs wdssu Idorsld sldpedsple ldos wp wiisvel pddol puvodl woluwbs IUgpsd 99256 Idoede S Iy ds Idpedss
IJJluvJIss (WLC).

IJovsobss 210 1Joedd po IJoesld IJgusse Ileo (FSR) Cluwegsle 3156 IJogiso 1pdde WPA2 PMKID

wuorse Jigble Ipuwogse:

debug client <mac addr>

<#root>
*apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:15:39:32
Reassoci ati on recei ved from nobile on BSSID 84:78: ac: f0: 68: d2

***This is the Reassociation Request from the client. *apfMsConnTask_0: Jun 22 00:26:40.787: ec:85:2f:1

Processing RSN | E type 48, length 38 for nobile ec:85:2f:15:39: 32

**%The WLC/AP finds an Information Element that claims PMKID Caching support on the Association reques

Received RSN IE with 1 PWKIDs from nobil e ec:85: 2f: 15:39: 32

***The Reassociation Request from the client comes with one PMKID. *apfMsConnTask_O: Jun 22 00:26:40.7

Searching for PMKID in MSCB PWKI D cache for nobile ec:85:;2f: 15:39: 32

***WLC searches for a matching PMKID on the database. *apfMsConnTask_0: Jun 22 00:26:40.788: ec:85:2f:

Found a valid PMKID in the MSCB PWKID cache for nobile ec:85:2f:15:39: 32

**%*The WLC validates the PMKID provided by the client, and confirms that it has a valid PMK cache for

Sendi ng Assoc Response to station on BSSID 84:78:ac:f0:68:d2(status 0) ApVapld 3 Slot O

**%*The Reassociation Response is sent to the client, which validates the fast-roam with SKC. *dotlxMsg

Initiating RSN with existing PMK to nobile ec: 85:2f:15: 39: 32

***WLC initiates a Robust Secure Network association with this client-and-AP pair based on the cached

Including PMKID in ML(16)

*%*%*The hashed PMKID is included on the Message-1 of the WPA/WPA2 4-Way handshake. *dotlxMsgTask: Jun 2

IJuwsubss 22: IJozdd po IJozsld Iduwse slJleo wluweesle 31,6 IJegiso Idpsde Iluveuldss Jdpdlose

ouoese IJigble IJpuvegs e



debug client <mac addr>

<#root>
*apfMsConnTask_2: Jun 21 21:48:50.562: 00:40:96:b7:ab:5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f0: 2a: 92

***This is the Reassociation Request from the client. *apfMsConnTask_2: Jun 21 21:48:50.563: 00:40:96:b
***However, since the client performs PKC/OKC and not SKC (as per the following messages), the WLC comp

Jpl 09 p9 07 Bis ks cuozse Ileble: sew euvle PMKID s cdds bdy lehs Idoesso po ldgpsd. sdie 03l Jdozdd
PO Loed PMKID gcldss luwwgsle PMK 1Jpgs0 p980l pg puoldes WPA2 4-Way JlwegJlue pllose IJouids) sluels
IJezsld Iduvse leo. Jl ogdb wso beldle CCKM gds wuoest IJigble: sdl sop luvegsle 309 Joodss CCKM. wJ
PKC/OKC. Jol wp guyzo gulodl. ool CCKM 09 oo luwe puwegse oo Sod WLC Jodd ldpdelo: pod luwpe 51J6 wogled pe
IJBsp pu lzd euwle PMKID.

IJuwsobiss 23: 1Jezdd pu Idezsld IJuwsse [Jleo (FSR) wluwegsle 802.11r

cuoese IJigble IJpucgsp:

debug client <mac addr>

*apfMsConnTask_2: Jun 27 19:25:48.751: ec:85:2f:15:39:32 Doing preauth for this client over the Air ***WLC begins FT fast-secure roaming over-the-A
because the client asks for thiswith FT on the Authentication frame that is sent to the new AP over-the-Air (before the Reassociation Request). * apfM sCor



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



