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config ipv6 ns-mcast-fwd enable

1PV6 Jsns) 3 daall Jlgs plos (po il

L2l 0S8 5le29 Lol clow 2> e e ol lauay 13 ool

debug client

debug mobility handoff enable

debug mobility packet enable
reluyVl S a2l 6a>9 Jle ellasVl auuas sl

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Complete to
Mobility-Incomplete

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Setting handles to 0x00000000

= 00:21:6a:a7:4f:ee pemApfDeleteMobileStation2: APF_MS_PEM_WAIT L2_AUTH_COMPLETE
.0

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Deleted mobile LWAPP rule on AP
[fe:7£:49:03:30:04]

00:21:6a:a7:4f:ee Updated location for station old AP 04:fe:7f£:49:03:30-1, new
AP 00:00:00:00:00:00-0

(00:21:6a:a7:4f:ee Stopping deletion of Mobile Station: (callerId: 42

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Incomplete to
Mobility-Complete, mobility role=Anchor, client state=APF_MS_STATE_ASSOCIATED

(00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Adding Fast Path rule type = Airespace AP
Client on AP 00:00:00:00:00:00, slot 0, interface = 13, Q0S = 0
,IPv4d ACL ID = 255, IPv6 ACL ID = 255

= 00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP
TokenID = 7006 Local Bridging Vlan = 20, Local Bridging intf id = 13 ,0

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
(IPV6 ACL ID 255 ,255

.00:21:6a:a7:4f:ee 0.0.0.0 Removed NPU entry

00:21:6a:a7:4f:ee Set symmetric mobility tunnel for 00:21l:6a:a7:4f:ee as in

Anchor role
00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags 0x1l
00:21:6a:a7:4f:ee Pushing IPv6: £e80:0000:0000:0000: 3057:5344:587d:73ae , and
1! MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS
00:21:6a:a7:4f:ee Pushing IPv6: 2001:04b8:0000:0020: 3057:5344:587d:73ae , and
1! MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS
00:21:6a:a7:4f:ee 0.0.0.0, VLAN Id 20 Not sending gratuitous ARP
00:21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:0, apMac 0x0:0:0:0:0:0

00:21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:0 ssid: Roam
00:21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6
w:0x1 aalg:0x0, PMState: RUN

00:21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x5
statuscode 0, reasoncode 99, status 3
00:21:6a:a7:4f:ee Copy CCX LOCP 4



00:21:6a:a7:4f:ee Copy e2e LOCP 0x1
00:21:6a:a7:4f:ee Copy MobilityData LOCP status:2, anchorip:0xacl4de2c6
00:21:6a:a7:4f:ee Copy IPv6 LOCP: fe80::3057:534d:587d:73ae

rag) Ll pSill 6a>9 e ellasVl apuai pili

(00:21:6a:a7:4f:ee Adding mobile on LWAPP AP £0:25:72:3c:0£f:20(1

00:21:6a:a7:4f:ee Reassociation received from mobile on AP f0:25:72:3c:0£:20

<=== (00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv4 ACL 'none' (ACL ID 255
(none' (ACL ID 255) --- (caller apf_policy.c:1697'

<=== (00:21:6a:a7:4f:ee 0.0.0.0 START (0) Changing IPv6 ACL 'none' (ACL ID 255
(none' (ACL ID 255) --- (caller apf_policy.c:1864'

00:21:6a:a7:4f:ee Applying site-specific Local Bridging override for station
'00:21:6a:a7:4f:ee - vapId 3, site 'default-group', interface 'client-bl

00:21:6a:a7:4f:ee Applying Local Bridging Interface Policy for station
'00:21:6a:a7:4f:ee - vlan 25, interface id 12, interface 'client-bl

00:21:6a:a7:4f:ee processSsidIE statusCode is 0 and status is 0

00:21:6a:a7:4f:ee processSsidIE ssid_done_flag is 0 finish flag is 0

00:21:6a:a7:4f:ee STA - rates (8): 140 18 152 36 176 72 96 108 0 0 0 0 0 0 0 O

apfMsConnTask_4: Jan 22 20:37:45.370: 00:21:6a:a7:4f:ee suppRates statusCode*
is 0 and gotSuppRatesElement is 1

00:21:6a:a7:4f:ee Processing RSN IE type 48, length 22 for mobile
00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Initializing policy

00:21:6a:a7:4f:ee 0.0.0.0 START (0) Change state to AUTHCHECK (2) last state
(AUTHCHECK (2

00:21:6a:a7:4f:ee 0.0.0.0 AUTHCHECK (2) Change state to 8021X_REQD (3) last
(state 8021X_REQD (3

00:21:6a:a7:4f:ee 0.0.0.0 8021X _REQD (3) DHCP Not required on AP
£0:25:72:3¢c:0£f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP rule on AP
£f0:25:72:3¢c:0£:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee apfMsAssoStateInc

00:21:6a:a7:4f:ee apfPemAddUser2 (apf_policy.c:268) Changing state for mobile
00:21:6a:a7:4f:ee on AP £f0:25:72:3c:0£:20 from Idle to Associated

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 49) in 1800
seconds

00:21:6a:a7:4f:ee Sending Assoc Response to station on BSSID f0:25:72:3c¢c:0£:20
status 0) ApVapId 3 Slot 1)

00:21:6a:a7:4f:ee apfProcessAssocReqg (apf_80211.c¢:6290) Changing state for
mobile 00:21:6a:a7:4f:ee on AP £0:25:72:3c:0£:20 from Associated to Associated

<..SNIP..>

00:21:6a:a7:4f:ee 0.0.0.0 8021X_REQD (3) Change state to L2AUTHCOMPLETE (4) last
(state L2AUTHCOMPLETE (4

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) DHCP Not required on AP
£0:25:72:3¢c:0£f:20 vapId 3 apVapId 3for this client

00:21:6a:a7:4f:ee Not Using WMM Compliance code gosCap 00

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP
£f0:25:72:3¢c:0£:20 vapId 3 apVapId 3

00:21:6a:a7:4f:ee 0.0.0.0 L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7) last
(state DHCP_REQD (7

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 5253, Adding TMP rule

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Adding Fast Path rule
type = Airespace AP - Learn IP address
on AP f0:25:72:3c:0£:20, slot 1, interface = 13, Q0S = 0
IPv4d ACL ID = 255, IP

,00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = 0
= DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
(ACL ID 255, IPv6 ACL ID 255



00:21:6a:a7:4f:ee Stopping retransmission timer for mobile 00:21:6a:a7:4f:ee

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0

00:21:6a:a7:4f:ee Sent an XID frame

00:21:6a:a7:4f:ee Username entry () already exists in name table, length = 253

00:21:6a:a7:4f:ee Username entry () created in mscb for mobile, length = 253

- 00:21:6a:a7:4f:ee Applying post-handoff policy for station 00:21:6a:a7:4f:ee
valid mask 0x1000

00:21:6a:a7:4f:ee QOS Level: -1, DSCP: -1, dotlp: -1, Data Avg: -1, realtime
Avg: -1, Data Burst -1, Realtime Burst -1

:00:21:6a:a7:4f:ee Session: -1, User session: -1, User elapsed -1 Interface
:N/A, IPv4 ACL: N/A, IPv6 ACL

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to DHCP_REQD (7) last state
(DHCP_REQD (7

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) pemCreateMobilityState 6370, Adding TMP
rule

= 00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule type
= Airespace AP - Learn IP address on AP f0:25:72:3c:0£f:20, slot 1, interface
,Q0S = 0 IPv4 ACL ID = 255 ,13

,00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...) 802.1P = 0
DSCP = 0, TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id
12

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobile rule (IPv4
(ACL ID 255, IPv6 ACL ID 255

00:21:6a:a7:4f:ee Scheduling deletion of Mobile Station: (callerId: 55) in 1800
seconds

00:21:6a:a7:4f:ee Pushing IPv6: f£e80:0000:0000:0000: 3057:534d:587d:73ae , and
1l MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS

00:21:6a:a7:4f:ee apfMsRunStateInc

00:21:6a:a7:4f:ee 0.0.0.0 DHCP_REQD (7) Change state to RUN (20) last state RUN
(20)

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 5776

(00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0d4b8:0000:0020: 3057:534d:587d:73ae , and
1l MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) State Update from Mobility-Incomplete to
Mobility-Complete, mobility role=Foreign, client state=APF MS_STATE_ASSOCIATED

(00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Change state to RUN (20) last state RUN (20

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Reached PLUMBFASTPATH: from line 4968

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Replacing Fast Path rule
type = Airespace AP Client
on AP f0:25:72:3c:0£:20, slot 1, interface = 13, Q0S = 0
IPv4d ACL ID = 255, IPv6 ACL ID = 25

= 00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Fast Path rule (contd...) 802.1P = 0, DSCP
TokenID = 7006 Local Bridging Vlan = 25, Local Bridging intf id = 12 ,0

00:21:6a:a7:4f:ee 0.0.0.0 RUN (20) Successfully plumbed mobile rule (IPv4 ACL ID
(IPv6 ACL ID 255 ,255

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0

00:21:6a:a7:4f:ee Set symmetric mobility tunnel for 00:21:6a:a7:4f:ee as in

Foreign role

00:21:6a:a7:4f:ee 0.0.0.0 Added NPU entry of type 1, dtlFlags 0x1l

00:21:6a:a7:4f:ee Pushing IPv6: fe80:0000:0000:0000: 3057:5344:587d:73ae , and
1! MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS

00:21:6a:a7:4f:ee Pushing IPv6: 2001:0db8:0000:0020: 3057:5344:587d:73ae , and
1! MAC: 00:21:6A:A7:4F:EE , Binding to Data Plane. SUCCESS

00:21:6a:a7:4f:ee Copy AP LOCP - mode:0 slotId:1, apMac 0xf0:25:72:3c:£:20

00:21:6a:a7:4f:ee Copy WLAN LOCP EssIndex:3 aid:1 ssid: Roam
00:21:6a:a7:4f:ee Copy Security LOCP ecypher:0x0 ptype:0x2, p:0x0, eaptype:0x6
w:0x1 aalg:0x0, PMState: RUN

00:21:6a:a7:4f:ee Copy 802.11 LOCP a:0x0 b:0x0 c:0x0 d:0x0 e:0x0 protocol2:0x7
statuscode 0, reasoncode 99, status 3

00:21:6a:a7:4f:ee Copy CCX LOCP 4

00:21:6a:a7:4f:ee Copy e2e LOCP 0x1

00:21:6a:a7:4f:ee Copy MobilityData LOCP status:3, anchorip:0xacl4de2ch

00:21:6a:a7:4f:ee Copy IPv6 LOCP: fe80::3057:534d:587d:73ae



00:21:6a:a7:4f:ee Copy IPv6 LOCP: 2001:db8:0:20:3057:534d:587d:73ae
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