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Maobike DHCF
“Host Controller Sarver
1) DHCP Discover

-

4} DHCP Offar

5) DHCP Request
)

B) DHCP ACK
- |

IJodlb 2506 1U9ds

2) DHCP Discovar

-

3) DHCP Offer

6) DHCP Request

T) DHCP ACK

Handling of Packets for Local Clients

1) Client sends DHCP discover as all-subnets broadcast
2} Caontrolier unicasts DHCP discover to DHCP servers
configured on WLAN with WLAN IP address as source
3) DHCP server sends DHCP offer to controller (only
first offer received by controller is processed. All others
are dropped by proxy)

4) Controller unicasts DHCP offer to client with option 54
and source address set as controller's virtual IF (clients
now believes controller is DHCF server)

5) Client sends DHCF request to virtual IF address

6) Controller unicasts DHCP request from WLAN IP
address to DHCP server which returned the first offer to
the client

T) DHCP server send ACK to controller

8) Controller unicasts ACK from the virtual IP to the
Client

s pl odyy 9236 Idogdp Vs 9,208 998 wi9e9d9d DHCP. Wlyol Jl w89 WG wu9zso 2ip
DHCP |Js ¢lbpe DHCP. wJ ©@9p wlJed wluyile gip DHCP 236 Jlgho IJegzsoe IJs Ebe
DHCP. swp uuwg zpse esble DHCP 1Je9z936 W zje DHCP IJgl oo wldgpsd IJs zjpe DHCP
IJglu06 w926 IJeede. woLoe leeds J@bs I il s IJeldss o3l 1Jle, Jzje6 bbdo DHCP.

puby) IUgpsd

Jobé IJubl s 030 05 pu IJo gl 2506 pi'a9'> ou puby) Idgpsd. seHue Yoyuld DHCP. g, 0
DHCP. bJ. DHCP. 92,8 DHCP. scpe wpss) bde DHCP g bootp Swp w9 wsSE wdlosd

IJeu9e999d: 9lUds sgHue gshle DHCP.



Fafiads _DHCP proxy_cliand, peap - Wirezhark
Bl G Wew o Captue Snafoe  Toaieiics ook Help

Do ERXSE A++»9T2 BE acamn ansk B
Fiter: [BoOER = Eapeesson.. Oea Apoks

| Fes. - Fipee: S D trapharins Pragoagl Irlu

1 0. 000D LA 255255 259, 755 DHOR oHCP Discover - Transaction I0 OxBO0Sed2a7?
00,00 258 299, 2R, 293 CHCP P DiECover - Tranfaction 10 OxB0ded2a?
1.1.1.1 CHOP: OHCF Offer = Transaction I0 OxBOSedZa7

30,001, 2.4

OHC P e T TP &NSact 100 0 CicHsE 2 b ¢
-

# Frame 4 (356 Enmes on wire, FI3§ Enmed Caprured)

# EThdrnat 11, Src: Duffalo_T3:02:00 (0016101702300, 05T DroRdcast (PPIPRPFIfFIFFIrr)
# Interner Protocold, Srod 0.0,0.0 00.0.0.00, DET: 295.2%5. 255,295 C295.293.255.255)

# User patagram Protocel, Sro Port: boorpo (68), DSt Porr: boorps (67)

MESSAGE TYER! BOOT Afquast (1)

Hirdware TYEE ! ETharnet

Hardware acddress lemgrh: &

Hops: O

Transaction §0: OwBOGed2a7

feconds elapsed: 2 {Mttle endian bug?)

Bootp flags: 0w0D00 (undcast)

£1ent P address: 0.0.0.0 €0 0.0.00

vour {client) IP address: 0.0.0.0 00.0.0.00

Wext s&rver TP address; 0.0.0.0 {0.0.0.00

Relay agent IF address: O.0.0.90 {0.0.0.90

Client Mas pddress: euffalo 7308000 (0016017302000
Server host name not given

Baot File nase fot given

Magic cookie: (o)

option: (T=i),T=l) DHCP MEFFage Type = DHOP EEQUELT
option: (Tedl,V=T) Cliant 1dentifies

optiom: (T=50,V=4) ApguidTed 1P addrass = §0.101.2.4
optigm: (r=fd, l=d4) Sprvar TdamTifier = £.1.1.3
optiom: (T=12,71=10) HOST MASE = "LEMOWO-TEL™

option: (re&l,1=14) Cliant Fully gualifisd comalin wase
dption: (refd, 1=8) vendor class fdencifier = "NEET 5.07
oprion: (r=55, 1=11) ParameTer Sequest List

Erd Option

=

NN

B2 Docketrac: Protocal (Ecotnl, 106 brrtes Pachste; 79 Dischavesd: § Marked: 0 Frofile: Defuk

pubby,) IUEhe

J8bs 1l s 030 pu IJodlb 2506 plges pu pulbs, IJEhe. ped Ipeld IJuwlo b serue
|Jouuld DHCP. g,0 DHCP. bbJ. DHCP. 9_u$lJ DHCP ACK. 9o¢ 3JJ. Bo30 2jp Bloc 9256
IJozde wlogilisol J9bbsds Jodsd DHCP. o6 13,80 swp wpss) bl DHCP 9 bootp Sop
S9uwst wSluosd Iwnsesdsd. olUss serup gshile DHOP. Jleb luoel popledlo Bs 2508
bJo DHCP JJgesd. Jigh lsual 1o 99sd WLC s@9p wenzsd 1Jzies 98w eoldsu IUgses.



Buffalo_HCP proay_poribirnor, peap - Wireshark
Dl [ Yew 0 Cebre Grabos  Raistil  Jodk el
Hddaee EEXR2E A++»aT2 BH Al a8 K B

Fiter: [BSTR * Expression... Do Apply
M. = T Linrin nritirad o Padad ]
1082 27.4%8751 0, 101, 0011 11.0.6.11 DHCP OHCP Dlscovir - Teardaction ID Oxdd 886332

1083 27. 459034 11.0.0.11 50.101.0.11 DR DHCR Offar - Trarsaction I0 Oxc4686332
- Transaction 1o Owci686332

L D F IO L E! S, L1 U LA 1 » | [T} & { T ¥4 action + kT
LOBT 27 4806410 11.0.0.31 B0 01, 0.11 CHCP DHCP ACK

*

Frame 1086 (362 Inytes on wire, 361 EyEes Caprisad)
EThérnet II, Srcd C180o_TLIiTH:07 CO0:19:aa:TL:T75:07), Dat: Cleco _BRiRd:48 (00:1%9:aF:b2 :Fd:48)
IAternet Protodal, Sre: S00100.0.31 (50.104.¢.117, pat: 11.0.0.11 (21.0.0.11)
EEr Catagram Protocol, Src Port: bootps (7)), Dst Port: bootps (&7)
Bootstrap Protocal

HOZSage Typa! Bo00T Request (1)

Hardwars Typé: ETharnet

Hardware address lamgrh: &

Hops: 1

Tramgactlion I0: OxdadBdiz2

feconds elapsed: O
Wl Bootp Flags: Ow0ed0 (unicast)

i EEHEE

Eldent 2P address: 0.0.0.0 (0.0.0.00
v (Client) [P addegss: 00000 COLO.0.40)
MEAT FErule IP acdrass: O.0,0.0 (0.0, 0.0)

Ralay agent IF address: 50.101.0.138 (50.1000,4.11)
Client sMas yddredd: B PE1e_T3:02 :0b (00160l :TEi02 00
Tarver hoft name not glven

Boot Flle name not glven

Haglc cookie: (o)

aprion: fr=5%3,1=1% BHIPE Hassage Typld = DHOP BRQUEST
aprion: (=41, 1=7) S11ent Sdantifier

option: (T=50,1=4) Regeested IF Address = $0,104.2.4
option: (T=94, =4} Serves Tdentifier = 11.0.9.11
option: {E=12,1=10) HModt Hame = “LEHMAO-THL™

option: (E=81,7=147 Client Fully Cusalified Comiin Mame
option: {t=80,1=8) vendor class {dentifier = “MEFT 5.0°
aprion: fr=5%5,1=11% Parameter Reoguest List

End Sption

Packding

pl'h “CriDenumants ancd Settrgalatuiderspy Dooumentiifu sldbera IRCE Doosment|Buff o DHOP. | Packebi- 1224 Deplypedt o Markesd: 0 Profia: Dof it

= EERERERER=E

pold odssu 1Usdsd

o lzd luwegsle 9236 Idopde Jodsd DHCP. szu wpdso psi6 99sd DHCP gJs 9226
lIJozde. wuvdd Vo)l gos: pdue 03l Gups. Jopdso 99dsd DHCP. spdy luwegsle ley CLI o3l
OO0 SIS, I 9lzod Ipuwetse ldyuuspss (GUI) eds o826 926 IJopde W Blises
DHCP.

<#root>
(Cisco Controller) >

config dhcp proxy enable

(Cisco Controller) >

show dhcp proxy
DHCP Proxy Behavior: enabled
JJs sgpd 99dsd DHCP. szo wdssu ¢lbe DHCP iuu|uu.§ eds JJ 9lzod 9226 wedp wobdo

e>plo DHCP. spdu wdgsy ¢glbpe DHCP gJs 9lzos [JI51,6 99lz06 ap-manager 9eJs IJglgole
Ibsolpsdss. spdo luwaesle 19ls, CLI 030 Jodssy ¢lspe DHCP JJJ 9lzos.



<#root>
(Cisco Controller) >

config interface dhcp ap-nmanager prinary

(Cisco Controller) >

config interface dhcp nmanagenent prinary

(Cisco Controller) >

config interface dhcp dynamic-interface

primary

U 056yl DHCP o5 lgsls gp9ps: J3JY Oluel w9e) gds gese eydle DHCP slgd 9236
lJogde.

luweduuld IJigble 5l odlzol
031 09 wlwg debug dhep packet enable erasecat4000_flash:. suss |J debug zols wede o suwedpe bdo

DHCP »0 ju90 e usley 00:40:96:b4:8c:e1. s, wd bdo DHCP |Js IJ DHCP glsJ. sowede
29le oo I DHCP lsJ: 98,uwd &30 DHCP [Js 15090

<{froot>



(Cisco Controller) >

debug dhcp nessage e

Thu Jun 25 21:48:55
(len 312, port 29,

Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55

Thu Jun 25 21:48:55
(l ocal address 192.
Thu Jun 25 21:48:55

Thu Jun 25 21:48:55
hlen: 6, hops: 1
Thu Jun 25 21:48:55

flags: 0
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55

Thu Jun 25 21:48:55
-- packet

Thu Jun 25 21:48:55
(len 350, port 29,
Thu Jun 25 21:48:55

Thu Jun 25 21:48:55

Thu Jun 25 21:48:55
encap 0Oxec00)

Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55
Thu Jun 25 21:48:55

yiaddr 192.168.4.13
Thu Jun 25 21:48:55

nabl e

2009:
encap

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:

20009:
168. 4.
20009:

2009:

2009:

2009:
2009:
2009:
2009:

20009:

00: 40: 96:

Oxec03)

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
dhcpServer:
dhcpGateway: 0.0.

00:
2
00:

00:

00:

00:
00:
00:
00:

00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40: 96: b4: 8c:
gateway 192
40: 96: b4: 8c:

40:96:b4:8c:

40

40
40
40
40

40

:96:
:96:
:96:
:96:
:96:

1 96:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

b4:

b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:

0

b4:

b4
b4
b4
b4

b4:

8c:

8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:

el

el
el
el
el
el
el
el
el
el
el

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

recei ved op BOOTREQUEST (1)

option len (including the magic cookie) 76
option: message type = DHCP REQUEST
option: 61 (len 7) - skipping

option: requested ip = 192.168.4.13

option: 12 (len 7) - skipping

option: 81 (len 11) - skipping

option: vendor class id = MSFT 5.0 (len 8)
option: 55 (len 11) - skipping

options end, len 76, actual 68

selecting relay 1 - control block settings:

.0.0.0, dhcpNetmask: 0.0.0.0,
0.0, dhcpRelay: 0.0.0.0 VLAN: O

:8c:
:8c:
:8c:
:8c:

8c:

8c:

el DHCP selected relay 1 - 192.168.3.1
168.4.1, VLAN 101, port 29)
DHCP transm tting DHCP REQUEST (3)

el

el

el

el
el
el
el

el

DHCP

DHCP

DHCP
DHCP
DHCP
DHCP

DHCP

op: BOOTREQUEST, htype: Ethernet,
xid: Oxfc3c9979 (4231829881), secs: O,

chaddr: 00:40:96:b4:8c:el

ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
siaddr: 0.0.0.0, giaddr: 192.168.4.1
requested ip: 192.168.4.13

Forwar di ng DHCP packet (332 octets)

recei ved on direct-connect port requires forwarding to external DHCP
server. Next-hop is 192.168.4.1

2009: 00:40:96:b4:8c:el DHCP sending REQUEST to 192.168.4.1

vlan 101)

2009: 00:40:96:b4:8c:el DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 192.168.4.1 VLAN: 101

2009: 00:40:96:b4:8c:el DHCP selected relay 2 - NONE

20009:

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
)

2009:

00: 40: 96: b4:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:
b4:

b4:

8c:

8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:

8c:

el

el
el
el
el
el
el
el
el
el
el
el
el
el

el

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

recei ved op BOOTREPLY (2) (len 316, port 29

option len (including the magic cookie) 80
option: message type = DHCP ACK

option: 58 (len 4) - skipping

option: 59 (len 4) - skipping

option: lease time 691200 seconds

option: server id = 192.168.3.1

option: netmask = 255.255.0.0

option: 15 (len 14) - skipping

option: gateway = 192.168.4.1

option: DNS server, cnt = 1, first = 192.168.3.1
option: WINS server, cnt = 1, first = 192.168.3.1
options end, len 80, actual 72

setting server from ACK (server 192.168.3.1,

Assigning Address 192.168.4.13 to mobile



Thu Jun 25 21:

vl an 20)

Thu Jun 25 21:

Thu Jun 25 21:

hops: 0

Thu Jun 25 21:

flags: 0O

Thu Jun 25 21:
Thu Jun 25 21:

Thu Jun 25 21

Thu Jun 25 21:

lJogdsilo

48:
48:
48:
48:
48:
48:

:48:
48:

55
55
55
55
59
59

59
59

2009:
2009:
2009:
2009:
2009:
2009:

2009:
2009:

00:
00:
00:
00:
00:
00:

00:
00:

40:

40:

40:

40:

40:
40:

40

40:

96:
96:
96:
96:
96:
96:

:96:
96:

b4:
b4:
b4:
b4:
b4:
b4:

b4:
b4:

8c:

8c:

8c:

8c:

8c:

8c

el

el

el

el

el

el
8c:
8c:

el
el

DHCP sendi ng REPLY to STA (len 424, port 29

DHCP transmitting DHCP ACK (5)

DHCP

DHCP

DHCP
DHCP
DHCP
DHCP

op: BOOTREPLY, htype: Ethernet, hlen: 6,

xid: 0xfc3c9979 (4231829881), secs: 0,

chaddr:
ciaddr:
siaddr:

server

:b4:8c:el
yiaddr: 192.168.4.13
giaddr: 0.0.0.0
.2.10 rcvd server id: 192.168.3.1

* sedulu w9z publId Blodss Idouiésd Idusus wso 9238 cede pg wpdsu 998
290999 DHCP slzoj6 wepd JIJ pu ol 2elss 9¢bp DHCP. s)ze 3J9J eds IUbez 1Us
PI9U 2L IJzelsé IUElue wldzols Jlu zlu Izelsé Jl cuwoese wubdd glp Jbdole
lJs<sJ. IJ workaround J o3l |_osl, I sgzj IJ DHCP sdsd gds IJzolj wpde.

* ewpl sY9u ldgpsd WO gldo bde DHCP gJds 9236 Idwzdpc w9 92206 Idozdp wluwdlb
e DHCP IJlgJlpss. Jl sx¢d IJgpsd Vs zldo RUN gJs 9236 Idoedp (9031 plodye
Jdeesd Joprsy 296 p)9) Idoslule) pos suvede 2ies [dogvld DHCP »o Igpsd.
owp lebé wogso zip ledlp DHCP w9luulbos 9236 [doedp gus websd 9dsd DHCP.

© Sz o cpuss zese spole Ueedp Idos coued woguol Idugue eds lesh 9dsd

u_)ﬁuﬁdgd DHCP udwo

9,2E s DHCP

Up LUoPSP pSJO ol DHCP JCEJ 39) 9g>0 UOCdP d§ p&|pJ6 DHCP ,Jug9|g9 g_;|.J¢J|pJ
Jdepsd. vlgwowule wzasd 802.11 |Js Ethernet Il swp zuw) 1) pu ldgpsd 290 wedsd pu
U999 wy9w999d wdbo IJgosd IJs 1J9ju 1Ugwdsw (LWAPP) |Us ol UvwJs VLAN IJgl oo
wlJgpsd (s lse,oe €w) IP (EoIP) Vs zlds IJeesld L3). suldped: wluwowule wpasdle
Ethernet Il |Js 802.11. swp sub 1Uzie IUs IUgpsd 290 wgsrsd pu uvods VLAN IJEl o6
wlJgpsd (|_9 o9 EolP v zlds IJwgsld L3) IUs uwd§ LWAPP. le oo 03l Jugiosd gpsd BOs
switchport & o s 890 IUgpsd wouds) pelpdé DHCP o 9Js>56.

eedsle ldyob oo w1909d9d DHCP - &30 2jp IJo9uosd



il oo B
1) DHCFP Discover
- Handling of Packetls for Local Clients
1) Client sends DHCP discover as all-subnets broadcast
2) DHCP Offer which is bridged by the controller.
- 2) DHCP sarver sends DHCP offer to client in a unicast
packet.
3) Client sends DHCP request as all-subnets broadcast
3) DHCP Request which is bridged by the controller.
L 4) DHCP server sand ACK to client in a unicast packel.
4) DHCP ACK
-t

lJoulb 25e6 ldesuosd - puby, 1Jgpsd

ntitied) - Wireshark FEX
fle [ Wew v Cwdee Brahoe  Julwlvs
BWdeeE 2R3 BReveFi EF aann a0EX B

- | " D Jew fook
L ‘e oy PEEraton Pt ofo -
T4 0.0.0.0 I0.395.399.298 DWCP MR Dlscover - Traneacrion 1D Gud9BieE
96505575 0.0.0.0 255.255.255.255  DACP  ChCE MNQUEST - TPATSACTION I CoAREaRelS
10690845 182165101  192,043.10,120  [eCP  DeCP ACK - Trarsection 16 Cod98ae6s 4
s Frame § (M2 bytes oo wire, M bytes captured)
s Etherrat II, Sro: €500 37:Tazed (0:laced:32:7ac40), Gevz 00olhz77:r3ceEada (D0olba?7oideé:ga)

W IREernEr Protocsl, Sro: 197, 168.10.1 (192.168.10.1), oat: 152.16E. 20,120 (150,168, 10.120)
i User batagram Protocol, Src Port: bootps (A7), Dst Port: bootpc (8H)

B BoOTET Brgl

Medsapk type: Bogt Reply ()

Harowdr§ Type: ETherrat

Hirdelr# Jidrgds Tengrh £

Hops: 0

Trardenion 100 OudiEaesls

seconds elapyed: 0

Bootp flags: ueli0d (undcast)

et 1P addeesss 00,00 (&880

vour (c1ient) TP address: 192.185.10.130 (150188, 10,1200
Wt sareRr 18 addewss: 0.0,0.0 (0.0.0.8)

REliy dgent TP addresss 0,0.0.0 (0.0.0.6)

Client MAC address: 00:1bz77:23:96z82 (00zlb:7Ti23:96:8a)
sereer higt nase ot given

Boat File name ot given

Maglc cookie: o)

= optien: (1e1),1=1) D= MELTHGE TYRd = DHCP e

@ dotion: (te54,1=d) Server Tdentifier = 152.180.10.1
 option: (=51, 1) 1P Qg eSS Lease Tiek = 1 diy
moption: (T=58,1=d) kenewal Time Wilue = 1 hours

W oprion: (r=59,1=4) rabinding Tme walue = 7L howrs
Eooprien: (T=l,l=8) subnet mask = 255,075, 2559

w Ootlon: (t=3,1=4) Houter = 1%7.188.10.1

Brd opTion
e & JE M M & lc
ok R
el i
L]
DOsD
WA =
s s Frotoal e, Wl b 200 L o Bl

B J§bs Julws Idodlb 1dzies pu 2low Idgesd: sdsu IdizedIS Iyssuvs vsu IJodlb
IJgesd Bs 92 1Jdsd o9 guslu IP 1Jzdsds Jélse DHCP IUss slbboy W 2ip IJesu




Sldpumly wadl po guslo IP IUblo,s Jo2sé ldepde.

lJowlb 2Jipo lJyolo - roL';J'0_9_) |Jé|)p

[ DHCPwiredCaptured_2.pcap - Wireshark
Be £ Bew Go Coohre Snayee Raties bep
Ehdaens 2EEX228 qa++aTL2 BE acaln "% B

Fiter; Bookp *  Doresson,,. Oesr  Apply
N, - Tires Solroe Destirstion Protocol Info

30 6,134724 0.0.0.0 255.255.255.255 LDHCE DHCE REGUEST - Trlrll-l{t"ml'l o] WS“HBEIH.E
[ A0 B TIBEA0 0L 0. 0.0 : oo T T i

41 6.139886 192,.16B6.10.1 192,166, 10,104 DHCP DHCP &CHE B2 I:IIE
42 B.14F308 1%2.188.10.1 162,166, 10.104 DHCP CHCP ACK = Transaction ID Ox3FEieeld
66 9, 47928 192, 166,10, 104 192,166,101 DHCP DHEP Regquest - Transaction I0 OxS6alfblc
&F 6051900  1%2.168.10.104 1%2.168.10.1 DHCP DHCP REquest - Transaction I dxGbalfblc
68 9,052548 192, 168.10.1 102,168, 10,104 DHCP DHCP ACH - Transaction I OxG6alfblc
G9 G 05MOFE  1%92.168.10.1 162168, 10,104 DHCP DHCF ACK = Transaction ID Omédalfble

Frame 40 (356 bytes on wire, 356 bytes caprured)
Ethérnet II, Src: Afrondét_bh:44:51 (00:40:9A-LG:44:91), DSt: Broadcast (FRIFFFFiFFFFIFF)
Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dsty 25%5.255.2%5.255 (255.255.2558.255)
user batagram Protocol, Src Port: bootpc (683, Ost Port: bootps (670
EBOOTSTrap Protocal

Hessage type: Boot Request (1)

Hardware Type: Ethernet

Hardware address Tength: &

Hops: O

Transaction I6: Ox5F3Zeels

seconds elapsed: O
i Bootp Flags: Ox0000 (unicast)

i1 B = =

CMHent IP address: 0.0.0.0 (0.0.0.0)

vour (<lient) 1P address: @,0.0.0 €0.0.0.0)
Héxt férver IP address: 0.0.0.0 (0. 0.0.00
Eelay agent IF address: ©.0.0.0 (0.0.0.00

Client M address: Alronet_boidd:51 (00:40:96:06 441510
server host nese ot given

goot f1le name not given

Haghc cookie: (oK)

oprion: (T=53,71=1) OHCP Mesfage Type = OHCP REQUEST
optfon: (tefl,T=F) Client identifier

option: (T=30,71=4) Requested IP Address = 192.163.10.104
oprion: (T=12,71=12) HOST Ha#e = “Cisco-1bA-wp"

optien: {z-81,1-16) cliemt Fully qualified pemain Hame
option: (T=80,1=8) vendor <lass idantifier = “"WSFT 5.0
oprion: (T=55,7=11) Parameter Request List

End option

T N T

B Jobs Ll s IJodlb 1Uz506 lJuwdIssé spdod 1o wys o 1z506 40 os wo bJo DHCP
lJpezuw pu gpsd IJIgwul, 00:40:96:06:44:51 |Js Idubeds I gwdIsé.

Seuw) wuvdsd pold

Jopdsu 9bsws julb DHCP gJs 9g206 [Joedp Sgw }C_.J..gd oelbsd psjdé 9dsd DHCP gds
9236 Idogdp. spdu wzdsd 3JY W gb Vs CLI pg 1Jlgle, IJeldss:

<#root>

(Cisco Controller) >
config dhcp proxy disable
(Cisco Controller) >
show dhcp proxy

DHCP Proxy Behaviour: disabled



I3l dp sJu g DHCP p9z93l eds yvwdo IUbw§06 2 (L2) oo wol IUElLo6 wldgpsd: Bszw
lebo wozso IJow IJs ¢lbp DHCP Ws w9lws Idgpsd pu gJId luwegsle puwles IP. 030 gs06 pu
o3l lJodysu:

<#root>
Switch#

conf t

Switch(config)#

interface vl an

Switch(config-if)#

i p hel per-address

o 056yl DHCP o leshs gp9ps: J3JY Bluol o_é.;“,_,‘ths zpse dlo DHCP slgd 96
IJozde. Sew luolvs eoble puwles IP Os Idouss IJluwlgwss Iduwddse Jzese vedle
VLAN IJo,9)86 gJds 9226 IJogdp.

o duuld 1Jigble gl oJlzol

Op wpdsu wuoese IJigble 1es,z6 ool £Js 9lz0é Lwb, 1Jigle, (CLI) 1Jgl 06 w9pss IJwede
9up luvedlz zje DHCP oo 1JIg)lz Josl I puwaws.

<#root>

(Cisco Controller) >

debug client 00:40: 96: b6: 44: 51
(Cisco Controller) >

debug dhcp nmessage enabl e

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 308, port 1, encap Oxec03)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 72



00:40:96:b6:44:51 DHCP option: message type = DHCP DISCOVER
00:40:96:b6:44:51 DHCP option: 116 (len 1) - skipping

00:40:96:b6:44:51 DHCP option: 61 (len 7) - skipping

00:40:96:b6:44:51 DHCP option: 12 (len 12) - skipping

00:40:96:b6:44:51 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:40:96:b6:44:51 DHCP option: 55 (len 11) - skipping

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP DISCOVER (1)

00:40:96:b6:44:51 DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51

00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 72
00:40:96:b6:44:51 DHCP option: message type = DHCP OFFER

00: 40: 96: b6: 44: 51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: lease time 84263 seconds
00:40:96:b6:44:51 DHCP option: 58 (len 4) skipping

00:40:96:b6:44:51 DHCP option: 59 (len 4) - skipping

00:40:96:b6:44:51 DHCP option: netmask = 255.255.255.0

00:40:96:b6:44:51 DHCP option: gateway = 192.168.10.1

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP OFFER (2)

00:40:96:b6:44:51 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51

00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: 192.168.10.104
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 328, port 1, encap Oxec03)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 92
00:40:96:b6:44:51 DHCP option: message type = DHCP REQUEST

00:40:96:b6:44:51 DHCP option: 61 (len 7) - skipping

00:40:96:b6:44:51 DHCP option: requested ip = 192.168.10.104

00:40:96:b6:44:51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: 12 (len 12) - skipping

00:40:96:b6:44:51 DHCP option: 81 (len 16) - skipping

00:40:96:b6:44:51 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:40:96:b6:44:51 DHCP option: 55 (len 11) - skipping

00:40:96:b6:44:51 DHCP options end, len 92, actual 84

00:40:96:b6:44:51 DHCP processing DHCP REQUEST (3)

00:40:96:b6:44:51 DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51
00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: O
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: O
00:40:96:b6:44:51 DHCP requested ip: 192.168.10.104

00:40:96:b6:44:51 DHCP server 1id: 192.168.10.1 rcvd server id: 192.168.10.1

.0.0.0
.0.0.0

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
00:40:96:b6:44:51 DHCP option Ten (including the magic

cookie) 72 00:40:96:b6:44:51 DHCP option: message type = DHCP ACK
00:40:96:b6:44:51 DHCP option: server id = 192.168.10.1



00:40:96:b6:44:51 DHCP option: lease time = 86400 seconds
00:40:96:b6:44:51 DHCP option: 58 (len 4) skipping

00:40:96:b6:44:51 DHCP option: 59 (len 4) - skipping

00:40:96:b6:44:51 DHCP option: netmask = 255.255.255.0

00:40:96:b6:44:51 DHCP option: gateway = 192.168.10.1

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP ACK (5)

00:40:96:b6:44:51 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51

00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: 192.168.10.104
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

00: 40: 96: b6: 44: 51 Assi gni ng Address 192.168. 10. 104 to nobile
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA
00: 40: 96: b6: 44: 51 192. 168. 10. 104 Added NPU entry of type 1

Bs Ie)lz wuoese lgble DHCP o3l ould wg Lo 1Jpduinle IJiuwluss s luwegsle ol DHCP
eds 9g6 IJogde:

* 8lp DHCP o9 osd Idzies wogle IJs DS - o3l sgus 1o 2506 DHCP IJiuoJsé po
IJgpsd wp oduwspeol 390 wessdel lds wble IJogjse (DS). IJ DS o9 IJouss IJozoss
NINEE

* uze DHCP G w9Losd 1Jeies lJs STA - wuis) 030 | yuwlJs 1Us 1o wp zuw) 25ed
DHCP. 590 w5y 1Js [Upzlos (STA). STA o9 zolj IUg psd 1Uses sl DHCP.

i@u'ol‘ SUS igo Uu_é&Jt,_s ubd gugly g s |J debugs. I..s 192.168.10.1. 3l Jly, 9gJsJ DHCP
98> Idlgwedsle oadl pu ol DHCP Wspedud H9s6 gugly IP 1Ubloys Jog»o Idwzde 1Uessz
Jeuwslu IP JJgbe.

lJogdsilo
s Lubddloo)luos sop wpdse 99sd DHCP.

.+ St o opess zest spole IUoedp IJos coued wuguool Idugue eds lesh sdsd
u_/_)_SQ_SGJjJ DHCP Quéu.uo.

© Sew wpdsu 99sd w)y9esdsd DHCP Jgsl) DHCP 82 Jsgpd.

5150 DHCP 513 J.s

e gl &sp DHCP 1slgds Bis Idwslss Jdpdlow 1,686 2 JI sw9d) ¢lsp DHCP ¢hes.
909 puope Joge Uvodd JluwdIss LoEs)d wlBd pu Uiy il 9,09J (AP) 092936 gJs
Idobods U, 886 wdwol. $98, 1Ugh e 1Us18Js goloso IP 1Js IJg pdle IUJlunJdsso: 9ol
IJsuo9d pu Ileuold Idpoluis 908l 1dsuosd B sune 1dzols eds sleos 1UbLs sbdole
DHCP lJos sop buwldel oo odlb 1Js o9d (APS). luo Jsuw ¢l DHCP Luled 1Ug,u0. Bo9
S8 9blsd 023936 BB 9Jl spdu wlossio B £pdss v e

08)ué LSy 9ol DHCP IUslgJsé 9l ol



I loolo sissams DHCP Iuvdsw edss 1Jeels cz2dp lpl DHCP 9JisJ Iy DHCP sz u. p¢ DHCP
seum Weol wede seed 198, pod DHCP ¢Jds pg APS puwodd. wlos 2pé DHCP 1Js
wdbs IUguesd pu edJ I5wlu gpsd P& pze9ed 1Ugps (SSID) IJpyowl wuvwdo VLAN.
w83 3JY wyz 2iped DHCP Iy VLAN. bl wp wg)sW puwles IP gds wilwo IUbo$o 3 (L3)
Juiwodé VLAN o30. wop lelss wgzse 1Uzip6 IJs glse DHCP o3l e, Idwe IJighs IJpozo. wed
3JYe suwozsy elbpe DHCP puli,é lJs 9lzes L3 1Jes ig_bo w9gso gjed DHCP o JJ.
cluwesle 9dsd DHCP: 0 dyy o5 09w 1J9d,6: 9ddu sop lle zese lelhs IJuszsoe poluiss
eds 9g26 IJozdp wodl pu 9lged L3 Juuwds VLAN. eds ywosd 1dpeld: §|u6 bJo DHCP |Js
lJubeods [Jpedss [JJlgwdIdss (WLAN) oo I1dgpsd: ©p IJubods 1dpedss IJdlgudJdsé
(WLAN) lpl o uuwegspe élope DHCP 1Jeess gJds 9lgos Juwds VLAN *l9* o uegse 9bs9s welyj
DHCP Ju o s WLAN Jlglsé 9250 256 DHCP l2hssé 1o 1Jis glse DHCP Cluucesle 26U
GIADDR Jgjpe DHCP 1J3s wp pdgo JsJsu guslo IP Jlzes o Js VLAN.

¢l30 DHCP IJslgJs - o383 1Uzie

i P
1} DHCP Discover

-

2) DHCP Discover
>

3) DHCP Cefes

4) OHCP Offer -

5) DHCP Reguest

6) DHCP Request

Ty DHCP ACK

B) DHCP ACH
- |

IUslzJs DHCP olsJ euvdsd peld

Handling of Packets for L | Client

1) Client sends DHCP discover as all-subnets broadcast
2) Conftroller forwards the DHCP discover via the DHCP
proxy service of the conlroller to the internal DHCP
sarvar (Mole: the configured DHCP server IP addrass
must be the managament |P address of the controller).
3) Internal DHCP server sends DHCP offer back to the
DHCP proxy agent on the controller.

4) Controller unicasts DHCP offer to client with option 54
and source address set as controller's management [P
address.

3) Clignt sends DHCP request to the managemeant IP
address.

6) Controller unicasts DHCP request from WLAN IP
address to DHCP proxy service which then forwards the
request 1o the internal DHCP server.

T) Internal DHCF server sends ACK to the DHCP proxy
sarvice.

8) Confroller unicasts ACK to the client.

Sew &dsd wepdsu 99dsd DHCP gds 9226 IJogdpe Jduwele Jelbpe DHCP IUsIgJs ldgpd.
sedu lddsle w3dd gw) slzed Idpuwese Idyuusess (GUI) Lopw o3l IdGuwe:

N oUlebs: Il sedod cesso 99 DHEP go) slzos Ipuuctse lyomsess (GUN) B zese

IJluosble.

Controller->Advanced->DHCP



DHCP Parameters

Enable DHCP Proxy

DHCP Option 82 Remaote [d field format AP-MAC -

Is £ 51208 Uwlo, IJlsle):

Config dhcp proxy enable

Save config

lopw in order to pdue 1dslgds DHCP olsJ. o3l steps:

1. 22 IJdoubly 1U3s ouwegspo Juwew gulosy IP (Controller > Internal DHCP Server > DHCP Scope). 109 New.

DHCP Scope > Edit

Scope Name

Fool Start Address
Fool End Address
Metwiork

MNetmask

Lease Time (seconds)
Default Routers

DNS Domain Name
DNS Servers

Metbios Name Servers

Status

User Scope
192.168.100.100
192.168.100.200
192.168.100.0

255.255.255.0

B6400

192.168.100.1 0.0.0.0
wicZ106.local

0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
Enabled -

0.0.0.0

0.0.0.0

0.0.0.0

2. 14i, lel lJs weles DHCP 1Jgloo oI 1Js guslo IP Jolzos U116 1Jgluos weess IJeedp




Uzl 06 .

WLANs > Edit < Back |

| Gemeral | Security | QoS | Advanced

Allow A8 Override [ Enabled DHCP
Coverage Hole Detection |V| Enabled i DHCP Serve_r V| owerride
Enable Session Timeout g 1800

* Session Timeout (secs) 192.168.100.254
Aironet IE [FEnabled DHCP Server 1P Addr
Chagnostic Channel [FeEnablad DHCP Addr. Assignment L] Required
IFvE Enable M Management Frame Protection (MFP)

Overnde Interface ACL Mone - 1
Infrastructure MFP Ll

P2F Blocking Action Cusabled - Frobection
Client Exclusion ¥ [#lEnablad o0 MFP Client Protection -~ .
Timeout Value (secs) | s

VoIP Snooping and M DTIM Period (in beacon intervals)

Raeporting

HIEAP 802.11a/n (1-255) 1
H-REAP Local Switching2 [ Enabled 802.11b/g/n (1 - 255) 1
Learn Client 1P Address £ Enabled AL

State || Enabled

3. ¢lds pu wpdsu 9dsd DHCP.

DHCP Parameters

Enable DHCP Proxy
DHCP Option 82 Remote [d field format AP-MAC -

lwed il IJigble ol odlzol

sobdu wuozse lgble ¢bp DHCP IUslgds gls6 |tJECJ_9J eds gpsd J>s0 puvdds WS IUzuo9d
eds eudlu IP. szow wuvgsd gpdslo wuoese IJIgble o3o.

debug client <MAC ADDRESS OF CLIENT>



gpsd wuogse IJigble 09 pld)9 sedo 030 IJigble JJ wsupl s)95 ouoese IJigble Wb gJs
gwslo MAC IJgluo ldepsd IUss bedwo.

debug
debug
debug
debug
debug
debug
debug

dhcp packet enable

dotll mobile enable
dotll state enable

dotlx events enable

pem events enable

pem state enable

cckm client debug enable

ldovew Id)ssuvs Jpuwlisd DHCP o9 debug dhep packet enable |.Jip_) lJ3s swp wpdsuo odiliss!
w9l oo debug client erasecat4000_flash:.

<tfroot>

00: 1b: 77: 2b: cf:

75

dhcpd: received DI SCOVER

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (giaddr:192.168. 100. 254)to 127.0.0. 1: 67
from127.0.0. 1: 1067
00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Tlen (including the magic cookie) 312
00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP OFFER
00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping
00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, Ten 312, actual 64
00:1b:77:2b:cf:75 DHCP option len (including the magic cookie) 81
00: 1b: 77: 2b: cf: 75 DHCP option: message type = DHCP REQUEST
00:1b:77:2b:cf:75 DHCP option: 61 (len 7) - skipping
00:1b:77:2b:cf:75 DHCP option: requested ip = 192.168.100.100
00:1b:77:2b:cf:75 DHCP option: server id = 192.0.2.10
00:1b:77:2b:cf:75 DHCP option: 12 (len 14) - skipping
00:1b:77:2b:cf:75 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:1b:77:2b:cf:75 DHCP option: 55 (len 11) - skipping
00:1b:77:2b:cf:75 DHCP option: 43 (len 3) - skipping
00:1b:77:2b:cf:75 DHCP options end, len 81, actual 73
00:1b:77:2b:cf:75 DHCP Forwarding packet locally (340 octets) from 192.168.100.254 to
192.168.100.254

dhcpd: Received 340 byte dhcp packet from Oxfe64a8c0 192.168.100.254:68

00: 1b: 77: 2b: cf: 75 dhcpd: packet 192.168.100.254 -> 192. 168. 100. 254 usi ng scope "User Scope"

00: 1b: 77: 2b: cf: 75 dhcpd: recei ved REQUEST

00:1b:77:2b:cf:75 Checking node 192.168.100.100 Allocated 1246985143, Expires 1247071543

(now: 1246985143)



00:1b:77:2b:cf:75 dhcpd: server_id cO0a864fe
00:1b:77:2b:cf:75 dhcpd: server_id = c0a864fe adding option 0x35 adding option 0x36
adding option 0x33 adding option 0x03 adding option 0xO0f adding option 0x01

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (gi addr:192.168.100.254)to 127.0.0. 1: 67
from 127.0.0. 1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 312

00: 1b: 77: 2b: cf: 75 DHCP option: nessage type = DHCP ACK
00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping

00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, len 312, actual 64

oz wlzsylo DHCP gJs ¢lsp DHCP 1UslgJs 1Jgloo o WLC
oo suvobse luos,e 03l e, in order to iz Je |J DHCP suwale) s I DHCP slgds obd po 1J
WLC:

<{froot>

config dhcp cl ear-1ease

Isel sds pold:

<#root>

config dhcp clear-1|ease al
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« s&yu2 Il config dhep proxy disable S0 IJie) luvoésle 9lbss ol DHCP. o3l o, glp
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802.11 [Js lsemuw 2. sop wpys) gie DHCP s90 wessd pu w98 LWAPP |Js e Jds
VLAN IJ¢luoé oldgpsd Oldeduw wldedw).

e wpdsu IUsdsd: sze wdysu ¢lbe DHCP gJs 9lzod WLAN (|_9 O Jvwds WLAN
oI wol) Jupdsy yvwdo WLAN. Jl sdje wdssu ls Ebpe sus websd 1Usdsd wlbyl Jgse

luwegsle 030 1Ug9ls .
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wwedle WLAN (Ig 1Jglzole [Jeyowlbs) dssoel glbe DHCP wp wdgswe. 93l Jp oIy ould

puwlzo. VBly gpdso IUopdsy o ivd.
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IJ run 59J6 (b9J6 2o IUjw9u suwelbse ey 0ds p19) po el 1ol wzdpe). sobdy ol
IUgsh eu Jgpsd 1o s89p wlbodw DHCP Jled Iy uuods. Iduvse Isssuws I3s wwzd guo
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WLANs = Edit __=Back | Apply
General Security | oS Advanced
Allew ASA Ohiarrde Enabled DHCP
Coverage Hole Detection || Enabled DHCP Sarysr Crverride
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Protecingn
Owvernde Interface ACL Horne
. MFF Client Protecton .
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Timerast Walise fomesh
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