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oSl 6a>9) IPSec RADIUS 6 juo i Ji9 LgingSi9 wligSall 04 caii WLAN 802. 1x 9l Directory
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//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Cigca Svarems

MOMITOR, WLANs CCCONTROLLER - WIRELESS  SECURITY: - MAMAGEMEMT
Security RADIUS Authentication Servers
ADR | .
Call Station I ] w
iRl a lon ID Type [IPAddress ™
RADIUS Authentication
RADIUE Assauntifia Credentials Caching [
Leecal Net Users
M Filtering
Chsabled Chents Use AES Key Wrap D
UsEr Login Palicies
Eolici
Ar TS netuurk Management ;‘;BE"E'. Server Address Port IPSec
hccess Control Lists e chi ot
IPSec Certificotes 1 192,166.30.10 1812 Disabled
& Certificate |E| 3 192.168.30.10% 1812 Enabled

M Cerfinata

~IPSec enable ,LisYl &5 53> .33l RADIUS o315 & iise g (1812 3aiall IP Glgic (u08i o8 .2
315 @83kan) Jiinall ull plasiuw] pi dla>Vo. Gubas §99 il ai 03 IPSEC laleo (S a9
a850La0) (PSK) lasmo J ,iine plizaSy RADIUS

.IPSec
Cosen Svatems
MONITOR - WLANS - CONTROLLER © “WIRELESS - SECURITY: - MANAGEMER

Security Shared Secret |l"
LAA Confirm Shared love

Ganeral Secret

RADIUS Authantication

RADIUS Accounting Kay Wra

Local Met Lsers ¥ F D

MAC Filtering

Disabled Clients Port Number 1812

Ifser Login Policies

AF! Folicies Server Status Enabled &
fccess Control Lists
IPSec Certificates Support for RFC 3576 | Disabled v

CA Cartificate

i Cahn e Retransmit Timeout |_2___j seconds
Weh Auth Certificate
Wireless Protection Metwork User Enable
Policies

P Polici
Trusted &P Policies Management Enable

Rogue Palicies
Standard Signatures

Custome Signatures IPSec Enable
izlient Exclusion Policies

AP Authertication
IPsec Parameters

IPSec HMAC SHAL &

IPSEC Encryption EEE__ !

(Shared Seceret will be used as the Preshared Key)

IKE Phase 1 Main v

Lifetime (seconds) 28800

IKE Diffie Hellman Group |Gmup 2 (1024 bits) v




IAS 055
IAS JI e steps 13® el

RADIUS sac canly Win2003 5 IAS a0 JI Jasl .1

Jxas

s Interset Authentication Service -

Elle Action  Mew Help

+11] Remote Access Logging
+-2F Remote Access Pollcies
+-{] Connection Request Processng

LanapalE]l iR e
% Initernet Authentication Service (Local) Friendly Hams | address | Protocol | Chert-vendor
3 | RADIUS Chents T 4404 192,168,302 RADILS RADILS Standard

62>9 e aiugSs a5 Sl Jjninall ,ully IP Glgic r¢>I,\.>~...uJL. RADIUS Jm.c ua..l,.a».> oS 29 .2
4404 Properties g ]
Sethingz |
Enendly name:
4404
Addrezz [IP or DWNS):
192.168.30.2
Werify...
If wou are uging remote access policies bazed on the clent vendor's
attribute, specity the vendor of the RADILUS clhent.
Chent-Yendor: RADIUS Standard j
™ BRequest must contain the Message Authenticator attribute
Shared secret; S
Confirm shared zecret; S
Q. I Cancel e [
LSl

62>9) 32> A=y € Joo9 re (95 .3
: pSxill



s# Internet Authentication Service

Bl=  Action ?Em Help
R

%: Irternet duthenticabion Service (Local)
L) RADILIS Clerits
1 Remote Access Logaing

0] |:| Conmechion Request Frocessing

IEEE - _SkwY - NAS 3éio g5 adlio] oo 35T . oS3l 62>9) a2y o, Joosll pe Lasbas > 4
802.11

i hwf::\-.ﬂ:-:x‘:::... o —
g x| preE—— :

4404 Pripaerkies

Setngs | Asilable types: Selected hypes:

ADSL-CAP - Asymimetii Bdd 2 | Elbieire
Speciiy the cordilions that conneclion (equests must mateh, ADSL-DMT - depmmen -—-—-—-—J

Plicy condibions::

Azpnc [Moden] <4 Aemave I ‘afielezs - Obher
Czhle

ernet OR \Wiraless - IEEE 802 11 DR Wirales FODI

G.3Fax

HOLLC Cear Channsl
IDSL - 1SDM Digilal Su
150N Asyne 110

4 | | _':j 150N feyne ', 120

15PN Sunc §
add. | e | Bemow | EPY ! i L

I eormection requests malch the corditions specified in iz policy, the
aszociadied profle will be applied bo the connechon

Edi Profia... |

Urless ndividual sccess pernsticns are spachied i the wser profle, thiz
polcy conlrols access to the nebwoek.

IF 2 correchion requedt matches the specified conditions;
" Diegw remots access permission

 [Grark remobe sccess pemission

ok | Cacel | Apob

MS-CHAP V2 oo (54 g a8sbiaall casill e 99 il iyl il ey le sl 5
:d9>Laol)




4384 Properbies

Settings

Edit Dial-in Profile o . 21l
Specify the condil '
Dialin Constraints | P | Multilink:

Paolicy conditions: T :
b= Buthentication | E neryption I Advanced

MAS-Part-T YO I

Select the authentication methods pou want to allow far this connection.

1

Add. | v Microzoft Encrypted Suthentication version 2 [MS-CHaAP +2)

If connection requ [ User can change pazsword after it has expired
aszociated profile : g
: [ Microzoft Encrepted Authentication [MS5-CHARP)

Edit Prafile... | i Usercan change password after it has evpired

Unlezz individual . {7 Encrypted authentication [CHAP]

policy contrals ac S
7 Urencrypted authentication [PAP, SPAP)
If a connection re

rhauthenticated access
™ Deny remate ¢

£ S iantiele r ':'-.l.lgntﬁnihentg to connect without negatiating an authentication

ak. Cancel | Sy

£9iS PEAP (awolg (EAP (55950 52>9 (EAP wulwl _lc il .6
:EAP



Edit Dial-in Profile

Diakin Constraints | 1P ] Multilink

=i‘_:f'ii-'4f.t}'fﬁ-f."¢-i'3-3tf.':.'ﬁi I Enn:ry;iﬁn:u} I : Advanced

Select the authentication methads you want to allow for this connection.

EAP Methods

g Select EAP Providers
™ Microzoft Encrypl :

'.r-.fL-iser canc  EAP twpes are negatiated inthe arder in which they are listed.

rﬂiﬂmﬁﬂﬂ'EﬁEf}'ﬁ' EAF twpes:

I Uzercapc  fiWsis [EESE - Movellp:
'ml "_E'r__'!g:ryFlted authet My B
T '!r‘renn:rg.?ptetl-auﬁl
Unauthenticated ace
= Allow clients to o
[ rnethod.
add. | Edt. | Bemove | [i3 Cancel |

oo Ol ol p3ll &amiall aslall o i3y EAP (5,800 2055 L s e sl .7
EAP MSCHAP ¢g; @] .(tme.tme.com .Jtsll Jww _lc) CA 9 Active Directory

V2

EAP types ae negoliated in the |

This server identifies tself ko calars before the connection is completed,
EAF ypes: Selack the: certFicate that you wark it bo use as proof of identity.

Fratected EAF (PEAF]

Certficate ssuad itma.tme.cnm ﬂ

Friemndly rame:
Issuer; wrbu
Expiration date: 3/30/2007 3:32: 22 PM

™ Enable Fast Recannect
Eap Types

rid (EAP-MSCHAP v ;:'_| EAP MSTCHAPY? PrfI[I'F.'r{IF:S

Mumber of authenkication retries: | 2

I¥ Allow client to change password after it has expred

o€ Joooll sl gloil gax Laxdy udall Cugull dole §98 il .8



Edit Dial-in Praofile . : el

Dial-in Constraints i IF ; b ultilik:
Authentication Encryption i Advanced

The following encryption levels are supported by servers running Microzoft
Routing and Remate Accesz. If pou uze a different remote access server,
make sure the encryption level: pou zelect are supported by that zoftware.

[ Mo encryption iz the only option selected, then uzers cannot connect by
uzing data encryption.

v Stong encryption [MPPE 56 bit)
W Strongest encryption [MPPE 128 bit)

¥ Mo encryption

ak. Cancel Lt

Ay

€9iS RADIUS Standard/Framed aslol, p99 «doasio ohls wuguill aoMe (9§99 a5l .9



Edit Dial-in Prafile

Dialin Constraints | IF | b ultlink |
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Remate
ACcess server.

Attributes:
Mame Yendar Y alue
Service-Type RaDIUS Standard - Framed

' | i

agd. | Edt. | Bemove |

ak. Cancel L

tdo=l
DHCP _als il ol Lojis, 138 IP Glsie) Jsasll wlb alSo) oo 38259 AP Lygull dode g8 a5l .10
9l zlieo e Sy



Edit Dial-in Profile . 21 x|

Ay thertication ; E ncryption i Advanced
Diakin Constraints I3 | Mukiink

”:l Elljler-'EE EISEigr'ImE-'rlt [FramEd'lp'ﬂddrESE] ...................................................................

" Server must supply an IP address

i Server zettings determine IP address azsignment

ffffffffffffffffffffffff

| 7 Aszsign a static IP address e

It an IF addrezs aszignment method iz specified in the user profile. it
| overndes these zettings.

[P filters

It wour remote access zerver iz Microzoft Houting and Remote Access,
| You can define the filters ta apply dunng thiz connection.

To control the packets this interface receives, Input Filters. ..
chick lnput Filters. -

To control the packets this interface sends. click o pmt Filters
- Output Filters. =

.WinServer

Microsoft Windows 2003 J Jwll ol ollasl

‘Windows 2003 Jlxo ool wlslac] ¢Sl @l olglasdl Jasi

S LI il agd) 333> Olol duwluw clisl, a89 (oYl Jlxall Glol clslac] e Jisis a9 .1
IEEE)



""" DEfault Domain Security Settings

@ SE:I:LII'It':.-' Settings

=@ Account Policies

] _;j Local Policies

[+ 28] Event Log

-8 Restricted Groups

-4 System Services

[+ 8 Registry

- File System

----- 1 wireless Metwork (IEEE 802,113 Policies

.(802.11
iS19 dlingo 63y0> WLAN aSuis ol .aliasall olSuidl (§99 ailg WLAN aSeis pg asbas isl .2

IEEE sl doMe o il a3 82,02l diasoll aSuidl le 129550 Las ail . Jio WLAN SSID puwl

goill o® (95 PEAP i31.802.1x

. ‘EAP
General Preferred Networks | DRl S gy Mo 2x
Metwork, Properties  |EEE 802.1x ;
’éi:i .E.ultumatin:all_l,l COMME I Enable network access control using IEEE 802.1x
elow.
EAPOL-Start meszage: ;Transmit :__j
LR r~ Parameters [seconds]
Network Mame (SSID) | IEE Maxﬂmt]E Start period: ]su
1 sroller Eil
Held period: ]ED Authentication penod: ]3EI
EAP ype:  |Protected EAP [PEAP) ]

r Authenticate as guest when user or computer information is
Lnavailable

W Authenticate as computer when computer information is available

Add. | Edi

Computer authentication: 1with user re-authentication _‘:j

; k. i Cancel

e duioll Lo 9g5gall Hixdl 65lgi 5a>9 (e S5l o §oxl (0 o9 [PEAP whblag] e a5l .3
Sl Jo3 Al s plaziawy MS CHAP V2 g4 50 3axs clall 08 GVl Jol,eY . §uanll gl
e wo R 9,0l dalS9 Windows



Protected EAP Properties.

When connecting:

— v Malidake server cerkificate

i iConneck to these servers:

Trusted Rook Certification Authorities:

] werisign Trust Metwark,
] werisign Trusk Metwork:
] verisign Trust Metwork:
[ werisign Trust Metwork
[ verisign Trust Metwork
] wnbu

wnbu

[ xcert EZ by DST

4

EAP MSCHAPY¥Z Properties

Select Authentication Method:

Secured password (EAP-MSCHAP w2)

[ Enable Fast Reconnect

When conneching:

- Automatically uze my Windows logon name and
pazaward [and domain iF any).

Cancel

Lle 531 6002 1P ol g clisl a8 Windows 2003 J awol 8Vl Jbwll glol whslac] 6)ls] Hlb]| _$ .4

Jio (Active Directory zg

=29 Account Policies
[#l-=¢] Local Palicles
[+ =g Evert Log
[+ 8 Restricted Groups
-8 System Services
[+-_ & Reqistry
(-8 File System
Y wireless Netwark (IEEE 802, 11) Palicies

-2 Public Key Policies
[#- ] Software Restriction Palicies

48 IP Security Polices on Active Directory (tme, com)

4404
" Default Domain Security Settings PR
File Action Mew Help
¢4 | BE XFE @ a3 ¥4
B Security Settings Name / | Description | Policy Assigned

4404
B4 Server (Request Secu... For all IP traffic, swaysreq...  No
B Chent {Fespond Onbe) - Communicate normaly (uns... Mo
B secure Sarver {Requir.,. Forall IP traffic, sbwavs req... Mo

aild - 620> dyinas 62008 @8Lio] .acled Lugull dode (§9 Laily (6113 4404 ag Lailas Lm0 8 5
129530 L Lasl (M) el «(PSK) @8s5Laall (ol idY dlxiwdl) dsaaill el,>] (a5aolys) IP elalo

Bl 3359 lya> B9Linl po (Il puinell 6226 e



ﬂﬁj TP tratric

Rules ; General ;

a?ﬂ Securty rules for communicating with other computers

|F Securty rules:

P Filker List Filter Action Authentication... | Tu
<Dynarmics Default Rezponze Preshared Key <M

Edit Rule Properties : ﬂﬂ

Security Methods | Authentication Methads

Cffer these secunty methods when negotiating with anather computer.

Securnty method preference order:

___‘Li Type | AH Integrity | ESP Confidential... | ES Add...
Customn  <Mones JDES sH
Custom <Mones JDES b
S Cugtom - <Mones DES S5H
Cuztorn  <Mones DES ML Bemove
Custom— SHAT «Mones <M
Cugtom  MDE £Maoner <M

b e iy
R = )

1| ] ....'f.j Mave dowr

I Use session key perfect forward secrecy [PFS)

ol oy tdasVoolae] ddac 138 o3l duazall oblaeYl elasl 5 a9 (ool wolwl 4,2 L8l .6
pSxill 6a>g; ol IPSec ool whblac] go whblaeyl 0id gllai
.RADIUS



P traftic, always req..,
2| x| SR T

Secunty Method

" Integrity and encruotion

unmodified.

: Specify the zettings far thiz custom zecurity method.
" |ntegrity anly

B e B D ata and address integrity without encryption [&H]
encrypted. ntegnity algarnithm:
& Custom ;?J:éj:i}: _f...i
Settings. .. i ¥ Data integrity and encryption [ESF];
[ntegrity algorithm:
SHA1 -

E ncrpption algorithm:
ADES 5

 Session key zettings:

I Generate a new key even: v Generate a new key even:

ehattes iEEEDD seconds

k. Cancel 1

L
Sl Diaall judl Guss S350 Lzl 6aeld Laslas oo @@slaall wglwl gl aode §gé il .7
62>9) RADIUS (655 (8 iyl aids»]
pSill




{F Erarric, always red

2%
Securty Methods  Authentication Methods
between computers. These authentication methods are

offered and accepted when negotiating secunty with another
compter,

Authentication methods specify how tust iz establizhed
oy

Authentication method preference order:
Method | Details Add...

:jf T he authentication method zpecifies how trust iz establizhed
] gé

between the computers.

™ Active Directory default [Kerberos W5 protocol)

" Use a certificate from thiz certification autharity [C4);

20> Lz 08 .Jall Gbolg IAS 9 aSxill 8259 whblacl ol o lyeSil groz> JaS] piy cdladill 0i® aicg

WLAN Jiac e 6562Vl gro> augas 63lely WinServer Juiull plaig oSl 359 oo JS e oliygSil
sel ozl e 3ol $slgi cuis 22, \WPA2IPEAP J (r0Sils 53l cutiy p8 LM aslaciiu] o, (sl

bladly (WLAN) aSlwMI ddxoll 4Suidly Juasdl Juogi 0 652V guo> augas 63le] aey . Juosll jle> Jasis
04® | ol

WinServer RADIUS 9 poSxill 62>9 u IPSec Jlail slacy e Jlail oL :dla>No

Windows 2003 J plail Jouw &lasi

&> algi IPSec RADIUS 8 g0 WPA2/PEAP J aigSs pi sl a2 Wl WLAN aSuis ae Jlasl pgsy
:WinServer _lc 132 plail

WinServer = 192.168.30.105
WLAN Controller = 192.168.30.2



H Event Yiewer

File  Action Wew Help

- O EFDR @

| Event Wiswer (Local) 'Systun 22 evenh(s)

E’ Application Ty pe | Date | Tire | souece | category | Event | User
secLity Information 4/1 /20086
40 Svstem

.User TMEO\Administrator was granted access

Fully-Qualified-User-Name = tme.com/Users/Administrator
NAS-IP-Address = 192.168.30.2

NAS-Identifier = Cisco_40:5f:23

Client-Friendly-Name = 4404

Client-IP-Address = 192.168.30.2
Calling-Station-Identifier = 00-40-96-A6-D4-6D
NAS-Port-Type = Wireless - IEEE 802.11

NAS-Port =1

Proxy-Policy-Name = Use Windows authentication for all users
Authentication-Provider = Windows
<Authentication-Server = <undetermined

Policy-Name = 4404

Authentication-Type = PEAP

(EAP-Type = Secured password (EAP-MSCHAP v2

‘WinServer oMxw e 13® oVl &as clisl <> éxx>Ul pSxill 62>9: Lol IPSec Jlasl pgs,

B Event viewer

Ble  Action  Wiew Help
e«= AmERE| R

|§i]] Event: Vieweer (Local) | Security 484 evant{s)
B Date Tine SOurce Ewent Lizer

""" Audk -}Il |I|'.-' Y 2e@ S P '-.F-|'||||I':,- LoD cinrl |'||:||'|ff 541

.IKE security association established
(Mode: Data Protection Mode (Quick Mode
.Peer Identity: Preshared key ID

Peer IP Address: 192.168.30.2

:Filter

Source IP Address 192.168.30.105
Source IP Address Mask 255.255.255.255
Destination IP Address 192.168.30.2
Destination IP Address Mask 255.255.255.255
Protocol 17

Source Port 1812

Destination Port 0

IKE Local Addr 192.168.30.105

IKE Peer Addr 192.168.30.2

IKE Source Port 500

IKE Destination Port 500

Peer Private Addr

:Parameters

ESP Algorithm Triple DES CBC

HMAC Algorithm SHA

AH Algorithm None

Encapsulation Transport Mode
(InboundSpi 3531784413 (0xd282c0dd



RADIUS dSLw\

(OutBoundSpi 4047139137 (0xfl3a7141
Lifetime (sec) 28800

Lifetime (kb) 100000

QM delta time (sec) O

Total delta time (sec) 0

| dglxall &Sutill oS5 83>9) IPSeC 2l elias] auzuas Jbo

o Ll laud oSl 13D o éxill pSxill 6a>9 Lo debug pm ikemsg enable ,oVl plasiw] cliSoy

Cisco Controller)
TX MM: 192.168.30.2

RX MM: 192.168.30.2

VENDOR

TX MM: 192.168.30.2

Cisco Controller) >debug pm ikemsg enable)

>****** FRR: Connection timed out or error, calling callback)
(Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
00kie=0x0000000000000000

SA: doi=1 situation=0x1

[Proposal 0, proto=ISAKMP, # transforms=1, SPI[O0

Transform#=0 TransformId=1, # SA Attributes = 6

EncrAlgo = 3DES-CBC

HashAlgo = SHA

AuthMethod = Pre-shared Key

GroupDescr =2

LifeType = secs

LifeDuration =28800

= 0x8f9cc94e 01248ecd £147594c 284b213Db
= 0x27bab5dc 0leal0760 eade3190 ac27c0d0
= 0x6105c422 e76847e4 3£968480 1292aecd
= 0x4485152d 18bé6bbcd 0beB8a846 9579ddcc
= 0xcd604643 35df21£f8 7cfdb2fc 68b6adds
= 0x90cb8091 3ebb696e 086381b5 ecd27blf
VID: vendor i1d[16] = 0x7d9419a6 5310ca6bf 2cl179d92 15529d56
VID: vendor i1d[16] = 0x12f5f28c 457168a9 702d9fe2 74cc0100
(Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555

SA: doi=1 situation=0x1

[Proposal 1, proto=ISAKMP, # transforms=1 SPI[0

Transform payload: transf#=1 transfId=1, # SA Attributes = 6
EncrAlgo= 3DES-CBC

HashAlgo= SHA

GroupDescr=2

AuthMethod= Pre-shared Key

LifeType= secs

LifeDuration=28800

ID: datal[20] = 0xle2b5169 05991c7d 7c96fcbf b587e461 00000004
VENDOR ID: datal[l6] = 0x4048b7d5 6ebce885 25e7de7f 00d6c2d3
VENDOR ID: datal[l6] = 0x90cb8091 3ebb696e 086381b5 ecd27blf
(Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555

.KE: ke[128] = 0x9644afl3 b4275866 478d294f 4d5408dc5 e243fc58

VID: vendor 1id[16
VID: vendor 1id[16
VID: vendor 1id[16
VID: vendor 1id[16
VID: vendor 1id[16

1
1
1
1
1
VID: vendor id[16]
1
1

NONCE: nonce [16] = Oxede8dcl2 cllbe7a7 aa0640dd 4cd24657

PRV [payloadId=130]: data[20] = 0x1628fd4af 61333b10 13390df8 85a0c0c2 93dbé6
c67

PRV [payloadId=130]: data[20] = 0xcfObbdlc 55076966 94bccfd4f e05el1533 191bl
378

RX MM: 192.168.30.2

(Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£555
.KE: ke[128] = 0x9f0420e5 bl3adb04 ad48le9lc 8dlc4267 91c8b486

NONCE: nonce[20] = 0x011a4520 04e31bal 6089d2d6 347549c3 260adl04
PRV payloadId=130: data[20] = OxcfObbdlc 55076966 94bccfd4f e05el1533 191bl3

78

PRV payloadId=130: data[20] = 0x1628fd4af 61333b10 13390df8 85a0c0c2 93dbé6c

TX MM: 192.168.30.2

67
(Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc



ookie=0x064bdcaf50d45£555

ID: packet[8] = 0x01000000 c0aB8leb9

HASH: hash[20] = 0x04814190 5d87caal 221928de 820d9f6e ac2ef809

[NOTIFY: doi=1 proto=ISAKMP type=INITIAL_CONTACT, spil0

[NOTIFY: datalO

RX MM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d45£555

ID: packet[8] = 0x01000000 c0aB8leb9

HASH: hash[20] 0x3b26e590 66651f13 2a86f62d 1bldle7l 064b43f6

TX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£f555 msgid=0x73915967
0x00000000 00000000 00000000 00000000 00000000
SA: doi=1 situation=0x1

Proposal 1, proto=ESP, # transforms=1, SPI[4] = 0xbb243261
Transform#=1 TransformId=3, # SA Attributes = 4

AuthAlgo = HMAC-SHA

LifeType = secs

LifeDuration =28800

EncapMode = Transport

HASH: hash[20]

NONCE: nonce [16] = 0x48a874dd 02d91720 29463981 209959bd
ID: packet[8] = 0x01110000 c0a8le02
ID: packet[8] = 0x01110714 c0a8leb9

RX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£f555 msgid=0x73915967

HASH: hash[20] = 0x2228d010 84c601l4e dd04eel05 4d15239a 32a9e2ba

SA: doi=1 situation=0x1

Proposal 1, proto=ESP, # transforms=1 SPI[4] = 0x7d117296

Transform payload: transf#=1 transfId=3, # SA Attributes = 4

LifeType= secs

LifeDuration=28800

EncapMode= Transport

AuthAlgo= HMAC-SHA

0x5c4600e4 5938cbb0 760d47f4 024a59dd 63d7ddce
ID: packet[8] = 0x01110000 c0a8le02

ID: packet[8] = 0x01110714 c0a8leb9

TX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£f555 msgid=0x73915967

HASH: hash[20] = 0x0e81093e bc26ebf3 d367297c d9f7c000 28a3662d

RX QM: 192.168.30.2 (Initiator) <-> 192.168.30.105 Icookie=0xaac8841687148dda Rc
ookie=0x064bdcaf50d5£f555 msgid=0x73915967

HASH: hash[20] = 0xcb862635 2b30202f 83fc5d7a 22646194 b09faed2

NOTIFY: doi=1 proto=ESP type=CONNECTED, spi[4] = 0xbb243261

datal[8] = 0x434fdede 45435431

JU 51wl

NONCE: nonce[20]

S blall due

WinServer = 192.168.30.105

WLAN Controller = 192.168.30.2

Authenticated WLAN client = 192.168.30.107

No. Time Source Destination Protocol Info

.Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf 0.000000 1
Root = 32769/00:14:29:76:d7:c0 Cost = 4 Port = 0x8003

(ESP ESP (SPI=0x7d117296 192.168.30.105 192.168.30.2 1.564706 2
(ESP ESP (SPI=0xbb243261 192.168.30.2 192.168.30.105 1.591426 3
(ESP ESP (SPI=0x7d117296 192.168.30.105 192.168.30.2 1.615600 4
(ESP ESP (SPI=0xbb243261 192.168.30.2 192.168.30.105 1.617243 5
(ESP ESP (SPI=0x7d117296 192.168.30.105 192.168.30.2 1.625168 6
(ESP ESP (SPI=0xbb243261 192.168.30.2 192.168.30.105 1.627006 7
(ESP ESP (SPI=0x7d117296 192.168.30.105 192.168.30.2 1.638414 8



(ESP ES
ESP ESP
ESP ESP
ESP ESP
ESP ESP
ESP ESP
ESP ESP

P (SPI=0xbb243261 192.168.30.2 192.168.30.105 1.639673 9

SPI=0x7d117296
SPI=0xbb243261
SPI=0x7d117296
SPI=0xbb243261
SPI=0x7d117296

(
(
(
(
(
(SPI=0xbb243261

;Broadcast LLC U,

DSAP NULL LSAP Individual,

.Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf

.Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf

Root = 32769/00:14:

Cisco_42:43:03
<NBNS Name query NB PRINT.CISCO.COM<00 192.
<NBNS Name query NB PRINT.CISCO.COM<00 192.

.Cisco_42:d3:03 Spanning-tree- (for-bridges)_00 STP Conf

ARP Who has 192.168.30.105? Tell 192.168.30.2 192.168.30.105 192.168.30.2
ARP 192.168.30.105 is at 00:40:63:e3:19:c9 192.168.30.2 192.168.30.105
Broadcast ARP 192.168.30.107 is at 00:13:ce:67:ae:d2 192.168.30.107

do olbd ol

5.2 ;100Y1 (Cisco 0 aSlwMI LAN aSub o825 62>9 2055 > -

192.168.30.105 192.168.30.2 1.658440

192.168.30.2 192.168.30.105 1.662462

192.168.30.105 192.168.30.2 1.673782

192.168.30.2 192.168.30.105 1.674631

192.168.30.105 192.168.30.2 1.687892

192.168.30.2 192.168.30.105 1.708082

func=XID 192.168.30.107 1.743648

SSAP NULL LSAP Command

2.000073

Root = 32769/00:14:a9:76:d7:c0 Cost = 4 Port = 0x8003
4.000266

a9:76:d7:c0 Cost = 4 Port = 0x8003

Cisco_42:d3:03 LOOP Reply 5.062531

168.30.255 192.168.30.101 5.192104

168.30.255 192.168.30.101 5.942171

6.000242

Root = 32769/00:14:a9:76:d7:c0 Cost = 4 Port = 0x8003
6.562944

6.562982

6.596937
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