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doxiwall oligSall
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Cisco CSCsI85710 (0 clasVl aunai 8 20 0l 0ig) wasljlasl 91 100)JA2)12.4 laoY
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slel, WGB pgs, ¥ (DFS &a> a=y — (laid olzuuall eMasll) Cisco CSCsIB5798 o clasVl ayuas
ST WGB J oSy Y— (lasd ¢jalnunll eVasll) Cisco CSCsm37686 o clasVl auuai I ,2alaiall
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ade aasNo Lisly louwl §aanll g2 50l piol. dusudall Hisdl §uanll 2250l il ol

ACS 9 o33l 6>lgib cauls
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ACS _lc a0l 2> 10ll dolgi sl
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el eSS e 85l ACS psl> U..9 V4
ACS 65l slac] izl .8

Lg Bgioall ohlgidl aasld > il .9
.CA J gall U8 dode gio .10

Tl e Sail 11

EAP-TLS . WGB d35Laal 2lawdl ACS ;655 09

'ACS 8 Sxnay WGB Jl ouw ol ACS JI S steps in order to 13® sl

pasiuall dg219 (9.(NAS (AAA JiosS (WLC) aSLwMI dlxoll aSuidl (8 aSxill juaic adlol .1
lowwl J351.J5] a8lio] (85 Ll AAA eMoc o )lul le aSquidl 985 e il (ACS) duoguw )l
elias Jssl.olsic Ggrj AAA coi WLC Jl go wlgie ¢)l8 6,1Y1 cl35.AAA Lo cawas puwl cox
Sl o)l dasla)] plasiuwly d@8skaosll aasld _8.alde da>No (930 089 Jiine L i RADIUS
ulaitJlw)| 899 ,a:l.(RADIUS (Cisco Airespace

Juw Jle ([EAP-TLS o .dolell @8slaall slac] < plaill (985 i3I ACS 8 EAP-TLS (,Sai 08 .2
oo EAP-TLS Lulg EAP-FAST a2, _leVl sgiwoll EAP-TLS o glowdl o0 335 (Jliall
Jasis 8sle] + Jluwy) Lisl.aydl eslgidl o ozl olls @8 o §ax5.PEAP

suladlo] Ll «pasiumall i>g) (8 WGB puwl U351 «pastiuuall slac] 9.ACS J WGB adlol .3
o9 aslaziuw] pac o pel e (ollas 13D Leinass vy 49,0 dolS J351."WGB" Jlia)l 133 pasiuy
Jlwy] le &l EAP-TLS

ACS _JI a8y ol WLC JI 0 WLAN I clSiis

:a Wl olglasl Jasl

(WLC) aSLuI dyxall aSuidl (8 pSxidll 6a>9s awolzl (GUI) dyoguu )l pasiwall dg=lg J] aéuas .1

Jl el ,8il9 dslaall < AAA > RADIUS < ¢puolill ,i31:RADIUS o3l aasld JI ACS aslo| .2
Baday adlaab. asylull solazll (o il RADIUS juw J35l.d>g) wlsie oWl L8 olsic acs

9 Gwogill awls SSID Js3sl.apaz Jal WLAN oS exs:EAP-TLS eMasg) WLAN aSui aslo) .3
oo (@)l wuu>) Broadcast SSID g ouSas HLis Yl &l 53> Mple” Lyl dode 5. WLAN SSID
i uiall 2 dddall a0l d0ild (5 WPA+WPA2 i3l .2 dalall Lygull doMe il wuyguill doMe
AES 185 plaziwl, WPA2 duwluw 2055 el 08 TKIP juis plasiwl WPA dwluw oo 885
RADIUS p>l3 g8 ACS o5 13] V] LACS ol AAA plg3 cxs.adslaall pliso 6,15y 802.1X izl
Babay aslaab. ol2ll ol 8V

WGB bl 1855
:aUl olglazdl JasT
JI b crypto PKI CLI JI Jagiuwy 63lgis JSuin > . guallly dul] dd, )b ddlall 0i® pasius jaka> Vo

SCEP 9 TFTP JI Josiuw ol s ule dogleo LS J i S dixo y mic _SlwY cisco 3200 sery
a8y )b

iy Ll elazxll L5 Il o3 laS ACS 9 o ol ai il paskiasll
ap#configure terminal

ap(confi g) #hostname WGB

#(WEB(config


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html

oSy pd 9l exec aclwll dcgazal JolgVl Jlaw dg>19) whbleidl Jo=i (I o cdoll GoSy ol vy
(SNTP pslz

2 :CA J TrustPoint (95
WEB#config term

WEB( confi g) #crypto pki trustpoint CUT-PASTE

WEB( confi g) #enrollment terminal

WEB( confi g) #subject-name CN=WGB

oslgidl Hlaol 9 Microsoft J Gauasll g 4all Juins, ai92 .<CN=<CientName  gllao rdla>No
.0x80094001 Uaz @lw, .

WEB( confi g) #revocation-check none

oo elasVl xouai U 00 (9 dxingall @dStinell wil 5,90 revocation-check none oYl :ala>Mo
99 G 2wy WL usi oslel/ ad e WGB Jas, .(lagd olxuuall eMasll) Cisco CSCsl07349
JlaiVl esley Wgb

WEB( confi g) #rsakeypair manual-keys 1024

gs0ll I pausi daall @20l 63lgin (o @i Jle Jouaxl:WGB e §uaall g2 0l 65lgi cuii .3
i &3] CRL 9 ol bl 51 CA 63lgis Jusis e aslhttp:/fip.of. CA.server/censrv : §.aall
:9aa0ll g2 50)l 63lgis cai.Cer. il o> pi. §aanll @250l 83lgis Jisi Lo ,ail.64 6acld i glwl

WEB( confi g) #crypto pki authenticate CUT-PASTE
.Enter the base 64 encoded CA certificate

End with a blank line or the word "quit" on a line by itself

s Ll 8glazdl 8 alysis po sl cer. dalo oo Laill 9 guall (VI
----- BEG N CERTI FI CATE- - - - -

[ -]

----- END CERTI FI CATE- - - - -

quit

:Certificate has the following attributes

Fi ngerprint: 45EC6866 A66B4D8F 2E05960F BC5C1B76
Do you accept this certificate? [yes/no]: yes %
.Trustpoint CA certificate accepted

Certificate successfully inmported %

‘WGB _lc é5lgidl Ll cLisl:WGB e Leiwiio Juasll 65l b .4
WEB( confi g) #crypto pki enroll CUT-PASTE
Start certificate enrollnment %

The subject nanme in the certificate will include: CNEWGEB %

Include the router serial nunber in the subject nanme? [yes/no]l: no %
Include an I P address in the subject name? [no]: no %

Display Certificate Request to term nal ? [yes/no]: yes

:Certificate Request follows

M | Bj zCB+Q BADAV MRmvCg YDVQQDEWNXRO!I x Hz AdBgk ghki GOWOBCQ WEFAHQI 5j

Y2| | d2I masS5j b20wgZ8wDQYJIKoZI hvc NAQEBBQADg YOAM GJAoGBAMuyZ0Y/ x| 30
6Pwch3gA/ JoBobYcvKH c0BOqvqPgCnizgNb8ns FDVB8ZFKb3y Sdl xI qOGt r n/ Yoh
2LHz RKi +AWQHFGAB2v k FDOSJI D8AG+YDI GEdXGoo/ e0eqd 7LgFqOwpUQY! PxsPn
QUcK9ZDWA8EZNYdx U j Bt LGOM_X4gt a9AgMBAAGYI TAf Bgkghki GOWOBCQ4XEj AQ
MA4GAL Ud DWEB/ WQEAW FoDANBgk ghki GOWOBAQQUFAACBYQASCl t CKRt u16J AT z
¢ DROOL QdmiNYDuwk swHRgSHDM W BngA2bKeNsTj +svuX5S/ QRcGozC6OLN f t Q7
f w+RcKKnB+SpaEnU3eYGs 3HhY7VOL4MY4Jk Y8l 89ah15/ V82Sol ACf CJDy5BvBP6
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==hk7GAPbMYkV@wJaNr uVEVkYoLQ
---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
#(WEB(config

wwl> ro).k'i.wi Lowuwo auoxi o5 SVl gLV 2o Guanll g2 0l Il paiwell/ ol 65l b
I raaiidaa o)l 038 plaziwl paziue]l 65l by Grasll g2 40l JI Jowogll §> d pazui
63lgin Llbb" Ll 50> "85l Llb" LA >ax>http://ip.of. CA.server/certsrv: 9uasll &> 0l
b Jlu,l 91 84wl 60,0 PKCS #10 9l CMC wlals plaziwl 63lgdi b Jluw, " i3 l." pasio
50l o 0adgiy 10S o8 sl 63lgidl Llb 9 8uall."64-wlwIl jo e PKCS #7 L5 plasuuwl yaxs
Base" J oslgidl i lnsd o8 Lzl )l Jlw,l laad 29 oi lauus paiuuall "crypto pki enroll"
£9090)l Soixy cw> WGB J Joall BoLis] ps 18 sslgidl ol oo a5 Ly tala>Ne."64 encoded
‘WGB e paziuuall 65lgis cuis.CN e (WGB _JI 04961 <09 S| paisuall puwl) "WGB" _le
WEB( confi g) #crypto pki import CUT-PASTE certificate

.Enter the base 64 encoded certificate

End with a blank line or the word "quit" on a line by itself
gLl 8glazll 9 alijis e sl cer. walo o Laill (9 gl (Y

----- BEG N CERTI Fl CATE- - - - -

[ -]
----- END CERTI FI CATE- - - - -

Router Certificate successfully inmported %

‘\WGB o a3l (CLIY ,oloVl Jlow dg=ly wlsleiv oo 883 .5
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
.|l ssuer
cn=AARONLAB
: Subj ect
Nane: WGEB
cn=W\GB
:CRL Distribution Points
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
:Validity Date
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY-PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
.l ssuer
cn=AARONLAB
: Subj ect
cn=AARONLAB
:CRL Distribution Points
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
:Validity Date
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ at ed Trustpoints: COPY-PASTE

>l cuw> g1l9 WUnsllg WGB SSID 655

;i olglazdl oSl



aSLwW ddxoll dSuidl (5 pSxil uaic e (950l SSID go 13 gullai, ol vy .SSID (eSi 28 .1
:aayLull dolaxl 0i® 5 (WLC)
dot 11 ssid EAPTLS
aut henti cati on networ k-eap eap_net hods
aut henti cati on key-managenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
infrastructure-ssid

pal J5l9 TrustPoint _le CN go paciwall puwl il ol ooy .[EAP-TLS Wb (008 o8 .2
ACS uaé p):ihuxd|
eap profile EAPTLS

nmethod tls
!
dot 1x credenti als EAPTLS
user nane WGEB
pki - trust poi nt CUT- PASTE
[(dot11Radio0) i wdla> 2.4 gl plaiw! piy Jloll 13D L8 .éx | cuw> gl dg>lg cuoSiy pb .3
i nterface Dot 11Radi 00

encryption node ci phers aes-ccmtkip

ssid EAPTLS
|

packet retries 128 drop- packet
station-rol e workgroup-bridge

0S5 130 W @ubais cuols Lo @y a3l )il Jowogll dlnsis Unsi 0 WGB Jlay 128 o tdla> Mo
2 lygSl 03D plaiw] Sy (bilsd Jloxdly pgsy s3I WGB Il dpudly .Jgoxo ju& WGB J cawlio

aglgasll xljio Jlgzil J>1 o0

packet retries 128

9l :da>No

packet retries 128

nobil e station period 5 threshold 82

(tune the nobile station command as needed for a specialized application)

VI o3 150) Lol VY S

Vo aili IP ouolic e oz Sl 8521 (Jbol Juw Jle WGB wals isT ol asl9 " Lalw Jsac" JUd oI5 13
logiSay CUWN 9 WGB ¢l ploia) anls wlglas 351 ooy i ded wof ol e IP obly Hloiwly Juw s
doud; MAC olgicg 10.0.47.66 dausy IP Glgic Juasll 098, (Jlall 13 L8 .eMasll eV lc giell
.0040.96b4.7e8f

1day b 13 closiwl steps in order to 13® sl

: ozl WGB JI e J3 a0 (Suiliuw] oSl > S .1
B(confi g) #bridge 1 address 0040.96b4.7e8f
forward fastethernetO

a0 S0 WLAN dSais o955 p8:WLC JI e lalazy olgic ip Jl Jlo Seliw] Slw edSin .2
:DHCP Ui, Vg (AAA j9lxi9 MAC

Cisco Controller) >show wlan summary)

Make a note of the WLAN ID for the SSID used for EAP-TLS. (Cisco Controller) >config ---!
wlan disable 6

Cisco Controller) >config wlan mac-filtering enable 6)

Cisco Controller) >config wlan aaa-override enable 6)

Cisco Controller) >config wlan dhcp_server 6 0.0.0.0)

.Do not have DHCP required checked ---!

: hac JSJ (IP _JI MAC laass) MAC auis o o]
Cisco Controller) >config macfilter add)
0040.96b4.7e8f 6 management "clientl" 10.0.47.66



(i@l 112 (5.802 plaziw] Al 3 dwls cliasle

JS zana) uiSs Jlol kB9 WGB (8 s, 289 ((j5,s@ x> 802.11b/g (2.4 ¢y isT cloid aca, 802.11a o Lo,
Jsos)l dasi) Jlosl dlSie a2, 91 indln> 5 (3 gz elsl glaaVl ot ol Say (MY .ioliall olgiall
Jobol 189§ty ol oSy 8Ll paus 018 DFS ©lgid pasius S 5] well> I a8loYl, .ols 6a=) izl
DFS )bl aisS &a> &9a> amy cdho ades Y9 i,

plaziwly FCC Jlxo (9 (Jliadl Juw Lle DFS cloid plakiw] wizi; 802.118 paskins S 13| _uogs <llil

doxxiwall Glgidll zuwo) WGB o awolxJl Dot11Radiol dag=19 955 o WS .lasd UNII-3 9 UNII-1 o las

WGEB(config-if)#mobile station scan
157 153 149 48 44 40 36

ol oSl

10b)JA2)12.4 ;0¥ Cisco 108 zoli passins AP1242 Joo9 daiid WGB (1050 Jbio b Laudg
P 2.4 4y WPAT-TKIP placiwl; EAP-TLS 48:lasy

i Lol 308 ey L1 ol 1 (oSl 13D jglaw sy Jis a5 tdlas o

version 12.4

no service pad

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec

no service password-encryption

!
host nane WGB

!

| oggi ng buffered 200000 debuggi ng

enabl e secret 5 $1$xPt X$hj xzdW/R9qadykoxLYba91l
!

no aaa new node

clock tinmezone MST -7

!

!

!
dot 11 ssid EAPTLS

aut henti cati on network-eap eap_net hods
aut henti cati on key-managenent wpa version 1
dot 1x credential s EAPTLS
dot 1x eap profile EAPTLS
infrastructure-ssid

!

power inline negotiation prestandard source
eap profile EAPTLS

nethod tls

!

!
crypto pki trustpoint COPY- PASTE

enrol I ment termna

subj ect - name CN=WGB

revocation-check none




rsakeypair manual - keys 1024
|
!
crypto pki certificate chain COPY-PASTE
certificate 1379B07200000000000C
[...]
qui t
certificate ca 612683248DBA539B44B039BD51CD1D48
[...]
qui t
dot 1x credential s EAPTLS
user nane WGB
pki -trust poi nt COPY- PASTE
|

usernane Ci sco password 0 G sco
!
bridge irb

!

!
interface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption node ciphers tkip
|

ssid EAPTLS
|
packet retries 128 drop-packet
station-rol e workgroup-bridge
no dot1ll gos node
bridge-group 1
bri dge-group 1 spanning-di sabl ed
|
i nterface Dot 11Radi ol
no i p address
no i p route-cache
shut down
|
station-rol e root
bridge-group 1
bridge-group 1 subscriber-1oop-contro
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-|earning
no bridge-group 1 unicast-flooding
bri dge-group 1 spanning-di sabl ed
|
i nterface FastEthernetO
no i p address
no i p route-cache
dupl ex auto
speed auto
bridge-group 1
bri dge-group 1 spanning-di sabl ed
|
interface BVI1
i p address dhcp client-id FastEthernetO
no i p route-cache
|
ip http server
no ip http secure-server
ip http hel p-path

bridge 1 route ip
!




1
!
line con O
line vty 0 4
login | oca
1
sntp server 10.0.47.1
end

2ol e seix il dalasW) NVRAM _le LS9 La>9 Cisco I0S a>go dclw diol o
(21a)dY)12.4 .ol Cisco 10S

Lol aSuidl JlasY 6slgin I siius @85kas cl,>Y d Guailo ¢1655 a5 s3I Cisco 10S le> e i 19
olelazll 03d 31551 piy o) Lo @iy JLasVl . cllaall pusly L, lagd agl Lin sill9 a,

o0 oSoiy > (I edell i By aSuidl allas] Jd SJ9 Jsoxill 63le] asy cJlaadl ol oo aST
NVRAM 6,515 JJI cdgll a,lsg NTP o315 o0 cdg)l a8 ,2a) ol (1055 oy (pol3] 6slgis oo g8l
21a)JY)12.4 ,luoYl (Cisco 10S Software gl Jass plas Y wllas 135 a4, aoll

;@ olglazdl JasT

A Ul Jsos)l @6lSe] laall 865, sily «89,20 3> NTP o315 | aid9 dioljo) lasll S o
:Gle> pusis 909 SNTP a plls 8) 1.1 Jbis.a; dolsdl NVRAM 6515 (8 aidy o5y o) @il
Supp(confi g) #sntp server 10.0.47.1
Supp(confi g) #clock save interval 8
Supp(confi g) #end
Supp#write memory

(63¢2Y1 pusis @09 NTP o 390 plls ) .1.2 Jlo
Supp(confi g) #ntp server 10.0.47.1 iburst
Supp(confi g) #ntp update-calendar
Supp(confi g) #end
Supp#write memory

2.1 Jlo.aid9 dioljay o8 ailg NTP pslsy aSui Jlail ayn) Jlaall ol (o 25T .2

Supp#show sntp

SNTP server Stratum Version Last Receive
Synced 00: 00: 09 1 3 10.0.47.1
2.2 Jlo

Supp#show ntp status
Clock is synchronized, stratumd4, reference is 10.95.42.129

[
3oJ I3 NVRAM _J1 91 wa>l9 apa) oS 13] LJUaall Lol 6562V pugés 9 aunall cdgll laas> o aSTs
9 wdgll 1aa> o ST LJlall Juazs 6lely 09:656291 pyods 9y pls e .3.1 Jlo.a>l9g a0 oS,
INTP o315 ,3g5 pac aie > (lu,és w9l dxo oo ($85 alass 63le] a2y .NVRAM 6,515
Supp#show clock detail

Thu Apr 15 2010 -0700 08:24:30.103*
No tinme source

16562V pygsi) aaally LIl cdgll Lislié el puodiy 3950 pll e 3.2 Jlio

Supp#clock update-calendar

Supp#show calendar



2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) 23Vl p= o 811 pasiwl .Show olol o (lad usuwalleMasll) 21,3V > io 6Iii P2V
. show oVl 2,50 Jul>s

WGB Jlail oo i

JaeS WGB o Lol MAC ulgic gl of g (WLC) aSLuwdl dxall aSpiall 8 oSzl uaic le
Jlia)l Jyaw e . log o

Cisco Controller) >show client summary)

Nunmber of Clients.......... .. ... . . . . . . . ... 5
MAC Addr ess AP Nane St at us W.AN/ Auth Protocol Port Wred
Guest - Lan

dd: 4d: 24 AP0019. e802. 3034 Associ ated 6 Yes NA 4 No: 00: 00: 39
00: Oe: 9b: ch: d3: 9c AP0019. e802. 3034 Associ at ed 1 No 802. 11b 4 No
00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802. 11b 4 No
b0:7e:b6 AP0019.e802.3034 Associated 6 Yes 802.11b 4 No:00:19:56
b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes NA 4 No: 00: 40: 96

:Use "show client detail <MAC>" to see nore information on the WGB
Cisco Controller) >show client detail 00:19:56:b0:7e:b6)

Client MAC AdAress. . ...t 00: 19: 56: b0: 7e: b6
Cient Usernanme .............. . WGEB

AP MAC Address. .. ...t e e e e 00: 19: a9: 42: e4: 10
Cient State........ .. i Associ at ed
(Workgroup Bridge....ccceeeecccccosscsscsscsccccccscas 2 client(s
Wreless LAN Id........... . ... .. . . .. 6

BSSI D. . . 00: 19: a9: 42: e4: 15
Channel . ...... ... . . . . e 1

[P AdAress. . ... e 10. 0. 47. 23

culy in order to el Gorj JS liayly dot11 cualy wlidl dot11 Joell clasiwl gibiay wil WGB JI e
.awol 8Vl WGB &gy Jlasl jLis| ping W.X.y.Z ;oY pasiuwl AP JI JI oLidYl Jo> Jwaki s

WGB e Jlasl oo iz

JW5 oo alsy wlgie cul, in order to ol FastEthernet0 1 > Lo el closiwl gaaiw, <ol WGB JI e
-0, FastEthernetO Jl

WGEB. G sco. COMtshow bridge 1 fastethernet0

Total of 300 station bl ocks, 292 free
Codes: P - permanent, S - self

:Bridge Goup 1

Addr ess Action Interface Age RX count TX count
0000.39dd.4d24 forward FastEthernet0 1 328 71
0040. 96b4. 7e8f forward Fast Et hernet O P 0 352

On the W.C, the WaB's wired clients will show up as associated clients with


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

:"protocol "N A
Cisco Controller) >show client summary)

Nunmber of Clients.......... .. ... . . . . . . ... 5
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port Wred
Guest - Lan

dd:44:24 AP0019.e802.3034 Associated Yes N/A 4 No:00:00:39
00: Oe: 9b: ch: d3: 9c AP0019. e802. 3034 Associ at ed 1 No 802.11b 4 No
00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802.11b 4 No
b0: 7e: b6 AP0019. e802. 3034 Associ at ed 6 Yes 802.11b 4 No: 00: 19: 56
b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes N A 4 No: 00: 40: 96

Cisco Controller) >show client detail 00:00: 39: dd: 4d: 24)

Cient MAC AdAress. . ...t 00: 00: 39: dd: 4d: 24
Cient Usernanme ............c.u i N A

AP MAC Address. . ... e 00: 19: a9: 42: e4: 10
Cient State........ ... .. Associ at ed

Workgroup Bridge Client....cccceeeeccccccccccnnns WGB: 00:19:56:b0:7e:b6
Wreless LAN Id....... ... ... . . .. 6

BSSI D. .. e 00: 19: a9: 42: e4: 15
Channel . ... .. . . . . e 1

LMol el VI OLliSiwl
LMool (oSl clias] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

Le>Nolg a3V BliSiwl ol

2,2 (OIT) 23Vl a2 io 6131 paiawl .ShOW Lolol aes (lnad ulrualleNazl)) 213V a2 o 6131 acs
. Show oVl 2,50 Jul>

.debug ,slgl plaziw! Jd zuxuaill wlol Jo> dogo wlogleo J| gl rdla>No

il aliol

WGB dg> 0 Jls -
WLC &> 0 Jlo -

WGB dg> 0 Jlo

oo Y mtllRadioloqc‘jJ@laQSuingl Gl 4 .2 Jbo 13D Lo e, WGB JI e
.Dot 11Radi 00

WEB#no debug dotll dotllradio0 print printf

This runs the radio debugs through !--- the standard Cisco IOS logger. WEB#debug dotll ---!
dotllradio0 trace print mgmt uplink

radio driver debugs: 802.11 management frames !--- and uplink events W3B#debug dotll supp- ---/
sm-dotlx

interface to the 802.1X supplicant ---!

ol Uil LS Llas, ole oLl oo Jlio L

WGB gz oo Jlo
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Mar 4 23:22:39.427: 108DDOBF-0 Uplink: Enabling active
scan
Mar 4 23:22:39.427: 108DDODO-0 Uplink: Not busy, scan
all channel s
Mar 4 23:22:39.427: 108DDODE-0 Uplink: Scanning
Mar 4 23:22:39.430: 108DDF83-0 Uplink: Rcvd response
from 0019. a942. e415

channel 1 3237

WGB scans the 2.4 GHz channels, !--- found an AP on ---!
channel 1. Mar 4 23:22:39.470: 108E7B31-0 Upli nk:
dot 11_upl i nk_scan_done: ssnie_accept returns 0x0

key_mgm Ox50F201 encrypt_type 0x20 Mar 4 23:22:39.470:

108E7B67-0 Uplink: ssid EAPTLS auth |eap Mar 4
23:22:39.471: 108E7B77-0 Uplink: try 0019.a942. e415, enc

20 key 1, priv 1, eap 11 Mar 4 23:22:39.471: 108E7B93-0

Upl i nk: Authenticating Mar 4 23:22:39.479: 108E9C71t 1

0 - BOOO 13A 42E415 BO7EB6 42E415 DI9EO auth | 6

al gorithm 128 sequence 1 status 0 Mar 4 23:22:39. 480:
108EA160 r 1 73/ 26- B000 13A BO7EB6 42E415 42E415 5E70
auth | 37 algorithm 128 sequence 2 status 0 221 - 0 40
96 C1 A22 79 95 1A7C18 1 00 CA40000 74 52 EA
31 F4 9E 89 5A !--- WGB completes 802.11 authentication.
Mar 4 23:22:39.480: 108EALEB-0 Uplink: Associating Mar 4
23:22:39.481: 108EA951 t 1 O - 0000 13A 42E415 BO7EB6
42E415 DOFO assreq | 119 cap 431 infra privacy shorthdr
listen interval 200 ssid EAPTLS rates 82 84 8B C 12 96

18 24 extrates 30 48 60 6C aironet W3B. Cisco.COM|oad 0

clients 0 hops 0 device 7C- 2700 refresh 15 CWO0-0 fl ags

0 distance O ccxver 5 221 - 0 40 96 14 0 IP 10.0.47.23 1

wpal ncst tkip ucst tkip keymgnt wpa cap 2800 221 - 0 40

96 6 2 Mar 4 23:22:39.484: 108EB2C6 r 1 80/77 19- 1000
13A BO7EB6 42E415 42E415 5E80 assrsp | 101 cap 31 infra
privacy shorthdr status O aid CO003 rates 82 4 B 16

ai ronet AP0019.e802.303 load 0 clients 0 hops 0 device
8F-2700 refresh 15 CW 31-1023 flags 40 distance O IP

10.0.47.6 0 ccxver 5 221 - 0 40 96 14 0 221 - 0 40 96 C

1 A227E95 1A7C181 00CB4000O0FB4CF3 7DD
29 71 E2 !'--- WGB completes 802.11 association. Mar 4
23:22:39.486: Uplink address set to 0019. a942.e415 Mar 4
23:22:39.486: Initialising common |OS structures for

dot 1x Mar 4 23:22:39.486: Done. Mar 4 23:22:39. 486:

DOT1X SHIM Start supplicant on Dot11Radi o0 (credentials

EAPTLS) Mar 4 23:22:39.486: DOT1X SH M Starting

dot 1x_nmgr _auth (auth type 128) Mar 4 23:22:39. 486:
DOT1X SHIM Initialising WPA [or WPA-PSK or CCKM key
managenent nodul e !--- Starting the EAP-TLS supplicant

Mar 4 23:22:39.488: DOT1X_SH M Dot 1x pkt sent (uplink)

with dest 0019.a942.e415 Mar 4 23:22:39.489: DOT1X_SH M

No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)

Mar 4 23:22:39.489: DOT1X_SH M Dot 1x pkt sent (uplink)

with dest 0019.a942.e415 Mar 4 23:22:39.490: DOT1X_SH M

No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)

!--- The "No AAA client found" message appears !--- to
be a bogon and can be ignored. Mar 4 23:22:39.491:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.491: 108EB9B4-0 Upli nk:
EAP aut henticating Mar 4 23:22:39.491: 108EBD22 r 11 73/
4 - 0802 13A BO7EB6 42E415 42E415 5E90 | 64 0100 0034
0101 0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53
2C6E 6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C

706F 7274 6964 3D34 0000 Mar 4 23:22:39.492: 108EC770 t




11 0 - 0801 13A 42E415 BO7EB6 42E415 DAOO | 68 EAPOL2
EAPOL start Mar 4 23:22:39.492: 108ECAAD r 11 74/ 18-
0802 13A BO7EB6 42E415 42E415 5EAO | 64 0100 0034 0102
0034 0100 6E65 7477 6F72 6B69 643D 4541 5054 4C53 2C6E
6173 6964 3D74 7563 736F 6E2D 776C 6332 3030 362C 706F
7274 6964 3D34 0000 Mar 4 23:22:39.492: 108ECDE2 t 11 O
- 0801 13A 42E415 BO7EB6 42E415 DA10 | 68 EAPOL2 EAP id 1
resp ident "WGEB" Mar 4 23:22:39.493: 108EDOOO0 t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA20 | 68 EAPOL2 EAP id 2
resp ident "WEB" Mar 4 23:22:39.524: 108F50C4 r 11 74/
18- 080A 13A BO7EB6 42E415 42E415 5ECO |31 0100 0013
01AF 0013 1101 0008 E23F 829E AE45 57EB 5747 4200 0000
0000 0000 00 !--- The WGB sends an EAPOL START, !--- the
WLC authenticator sends an EAP ID Request, !--- and the
WGB responds with an EAP ID response. Mar 4
23:22:39.525: DOT1IX_SHIM No AAA client found for

0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22:39. 525
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.526: 108F57D0 t 11 O -
0801 13A 42E415 BO7EB6 42E415 DA30 | 68 EAPOL2 EAP id 175
resp nak OD Mar 4 23:22:39.547: 108FA89C r 11 86/77 19-
080A 13A BO7EB6 42E415 42E415 5EDO |18 0100 0006 01BO
0006 0D20 0000 0000 0000 0000 Mar 4 23:22:39.547:
DOT1X_SH M No AAA client found for 0019.a942.e415 (on
Dot 11Radi 00) Mar 4 23:22:39.561: DOT1X SH M Dot 1x pkt
sent (uplink) wth dest 0019.a942.e415 Mar 4
23:22:39.561: 108FE059 t 11 0 - 0801 13A 42E415 BO7EB6

42E415 DA40 |86 EAPOL2 EAP id 176 resp tls 8000 0000

3216 0301 002D 0100 0029 0301 47CD D9BF CE1B 71Bl1 A815
CB99 8C80 8876 39F2 57A3 0OF02 F382 147E 9D0C 657E 3AA7
Mar 4 23:22:39.572: DOT1X_SH M No AAA client found for
0019. a942. e415 (on Dot 11Radi 00) Mar 4 23:22:39.573
DOT1X SHIM Dot 1x pkt sent (uplink) with dest
0019. a942. e415 Mar 4 23:22:39.573: 10900868 r 11 86/ 77
20- 0802 13A BO7EB6 42E415 42E415 5EFO | 1024 0100 03F4
01B1 03F4 ODCO 0000 079D 1603 0100 4A02 0000 4603 0147
CDD9 B413 0683 9734 4D26 136F EC8F ECD3 5D3B 77C7 4D20
7DA1 9B17 D7D3 E4A6 1720 Mar 4 23:22:39.574: 109012E6 t
11 1 - 0809 13A 42E415 BO7EB6 42E415 DA50 | 68 EAPOL2 EAP
id 177 resp tls 00 Mar 4 23:22:39.582: DOT1X SHHM No
AAA client found for 0019.a942.e415 (on Dot 11Radi 00) Mar
4 23:22:39.734: DOT1X SH M Dot1x pkt sent (uplink) with
dest 0019. a942. e415 Mar 4 23:22:39.735: 1090317E r 11
/78 19- 0802 13A BO7EB6 42E415 42E415 5F00 | 965 0100
03B9 01B2 03B9 0DOO C687 1DB6 065B 2467 2609 EES5F 9C64
F3A9 C199 493E 2B79 F157 1765 6C2F C409 4D54 7DA4 6791
4859 ECAA 685B OF66 CS5E9 22A6 Mar 4 23:22:39.736
10928A31 t 11 O - 0801 13A 42E415 BO7EB6 42E415 DA60
| 1239 EAPOL2 EAP id 178 resp tls 8000 0004 B316 0301
036D 0BOO 0369 0003 6600 0363 3082 035F 3082 0247 A003
0201 0202 OA13 79B0 7200 0000 0000 0C30 0DO6 Mar 4
23:22:39.755: 1092D464 r 11 /78 18- 0802 13A BO7EB6

42EA15 42E415 5F40 165 0100 0035 01B3 0035 0D80 0000

002B 1403 0100 0101 1603 0100 20B8 EBFA 2DDB 2E1A BF84
37A8 892C 84C5 50B2 B1A5 6F3E B2B5 981A 2899 1DE2 B470
6800 Mar 4 23:22:39.755: DOT1X_SHIM No AAA client found
for 0019.a942. e415 (on Dot 11Radi 00) Mar 4 23:22:39. 760:
DOT1X SHIM Dot 1x pkt sent (uplink) with dest

0019. a942. e415 Mar 4 23:22:39.760: 1092E92Ct 11 O -
0801 13A 42E415 BO7EB6 42E415 DA70 | 68 EAPOL2 EAP id 179
resp tls 00 Mar 4 23:22:39.770: 10930F50 r 11 75/80 19-
0802 13A BO7EB6 42E415 42E415 5F60 |16 0100 0004 03B3
0004 0000 0000 0000 0000 Mar 4 23:22:39.770: DOT1X_SH M
No AAA client found for 0019.a942. e415 (on Dot 11Radi 00)




Mar 4 23:22:39.774: DOT1X_SH M Received Dot 1x success -
Aut henticated with EAP-TLS !--- EAP-TLS authentication
is successful, !--- now come the keys. Mar 4
23:22:39.774: DOT1IX_SH M treat key material as wpa-vl
v2 pnk Mar 4 23:22:39.774: DOT1X_SH M WPA PWK key size
truncated from64 to 32 Mar 4 23:22:39.777: DOT1X_SH M
Got Eapol key packet from dot1x nmanager Mar 4
23:22:39.777: DOT1X_SH M Passing key packet to KM
nodul e Mar 4 23:22:39.777: supp_km processKey:
descriptor type = 254 Mar 4 23:22:39.777:

supp_km processKey: key length = 137 Mar 4 23:22:39.778:
109319B7 r 11 /77 16- 080A 13A BO7EB6 42E415 42E415 5F70
| 107 0103 005F FEOO 8900 2000 0000 0000 0000 O06E 64D0
C659 1C91 11D2 6040 C251 0592 E6B6 3799 OEDE B1BD B3A6
87B7 8C9B OD5E DFOO 0000 0000 0000 0000 Mar 4
23:22:39.779: 109332C2 t 11 1 - 0809 13A 42E415 BO7EB6
42E415 DA80 | 133 EAPOL key desc FE info 109 len 20
repl ay 0000000000000000 nonce
11AADA303F5F9B2357A932B3093483905E69F8408D019FB2EF56F7AD
706F0759 iv 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 mi c
DBDO6C383B83E3478F802844095E9444 dat al en 1A key DD18
0050 F201 0100 0050 F202 0100 0050 F202 0100 0050 F201
2800 Mar 4 23:22:39.780: 109336Cl r 11 83/78 18- 0802
13A BO7EB6 42E415 42E415 5F80 | 133 0103 0079 FEO1 C900
2000 0000 0000 0000 016E 64D0 C659 1C91 11D2 6040 C251
0592 E6B6 3799 OEDE B1BD B3A6 87B7 8C9B OD5E DF6E 64D0
C659 1C91 11D2 Mar 4 23:22:39.781: DOT1X SH M Got Eapo
key packet from dot1x manager Mar 4 23:22:39.781:

DOT1X SHIM Passing key packet to KM nodul e Mar 4
23:22:39.781: supp_km processKey: descriptor type 254
Mar 4 23:22:39.781: supp_km processKey: key |ength 457
Mar 4 23:22:39.781: dot 1x_paki o_pl unb_keys: trying to
plunb PTK key Mar 4 23:22:39.782: 10933E11 t 11 0 - 0801
13A 42E415 BO7EB6 42E415 DA90 | 107 EAPOL key desc FE
info 109 len 20 replay 0000000000000001 nonce
00000000000000000000000000000000000000000000000000000000
00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
3A59680D1130EC24B00F7246F9D0738F datal en 0 key Mar 4
23:22:39.785: 10934749 r 11 88/ 77 17- 0842 13A BO7EB6
42E415 42E415 5F90 | 155 |V 0103007F- FE039100 2000 0000
0000 0000 026E 64D0 C659 1C91 11D2 6040 C251 0592 E6B6
3799 OEDE B1BD B3A6 87B7 8C9B OD5E D76E 64D0 C659 1C91
11D2 Mar 4 23:22:39.785: DOT1X SHI M Got Eapol key
packet from dot1x manager Mar 4 23:22:39.785:

DOT1X SHIM Passing key packet to KM nodul e Mar 4
23:22:39.785: supp_km processKey: descriptor type 254
Mar 4 23:22:39.785: supp_km processKey: key |length = 913
Mar 4 23:22:39.786: dot 1x_paki o_pl unb_keys: trying to
plunmb vlan key - length: 32 Mar 4 23:22:39.787: %OO0T11-
4- UPLI NK_ESTABLI SHED: I nterface Dot 11Radi 00, Associ ated
To AP AP0019. e802. 303 0019. a942. e415 [ EAP-TLS WPA] Mar 4
23:22:39.787: %I NK-3-UPDOMN: | nterface Dot11Radi 00,
changed state to up Mar 4 23:22:39.789: 10934D63-0
Uplink: Done Mar 4 23:22:39.789: 10934D94-0 Interface up
Mar 4 23:22:39.790: 10934ED7 t 11 O - 0841 13A 42E415
BO7EB6 42E415 DAAO | 115 EAPOL key desc FE info 311 len O
repl ay 0000000000000002 nonce
00000000000000000000000000000000000000000000000000000000
00000000 i v 00000000000000000000000000000000 rsc
0000000000000000 id 0000000000000000 i c
DA60CCDAE27E7362B9B720B52715E081 datalen 0 key !--- The
keys are all distributed, !--- and the DotllRadioO0




" .interface is fully up"

WLC Lil> cliasl acuas

WLC s> Jb»

Cisco Controller) >debug mac addr)
b0:7e:b6:00:19:56

Filter debugs on the radio !--- MAC address of the ---!
wGB. (Cisco Controller) >debug dotll state enable

Cisco Controller) >debug dotlx events enable)
Cisco Controller) >debug dotlx states enable)
Cisco Controller) >debug pem events enable)
Cisco Controller) >debug pem state enable)
Cisco Controller) >debug aaa packet enable)
Cisco Controller) >debuug aaa events enable)
Cisco Controller) >debug aaa events enable)

Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Processing
,WPA | E type 221

|l ength 24 for nobile
00: 19: 56: b0: 7e: b6
Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0.47. 23
(RUN (20

Change state to START (0) | ast
(state RUN (20
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
(START (0

Initializing policy
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
(START (0

Change state to AUTHCHECK (2)
(last state RUN (20
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
( AUTHCHECK (2

Change state to 8021X REQD (3)
(last state RUN (20
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
(8021X REQD (3

Pl unbed nobil e LWAPP rul e on
AP 00: 19: a9: 42: e4: 10

Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6

(apf PemAddUser 2 (apf_policy.c: 209

Changing state for nobile
00: 19: 56: b0: 7e: b6 on

AP 00:19:a9:42:e4:10 from Associ ated to Associ ated

Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6
(apf ProcessAssocReq (apf_80211. c: 4149

Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on

AP 00:19:a9:42:e4: 10 from Associ ated to Associ ated

WGB is associated in 802.11. !--- Note in this case —---!




that the WGB associated !--- when 1t was already
associated. Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6
dot 1x - noving nobile 00:19: 56: b0: 7e: b6 i nto Connecti ng
state Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 Sendi ng
EAP- Request/ Il dentity to nmobile 00:19:56: b0: 7e: b6 (EAP Id
1) Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 10.0.47.23
Removed NPU entry. Tue Mar 4 16:45:59 2008
00: 19: 56: b0: 7e: b6 Recei ved EAPOL START from nobil e
00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 dot1x - noving nobile
00: 19: 56: b0: 7e: b6 i nto Connecting state Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Sendi ng EAP-
Request/Ildentity to nobile 00:19:56: b0: 7e: b6 (EAP Id 2)
Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Recei ved
EAPOL EAPPKT from nobil e 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response
packet with mismatching id (currentid=2, eapid=1) from
nobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e
00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Received ldentity Response (count=2)
from nobil e 00:19: 56: b0: 7e: b6 !--- WGB sends EAPOL START
while !--- WLC sends its EAP ID-request, !--- which
confuses the state machines for a moment, !--- but
eventually we get on track, and the WLC !--- gets its
ID-response from the WGB supplicant. Tue NMar 4 16:45:59
2008: 00: 19:56: b0: 7e: b6 EAP State update from Connecting
to Authenticating for nobile 00:19:56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 dot 1x - novi ng nobile
00: 19: 56: b0: 7e: b6 into Authenticating state Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transm ssion
of Authentication Packet (id 17) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 11 00 9c 85 82 35 15 62 0Of 50 bd 32
60 Oc e6 ...... 5.b.P.2°.. Tue Mar 4 16:45:59 2008
00000010: de 94 b2 40 01 05 57 47 42 1f 13 30 30 2d 31
39 ...@.WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020
2d 35 36 2d 42 30 2d 37 45 2d 42 36 l1le la 30 30 -56-B0-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢c 63 32 30 /...tucson-wl c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7C........ Tue Mar 4 16:45:59 2008
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080
4f Oa 02 02 00 08 01 57 47 42 50 12 ¢5 f3 f5 9c
o..... WGEBP. . . .. Tue Mar 4 16:45:59 2008: 00000090: cO
81 Oe 3e 23 c0 a7 1b 03 f7 af 5b ...>#...... [ Tue Mar 4
16: 45: 59 2008: 00000000: Ob 11 00 47 54 d3 b6 45 75 eb
83 b7 97 7¢ 80 1b ...GT..Eu....|.. Tue Mar 4 16:45:59
2008: 00000010: 13 03 71 1d 4f 15 01 b0 00 13 11 01 00
08 3d 17 ..q.0........ =. Tue Mar 4 16:45:59 2008
00000020: 4a 94 eb c7 3b 3e 57 47 42 18 0Oc 53 56 43 3d
30 J...;>WEB..SVC=0 Tue Mar 4 16:45:59 2008: 00000030
2e 36 34 37 3b 50 12 67 50 d3 ad 88 7d 16 8b 5b
.647;P.gP...}..[ Tue Mar 4 16:45:59 2008: 00000040: di
25 57 56 b2 ec 76.%\W..v Tue Mar 4 16:45:59 2008:
****Ent er processl ncom ngMessages: response code=11 Tue
Mar 4 16:45:59 2008: ****Enter processRadi usResponse




response code=11 Tue Mar 4 16:45:59 2008
00: 19: 56: b0: 7e: b6 Access- Chal | enge received from RADI US
server 10.0.47.42 for nobile 00:19:56: b0: 7e: b6 receiveld
= 7 Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6
Processi ng Access-Chal | enge for nobile 00:19:56: b0: 7e: b6

!-—- The WLC forwards the ID-request info, !--- that it
had received !--- in 802.1X from the WGB supplicant, to
the RADIUS server, !--- 1in a RADIUS Access-Request
packet. !--- The RADIUS server responds with an Access-
Challenge. !--- If there is a configuration problem with
RADIUS, then either !--- the RADIUS server does not
respond, or it responds !--- with a RADIUS Access-
Reject. !--- If EAP-TLS goes well, there is much back
and forth !--- between the EAP exchange on the wireless

!--- 1ink, and the RADIUS exchange between the WLC and
ACS. Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Entering
Backend Auth Req state (id=176) for nobile
00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 WARNI NG updated EAP-ldentifer 2 ===>
176 for STA 00:19:56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to nobile
00: 19: 56: b0: 7e: b6 (EAP Id 176) Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e
00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e
00: 19: 56: b0: 7e: b6 (EAP Id 176, EAP Type 3) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transm ssion
of Authentication Packet (id 18) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 12 00 a6 d5 64 56 8a e8 27 fa de ca
69 c4 2a ..... dv..'...i.* Tue Mar 4 16:45:59 2008
00000010: cd 06 26 Oc 01 05 57 47 42 1f 13 30 30 2d 31
39 ..& ..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-B0-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢c 63 32 30 /...tucson-wl c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7C........ Tue Mar 4 16:45:59 2008
00000070: 00 00 00 02 Oc 06 00 OO0 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080
4f 08 02 b0 00 06 03 0d 18 Oc 53 56 43 3d 30 2e
O........ SVC=0. Tue Mar 4 16:45:59 2008: 00000090: 36
34 37 3b 50 12 43 6e 32 b6 €9 11 a3 47 8e 96
647;P.Cn2....G . Tue Mar 4 16:45:59 2008: 000000a0: dc
fO 37 a8 37 9e..7.7. Tue Mar 4 16:45:59 2008: 00000000:
Ob 12 00 4b 71 7a 36 1d d9 24 16 8d c0 2f 45 52
...Kgz6..$%.../ER Tue Mar 4 16:45:59 2008: 00000010: 82
3d 58 cf 4f 08 01 bl 00 06 0d 20 18 1d 45 41
=X O EA Tue Mar 4 16:45:59 2008: 00000020: 50
3d 30 2e 32 30 32 2e 32 37 65 61 2e 31 3b 53
P=0. 202. 27ea. 1; S Tue Mar 4 16:45:59 2008: 00000030: 56
43 3d 30 2e 36 34 37 3b 50 12 71 bf 1f 5c c7
VC=0.647;P.q..\. Tue Mar 4 16:45:59 2008: 00000040: 69
7e e8 cc 9d 71 18 de b7 e5 b7 i~ ..q..... Tue Mar 4
16: 45: 59 2008: ****Enter processlnconi ngMessages
response code=11 Tue Mar 4 16:45:59 2008: ****Enter
processRadi usResponse: response code=11 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Access- Chal | enge




recei ved from RADI US server 10.0.47.42 for nobile
00:19: 56: b0: 7e : b6 receiveld = 7 Tue Mar 4 16:45:59
2008: 00:19: 56: b0: 7e: b6 Processi ng Access-Chal |l enge for
nobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Entering Backend Auth Req state
(id=177) for nobile 00:19:56:b0: 7e: b6 Tue Mar 4 16:45:59
2008: 00:19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to
nobi | e 00: 19: 56: b0: 7e: b6 (EAP Id 177) Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAPCL EAPPKT from
nobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e
00:19: 56: b0: 7e: b6 (EAP I1d 177, EAP Type 13) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19:56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Successful transnission
of Authentication Packet (id 19) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 13 00 ed 30 a2 b8 d3 6¢c 6a €9 08 04
fo9 b9 32 ....0...1]j 2 Tue Mar 4 16:45:59 2008
00000010: 98 fe 36 62 01 05 57 47 42 1f 13 30 30 2d 31
39 ..6b..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-B0-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19- A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4
16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢c 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 la Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7C........ Tue Mar 4 16:45:59 2008
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00

13 ... = ... Tue Mar 4 16:45:59 2008: 00000080
4f 3e 02 bl 00 3c 0d 80 00 00 00 32 16 03 01 00

G, <. 2 Tue Mar 4 16:45:59 2008: 00000090: 2d
01 00 00 29 03 01 47 cd df 36 c4 bc 40 48 75 -
..)..G.6..@u Tue Mar 4 16:45:59 2008: 000000a0: f4 09

ea 60 Oc 40 fc 99 a0 e7 11 15 00 7e ca 90
O ... ~ Tue Mar 4 16:45:59 2008: 000000b0: da
5a d3 39 45 be ca 00 00 02 00 04 01 00 18 1d
Z.9E........... Tue Mar 4 16:45:59 2008: 000000c0: 45
41 50 3d 30 2e 32 30 32 2e 32 37 65 61 2e 31
EAP=0. 202. 27ea. 1 Tue Mar 4 16:45:59 2008: 000000d0: 3b
53 56 43 3d 30 2e 36 34 37 3b 50 12 cO 6b 4c
; SVC=0. 647; P. . kL Tue Mar 4 16:45:59 2008: 000000e0: 37
6¢c la 4f 58 89 18 2b c4 Oe 99 cd Of 71.0OK .+..... Tue
Mar 4 16:45:59 2008: 00000000: Ob 13 04 3f 5d 80 89 e2
e7 3f b0 c4 4c 99 d2 bd ...?]....?2..L... Tue Mar 4
16: 45: 59 2008: 00000010: e5 e3 6e af 4f ff 01 b2 03 f4
0d cO 00 00 07 9d ..n.O.......... Tue Mar 4 16:45:59
2008: 00000020: 16 03 01 00 4a 02 00 00 46 03 01 47 cd
df 2a f3 ....J...F..G.*. Tue Mar 4 16:45:59 2008
00000030: 19 of 6f 52 2f a7 ¢3 00 d4 c8 f0O 50 1c 8f 47
f4 ..oR...... P..G Tue Mar 4 16:45:59 2008: 00000040:
97 1b f2 a0 ca a9 f4 27 0c 34 32 20 d9 33 c4 27
....... '.42..3." Tue Mar 4 16:45:59 2008: 00000050: 81
91 e4 97 d7 a6 6b 03 58 la 4a c8 6d 4a e7 ef
...... k.X.J.ml.. Tue Mar 4 16:45:59 2008: 00000060: 9d
f8 fd ad ¢c9 95 aa b5 3e f5 1b dc 00 04 00 16
........ > ...... Tue Mar 4 16:45:59 2008: 00000070: 03
01 07 37 Ob 00 07 33 00 07 30 00 03 c2 30 82
...7...3..0...0. Tue Mar 4 16:45:59 2008: 00000080: 03
be 30 82 02 a6 a0 03 02 01 02 02 Oa 61 Of c8
0oL a.. Tue Mar 4 16:45:59 2008: 00000090: d9
00 00 00 00 00 02 30 0d 06 09 2a 86 48 86 f7
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16: 46: 00 2008
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response code=11 Tue Mar 4
****Ent er processRadi usResponse:

4 16:46: 00 2008: 000002a0:
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****Ent er

response

code=11 Tue Mar 4 16:46: 00 2008: 00:19: 56: b0: 7e: b6

Access- Chal | enge received
for nobile 00:19:56: b0:

from RADI US server
7e: b6 receiveld =

10. 0. 47.
7 Tue Mar 4

42

16: 46: 00 2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-

Chal | enge for

nobi |l e 00: 19: 56: b0: 7e: b6 Tue Mar 4

16: 46: 00 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Req state (id=178) for nobile 00:19:56: b0: 7e: b6 Tue Mar
4 16:46: 00 2008: 00:19: 56: b0: 7e: b6 Sendi ng EAP Request

from AAA to nobile 00:19:56: b0: 7e: b6 (EAP Id 178) Tue




Mar 4 16:46: 00 2008: 00:19:56: b0: 7e: b6 Recei ved EAPOL
EAPPKT from nobil e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:46: 00
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response from
nmobi | e 00: 19: 56: b0: 7e: b6 (EAP |Id 178, EAP Type 13) Tue
Mar 4 16:46: 00 2008: 00:19:56: b0: 7e: b6 Entering Backend
Aut h Response state for nobile 00:19:56: b0: 7e: b6 Tue Mar
4 16:46: 00 2008: 00:19:56: b0: 7e: b6 Successfu
transm ssi on of Authentication Packet (id 20) to
10. 0.47.42: 1812, proxy state 00:19: 56: b0: 7e: b6- 00: 00 Tue
Mar 4 16:46: 00 2008: 00000000: 01 14 00 b7 e8 b0 94 59
96 al 7f e5 af 22 Of 6¢ Y.o.. .. “.1 Tue Mar 4
16: 46: 00 2008: 00000010: 1le 33 6e ee 01 05 57 47 42 1f
13 30 30 2d 31 39 .3n...WEB..00-19 Tue Mar 4 16:46: 00
2008: 00000020: 2d 35 36 2d 42 30 2d 37 45 2d 42 36 le
la 30 30 -56-B0-7E-B6..00 Tue Mar 4 16:46:00 2008
00000030: 2d 31 39 2d 41 39 2d 34 32 2d 45 34 2d 31 30
3a -19- A9-42-E4-10: Tue Mar 4 16:46: 00 2008: 00000040:
45 41 50 54 4c¢ 53 05 06 00 00 00 04 04 06 Oa 00
Tue Mar 4 16:46: 00 2008: 00000050: 2f
06 20 10 74 75 63 73 6f 6e 2d 77 6¢c 63 32 30 /...tucson-
w c20 Tue Mar 4 16:46: 00 2008: 00000060: 30 36 la Oc 00
00 37 63 01 06 00 00 00 06 06 06 06.... Tue
Mar 4 16:46: 00 2008: 00000070: 00 00 00 02 Oc 06 00 0O
05 14 3d 06 00 00 00 13 .......... = ... Tue Mar 4
16: 46: 00 2008: 00000080: 4f 08 02 b2 00 06 0d 00 18 1d
45 41 50 3d 30 2e O......... EAP=0. Tue Mar 4 16:46: 00
2008: 00000090: 32 30 32 2e 32 37 65 61 2e 32 3b 53 56
43 3d 30 202.27ea.2; SVC=0 Tue Mar 4 16:46: 00 2008
000000a0: 2e 36 34 37 3b 50 12 a2 aa c7 ed 12 84 25 db
4b . 647;P....... % K Tue Mar 4 16:46: 00 2008: 000000b0
4c dc 45 09 06 44 c6 L.E..D. Tue Mar 4 16:46: 00 2008
00000000: Ob 14 04 04 6b 98 3a 74 12 1f 77 54 77 d8 a8
77 ....k.:t..wIw. .w Tue Mar 4 16:46:00 2008: 00000010

N..kKO ......
5b

a7 6b 4f ff
Tue Mar
24 67 26 09

...|1> Tue Nar

79 f1
+y. Wel/..M}.g.

59 ec
HY..h[.f.."...6.

d9 00
....ho0..do..L..
02 02
S.D. 9.
cd 1d
Q.HO...*. H....

57 17 65
Tue Mar

aa 68 5b
Tue Mar

03 68 30
Tue Mar

10 61 26
Tue Mar

48 30 0d
Tue Mar

30 13 31
Tue Mar

4f 4e 4c
.. 0802 Tue Mar
38 32 33 33 34
. 18022 Tue Mar
32 33 34 31 32
1.0... Tue Mar
04 03 13 08 41
U. ... AARONLABO.. Tue Mar
30 0d 06 09 2a

Tue Mar
82 01 Of 00 30
Z Tue Mar
75 45 19 4a 8b
f Tue Mar
8f cl1 44 89 09

.a& $. .

.0.1.0...U

AARONLABO.

28233448Z.

823412570.

01 b3 03 b9 0d 00 c6 87 1d
4 16:46: 00 2008: 00000020:
ee 5f 9c 64 f3 a9 c1 99 49
4 16:46: 00 2008: 00000030:
6c 2f c4 09 4d 54 7d a4 67
4 16:46: 00 2008: 00000040:
0f 66 c5 e9 22 a6 09 8d 36
4 16:46: 00 2008: 00000050:
82 03 64 30 82 02 4c a0 03
4 16:46: 00 2008: 00000060:
83 24 8d ba 53 9b 44 b0 39
4 16:46: 00 2008: 00000070:
06 09 2a 86 48 86 f7 0d 01
4 16:46: 00 2008: 00000080:
11 30 Of 06 03 55 04 03 13
4 16:46: 00 2008: 00000090:
41 42 30 l1le 17 0d 30 38 30
4 16:46: 00 2008: 000000a0:
34 38 5a 17 0d 31 38 30 32
4 16:46: 00 2008: 000000bO:
35 5a 30 13 31 11 30 Of 06
4 16:46: 00 2008: 000000cO:
41 52 4f 4e 4c 41 42 30 82
4 16:46: 00 2008: 000000dO:
86 48 86 f7 0d 01 01 01 05
4 16:46: 00 2008: 000000€0:
82 01 Oa 02 82 01 01 00 c8
4 16:46: 00 2008: 000000f O:
99 da 35 6¢c cb e0 b6 a0 ff
4 16:46: 00 2008: 00000100:
32 13 c7 d8 70 6¢c 6d 74 2d

b6
06
3e
2b
91
48
cf

e3
02
01
bd
51
01
05
08
41
32
32
32
38
03
55
01
22
00
03
5a
57
66
e2
e5




...D.2...plm-.

W b6. ..
e2 fb 54 87 f4 cf 69 52 86

Mar 4 16:46: 00 2008: 00000130

08 da ba cc c9 29 37

16: 46: 00 2008: 00000140:
9b 42 f6 c7 5e
2008: 00000150: 29 34 b3
dg8 6f bb )4..
00000160: 94 f9 32 36 d6
62 ..26.hh..C. .
b8 f9 6e

47 dc Oe
Tue Mar
a2 98 d3
Tue Mar
bb 6a ce
Tue Mar
ff 56 09
Tue Mar
95 e4 54
Tue Mar
e7 74 d2
Tue Mar
d4 de 94
b t..(;ds..( Tue Mar
74 b0 92 94 7e
Lt~ . t#.d... G Tue Mar
03 01 00 01 a3

........ 0..0...U Tue Mar
of 04 04 03 02

........ 0...U... Tue Mar
ff 4f ff 04 05
..0...U Tue Mar
Oe 04 16 04 14
03 4f 83 79 bl
0_..U Tue Mar
04 58 30 56 30
.. XOVOT. R P. %tt Tue Mar
3a 2f 2f 77 63

p://wecswi n/ Cert E Tue Mar
72 6f 6¢ 6C 2f

nrol | / AARONLAB. ¢ Tue Mar
6c 86 27 66 69
ri."file://\\wes Tue Mar
69 6e 5¢c 43 65

wi n\ Cert Enrol I\ A Tue Mar
52 4f 4e 4c 41

ARONLAB. crl 0...+ Tue Mar
01 04 01 82 37

Tue Mar
2a 86 48 86 7
Tue Mar
17 eb b2 43 da
v.{*.. Tue Mar
bb 5e bf d3 db
.NR. 7.| Tue Mar
e9 bf 34 60 49
S...fm Tue Mar
bd ca 26 f4 fa
.& .=.0..3~P. Tue Mar
b3 b9 35 c6 83
.<..BT>c... Tue Mar

. 8....]s9.3.....

.0..0.

.47 1. h~,

AL,

e0 'u.n.

e0 ea f9
be 0Ob ca T...iR ..

14 d1 88 9d 82 01 9a
94 )7. Tue
27 75 d4 6e ae 9e 60 06
S....B.."~. Tue Mar 4 16:
06 cb 24 bl 39 73 84 ba
..0. Tue Mar 4 16:46:00
68 68 f2 b2 43 e6 Oe a9

84

be

b6

c5 5b 16 a3 94 €9 96 08 e5
4 16:46: 00 2008: 00000180:
7c 73 39 80 4a ae 14 e3 8
4 16:46: 00 2008: 00000190:
al 2a dc 18 66 59 ea b4 d9
4 16:46: 00 2008: 000001a0:
ea 93 df 31 08 09 17 ab e5
4 16:46: 00 2008: 000001bO0:
90 75 bc fO 7f 13 bl e7 cd
4 16:46: 00 2008: 000001cO:
81 d9 97 ab b2 57 f4 5f f6
4 16:46: 00 2008: 000001dO:
74 7f 8a 28 3b 64 73 88 86
4 16:46: 00 2008: 000001€0:
ce el 74 23 f2 64 da 9a 88
4 16:46: 00 2008: 000001f O:
81 b3 30 81 b0 30 Ob 06 03
4 16:46: 00 2008: 00000200:
01 86 30 Of 06 03 55 1d 13
4 16:46: 00 2008: 00000210:
30 03 01 01 ff 30 1d 06 03
4 16:46: 00 2008: 00000220:
fO a4 3a c2 cd f5 d4 ¢c8 b4
4 16:46: 00 2008: 00000230:
f2 d4 e0 19 30 5f 06 03 55
4 16:46: 00 2008: 00000240:
54 a0 52 a0 50 86 25 68 74
4 16:46: 00 2008: 00000250:
73 77 69 6e 2f 43 65 72 74
4 16:46: 00 2008: 00000260:
41 41 52 4Af 4e 4c 41 42 2e
4 16:46: 00 2008: 00000270:
6c 65 3a 2f 2f 5c 5¢c 77 63
4 16:46: 00 2008: 00000280:
72 74 45 6e 72 6f 6¢C 6C 5¢C
4 16:46: 00 2008: 00000290:
42 2e 63 72 6¢ 30 10 06 09
4 16:46: 00 2008: 000002a0:
15 01 04 03 02 01 00 30 Od
4 16:46: 00 2008: 000002bO0:
0d 01 01 05 05 00 03 82 01
4 16:46: 00 2008: 000002c0:
02 66 05 cd 76 cO 7b 2a 16
4 16:46: 00 2008: 000002dO:
fc 23 7e 14 6e 52 f8 37 01
4 16:46: 00 2008: 000002€0:
f1 68 7e da 53 07 f6 b2 66
4 16:46: 00 2008: 000002f 0:
3d 03 4f db be 92 33 7e 50
4 16:46: 00 2008: 00000300:
3c 90 le 42 54 3e 63 17 9a
4 16:46: 00 2008: 00000310:

CHO L L.

46:

Tue Mar 4 16:46:00 2008: 00000110: 89
b8 23 4f ff ea Oa Oe 2d 57 1b 62 36 05 90 92
Tue Mar 4 16:46:00 2008: 00000120

a3

Tue

f7

Mar 4

94
00
ba

2008:

4b

.. Kb Tue Mar 4 16:46:00 2008: 00000170

18
fo
f7
le
bl
a7
e9
80
Ob
88
8b
le
28
92
47
02
55
1d
01
01
55
1d
5e
ee
1d
1f

74
70
45
6e
63
72
73
77
41
41
2b
06
06
09
01
00
83
95
7c
dd
6d
8c
06
5e
8a
do




4f c4 68 24 97 90 al 77 c9 c8 93 1f 58 ab ca
.0Oh$...w...X. . Tue Mar 4 16:46:00 2008: 00000320: f7
18 e6 8c 36 12 44 9d a6 ca 43 5f 03 07 16 99

.6.D...C_.... Tue Mar 4 16:46:00 2008: 00000330: 1d
a4 48 7d a4 e5 12 7c dO 81 e7 35 9e ad 69 5e
.H...]...5..i" Tue Mar 4 16:46:00 2008: 00000340: 15
d7 2a 7f 51 4e 8c 59 69 9f dl 41 9b 2e el 05

OONYi L A ... Tue Mar 4 16:46:00 2008: 00000350: 95

15 bd bl 1la 97 a6 69 d3 9c 0b 93 00 16 el 49

....... i.......1 Tue Mar 4 16:46:00 2008: 00000360: 66
e3 98 29 79 ba 14 69 cf 76 27 69 7d 43 dO f4
f..)y..i.v'i}C.. Tue Mar 4 16:46:00 2008: 00000370: 86
3c 6b 58 55 d4 85 be c5 da 71 e4 43 76 3d Oa

.<kXU. . ... g. Cv=. Tue Mar 4 16:46:00 2008: 00000380: d3
4f 49 97 12 75 e3 7d 88 92 99 5d fc 7a 69 28
.O..u.}...].zi( Tue Mar 4 16:46:00 2008: 00000390: f6
fO 20 70 33 b7 22 5a bf c5 e5 28 43 35 00 2f
.p3."Z...(C5./ Tue Mar 4 16:46:00 2008: 000003a0: 47

46 9a 5a 45 5c 56 d5 24 3d 44 bf e9 63 f2 05

GF.ZE\V. $=D..c.. Tue Mar 4 16:46:01 2008: 000003b0: 84
da 94 17 b7 ef ¢3 31 7d 04 30 87 el c3 31 8a

....... 1}.0...1. Tue Mar 4 16:46:01 2008: 000003c0: 2a
el 52 16 03 01 00 0d 0d 00 00 05 02 01 02 00
*Ro Tue Mar 4 16:46: 01 2008: 000003d0: 00
Oe 00 00 00 18 1d 45 41 50 3d 30 2e 32 30 32

....... EAP=0. 202 Tue Mar 4 16:46:01 2008: 000003e0: 2e
32 37 65 61 2e 33 3b 53 56 43 3d 30 2e 36 34

. 27ea. 3; SVC=0. 64 Tue Mar 4 16:46:01 2008: 000003f0: 37
3b 50 12 05 Oe 3c e0 e4 5f 38 21 96 26 8e 39
7;P...<.._8.& 9 Tue Mar 4 16:46:01 2008: 00000400: 96
a9 09 5d...] Tue Mar 4 16:46:01 2008: ****Enter
processl nconi ngMessages: response code=11 Tue Mar 4

16: 46: 01 2008: ****Enter processRadi usResponse: response
code=11 Tue Mar 4 16:46: 01 2008: 00:19:56: b0: 7e: b6
Access- Chal | enge received from RADI US server 10.0.47.42
for nobile 00:19:56:b0: 7e:b6 receiveld = 7 Tue Mar 4
16: 46: 01 2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-

Chal I enge for nobile 00:19:56: b0: 7e: b6 Tue Mar 4

16: 46: 01 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Req state (id=179) for nobile 00:19:56: b0: 7e: b6 Tue Mar
4 16:46: 01 2008: 00:19:56: b0: 7e: b6 Sendi ng EAP Request
from AAA to nobile 00:19:56: b0: 7e: b6 (EAP Id 179) Tue
Mar 4 16:46:01 2008: 00:19:56: b0: 7e: b6 Recei ved EAPOL
EAPPKT from nobile 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:46: 01
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response from

nmobi | e 00: 19: 56: b0: 7e: b6 (EAP Id 179, EAP Type 13) Tue
Mar 4 16:46: 01 2008: 00:19:56: b0: 7e: b6 Entering Backend
Aut h Response state for nobile 00:19:56: b0: 7e: b6 Tue Mar
4 16:46: 01 2008: 00:19: 56: b0: 7e: b6 Successf ul

transm ssi on of Authentication Packet (id 21) to

10. 0.47.42: 1812, proxy state 00:19: 56: b0: 7e: b6- 00: 00 Tue
Mar 4 16:46: 01 2008: 00000000: 01 15 05 76 81 b7 fa 95
63 1f 50 6f 98 4d a3 6b ...v....c.Po. Mk Tue Mar 4

16: 46: 01 2008: 00000010: db 3c bc 1d 01 05 57 47 42 1f
13 30 30 2d 31 39 .<....WGEB..00-19 Tue Mar 4 16:46:01
2008: 00000020: 2d 35 36 2d 42 30 2d 37 45 2d 42 36 le
la 30 30 -56-B0-7E-B6..00 Tue Mar 4 16:46:01 2008:
00000030: 2d 31 39 2d 41 39 2d 34 32 2d 45 34 2d 31 30
3a -19- A9-42-E4-10: Tue Mar 4 16:46:01 2008: 00000040:
45 41 50 54 4c¢ 53 05 06 00 00 00 04 04 06 Oa 00

EAPTLS. . ........ Tue Mar 4 16:46: 01 2008: 00000050: 2f
06 20 10 74 75 63 73 6f 6e 2d 77 6¢c 63 32 30 /...tucson-
w c20 Tue Mar 4 16:46: 01 2008: 00000060: 30 36 la Oc 00
00 37 63 01 06 00 00 00 06 06 06 06....7cC........ Tue




Mar 4 16:46: 01 2008: 00000070: 00

05 14 3d 06 00 00 00
16:46: 01 2008: 00000080

04 b3 16 03 01 03 O.....

2008: 00000090: 6d Ob 00

03 5f 30 m..i..f..c0.._0 Tue

000000a0: 82 02 47 a0 03
00 .. y.r..
00 00 Oc 30 od
Tue Mar
05 00 30 13 31
.0.1.0...U.... Tue Mar
41 52 4f 4e 4c
.. 0803 Tue Mar
33 31 38 33 33
. 09030 Tue Mar
31 38 34 33 30
1.0... Tue Mar
04 03 13 03 57
U ...WEB0..0...* Tue Mar
48 86 f7 0d 01

0. Tue Mar
02 81 81 00 a6

...... 4...X.. .| Tue Mar
9d 10 86 01 a9
a..+."1.8. Tue Mar
fe be ¢c9 cd 48
HKs.um ...$ Tue Mar
cc fO 76 2f ad
CS....P.. Tue Mar
03 4a 7d 08 9e

) T Tue Mar
6e 26 6¢ 2d d4 10 08

AARONLABO.

03183309Z.

318430970.

vl

....%....0 Tue Mar 4 16:46:01 2008: 00000180:
fd 84 ec de be 3c 3e f8 be d6 b6 7b 81
Tue Mar 4 16:46:01 2008: 00000190: 89 9a da a6 96

e7 dd bf 7f 26 6e 20 03
16:46: 01 2008: 000001a0
00 01 a3 82 01 3c .. VL.
2008: 000001b0: 30 82 01

ff 04 04 0..80...U...

000001c0: 03 02 05 a0 30
41 ....0... U .....
97 b6 32 83 7f cO

MY. Dp... Tue Mar
a2 85 30 1f 06
.U #..0... Tue Mar
a4 3a c2 cd f5
No.Oy. Tue Mar
d4 e0 19 30 5f
.0_..U. ..X0V0O Tue MNar

a0 52 a0 50 86
TRP.%ttp://we Tue Mar
77 69 6e 2f 43
swin/CertEnroll/ Tue Mar
41 52 4f 4e 4c

AARONLAB. crl.'fi Tue Mar
65 3a 2f 2f 5¢
le://\\weswi n\ Ce Tue Mar
74 45 6e 72 6f

rt Enrol I \ AARONLA Tue Mar
2e 63 72 6¢ 30

Tue Mar
01 04 78 30 76

02 Oc 06
13 ... = ... Tue
4f ff 02 b3 04 bd 0d 80
.......... Tue Mar 4 16:
03 69 00 03 66 00 03 63
Mar 4 16:46: 01
02 0a 13 79 bO

00

00

30

02 01 02 72
06 09 2a 86 48 86 f7 0d 01
4 16:46: 01 2008: 000000cO:
11 30 Of 06 03 55 04 03 13
4 16:46: 01 2008: 000000dO:
41 42 30 1e 17 0d 30 38 30
4 16:46: 01 2008: 000000€0:
30 39 5a 17 0d 30 39 30 33
4 16:46: 01 2008: 000000f O:
39 5a 30 Oe 31 Oc 30 Oa 06
4 16:46: 01 2008: 00000100:
47 42 30 81 9f 30 0d 06 09
4 16:46: 01 2008: 00000110:
01 01 05 00 03 81 8d 00 30
4 16:46: 01 2008: 00000120:
34 91 20 dd 58 df b2 60 cO
4 16:46:01 2008: 00000130:
61 9f cb 2b 01 22 49 d7 38
4 16:46:01 2008: 00000140:
4b 73 a0 75 6d bb dO c9 20
4 16:46:01 2008: 00000150:
ef 43 53 8f b7 ec c7 50 04
4 16:46:01 2008: 00000160:
b4 2 78 ab 36 06 ba f7 02
4 16:46: 01 2008: 00000170:
0d 25 82 1a d2 fc 14 4f

ff 86

63 &n..c Tue
c4 a2 56 4c 8e 75 99 02
< Tue Mar 4 16:
38 30 Oe 06 03 55 1d Of
Tue Mar 4 16:46:01
1d 06 03 55 1d Oe 04 16

03
01

04

88 11 4d 59 d5 44 70 e9 Of
4 16:46: 01 2008: 000001e0:
03 55 1d 23 04 18 30 16 80
4 16:46: 01 2008: 000001fO0:
d4 c8 b4 5e ee 03 4f 83 79
4 16:46: 01 2008: 00000200:
06 03 55 1d 1f 04 58 30 56
4 16:46: 01 2008: 00000210:
25 68 74 74 70 3a 2f 2f 77
4 16:46: 01 2008: 00000220:
65 72 74 45 6e 72 6f 6¢C 6C
4 16:46: 01 2008: 00000230:
41 42 2e 63 72 6¢c 86 27 66
4 16:46: 01 2008: 00000240:
5¢c 77 63 73 77 69 6e 5¢c 43
4 16:46: 01 2008: 00000250:
6¢c 6¢c 5¢c 41 41 52 4f 4e 4c
4 16:46: 01 2008: 00000260:
81 84 06 08 2b 06 01 05 05
4 16:46: 01 2008: 00000270:
30 38 06 08 2b 06 01 05 4f

46:

fd
Mar 4

46:

00

Mar 4

00
01
82

2008:

00

Tue Mar 4 16:46: 01 2008: 000000bO

01
05
08
41
33
30
30
33
03
55
2a
86
81
89
6¢C
do
ee
00
24
of

02
ds
ab
al

. né&l -

fa

{.
7f

01
01
01

2008:

14

A Tue Mar 4 16:46:01 2008: 000001dO

c6
3b
14
fo
bl
f2
30
54
63
73
2f
41
69
6¢C
65
72
41
42
07
01
ff




...X0v08..+...0 Tue Mar
07 30 02 86 2c
..0..,http://wcs Tue Mar
69 6e 2f 43 65
wi n/ CertEnroll/w Tue Mar
73 77 69 6e 5f
cswi n_AARONLAB. ¢ Tue Mar
74 30 3a 06 08
rto:. .+ .... 0... Tue Mar
69 6¢c 65 3a 2f
file://\\wcswi n\ Tue Mar
65 72 74 45 6e
CertEnrol I \wcswi Tue Mar
5f 41 41 52 4f
n_AARONLAB. crt 0. Tue Mar
09 2a 86 48 86

*H oo Tue Mar
00 2e al 3f f3
....72.RR ..C a.d Tue Mar
fd d3 16 38 4f

@..80 _d...YSSR Tue Mar
5d ee 1c e0 2a

B .@.8.. Tue Mar
Oc 4f 1f ad f1

.O L DkQN.,. Tue Mar

c5 Oe bd dO f9
~4."g& & > Tue Mar
b8 of 64 f0O 65
...d.eo#.g@.K. . Tue Mar
9c 3c 11 81 be
. &*: Tue Mar
cf 62 0b
Tue Mar
11 d8 52

4 16:46: 01 2008: 00000280:
68 74 74 70 3a 2f 2f 77 63
4 16:46: 01 2008: 00000290:
72 74 45 6e 72 6f 6C 6C 2f
4 16:46: 01 2008: 000002a0:
41 41 52 4f 4e 4c 41 42 2e
4 16:46: 01 2008: 000002bO0:
2b 06 01 05 05 07 30 02 86
4 16:46: 01 2008: 000002cO:
2f 5c 5c 77 63 73 77 69 6e
4 16:46: 01 2008: 000002dO:
72 6f 6¢c 6C 5C 77 63 73 77
4 16:46: 01 2008: 000002e0:
4e 4c 41 42 2e 63 72 74 30
4 16:46: 01 2008: 000002f O:
f7 0d 01 01 05 05 00 03 82
4 16:46: 01 2008: 00000300:
52 52 97 b5 83 43 0f 61 20
4 16:46: 01 2008: 00000310:
d9 5f 64 94 a7 c2 59 53 53
4 16:46: 01 2008: 00000320:
90 af f4 e8 51 3e 87 38 9a
4 16:46: 01 2008: 00000330:
ef dd 96 44 6b 51 4e 9f 2c
4 16:46: 01 2008: 00000340:
7e 34 fa 22 67 26 el 26 e6
4 16:46:01 2008: 00000350:
6f 23 fO 67 40 60 Of 4b f1
4 16:46: 01 2008: 00000360:
b2 7a 45 b6 bd f2 26 76 2a
4 16:46: 01 2008: 00000370:
47 65 b4 b5 fa db b4 4f ff
4 16:46: 01 2008: 00000380:
8f f8 e3 e5 00 f1 c4 1d 2a

05
73
77
77
63
63
72
2e
66
5c
43
69
6e
od
06
01
01
64
40
52
90
ce
88
al
8a
3e
bd
ff

cl
3a
52
07
ae
a4

do olbd ol

Cisco 0 62>90)l aSLwMI aSuidl eSa Jlio 9 Josll dcgozro joum> -
(WLC) aSLuMI LAN &Sy oS5 82>9 (055 Slw)low Jiadl -
Cisco Systems - olaiwally il acall -



//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a0080905cea.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a0080810880.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



