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: WPAZ? Personal

Action  Ophions  Help

Current Status | Profile Management | Diagnostics |

Cisco SYSTEMS

Praofile Mame: WRAZ-Perzonal

Link Status: - Authenticated Metwork: Type: - Infrastiictune
Wirgless Mode: 5 GHz 54 Mbps Current Channel; 149
Server Bazed Authentication; - Mone Drata Encroption: BES

IP &ddress: 10077, 244,21

Signal Strengthe. [ENENNEENEENERRNNRER Good

Advanced

le>Nolg cllas VI BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolaziwl liSay ologles puwall 13D 90,

> Mool9 (oSl ellas] Blisiuwl (9 030 elasV aunas yolol A

.debug ol9l plaziw| J:8 zaxaill olol Jo> dago wlogles JI &>l tdla>Vo

aeas g3l e Jle (b lawd .eol> dot1x JSI debug JI Ses—debug dot1x events enable -
sy gl Yl 1 2L3Y1 3B oo seill sasy Jai ai dlasMeidxs Wl askaall JI 1sliwl clasY
> Luall 5948
Cisco Controller)>debug dotlx events enable)
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Sending EAP -Request/Identity
(to mobile 00:40:96:af:3e:93 (EAP Id 1
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Received EAPOL START from
mobile 00:40:96:af:3e:93
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Sending EAP-Request/Identity
(to mobile 00:40:96:af:3e:93 (EAP Id 2
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Received EAP Response packet with
mismatching id (currentid=2, eapid=1) from mobile 00:40:96:af:3e:93
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Received Identity Response
count=2) from mobile 00:40:96:af:3e:93)
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:93 Processing Access-Challenge
for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:00 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 19, EAP Type 43
Wed Feb 20 14:20:00 2007: 00:40:96:af:3e:93 Processing Access-Challenge
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Wed Feb 20 14:20:00 2007:

Wed Feb 20 14:20:29 2007:

Wed

Wed Feb 20 14:20:29 2007:

Wed

Wed

(Wed Feb

Wed Feb 20 14:20:30 2007:

<===

Wed Feb 20 14:20:30 2007:

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed Feb 20 14:20:01

Feb 20 14:20:29

Feb 20 14:20:29
Wed Feb 20 14:20:3
Feb 20 14:20:30 2007

20 14:20:30 2007: 00

Wed Feb 20 14:20:30 2007:

Wed Feb 20 14:20:30

Feb 20 14:20:30 2007:

Feb 20 14:20:30 2007:

Wed Feb 20 14:20:30

Feb 20 14:20:30 2007:

Feb 20 14:20:30 2007:

Wed Feb 20 14:20:31

Feb 20 14:20:31 2007:

Feb 20 14:20:31 2007:

Wed Feb 20 14:20:31

Feb 20 14:20:31 2007:

Feb 20 14:20:31 2007:

Wed Feb 20 14:20:31

Feb 20 14:20:31 2007:

Feb 20 14:20:31 2007:

Wed Feb 20 14:20:31

Feb 20 14:20:31 2007:

Feb 20 14:20:31 2007:

Wed Feb 20 14:20:31

Feb 20 14:20:31 2007:

Feb 20 14:20:31 2007:

for mobile 00:40:96:af:3e:93
00:40:96:af:3e:93 Sending EAP Request from AAA
(to mobile 00:40:96:af:3e:93 (EAP Id 20

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 43
Creating dotlx interface with key 00:0b:85:91:c3:c0 -0
2007: Resetting the group key timer for 3689 seconds on
AP 00:0b:85:91:¢c3:c0

Creating dotlx interface with key 00:0b:85:91:c3:c0 -1
2007: Resetting the group key timer for 3696 seconds on

AP 00:0b:85:91:¢c3:c0

00:40:96:af:3e:93 Received EAPOL START from
mobile 00:40:96:af:3e:93

: 00:40:96:af:3e:93 Sending EAP-Request/Identity to
(mobile 00:40:96:af:3e:93 (EAP Id 22
:40:96:af:3e:93 Received Identity Response (count=3
from mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Processing Access-Challenge for

0 2007:

mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 WARNING: updated EAP-Identifer 22
for STA 00:40:96:af:3e:93 19

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 19

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 19, EAP Type 3
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 20

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 21

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 21, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 22

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 22, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 23

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 23, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 24

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 24, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 25

2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 25, EAP Type 43
00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

00:40:96:af:3e:93 Sending EAP Request from AAA to



(mobile 00:40:96:af:3e:93 (EAP Id 26

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Received EAP Response from

(mobile 00:40:96:af:3e:93 (EAP Id 26, EAP Type 43

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 27

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Received EAP Response from

(mobile 00:40:96:af:3e:93 (EAP Id 27, EAP Type 43

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Processing Access-Reject for
mobile00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Sending EAP-Failure to

(mobile 00:4096:af:3e:93 (EAP Id 27

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Setting quiet timer for 5 seconds
for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Sending EAP-Request/Identity to
(mobile 00:40:96:af:3e:93 (EAP Id 1

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Sending EAP-Request/Identity to
(mobile 00:40:96:af:3e:93 (EAP Id 1

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Received EAPOL START from

mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007: 00:40:96:af:3e:93 Sending EAP-Request/Identity to
(mobile 00:40:96:af:3e:93 (EAP Id 2

(Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received Identity Response (count=2
from mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

<=== Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 WARNING: updated EAP-Identifer 2
for STA 00:40:96:af:3e:93 20

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 20

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 3

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 21

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 21, EAP Type 43

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 22

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 22, EAP Type 43

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Challenge for
mobile 00:40:96:af:3e:93

<=== Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 WARNING: updated EAP-Identifer 22

for STA 00:40:96:af:3e:93 24

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA to
(mobile 00:40:96:af:3e:93 (EAP Id 24

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 24, EAP Type 43

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP Request from AAA
(to mobile 00:40:96:af:3e:93 (EAP Id 25

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received EAP Response from
(mobile 00:40:96:af:3e:93 (EAP Id 25, EAP Type 43

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Processing Access-Accept for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Creating a new PMK Cache Entry for
(tation 00:40:96:af:3e:93 (RSN 0

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending EAP-Success to



(mobile 00:40:96:af:3e:93 (EAP Id
Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending default RC4 key

mobile 00:40:96:af:3e:

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending Key-Mapping RC4 key

mobile 00:40:96:af:3e:

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received Auth Success while

Authenticating state for mobile 00:40:96:af:3e:

25
to
93
to
93
in
93

.lw, lay) 802.1x 0 debug JI ,Sas—enable lao,, debug dot1x -
AAA &l e el auas 21,3 o Soy —debug aaa events enable -

dlo ol oo
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225 RADIUS 515 1,055 Jling aSLwI ddxoll dSuidl oS5 wla>9 go EAP-FAST aésbas -

WPA 55 e dole & b -
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