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bl Jowsy awlwVl Jieasl) (WLC) aSlw I ddxall dSaidl S oSl e eSh) 08
oS=ill 6a>9 JI Lightweight giogll , 9 Jgwgll

dglal| dSpitdl S pSxill uaic 53l (CLI) oloVl Jlaw dg>ly e Jusiad] 03y oS5 pllen packia]
1953 (GU) droguw I pastiamall dg1y plasiaw] Loyl eliSay s o Yo dswlwdl dglosl] (WLC) aSLuoM

iSpiall LS aSxidluaic e 08l xinwall 13D 2 iy (WLC) @Sl dyxall aSpiall 8 pSxill uic
SoloVl s dg>ly e Jseidl ey (eSs plles plaziwl, (WLC) dSlwM dylxall

e; oS5 pllen 9 8iblio J3, 18,0 J9Y (WLC) aSluMl dyall dSuitdl 5 oSl i€ aygas 1,
pa3iunll dg>19 9l CLI e alleall Juis cliSoy . dpuludl ollaeYl (o) oSl plle pasiw - Juidl
:GoloYl Jlaw dg>l9) CLI Lo Jseiadl ey 655 allsal Yo 21,3V 13D ping, .dsogu,l

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC-1

Enter Administrative User Name (24 characters max): admin

****%x . (Enter Administrative Password (24 characters max
Management Interface IP Address: 10.77.244.204

Management Interface Netmask: 255.255.255.224

Management Interface Default Router: 10.77.244.220

: (Management Interface VLAN Identifier (0 = untagged

Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 10.77.244.220

AP Manager Interface IP Address: 10.77.244.205

AP-Manager is on Management subnet, using same values

: (AP Manager Interface DHCP Server (10.77.244.220

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: Test

Network Name (SSID): Ciscol23

Allow Static IP Addresses [YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no

.Warning! The default WLAN security policy requires a RADIUS server
.Please see documentation for more details

: [Enter Country Code (enter 'help' for a list of countries) [US
Enable 802.11b Network [YES][no]: yes

Enable 802.l1la Network [YES][no]: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES][no]: yes

!Configuration saved

. .Resetting system with new configuration

oSl Jlio 9 bVl ddosel) (WLC) aSlwMI ddxoll éSuidl (9 oSl juaic slacl olaleoll 01D pgis
o,ylbYl dg=lg) IP ylgies WLC) 10.77.244.204) aSLlw I dd=oll aSuidl (9 pSill uaic pakiuy i
AP-Manager ag>1gJ IP ylgisS 10.77.244.2059

<9 Joosll blas e wox (WLCS) asluMl dbxall aSuidl 3 oSl wilgd Lle )51 olise sl uoSs Jid
s ol dituall 138 oty (WLC) aSluMl dulrall dSuidl 3 pSxill paic go Jizudl Lightweight giooll
sl el (WLC) dSlwlIl ddxall aSuiall LS aSzill yuie 5 ds Lightweight giogll (8 Jg.osll

JI go S APs ()9 wauall casS e dogleos uiS J (WLC) oS> jle> lan, ShwY JI L (i) ap &9
WLC

2315 N5 .0 RADIUS @95kan) (WLC) dSlwMI ddxall dSaidl 5 a5l i€ 1S3
=15 RADIUS

2315 I pasiiuall slaicl bl azgi 65leY (WLC) dSLull ddxall daill (b aSxidl juaic o055 ok
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eMasll I Joogll 595,9 paimall olégums o >3l RADIUS o315 Géxiy a5 . >, RADIUS

~ouSLu\I

:RADIUS _>,5 31z WLC JI S steps in order to 13 el

plo> @0 o2l Sl 8a>9) (GUI) g )l pasiwall dg2l9 o RADIUS @dskaog cuols izl .1

5 oz 3a> 999 jasl o5 .RADIUS a9slas
.RADIUS

ul II- r|| ' Sars Configurabios Bng Logeut | Refresh
CISED 6 SECURITY  MOMNAGEMENT  COMMENDE  pELP
Security RADIUS Authertication Servers = Edit < Back | apely |
* AAK Borver Index 1
= FADILE
i anbicat Sarviar Address A0V 2 0
L pigairinig
F et Bharmd Socret Format ||5'E":]I: -I
Slharind Sacril Iil“I
Canlirm Sharad
Bincrmt =
¥ Local EAP Ky Wrap I (asigrad for FIPS customens snd reguires s bay wras complisnt AADILS ssrvar)
B
Pority Chitied Piwrt Ponidnbaine 18iE
¥ Aocess Condrel Lists
Wireless Protection Borver Statux |Ea.abl:d :'
Palicies
¥ Wek iith Suppart lor RFC 3576 |rmhud -
¥ Advanced
Swrvor Tirmsoat P zoconds
Sartwmrk Liser F Enable
Managoanem F Enable
IPERC r Enatde
] Dore 5 (g rrewmat

Slalesll 038 a9 631> dxio < RADIUS @slas eslss L5 RADIUS o35 olalso ciy e o8 .2
iSaiall pazimod LSV LS a3 03131 Al>9 Adiall 48,9 Jjuinell ully RADIUS w312 IP olgic
Josiawy . @aidl LoxZimoey WLC 6,051 _le o RADIUS I éiuell @8slanll cols 151 Lo LIl
10.77.244.196 olsic go RADIUS psl55 ACS (ol cisco JI Jbo 13
@830a0l) (WLC) aSlw | ddxall iSuinll (6 aSxill_uaic dawlg, RADIUS o35 plasiwl oY1 Say .3
< RADIUS < solill ¢ ,i31 15] 39 uuall RADIUS o35 e jgiell cliSa,

.a49>0Laoll



e BT BAM o i arficabiam Sy are
wECLIMTY RADIUS AUtnentcation Servers Apply

v ARA Call Station 1D Type [P Address B

Use AES Key Wrap [ (Designed for FIPS customers and requires a key wrap comgliant RADIUS server

[k Network Server
LRI User Yanagement Index Server Address Port [PSec Admin Status
F F 10.77.244.196 1812 Digabled Erakled

e e Ll 9 (Cisco CNS Access Registrar (CAR) RADIUS ps3 e RFC 3576 pc> o
A0l RADIUS 0315 6 a0 plactiow] eliSoy WS 0281 o l)laodlg 4.0 HlasYl Cisco o oY1 ACS
pS=xill pilgd Seixi ¥ .4.1.171.0 )laoYl jo) g0 _d=xall RADIUS 035 puaéi pi . uoakiamall d95Laal
EAP .dalxo)l RADIUS 6 s e ds,lull ol)laoyl Jeuis il (WLCS) aSlwWI ddxall aSuidl 9
aogoui 5 299 .o d85Lanlly uSlwMl eMolly uoadiwol) gowy @950as Lolwl ¢ _Jxoll

plaill Jlaes sic GuSlwMl eMall JLaiVl e blax)l 9 &5 (il sl ilSall (9 plaiuwM
by 628 o pasiuuall Olégue (ol EAP g2 iy . >l ésladll o35 s gl el

Lle a8staall ol EAP acyy .moasiuuall d85laos) LDAP &als olly 6acld gl dlxall pasiwoll
ou EAP-TLS 9 whblgidl g0 EAP-FAST 9 PAC ool Jowgll wleguo go EAP-FAST 9 LEAP
9SS b 9 . blis VI Gl d9skaa) plaiS JIxoll EAP puowai pi.uSdwll eMaslly oSl 62>9
p3lg3 pladiwly GuSlwll eMosll @83kas pSill 62>9 Jolxs (pSxill 6259 e RADIUS pslgs sl
elgil wuny o] RADIUS pslg3 e jgiell pac dl> 8 V] Ixall EAP &glxo piy V¥ .Vol RADIUS
oS5 62>9 e adxall EAP a9skas g>1,.RADIUS p3ls3 (19S5 pac s 91 RADIUS pslgs dlgo
logleall (10 250 e Jguaxll LDAP 0315 1685 Jliog EAP-FAST plaziuwl aSlwMI ddxoll aSuill
ASLuwWI ddxall aSuidl oS wlazg e (J=all EAP (4,05 dS Jo>

WLAN o laleo (oS5

loleall (98 cuad borie &S LuMl aSidly Lot eMasll lgoasiuy il WLAN i (prSi; pd w3 asy
axSLuMl o)l dSuil) 13D SSID plactia] <liSay WLAN J SSID (95, Liag] caad WLC J gl
22> SSID clis] eliSay (Jliall 13® _5 .32 SSID clisl 91 (WLAN)

Cisco WLAN > aSxi; ol oSay a5l 6359 _le WLAN @Saib i diw | Juay Lo (oS5 liSay daso
JSU 82,8 Olol pg cues Say Lightweight giogll 8 Jswogll boli) WLAN aSuis ise diw _J| Juay bo L9
Cisco Jx; a3l WLAN &S gra> cuy Lightweight giogdl (5 Jawog)l bolés pgisi .aSlwY ddxo duis
(WLAN) &SLwY ddxo éSai JSJ B335 Ll olwlwdl S99 laidl WLAN

‘lg dag o)l Claleally 530> WLAN @i (e8i) a1 olglaxdl Jasi

ixa.0ll 03® > us.dxe0 WLANS wuo e in order to oS jle=dl o0 gui JI 0 WLANS calnsb .1

a8l 6a>9 e 639>90)l WLAN oS

(WLAN) aSLwMI ddall &S] auwly cavogil] auwl J351 22> WLAN cals in order to aa o sl .2
9,208 Cisco Jlall 13D pasi . dulas e il o5 (WLAN) asLloMI adsall il

.SSID
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CIsCOo MONITOR WLANS CONTROLLER W[RELESS SECURITY MANAGEMENT
WLANSs WLANS > New
v WLANS Type WLAN -
WLANS
3 Advanced Profile Name [Cisco
WLAN SSID [Cisca

AiSay caxaall 03 9 ey wa> WLAN Jl J daxéo 4y =5 < WLAN JI cua> WLAN oji&b'._.,o!lo 3
doa)] 639> 29 WbVl 2ei9 dolel &lwlul ouni 03® WLAN aSuiy dvls dalico olaleo yaxs
doasioll olaleallg
..5_,>'=§l|

WLANS = Edit = Back j

General | Security | QoS | Advanced |

Profile Name Cisco

Type WwLAN

s3I0 Cisco

Shatus W Enabled

Security Policies [wrazl[auth{anz.1x)]

(Modifications done under security tab will appear after applving the changes.)

Radio Policy { Al =]
Interface |managamant ;I
Broadcast SSID W £nabled

S olllaio J) bliwl $,3Y1 olaleall Jiasi oSay . alawiol] dasli)l oo dulial] dgzloll is
WLAN &S cpuSoid dolell olwlu] oo A gos0 33>.WLAN

Moleo 9 .802.1% il 2 dadall (ol douuiall doslall (o .2 ddgall ol i3 l9 ol ixaw ,ail 4
W WEP 104- zlias 989 «cyWEP 128- zlico Jlioll 138 pasiuy WEP plias ax> Lisi 802.1x
-24 &g axio | @SLoYL,



WLANs > Edit

----------------------------

Layer2 | LH?EI"E | AAA Sawars #

Laver 2 Security | 802.1% LI
[T MAC Filtering

B0Z2.1X Parameters

802.11 Data Encryption Type EKEey Size
=  WEP | 104 bits =]

RADIUS o515 i3l (RADIUS) adskaoll pslgs) daiall daaslall oo AAA pdlgs (uguill doMe izl .5
eMasll @8s0aa) oLl 13® pasiuy . cawliall

oS LI
WLANSs > Edit
 General | Security | QoS | Advanced
| Layer2 | Layer3 | AAA Servers
Select AAA servers below to override use of default servers on this WLAN
Radius Servers LDAP Servers
Authentication Servers Accounting Servers Server 1 None =
M Enabled Server 2 |None =

Server 3 IH.;.ne -I

f*“"' [1P:10.77.244.196, Port:1812 =] [None =]
g““r |hlr:|ne ;“Mnne;]
Een‘er | None x| | none =]

Local EAP Authentication

Local EAP Authentication [ Enabled

JsSiadl wassl in order to gy adlasl .6

2o olly 8ae elinl 089 >, RADIUS pol5S Cisco 0 (;,.03" ACS ;655 09
a9>Laoll Mo

oo ool Oyl sgixall juae le EAP dadskas (pSai9 paiuuall lly 6acld cliny aJull wlglazll J.oSi
:Cisco

Jiall 139 L9 xliayiay dslaabg username JI clss ACS gui Jl 0 setup Jagiuwe o i .1
9o p.\ilu.m.“
.ABC
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885kaa) Claleall 038 I bnad d>lxy bV dloSill pasiall ologlesg 19 ,0)l 4alSg pasimall awl
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Windows Server 3.2 J Cisco Secure ACS J pasiuuall > 9 oriuwall dcgox0 6,15 puud
olegaze | (3320 roaiame Gusi 20 oS 3] wlogleall o e e Jgoxl



//www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_book09186a0080205707.html
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_chapter09186a0080205a5c.html

=2 - DA AII S &
Bisen Brevims u:ser &mp

—

g | Ui
&5 User: ABC (New User) e Account Disshled
| l-.: s Dolenng s 1isiname
I Accoumt Deabled » Supplementary U'ser Infe
oo oot Dhsabled —,
s Paswwnrd Auhepticarion
o Group to which the aser s ascigned
- 5 emientary User Infa e Callbark
tﬁm — - ? & Cliowt [F Addre s A v nt
F’M Eozal Harre F"E': » Advenced Semings
i b i ﬁ s Netwerk Aceess Hesmicniana
— o Unage Chistas
» Arcoumi Disahle
& [Dhwnlsaddable 405
User Seinp ¥ » Advaneed TACACS+ Semings
) s TACACSS Emable Conersl
Passwied futhentc ation s TACACS+ Enable Pasoword
[CrcoSacws Dmtatace =] s TACACS+ Uatheumd Fasrword
CetoSecure PAF (Alio uied for CHAPMS s DAUAUSS Shell Commasd Authoriatian
"HAFIARAF o the Separate Beld o not checked ) = Comemand Authormation far Nemwork Devies Managemest
- R Applr wtinn:
Pasword | « TACACS+ Unknown Services
ol [_ L] ITTF m}n'\: _l'!c.l'l'“hhlrl
Fazrword o HADILY Yendor-Specific Adinbwies
I Sepatabe [L-HAF - HAPIAEAF)
Fasrword |
= penifireyy Arroumi Disshled Siatus
Pasreard [
When & tokoen server 1 weed for autheentic shon, lectthe Account Dhaabiled check boy 1o deatie thi
replymg & sepaite CHAF pagswerd for 4 token accound, clear the check box fo enable the accomt
poerd uper sllows CHAF suibsertienhss Ther e . o
especialy usebdl when soken cackng = snabled - [Eack 2 Tog]
i L ]
| Sutend | Cancel | I .

el baie. ACS gui JI oo St aSuls waslasl LACS pol5 e AAA xS oSl 62>9 way =i 09 .3
JsSeig wlsicy (WLC) asSLul ddxall dSuidl 3 oSl paric puwl a2 p8 (aSuisd] (sSs inie0
&Sl oo 35tigdl JI g>,1 .(RADIUS Cisco Airespace) a9s>banll as, by Jiinall jully (IP) o i)l
Sl 2lizall il ol sy @M. ACS L awll e 5,3Vl adskanll pilesy a3l dzuadll
sudl LACS 05139 (WLC) aSlw I dd=oll aSuidl 9 pSxill uaic e aigSi oo SV & jiinall
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Add AAA Client

asA Client Hostname  [WLC-1

10.77.244.204 - |
aah Clant IP Address

Shared Secret ||:i5|:|:1

RADIUS Key Wrap

Key Encryption Key ]

Message sAuthenticator Code {

Key
Key Input Format O ASCIL @ Hexadecimal
Authenticate Using |R;’-\DIUS (Cisco Alrespace) ;!

™ Single Connect TACACS+ AaA Client (Record stop in accounting on failure)
[ Log Update/Watchdog Packets from this A&A Client

[T Log RADIUS Tunneling Packets from this A&4& Client

[T Replace RADIUS Port info with Username from this AAh Client

r Match Framed-IP-aAddress with user IP address for accounting packets from
this a4 4 Client

Submit Submit + Apply [ Cancel !

EAP &slas wglwl i) dslaall oo 95 olaial dslall @slaall slacly plaill ueSs Je asl .4
S5l LEAP a85kas Jliall 13D pastiuwy .cawlio)] EAP glwl i3l EAP 65 whblael e .gllnoll
aie Jlw)| §99
elguVl
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™ Allewr EAF DI

RME CHAFP U anfiguration ?
T Allow ME-CHAP Yeraon

I Abew ME.-CHAF Vern

1 Aasthentic ahom

ofy 2 Muthess: alios

[ Subme Subfrel « Fowier | Carce

FEAFP

EAFP-TLS

LEAF

EAP NS

S CHAF Confipmration

Thes gy e rifie s Setings §of Tandoss mufhend C xion
& I Sl

(Back e Top]
Fa corfyficate. basd anlienineatios

RS ST S vl gt

" y i
W Aod co WPl d LA Fegratrend Edpd o [ K. oy

Nase; PEAF
protoced. PEAF

SRy

Ciert) ot .:.'.".'I_rutql.

Allew FAP-MSCHAPYI—To snabile EAP-MSTHAPw2
Wit PEAF scdhepncanos, elect the Allow EAP-
MECHAPYT check bax

Alew EAP.- GTC—Ts snable EAJ ' wnttes FEAF
mienhrason, select the Allew EAP-GTC check box

Creco chens inal display message—To specdy o metrage
by LapeRd wiks uae & Taice FEAT chent e B
message @ the Uneo chent mehial display message box

fadah o]

PFEAF seision mmesst (miswies— s PEAP iessian
timas gt (mimmtea) box defiss s maommen FEAT seinon engd

I R e

Juaell 0S5

15| .EAP _o9lés dlac clisl o3l le EAP goi Jsasll 2 iy .awlio]l EAP g65 399 Juamdl (0S5 vy LoS
Juw s a0 EAP g0 S, o) 3] .EAP goi; iz, ails [EAP Jsuogll blsi oo g5dl 13d aca, el olS
£o Ll ooladl piy _i> dylasll 03® i .alito EAP Lolwl go 5,31 6,0 Jrasll (o9laiyg lulw 11,81

.EAP g4i5 LEAP JLaJl [3® paiowy .20ize EAP

. Aironet Desktop Utility 6131 plaziwl, Jsoasll (le LEAP (653 olglazll 031 JoSi

.axia) Aironet 8acluall 61V 0, le 29550 L il .1

lagogill 6,] wuss aoMe e il 2
Jass i1y Lawass dle le L&l .3

aSLwMI dlxall éSuid) SSID U3l .Lawasi wils awl jisl ple wysill dode e 4



Hrofile Managemeni

Genetal | Securly | Advanced

Profle Seltng:

Chert Mame

Mebwork, Mames

551070 |Gt
5

ssinz |l

WIRELESS123

0K

Cancel |

(WLAN)

o5 @Szl _yuaic e ¢eSall SSID go lolas aidsllas w9 9,5l &l Luvuzio SSID as, tdla>

Frofile Managemeni

Germsal| Securly | Advarced

St Secunity {pthony
I WPAAPAZTTNM
I WPAMWPAZ Passphiace
(5 B2 1
i) Pre-Shased Kay [Sahe WEP]

i) Mo

lw@ni‘

a;l9 LEAP é®

Gicg Pokcy Delay 60 &

(WLC) aSlwMI dd=oll aSuidl

EAP 31.802.1x ;31 ool wug

| dole wos 5

WPAAWPALTICEM EAF Tyoe
[mﬁlxmhﬁu LE&P vj
[T Alcws Az snnbae bo Meosd Cells
[ Lievst: Tiemr e iy Dhormaie Coritoee T e
e
Lo [ Coce |

9SS

i 630 JS 9 pasimall olly o] dio wllay sU19 9,0)l dalSy cddall pasiwall puwl placiw] Lis1 .6
llab allnall Jliall 13D paciwy Ud 6,910l &MUl oLl 31 (o 88 iouaSIl agai 631l Lgid
pawl ] a8lo¥l LEAP pasius sloicl olly J5) dio by sills (9,0)l dalSy pasiuell puwl,

JogJl olwl> Bliiw] LYl &3 >a>.Windows JI ezl s 1S Windows 9 40 dalS9 paztiuie



Josll dwl> Sl lsls Jobx o LEAP ko o a5 i 13] 638W1 el 9 6392 g0ll "Lasls a0Vl
P 9l asiidl _le Jwaell Joxo Jox WS slaieVl olly Jo) éslel, didlas J) a1 o9 ddylull
aSLwMI LAN Sy Jac olilgo M|u9 Lol  5lgo 0S5 pund I

Jo> wlogleall (0 A,
Confipure LEAP

| Mma;..'; Fiesunne the Sacure 5ass5i0n

Uses Hame ard Passwond Settings
(%} Usa Temposany User Hame and Pazmwod

'I::I s wWindows User Mams ard Fastwond
'EIIAM-:I;I Frompd for User Name and Fasswoed
) Marualy Prosgt for Uger Mlame and Passwond

{0 Ule 5 avend Lizar bame snd Pasieond

Mo Matwork, Cornection Urdess Uzer Iz Logged In
Sughenbcaton Timecut Yaloe [n second:]

an

&)l rdla>No. diuss d5lel

9 (PI21AG g Cisco Aironet 802 11a/b/q (CB21AG

| X

| |

Canced

aslall Jio 5,391 802.11 &lyls9 Aironet slioly sugaill o055 liSay doddio olls wygll dode o .7

s I Loy 53,y

LeinsSs w5 Ll olalzally GLdYI GV Jsasdl Jolx, .OK (§od isly .8

- " . - ..I

2o Sy oueSil Jac 2Tl punsl] 138 paciuwl

Jac oo Gaxill LEAP @8skan plaxiwl, Lightweight gosll L6 Jswosll dlai _SlwY Jwac ol Jol>

.&59i0 69 oS (oSl

EAP d85Las plasiw] JJ| g>,| LEAP d@8skas) Juae)l Gy, cilo (955 imall 13D o s, rdlasVe
LEAP @95Las) a/b/g 802.11 _SLwlI Jrasll ¢ lgo (855 S Jo> wlogloall (o aje e Jsaxll

lasd .LEAP @85Laa) 19,0l dalS/ pazimall pwl 4895 pasismall oo wllay (SLodUl Jsas| cinogs bagiais 5,5

Jbo L


//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/winch5kh.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wireless Metwork Password : El

Fleaze enter your LEAP uzername and pazsword to log on to the wireleszs

nebwork,

User Mame ABL

Paszwaord ; S

Log on o

Card Mame Cizco Arronet 302.11a/b/g Wirelezs Adapter
Profile Name EAP-Authentication

aFk. Cancel

sbaiel & bly (WLC) dsLuMl dydxall daidl (3 pSxill uaic i Lightweight gogll (9 Jewosll dais a5
RADIUS o315 ¢la; laieVl by oo saxill (Cisco Secure ACS) >, 5l RADIUS o3l I paskiusll
Bizill axlo pazimsll Slégms olS lalS _SLolI Juasll J| Jsosll 96,9 pasimall o bly sacla; ol
@B3kao izl 18 Sl ol ACS w315 e o a5 il @8skaall i gl . paimall lEgumo o

:Jlo L lasd .RADIUS



-0 A BAaVI NS 5
Eiven Sentems Hﬂpﬂm and ﬁ.ﬂt”lt'f

=3 Reports

Passed Authentications active.csv

B TACACS: Accombng
B TACACS: Adimmimabos s ; Mestag U G NAS.

B RADUS Accowsime Dated  Time gy Name Mame 0D B’ dies

m -~y 041080006 150173 [Aulen OF ARC  oonlt  00-40-96- 1, 17216 1 %

L Y fasped Adentssson: Group  AC-BE-3T

B 042006 150037 Ausen OK [ABC Dl (004036 1, |y g
B Logeed-in Upers Toup -EE-

. — # At gyor Ak

|§' |:#;u;‘_ I EFJ Uger Pacrword Changes

!:I‘M-' h}'.l".'--’:'-'b'!\':-#ruuz

tstnarmet | e

? P |

Lightweight giog)l _5 Jsosll bz, _Slwl Jsa2ll lag,, x>l RADIUS @slas se;

LEAP Authentication Status - 2 =10l x|

Card Name: Cisco Aironet 802.11a/b/g Wireless Adapter
Profile Mame:  EAP-Authentication

Steps Status
1. Starting LEAP Authentication Success
2 Checking Link Status Success
3. Renewing |P address Success
4 Detecting |PX Frame Type Success
5. Finding Domain Contraller Success
[T Show minimized next tme Cancel

olsic MAC Jl J cuaz89 (9 < wpde ol \WLC GUI g0 olud opaall co cuaxd S Loyl galoiuy 13
il oo



Save Configarstion  Ping

BAELATIE A T MALAMOYE  HELP
ol Wl O (Heils M | e a1

——
T Tl sear b by MRl addeean S arr

HRERETICE

Ciepmt ~AL Addr AP Same a&F H!t_.ﬁ"d!’ MLAS Iyme Ttatus &uth Fort
) = o S i b -
Wirabess '-:_. Bld 96 aee i 5T e Shefbedl DDl 3550 :4h-dl  Crsenl23 02118  Bsdacisted Tes 1 - :_': = —
N — e .
Chsnts

Le>Nolg clas VI BlaSiwl

> Nolg liyeSill ellas] BliSiwY aJlll olglazll Jas]

il 9 pSill yuaic go Jowogll dass Juus oo géxill debug Iwapp events enable ;oY1 paziwl .1
(WLC) asLwMI dd=oll

Olgie o B85 a0 o Baxilly (SLwMl Jwosll o d85laall Llla) RADIUS psl3 sl o0 (g8 .2
ule 5B (WLC) asSlwMI ddxoll aSuidl (8 oSl juaic oIS 3] low  gaxill wd¢lly du,ll9 NAS-IP
il ACS oo> e dlivlall w¥9lxally 8 405 pi (il d95lanll (o (géxs.Radius ps5 JI Jeodll
@slao Jid le Jlo L lad .ACS psls e dlniwsVlg il jlbl 9 a>bio ,uylaill 0id9 .l
o>
:RADIUS

#-4- QDA VRO D D !
Bisen Besrims Hﬂpﬂm ald Amiw -

|~:i~rh‘.:.'. Iyl.'xwl. ad
- Reports
Eh--' I Failed Attempls aclive.csv
N
gy JACACH ' Authen: Author
B ry o Daiz® | Dime M&mmhhu&m Has-Ip.
1 B RADIUS Accouning Ips Wame Name ID o 0" cede 298 |Best | Addross
] e 0 Passed Astenycascn 0410412006 1542 51 ::‘”:“ cde P i 1 17261
o v i n I.'ﬂl'iuﬂuﬂ.'_-{.'lF = -l rr.- T
T spmed-iw THaesr Bl
ﬂl-‘-lm !.'] :'M-’=|-'l1
En Lhashied Kieodane
Eorpare
@ Adenistraten Andt
B Uer Farpeord Changes
b ACT Zermes Moggonta
I Wis 4 s I
i L]

J Cisco Secure ACS J cllasVl auuai AAA 9 )laodl ologles e Joaxll Jl g>)l rda>Vo



//www.cisco.com/en/US/products/sw/secursw/ps2086/products_tech_note09186a00800afec1.shtml#intro

2w ologleo e Jouasdly le>Noly elasVl Glisiwl adS Jo> wlogles e Jgaxl) Windows
.Cisco Secure ACS _lc clasVI

debug aaa all:lg>Mols AAA ad5Las cllas] BLisiw 018 elasVl auuas ol placiw] Loyl diSs, .
JS oe debug JI o So,—enable la,, AAA. debug dot1x Jilu) gia> clasl auuas JSuiu—enable
:debug 802.1x aaa enable joV! ;0 o> 50l 2350 Ld.dot1X Loy,

Cisco Controller) >debug dotlx aaa enable)

Sep 23 15:15:43.792: 00:40:96:ac:dd:05 Adding AAA_ATT USER_NAME (1) index=0*

(Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT CALLING_STATION_ID(31*
index=1

(Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT CALLED_STATION_ID(30*
index=2

Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT(5) index=3*

Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IP ADDRESS(4) index=4%*

(Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_IDENTIFIER(32*
index=5

Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_VAP_ID(1l) index=6*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA ATT_SERVICE_TYPE(6) index=7%*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_FRAMED _MTU(12) index=8*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT_TYPE(61l) index=9%*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT EAP_MESSAGE(79) index=10*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_MESS_AUTH(80) index=11*

= Sep 23 15:15:43.794: 00:40:96:ac:dd:05 AAA EAP Packet created request*
rrrr . 0x1533a288

,Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Sending EAP Attribute (code=2, length=8*
id=2) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.794: 00000000: 02 02 00 08 01 41 42 43%*

Sep 23 15:15:43.794: 00:40:96:ac:dd:05 [BE-reqg] Sending auth request to*
(RADIUS' (proto 0x140001°

Sep 23 15:15:43.799: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Interim*
'Response

Sep 23 15:15:43.799: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response*

Sep 23 15:15:43.799: 00:40:96:ac:dd:05 AAA Message 'Interim Response' received*
for mobile 00:40:96:ac:dd:05

,Sep 23 15:15:43.799: 00:40:96:ac:dd:05 Received EAP Attribute (code=1*
length=19,1id=3, dotlxcb->id = 2) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.799: 00000000: 01 03 00 13 11 01 00 08 42 3a 8e dl 18 24 e8 9f*
P =

Sep 23 15:15:43.799: 00000010: 41 42 43%*
ABC

Sep 23 15:15:43.799: 00:40:96:ac:dd:05 Skipping AVP (0/80) for mobile*
ac:dd:05:00:40:96

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_USER_NAME (1) index=0%*

(Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT CALLING_STATION_ID(31*
index=1

(Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLED_STATION_ID(30%*
index=2

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT(5) index=3*

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IP_ADDRESS(4) index=4%*

(Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_IDENTIFIER(32*
index=5

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_VAP_ID(1l) index=6%*

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_SERVICE_TYPE(6) index=7*

Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_FRAMED_MTU(12) index=8%*

Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT_TYPE(61l) index=9*

Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT_EAP_MESSAGE(79) index=10%*

Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT_RAD_STATE(24) index=11*

Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT_MESS_AUTH(80) index=12*

= Sep 23 15:15:43.902: 00:40:96:ac:dd:05 AAA EAP Packet created request*
rrrr . .0x1533a288

,Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Sending EAP Attribute (code=2%*
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length=35, id=3) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.902: 00000000: 02 03 00 23 11 01 00 18 83 f1 5b 32 cf 65 04 ed*
L.e2]oo. #...

Sep 23 15:15:43.902: 00000010: da c8 4f 95 b4 2e 35 ac c0 6b bd fa 57 50 £3 13*
.0...5..k..WP..

Sep 23 15:15:43.904: 00000020: 41 42 43*
ABC

Sep 23 15:15:43.904: 00:40:96:ac:dd:05 [BE-reqg] Sending auth request to*
(RADIUS' (proto 0x140001'

Sep 23 15:15:43.907: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Interim*
'Response

Sep 23 15:15:43.907: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response*

Sep 23 15:15:43.907: 00:40:96:ac:dd:05 AAA Message 'Interim Response' received*
for mobile 00:40:96:ac:dd:05

,Sep 23 15:15:43.907: 00:40:96:ac:dd:05 Received EAP Attribute (code=3*
length=4,id=3, dotlxcb->id = 3) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.907: 00000000: 03 03 00 04~*

Sep 23 15:15:43.907: 00:40:96:ac:dd:05 Skipping AVP (0/80) for mobile*
ac:dd:05:00:40:96

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA ATT USER_NAME (1) index=0%*

(Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLING_STATION_ID(31*
index=1

(Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLED_STATION_ID(30*
index=2

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ ATT NAS_PORT(5) index=3*

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IP ADDRESS (4) index=4*

(Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IDENTIFIER(32*
index=5

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_VAP_ID(1l) index=6%*

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ ATT SERVICE_TYPE(6) index=7*

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT FRAMED_MTU(12) index=8%*

Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT TYPE(61) index=9*

Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA ATT EAP_MESSAGE(79) index=10%*

Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA_ATT RAD STATE(24) index=11%*

Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA_ATT MESS_AUTH(80) index=12%*

= Sep 23 15:15:43.915: 00:40:96:ac:dd:05 AAA EAP Packet created request*
1rrr L .0x1533a288

,Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Sending EAP Attribute (code=1%*
length=19, id=3) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.915: 00000000: 01 03 00 13 11 01 00 08 29 23 be 84 el 6¢c d6 ae*
R (P

Sep 23 15:15:43.915: 00000010: 41 42 43*
ABC

Sep 23 15:15:43.915: 00:40:96:ac:dd:05 [BE-reqg] Sending auth request to*
(RADIUS' (proto 0x140001'

'Sep 23 15:15:43.918: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Success*

Sep 23 15:15:43.918: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response*

Sep 23 15:15:43.918: 00:40:96:ac:dd:05 AAA Message 'Success' received for*
mobile 00:40:96:ac:dd:05

,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps|[0]: attribute 8*
vendorId 0, valueLen 4

,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[l]: attribute 79*
vendorId 0, valueLen 35

,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 Received EAP Attribute (code=2*
length=35,id=3) for mobile 00:40:96:ac:dd:05

Sep 23 15:15:43.918: 00000000: 02 03 00 23 11 01 00 18 03 66 2c 6a b3 a6 c3 4c*

£,5...L..... #...

Sep 23 15:15:43.918: 00000010: 98 ac 69 f0 1b e8 8f a2 29 eb 56 d6 92 ce 60 a6*
B ) .V..

Sep 23 15:15:43.918: 00000020: 41 42 43*
ABC

,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps([2]: attribute 1*
vendorId 9, valueLen 16



,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[3]: attribute 25*

vendorId 0, valueLen 21
,Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[4]: attribute 80*

vendorId 0, valueLen 16
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