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‘ddio v J ap JI «lSui steps in order to 1i® caosl

A ‘o)l @85laa) aigSiy (Guest dwuwig (ua> (SSID) doas dcgazo 9 20 dSlol, @9

ap (config) #dotll ssid Guest

ap (config-ssid) #authentication open
ap (config-ssid) #web-auth

ap (config-ssid) #guest-mode

ap(config-ssid) #exit

2 :web_auth a9 « JiSoll d95ban Jg5559 0 s dle oy cu> d9skas 6acld clinl o9

ap(config) #ip admission name web_auth proxy http

.3 .802 g,y Jladl [3® paziawy g0l 4g=l9 e (web_auth) adsLanll 6acldg (SSID (Guest  gulai
:11b/g



ap (config) #interface dotllradio 0
ap(config-if) #ssid Guest
ap(config-if)#ip admission web_auth
ap(confi-if) #no shut

ap(config-if) #fexit

Blaziwl G lall aosld puwl Loy 69 . paiowedl Cleguus da95kas Gl saxs Ll G lall dasld oy iy 09
:web_list aivouuis 099 web_auth a9>Las 6acld

ap (config) #ip admission name web_auth method-list authentication web_list

RADIUS 3159 Jgosll dlass _le (AAA) dulxally Sagailly adskanll 50 olglaxll 0id JasT .
‘Jsosll dai e _lxall RADIUS p3l%y §lall dsild by . Jxoll

{(AAA) duwlally Saugailly @8slanll S

ap (config) #aaa new-model

_lxall RADIUS 0315 (655 a9

ap (config) #radius-server local
ap (config-radsrv) #nas 192.168.10.2 key cisco

ap (config-radsrv) #exit

aolS9 username go wlw> Josiwe 2>19 cals ((§BIL) pgil> 630 30>9 (Sguall Cllw> clinl 09
148,95 60 _J| doud jal wirc9 (1 Josiwe y0

ap (config) #dotll guest
ap (config-guest-mode) #tusername userl lifetime 60 password userl
ap (config-guest-mode) #exit

# (ap (config
o)l uei CﬁLﬁ$Tcﬁijd;uo elin] liSoy

Bguall bl clisy lxall RADIUS o33 (Sas o, cdla>o
‘RADIUS 03155 Jguogll dlais cay s

ap (config) #radius-server host 192.168.10.2 auth-port 1812
acct-port 1813 key cisco



‘dxall eI go gl d95Lan daasld lay,

ap (config) #faaa authentication login web_list group radius

lig plsl . Sguall uoaiuumall Ll aSlaiwy >3 RADIUS o35 plaziw] iSey :dla>No
aasi IP glgic o Yo (>l o3l I 6L\ radius-server host oVl 950 08 «cl,>VI
Joogll
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@ 1 Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: Guest

Security type: Mo authentication (Open) -

Encryption type: Hone

Security Key: Hide characters

[] Start this connection automatically

[ Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,

I Mext || Cancel |
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auall o gaxil

das; pSx 62>9 le s da>Vo diSaug «p2ub JSiv SSID o JLasVl Jaell Say «(uoSill JWaiST a2y
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DOT11-6-ASSOC: Interface DotllRadioO, Station ap 0027.10e1.9880%
[Associated KEY_ MGMT [NONE

ap#show dotll ass

:Client Stations on DotllRadio0O 802.11

[SSID [Guest

MAC Address IP address IPV6 address Device Name Parent State

0027.10e1.9880 0.0.0.0 t: ccx-client ap self Assoc

Jraslly Lol P Glsie Jlasl s dlglxe xic wll> go9 .192.168.10.11 _Ssoliss IP olsic Juosll 005,
: JolSUL, aidslao pi o) Jrasdl O Jisdy aild

ap#PING 192.168.10.11
.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 192.168.10.11, timeout is 2 seconds

(Success rate is 0 percent (0/5

I Jsasll azgs 63lel o Jliall Juw Ll hittp://1.2.3.4 | Joog)l J9l>9 o mims pisy Jsasdl ol 13]
a3 Ul Jo3 )l s axao



E:‘ Furthentication Proxy Legin Pege - Muoci¥a Firefox
File Edit Weews History Bookmans Took Help

= 2% | htpesriz3a)

Authentication Froxy Login Page

Usernames:

Password:

Tk

o a3 a5 s3I URL Glgic o585, W) 6ile Lilgie IP lgie Jsb LVl 138 JlaS] pi jdka>No
o9 LYl L9 DNS plaiuw] pas) ks [DNS Lue URL glgic dax 5 I a2l 95 (1.2.3.4

_i> DNS 9,0 45,3 2loww| piy9 caanss | dxauall URL olsic pasiaall S5 dplell o @y linull
poii . Jeogll dad; alouwles aslicl piy sills al> i s3I lgiell JIHTTP GET dlw, Jsasll Juw
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@ Success Page - Moazilla Firefox | = || [=] ||£5J
http:x'I:_L.E.B.el_e' ok

Username: e

Password: .....

ok ] Authentication
Successful !

| DONE |

'Jwo=ll a3l P wlogles (o6 diSoy dx> Wl d95kaoll asy

ap#show dotll ass

:Client Stations on DotllRadio0 802.11

[SSID [Guest

MAC Address IP address IPV6 address Device Name Parent State

0027.10e1.9880 192.168.10.11 :: cex-client ap self AssocC

o Sy axe Wl adstaall JisT a=y Jwasdl JlasVl oblis] Joss ol ooy

ap#ping 192.168.10.11
.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 192.168.10.11, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/6 ms
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